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Abstract
Electrochemical sensor technology is an integral part of modern analytical chemistry that has attracted great attention. It is 
multifaceted and rapidly progressing because of its high demand and continuous technological advancements. Electrochemi-
cal sensors offer several advantages over traditional analytical methods, including selectivity, sensitivity, robustness, ease of 
operation, short-time measurement, portability, low cost, etc. Interestingly, some of such features are possible to engineer 
toward a better performance improvement by adjusting to the assay needs. This review article comprehensively discusses the 
components, configuration, and tailoring of electrochemical sensors. The electrode surface modification and its importance 
in performance enhancement, especially in terms of selectivity and sensitivity, are discussed. The immobilization strategies, 
their advantages, and limitations, as well as the influential factors in surface engineering, are also highlighted. In addition, 
state-of-the-art electrochemical sensors either based on the immobilization matrices or recognition elements for a diverse 
range of target analytes are discussed. Challenges and future aspects are briefly reviewed. The author believes the insights 
presented here will spark extra efforts to further understand and in turn, develop electrochemical sensors.
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Introduction

A chemical sensor is a device that analyzes substances by 
converting the recorded data into observable or quantifi-
able signals [1]. This subject is an emerging field estab-
lished from different scientific studies, such as chemistry, 
biology, acoustics, electricity, mechanics, optics, thermol-
ogy, semiconductors, microelectronics, and membranes. 
Despite a relatively new discipline, chemical sensors have 
come a long way, fundamentally driven by commercial 
demands. The chemical sensors have many excellent fea-
tures like small size, good selectivity, sensitivity, wide 
detection range, low cost, and ease of realizing automatic 
measurement and online or in situ as well as continuous 
monitoring, all of which have gained increasing attrac-
tion for a wide variety of applications. Thanks to these 
advantages, they have become among the most active and 
effective directions of modern sensor technology [2–6].

The need for accurate detection platforms has opened 
up the possibility of advancing sensor technology toward a 
versatile device that can be applied to all aspects of life [7]. 
Among the chemical sensors which include electrochemical, 
optical, magnetic, mass, and thermal [8], the electrochemical 
sensors offer a cheaper and more convenient solution for an 
assay. Most importantly, they also provide good reliability 
for the detection of a wide range of analytes [9]. Since reli-
able sensing of chemicals is a very important facet, electro-
chemical sensors have been broadly applied in agriculture 
[10], food [11], environment [12], healthcare [13, 14], etc. 
The advantages of chemical and electrochemical sensors, 
in general, indicate that this technology is superior to tra-
ditional analytical methods or even other methods such as 
ELISA, quantitative real-time PCR, immunohistochemistry, 
and colorimetric assays [14, 15]. A large number of studies 
reported in the literature indicate that the electrochemical 
sensor is a potential device to be developed commercially.

This review discusses a detailed account of the fun-
damentals and engineering of an electrochemical sensor 
with the knowledge of electrode surface modification for 
improving assay efficiency. State-of-the-art methodologies 
of different types of electrochemical sensors are also dis-
cussed. Additionally, the challenges and future perspec-
tives associated with the future of electrochemical sensor 
technology are incorporated into the text.

Electrochemical sensor

An electrochemical sensor is a standalone integrated tool 
that translates the information associated with electro-
chemical reactions into analysis-ready signals. It is useful 

to provide specific quantitative or semi-quantitative ana-
lytical data employing a chemical recognition element 
(receptor) that is fixed in direct spatial contact with the 
electrode [8]. In electrochemical sensors, the most com-
mon electrode system is the two-electrode (2E)-based 
and three-electrode (3E)-based systems. The cell based 
on a 3E system contains reference, counter, and working 
electrodes, while the 2E system only contains reference 
and working electrodes. The use of 2E and 3E systems 
is dependent on the condition of the electrolyte solu-
tion, the amount of the current passed through the elec-
trode–solution interface, and the employed electrochemi-
cal technique. In a measurement, current flows across the 
working electrode and some other electrode (generally 
two leads require to complete the current circuit). This 
other electrode refers to the reference or some other third 
electrode. When the reference electrode is used as the 
current-carrying electrode, its potential will change, and 
finally, it is no more a reference electrode. Thus, using a 
reference electrode as a current-carrying electrode should 
be avoided. Indeed, a third electrode called the counter or 
auxiliary electrode is required, in which its main purpose 
is to complete the circuit to carry current. More explicitly, 
the 2E system can be employed just in case the current 
passed is so small and the solution resistance is also tiny. 
The 2E system is usually applied in polarography, where 
the concentration of the electroactive compound is low 
and a high concentration of the supporting electrolyte is 
used for the reduction of the charging current. Otherwise, 
the 3E system is required for most of the electrochemical 
techniques such as linear sweep voltammetry (LSV) and 
cyclic voltammetry (CV), in which the accurate control 
and monitoring of the working electrode potential is nec-
essary. In the 3E system, the potential is applied between 
the working electrode and counter electrode yet is con-
trolled with respect to the reference electrode, so that its 
potential stays constant all the time. In this system, there 
is no limitation for the amount of current passed, and no 
wonder it is widely used in most electrochemical investi-
gations [16, 17].

Based on the type of measurements, electrochemical 
sensors are grouped into potentiometric, conductometric, 
voltammetric/amperometric, coulometric, and impedi-
metric. The potentiometric sensors measure the potential 
difference between the indicator and reference electrodes 
under conditions in which no current flow. They function 
under equilibrium conditions and monitor the accumula-
tion of charge caused by selective binding. Such sensors 
can be realized into biosensors by modifying the electrode 
with biological materials like an enzyme that catalyzes the 
reaction to generate ions that are eventually sensed when 
the ions bind to a suitable ion exchange membrane [18]. 
The conductometric sensors involve the measurement of a 
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solution’s ability to conduct an electrical current. They rely 
upon alterations in the electrical conductivity of a film or 
mass affected by the conductivity of the present analyte. 
In conductometric detection, a change in the concentra-
tion of the ionic species leads to a change in the electrical 
conductivity. The conductivity electrodes can be in direct 
contact with the solution, or alternatively, can be insulated 
using a thin layer. In contact-mode conductivity detection, 
good sensitivity and lesser response time can be obtained; 
however, it raises the risk of the electrodes breaking down 
and the samples becoming contaminated. Otherwise, such 
risks will not be observed in the contactless conductivity 
measurements since the electrodes are separated from the 
sample employing a thin film of insulation. To afford the 
best capacitive coupling, the insulation layer requires to be 
as thin as possible [19].

The voltammetric sensors record the current as a func-
tion of potential. In the measurement, the potential is vari-
ously applied either step by step or continuously to obtain 
a voltammogram. Several electrochemical sensors based 
on the voltammetry technique include cyclic, differential 
pulse, square wave, linear sweep, stripping, and hydrody-
namic. These types of measurement have been commonly 
employed for the analysis of a diverse range of samples 
including clinical samples, pharmaceutical formulations, 
environmental samples, and so on. Similar to the voltamme-
try, the amperometric sensors measure the response current 
at a given potential, yet, in this case, the applying potential 
is kept constant. In other words, the amperometric technique 
involves the measurement of changes in current at a fixed 

potential. In the amperometric sensors, the constant voltage 
applied to the working electrode causes a current to flow, 
which is then recorded as a function of time. Since relying 
on the specific potential for a given analyte, the ampero-
metric sensors offer a sensitive and selective measurement 
[20]. The coulometric sensors are a physicochemical method 
that does not use signal dependence on the analyte concen-
tration. Coulometry is an absolute method that requires no 
chemical standard or calibration. The mass of the analyte 
is proportional to the amount of electricity consumed for 
electro-reduction/oxidation [21]. The impedimetric sensors 
involve the measurement of the resistance, capacitance, and 
inductance by a small-amplitude AC potential. The spectrum 
is gained from frequency variations in a wide range. Then, 
resistive and capacitive components are mostly obtained 
by the determination of in- and out-phase AC current. This 
technique can be used to develop affinity biosensors since 
they allow monitoring of impedance variation by the charge 
and mass transfer of analyte at the sensor surface [22].

Figure 1 shows the electrochemical sensor configuration 
and its basic principles.

Electrode surface modification

Since the electrochemical reactions occur on the working 
electrode surface, this electrode, thus, takes a crucial role 
in the sensor system. To improve the sensor performance, 
especially in terms of selectivity and sensitivity, the work-
ing electrode is usually modified with chemically stable 

Fig. 1  The configuration 
and working principle of an 
electrochemical sensor. The 
target analyte in a sample is 
recognized by the receptors 
fixed on the electrode surface, 
resulting in a catalytic or bind-
ing event. The signal output is 
generated from the translation 
of the physicochemical changes 
due to target–receptor interac-
tions, which can be displayed 
in the different electrochemical 
data depending on the types of 
measurement
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substrates, such as nanomaterials, polymers, or composite 
materials. Mostly, the modified electrodes are evaluated on 
their capability both to sense the target of interest in a com-
plex sample and to detect a very small amount of the analyte, 
which, respectively, represent the selectivity and sensitivity. 
On occasion, the sensitivity reflects the limit of detection 
(LOD). Note that the LOD is the lowest response, or the 
lowest quantity possibly to be determined, that can be esti-
mated with a sufficient degree of statistical significance [21]. 
The physicochemical basis for the role of electrode surface 
modification can be explored by modifying an electrode for 
use in the selectivity study, enabling easier sensing in real 
samples. Generally, if the modified electrodes have a strong 
affinity to interact with the target, it will afford a good speci-
ficity. Yin et al. [22] electrochemically modified a carbon 
disulfide-functionalized graphene oxide (GOCS) composite 
electrode with cadmium ion-imprinted polymer (IIP) and 
then it was applied to detect Cd(II) by differential pulse vol-
tammetry (DPV) technique in food samples. Since the IIP 
had a binding affinity to the target, the modified electrode 
demonstrated excellent sensing selectivity. Another feature 
of the electrode surface modification is an increased sur-
face area that results in the enhancement of sensitivity. For 
instance, Ma et al. [24] tailored an electrode using graphene 
frameworks with a porous structure and high surface area. It 
was applied for electrochemical sensing of catechol, show-
ing good performance with a low LOD of 0.19 µM. One of 
the claims made about electrode modification is that it leads 
to significant amplification of the analytical signal through 
altered electron-transfer kinetics. However, this was proved 
in many reported works [23–27].

Immobilization matrices

As previously mentioned, the working electrode defines 
the sensor performance, on which its modification with 
a different type of electrode substrates results in distinct 
electrochemical behaviors. The materials generally used in 
the electrochemical sensor fabrication are classified as (1) 
supporting substrates or immobilization matrix, (2) electro-
analytical performance-enhancing material, and (3) recog-
nition elements/receptors [28]. The classifications 1 and 2 
are not sturdily defined in particular cases, especially for the 
electrochemical detection platforms that require no redox 
active indicators to generate the signals. In this regard, the 
materials that act as the immobilization matrix typically also 
enhance the electroanalytical performance, and vice versa. 
For instance, Noh et al. [29] devised a detection platform 
for cytokines using MXene nanosheet that functions as the 
detection sensitivity amplification as well as immobilization 
matrix for the aptamers. In a completely different case, the 
electrode materials can serve as a catalytic agent to con-
duct an electrochemical reaction. The sensing platforms that 

utilize catalytic materials for the electrode surface modifi-
cation are also known as catalytic sensors as reported by 
Jannath and Akhtar et al. [30], while the sensor incorporat-
ing receptor molecules with a high deferential selectivity 
are known as affinity sensors. In general, the electrochemi-
cal affinity sensors involve the immobilization matrices for 
receptor attachment.

The immobilization matrices are substantial in the elec-
trode surface modification. Mostly, they have high conduc-
tivity, a wide potential window, and are free of any elec-
troactive species. In the past decades, significant advances 
have been made since new platforms, such as nanostructured 
architectures and nanotechnological materials, were intro-
duced [31]. Nanomaterials have a remarkable impact on the 
electrochemical sensor application owing to their proper-
ties, such as improved electrical conductivity, stability, and 
chemical reactivity granted by increased surface area per 
unit weight. When applied as electrochemical labels, they 
push the LOD down and increase sensor sensitivity as well. 
The commonly used materials for immobilization purposes 
of the recognition elements include metal nanoparticles 
(MNPs), metal oxide NPs (MONPs), metal chalcogenides, 
metal–organic frameworks (MOFs), polymers, conducting 
polymers (CPs) or functionalized CPs, carbon nanomate-
rials (diamond, graphite, amorphous, fullerene C60 and 
C540, carbon onions, graphene, GO and its derivative, car-
bon nanotubes), nanocomposite materials (metallic, metal 
oxide and hydroxide, carbon, CP composites), etc. [28, 32]. 
Among them, the CP composites have received much atten-
tion because of their outstanding characteristics such as large 
surface area, strong catalytic efficiency, and good stability. 
Furthermore, they allow the receptors to be attached in mul-
tiple strategies. In addition, the CP composites also improve 
the mechanical strength of electrode interfaces with stabil-
ity, preventing the leaking of the materials and antifouling. 
The antifouling property probably was due to the polym-
erization of the CPs that can reduce surface roughness and 
pore size. These advantages deliver a prodigious possibility 
of discovering excellent electrode substrates for advancing 
electrochemical sensors. Therefore, no wonder numerous 
electrochemical sensors reported nowadays are based on 
CP composite materials [33, 34]. Figure 2 presents different 
types of materials that are commonly used in the fabrication 
of electrochemical sensors.

Recognition elements

Recognition elements (REs), also known as receptors, are 
a substance integrated into a sensor device that specifically 
interacts with the molecules of interest in a sample. They 
are fixed on a modified sensing surface in a desired manner 
dependent on the immobilization matrices. The attachment 
of REs is a pivotal process to develop a high-specificity and 
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stable-reusability sensor. The most critical part of this stage 
is to preserve the ability of REs to interact with the targets 
perfectly. Furthermore, the immobilization requires not only 
a speedy process but must load a large number of REs on 
the sensing surface as well [35]. In bioelectrochemical sen-
sors, the recognition elements are classified into biocatalytic 
receptors such as enzyme and bioaffinity recognition ele-
ments such as antibodies, chemical antibodies (aptamers), 
and nucleic acid sequences. Other well-known REs com-
monly utilized in biosensing are cells or tissues and molecu-
larly imprinted polymers (MIPs).

In fact, a selective and sensitive RE is not always used, 
yet a careful balance in terms of sensitivity, selectivity, reus-
ability, reproducibility, physical parameters, ease of syn-
thesis, etc. is maintained [36, 37]. Nanomaterials and their 
composites can be an alternative in electrochemical sensing 
because they have catalytic properties, in spite of the lack 
of specificity. As an example, a graphene oxide-anchored 

functionalized poly-aminopyrimidyl terthiophene (polyPAT) 
composite electrode was used to detect heavy metal ions 
Zn(II), Cd(II), Pb(II), Cu(II), and Hg(II) simultaneously 
in water samples [38]. In the interference study, the sen-
sor demonstrated a reduced peak current of ≥ 5.0% in the 
presence of other metal ions which indicates its relatively 
low specificity toward the target metal ions. Another exam-
ple is a recently published paper that reported the success 
of using the AuCo dendrite-anchored conductive polymer 
for the detection of saccharides. In this regard, the dendrite 
electrode showed electrocatalytic activity for the oxidation 
of sugars, where the LSV peaks were observed at + 0.07, 
+ 0.04, + 0.02, + 0.01, + 0.04, + 0.01, + 0.04, and + 0.04 V 
for glucose, fructose, galactose, mannose, xylose, sucrose, 
maltose, and lactose, respectively. Since the sensor could 
not discriminate different types of saccharides, the platform 
utilized an electrodynamic microfluidic channel to separate 
them prior to the detection [39].

Fig. 2  A wide variety of materials commonly used in the electrode surface modification as immobilization matrix of the recognition elements
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Considering several factors that may influence the ana-
lytical performance, it is of great importance to refer to a 
systematic decision map as shown in Fig. 3 for the receptor 
selection in designing an electrochemical sensor.

Enzymes

One of the key biorecognition elements employed in the 
electrochemical sensors is an enzyme. It is a biological cata-
lyst produced by living organisms, which can speed up the 
rate of certain chemical reactions in cell metabolism by a 
factor of at least 10 million. In a chemical reaction, enzymes 
are not destroyed, and therefore they can be used over and 
over. They specifically interact with substrates at the active 
sites to form an enzyme–substrate complex [40]. Generally, 
enzymes have better efficiency than those of the synthe-
sized catalysts operating at the same experimental condi-
tions. Thanks to their superior characteristics, enzymes have 
been broadly utilized in the development of electrochemical 
sensors. The enzyme-based electrochemical sensors (enzy-
matic sensors) are devised by attaching enzymes to an elec-
trode and then applied to detect the matching substrate. To 
enhance signal generation, enzymes are commonly embed-
ded in conductive materials or nanomaterials. The electro-
chemical enzymatic sensors offer distinct advantages, such 
as good selectivity and sensitivity as well as the possibili-
ties for portability and point-of-care testing (POCT) devices. 
Such features make them more attractive for applications in 
food safety control, clinical analysis, or health monitoring 
[41, 42].

Antibody

An antibody is a protective protein designed by the immune 
system in response to a foreign substance. The antibodies are 
a large protein arranged in three globular regions that form 
a Y-shaped structure (Fig. 4). Each Y consists of two differ-
ent identical pairs of polypeptide chains, including a heavy 
chain and light chain with MW of ~ 50 kDa and ~ 25 kDa, 
respectively. In the immune mechanism, antibodies identify 
and attach to specific antigens via antigen–antibody reaction 

Fig. 3  The systematic decision map established by Morales and Halpern for assisting the receptor selection in the initial design of electrochemi-
cal sensors [37]. Copyright © 2018, American Chemical Society

Fig. 4  The structure of the antibody. Heavy and light chains con-
nected by S–S bond to form the Y-shaped structure. –S–S– disulfide 
bridges, LC light chain, HC heavy chain, CR constant region, VR var-
iable region [45]. Copyright © 2018, Elsevier
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with the purpose of eliminating them from the body. Types 
of interactions between antibodies and antigens include 
hydrophobic interactions, van der Waals forces, electrostatic 
forces, and hydrogen bonds. Antibodies have been broadly 
used in sensing applications as a recognition element thanks 
to their inherent characteristics [43, 44].

Aptamers

The utilization of aptamers as a recognition agent for elec-
trochemical sensing is strongly favored. Aptamers demon-
strate comparable affinity to antibodies for binding to the 
targets. They are easy to immobilize on the electrode surface 
resulting in a longer shelf life (long-term stability), higher 
reproducibility, resistance to temperature changes and pH, 
and low immunogenicity. Additionally, aptamers offer a 
simple and low-cost synthesis process in a relatively short 
time. In the selection of aptamers, it involves the systematic 
evolution of ligands by exponential enrichment (SELEX) 
technology from a large and assortment collection of nucleic 
acids [46, 47].

Nucleic acids

Nucleic acids are a biopolymer formed from nucleotides 
that combine with each other. They can bind non-nucleic 
acid targets as well as catalyze chemical reactions. Hence, 
it is possible to use nucleic acids as the REs (in hybridi-
zation probes and aptamers) or enzymes (DNAzymes and 
ribozymes). In addition, the nucleic acids are easily modified 
with other molecules, making them ideally suited for use in 
the development of electrochemical sensors [48].

Cells

Living cells can act as a recognition layer in the electro-
chemical sensors by immobilizing them on the modified 
surface. They are useful for the study of the typology and 
activity of different cells since modifying the physiological 
state and behavior of the living cells under a specific stimu-
lation is possible. Cell fixation is a very important step for 
achieving sensor stability and reliability. Among the cell 
immobilization methods, the most common one is to form 
a uniform adhesion layer using extracellular matrices like 
collagen, laminin, peptides, and self-assembled monolay-
ers [49].

Molecularly imprinted polymers

Over the past few decades, molecularly imprinted polymers 
(MIPs) have emerged as alternative receptors substituting 
antibodies in the development of electrochemical sensors. 
They are synthetic polymers with specific and selective 

recognition elements bearing the advantages of durability 
under different environmental conditions and low fabrica-
tion costs [50, 51].

Immobilization strategies

The pillar of an electrochemical sensor is the chemical reac-
tion that takes place on the transducer surface between the 
REs and targets to bring about a signal response. Accord-
ingly, receptor immobilization in manufacturing a sensor 
becomes the most crucial stage. This process is affected by 
some factors, including electrode surface properties (physi-
cal and chemical), immobilization conditions (solution, pH, 
temperature, etc.), receptor characteristics, receptor orienta-
tion and density, and immobilization strategies. Typically, 
the strategies of receptor immobilization are classified into 
two categories, i.e., non-covalent (adsorption, entrapment, 
or affinity) and covalent or cross-linking [52, 53]. Cova-
lent immobilization is a chemical attachment method that 
allows the REs to be vertically oriented, thereby facilitating 
a greater interaction with the target of interest. Although 
the matrix is not regenerable in this strategy owing to a 
non-reversible immobilization, it is preferred to adsorption 
especially when a stable attachment is required by a continu-
ous flow rate and associated shear forces [54]. In general, 
non-covalent immobilization includes physisorption and bio-
affinity interactions. The physisorption is specifically real-
ized for physical encapsulation and entrapment of the REs 
in which no complex chemistry is involved. This interaction 
is dependent on the environments and demonstrates weak 
intermolecular forces like hydrophobic, van der Waals, elec-
trostatic, and hydrogen bonds. On the other hand, bioaffinity 
relies on certain binding phenomena found in nature. This 
method provides specific interaction, orientation control, and 
good steric access to binding partners. The most employed 
partners in the bioaffinity-based interactions are avidin–bio-
tin and streptavidin–biotin because the ligand–receptor pos-
sesses a very strong affinity and can mediate the attachment 
of numerous REs with preserving their functionality [55].

Table 1 presents the highlights of key advantages and 
disadvantages of using each immobilization strategy.

State‑of‑the‑art electrochemical sensors

Electrochemical sensor classification based 
on immobilization matrices

Metal nanoparticle‑based electrochemical sensors

In the electrochemical sensors, the main role of metal nano-
particles (MNPs), including noble metal and metal oxide 
NPs, involves toughening of the conductive sensor interface, 
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on which their electrochemical behaviors enable the electri-
cal contact of redox centers in the target of interest with the 
transducer surface. The biocompatible of these materials 
is demanded the immobilization of molecules or biomol-
ecules in the fabrication of electrochemical immunosensors, 
genosensors, enzyme sensors, bacteriophage sensors, etc. 
[56, 57].

Because of their unique electrocatalytic properties, noble 
metal NPs have captured the vast attention of researchers. 
Their superiority lies in low-cost compared to bulk metal 
catalysts, high surface area, and selectivity. Furthermore, 
their electrocatalytic activity can be tuned and tailored 
according to their size and shape. In electrochemical sensor 
development, noble MNPs are considered electrode materi-
als due to their high stability and sensitivity [56]. One of 
the most commonly used noble MNPs in electrochemical 
sensor development is Au nanoparticles. This nanomaterial 
has high electrical conductivity, chemical stability, volume-
to-surface ratio, and loading capacity as well as ease of syn-
thesis by a green and cost-effective method. Moreover, the 
Au nanoparticles have good biocompatibility which is ben-
eficial for use in the development of electrochemical sensors 
that involve the analysis of living cells [58]. In a lung cancer 
study, AuNPs were used to fabricate an ultrasensitive amper-
ometric nanobiosensor for the detection of A549 non-small 
cell lung cancer (NSCLC) cells. The AuNPs served as an 
immobilization matrix for aptamer attachment by compos-
iting with poly(2,2′:5′,2″-terthiophene-3′-(p-benzoic acid)) 

(polyTBA). On the other side, they were also used to prepare 
a bioconjugate attached to another aptamer and hydrazine. 
The sensing platform performed a simple, low-cost, biocom-
patible, and sensitive analysis of NSCLC [59]. In a different 
investigation, an electrochemical sensor based on AuNPs 
was devised for the detection of annexin II and MUC5AC, 
which are biomarkers for lung cancer early detection. Two-
step depositions of Au nanoparticles were aimed at improv-
ing the sensing performance. The first step of AuNP deposi-
tion was conducted on the surface of the GC electrode, while 
the second step of deposition of AuNPs was carried out by 
doping them onto the dendrimer. By chronoamperometric 
(CA) technique, the proposed immunosensor was success-
fully applied to determine the targets in the apical surface 
fluids of squamous metaplastic epithelial cells [60].

Besides the AuNPs, Pd nanoparticles are also among 
the most common metal NPs in the fabrication of electro-
chemical sensors. The PdNPs possess catalytic activities and 
strong chemical resistance. These characteristics are prob-
ably due to quantum size effects, large surface-to-volume 
ratio, structural robustness, and good biocompatibility [61]. 
An example of the utilization of Pd nanoparticles in electro-
chemical sensing was reported by Cao and Wei’s group [62]. 
The  Zn2SiO4 spheres loaded with PdNPs were synthesized 
and then used as dual-functional labels in the electrochemi-
cal sensing of insulin. The CA signal was generated from 
the reduction current of  H2O2 by the  Zn2SiO4–PdNPs, show-
ing a highly sensitive insulin detection under the optimized 

Table 1  The advantages and limitations of varying strategies for attaching the recognition elements to the transducer surface of electrochemical 
sensors

Strategy Binding nature Advantages Disadvantages

Adsorption Weak bonds Simple and easy Detachment
Limited loss of enzyme activity Non-specific interaction

Entrapment Incorporation of the receptors within a 
gel or polymer

No chemical reaction occurred Receptor leaking

Possible to immobilize several types of 
receptors within the same matrix

Requiring high concentration of the 
materials

A controlled thickness is possible by the 
application of a voltage

Some materials are toxic and lack stability

Covalent Chemical binding formed through the 
interaction of functional groups of the 
immobilization matrix and receptor

No diffusion barrier Non-reversible

Stable
Short-time reaction
Preserving the receptor activity

Cross-linking Involving the linker (e.g., glutaraldehyde) 
or inert molecule (e.g., BSA) for bond 
formation

Simple High loss of receptor activity

Possible to load a high concentration of 
receptors

Requiring attachment time

Affinity Nature binding phenomenon (e.g., avi-
din–biotin interaction)

Easy to control and orient the attachment Requiring specific groups on the receptor 
(e.g., his, biotin)
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experimental conditions. Another PdNPs-based sensor was 
reported for the detection of alpha-fetoprotein (AFP) based 
on a sandwich-type format [63]. In this work, PdNPs were 
loaded on  Fe3O4@C, utilizing electrostatic attraction to form 
a core–shell structure. The amperometric signal amplifica-
tion was based on the noble metal Pd nanoparticles that 
exhibited electrocatalytic properties toward  H2O2 reduction.

Metal oxide nanoparticle‑based electrochemical sensors

When coupled with the recognition molecules, metal oxide 
NPs have proven a better selectivity. The metal oxide NPs 
demonstrate good electrochemical properties owing to their 
size, high surface area, and stability [57]. For instance, a 
NiO NP was modified with a CeCuOx-modified electrode 
for the determination of lipocalin 2 (LCN 2), a biomarker 
for acute kidney injury (AKI), in serum. The high surface-
to-volume ratio of NiO NPs/CeCuOx facilitated the success-
ful attachment of antibodies. By voltammetric technique, 
the sensor exhibited a high selectivity and recovery rate in 
LCN 2-spiked serum, which confirmed its feasibility to use 
in real clinical samples [64]. In a different report, a  CeO2 
NP or nanoceria was utilized in the fabrication of a dispos-
able electrochemical total antioxidant capacity (TAC) sen-
sor using square wave voltammetry (SWV) measurement 
[65]. The simple modification method by drop-coating the 
nanoceria on the screen-printed electrode was conducted to 
manufacture the proposed sensor. In terms of performance, 
it showed comparable results to that of the other method 
like spectrophotometric. Overall, the TAC sensing platform 
offered portability with ease of use and cost-effectiveness.

Metal chalcogenide‑based electrochemical sensors

Transition metal chalcogenides (TMCs) possess distinctive 
characteristics which are suitable for catalytic applications. 
They include excellent charge transfer ability, large surface-
to-volume ratio, controllable energy band gap, strong inter-
action with light, and mechanical robustness. These unique 
features make TMCs superior electrode materials for the 
development of electrochemical sensing platforms [66]. 
Recently, a transition metal dichalcogenide-based sensor 
was developed using  MoS2 nanoflowers supported with 
AuNPs [67]. The  MoS2–AuNPs-modified GC surface acted 
as a DPV signal amplification for the cancer antigen 72-4 
(CA72-4) sensing. A simple electrochemical sensing plat-
form for lactic acid (LA) based on TMCs was reported by 
Arivazhagan et al. [68]. In this work, they electrochemically 
deposited a hollow sphere of HS-NiS nanostructures on the 
nickel foam (NiF) substrate to form NiF/HS-NiS electrodes 
for LA sensing. By employing the amperometry technic, 
the enzyme mimic sensor performed an excellent electro-
catalytic oxidation and detection ability toward LA. Most 

importantly, it exhibited practicality by sensing LA in urine 
samples. In their different LA detection work, an NiS nano-
cluster on NiS microsphere/bare NiF was prepared via a one-
step electrochemical strategy. A high-performance ampero-
metric detection of LA was achieved due to the uniform and 
good dispersion of small NiS-NC, abundant active sites, and 
improved mass transfer kinetics [69]. A layered metal chal-
cogenide of SnSe was composited with 2D-hexagonal boron 
nitride (h-BN) and then used for amperometric detection of 
nitrofurazone (NF) [70]. The SnSe/h-BN electrode demon-
strated superior performance because of its high surface area 
and electron-transfer kinetics.

Metal–organic framework‑based electrochemical sensors

MOFs have been applied for electrochemical sensors due 
to their abundant mesoporous, large surface area, design-
ability, and diverse functional groups. The MOFs constitute 
ultrahigh porosity material that offers a favor for the sens-
ing platform development. The intrinsic MOF characteristic 
affords more active sites for signal recognition molecules 
[71]. An example of work involving the use of MOFs was 
reported by Daut et al. [72]. They proposed an alternative 
approach for long-term monitoring of glucose employing 
an amperometric enzyme-free sensor. In the development, 
Ni–BDC–NH2 permitted diffusion for glucose entrapment by 
a multi-layered sheet-like structure and glucose adsorption 
by a BDC linker-attached –NH2 group.

Polymer‑based electrochemical sensors

In electrochemical sensor configuration, polymers gener-
ally enhance the mechanical strength of electrode interfaces 
with stability. They also can directly involve in the sensing 
mechanism, or be as an immobilization matrix for specific 
receptor immobilization. A wide variety of polymers known 
to date can be grouped into two types, namely natural poly-
mers (agar, cellulose, chitosan, glucomannan, inulin, pectin, 
etc.) and synthetic polymers (biocompatible, ethylene vinyl 
alcohol/EVOH, acrylic, conducting polymers, etc.). The pol-
ymer-based matrix platforms provide both non-covalent and 
covalent immobilization strategies. The non-covalent strat-
egy is realized for the entrapment of the molecules within 
the polymers, while covalent immobilization is achieved 
by bonding the molecules/biomolecules to the polymers 
employing EDC/NHS chemistry, glutaraldehyde cross-
linking, etc. Although offering the possibility of chemical 
modification that results in the sensor reactivity, flexibil-
ity, resistance to degradation, and good biocompatibility, 
the use of polymers can reduce the electrode conductivity 
owing to their semi-conductive property. Naturally, they are 
semi-conductive with low electrical conductivity. Despite 
this disadvantage, polymers have been still demanded for 
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electrochemical sensor fabrication. The researchers over-
come such limitations by incorporating them with conduc-
tive materials to obtain polymer composites as discussed in 
“Immobilization matrices” [33, 73].

One reported the development of a shrink polymer-based 
sensor for POCT of prostate-specific antigen (PSA) biomark-
ers. The poly(l-lysine hydrobromide) (PLL) was fixed on the 
graphene electrode followed by the attachment of an anti-
body to obtain the probe. The sensing mechanism was based 
on the DPV signal attenuation due to the steric hindrance 
of PSA captured on the probe, proportionate to the concen-
tration of PSA in the samples. The sensor showed a short 
time of analysis, high selectivity, repeatability, precision, 
and long-term stability. Additionally, the analytical results 
obtained using the developed sensor were in good agree-
ment with the commercial chemiluminescence instrument, 
suggesting the feasibility of the sensor in clinical diagno-
sis [74]. In a different research, the CP precursor TBA was 
electrochemically polymerized on the electrode surface and 
used as an immobilization matrix for the development of an 
electrochemical thrombin sensor. The amperometric signal 
originated from the redox indicator toluidine blue O (TBO) 
fixed on magnetic NPs along with an anti-thrombin anti-
body. The detection mechanism was based on sandwich-type 
immunoreaction, on which the target thrombin was sand-
wiched between the probe and bioconjugate. The sensor 
performed reliable results with good recovery in the range 
of 93.8–103.6% toward human serum samples spiked with 
thrombin [75].

Carbon nanomaterial‑based electrochemical sensors

Carbon nanomaterials can be easily exploited in the indus-
trialization of advanced technology for sensing applications 
owing to their built-in features that include a wide potential 
window, very small background current, good biocompat-
ibility, and low production cost [76]. Poh et al. utilized nano-
porous carbon for DPV detection of multiple biomarkers 
such as ascorbic acid, DNA bases, dopamine, NADH, and 
nitroaromatic explosives. This material consistently dem-
onstrated superior performance compared to the bare GC 
electrode, graphite microparticles, and carbon nanotubes 
(CNTs) [77]. Carbon nanomaterials are also used in com-
bination with a polymer as reported by Shim’s group [78]. 
An N,S-doped porous carbon (DPC) was modified on the 
GC electrode, then electropolymerized with a bi-function-
alized 3-[(2,2′:5′,2″-terthiophen)-3′-yl]-5-aminobenzoic 
acid (TABA) monomer. The carboxyl and amine functional 
groups of pTABA were used to covalently attach  NAD+ 
and LDH, respectively. When the samples containing lac-
tate were introduced into the sensor system, an increase in 
amperometric currents was observed. The amperometric 
signals were ascribed to the LA level in the sample.

Composite‑based electrochemical sensors

Ghalkhani et al. [79] developed an electrochemical ralox-
ifene (RLX) sensor by a facile and cost-effective procedure. 
The sensor was fabricated using an rGO–CNT composite 
fixed on a GC electrode. It demonstrated high electrocata-
lytic efficiency and stability for the voltammetric determi-
nation of RLX in plasma and pharmaceutical samples. Zhu 
et al. [80] detected kanamycin employing a label-free LSV 
sensing platform based on a nanocomposite that consists 
of aptamer, functionalized CPs, and Au nanoparticles. The 
probe was fabricated by depositing self-assembled DPB on 
the electrode surface, followed by electropolymerization and 
covalent attachment of aptamers on the polyDPB(AuNP) 
composite electrode. The sensor was highly selective toward 
kanamycin and stable for up to two months. Abdelwahaba 
and Shim [81] deposited AgNPs on the Ox-polyTBA/
MWCNT nanocomposite electrode for use in amperometric 
sensing of  H2O2. Interestingly, it showed a very fast response 
time of < 5 s and sensitive detection with a LOD of 0.24 µM. 
Chung et al. [82] fabricated a sensing platform for dopamine 
and serotonin by anchoring Pd(C2H4N2S2) complex to the 
polyTBA layer on the employed AuNPs surface. Using a 
SWV technique, it was observed that the sensor performed 
a simple, rapid, selective, and precise analysis for real sam-
ples. Gopal et al. [83] developed a non-enzymatic method 
for amperometric sensing of glucose based on MXene-based 
nanocomposite. Simply, the sensor was fabricated by drop-
coating MXene–Cu2O  (Ti3C2Tx–Cu2O) nanocomposite 
on a GC electrode. The nafion was finally coated on the 
MXene–Cu2O  (Ti3C2Tx)/GCE as a binder.

Table 2 summarizes the classification of electrochemical 
sensors based on immobilization matrices.

Electrochemical sensor classification based 
on recognition elements

Enzymatic/non‑enzymatic electrochemical sensors

Enzymatic electrochemical sensors operate by utilizing 
enzymes fixed on the transducer surface for the catalytic 
process. Contrarily, enzyme-free electrochemical sensors 
or non-enzymatic electrochemical sensors do not require 
enzymes for the sensing mechanism. Instead of enzymes, 
they use certain materials that have the ability to catalyze 
the target of interest. An example of an enzyme-based elec-
trochemical sensor is the use of GOx for the development 
of amperometric glucose sensors as reported by Kim et al. 
[84]. The sensor was fabricated using the conducting TCA 
monomer electrochemically polymerized on a gold-coated 
microneedle (AuMN) surface. The GOx enzyme was cova-
lently attached to the polyTCA layer through amide bond 
formation between the –COOH group of pTCA and the 
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–NH2 group of enzymes. One study reported the develop-
ment of enzymatic and non-enzymatic amperometric glu-
cose sensors in a single experimental setting [85]. For the 
non-enzymatic sensor, the mere hierarchical Au–Ni alloy 
was used. Meanwhile, for the enzymatic sensor, the conduct-
ing polyTBA was modified on the same alloy layer and then 
used as an immobilization matrix for the covalent attach-
ment of GOx. In this study, the enzymatic sensor demon-
strated a better analytical performance (sensitivity of 1.4 
times higher, LOD of 20.1 lower, and stability of 12 days 
longer) than that of non-enzymatic sensor, due to the use of 
stable CP. However, enzymes are typically prone to envi-
ronmental changes that can impact the stability of a sensor 
being developed. Besides, the immobilization technique and 
electrode matrices used may also affect this parameter. Oth-
erwise, nanozymes are relatively stable and easy to prepare 
at a low cost.

Nanozyme‑based electrochemical sensors

Nanozymes refer to a group of nanomaterials with enzyme-
like characteristics that can perform catalytic reactions simi-
lar to those carried out by natural enzymes. They are also 
known as artificial enzymes. Nanozymes can be composed 
of metal and MONPs, metal nanoclusters (NCs), quantum 
and carbon dots, nanotubes (NTs), nanowires, or MOFs. 
They offer numerous advantages such as high operational 
robustness, stable shelf life, and low cost of synthesis. Most 
importantly, nanozymes exhibit comparable catalytic activi-
ties to those of natural enzymes [86].

Gold-loaded nanoporous ferric oxide nanocubes 
(Au–NPFe2O3NCs) were used for the fabrication of autoan-
tibody sensors, exhibiting improved electrocatalytic and col-
orimetric detection of p53-specific autoantibodies [87]. The 
Au–NPFe2O3NCs nanozyme assisted the catalytic oxidation 

Table 2  Summary of different types of immobilization matrix-based electrochemical sensors

NA not available; _ target analyte

Types of electrochemical sensors Modified electrode Detection 
technique

Sample References

Metal nanoparticle based GCE/AuNP–pTBA/Apt//NSCLC cell/
Apt/AuNP/Hyd

CA A549, MRC-5, HepG2, and PC3 cell 
lines

[59]

GCE/AuNP/pTCA–Den/AuNP/Hyd/
Ab//ANXA2

CA SQM and NHTBE cells [60]

GCE/Au NCs/Ab1//insulin/Ab2/Pd/
Zn2SiO4

SWV Serum [62]

GCE/CNT-Ab1//AFP/Ab2/PdNP@C@
Fe2O3

CA Serum [63]

Metal oxide nanoparticle based Si electrode/CeCuOx/NiO NPs/
Ab//LCN2

CV Serum [64]

SPE/CeNPs//TAC SWV Wine samples [65]
Metal chalcogenide based GCE/MoS2–AuNPs/Ab//CA72-4 DPV Urine [67]

NiF electrode/HS-NiS//LA CA Urine [68]
NiF electrode/NiS-NC@NiS-MS//LA CA Urine [69]
GCE/SnSe/h-BN//NF CA Water and Urine [70]

Metal–organic framework based GCE/Ni–BDC–NH2//glucose CA Soft drink (Coca-Cola) [72]
Polymer based Shrink polymer/Au film/graphene/PLL-

Ab//PSA
DPV Serum [74]

SPCE/pTBA-Apt//thrombin/Ab@MNP/
TBO

CA Serum [75]

Carbon nanomaterial- based GCE/nanoporous carbon//AA, DNA 
bases, DP, NADH, or TNT

DPV NA [77]

GCE/PC/pTABA–NAD+/LDH//lactate CA The media of Vero, MCF-7, and HeLa 
cells

[78]

Composite based GCE/rGO–CNT//RLX CV Plasma and pharmaceutical samples [79]
SPE/(AuNP)pDPB-Apt//kanamycin LSV Milk [80]
GCE/CNT/pTBA-Ox/AgNPs//H2O2 CA Urine [81]
SPE/AuNPs@rGO/pTBA-

Pd(C2H4N2S2)2//serotonin or DA
SWV Plasma and the media of MCF7 and 

MCF10A cells
[82]

GCE/MXene–Cu2O  (Ti3C2Tx–
Cu2O)//glucose

CA Serum [83]
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of 3,3′,5,5′-tetramethylbenzidine (TMB) in the presence of 
 H2O2 via the Fenton reaction mechanism. An excellent sens-
ing sensitivity with LOD of 0.08 U/cm3 and reproducibil-
ity (RSD) of ≤ 5.0% were obtained in the determination of 
p53-specific autoantibodies employing the CA technique. 
A nanocomposite of Au–CuO was labeled with CD62E and 
then reacted with the poly(azure A)/antibody electrode to 
form PAA/Ab/CD62E–Au–CuO layer. The enzyme-like 
activity possessed by the modified electrode was observed 
to improve the electrocatalytic process, resulting in a high 
DPV cathodic peak current. The introduction of the target 
E-selectin in the sensor system inhibited the assembly due 
to competitive immunoreaction. The linear dynamic range 
was from 0.5 to 500 ng/cm3 with an estimated detection 
limit of 226 pg/cm3 [88]. The functionalized nanozymes 
based on Prussian Blue (PB) and azidomethyl-substituted 
poly(3,4-ethylenedioxythiophene) (azidomethyl-PEDOT) 
were utilized as electrocatalytic labels for RNA/DNA sen-
sors [89]. The direct electrocatalytic amperometric current 
of  H2O2 reduction is the signal response that is proportional 
to the concentration of the hybridized sequences. The use 
of advanced PB-based electrocatalytic labels has opened 
a new avenue for POC RNA/DNA detection. Single-atom 
nanozymes of Co–N–C were embedded in rGO aerogel for 
amperometric sensing of  H2O2 in living cells. The electro-
catalytic performance of Co–N–C was enhanced thanks to 
the unique 3D layered rGA structure that has excellent elec-
trical conductivity and high material loading [90]. Another 
single-atom nanozyme-based  H2O2 sensor was reported 
[91]. In this case, a single-atom Au catalyst was loaded 
on  CeO2 since it has the ability to accommodate more Au 
atoms. The A549 cells-released  H2O2 was detected through 
the DPV technique employing a highly catalytic and stable 
sensor with a LOD of 1.4 nM.

Electrochemical immunosensors

An electrochemical immunosensor is a class of biosensors 
that is based on the interactions between an antibody and 
antigen occurring on the surface of an electrode (transducer). 
In the sensor configuration, either antibody or antigen can 
be the species fixed on the transducer surface which serves 
as a recognition element. Since antibodies and antigens have 
strong binding forces, the immunosensors offer high selec-
tivity and sensitivity which make them attractive for use in 
various health applications, especially as a POCT [45].

An amperometric immunosensor for granzyme B (GzmB) 
detection was developed in a sandwich-type architecture 
[14]. An anti-GzmB monoclonal antibody and anti-GzmB 
polyclonal antibody were covalently immobilized on the CP 
layer to obtain a sensing probe and bioconjugate, respec-
tively. The sensor demonstrated wide linearity, low LOD, 
high selectivity, reproducibility, and long-term stability as 

well as excellent detection precision. Moreover, the devel-
oped GzmB immunosensor was successfully applied to 
monitor the patients’ cancer progression while undergoing 
targeted therapy. In a different study, a label-free electro-
chemical cancer antigen 72-4 (CA72-4) immunosensor 
based on a signal amplification strategy of AuNPs-supported 
 MoS2 was fabricated [67]. The receptor was attached to the 
composite layer utilizing the interaction between  NH3

+ in 
the antibody molecules and Au nanoparticles to form an 
amine–gold bond. The investigation provided a theoretical 
basis for the ultrasensitive DPV detection of cancer bio-
markers in biological samples. Another tumor marker, car-
bohydrate antigen 199 (CA19-9), was successfully detected 
using a sandwich-type immunosensor based on a controlled 
release strategy [92]. By DPV technique, the immunosen-
sor exhibited a wide linear concentration toward standard 
CA19-9 in the range of 0.001–100 U/cm3 with a detection 
limit of 0.0005 U/cm3. Since the outbreak of the coronavirus 
disease (COVID-19) attacked in early 2020, a huge research 
in the electrochemical immunosensors had been carried out 
for patients’ diagnosis. For instance, an electrochemical 
immunosensor for rapid determination of antibodies against 
the syndrome coronavirus 2 (SARS-CoV-2) spike protein 
was developed [93]. In this case, the receptor ScoV2-Rs 
was modified on the phytic acid-doped polyaniline (PANI-
PA) films and then used to detect antibodies in the patient’s 
serum samples by means of impedance technique. Another 
electrochemical SARS-CoV-2 immunosensor was tailored 
using anti-spike antibodies functionalized on a graphene 
working electrode [94]. The sensor could detect SARS-
CoV-2 using SWV measurement at the concentration of 
5.5 ×  105 PFU/cm3. Interestingly, it demonstrated a signifi-
cantly faster analysis than that of the standard qPCR and was 
miniaturized in the form of a portable device that is possible 
for use in on-site infection diagnosis.

Electrochemical aptasensors

A functionalized bimetallic MOF-based dual signal aptasen-
sor was developed for DPV detection of HER2 [95]. The 
aptamer was physically adsorbed on the Zn–Co–MOF@Fc/
ITO electrode. Using Apt/Fe–Co–MOF@MB as labels, two 
peaks of the electrochemical signal were observed, which 
obviously originated from Fc and MB. A simple, fast, and 
accurate sensing of HER2 with the linearity from 0.75 to 
250 pg/cm3 and LOD of 0.37 pg/cm3 were based on the 
ratio of signal peaks. In a study, a label-free electrochemi-
cal DPV sensing strategy was devised for thrombin [96]. 
The aptamer supported by conductive GNPs/CNO/CS nano-
composite demonstrated a promising quantitative determina-
tion of thrombin in human serum with superior sensitivity, 
specificity, and reproducibility. In addition, the aptasen-
sor was useful in the biomedical field as well as for clinic 
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applications. A sandwich-type electrochemical aptasensor 
based on the tyramide signal amplification (TSA) technol-
ogy was used to detect Pseudomonas aeruginosa bacteria. 
The primary aptamer SA37 was used to capture the bacteria 
cells, while the secondary aptamer SA81 labeled with HRP 
was the catalytic probe. A TSA-based signal enhancement 
comprising biotinyl-tyramide and streptavidin-HRP is uti-
lized as signal tags for improving the amperometric sensing 
sensitivity [97].

Electrochemical genosensors

A sensor that recognizes the target nucleic acids based on a 
hybridization reaction is called a genosensor. This approach 
is different compared to aptasensor which utilizes high affin-
ity and specificity to bind a target molecule. In genosensors, 
DNA or RNA targets are detected through the hybridization 
reaction between DNA or RNA and single-stranded DNA 
(ssDNA) sensing element. Two common strategies applied 
in genosensing include sandwich and competitive formats 
and direct format. The sandwich and competitive formats 
use a recognition that consists of the mixture of DNA target 
and incubated ssDNA probe on the sensor surface through 
a specific label. Meanwhile, the direct format is principally 
based on the label-free detection by attachment of ssDNA 
on the modified electrodes. Although the direct format is 
comparatively simpler than that of the competitive format, 
sometimes the ssDNA probe-target DNA complex on the 
sensor surface produces no desirable changes in the trans-
duction values. Therefore, the sandwich and competitive 
formats are a preferred approach to improve sensitivity [98].

An interesting electrochemical genosensor based on mag-
netic actuation and multiplex double tagging was utilized to 
detect interferon-gamma (IFN-γ) transcript on T cells [99]. 
Using the CA technique, the sensor performed highly sen-
sitive and specific detection of IFN-γ. Moreover, it was a 
promising platform as an alternative IFN-γ release assay test 
for use in screening out populations at primary health care. 
In a lung cancer study, an exosomal microRNA array sen-
sor was used as a sensing platform to simultaneously detect 
miRNA-21, miRNA-155, miRNA-205, and miRNA-let-7b 
in cell line models as well as NSCLC patient serum [100]. 
The multiplexed sensor was constructed using the conduct-
ing polyTBA for harboring DNA P-1 that hybridizes to the 
5′ end of the chimera, followed by the hybridization of DNA 
P-2 to the 3′ end of the chimera, resulting in the binding 
site for p53 protein. The amperometric signal was achieved 
through the reduction of  H2O2 by hydrazine fixed on Au 
nanoparticles along with the sequence recognition p53 pro-
tein. The development of a genosensor for electrochemical 
sensing of miR-200a was reported [101]. The probe was con-
structed using an  NH2–CuONPs–MnO2NRs composite on 
the GC electrode. With ferrocene-functionalized graphene 

oxide (Fc–GO) nanosheets as a label, miR-200a was detected 
in the range of 1.0 fM to 0.1 µM with an LOD of 0.29 fM 
employing DPV. Since miR-184 expression is downregu-
lated in elderly individuals with late-life depression (LLD), 
it becomes a potential marker in the LLD diagnosis. A work 
reported a novel and facile approach based on an electro-
chemical genosensor for this issue [102]. The sensor proved 
an efficient LLD diagnosis with accurate quantification of 
miR-184 via the DPV technique in real biological samples. 
A genosensor was developed for amperometric quantifica-
tion of the circulating long noncoding RNA CCAT1 aimed 
at diagnosing colorectal cancer [103]. The developed sensor 
demonstrated high sensitivity toward CCAT1 indicated by a 
low detection limit of 990 fM.

Cell‑based electrochemical sensors

An electrochemical sensor based on cells for the sensing of 
milk allergen casein was reported by Jiang et al. [104]. The 
rat basophilic leukemia (RBL-2H3) mast cells were immo-
bilized on a highly conductive and biocompatible sensing 
interface fabricated using a graphene/carbon nanofiber/gela-
tin methacryloyl (GN/CN/GelMA) composite. By employ-
ing the DPV technique, the cell sensor showed linearity for 
casein in the range of 1.0 ×  10–7–1.0 ×  10–6 g/cm3 with LOD 
of 3.2 ×  10–8 g/cm3. The developed sensor demonstrated 
good accuracy, stability, and reproducibility. Another exam-
ple of a cell-based sensor was reported by Hao et al. [105]. 
HepG2 cells were fixed on the l-cysteine/AuNFs layer via 
a 3D cell culture, where sodium alginate/gelatin hydrogel is 
used to create such a system. Using the DPV technique, the 
sensor was applied for the detection of hydroxy-α-sanshool 
and demonstrated good performance. Wei et al. [106] con-
structed a sensing platform for evaluating the immunomodu-
latory effects using living cells as biorecognition elements. 
RAW264.7 cells were encapsulated in GelMA hydrogel to 
form a 3D cell cultivation system, which was then fixed on 
the modified electrode. The sensor performed satisfactory 
results via the DPV measurement of atrazine and its metabo-
lites, indicating its potential for in vitro tests.

Bacteriophage‑based electrochemical sensors

Bacteriophages are viruses that contain DNA or RNA encap-
sulated in a protein coat. They can infect the bacteria cells and 
then replicate within them; however, they invade no other cells. 
By modifying bacteriophages genetically to provide a peptide 
on their surface, the bacteriophages can bind to desired target 
molecules. This modification enables the bacteriophages for 
used in the sensor fabrication by immobilizing them on the 
modified electrode. For instance, M13 phages were covalently 
attached to a gold electrode and then used for the electrochemi-
cal detection of ovomucoid. Two different coupling chemicals 
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of MUA-EDC/NHS and Sulfo-LC/SPDP were employed in the 
immobilization process. This sensing approach is an efficient 
alternative way with good sensitivity, selectivity, and stability 
since it employed electrochemical impedance spectrometry 
(EIS) and SWV [107]. A study reported the electrochemical 
DPV detection of E. coli using a wild-type T4 bacteriophage-
based sensor [108]. The phages were immobilized on the elec-
trode for the target recognition probe. An interesting feature of 
this sensor was its ability to differentiate between viable and 
dead bacteria.

MIP‑based electrochemical sensors

Recently, a novel MIP-based electrochemical detection 
platform was fabricated for the determination of vacuolat-
ing cytotoxin A (VacA). The  SiO2 NPs-modified surface 
was electropolymerized by MIP using VacA antigen as a 
template. Using the voltammetric technique, the SPE/SiO2 
NPs/MIP sensor showed high sensitivity toward VacA in 
the samples with a low LOD of 0.01 ng/cm3 [109]. Another 
MIP-based electrochemical sensor was devised by integrat-
ing AuNPs into the MIP membrane and then applied for 
the impedance detection of norfloxacin. A rapid and precise 
determination of the target in real samples makes the sensor 
useful for routine screening of aquacultures and pharma-
ceutical processes [110]. A SARS-CoV-2 spike protein was 
imprinted in the thin film via a surface imprinting strategy. 
In this study, an MIP synthetic receptor was used for the 
detection of SARS-CoV-2 spike protein subunit S1 (ncovS1) 
through SWV measurement. The sensor demonstrated a sat-
isfactory performance with rapid analysis (sample-to-answer 
of 15 min) [111]. An MIP-based electrochemical DPV milk 
amyloid A (MAA) sensor was constructed using AuNPs@
rGO composite electrode. The template protein was elec-
tropolymerized with pyrrole to achieve a molecular imprint-
ing film that has the capability for MAA signaling qualita-
tively and quantitatively [112]. Electrochemical detection of 
cytokine interleukin-1β (IL-1β) was carried out employing 
an impedimetric MIP sensor [113]. The IL-1β biomacromole 
cule was used as a template in the modification of MIP film 
which was formed from a double layer of poly(o-phenylene-
diamine) and poly(chromotrope 2R). The sensor showed a 
sensitive and selective detection for the trace IL-1β. A low 
detection limit of 0.23 pg/cm3 was estimated in this regard.

Table 3 summarizes the classification of electrochemical 
sensors based on recognition elements.

Summary

Electrochemical sensors can serve as semi-quantitative or 
quantitative assays. In their fabrication, these analytical 
devices are constructed from an electrochemical transducer 

modified with materials that can function either as a cata-
lytic agent for the target of interest, or immobilization matrix 
for the recognition elements, or even both. Such materials 
include metal NPs, metal oxide NPs, metal chalcogenides, 
MOFs, polymers, CPs or functionalized CPs, carbon-based 
materials (diamond, graphite, amorphous, fullerene C60 and 
C540, carbon onions, graphene, GO or rGO, CNTs), nano-
composite materials (metallic, metal oxide and hydroxide, 
carbon, and CP composites), etc. The modification of the 
transducer surface with the electrode materials is aimed at 
enhancing the sensor performance, particularly in selectivity 
and sensitivity. Catalytic sensors directly detect the target 
molecules through an electrocatalytic mechanism performed 
by the corresponding materials fixed on the electrode sur-
face. Otherwise, electrochemical sensors that utilize the 
binding affinity (known as affinity sensors) necessitate a rec-
ognition molecule to sense the target in a complex sample. 
The availability of various electrode materials, recognition 
elements, and immobilization strategies has led attempts 
to at various types of electrochemical sensors. Herein, the 
author classifies electrochemical sensors based on the elec-
trode materials consisting of metal nanomaterials (MNPs, 
MONPs, metal chalcogenides, MOFs), carbon materials, 
polymers, and composites based electrochemical sensors; 
and based on the recognition elements including enzymatic/
non-enzymatic, nanozymes, immunosensors, aptasensors, 
genosensors, cells based, bacteriophage-based, and MIPs 
based electrochemical sensors. State-of-the-art methodolo-
gies of these electrochemical sensors are discussed.

Challenges and future aspects

Electrochemical sensors are a promising and challenging 
research area. In spite of offering several merits, such as 
selectivity, sensitivity, robustness, ease of use, short-time 
measurement, miniaturization, and cost-effectiveness, they 
suffer from narrow or limited temperature ranges. Therefore, 
keeping electrochemical sensors and the samples at appro-
priate temperatures as stable as possible is the way to solve 
this issue. Furthermore, electrode surface engineering in the 
development of electrochemical sensors is still a major chal-
lenge. The rapid development of nanostructured materials, 
availability of different types of recognition elements, and 
employable modification strategies may open the possibility 
for advancing electrochemical sensors. The furtherance of 
electrochemical sensors in medical applications has greatly 
progressed, providing advantages such as selectivity, sensi-
tivity, real-time analysis, and non-invasiveness that benefit 
future industries. Consequently, adaptable electrochemical 
sensors may be employed as a POCT device in advanced 
large-scale systems for diagnosis and health monitoring pur-
poses. Electrochemical sensors also show notable progress 
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Table 3  Summary of different types of receptor-based electrochemical sensors

NA not available; _ target analyte

Types of electrochemical sensors Modified electrode Detection technique Sample References

Enzymatic/non-enzymatic AuMN/pTCA–GOx//glucose CA Blood [84]
SPCE/AuNi//glucose
SPCE/AuNi/pTBA–GOx//glucose

CA Blood [85]

Nanozyme-based SPCE/Au–NPFe2O3NC/p53//α-p53 
autoantibody

CA Plasma [87]

GCE/PAA/Ab/CD62E–Au–CuO//E-
selectin

DPV The injured cells [88]

Electrode/PEDOT/RNA//DNA Cu(I)
AAC 

CA Serum [89]

GCE@rGA/Co–N–C//H2O2, DA, or 
UA

CA Urine [90]

GCE/Au–CeO2//H2O2 DPV A549 cells [91]
Immunosensors SPCE/AuNPs/pPAT-Ab1//GzmB/Ab2/

PAT(AuNP)TBA-BCB
CA Plasma and Serum [14]

GCE/MoS2–AuNPs/Ab//CA72-4 DPV Urine [67]
CC electrode/CuSe/LDH-NiCo/

Ab1//CA19-9/Ab2-Glu-MSN@ZnS
DPV Serum [92]

SPCE/PA/PANI/SCoV2-rS/anti-rS EIS Serum [93]
graphene-Ab//SARS-CoV-2 SWV NA [94]

Aptasensors ITO/MOF–Co–Zn/Apt//HER2/Apt/
Fe–Co–MOF@MB

DPV Serum [95]

GCE/GNP/CNO/CS-Apt//TB DPV Serum [96]
SPGE-Apt//S. aureus/SA81@HRP CA Tap water [97]

Genosensors MP-double-tagged IFN-γ amplicon/
AntiFLU-HRP

CA Whole blood [99]

SPACE/AuNPs/pTBA/P-
1/MiRNAs/P-2

CA Serum and A549, MCF-7, and 
BEAS-2B cell lines

[100]

GCE/NH2–CuONPs–MnO2NRs/
ssDNA//miR-200a

DPV Serum [101]

AuE/DEP1S//MiR-184 DPV Plasma [102]
SPAuE/CPCCAT1//IncRNA CCAT1/

DPs/Ab-E
CA Plasma [103]

Cell-based SPWE/3D-CN/GN/GelMA/RBL-2H3 
mast cells//Casein

DPV Milk allergen casein [104]

ITO/Au/L-Cys/3D cells//hydroxy-α-
sanshool

DPV NA [105]

SPCE/RGO@FeTCP/Nafion-GelMA/
RAW264.7 cells//NO

DPV Pesticides [106]

Bacteriophage-based AuE/EDC/NHS/MUA/C7C 2–12 
phage//ovomucoid

AuE/Sulfo-LC–SPDP/C7C 2–12 
phage//Ovomucoid

SWV and EIS Egg and white wine samples [107]

AuE/SAM-T4B//E. coli B cells DPV NA [108]
MIP-based SPE@SiO2/MIP-VacA//VacA CV - [109]

SPCE/AuNPs/MIP-NOR//NOR EIS Water in Fishpond [110]
Au–TFME/MIP//ncovS1 SWV Patient’s nasopharyngeal samples [111]
GCE/AuNPs@rGO/MAA/pPy//MAA DPV Milk [112]
P(o-PD) on SPCE/P(C2R) with IL-1β 

(MIP)
EIS Serum [113]
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in other applications, such as the use of arrays for environ-
mental monitoring, and flow injection and online monitor-
ing systems for various contaminants. Machine learning and 
chemometrics can be implemented in the electrochemical 
sensors to achieve chemical sustainability, performance 
improvement, and acceleration of complex system applica-
tions. The future prospects of electrochemical sensors are 
industrializing portable and multiplexed devices for cost-
efficient applications.
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