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Abstract

The emerging yet promising paradigm of the Social Internet of Things (SIoT) inte-
grates the notion of the Internet of Things with human social networks. In SIoT,
objects, i.e., things, have the capability to socialize with the other objects in the SIoT
network and can establish their social network autonomously by modeling human
behaviour. The notion of trust is imperative in realizing these characteristics of sociali-
zation in order to assess the reliability of autonomous collaboration. The perception of
trust is evolving in the era of SIoT as an extension to traditional security triads in an
attempt to offer secure and reliable services, and is considered as an imperative aspect
of any SIoT system for minimizing the probable risk of autonomous decision-making.
This research investigates the idea of trust quantification by employing trust measure-
ment in terms of direct trust, indirect trust as a recommendation, and the degree of the
SIoT relationships in terms of social similarities (community-of-interest, friendship,
and co-work relationships). A weighted sum approach is subsequently employed to
synthesize all the trust features in order to ascertain a single trust score. The experi-
mental evaluation demonstrates the effectiveness of the proposed model in segregating
the trustworthy and the untrustworthy objects, and illustrates the superior performance
of the proposed trust model over state-of-the-art trust models.

Keywords Trust quantification - Community-of-Interest - Friendship - Co-work
relationships - Social Internet of Things

Mathematics Subject Classification 68M25 Computer Security

1 Introduction

The notion of the Internet of Things (IoT) refers to the billions of smart objects (e.g.,
gadgets, machines, and associated software) equipped with sensors and actuators,
connected to the internet [1, 2]. This evolution of connected smart objects has led to
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a number of promising real-world applications, having direct inference on our daily
lives, and such applications include smart cities, smart healthcare, smart homes, etc
[3]. It is anticipated by Statista' that by 2025, there will be around more than 30
billion smart objects, and as a result, scalability and navigability are some of the
significant challenges to the adoption of the IoT ecosystem.

The paradigm of the Social Internet of Things (SIOT) is a promising solution to
address such challenges. The notion of SIoT has augmented the idea of IoT by incor-
porating the concept of social networking in smart objects, wherein each object can
establish social relationships with other objects autonomously based on the rules set
out by their respective owners [4]. Some of the fundamental SIoT relationships can
fall into the category of ownership object relationships, social object relationships,
parental object relationships, co-location objects relationships, and co-work object
relationships. The socialization of objects (via SIoT relationships) has paved the
way for the next generation of IoT with an ability to accommodate trillions of smart
objects (i.e., service requestors and providers), and has led to numerous benefits,
including but not limited to assurance of effective service discovery and network
navigability, network scalability similar to human beings, establishing trustworthy
relationships among objects, and utilizing of social network architecture for SIoT
system. Nevertheless, maintaining trustworthy relationships and providing seam-
less connectivity to a multitude of heterogeneous objects is always fraught with
risk owing to the security and trust of these objects [5, 6]. Since SIoT services are
expected to make the decision autonomously without any human intervention, it is
imperative for the service requester (i.e., trustor) to determine the trustworthiness
of the objects before relying on the information provided by a service provider (i.e.,
trustee). This kind of trust assessment is essential since there are malevolent objects
inside the network that are primarily motivated by the intent to jeopardize the net-
work resources for harmful goals, for instance, the dissemination of malware or false
information.

Given the aforementioned insights, the motive for establishing trustworthiness
management for SIoT is indisputable. Over the past few years, a number of studies
have been proposed in an effort to address the challenges of trustworthiness manage-
ment in a variety of disciplines including but not limited to mobile and vehicular ad
hoc networks [7], peer-to-peer networks [8], online social networks (for the identifi-
cation of malicious users and sometimes fake stories) [9], and e-commerce (wherein
the credibility of a service provider (i.e., retailer) is shared by users by the means of
transactions) [10]. The notion of trust in SIOT is characterized as the expectation of
a trustor on a trustee to accomplish a well-defined objective in a particular domain
within a specific time period. Trust assessment can be a value or a probability and is
not the property of either trustor or a trustee, in fact, it is a correlation between the
two within a particular environment. Moreover, trust assessment requires a substan-
tial number of parameters owing to its complex dynamics that varies with environ-
ments and their respective contexts.

! https://www.statista.com/statistics/1 101442/iot-number-of-connected-devices-worldwide/.
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Fig. 1 A high-level view of similarity-based SIoT model

Accordingly, a SIoT-specific similarity-based trust quantification model is there-
fore proposed to measure the trust score of a SIoT object in this research. An illus-
tration of the SIoT network encompassing a number of similarities is depicted in
Fig. 1 [11], wherein objects interact with one another in a highly decentralized man-
ner. In addition, objects are aligned to function in certain communities or at the
workplace and have owners who keep a list of friends and communities-of-interest
to symbolize social interactions in terms of social similarities. Direct and indirect
(i.e., recommendations) interactions are necessary for building the trust of an object.
Additionally, the perception or trust of one object for another object in the SIoT net-
work is updated based on their interactions at any particular time instance. Further-
more, each object is accountable for independently carrying out the trust quantifica-
tion process and defining its direct trust perception for other objects upon encounter
by utilizing its owner’s friendships, communities-of-interest, co-work relationships,
and interactions amongst them. Finally, the main contributions of this study are as
follows:

e A SloT-specific similarity-based trust quantification model has been envisaged
by employing direct perception (i.e., direct trust), indirect perception (i.e., rec-
ommendation/indirect trust), and the social characteristics in terms of social sim-
ilarity of trustor-trustee pair in order to embark the misbehaving objects in the
network whose status changes with varying interactions;

e A weighted sum scheme has been envisaged to aggregate the trust features for a
unified trust score, wherein a combination of weight schemes are employed in
order to efficiently aggregate the employed trust features and to analyze the suit-
able amalgamation of weights; and
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e The experimental evaluation of the proposed model has been conducted in a sim-
ulation environment with different number of interactions to monitor the trust
score of both the benevolent and the malevolent objects. Furthermore, we have
analyzed the trust-based dynamically changing behaviour of objects throughout
the interactions with varying weights’ schemes. Conclusively, we have provided
a comparative analysis of the proposed trust model vis-a-vis the state-of-the-art
trust models so as to validate the reliability of the same.

The remainder of the paper is organized as follows. Section 2 presents the back-
ground of trust and an overview of the existing state-of-the-art trust computational
model for SIOT. Section 3 provides the detail of the employed trust quantification
model for SIoT. Section 4 reports the simulation setup and experimental results for
the performance evaluation of the proposed model. Finally, Sect. 5 gives the con-
cluding remarks.

2 Background and state-of-the-art
2.1 Background

The idea of trustworthiness management in SIoT is evolving rapidly, and it is, there-
fore, indispensable to know the ideal trust parameter for any SIoT system. This sec-
tion delineates the notion of trust and its perspective in the SIoT and the current
state-of-the-art in trustworthiness management for the SIoT.

2.1.1 Trust concept

The notion of trust is a fundamental aspect of human society and with the advance-
ment in science (e.g., in terms of software and hardware), the concept of trust has
been utilized in a number of disciplines (i.e., sociology, psychology, economics and
computer science) [12, 13]. The concept of trust differs across disciplines and the
fundamental definition of trust is "the confidence of a trustor in a trustee,” and per-
ceptions of trust depend on a variety of facets, including but not limited to, temporal
factors, environmental factors, and human propensities [14]. In computer science,
trust is considered as network and information security, and a system is believed to
be trustworthy if it is secure and can categorize the individual accessing a particular
system in order to guarantee the integrity and privacy of the information. The early
variant of trust in computer science is characterized as a UNIX program free from
Trojan horses [15].

2.1.2 Trustin SloT

The foundation of the SIoT paradigm is focused on social interactions and is more
inclined towards social science and trust is a crucial component of human social
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interactions. According to a widely accepted definition in social science, trust is
defined as “confidence" or “self-assurance". As a result, trust in the context of the
SIoT is often understood to be the confidence of a trustor in a trustee to achieve a
goal within a certain context and within a specific time frame.

The measure of trust as confidence (also known as trust esteem) can be a prob-
ability or a value in the context of the SIoT. An object is also referred to as a trustor
or trustee and can be a person, a machine, or an application. Furthermore, it’s cru-
cial to comprehend that a trust is a relationship between the trustor and the trustee
rather than being either of their possessions [16]. The overarching goal of the trust
is understood as a trustee’s action, or it might be the information that the trustee
provides based on the expectations of the trustor and the trustee’s personal charac-
teristics [17, 18]. The key components in quantifying an SIoT object’s trust score
are knowledge extraction (using social trust features or Quality-of-Service features),
trust aggregation (using traditional weighted sum, fuzzy logic, machine learning,
etc.), and finally, trust decision, which determines whether an object is trustworthy
or not [19-21].

2.2 State-of-the-art

Recent years suggest the extensive utilization of the trust concept as an essential
aspect of any IoT and/or SIoT system [22-24]. Accordingly, a context-aware socio-
cognitive-based trust model for service delegation in service-oriented SIoT is pro-
posed by Wei et al. [22], wherein two characteristics competence quantification and
willingness quantification form the basis of the model. Furthermore, The degree of
importance and the degree of social connections (DoSR) are used to quantify com-
petence, and the degree of contribution (DoC) and the DoSR are also incorporated
in the measurement of willingness. The DoC guarantees the service provider’s will-
ingness, the Dol measures the competency of service providers in terms of process-
ing power, storage, and communication capabilities, and the DoSR is used as the
weighing criteria for both competence and willingness. In essence, the weighted sum
approach is employed to aggregate the two trust parameters in order to provide the
final trust score. Similarly, Pourmohseni et al. [25] delineated a trust model for SIoT
by employing a variety of trust parameters, (i.e., QoS, social and context-based).
Nevertheless, a new perspective for trust quantification is discussed which integrates
the neutrosophic numbers with the trust-related data in order to deal with the uncer-
tainty and inconsistency in trust-related data before quantifying the selected trust
parameters. Finally, the weighted-sum aggregation is utilized to get the single trust
score.

Furthermore, trustworthiness management systems are utilized for a number of
applications including, but not limited to IoT, internet of vehicles (IoV), and block-
chain. For instance, in [26], a trust evaluation mechanism is proposed for recruit-
ing mobile nodes for crowdsourcing, wherein two trust parameters, namely experi-
ence and reputation are used and aggregated to compute the trust score of a node.
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Similarly, a recommendation-based trust model for vehicle-to-everything (V2X)
communication is provided in [27]. The suggestion from nearby nodes (i.e., auto-
mobiles and/or roadside units) determines how the weights are updated when com-
bining direct trust and recommendation to determine the trust score of each vehi-
cle. In addition, Mohammadi et al. [28] delineated a trust-based friends selection
algorithm using an exhaustive search. The SIoT relationships (e.g., parental object
relationships, social relationships, etc.) are employed to select trustworthy friends,
wherein the data profiling, distance, and interactions are considered in terms of
probability distribution to ascertain the degree of SIoT relationships. Finally, two
types of trust scores (static and dynamic) are considered to quantify the trust score
in order to eliminate the untrustworthy SIoT objects. More recently, the idea of the
integration of the trust management systems with quantum computing has been
employed. Shitharth et al. [29] proposed a quantum trust and consultative transac-
tion-based blockchain cybersecurity model for a healthcare system. The proposed
system encompasses three key blocks—the consultative transaction key generation
and management for ensuring the security of data sharing in healthcare systems,
storing of the data in discrete hash blocks by employing the blockchain technology,
and integration of quantum trust-based agreement for trust estimation to guarantee
a reliable transfer of data among the trusted users only. The extensive experimental
analysis demonstrates the validity of the proposed framework when compared with
state-of-the-art approaches.

A machine learning-based trust framework based on a node’s social profile has
been developed by Jayasinghe et al. [30], whereby various social characteristics are
accumulated by utilising machine learning-based techniques to obtain the direct
trust metric of any node in an IoT network. Similarly, a deep learning-based trust
resilient model is proposed by Magdich et al. [31] in order to not only mitigate the
trust-related attacks in terms of service provider’s behaviour but also detect poor
service providers. Furthermore, Xia et al. [32] delineate a trustworthiness inference
framework by employing two trust measures, similarity trust and familiarity trust.
Subsequently, a fuzzy logic-based aggregation technique is proposed to synthe-
size both trust metrics in order to get a single trust score. Most recently, an artifi-
cial nural network-based trustworthy object classification model for SIoT (referred
to as “Trust-SIoT”) is delineated that considers a number of trust features, i.e.,
direct trust, indirect trust as a recommendation, the credibility of the recommend-
ing objects in terms of their reliability and benevolence, and the social similarity,
to classify the SIoT objects as trustworthy, untrustworthy or neutral [21]. As of
late, a number of studies staged the idea to employ blockchain-based trust models
[33-36], e.g., a lightweight blockchain-based trust evaluation mechanism is intro-
duced [33], wherein the SIoT relationships among the objects are considered in the
form of a social network. Moreover, an Ethereum platform is utilized to realize the
validity of the model in detecting the untrustworthy SIoT object performing trust-
related attacks. Nevertheless, the model still needs the fundamental trust metrics,
i.e., direct trust, indirect trust, and social relationships to compute the trust score of
SIoT devices. It is evident that the recent advancement in technology has the poten-
tial to be employed in the trustworthiness management system. however, integrating
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Fig.2 A schematic diagram of the proposed trust computational model

the concept of context-awareness, the dynamic nature of SIoT application, and the
computational latency are some of the challenges that need further exploration.

3 Trust quantification model

As depicted in Fig. 2, the envisaged trust quantification model considers all the
characteristics of trustworthiness management, including but not limited to, knowl-
edge extraction, quantification of trust features from the knowledge in terms of the
direct trust (i.e., direct observation), indirect trust (i.e., recommendations), and the
degree of social similarity, followed by trust aggregation, and finally, the trust deci-
sion. Knowledge extraction from the SIoT network is the first step in trustworthiness
management, the proposed trust quantification model extracts the SIoT relationships
in terms of social metrics (i.e., Community-of-interest, Friendship, and Co-work
Similarity) and the information of direct interactions in terms of positive and nega-
tive interactions. Subsequently, the feature extraction step quantifies the extracted
knowledge in terms of direct trust, indirect trust, and the degree of social similarity.
A weighted sum approach is then employed to aggregate all the extracted trust fea-
tures in order to obtain the single trust score. Finally, it is a trust decision step that is
responsible for the classification of the SIoT object into trustworthy or untrustworthy
groups via trust-threshold value (). The final trust score of an object (i.e., trustor) i
towards another object (i.e., trustee) j in the SIOT network is denoted by Trust}T(i, 7
at time 7 = [0, ¢]. The final trust score encompasses three trust observations — (i)
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Table 1 Summary of notations

Notations Description

P Positive interactions

N Negative interactions

0 Trust threshold

N Number of neighbouring objects

C Set of communities

F Set of friends

M Set of multicast interactions

Sim’cﬁ ; Community-of-interest similarity

Siml Friendship similarity

Simy, Co-work similarity

Trust), Direct trust of a trustor-trustee pair at time ¢

Trusty, Indirect trust or recommendation of a trustor-
trustee pair at time ¢

Trustyg Social similarity of a trustor-trustee pair at time ¢

Trust,., Final trust score of a trustor-trustee pair at time ¢

Direct Trust (Trust},.(i,j)), (i) Indirect Trust or Recommendations (Trusty,.(i,J)),
and (iii) Social Similarity (Trustgs(i, 7). The range of final trust score varies between
[0, 1], wherein the score closer to O classifies the object as untrustworthy and the
score closer to 1 classifies an object as trustworthy (Table 1).

3.1 Direct trust (Trustgr)

Direct trust represents the direct observation of a trustor i towards a trustee j. The
proposed model quantifies the direct observations by employing both successful
(positive) interactions and unsuccessful (negative) interactions between a trustor-
trustee pair. We have considered the Bayesian inference with beta probability den-
sity function to quantify the direct trust [37]. The direct trust of a trustor towards a
trustee is defined as:

P,))+1
P(,)) + N, ) +2

Trusty,,(i,)) = (D)
wherein, P and N represent positive and negative interactions respectively at any
given time ¢. These positive and negative interactions represent the feedback pro-
vided by the trustor and are considered one of the key characteristics of the trust
quantification process. In general, it is presumed that a trustor can perfectly rate the
trustee (i.e., received service) after the service is fully realized.
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3.2 Indirect trust-recommendation (Trust;)

In contrast to direct trust, the idea of indirect trust is to provide the recommendation
as a trust about a trustee to a trustor in the absence of direct observation vis-a-vis the
trustor-trustee pair. Furthermore, the recommendation is an indispensable indicator
if the trustor needs the recommendations from the neighbouring objects in the SIoT
network and is effective in order to accurately quantify the trust score of a trustee.
The proposed model employs the mean of the direct trust of neighbouring friends k
towards the trustee j in order to ascertain the recommendations as a trust Trustje at
time ¢ as is computed as:

m
. 1 .
Trusty(k,j) = N 2 Trusty,, (ky, J) (2)
N=1

wherein, N signifies the total number of neighbouring objects. Furthermore, the pro-
posed model has taken into consideration the recommendations from the neighbour-
ing friends of the trustor having a direct trust score of above the threshold (6) to
address the issues of a variety of trust-related attacks (i.e., bad-mouthing attacks and
ballot-stuffing attacks) during the amalgamation of recommendations as a trust with
the final trust score.

3.3 Social similarity (Trust;,)

The social similarity feature Trustgs is employed to ascertain the social aspects of
a trustee towards a trustor at any time t. In essence, the social aspects of a trustee
could be assessed by utilizing a number of measures, the proposed model exploits
three fundamental similarities metrics to assess a trustee and are described as
follows:

t

3.3.1 Community-of-interest similarity (Sichl)

This trust feature determines the similarity in interests between a trustor i and a trustee
J» by determining the degree of community-based similarity. It is achieved by compar-
ing the common interests, such as memberships in similar online social networking
and e-commerce groups, between the trustor and trustee. The community-based simi-
larity is calculated by taking the ratio of common communities in which both trustor
and trustee are active to the total number of communities in which both parties are
involved. This community-of-interest similarity SimColt(i, j) at time ¢ = [0, ¢] is ascer-
tained as follows:

IC;n G

S. t .’. —
lmCoI(l ]) |Ci U le

3)

where, C; and C; represent the set of communities of a trustor and a trustee respec-
tively, and |.| shows the cardinality of a set, i.e., count of the communities.
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Table 2 Weight Schemes (WS)

Features Weights

WS -1 WS -2 Mean
Trusty,(i, ) 0.5 0.4 0.33
Trustg(i. ) 0.3 0.3 0.33
Trusty, (i, j) 0.2 0.3 0.33

3.3.2 Friendship similarity (Sim}s)
The friendship similarity signifies the importance of an object in terms of its social
relationships with other neighbouring objects (i.e., friends). The primary intent of
friendship similarity is to assess the significance of an object to prohibit malicious
objects from establishing forged relationships. In essence, the friendship similarity
(Sim’CO I(i, J)) as the ratio of common friends between a trustor-trustee pair to the total
number of friends a trustor i and a trustee j at time ¢ = [0, ] is ascertained as follows:

SintG.)) |F; n Fjl A
im, (i,)) = —————

FS J |Fi U F]l ( )
where, F; and F; represent the set of friends of a trustor and a trustee respectively.

3.3.3 Co-work similarity (Sim‘cw)

The co-work similarity feature of an object is measured when the functionality of
two or more objects is integrated to achieve a shared purpose by collaborating in a
common SIoT application. In this case, the co-work relationships between the SIoT
object are prioritized over their physical location. The cosine similarity between the
multicast interactions of the trustor i and the trustee j is used to measure the degree
of co-work relationships. In essence, the co-work similarity Sim’CW(i, Jj) is consid-
ered as the ratio of common multicast interactions vis-a-vis trustor-trustee pair to
the total number of multicast interactions and is computed as:

M, 0 M|

5
N(TYARTY ©)

Finally, the social similarity (Trust’ss(i, J)) as the trust metric vis-a-vis trustor-trustee
pair is thus computed as follows:

Simt.y, (i, ) =

D B <P
Trustsg(i.f) = ~ > Sim'(i.) (6)
=1

wherein, X’ represents the degree of social similarity (i.e., Col, F'S, and CW) and n
signifies the count of integrated similarity measures.
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Table 3 Weights for each

) Scenario Trust.  (i,j Trust. (i,j Trust,(i,j
scenario to compute the final pr(E-)) s5(0od) #()
trust score 1 w, W, W,

2 wy +w, 0 wy

3 Wy + w;y Wy 0

4 0 wy w3 +w;

5 Wi+ W, + Wy 0 0

6 0 0 Wi+ wy +w;y

3.4 Final trust score

Conclusively, a weighted sum method approach is employed to combine all the trust
features in order to ascertain a single trust value and is depicted as:

Trusty(i,) = wy * Trust;, (i, )) + wy * Trustog(i, j) + wy * Trusty(i, )) 7

here, w signifies the weighting factors and in the proposed model, we have identi-
fied and compared a combination of weights for the final trust score. In particular,
three different weight schemes (Table 2) are utilized in order to ascertain the final
trust score. In essence, the weight parameters employ the importance of each trust
feature in obtaining the final trust score. The proposed model employs three variants
of the weight schemes, Weight Scheme-1 (WS — 1) [22], Weight Scheme-2 (WS — 2)
[38], and equal weights (Mean) [39], i.e., mean as the baseline approach of selecting
weights.

In summary, Algorithm 1 encapsulates all the steps of trust computation within
the proposed framework. The algorithm involves a number of key steps, such as cal-
culating direct trust, considering recommendations from trustworthy entities from
the neighbouring nodes, and evaluating social similarity. Finally, these quantified
trust metrics are integrated together as the weighted mean of all the trust metrics in
order to obtain the final trust score.

The final trust computation needs to consider the following possible scenarios to
quantify the trust of an object:

All the trust features, Trust;)T(i, D, Trustgs(i, J), and Trustje(i, J) are available.
There is no Trust,(i, /) but Trust) (i, j) and Trusty(i, j) are available.

There is no Trusty,(i, j) but Trust;, (i, ) and Trust(i, j) are available.

There is no Trust;, (i, j) but Trustg (i, j) and Trust,(i, j) are available.

Only Trust, (i, j) is available.

Only Trusty (i, j) is available.

AN S

Furthermore, each scenario considers a specific combination of trust features,
therefore the weights assignments of each scenario are different and can be seen in
Table 3.
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Algorithm 1 Trust Evaluation with WS — 1 Weighted Scheme

1: Input: P’L,ij,j
2: Output: Trusttr(4,5)

Direct Trust Computation (Trustl,(4,5))

Pt (i,5)+1
Pr(i,5)+NT(i,5)+2

Recommendations Computation (Trustl (i, ))
4: Select neighbouring friends (K) for recommendations
5: if K ¢ {} then
6:  Trusth(K,j) = % Zlﬁ‘:l Trustl,(Kn, j) // Local Recommendations from K neigh-

bours
7: else
8  Trusth,(U,j) = % Z‘J{/J{‘:l Trustly(Un,j) // Global Recommendations from all the
SIoT objects (U) in the network.

9: end if
10: Trustty(k, §) = & S 0_y Trustt, . (kn, J)

Social Similarity (Trusttg(i,j))
11: Input: List of communities (C), list of friends (F'), and list of multicast interactions

(M) of trustors (i) and trustees (j).
12: Output: Social Similarity (Trusth¢ (7, 5))
13: Individual Similarity Computation as Sim%, (i, ), Simb.g (i, §), and Simby, (i, §)

3: Trusth, (i, 5) =

14: Community-of-Interest Similarity — Sim&, ;(4,5) = }g‘gg’}
iU
15: Friendship Similarity — Sim’, (i, ) = ;igg |
16: Co-work Similarity — Simby, (i, j) = — oMl
: CWi® VIM; [ [Mj]

Social Similaritly as Trust (Trusthg(i,5))
17: Trustyg(i,5) = 5 2foq Simb(4,5)
// Here 'n’ denotes the overall count of similarities under consideration, while *X’ signifies
each specific similarity.
Final Trust Classification (Trustl, . (i,5))
18: Trusth. . (i,7) = w1 * Trustly.(i,§) + wa * Trustyg(i,j) + w3 * Trustly (4, 5) //
The detail of weights (w1, w2, and w3) are provided in Table 2.

4 Experimental setup and results

The experimental setup and results for evaluating the performance of the proposed
trust quantification model are delineated in this section. In general, a number of sce-
narios are considered to measure the accuracy of the model in observing the behav-
iour of SIoT objects. The term “node” or “object” in the discussion represents the
SIoT objects and is used interchangeably in this section.

4.1 Experimental setup

To conduct the simulations, we have employed Python and utilized the CRAW-
DAD dataset [40]. The dataset contains the traces of participants’ devices from the
SIGCOMM conference including location proximity, the interaction logs in terms
of successful and unsuccessful interactions vis-a-vis participants, list of friends,
the interest groups, i.e., social groups, that these participants tend to involve in, and
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Fig. 3 Trust score of randomly selected good and malicious nodes with varying interactions

other similar message logs. Moreover, it is evident that these traces can be concep-
tualised in an IoT/SIoT environment [21, 30]. In essence, the dataset encompasses
76 objects each possessing a number of interactions with one another over the span
of four days in addition to the social aspects (traces) delineated above. Furthermore,
these interactions and social aspects are utilized to quantify the trust features (direct
and indirect trust, and social similarity) discussed in Sect. 3.

In addition, we have employed linear interpolation to extend this dataset since
linear interpolation preserves the consistency of a dataset [41]. The extended data-
set incorporates 150 objects with 20,000 interactions to efficiently realize the pro-
posed model in terms of its experimental evaluation so that the long-term behaviour
of the SIoT objects can be observed. In fact, the experimental analysis is carried
out by chunking the data vis-a-vis different number of interactions to keep track of
trustworthy and untrustworthy objects, and to analyze the behaviour of randomly
selected objects.

4.2 Results and analysis

This subsection is further divided into two parts (1) General Analysis where the
trust score of randomly selected good (trustworthy) and malicious (untrustworthy)
objects is analyzed with varying interaction, and (2) Behaviour Analysis where the
trust-based behaviour of randomly selected nodes is discussed.

4.2.1 General analysis

Figure 3 depicts the trust score of randomly selected SIoT nodes analyzed with var-
ying interactions. We have highlighted the behaviour of five good nodes and five
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Fig.4 The effect of direct trust on trust score of randomly selected good and malicious nodes with vary-
ing interactions

malicious nodes whose trust score changes significantly with an increase in the
number of interactions. It can be seen from the figure that the trust score of good
nodes (trustworthy) remains above the threshold 6 throughout the interactions, how-
ever, the trust score of some of these nodes remains more stable than other nodes
due to the presence of malicious nodes in the SIoT network. In general, even in the
presence of a number of malicious nodes, the trust score of good nodes remains
above the threshold (6). Similarly, the trust score of malicious nodes remains below
the threshold, nevertheless, the trust score of these nodes varies with interactions
as the malicious nodes vary their behaviour to improve the trust score. It can be
observed from the figures that the proposed model successfully keeps the malicious
nodes below the trust threshold 6.

Furthermore, Fig. 4 portrays the reason behind the variation in the trust score of
the selected nodes in terms of the trust features with varying interactions. We have
only considered the direct trust observation (Trustj)T(i, j)) to analyze the trust score
of nodes as this feature is an important aspect of the proposed trust quantification
model than the other trust features (i.e., Trustgs(i, N Trust;(i, j)). We observe that
the trust score of good nodes (Fig. 4a) remains the same from 4000 to 12,000 as
the trust features also remain intact. Nonetheless, the trust measure of these nodes
increases onward due to an increase in direct trust. Likewise, the trust score of mali-
cious nodes (Fig. 4b) also depends on direct trust more than the other parameters,
nevertheless, we perceive that the trust score of these nodes varies with an increase
in the number of interaction and the values drop when the interactions count reaches
to 20,000. As a whole, it can be observed that the trust score of both the good and
malicious nodes is more inclined towards the direct trust score.

The primary objective of the proposed trust model is to efficiently quantify the
trust features in order to effectively classify the objects as either trustworthy or
untrustworthy. Furthermore, in order to split the object into groups, a threshold
(0) is required, and these threshold values rely on a number of facets (i.e., envi-
ronmental condition and application requirements). For instance, consider a SIoT
application where an object’s credibility is more important than its data, as a result,
there can never be a compromise on an object’s credibility in this sort of application.
Hence, the threshold must be higher (i.e., 8 > 0.8). The threshold value, however,

@ Springer



Can we quantify trust? Towards a trust-based resilient SloT... 571

1.0 l— Threshold ® Good/Trustworthy o Mallcwus/Untrustwor(hy]
L .
° ) 0 o I
0.8 o 00, 9° o° 0. ®e 00
'o.:.". \0\0 \"." V‘O oy
¢ w®® Pose L 2 ° 4
_06 © < S e 0 e G
3 . e ¥ © ¢ ——5
To4l ° ¢ e
! ° [ ]
[ ] °
° ® o
0.2
0.0

0 15 30 45 60 75 90 105 120 135 150
Number of Nodes

Fig.5 Trustworthiness of all the nodes in the dataset

might be lower (i.e., theta >= 0.3) in cases when the data has a higher priority than
an object’s trust score. The proposed model has used the threshold value of 0.5 (i.e.,
0 = 0.5) to categorize the objects as either trustworthy or untrustworthy in order to
provide the perception that our model classifies them as such. Lastly, Fig. 5 illus-
trates how the proposed model classifies each node in the dataset as trustworthy or
untrustworthy. Nodes with trust values more than theta (Trust Score > 0.5) are des-
ignated as trustworthy, and the remaining objects are labeled as untrustworthy. The
suggested model with weighted schemes (WS-1) has detected 14 out of 15 objects
as being untrustworthy with a detection accuracy of around 94 percent for the given
figure, wherein 10% (15 in total) of the objects are malicious or unreliable.

4.2.2 Behaviour analysis

To evaluate the performance of the proposed model with a number of suggested
weight schemes, in this subsection, the behaviour of randomly selected nodes in
terms of trust-related attacks is analyzed with varying interactions. In particular, we
have observed the following dynamic behaviours:

1. Good Behaviour In this type of behaviour, a node maintains its trust score
throughout the interactions with a trust score above the threshold 6.

2. Malicious Behaviour A node acts maliciously in this type of behaviour and thus,
its score is always lower than the threshold.

3. Good to Malicious Behaviour This type of behaviour represents the change in the
reputation of a node with an increase in the number of interactions, in particular,
how the reputation of a node decay with interactions.

4. Malicious to Good Behaviour In contrast, this behaviour delineates how a mali-
cious node develops its reputation with the increase in the number of interactions.

5. On-off Behaviour This type of behaviour is also known as intelligent behaviour
wherein the nodes vary their reputation on and off.

@ Springer



572 S.Sagar et al.

1.0 1.0
&+ WS-1
el WS-2

0.8 4 0.8 S¢ Mean

— — &
o e AT o
- P A A % -+ S I
Qoe{ ANEF S ¥mTEX 0 0.6
a \}( Se PaS O
3 »
% %ol

0.4 0.4 P Sl R &

S 3 - T L ETATTRS

02 . WS-1 0.2 g’/ N ~

b WS-2 )
=4 Mean
0.0 0.0
0 4000 8000 12000 16000 20000 0 4000 8000 12000 16000 20000
No: of Interactions No: of Interactions
(a) Trust score of a good node. (b) Trust score of a malicious node.
Fig.6 Trust score of a randomly selected good and malicious node with varying interactions
1.0 10 10 1
e wsa e wsa - wsa
e WS-2 s WS-2 ke WS-2
o8 =¢ Mean 0.8] ¢ Mean . 0.8 ¢ Mean
[ PR [ AT [ Tk
3 06 “_;_::;—:x-.-;g:;;\,\\ .‘,,9 0.6 f;/;,x--x-—-x &3 06 —,:(:% ‘{r’ \ =4
Ena %, E“" ‘9*:—3( an ‘\ ! 'Q_x\‘,‘/
£ Ve AN g £ J -
0.2 XA TS 0.2 b 0.2 \,..,
o o 4000 8000 12000 16000 20000 o o 4000 8000 12000 16000 20000 o o 4000 8000 12000 16000 20000
No: of Interactions No: of Interactions No: of Interactions
(a) From a good to malicious (b) From a malicious to good (¢) The on-off behaviour.
behaviour. behaviour.

Fig.7 Trust score of randomly selected nodes with dynamic behaviour

As depicted in Fig. 6a, the proposed trust model successfully quantifies the high
trust score for a good node based on its behaviour during the interaction. Simi-
larly, Fig. 6b illustrates the trust score of malicious nodes, and it can be seen the
trust score of this node is always low as the nodes are providing malicious services.
Moreover, we have compared the trust-based behaviour with three different weight
schemes and as illustrated, the WS-1 scheme outperforms the other schemes in pro-
viding a higher trust score for a good node and simultaneously providing lower trust
for malicious nodes.

Furthermore, the dynamic behaviour of the randomly selected nodes is illus-
trated in Fig. 7. As can be seen in Fig. 7a how the behaviour (reputation) of a
node varies with respect to the interactions and in particular, the reputation of the
node decays and our proposed model with different weight schemes has dynam-
ically identified the behaviour based on the interaction of the node within the
network. In general, all the weight schemes have identified the behaviour suc-
cessfully, however, the WS-1 outperforms the other schemes in quantifying the
trust score with a higher trust score during the initial interactions and lowest trust
score onwards. In contrast to Fig. 7a, the behaviour on how a node can enhance
its reputation from malicious to a good node is portrayed in Fig. 7b and it can
be observed from the figure that our proposed model can identify the change in
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Fig.8 Trust score of a randomly selected good node and the overall detection accuracy of weight
schemes with varying percentages of malicious nodes under different weight schemes

the reputation of a node with WS-1 provides the better quantification. Moreover,
Fig. 7 depicts the performance of the model in identifying the on-off behaviour of
the objects, and the proposed model can successfully classify the good and mali-
cious behaviour of a node with different trust scores.

Moreover, the aim of any trust model is to identify the untrustworthy nodes in
the SIoT network in order to provide reliable services. Therefore, it is imperative
to analyze the performance of the model in terms of the detection of untrust-
worthy nodes with a higher percentage of malicious nodes in the network and to
comment on the detection accuracy of the model. Figure 8a presents the analysis
of the model in terms of its success rate (trust score) with varying percentages
of malicious nodes, and it can be seen that our model can converge with only a
few trustworthy/good nodes in the network. Similarly, Fig. 8b portrays the actual
detection rate of the model and it can be seen the detection accuracy of our model
is higher even in the presence of more than 50% of malicious nodes. In general,
the weighting scheme WS — 1 outperforms the other schemes in detecting untrust-
worthy nodes.

Finally, in order to analyze the validity of the proposed approach, we have com-
pared the same vis-a-vis the following state-of-the-art trust models:

e (CASTM: A context-aware socio-cognitive-based trust model (CASTM) in a bid to
facilitate service delegation in service-oriented SIoT has been proposed in [22].
The model combines two characteristics, competence quantification and willing-
ness quantification. The final trust score is subsequently ascertained by aggregat-
ing these two characteristics (trust parameters) via the weighted sum technique.

e DATM: Authors in [42] have delineated a discrimination-aware trust model
(DATM) by taking into consideration the discriminatory behaviour of objects in
the SIoT network. The model employs two parameters, i.e., context-based trust
encompassing social similarity and feedback, and global reputation features to
obtain a single trust score.
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Table 4 Detection rate of trust

. . . % Malicious ~ WS—1  DATM  CASTM % Improvement
models with varying malicious

nodes 10% 94.01 97.02 96.11 =3.10%
30% 87.22 85.10 83.21 4.81%
50% 88.13 72.30 70.34 20.18%
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Fig.9 Comparison of the proposed trust model vis-a-vis state-of-the-art trust models (DATM and
CASTM) with varying percentages of malicious nodes

Moreover, these trust models employ similar trust characteristics in terms of their
distinct trust parameters/features and similar experimental evaluations.

For comparison purposes, we have considered WS — 1 as our weight scheme for
trust evaluation (Algorithm 1) since it achieved higher detection accuracy in con-
trast to the other two weight schemes (Fig. 8b). Table 4 depicts the effectiveness of
the proposed trust model vis-a-vis the state-of-the-art approaches, i.e., DATM and
CASTM. 1t is quite evident that the proposed model with WS — 1 outperforms all the
other approaches in terms of the detection rate (accuracy) even in the presence of
a higher percentage of malicious nodes. In particular, there is an improvement of
around 26% with the detection accuracy of around 88% in the presence of 70% mali-
cious nodes in the network. Furthermore, WS — 1 started with a detection accuracy
of 94.01%, the lowest in comparison to the other trust models because of its higher
convergence time, however, its performance remains much stable with an increase in
the number of malicious nodes.

In addition, we have also compared the performance of the proposed model in
terms of the trust score of a randomly selected good node with varying percentages
of malicious nodes. It can be thus observed from the Fig. 9a that the proposed model
estimated a higher trust score over the varying malicious percentages, and DATM
and CASTM have estimated the trust score of less than 0.5 even when the percentage
of malicious nodes is lower. Furthermore, in comparison to CASTM, DATM per-
formed comparatively better in estimating the trust score of a good node. Finally,
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Fig. 9b illustrates the detection accuracy of the trust models with varying malicious
nodes and it can be seen that the proposed model (WS — 1) outperforms the state-of-
the-art trust models in terms of the stable detection rate.

5 Conclusion and future directions

This paper proposes a trust quantification model that amalgamates the notion of
trust in aspects of the direct trust of an object towards another object, indirect trust
as a recommendation, and social similarities (community-of-interest, friendships,
and the degree of co-work relationships). The trust evaluation takes place when an
object, i.e., a trustor, interacts with another object, i.e., a trustee. At first, the direct
trust of an object is assessed in a subjective manner by utilizing the count of positive
and negative interactions. Subsequently, the trustor requests recommendations from
trustworthy neighbours, and the degree of social similarity is computed as the trust
feature. The final step in the trust quantification is to aggregate all the trust features,
i.e., the proposed model employs a weighted sum approach for ascertaining the final
trust score. Finally, the experimental evaluations demonstrate how the trust score of
randomly selected trustworthy and untrustworthy objects evolve over time and sug-
gest a substantial improvement in the detection accuracy of the proposed trust model
vis-a-vis state-of-the-art approaches.

In order to further investigate both the precision and the convergence of the pro-
posed model in a dynamically evolving SIoT context, we intend to propose in the
near future a trust model that can integrate context awareness in terms of time and
environmental conditions. We further intend to employ knowledge graph embed-
dings to effectively amalgamate the SIoT relationships in terms of social similarities
for a realistic trust assessment.
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