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Abstract
Fog computing is becoming a popular paradigm for bringing the advantages of the
cloud nearer to the network edge. This way, computational tasks can be offloaded
from end devices to nearby fog nodes, thus benefiting from high computational power
and low latency at the same time. Architecture plays a central role in fog computing.
Many papers on fog computing address architectural questions. However, a closer look
reveals that different papers use the term “architecture” for very different concepts.
This is rooted in the multi-disciplinary nature of the fog computing paradigm. The dif-
ferent communities involved in fog computing—network, hardware, system software,
application software—all use the term “architecture,” but with different meaning. To
facilitate the mutual understanding of architectural issues in fog computing, this paper
introduces a conceptual framework for reasoning about architecture in fog computing.
This conceptual framework uses three independent dimensions to describe architec-
ture. Based on the three architecture dimensions, several architecture views can be
defined to serve the different viewpoints of the involved disciplines, and to highlight
different aspects of the architecture. The conceptual framework is validated using a
literature mapping study.

Keywords Fog computing · Edge computing · Architecture · Software architecture ·
Hardware architecture · Network architecture

Mathematics Subject Classification 68M01

1 Introduction

In recent years, fog computing (also called edge computing) has emerged as a promis-
ing new paradigm for offering computation and storage services in a distributed way
[6]. Fog computing uses, in addition to centralized cloud data centers, a large number
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of resources with smaller capacity near the network edge, called fog nodes [28]. Data
processing tasks that require real-time processing of data from end devices can be
performed by nearby fog nodes, leading to low transmission latency [62]. Because of
its advantages, fog computing has been the subject of intensive research [5,32,45].

Fog computing builds on and combines several existing research areas, including
cloud computing, the Internet of Things (IoT), distributed cloud computing, mobile
cloud computing, content delivery networks, services computing etc. As a result,
researchers of very different background (networks, cloud, software, services, security
etc.) are working on fog computing.

Architecture plays a central role in fog computing [27]. Several authors regard fog
computing as a specific type of architecture, talking about the “fog architecture” or
the “fog computing architecture” [15]. Others propose specific architectures for some
aspects of fog computing [61].

Although the term “architecture” is used in the context of fog computing frequently
and evidently, different authors sometimes mean completely different things by this
term. For example, “fog architecture” is often used to denote the way different devices
are organized into a network topology, including concepts like IoT devices, fog nodes,
and cloud data centers [69]. However, other publications use completely different
decomposition principles, leading to architectural elements like, e.g., “connectivity”,
“user, device and data management” and “application services” [19].

On the one hand, thewide variety of interpretations of the notion of “architecture” is
understandable, as it results from the different background of the involved researchers.
On the other hand, given the high importance of architecture in fog computing, the
chaotic use of the term “architecture” is problematic. Without a clear common under-
standing of what architecture means, the probability of misunderstanding is high,
and it is hard to compare or combine different “architectures” proposed by different
researchers.

In this paper, we analyze the problem of different architectural notions in fog com-
puting in detail, also looking at the origins of the problem, namely the different use
of architecture in different disciplines within computer science. On the basis of this
analysis, the paper makes the following contributions towards a better common under-
standing of architecture in fog computing:

– We propose a conceptual framework for reasoning about architecture in fog com-
puting. This conceptual framework uses three independent dimensions to describe
architecture: the device dimension, the system dimension, and the functionality
dimension.Based on the three dimensions, several views can be defined to highlight
different aspects of the architecture.

– To illustrate the usage and the benefits of the proposed framework, we use it
for a literature mapping study. We categorize about 50 papers from the litera-
ture according to the architecture dimensions covered by them to demonstrate the
prevalence of different architectural views in the literature and to show how the
proposed conceptual framework can be used to structure and categorize architec-
tural approaches.

The paper is organized as follows. Section 2 gives a brief introduction to fog com-
puting. Section 3 explains the problem by showing examples for the widely differing
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use of architecture in the fog computing literature. Section 4 analyzes the origins of
the problem by looking at the use of architecture in computer science in general. Sec-
tion 5 presents our proposed conceptual framework of architectural concerns in fog
computing. Section 6 shows the application of the proposed framework to structuring
the literature. Section 7 presents a critical discussion on the strengths and limitations
of our approach. Section 8 discusses related work and Sect. 9 concludes the paper.

2 Fog computing

End devices, such as smart phones, sensors, or devices from the Internet of Things,
produce a huge amount of data. To create value, data have to be processed, for instance
through some data analytics applications. Data processing can be very resource-
intensive, and the resources (such as CPU, memory, and battery) of end devices are
often limited. This leads to the necessity of offloading computational tasks from end
devices to other, more powerful devices [6].

One possibility is to use cloud services for offloading. That is, data are transferred
from the end device to an application running in a cloud data center, and this application
performs the data processing. Given the practically unlimited resources available in
the cloud, this is a good approach for several use cases.

However, in other cases, uploading all data to the cloud can be problematic [38].One
of the key issues is latency: the cloud data centermay bemany network hops away from
the end device, leading to a significant overhead. This overhead can be prohibitive for
some application areas, including road traffic control, augmented reality, and gaming,
among other domains. Also, if a huge number of end devices upload large amounts
of data to the same cloud data center, the network connection of the data center may
become a bottleneck, leading to congestion and possibly to a further increase in latency.

To overcome the weaknesses of the cloud-based approach, fog computing intro-
duces a middle layer between the end devices and the cloud [28]. As Fig. 1 shows, this
middle layer consists of so-called fog nodes. Fog nodes are computational resources
deployed in a geographically distributed way, near the network edge. End devices can
offload computational tasks to a nearby fog node just as they would to the cloud; how-
ever, using decentralized fog nodes for offloading leads to significantly reduced latency
and also mitigates the problem of the cloud becoming a bottleneck. Fog computing
can leverage existing network equipment (e.g., routers or base stations) by furnishing
them with extra compute capacity so that they can act as fog nodes; alternatively, fog
nodes can be deployed specifically for the purpose of serving as fog nodes. Either
way, fog nodes can be seen as small data centers near the network edge that serve end
devices in their vicinity. Similar to clouds, fog nodes can use virtualization and related
technologies (e.g., containers) to run applications belonging to different tenants in
an isolated way, also fostering easy application management, including the start-up,
automatic scaling, and shut-down of applications.

Figure 1 also shows that some data processing steps can still be offloaded to the
cloud, particularly those data processing steps that are resource-intensive and not
latency-critical. Therefore, fog computing features three layers: enddevices, fognodes,
and clouds. End devices have small capacity but they are present in huge numbers.
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Cloud

Fog nodes

End devices

Fig. 1 Abstract model of fog computing

Fog nodes offer higher, but still limited capacity, and they are less numerous. Finally,
clouds offer large capacity, while their number is low. From the end devices, fog
nodes are just 1–2 hops away and can thus be reached with small latency, whereas
data transfer to the cloud is associated with a much higher latency. By combining these
three layers, fog computing can effectively provide latency-critical applications with
the necessary processing resources [41].

It should be noted that several authors use different terminology—e.g., edge com-
puting, mobile edge computing, or multi-access edge computing—to describe very
similar concepts [40]. In this paper the term “fog computing” is used in an abstract
way for describing any computing paradigm, in which computational tasks can be
offloaded from end devices to nearby computing resources or potentially to the cloud.
Thus, our notion of fog computing also encompasses edge computing and other related
paradigms.

3 Architecture in fog computing

In recent years, a large number of publications have dealt with fog computing, from
a variety of viewpoints. One aspect that often plays a fundamental role in these pub-
lications is architecture.

Inmost papers,when authors talk about “the fog computing architecture”, theymean
something like the structure shown in Fig. 1; examples include [7,11,25,55,61,63,71,
72]. There are some small variations: e.g., some authors also allow communication
among end devices [63] or among fog nodes [11], Sharma et al. differentiate between
“edge nodes” and “fog nodes” [55], while Zhou et al. [72] extend the three layers of
Fig. 1 with corresponding data handling functionalities.

There are some papers that include both a diagram similar to our Fig. 1 and another,
different architectural diagram. For example, Tiburski et al. present a second archi-
tectural diagram, consisting of the following three layers: hardware, hypervisor, and
virtual machines [61]. Another example is the paper of Sharma et al., in which two
additional diagrams are presented, one on the architecture of fog nodes and one on
the architecture of edge nodes [55]. The fog node architecture consists of the fol-
lowing components: service management, context awareness, attack mitigation, and
distributed database. The edge node architecture consists of the following components:
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switch information, cache management, network resources, channel monitoring, radio
resource, and traffic monitoring.

Somewhat similarly, Alam et al. define for each of the three fog layers (end device,
fog node, cloud) a set of components [3]. The components in end devices are: col-
laborative and autonomous decision-making, micro analytics, self-healing, sensing
input, mesh computing, display output, and local caching. The components in fog
nodes are: data transformation, network function virtualization, cognitive computing,
local systems coordinator, distributed analytics, and distributed data storage. Finally,
the components in the cloud are: integration, orchestration, management, monitoring,
automation, visualization, stateful services, long-term analytics, and storage. In addi-
tion, “mediation” components are foreseen in each layer, as well as “messaging hub”
components between the layers.

Chen et al. [8] present multiple different architectures. Their architectural overview
diagram, consisting of four “domains” (“device domain”, “network domain”, “data
domain”, “application domain”), has some similarity with our Fig. 1, because the
device domain consists of the end devices, and the network and data domains together
cover the fog nodes. In addition, also an architecture of “edge-enhanced data fusion”
is provided. The latter is a combination of hardware devices (sensors, actuators, pro-
grammable boards), data fusion functions (data acquisition, semantic interoperability,
algorithms, fault detection), and application features (process visibility, fault predic-
tion, digital twins).

The FA2ST approach of Chen et al. [9] uses a different three-layer architecture.
Here, the three layers are: infrastructure, platform, and software. In contrast, the Fog
of Things approach of Yu et al. [68] is based on an architecture with four planes.
Here, the planes are: data plane, virtualization plane, control plane, and application /
management plane.

As can be seen from the above examples, there can be big differences in what
authors view as architecture in fog computing. It is not only that the architectures are
made of different components—this would not be a surprise, since different systems
can have different architectures even in the same computing paradigm—but some
architectures use completely different decomposition principles than others. Overall,
we can conclude that the term “architecture” can have a variety of different meanings
in the context of fog computing, emphasizing different aspects of the proposed fog
computing approaches. This makes it difficult to compare different fog architectures,
to determine the most appropriate architecture for a given environment, or even to
unambiguously describe the architecture of a fog computing system.

4 Architecture in different disciplines

The somewhat chaotic combination of different notions of architecture in fog com-
puting is rooted in the fact that the term “architecture” is used in different branches of
the Information and Communication Technology (ICT) field, with similar but slightly
different meaning, connotations, vocabulary, and formalisms. These differences nor-
mally cause no problem because within a specific community a mostly consistent set
of notions gets established. However, fog computing combines several disciplines—
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network, hardware, software—and this leads to a clash in terminology. Therefore, to
obtain a clearer picture of architecture in fog computing, it is important to understand
what architecture means in these disciplines.

For a general definition of architecture, we can refer to the ISO/IEC/IEEE
42010:2011 standard. This standard explicitly differentiates between “architecture” as
an abstract concept and “architecture description” as a specific artefact that expresses
an architecture. The standard defines architecture as follows: “fundamental concepts
or properties of a system in its environment embodied in its elements, relationships,
and in the principles of its design and evolution.”

This generic definition applies to any kind of system. Regarding architecture in
different disciplines, based on the seminal paper of Perry and Wolf [51] the following
observations can be made:

– Building architecture is the source of the analogy underlying the notion of archi-
tecture in ICT. Building architecture has several important properties that may also
have analogies in ICT: the connection with engineering principles and properties
of materials (e.g., an architectural style requires certain engineering practices and
materialswith certain properties), the usage of different views to highlight different
aspects and foster different levels of details, and the connection to aesthetics.

– Hardware architecture describes the configuration of the pieces making up com-
puter hardware and the principles of their interoperation (e.g., showing the
components and operation of a processor). Similarly to building architecture,
also hardware architecture is constrained by the laws of physics. Compared to
software, hardware architecture is characterized by a relatively small number of
design elements, which may be replicated many times, thus achieving large scale
and complexity.

– Network architecture abstracts the elements of a network into nodes and links.
The architecture is mainly characterized by the graph structure, or topology, of
the nodes and links. In addition, some characteristics of the nodes and links (e.g.,
bandwidth) may also be of interest.

– Software architecture is perhaps the youngest but also most multi-faceted of these
notions. In contrast to buildings and hardware, software is not directly constrained
by the laws of physics. Also, the flexibility of software leads to an unbounded
number of possible design elements, and thus to arbitrarily complex software sys-
tems. Software architecture plays a vital role in taming the complexity of software
systems.

There are some general notions that play an important role in the architecture of
ICT systems. An architecture usually defines components that together make up the
system—irrespective of whether the components are hardware, software, or a com-
bination of the two. The components are usually connected by some relationships
(which may be called links, connectors etc.). Typically, the relationships among the
components are not allowed to be arbitrary, but must follow a given architectural
style, which defines what relationships are possible between which pairs of compo-
nents.

A popular architectural style—used in multiple branches of ICT—is the layered
architecture. In a layered architecture, the components are organized into a sequence
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of layers (also called levels, tiers, planes etc.) on top of one another. Components in
a given layer can only rely on and use services of the components in the layer below,
while they provide services to the layer above. An example for a layered architec-
ture is the ISO Open Systems Interconnection (OSI) model for telecommunication
[73].

A layered architecture may also be accompanied by an increasing level of abstrac-
tion along the layers. That is, lower layers may abstract away some details for the
higher layers, so that the higher layers do not have to bother with these details. For
example, in the ISO OSI model, the lowest layer deals with the physical intercon-
nection medium, and it offers the service of the transmission of bits to higher layers.
Higher layers can use this service without having to worry about physical details (e.g.,
voltages or pin layout).

A layered architecture is not a guarantee for an increasing level of abstraction along
the layers. For example, many web applications use a three-tier architecture, in which
the lowest tier is responsible for data handling, the middle tier for the business logic,
and the upper tier for the user interface. This is indeed a layered architecture, since the
business logic layer only uses services of the data handling layer, and the user interface
layer only uses services of the business logic layer [47]. However, some cross-cutting
concerns, e.g. performance optimizations, may make it necessary that the business
logic be aware of details of the data handling layer. Thus, the data handling layer
cannot fully abstract away the details of data handling.

A further important concept is constituted by architecture views. The architecture of
complex systems cannot be captured by a single architectural diagram [10]. Attempts
to capture the architecture of a complex system with a single architectural diagram
usually lead to at least one of the following undesirable effects: (1) important aspects
are missing, (2) the diagram becomes prohibitively complicated, (3) the semantics of
the diagram is ambiguous (e.g., it is unclear what boxes and arrows exactly represent).
To overcome this difficulty, Kruchten suggested to use multiple views to represent dif-
ferent aspects of the architecture of a software system [31]. Specifically, his approach
considered four views for describing software architecture:

– Logical view decomposition of the software into logical components, which are
connected by relationships.

– Process view representation as a network of communicating processes, focusing on
non-functional properties like performance and reliability, addressing concurrency
and synchronization issues.

– Physical viewmapping of the software onto the available hardware units, thus also
encoding distribution.

– Development view decomposition of the software in its development environment
for supporting the development efforts.

Concepts like architectural styles, layered architectures, and architectural views
can be used to describe architectures in fog computing as well. However, what is
missing is a conceptual framework that connects and structures the different kinds of
architectures used in fog computing. In the next section, we propose such a framework.
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5 An architectural framework for fog computing

A fog computing system comprises hardware, software, and network elements. In
particular, through recent trends like software defined networking (SDN) and net-
work function virtualization (NFV), software is playing an increasingly important
role also in classically hardware and networking dominated domains [16,64]. As a
result, software plays multiple roles in fog computing. According to the service layers
of cloud computing (Infrastructure-as-a-Service, Platform-as-a-Service, Software-as-
a-Service), the following differentiation can be made:

– The infrastructure layer comprises both hardware (physical infrastructure) and
software (virtualized infrastructure).

– The platform layer and the application layer are typically implemented by software.

For this reason, a simple differentiation into hardware architecture and software
architecture is not sufficient for fog computing.

Inspired by the different architectural aspects described in the fog computing liter-
ature, the different architectural concepts of the involved communities, and the idea of
architecture views, we nowpropose a conceptual framework for reasoning about archi-
tecture in fog computing. This framework uses three architecture dimensions, based
on which several architecture views can be defined to serve the different viewpoints
of the involved disciplines, and to highlight different aspects of the architecture.

5.1 Three dimensions of the fog architecture

To structure the entangled aspects of the fog computing architecture, we propose to
differentiate three dimensions of the fog architecture, as follows.

– The device dimension focuses on the different types of nodes in the network and the
links between them. In fog computing, this means in particular the differentiation
between end devices, fog nodes, and the cloud, as well as the communication links
between them, as depicted e.g. in Fig. 1. Also questions related to different types
of fog nodes (e.g., whether edge nodes should be differentiated from other fog
nodes) or whether direct communication between fog nodes is supported belong
to this dimension.

– The system dimension describes the technology stack that makes up fog computing
systems. As with many ICT systems, fog computing systems comprise hardware
and different layers of software, including virtualization, operating system, mid-
dleware, and applications. The system dimension emphasizes the various layers
of the technology stack that must work together to enable the operation of fog
computing systems. Also the service layers (Infrastructure-as-a-Service, Platform-
as-a-Service, Software-as-a-Service) can be mapped on the system dimension.

– The functionality dimension decomposes the functionality of fog computing sys-
tems into functional building blocks. The functional building blocks may include
components with different management and orchestration functionalities (e.g.,
resource management, service management, data management), but also domain-
specific or application-specific functionalities. Functional building blocks may
also offer specific services (e.g., data fusion or security primitives).
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Fig. 2 Three dimensions of the fog architecture, with some example elements for each dimension

As depicted in Fig. 2, the three dimensions are orthogonal to (i.e., independent
from) each other. The device and system dimensions are orthogonal to each other,
since each device has its own technology stack and each layer in the technology stack
may be present in any of the devices. The device and functionality dimensions are also
orthogonal to each other, since each device hosts its own set of functional building
blocks and each functional building block may be deployed in any device. And the
system and functionality dimensions are also orthogonal to each other, since each
functionality can be implemented by various elements of the technology stack and each
element of the technology stack may implement various functional building blocks.

Figure 2 also contains three example elements for each dimension (e.g., security,
data handling, and resource management for the functionality dimension). These are
indeed just examples, i.e., in a particular fog computing system, the specific ele-
ments can be different (also their number can be different). However, the presented
dimensions—device, system, and functionality—play an important role in all fog
computing systems.

In each dimension, the architecture may follow an established architectural style,
independently from the other dimensions. For example, each dimension may or may
not follow the layered architecture style, independently from the other dimensions. For
the device and system dimensions, layered architectures are quite typical. However,
even if both the device and system dimensions use a layered architecture, the two
architectures are different since the semantics of the layers is different in the device
and the system dimensions.

5.2 Architecture views

On the basis of the presented dimensions, several different views on the fog architecture
can be defined. This explains the large variety of fundamentally different architecture
descriptions (and architecture diagrams) used in the literature. Some example views
are shown in Fig. 3.
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(c) View combining one component of the device dimension
with the functionality dimension

Fig. 3 Examples for architecture views

The simplest architecture views consist of exactly one of the three architecture
dimensions presented above. Hence, there is a device view on the fog architecture,
there is a system view, and a functionality view. For example, our Fig. 1 is a device
view on the fog architecture, while Cui et al. use also a device view, although slightly
different [11]. On the other hand, the FA2ST approach of Chen et al. focuses on a
system view [9], and Gedawy et al. present a functional view [21]. Figure 3a shows
schematically how for example the device view fits into the proposed framework.

An architecture view can also combine two architecture dimensions. For example,
Alam et al. combine the device and functionality dimensions by defining for each of
the three device layers (end device, fog node, cloud) a set of functional building blocks
[3]. Figure 3b shows schematically how such a view fits into the proposed framework.

It is also possible to combine one dimension with a single element of another
dimension. An example can be found in the work of Sharma et al., specifying an
architecture view for fog nodes using a decomposition into functional building blocks
[55]. Hence, this example combines the functional dimension with a single element
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(fog node) of the device dimension. Figure 3c shows schematically how such a view
fits into the proposed framework.

6 Applying the framework

We have used the proposed architectural framework to categorize the architectures
described in the fog computing literature. To obtain a representative sample of the
relevant literature, we selected about 50 papers from several different journals (Future
Generation Computer Systems, IEEE Communications Magazine, Journal of Parallel
and Distributed Computing) and conferences (IEEE International Conference on Edge
Computing, IEEE InternationalConference onFog andEdgeComputing, International
Conference on Service-Oriented Computing, ACM Symposium on Applied Comput-
ing) that contain the description of an architecture in the context of fog computing, and
mapped these architectures on the dimensions introduced in Sect. 5. Including such a
varied set of sources in our study allows the accommodation of the views of the dif-
ferent communities involved in fog computing research. For example, papers in IEEE
Communications Magazine have a focus on networking and communication, whereas
the International Conference on Service-Oriented Computing represents the point of
view of the services community. On the other hand, Future Generation Computer Sys-
tems and the ACM Symposium on Applied Computing cover a heterogeneous set of
communities by themselves.

The results of this mapping study are summarized in Tables 1, 2, 3 and 4 in the
Appendix. If a paper describes multiple architectures, these are shown in multiple
corresponding rows in the table. For example, the first two rows of Table 1 after the
heading show that paper [2] describes two architectures: first a device architecture
consisting of 4 layers, followed by a functional decomposition of one of the device
layers into 5 components.

Based on the mapping study, we can identify the following lessons learned:

– Each paper could successfully be categorized based on our architectural frame-
work. Moreover, each of the three dimensions of the framework was used. This
suggests that the framework is indeed useful for categorizing work on architecture
in fog computing.

– As shown in Fig. 4, the device dimension is the most frequently used architectural
dimension. 39 papers contained information about the device dimension, followed
by the functionality dimension with 23 papers. This is in line with the high impact
of the specifics of the device architecture on fog computing. The system dimension
was used in only 12 papers, which may be attributed to the fact that fog computing
is not specific in its system dimension: it uses a similar system stack as most other
virtualized computer systems.

– Several papers contain multiple architectures. A frequent pattern (used in 15
papers) is that the paper first describes a device architecture, followed by some
other architectures (in most cases, using the functionality dimension) for some
layers of the device architecture. Other papers simply contain multiple different
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Fig. 4 Frequency of the
architecture dimensions in the
investigated papers, also
differentiating between layered
and non-layered architectures
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architectures. All these cases can be seen as showing different architectural views,
as presented schematically in Fig. 3.

– As shown in Fig. 4, the device and system dimensions use almost exclusively the
layered architectural style. The functional dimension is in most cases not layered,
nor does it follow another common architectural style.

– As shown in Fig. 5, the device architectures consist in most cases of 3 or 4 layers.
Although there is large variety in the naming of these layers, the differences in
meaning are rather small. All these architectures can be seen as variations of our
Fig. 1. Deviations from Fig. 1 include the absence of a layer (e.g., [33] does not
include the cloud), or splitting a layer into two (e.g., [23] differentiates between a
layer of sensors / actuators and a layer of devices).

– In contrast, the functionality dimension shows large variance, not only in the
number of components and their names but also regarding their semantics. This is
plausible since there is a wide array of possible applications of fog computing, and
also many ways to decompose the functionality of an application into components.

– Some papers combine multiple architecture views into a single architecture dia-
gram. For example, [67] combines several architecture views corresponding to
different combinations of all three architecture dimensions into a single diagram.
This leads to highly complex diagrams that are hard to understand. Using sep-
arate diagrams for different architecture views makes it easier to cope with the
complexity of a larger architecture.
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A further general experience with architectures in the fog computing literature is
that architectures are described in most cases with natural-language text and using ad-
hoc diagrams. Architecture description languages or other modeling languages with
well-defined syntax and semantics are hardly used.

7 Discussion

The aim of this section is to provide a critical discussion of the strengths and limita-
tions of the contributions of this paper. In particular, we discuss the simplicity of the
proposed conceptual model, the extent to which the conceptual model is specific to
fog computing, and the potential benefits and applications of our approach.

7.1 Potential limitations

The proposed conceptual model, consisting of only three simple dimensions, could
be perceived as simplistic or obvious. However, there are two reasons why we do not
see this as a problem.

The first reason is usability. A conceptual model must be simple to be useful.
A model abstracts from all unessential details to direct the focus on some essential
characteristics. If a model contains too many details, then the model may not fulfill
its goal of supporting abstraction. In addition, if a model is too detailed, this may
overly constrain its applicability. It is no surpise that many successful models in ICT
(for example, the already mentioned ISO OSI reference model [73], the MapReduce
programming model for distributed data processing [14] or the MAPE-K model of
autonomic systems [29]) are rather simple.

The second reason is related to expressivity and extensibility. While our conceptual
model only consists of three dimensions and each dimension on its own may be
quite simple, the three dimensions can be arbitrarily combined. This leads to a large
number of possible architectural views, some of which were shown in Sect. 5.2. Using
different combinations of the three dimensions, quite complicated architectures can
be described and structured, making the conceptual model rather powerful.

Another concern is specificity. It could be questioned to what extent the proposed
conceptual model is specific to fog computing. Indeed, the three dimensions of the
conceptual model are quite generic and could be applied to any ICT system.

The specificity of the conceptualmodel to fog computing arises through the concrete
elements along the dimensions, particularly along the device dimension. As shown
in Sect. 6, most papers on fog computing emphasize a similar set of layers along the
device dimension (e.g., cloud, fog nodes, end devices). This structure along the device
dimension seems to be the common denominator across the investigated papers on fog
computing. This finding is in line with the experience that the fog computing literature
covers an exceptionally wide-ranging set of topics, where the main commonality is
the structure according to the cloud, fog, and end device layers.
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7.2 Benefits and applicability

The contribution of this paper is intrinsically intangible, since the paper aims at a better
understanding of the different notions of architecture in fog computing. Nevertheless,
the insights of the paper can be applied in several important practical scenarios, such
as the following ones:

– When evaluating the suitability of an architecture for a fog computing system,
the conceptual framework proposed in this paper can be used to determine which
dimensions the given architecture addresses and to what extent, and which ones it
does not address. This way, our conceptual framework can help to identify gaps
in architecture descriptions that would otherwise be hard to detect.

– When developing an architecture for a fog computing system, the conceptual
framework proposed in this paper can be used as a checklist to ensure that the
architecture covers all important aspects. In addition, the results of Sect. 6 can
be used to ensure that the architecture corresponds to the state of the art in each
considered dimension.

– When comparing two architectures for fog computing systems, the conceptual
framework proposed in this paper can be used to decide to which extent the two
architectures are comparable. For example, we can identify situations in which no
meaningful comparison is possible since the two architectures address different
architectural dimensions.

Thus, the contributions of this paper can be leveraged to make better architectural
decisions, which will lead to better fog computing systems.

8 Related work

Although architecture plays an important role in many publications on fog computing
(as can also be seen in Sect. 6), to the best of our knowledge we are the first to
discuss the different notions of architecture in fog computing and to provide a general
framework for conceptualizing different architectures. In the following we review
related efforts on architecture in general, reference architectures for fog computing
and on the comparison of different architectures.

As alreadymentioned in Sect. 4, the study of architecture in general has a long tradi-
tion. In particular, researchers on software architecture investigated comprehensively
what architecture means in different disciplines and how software architecture differs
from other types of architecture [31,51,56]. According to Taylor et al., software archi-
tecture is the centerpiece of development, encompassing the principal design decisions
[60]. A recurring topic in software architecture is that architecture is more than just a
boxes-and-arrows diagram. Indeed, the architecture of a complex system must define
several different types of decompositions. Kruchten uses different views for this pur-
pose [31]. Bass et al. [4] talk about different structures of the system, for example
corresponding to structuring the system as a set of code units or as a set of run-time
entities and their run-time interactions.Ourwork uses a set of dimensions and views for
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this purpose. In contrast to previous work on software architecture, our aim is to cover
the aspects relevant for fog computing, and these aspects are not limited to software.

The OpenFog Consortium published a reference architecture (RA) for fog com-
puting in 2017 to help create and maintain fog computing systems [48], which was
later adopted as standard IEEE 1934–2018 by the IEEE Standards Association.1 The
OpenFog RA codifies relevant best practices—for example, it contains a long list of
the types of security techniques that should be applied to mitigate common security
concerns in fog computing systems. In contrast, our work does not aim at prescrib-
ing the use of specific techniques, but rather to provide a conceptual framework in
which many different architectures for fog computing can be formulated, studied, and
compared to each other.

The ETSI (European Telecommunications Standards Institute) Industry Specifica-
tion Group on Multi-access Edge Computing also defined a reference architecture
for multi-access edge computing (MEC) systems [17]. The ETSI MEC RA is much
more concrete than the OpenFog RA, and it describes one specific architecture. In
contrast to our work, it does not aim at providing a framework for describing different
architectures.

Mach and Becvar describe and compare several fog computing approaches, also
including architectural aspects [37]. However, their comparison is not focused on
different architectural notions, but rather on the device dimension of the architectures
and different further technical aspects. In contrast, our approach aims at reasoning
about different architectural notions.

9 Conclusion

This paper has highlighted the large variety of fundamentally different architectures
used in publications on fog computing.We have argued that this is a consequence of the
different architectural notions used in the different communities that play an important
role in fog computing, including networks, hardware, virtualization, system software,
and applications. We have proposed a conceptual framework for reasoning about
architecture in fog computing, consisting of three orthogonal dimensions: device,
system, and functionality. On the basis of these three architecture dimensions, several
different architecture views can be defined, and the notions of architecture used in
different publications can be categorized. This way, our work can contribute to a
better understanding of the different facets of architecture in fog computing, which is
of central importance to the future development of this field.

1 https://standards.ieee.org/standard/1934-2018.html.
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Table 1 Architecture dimensions used in the fog literature, part 1

Device dimension System dimension Functionality dimension

[2] 4 layers: mobile stations,
mobile fog, evolved packet
core, public cloud

1 layer: mobile stations 5 components: device manager, net-
work manager, application manager,
execution analyzer, compiler

[19] 3 layers: devices, fog, cloud

1 layer: fog 3 layers: hardware, operating
system, software

1 layer: cloud 3 layers: connectivity, user & device
& data management, application ser-
vices

[20] 4 layers: IoT, mobile clouds,
edge nodes, remote clouds

[22] 3 layers: sensor, fog, cloud

1 layer: fog 6 components: fall detection, QT
interval extraction, interoperability,
heart rate, activity status, security

[24] 3 layers: mobile agents, con-
trollers, IoT devices

1 layer: IoT device 3 components: communication, core
functions, Aura sandbox

[26] 3 layers: infrastructure,
resources, data

3 layers: devices, network,
cloud

1 layer: infrastructure

[34] 3 layers: nodes, edge, cloud

[35] 3 layers: things, fog, cloud

[42] 3 layers: things, fog, cloud

3 components: data collection, data
transfer, data storage

[43] 4 layers: edge, basic nodes,
smart nodes, cloud

23 components: monitoring, routing,
allocation, security, privacy, profiling,
categorization etc.

[44] 3 layers: devices, fog, cloud

[46] 3 layers: edge, gateways,
cloud

2 components: intermittent secu-
rity module, resource-aware security
module
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Table 2 Architecture dimensions used in the fog literature, part 2

Device dimension System dimension Functionality dimension

[50] 4 layers: sensors, edge, inter-
mediate levels, cloud

1 layer: edge 3 components: analytics
engine, control plane, synch
module

1 layer: cloud 4 components: control plane,
data store, distributed system
state, analytics engine

[52] 3 layers: devices, edge/fog,
cloud

3 layers: sensors/actuators, e-
health gateways, back-end

1 layer: e-health gateways 4 layers: hardware, operating
system, local database, soft-
ware

[58] 3 layers: physical, fog, cloud

1 layer: fog 2 components: keyword
extraction, classification

1 layer: cloud 2 components: storage, out-
break prevention

[67] 4 layers: smart home, IoTgate-
ways, fog, cloud

1 layer: smart home 3 layers: cyber-physical, con-
nectivity, context-aware

1 layer: smart home 1 layer: cyber-physical 6 components: metering, vehi-
cle charging, energy manage-
ment etc.

1 layer: smart home 1 layer: context-aware 6 components: behavior, pre-
diction, event detection etc.

2 layers: fog, cloud 4 components: authentication,
service registry, requests han-
dler, rules engine

1 layer: fog 6 components: prediction,
visualization, pattern mining
etc.

[59] 3 layers: fog 1, fog 2, cloud

[66] 3 layers: extreme edge, edge,
cloud

[65] 3 layers: hardware, hypervi-
sor, unikernels

2 components: dispatcher,
image warehouse

[69] 3 layers: IoT devices, fog,
cloud

+1 component: trusted author-
ity
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Table 3 Architecture dimensions used in the fog literature, part 3

Device dimension System dimension Functionality dimension

[3] 3 layers: edge, fog, cloud

1 layer: edge 7 components: sensing, caching,
self-healing etc.

1 layer: fog 6 components: data transforma-
tion, cognitive computing, dis-
tributed analytics etc.

1 layer: cloud 9 components: orchestration,
monitoring, visualization etc.

[7] 3 layers: devices, MEC
servers, cloud

[8] 4 components: devices, network,
data, application

[9] 3 layers: infrastructure, platform,
software

[11] 4 layers: devices, access
points, edge, cloud

1 layer: edge 3 components: edge server handler, data repository, VM sets

[25] 3 layers: IoT, edge gateways,
cloud

[55] 4 layers: data producer, edge,
fog, cloud

1 layer: fog 4 components: context awareness,
service management, distributed
database, attack mitigation

1 layer: edge 6 components: radio resources,
traffic monitoring, channel moni-
toring etc.

[61] 3 layers: edge, fog, cloud

1 layer: edge 3 layers: hardware, hypervisor,
VMs

[63] 4 layers: user devices, MEC
servers, base stations, cloud

[68] 4 layers: data, virtualization, con-
trol, application

1 layer: control 5 components: service provision-
ing, dynamics handling, system
monitoring, resource optimiza-
tion, energy management

[71] 3 layers: access cloud, edge
cloud, core cloud

[72] 2 layers: edge, cloud

4 layers: data source, data collec-
tion, data storage, data analysis

[13] 3 components: frontend, manager,
worker node
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Table 4 Architecture dimensions used in the fog literature, part 4

Device dimension System dimension Functionality dimension

[18] 3 layers: users, edge, cloud

[21] 1 layer: edge femtocloud 2 components: controller,
worker

[23] 5 layers: sensors/actuators,
devices, gateways, internet,
cloud

[30] 6 layers: edge servers, connec-
tivity, EdgeStore, file system,
I/O, applications

1 layer: EdgeStore 5 components: request place-
ment, resource monitor, meta-
data manager etc.

[36] 3 layers: user device, edge,
data center

[49] 4 layers: field, edge, cloud,
environment

[54] 3 layers: edge, cloud, dash-
board

1 layer: edge 4 components: data service,
monitoring, updater, schedul-
ing

1 layer: cloud 10 components: object stor-
age, location database, log etc.

1 layer: dashboard 2 components: occupancy
insights, context-aware ser-
vices

[1] 3 layers: robots, cloudlets,
cloud

1 layer: cloudlet 2 layers: virtualized resources,
resource manager

[12] 2 layers: edge, cloud

[33] 2 layers: users, edge servers

[53] 4 components: resource direc-
tory, device service, platform
master, platform service

[70] 3 layers: things, fog, cloud

[39] 4 layers: IoT, fog gateways,
fog compute, cloud

1 layer: fog gateway 4 components: application
initiation, expectation rating,
application placement, data
container

1 layer: fog compute 3 components: communica-
tion, computation, controller

[57] 3 layers: sensors/actuators,
fog colonies, cloud
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