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Abstract
The Internet of Things (IoT) is driving technological change and the development
of new products and services that rely heavily on the quality of the data collected
by IoT devices. There is a large body of research on data quality management and
improvement in IoT, however, to date a systematic review of data quality measurement
in IoT is not available. This paper presents a systematic literature review (SLR) about
data quality in IoT from the emergence of the term IoT in 1999 to 2018. We reviewed
and analyzed 45 empirical studies to identify research themes on data quality in IoT.
Based on this analysis we have established the links between data quality dimensions,
manifestations of data quality problems, and methods utilized to measure data quality.
The findings of this SLR suggest new research areas for further investigation and
identify implications for practitioners in defining and measuring data quality in IoT.
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1 Introduction

The ongoing and seamless integration of the physical and digital worlds through the
incorporation of sensors and devices into everyday objects is predicted to transform
the ways we live and work in the future [1,2]. The Internet of Things (IoT) has been
identified as a key driver for this technological revolution, which will foster the cre-
ation of new products and services in diverse domains, ranging from agriculture [3]
to manufacturing and everything in between [4]. These new products, systems and
services are expected to create an annual economic impact of $2.7 trillion to $6.2
trillion by 2025 [5]. Despite the diverse areas of IoT application, the majority of new
systems and services rely heavily on the data collected by IoT devices and ensuring
the quality of the data that provides the baseline of the IoT services is crucial and
a fundamental concern in the design of IoT based products and services [6,7]. For
example, in March 2019, the Tesla’s Autopilot was engaged in a fatal crash of a Tesla
electric vehicle, because the data coming from the vehicle’s self-driving sensor (i.e.
radars) did not match with actual road situations, failing to detect objects crossing the
road and causing the vehicle to crash into a truck [8].

To date a growing body of research studies have investigated data quality (DQ)
focusing on aspects such as: DQ dimensions, DQ problems, and techniques to improve
DQ in IoT. However, this body of research and the terms used to describe DQ dimen-
sions are fragmented and inconsistent [9]. The inconsistent use of the terms could
pose challenges in (1) understanding similar or different DQ dimensions being dis-
cussed, and (2) explaining similar or different DQ problems for a certain dimension.
Furthermore, prior reviews of data quality in IoT [9–11] are concerned more with the
techniques used to improve DQ and limited attention is directed towards the identifi-
cation of methods to measure DQ. However, DQmeasurement is an important facet of
managing data and understanding DQ measurement methods for IoT could (1) assist
in the accurate measurement and quality assessment of the collected IoT data, and
(2) provide a baseline for supporting subsequent data management and data usage
activities.

Therefore, the aim of this study is to review the extant literature to identify IoT
DQ dimensions, the DQ problems related to these dimensions, and the methods used
to measure these dimensions. By providing a clear picture of the research themes
relating to IoT DQ our goal is to map out which aspects have been studied and identify
potential areas for further investigation. The findings of this review will also serve as
a starting point for defining and measuring IoT DQ dimensions and identify problem
areas that need to be addressed in order to improve IoT DQ. To achieve this aim the
study is guided by four research questions (RQs):

RQ1: What are the key research themes in existing research related to data quality
in IoT?

RQ2: What are the dimensions of data quality in IoT?
RQ3: What are the manifestations of data quality problems in IoT?
RQ4: What methods are used to measure data quality in IoT?
Following the guidelines of Wolfswinkel et al. [12] and Kitchenham et al. [13], we

conducted a systematic literature review (SLR) of the empirical studies that have a
focus on DQ in IoT from the emergence of the term IoT in 1999 [14] to 2018. SLR is
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a methodical process of collecting and collating the published empirical studies with
systematic criteria for selection to reduce bias and provide transparency to the process.

The paper is organized as follows: Sect. 2 defines the concepts used in this research
and reviews related studies and Sect. 3 describes the research method. Guided by
the RQs, Sect. 4 presents the results from the data extraction and analysis processes.
Section 5 provides a discussion of the research findings and proposes potential areas
for further investigation. Section 6 provides a summary and conclusions to the study.

2 Concepts and related studies

2.1 Concepts: data quality, dimension andmanifestation

In this section, we provide the definitions for three important concepts used in our
study: data quality, dimension, and manifestation. The term quality has been defined
both as “fitness for use” and as “conformance to requirements” [15]. This generic
understanding of quality assists in the tasks of conceptually comparing and distin-
guishing data quality and information quality [16]. For example, Tilly et al. [16]
differentiated the two based on the definition of data and information: data is objective
presenting a phenomenon in the real/physical world, while information is subjective
and places data into a context using an information system that users can understand.
In this study, we are interested in the quality of IoT data, and therefore, we draw on
the published literature on DQ to study and understand the topic of interest.

Another two important concepts used in the study are dimension and manifesta-
tion. A dimension of DQ refers to an individual aspect (or attribute) of DQ such as
completeness and accuracy [17], which can be empirically measured. Manifestation
of DQ problems is defined as a symptom of, or challenge arising from, data errors or
anomalies.

2.2 Related studies

This section summarizes prior literature reviews on DQ in IoT. As shown in Table 1,
there is a growing body of research that provides reviews of articles that study DQ in
the IoT context [9–11,18]. For example, Cai and Zhu [18] identified the challenges of
DQ in Big Data that is increasingly accumulated by advanced technologies such as
IoT, and developed a framework for quality assessment on DQ dimensions. During
the same period, Karkouch et al. [10] reviewed data outliers and their impacts on IoT
applications and compared data cleaning techniques used to address the uncertainty in
the collected data. In addition, Qin et al. [11] identified multiple DQ problems based
on data streams and data storage models, while Karkouch et al. [9] defined a set of
IoT-related DQ dimensions, and discussed the factors influencing DQ, manifestations
of DQ problems and techniques to improve DQ.

Several observations can bemade from Table 1. First, related studies were reviewed
and the DQ literature was analyzed from diverse perspectives to improve our under-
standing of this academic niche in the realm of IoT. However, some reviews only
partially studied DQ in the IoT context. Moreover, they do not focus on the methods
used to measure DQ or do not completely link these methods with the DQ dimen-
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Table 1 Characteristics of review studies on DQ in IoT

Characteristic Ref. [18] Ref. [10] Ref. [11] Ref. [9]

Publication year 2015 2015 2016 2016

No. of the papers included NM NM NM NM

No. of the databases used NM NM NM NM

Time frame of publications NM NM NM NM

Focus on DQ? Yes Yes Partially Yes

Focus on IoT? Partially Yes Yes Yes

Dimensions defined? Yes No Yes Yes

Measurement of DQ elaborated? No No No No

Manifestations of DQ problems identified? Yes Yes Yes Yes

NM Not Mentioned

sions. To address this limitation, our review examines methods used to measure DQ,
manifestations of DQ problems and maps these to the DQ dimensions identified in
this study. We identify a set of research themes related to DQ in IoT. The goal is to
contribute to knowledge about the defining and measuring of DQ in IoT, and provide
a means to enable practitioners to become more aware of DQ problems and to begin
to address these problems. Second, few existing reviews have reported their litera-
ture analysis strategies, providing limited insight into the criteria and processes used
to search and select articles for review and analysis. We therefore search, select and
analyze the relevant studies, which provides greater transparency to the process and
enables future researchers to review and build on the results.

3 Researchmethod

To conduct this SLR of data quality in IoT, we follow the guidelines ofWolfswinkel et
al. [12] and Kitchenham et al. [13], incorporating four steps: (1) define the scope of the
review; (2) search for initial list of articles; (3) select relevant papers; and (4) analyze
data from the included studies. Figure 1 presents the research process employed in
this review.

3.1 Define the scope of the review

Four main activities are involved in this step: establishment of inclusion and exclusion
criteria of an article in the data set, identification of appropriate fields of research,
selection of databases and outlets, and formulation of search terms [12,13].

3.1.1 Establishment of inclusion and exclusion criteria

The inclusion criteria adopted in this review are: (1) the articles included are published
in English (IC1); (2) articles are selected with a publication date from 1999 to 2018,
inclusive (IC2); and (3) the theme of the paper has a focus on DQ in the IoT context
(IC3). The removal of papers is based on the following exclusion criteria: (1) the
studies do not provide empirical findings themselves (EC1); (2) the articles are not
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Search Strings:
(“data quality“ OR “quality of data“) AND
(“Internet of Things“ OR “IoT“)

Databases
1. ABI/INFORM GLobal (ProQuest): 137 papers
2. Academic Search Complete (EBSCO) 12 papers
3. ACMD Digital Library: 13 papers (in all fields)
4. IEEE Xlpore 72 papers (in all fields)
5. ScienceDirect: 20 papers
6. Google Scholar: 11.100 papers (in all fields)
   (only displayed 1000 papers)

Step 2. Search for Initial List of Articles
(n = 1254 papers)

Examine the papers based on their abstracts 
to exclude 1110 papers based on

IC1(14), IC2(1), IC3(899), EC1(84), EC2(52), EC3(43), EC4(18)

Examine the papers based on their full-texts to 
exclude 111 papers

IC3(78), EC1(33)

A total of 33 papers left 
for data analysis

A total of 12 papers left 
after the snowballing

Extract the data fro mthe included papers (N = 45) based on 
the research questions (i.e. research themes, data scale, 

dimensions, manifestions, and methods)

Group the data and establish the links 
between the extracted data

Note that the number in the brackets indicates the number of the papers 
that were removed based on the inclusion and exclusion criteria.

Fig. 1 Research process of this review
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peer-reviewed research publications (EC2); (3) the papers are not accessible online
(EC3); or (4) the papers are duplicates (EC4).

3.1.2 Identification of fields of research

Asmentioned in the Introduction, IoT has widespread impacts across diverse domains
and fields. Our study thus investigates a corpus of research articles that span diverse
areas such as Engineering and Computer Science, covering a broad coverage of
research fields to generalize our findings on DQ in IoT.

3.1.3 Selection of databases and outlets

In this review, we used six databases as the initial resources for the search as advised
by [19]. By using the databases ABI/ INFORM Global (ProQuest), Academic Search
Complete (EBSCO), ACM Digital Library, IEEE Xplore, ScienceDirect, and Google
Scholar that contain the potential largest set of peer-reviewed and English literature
on the topic of interest, an exhaustive view on the field could be established. To further
enrich the quality of the sample for data analysis, backward (i.e. using the reference list
to identify new papers) and forward snowballing (i.e. finding citations to the papers)
approaches were used to exhaust the data [12,13].

3.1.4 Formulation of search terms

Our search keywords developed for this review contained: (1) “data quality” and (2)
“Internet of Things”. Becausewe differentiated the definitions of data and information,
we limited the theoretical lens to the studies ofDQ for the search.We thus only adopted
alternative term “quality of data” in the search to describe “data quality” as suggested
by [20]. Furthermore, we used the alternative term “IoT” for “Internet of Things” as
advised by [19]. These selected keywords enable us to draw from a broad range of
domains and areas and identify a comprehensive set of publications related to data
quality in. Accordingly, our search began with those keywords by using the Boolean
operators as the following search strings: (“data quality” OR “quality of data”) AND
(“Internet of Things” OR “IoT”) in the selected databases.

3.2 Search for initial list of articles

With the search strings, we screened the publications in Title, Abstract, and Keywords
using the online databases to centralize our search. We also customized our search
with search strings in the selected databases and identified the initial list of papers as
shown in Fig. 1.

3.3 Select relevant papers

The purpose of this step is to filter the relevant papers for further analysis.We identified
1254 articles, of which 1110 were removed on abstract review based on our inclusion
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and exclusion criteria. After full-text review, we further discarded 111 papers based
on IC3 and EC1. In the snowballing process, we identified an additional 27 papers
of which 12 papers then remained after the abstract and full-text review, based on
inclusion and exclusion criteria. Finally, a total of 45 papers remained eligible for
analysis (see Fig. 1). The full list of all the 45 papers included in the review is included
in the “Appendix”. Each paper is given an unique identifier (the letter S followed by
a number) so the paper can referenced in the analysis and reporting of the findings.

3.4 Analyze data from the included studies

We read, analyzed and coded the findings and insights in the text of each selected
article relevant to our RQs. However, not every article addresses all our RQs (i.e.
research themes, dimensions, manifestations of DQ problems, and methods used to
measure DQ dimensions). We thus extracted and recorded relevant responses from the
included papers for the RQs into a table. After completing the table, we reviewed the
list of research themes studied in the publications and merged the duplicates. Then,
we grouped these research themes based on their similarity and gave each group
an appropriate name. The lists of dimensions, manifestations of DQ problems, and
methods used to measure DQ were classified in a similar way. Finally, we mapped the
manifestations of DQ problems and methods to the DQ dimensions identified from
the studies being analyzed.

4 Results

This section presents our findings derived from the reviewed studies based on our RQs.
Section 4.1 answers RQ1 providing an overview of DQ studied in the IoT context,
including: (1) definition of DQ (further discussed in Sect. 4.2 to answer RQ2), (2)
DQ measurement (further discussed in Sect. 4.3 to answer RQ4), (3) analysis of
manifestations of DQ problems (further discussed in Sect. 4.2 to answer RQ3), and
(4) design and development of solutions to address DQ. Note that the research theme
‘design and development’ is not extended in either Sects. 4.2 or 4.3 as with the other
three research themes due to the scope of our proposed RQs. Related studies [9,11]
have further discussed relevant solutions designed and developed for addressing DQ
in IoT, while this is not the focus of our study.

4.1 Research themes

In this review, we identified four main research themes that concern DQ in IoT, these
are: (1) definition, (2) measurement, (3) analysis, and (4) design and development.
Each research theme contains its own subcategories as summarized in Fig. 2.

Definition This research theme addresses how DQ has been defined in IoT. Generally,
researchers described their DQ requirements and defined a set of DQ dimensions. The
DQ dimensions identified are: (1) Accuracy, (2) Timeliness, (3) Completeness, (4)
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Fig. 2 Distribution of research themes on DQ in IoT in this review

Data volume, (5) Utility, and (6) Concordance, which are discussed in more detail in
Sect. 4.2.

Measurement This research theme refers to the ways that the quality of data been
measured in IoT. The analysis identified seven methods used to measure DQ: (1)
Measurement among techniques, sources or defined attributes, (2)Measurementwith a
reference, (3)Devices or algorithms validation, (4)Measurementwithin time intervals,
(5) Measurement of presence, (6) Process observation, and (7) Log files review. These
methods are further described in Sect. 4.3.

Analysis This research theme concerns the analysis of DQ problems that influence the
achievement of DQ in IoT. As one of the aims of this study is to identify the manifes-
tations of DQ problems in IoT, these manifestations (further outlined in Sect. 4.2) are:
measurement errors, noises, artifact error, data frame distortion, dirty data, outliers,
missing data, missing updates, data loss, and delay data transmission.
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Design and development This research theme describes how the quality of IoT data
can be addressed and/or improved by a variety of solutions. Researchers commonly
designed and developed: (1) protocols (for data transmission [S14, S25]), (2) frame-
works (for storing IoT data [S9], collecting sensor data [S16, S21, S35, S40], and
monitoring the delivered IoT data [S22]), (3) architectures (for monitoring DQ [S8]
and filtering good data from the collected IoT data [S5, S24, S44], cleaning IoT data
streams [S4, S7, S41], and providing data products [S13, S20, S30]), and (4) tools
(for updating real-time data to a cloud [S6], identifying data anomalies [S18, S26],
and dealing with missing data [S11, S36, S38, S39]), to address and/or improve DQ
in IoT.

These findings about the research themes on DQ in IoT are consistent with the
Total Data Quality Management Methodology [21]. In the included studies, firstly
DQ requirements were defined and a set of DQ dimensions were developed for the
measurement. Based on the results of the measurement, researchers identified relevant
DQ problems and analyzed the causes of these problems, in such a way that the core
areas could be identified for DQ improvement. Then, a variety of solutions were
designed and developed to address and/or improve the quality of IoT data, in order to
provide quality-assured IoT products and services.

4.2 Dimensions andmanifestations of DQ problems

This study reviewed and analyzed DQ dimensions used in IoT and manifestations
of DQ problems revealed in the included studies. These are summarized in Table 2.
DQ dimensions that were only mentioned or described but not measured were not
included in the table. Column two and three of Table 2 present definitions adopted from
ISO25024 [22] and alternative terms that have been adopted in the literature to describe
these dimensions. Column four of Table 2 summarizes the examples that have been
used in the articles to define these dimensions, and delineates several instances from
the included studies that have explicitly described and/or explained the manifestations
of DQ problems for these dimensions, based on direct observation or actual experience
of the respective authors.

4.2.1 Accuracy

Accuracy was themost frequently used dimension of DQ in IoT, being an area of focus
in 53% of the included papers. Data was deemed as accurate when an observation for
the object truly reflected its real-world situation [S2, S5, S6]. Li et al. [S17] argued that
validity is a different notion from accuracy and correctness because validity is more
subjective based on an acceptable range of a certain attribute and a specific application
scenario. However, Hendrik et al. [S2] used the term validity to describe the extent
to which the condition of an object is accurately represented that appears to also be
relevant to the conception of accuracy. Other terms used in this review to describe this
dimension include precision [S5, S29], validity [S2, S17], and correctness [S6, S23,
S24, S42].
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Data accuracy can be impaired by measurement errors [S2, S5, S12, S13, S42],
which can be caused by issues such as thewrong placement [S2, S27] or selection [S13,
S37] of sensors. For example, if a temperature sensor for a product is placed outside
the insulated parcel, it does not read the product temperature, but the temperature of
the environment, leading to potentially wrong conclusions [S2]. Furthermore, due to
limitations of the sensors, the data detected at the sensors could have uncertainty that
generates inaccurate data, and high uncertainty in sensor readings could also lead to
dirty data [S13].

Note that an outlier could be defined as an observation that significantly differs
from others in the sample [S13, S18]. An outlier could be a data error due to sensor
faults [S7, S13, S18, S23, S26, S40]. At the same time, an outlier also could be an
important event that represents a phenomenon of changing in the consistent real-world
state (e.g. occurrence of fire) [S7, S13, S18]. Thus, DQ problems about outliers in this
dimension refer to data errors caused by sensor faults.

Anothermanifestation of data inaccuracywas noise,which referred to anyundesired
change that deviates from the original signal [23]. ThisDQproblem could be caused by
defective sensors [S1, S18, S43], e.g. due to exhausted batteries [24], faulty memory
cells, bit error in transmission [25], or interference when multiple wireless devices
transmit the data simultaneously on the same frequency bands (e.g. BLE and Wi-Fi
use the same 2.4gHz bands) [26]. Data frame distortion also reflected the problem
associated with data inaccuracy [S3], and meanwhile revealed DQ problems under the
dimension of data volume that is detailed below.

4.2.2 Timeliness

The IoT data was considered timelywhen an observation for an object was updated at a
desired time of interest [S5, S17]. Alternative terms adopted to describe this dimension
include currency [S5, S17], volatility [S5], latency [S12], freshness [S12, S22], data
rate [S22, S30], delay [S21, S23], and frequency [S21]. The manifestations of DQ
problems on this dimension were missing updates [S17] and low data rate [S22]. An
example of low data rates, which influence timeliness, is the deployment of devices
in constrained contexts such as agriculture. In this context, devices have constrained
resources such as energy and are required to communicate across large distances using
technologies such as LoRaWAN or SigFox, which are prone to low data rates and high
latency but require very little energy [27].

4.2.3 Completeness

Completeness was defined as whether all expected data was provided by IoT services
[S5, S17]. Some studies [S5, S13, S23, S25, S37] utilized the term completeness, and
others referred to data availability [S17, S19] and missing data [S14, S36, S38, S39].
Missing data can be caused by sensor inefficiencies, communication issues [S5, S14,
S29, S32, S36] or by attacker’s intercepting or manipulating data [28]. Furthermore,
Li et al. [S17] found that the lack of data updates could affect achieving the required
data, limiting data availability for users. Additionally, data owners selectively disclose
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the data based on certain constraints (e.g. privacy considerations), resulting in less
detailed data being available for users [S2].

4.2.4 Utility

Utility referred to frequency and relevancy of the access of data consumers (users)
from the IoT dataset during a certain period of time [S9]. Alternative terms such as
usage, frequency, and relevancy [S9] were used in the reviewed papers to describe
this dimension. One of the main DQ problems of utility was noise [S9, S33]. As
we mentioned, multiple IoT devices transmitting data simultaneously could cause
noise. Thus, Liono et al. [S9] showed that there is a fixed probability for an instance
of noise for each data consumer who accesses the IoT dataset. This could have an
impact on the extent to which required data is accessed by different data consumers.
Furthermore, research has shown that inactive sensor nodes could result in data loss in
data transmission [S14, S33]. That is to say, the transmitted data could bemissingwhen
some sensor nodes fail to communicate with other connected nodes in the network.
Hence, data loss or missing data could decrease the utility of IoT data.

4.2.5 Data volume

Data volume was interpreted as the number of data components transmitted from a
source to a consumer for generating a result [S3] [9]. Dmitriev et al. [S3] indicated that
since the physical transmission rate of a network node is fixed, data volume transmitted
by a single node would be low when there is a large amount of data required, resulting
in data loss and delaying data transmission that influence data volume. Furthermore,
when IoT devices collect video and image data that requires data compression and
subsequent sound or image recovery, data loss and delay are also accompanied in this
process [S3, S34]. The reconstruction of video and image data could, thus be different
from source data, presenting data frame distortion [S3].

4.2.6 Concordance

Data was considered concordant when there was an agreement between data elements
from a data source and the data elements from other individual data sources that
report correlating effects [S8]. The manifestation of DQ problems on this dimension
was irregular readings reported by the sensors for a certain object, which could be
caused by non-concurring observations from the data sources [S8] or by sensor faults
[S41]. For instance, Kuemper et al. [S8] found that some vehicle speed readings and
car counts were inconsistent between two different data sources for the selected traffic
incidents due to different time and view of observations.While Zhang et al. [S41] indi-
cated that malfunctioning sensors could not consistently report the readings, which
will have an impact on data concordance.

We observed that the manifestations of DQ problems overlap among different DQ
dimensions. For example, noise pertains to the DQ problem on data accuracy and
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at the same time is related to data utility because noisy data could affect how much
required data is accessed by data consumers [S9]. Data frame distortion could be a
DQ problem of accuracy, presenting the reconstructed data distorted from source data
[S3]. While data frame distortion also concerns the DQ problem of data volume since
data distortion could influence the number of data components that are transmitted for
generating a result [S3]. As to data loss, it could be a DQ problem concerning data
utility [S14, S33] or data volume [S3, S34]. Furthermore, when data loss occurs in the
process of transmission [S14, S33] or data is not timely updated [S3, S34], the data
received could be missing that reflects a DQ problem associated with completeness
or utility [S14, S33]. Accordingly, these observations imply that DQ dimensions are
distinguished conceptually and defined heavily based on different purposes, but these
dimensions could also interact with each other.

4.3 Methods used tomeasure DQ

We conducted a similar analysis process to identify the methods used to measure DQ
in IoT. These methods are divided into seven categories, some of which were utilized
to measure multiple dimensions of DQ, as outlined in Table 3.

Measurement between techniques, sources or defined attributes (MTS): Data ele-
ments in two or more IoT datasets that are derived from different techniques, sources
or defined attributes are compared to see if there are agreements in these elements.
MTS was the most frequently used method to measure DQ dimensions identified in
this review. For example, researchers measured DQ among the IoT datasets collected
by different experimental settings (e.g. take distances between a transmitter and a
receiver into account [S3]), protocols [S25], data sources [S5, S6, S8, S9, S10, S19,
S23, S30, S31, S33, S43] or algorithms [S14, S18, S29, S45].

Measurement with a reference (MR): A dataset derived from another source serves
as a reference to compare with the collected IoT dataset to determine whether or not
there are agreements in these elements. MRwas the second frequently used method to
measureDQ. For instance, Karkouch et al. [S13]measured completeness and accuracy
by referring to the results with prior literature that used the same IoT dataset. Some
studies adopted either actual values [S10], an applicable range of values [S6, S17,
S42, S44], historical data [S1, S8, S12, S24], or spatial-temporal correlated measured
values for the objects provided by the sensor and its neighbors [S7, S8, S15, S18, S45],
as a reference for DQ measurement.

Devices or algorithms validation (DAV): The collected IoT dataset is examined by
usingwell developed devices or algorithms to ascertain whether or not expected values
present [S3]. DAVwas the third commonly usedmethod to measure DQ in this review.
Some studies divided an IoT dataset into a training dataset and a testing dataset and
then measured the accuracy by looking at the agreement between the results of the
testing dataset and the expected values using the proposed approaches implemented
on the training dataset [S4, S7, S8, S13, S18, S26].

Measurement between time intervals (MTI): The IoT dataset is examined during a
fixed time interval to determine how good is the data collected. For instance, Liono et
al. [S9] divided an IoT dataset into data slices based on a certain temporal duration,
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to determine how much data was accessed by consumers from the dataset over the
time. Others reported the changes of observations for the objects [S1, S7, S17, S21,
S31] or data rates generated by IoT services [S22], based on multiple updates of the
observation period.

Measurement of presence (MP): The collected IoT dataset is examined to determine
whether or not data elements present. In this review, most studies reported the extent
to which non-missing data presented in a given IoT dataset to describe completeness
[S11, S13, S17, S25, S39].

Process observation (PO): The loading process and physical association of sensors
are situ monitored to ascertain whether or not the data collected makes sense. Only
one study [S2] adopted this method to measure DQ in this review and it reported that
a sensor placed on the outside of a parcel provides inaccurate product temperature due
to external conditions, resulting in inaccurate data.

Log files review (LR): Log files and/or claims investigations on the collected IoT
data are reviewed to determine whether or not data errors or anomalies present. For
example, Hendrik et al. [S2] reviewed the log files of errors and claims investigations
to ascertain accuracy of the sensor data collected in a pharmaceutical cold supply
chain.

5 Discussion

In this section, we summarize the findings of this review and the extent to which they
answer our RQs. We then explore the findings and outline areas that require further
exploration, and present the implications and limitations of this study.

5.1 Research themes

Findings relating to RQ1: The research themes related to DQ in IoT include: (1)
Definition, (2) Measurement, (3) Analysis, and (4) Design and Development.

The focus of the empirical studies related to DQ in IoTwas onDQmanagement and
improvement from a technique perspective, which rely heavily on experiments and
case studies. However, few research studies have investigated which DQ dimensions
are important or should be included in the IoT context. Because the types of the data
collected by IoT devices could be diverse (e.g. image and video data), this could result
in different DQ requirements and DQ dimensions being defined. There is a clear lack
of guidelines or checklists that suggest specific concepts of defining DQ dimensions
for IoT data. Such guidelines or checklists could help users include appropriate DQ
dimensions to determine how good is the data and to facilitate the consistent use of the
terms that describe DQ dimensions. Thus, research is required to further identify and
define the commonly used DQ dimensions for IoT data, through in-depth interviews
or surveys with practitioners.
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5.2 Dimension andmanifestation of DQ problems

Findings relating to RQ2: The DQ dimensions used in IoT are: (1) Accuracy, (2)
Timeliness, (3) Completeness, (4) Utility, (5) Data volume, and (6) Concordance.

Findings relating to RQ3: The manifestations of DQ problems identified are: mea-
surement errors, noise, artifact error, data frame distortion, dirty data, outliers, missing
data, missing updates, data loss, and delay data transmission.

The terms used to describe DQ dimensions in this review were inconsistent and a
single article sometimes used different terms to describe a given dimension. In this
SLR, we identified two additional dimensions “Utility” and “Concordance” that were
not included in the related studies [9–11,18]. Furthermore,Karkouch et al. [9] indicated
“Access Security” as a DQ dimension for IoT, however, we found that security looks
at how data sources have been encrypted and registered in IoT [S5], while DQ focuses
on how good is the data collected by these sources. However, security problems could
influence the quality of the collected IoT data. For example, adding noise to the data
for hiding the user’s actual location could reduce data accuracy [29]. We thus argue
that although related, security and DQ are two different indicators for IoT.

The DQ problems identified in this study were diverse and these problems over-
lapped among different DQ dimensions as presented in Sect. 4.2. A few studies
suggested that DQ problems could occur in different layers of the IoT structure [9,30].
As IoT is facilitating the development of new management models and business mod-
els based on IoT data [31,32], this could call for higher DQ requirements. To better
study and understand DQ problems and challenges in IoT, the five-layers of the IoT
structure [32] that describe features and functions of the IoT, is adopted. Table 4 maps
the DQ dimensions identified in this review to the layers of the IoT structure [32]. As
shown in Table 4, at the device layer, sensor devices detect data that should accurately,
timely, and completely represent real-world situations of an object. The detected data
is then transmitted to the middleware layer via the network layer, which should deal
with data loss (DQ problems on completeness and utility) and data distortion (DQ
problems on accuracy and data volume) in this process. When the data arrives at the
middleware layer, a number of DQ dimensions need to be considered, including accu-
racy, timeliness, completeness, and utility, in order to manage device services and
maximize DQ. Thereafter this processed data serves as an asset for various applica-
tions, relying on users’ requirements related to accuracy, timeliness, completeness,
utility, and concordance. While few studies have been conducted to address DQ at the
business layer in this review. The challenges of addressing DQ for each layer of IoT
structure are further discussed as below.

The business layer is responsible for the overall management of applications and
services, enabling users to determine a future action and business strategy based on the
processed data from the application layer [32]. In this review, few studies investigated
DQ problems in the business layer. As IoT is facilitating the development of new
management models and business models, this could facilitate the adoption of IoT in
organizations to improve their competitiveness based on IoT products and services
[31]. An investigation into DQ requirements at this layer and how DQ in IoT impacts
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business decision making will be in the scope of future research. This could improve
the awareness of the importance of addressing DQ in IoT.

The application layer deals with smart management of the application based on the
processed data in the middle layer [26]. The focus of the DQmission at this layer is on
providing quality-assured data (e.g. accurate data) that captures the IoT environment
and individual interaction with it for smart use, such as indicating free traffic flows
[S8], figuring out sensor faults and events [S13, S18, S26], and providing assistance
to the disabled and elderly people in their life activities [S10, S19, S39, S43]. The
reviewed studies have investigated the factors that influence DQ in IoT applications,
however, none of them examined possible relationships between these factors that
could explain the underlying mechanisms of achieving high-quality data, or measured
the impacts of DQ on these applications that could allow users to realize the role of
DQ in smart use.

The middleware layer addresses connection and communication between multiple
devices that have the same service type, dealing with data storage and decisionmaking
on service management [32]. Because the increasing number of Internet connected
things create a large amount of traffic and require much more data storage [31,32],
this layer is responsible for more complex data management, covering a larger number
of DQ dimensions to ensure DQ before use of the data. To address DQ in this layer,
for each incoming data stream, DQmeasurement has been computed into frameworks
or architectures to monitor DQ and filter good data from the large amount of the
collected data. Based on the methods used to measure DQ summarized in Sect. 4.3,
multiple methods of measuring DQ in IoT could be computed for different purposes.
Furthermore, poor-quality data identified from DQ measurement could be recovered
[S11, S36, S38, S39]. Although automatic DQ measurement could preserve DQ to
some degree, two challenges in achieving DQ in this layer exist as presented below.

First, because data communication requires node battery energy and network load-
ing [S3, S22] [33], the tradeoff exists between DQ and energy consumption. The
more intense the data processing (e.g. data compression for video data) [S3] and
frequent updates from the node [33], the larger energy consumption of sensors and
systems. However, sensors and wireless devices are battery-constrained. When con-
sumers request a high requirement for DQ and data sharing over the network, this
significantly challenges the energy consumption of the IoT devices [S12]. Thus, max-
imizing DQ and minimizing energy consumption will be research hot spots in IoT.

Second, in an IoT-based environment, providers can sense and share their local data.
However, these activities are commonly motivated with a sufficient reward [34]. For
instance, when a Wi-Fi network is not available before the deadline of uploading the
data, users will decide whether to participate in these activities based on the reward. If
the reward is small, providers will only upload the data when they have access toWi-Fi
networks free of charge. If the reward is large, users will upload the data through the
cellular network before the deadline. The data requesters post their tasks to a platform
and these tasks are further assigned to providers who provide the required data to the
platform [S20]. A challenge arises in maximizing the quality of the data received by
requesters with a boundary of shared budget for performing the activities of providing
data. A reputation evaluation mechanism for the provider who continuously provides
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good data that facilitates the high-quality data shared in IoT will be a future direction
for research and practice [S20, S35, S42].

The network layer of the IoT structure places emphasis on data transmission from
sensor devices to the information processing system [32]. Accuracy and data volume
have been used to determine whether the data can be successfully transmitted to the
destination via the network. Due to unpredictable node movement in networks (e.g.
Mobile Wireless Sensor Network), data packets could drop resulting in data loss
or delay during transmission [33]. The path selection for ensuring the link quality
between each pair of nodes plays an important role in the success of packets delivery.
Furthermore, different network groups (e.g. Wireless Personal Area Network) have
their own limitations for data transmission [4]. An appropriate network group or the
coexistence of multiple network groups will need to be selected to address DQ during
data transmission for purposes.

The device layer of the IoT structure deals with the identification and collection
of an object’s information by sensor devices [32]. Accuracy, timeliness, completeness
and concordance have been used as indicators to determine whether the sensor devices
couldprovidehigh-quality data. If data errors or anomalies occur at this layer, this could
further corrupt the quality of the data transmitted to upper layers in the IoT structure.
Thus, choosing appropriate sensor devices and locations of sensors could be the focus
of this layer. The current literature suggests that smartphones could provide better
data than Xsens-like devices and bespoke sensor devices [S19]. Because IoT sensor
devices have different capabilities for data collection, the limitations of these devices
(e.g. sensing range) could affect the accuracy of the collected data [S1, S32]. However,
the selection of sensor devices and their locations are limited by a deployment budget.
The evaluation of relationships between deployment cost and types of sensors (and/or
locations of sensors) in achieving complete and accurate datawill become an important
theme in IoT research.

5.3 Methods used tomeasure DQ in IoT

Findings relating to RQ4: The methods used to measure DQ in IoT identified are:
(1) Measurement between techniques, sources or defined attributes, (2) Measurement
with a reference, (3) Devices or algorithms validation, (4) Measurement within time
intervals, (5) Measurement of presence, (6) Process observation, and (7) Log files
review.

As shown inTable 3, data accuracywasmeasured by looking at agreements between
elements among different datasets collected in IoT [S5, S6, S10, S18, S19, S23, S29,
S30, S31, S43, S45], or comparingwith a reference [S1, S6, S7, S8, S10, S12, S13, S15,
S17, S18, S24, S42, S44, S45]. Some verified whether the expected values present in
the collected IoT dataset [S4, S7, S8, S13, S18, S26]. A few studies measured whether
IoT devices provide readings for an object during a fixed time interval [S1, S7, S31].
Only one study in this review identified data errors in situ monitoring and reviewing
log files of the data detected by IoT devices [S2]. While timeliness could be measured
by examining whether data elements were timely collected by different sources [S5,
S23, S29] or whether data elements were collected by IoT devices within a reasonable
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period of time [S17, S21, S22]. As for completeness, a number of studies measured
whether or not desired data presents in the collected IoT dataset [S11, S13, S17, S25,
S39]; a set of articles looked at variances among the observations for the same object
from different sources [S5, S23, S25]; and others referred to prior literature to see
whether or not there are agreements between data elements presented in the collected
IoT dataset [S13]. In terms of utility, a few studies measured how much IoT data can
be accessed by different techniques [S14] or from different data sources [S9, S33],
and meantime the utility of data was checked at a desired time of interest [S9]. Data
volume was measured by counting the number of data components transmitted to the
destination based on defined IoT devices [S3]. While researchers checked whether or
not there are agreements between data elements within the IoT datasets collected by
different sources to measure the concordance [S8].

We found that most measurements of DQ were instantiated in a ratio scale (the
number of actual data items which have related values was divided by the number
of data items defined in the IoT context). This finding is similar with ISO 25024
DQ measurement in general [35]. Furthermore, a number of types of DQ measure-
ment are observed in this review. To measure the quality of IoT data, some research
adopted process observation and log files review, enabling the further identification of
the causes of bad data [S2]. However, these methods may be time consuming. Some
studies measured DQ within a desired period of time, while setting up an appropriate
time interval is a difficult task as sensors may miss some important information of an
object [S17, S22]. Others determined DQ by measuring the presence of data elements
in the collected IoT dataset (e.g. [S13]). Although it is easy to calculate the pres-
ences, inappropriate measurement of missing data (e.g. considering zero as missing
data for temperature) may underestimate DQ. A few studies conducted a compara-
tive evaluation for measuring the quality of the IoT datasets collected by different
techniques, sources or experiment settings (e.g. [S3]) to ascertain a better solution to
achieve DQ. As IoT devices generate a large amount of data that could have noise
and uncertainty [S9], without domain awareness of the data or any feedback from
data users, the quality of the collected data is difficult to measure [S8]. To end this,
the spatial-temporal correlated measured values for the objects provided by the node
and its neighbors were proposed to ascertain the DQ [S7, S8, S14, S15, S18, S45].
While some researchers raised the concern that it is hard to find two data streams
updated for the same or nearby real-world attribute for this checking [S15]. Some
researchers used the algorithm’s validation to learn the pattern of the data at hand
to determine its DQ [S4, S7, S8, S13, S18, S26], while a challenge could arise in
minimizing the computational complexity of the algorithms. Because DQ is defined
as fitness for use [15], a certain method of quality measurement for a given IoT
dataset may not be applicable in other datasets or other uses. A quality measurement
framework for IoT data therefore plays an important role in suggesting a unified pro-
cess of these DQ measurements. Such a framework could contribute to appropriately
determining DQ in IoT and supporting the decision-making about how to use the
data.
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5.4 Implications

This study provides theoretical and practical implications as outlined below.
(1) Theoretical implications Theoretical contributions of this review include a

unique study on the identification of methods used to measure DQ in IoT and the
establishment of the links between dimensions, manifestations of DQ problems and
methods used to measure DQ, which could further the understanding of this phe-
nomenon. The alternative terms used to describe DQ dimensions that were identified
can be added into the keywords list for bibliographic search. The ISO standardized
definitions for DQ dimensions in general [22] could facilitate the consistent use of
the terms used in the literature to describe DQ dimensions in the realm of IoT, while
users could also benefit from the definitions of DQ dimensions summarized from the
existing literature in Table 2 to define their DQ in the IoT context for different pur-
poses. The strengths and limitations outlined for the methods used to measure DQ
in Sect. 5.3 could facilitate the improvement of the methods for measuring DQ in
IoT.

Furthermore, we have classified the research themes of DQ that have been studied
in the IoT context into four main groups (i.e. definition, measurement, analysis, and
design and development), that could help scholars ascertain research topics when
studying DQ in IoT. Based on the data analysis, we also identify potential areas for
further investigation: (1) developing guidelines or checklists for defining specific DQ
dimensions of IoT data (see Sect. 5.1), (2) addressing DQ problems based on different
layers of IoT structure as outlined in Table 4 (see Sect. 5.2), and (3) constructing DQ
frameworks in the IoT context through combing literature reviews, field studies and
expert reviews (see Sect. 5.3).

(2)Practical implicationsOur findings of the DQ dimensions and themethods used
to measure DQ identified in this review will be of interest to IoT architects who are
developing IoT systems in organizations. A good understanding of DQ dimensions
contributes to developing the IoT products and services that meet the customers’
requirements. The methods used to measure DQ identified in this study could offer
some candidates for measuring DQ in IoT based on a given task.

For different layers of IoT structure, the IoT architects should take layers of
IoT structures into account when looking at DQ problems. For example, at the
device layer, due to limited memory, power, and capacity of IoT devices, deploy-
ment of these devices (e.g. selection and location of different types of sensor devices)
plays an essential role in addressing DQ. At the network layer, appropriate net-
work groups selected for addressing packets delivery could help ensure DQ in
data transmission. Monitoring DQ for coming data streams and dealing with the
tradeoff between DQ and energy consumption to make decisions on IoT service
management should receive attention at the middleware layer, and multiple DQ
measurements computed into this technical architecture would facilitate the moni-
toring. As for both application and business layers, the IoT data collected heavily
rely on users’ requirements for smart use and business decision making, and the
quality of collected IoT data could be further addressed using data cleaning tech-
niques.
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Additionally, themanifestations of DQ problems that were identified is of relevance
to those IoT engineers who are maintaining IoT systems and services. When the
engineers observe a specific manifestation, they could trace to a certain DQ problem
under one or more than one dimension, which could assist in the task of determining a
core area (e.g. a specific layer of IoT structure or specific IoT components) to address
the problem.

5.5 Limitations

Although we have consistently followed a search and selection strategy using the
guidelines of Wolfswinkel et al. [12] and Kitchenham et al. [13] to ensure the com-
pleteness of our sample, there may still be some research studies that have not been
included in our data collection. Firstly, the final review process was limited to the
six specific online databases as advised by [19] and using a restricted keyword set
as advised by [19,20]. There could potentially be articles, such as in different lan-
guages, not included in the databases or identified by using our keywords. However,
these are the main sources for academic studies of IoT and there is a high confi-
dence that the key literature has been identified. Secondly, we were only interested
in empirical studies that investigated DQ in IoT, so we might have underestimated
the current state of investigation of DQ in IoT. Thirdly, the articles screened were
based on our inclusion and exclusion criteria and the data extracted from the included
studies was based on our RQs. Hence, the results of articles selected together with
data analysis were subjective. The original authors of the primary studies may not
agree with our interpretation. However, to ensure research quality the selected stud-
ies have been coded, reviewed and evaluated by multiple researchers. For example,
one co-author randomly selected and reviewed some papers from the data sample,
to compare with the results of the main coder. The results showed a high level of
consistency (100%) on the paper selection between the two coders. Furthermore, the
data extraction table assisted in consolidating and better understanding the content
of studies and to coordinate the analysis and synthesis of the required data from the
literature.

6 Conclusion

This paper presents a systematic review of empirical studies of DQ in IoT. Our SLR
answers four specific RQs based on the data extracted from 45 research publications
from the emergence of the term IoT in 1999 [14] to 2018. The study provides a
novel synthesis leading to a categorization of research themes (Sect. 4.1), dimensions
and manifestations of DQ problems (Sect. 4.2), and methods used to measure DQ
(Sect. 4.3). The findings suggest future directions for research and practice such as
developing guidelines for defining specific DQ dimensions and DQ measurement
frameworks for IoT data, as well as addressing DQ problems based on different layers
of IoT structure (Sect. 5.4).
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Appendix
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S1 BorgesNeto JB, Silva TH,AssunçãoRM,Mini RA, LoureiroAA (2015) Sensing
in the collaborative Internet of Things. Sensors, 15(3): 6607–6632

S2 Hendrik Haan G, Hillegersberg JV, De Jong E, Sikkel K (2013) Adoption of
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393–401
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In: Proc the 26th Irish Signals Syst Conf, IEEE, pp 1–6

S5 Sicari S, Rizzardi A, Miorandi D, Cappiello C, Coen-Porisini A (2016) A secure
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Syst, 58: 43–55

S6 Pravato L, Doyle TE (2017) IoT for remote wireless electrophysiological moni-
toring: Proof of concept. In: Proc the 27th Annu Int Conf Compt Sci Softw Eng,
pp 254–258

S7 Javed N, Wolf T (2012) Automated sensor verification using outlier detection in
the Internet of Things. In: Proc the 32nd Int Conf Distrib Comput Syst Work-
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S8 Kuemper D, Iggena T, Toenjes R, Pulvermueller E (2018) Valid. IoT: A
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S9 Liono J, Jayaraman PP, QinA, Nguyen T, Salim FD (2018) QDaS: Quality driven
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S10 Tariq M, Majeed H, Beg MO, Khan FA, Derhab A (2018) Accurate detection
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S11 Turabieh H, Salem AA, Abu-El-Rub N (2018) Dynamic L-RNN recovery of
missing data in IoMT applications. Future Gener Comp Syst, 89: 575–583

S12 Siegel JE, Kumar S, Sarma SE (2018) The future internet of things: Secure,
efficient, and model-based. IEEE Internet Things J, 5(4): 2386–2398

S13 Karkouch A, Mousannif H, Al Moatassime H, Noel T (2016) A model-driven
architecture-based data quality management framework for the Internet of
Things. In: Proc the 2nd Int Conf Cloud Comput Technol Appl, pp 252–259

S14 Bijarbooneh FH,DuW,Ngai ECH, FuX, Liu J (2016) Cloud-assisted data fusion
and sensor selection for Internet of Things. IEEE Internet Things J, 3(3): 257–268
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