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Abstract Convenience and the ability to perform advanced transactions encourage
banks clients to use e-banking systems. As security and usability are two growing
concerns for e-banking users, banks have invested heavily in improving their web
portals security and user experience and trust in them. Despite considerable efforts to
evaluate particular security and usability features in e-banking systems, a dedicated
security and usability evaluation model that can be used as a guide in the development
of e-banking assets remains much less explored. To build a comprehensive security
and usability evaluation framework, we first extract security and usability evaluation
metrics from the conducted literature review and then include several other evalua-
tion metrics that were not previously identified in the literature. We then propose a
structured inspection model for thoroughly evaluating the usability and security of
internal and external e-banking assets. We argue that the proposed e-banking security
and usability evaluation frameworks in the literature in addition to the existing stan-
dards of security best practices (e.g., NIST and ISO) are by no means comprehensive
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and lack some essential and key evaluation metrics that are of particular interest to
e-banking portals. In order to demonstrate the inadequacy of existing models, we use
the proposed framework to evaluate five major banks. The evaluation reveals several
shortcomings in identifying both missing or incorrectly implemented security and
privacy features. Our goal is to encourage other researchers to build upon our work.

Keywords Security - Usability evaluation - E-banking - Online consumers trust

Mathematics Subject Classification 68NO1 - 68N99 - 68N30

1 Introduction

Internet technologies have experienced a rapid growth over the last decades, as it
became a major element in almost every business. One of the most important devel-
opments in this aspect is the banking industry. E-banking is a new business model and
development direction in banking industry in which fixed operating costs are decreased
by providing uninterrupted set of banking services [1]. E-banking is expected to grow
due to the dramatical increase in using e-commerce applications in businesses by Inter-
net users [2]. Through e-banking, banks compete to increase loyalty of customers, gain
a bigger share of the market, improve services, provide value added services, increase
efficiency and decrease operational cost [3].

Most banks in the world provide e-banking services that give customers the ability
to know the details of their bank accounts and perform a variety of financial transac-
tions irrespective of time and place boundaries. Banks have been able to reach out to
millions of customers through e-banking and offer more products and a relatively bet-
ter, convenient and flexible banking experience relative to traditional, fixed-location
branches. On the flip side, a set of security and privacy issues have shown to endanger
the utilization of such e-banking services [4,5]. While security and convenient access
to bank accounts through online banking portals are claimed by most bank organiza-
tions which allows their customers to commit financial transactions online, achieving
an acceptable balance between usability and security of banking software systems
remains an open question [6,7].

Sixty-eight percent of consumers with regular Internet access and a bank account
used e-banking in the year prior to March 2012. New figures released by Financial
Fraud Action UK (FFA UK) show an increase by 3 percent in online banking fraud in
the UK during 2013. Most online banking fraudsters are located overseas which even
harden more the way of hold them accountable for their activities [8].

In this paper, we investigate existing frameworks and models for evaluating e-
banking security and usability. We combine a set of frameworks that examine the
related security properties in the following: (1) losses compensation; (2) security mon-
itoring, support, and awareness; (3) authentication and encryption mechanisms; and
(4) Internet banking application security features. We also include those that examine
the related usability properties including: (1) interface; (2) navigation; (3) content;
(4) offered services; (5) registration and transaction procedure; and (6) multi-factor
authentication methods. We argue that the proposed e-banking security and usability
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evaluation frameworks in the literature in addition to the existing standards of secu-
rity best practices (e.g., NIST and ISO) are by no means comprehensive and lack
some essential and key evaluation metrics that are of particular interest to e-banking
portals. We demonstrate the inadequacy of existing frameworks through evaluating
five large international banks using a combination of some of these frameworks. Our
examination of the security properties is limited to only the front-end interfaces of
the e-banking portals as we do not have access to the back-end security mechanisms.
The evaluation reveals several shortcomings in these frameworks in identifying both
missing or incorrectly implemented security and privacy features.

We hope to inspire additional research efforts addressing the difficult problem of
how to establish and maintain a comprehensive security and privacy framework that
can be used not just for the evaluation of existing e-banking portals, but also during the
design and development phases. We anticipate that, should it be built particularly for e-
banking, a carefully thought-out security and privacy framework will not just enhance
usability and security and eliminate many forms of fraud but it will also help online
clients to trust with confidence these services. We also propose a structured evaluation
model that utilizes a number of subjective and objective evaluation approaches for
systematically addressing the trade-offs between security and usability considerations.

Contributions. The contributions of this work can be summarized as follows.

1. E- BANKING SECURITY AND USABILITY EVALUATION FRAMEWORK (EBSUEF).
Built on top of existing frameworks and for the purpose of evaluating the publicly
accessible assets of e-banks, we propose a framework that covers 13 different
security and usability categories and more than 160 metrics.

2. CASE STUDY ON THE UTILIZATION OF EBSUEF. We utilize the EBSUEF for
comparatively evaluating the publicly accessible e-banking systems of five banks
in the MENA region from usability and security perspectives.

3. HYBRID SECURITY AND USABILITY EVALUATION MODEL. We propose a system-
atic evaluation model that could be utilized for regularly assessing the security and
usability of internal and external e-banking assets, streamlining the identification
of security and usability shortcomings and assisting decision makers in resolving
usability and security conflicts.

Organization. The remainder of the paper is organized as follows. In the next section,
we present an e-banking security and usability evaluation framework extracted from
state-of-the-art evaluation metrics in the literature. Section 3 provides an illustrative
example that first shows a comparative analysis of the security and usability of the
five examined banks using our framework and then identifies the framework short-
comings. We then propose a model for managing the usability-security conflicts and
discuss the usability and security considerations of e-banking systems in Sects. 4 and 5,
respectively. The related literature is then summarized in Sect. 6. Section 7 concludes.

2 EBSUEF: e-banking security and usability evaluation framework

Including several evaluation metrics that were not previously identified in the literature,
we built our framework on top of the Internet banking security checklist proposed
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by Subsorn and Limwiriyakul [9]. We have also included key usability features from
MOoBEEF, a banking portal evaluation framework [ 10]. The resulted framework includes
the most essential features that should be considered when assessing the security and
usability of e-banking systems. It takes into consideration all the main security and
usability factors from the first visits of customers to e-banking portals and up to the
successful completion of financial transactions.

The framework consists of two main sets of metrics for (1) security evaluation;
and (2) usability evaluation. The metrics are extracted and derived from the literature
as well as several new ones. While we tried to collect the best available evaluation
approaches, we believe that the resulted framework is by no means comprehensive
and lacks some essential and key evaluation metrics that are of particular interest to
e-banking portals.

2.1 Security evaluation metrics

The security evaluation part of the framework consists of 72 metrics which are cat-
egorized into 6 main categories (see Table 1). The framework examines the current
confidentiality policy that banks provide to their clients. The provided information
to the Internet banking customers to increase their awareness of the possible cyber
attacks are evaluated in the framework. It also examines the bank current guarantee
policy in which the bank is obliged to cover any losses in case of unauthorized trans-
actions committed by someone other than the customer, using the customer’s online
banking account. Furthermore, the security evaluation part of the framework verifies
the availability of IT hotline and helpdesk services. Ideally, the banks must provide
various modes of communication with their online banking clients.

The framework involves the identification of the deployed authentication tech-
nology in the web portal (i.e., login mechanism, login requirements, login failure
limitation, and transaction verification) and the characteristics of the secure connec-
tion between a client’s host and the bank server. The framework also inspects whether

Table 1 Number of metrics for each security and usability categories of the EBSUEF

Security categories # of metrics  Usability categories # of metrics

1. General online security and 13 1. Interface 22
privacy information to the Internet
banking customers

2. IT assistance, monitoring and 3 2. Navigation 23
support

3. Bank site authentication 3 3. Content 22
technology

4. User site authentication technology 29 4. Services offered 11

5. Internet banking application 10 5. Reliability 8
security features

6. Software and system requirements 14 6. Technical Aspects and multi-factor 11
and settings information authentication methods
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the bank supports multi-factor authentication and their ability to guarantee high level
of identity confirmation.

Internet banking applications are also examined against a set of metrics that are
intended to mitigate the risk of security breaching and remote malicious attacks, such
as worms and viruses. For example, automatic timeout for inactivity is one of the exam-
ined security features that sets a default inactivity period after which the online client
is logged off. Session management is also evaluated from the perspective of secur-
ing transactions execution during online banking sessions (e.g., session tokens, page
tokens technologies, and deleting the corresponding cookie information in the user
browser after the client logs off or closes the Internet browser). In order to mitigate the
risk of impersonation attacks, the default allowable transfer amount should be limited
and tied with an additional factor authentication (e.g., PIN verification through SMS).

In addition, the framework also examines the bank portal support for various Internet
browsers, the provided OS and browser settings by the banks for optimum and safe
usage, and if there is any provided Internet security software to the bank clients in order
to protect their machines. A summary of the metrics used in the security evaluation
part of the framework is given in Table 1. Detailed description of the used metrics is
given in Table 1 in Appendix A.!

2.2 Usability evaluation metrics

The usability of security features in e-banking is a key factor for their effectiveness
in performing the intended objectives. Unfortunately, many security solutions place
usability considerations as a second priority as developers might not recognize the
tight relationship between them [11-13].

The usability evaluation part of the framework inspects various key usability aspects
of the online banking web portal including interface, navigation, content, service
offered, reliability, authentication methods and others (see Table 1 for a summary of
the used usability metrics; detailed description of the used metrics is shown in Table
2 in “Appendix A). The interface is evaluated against several design principles in
order to maximize user task completion and minimize interfering. Also, we expect
the usability evaluation criteria presented in the EBSUEF to help in examining the
presentation of visual interface elements (e.g., graphics and colors). Furthermore,
the correct presentation of the text and language, and the adjustment of web pages
according to various user browsing scenarios can be examined using the proposed
framework. Using the EBSUEF, the ability of e-banking users to navigate through the
e-banking application can also evaluated from convenience and easiness perspectives.
For example, the structure and organization of menus, the effectiveness of search
features and the visibility of navigation options are all essential usability factors that
could have positive or negative effects on user experience.

When accounting for usability in e-banking systems, the clarity, structure and com-
prehensiveness of information available in these systems are also of the important
considerations. Providing up-to-date information that sufficiently explain how to use
e-banking systems and how to take advantage of the offered investment, accounting and

1 Appendix 1 can be found in the supplementary material of this paper.
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financial services is of extreme importance. Finally, the system must provide detailed
technical help for both expert and novice users. Beside the content, it is important that
the bank web application provides multiple services and transactions types.

In general, the framework focuses on the usability of security features such as
the usability of the deployed authentication and verification mechanisms. While we
include mainly security and usability metrics, the framework also examines: (1) the
reliability of the registration process and the transaction procedure; and (2) the con-
tinuous availability of the e-banking services.

3 Case study: results, analysis, and identified shortcomings
in the framework

In this section, we apply the modified version of the framework (see Sects. 2.1 and 2.2)
to evaluate the security and usability of online banking for five large banks in the
MENA region (see Tables 3 and 4 in Appendix A for the results of evaluating the five
banks using our framework, for the security and usability parts, respectively). We start
by opening chequing accounts in these selected banks and then collect the related user
guides and information from the banks’ web portals. We evaluate each bank against
these metrics and compare the banks against each other.

Although, the five banks have shown compliance with the national privacy prin-
ciples and laws as well as the customer protection code; all the five banks are not
liable for any claim, loss, expense, delay, cost or damage arising from or in connection
with any instruction, request, inquiry or transaction made or affected where any user
identification or password has been or is purported to have been used by unauthorized
persons. An exception is when the bank website has been hacked or has been accessed
by an unauthorized access, in which the bank will be obligated to compensate the
clients after investigating the corresponding attack. We notice that only some banks
provide sufficient necessary information about threats, attacks, general online security
guidelines, security alert issues, and password security tips. However, there are some
technical terms in the webpages that are intended for expert users only. Also, all banks
did not provide information about key logger for their clients that can be used to steal
user identification and password.

All banks employed SSL protocol with extended SSL validation certificate. The
results show that all five banks offer tokens or SMS for two-factor authentication
for signing in, where the user chooses the preferred way. However, no banks uses
SiteKey 2 which is mainly used to detect phishing attacks. The banks apply restriction
rules on the number of failed logins to prevent unauthorized users from attempting
online password guessing attacks. In order to strengthen the password strength in terms
of length, complexity, and unpredictability against online password guessing attacks,
all banks request that the users must choose a minimum of 8§ digits that include both
characters and numbers. However, strict password composition polices on users were

2 A web-based security mechanism that provides one type of mutual authentication between end-users and
web servers.
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not applied (e.g., using combination of lower and upper case and forcing users to
change the password periodically).

When a user loses or forgets her password, the banks vary slightly in their password
recovery methods. Although most of the banks require the user to use ATM card
number, ATM PIN number, and/or their national ID number to reset their passwords
online, some banks require more rigorous verification steps for the password recovery
(e.g., accessing an ATM machine to reset the online banking password). One bank
sends an automatic generated verification code to the user’s registered mobile number
through an SMS and then the user types this verification code in the password reset
form in the online banking site.

The banks provide additional security features to mitigate the risk of unwanted
transactions. For example, all banks have an automatic timeout feature for inactivity
that ranges from 2 minutes to 15 minutes for others. In terms of session management,
all banks do clear the cookie information after logging off or closing the Internet
browser. Also, all banks have a limited daily transfer amount to third party accounts to
reduce the impact of unauthorized transactions. Furthermore, the international transfer
limit is much less than the national transfer limit in some banks.

Banks are expected to provide their clients with detailed information about the
required software settings and how to use the online banking portal in order to have a
pleasant experience and to harden their machines to become less vulnerable to security
breaches. Though, all the evaluated five banks did not provide any information about
operating system requirements, security settings, and browser settings, other than
internet connection, and browser type with the implicit assumption that the user knows
how to access and use the online banking safely. Some banks offer their clients with
links to download free/paid antivirus and antimalware software.

From a usability perspective, the banks included in our evaluation have followed
acceptable design principles in implementing their web portals and have made a good
utilization of colors, white space and images. Graphics and rich media content are used
moderately to make their websites easier to navigate and more attractive without having
negative impact on loading time. Furthermore, the banks have shown a consistent use of
text and page format as well as the use of language that can be understood by users of e-
banking systems. Among the web portals of the five banks, we also noticed variations
in the capability of web pages to fit browser windows; however, printable versions
of pages are available. Although the banks offer their websites in two languages
based on the spoken languages in the corresponding hosted country, unfortunately,
their websites have not shown any accommodation for people with disabilities, nor
provided options for clients with various levels of skill and technical knowledge. The
web portals of the five banks can be easily used by average users (e.g., the site map and
navigation bar). We also notice that some banks separate online banking pages from
other bank informative (or non-functional) pages to simplify navigation. Although the
banks portals provide no broken links or under-construction pages, good link labeling,
clear indicators of current position and an effective use of frames, they either have
failed to provide an effective search feature or have no search feature at all.

The five banks have shown excellent scores in providing information about their
online services and their charges, terms and conditions, and demo of online services
that provides guidance on how to effectively utilize e-banking services and navigate
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through the banks’ web portals; however, we noticed that the evaluated systems are
built on the assumption that users have to read various documents to obtain all required
information. Also, the five banks utilized their e-banking portals to effectively present
advertisements of their services and a controlled amount of advertisements of other
third-parties.

All the five banks have fairly simple registration process and easy to use banking
services as well as excellent profile/account management. They provide helpful tools
and some extra services such as shop-online and charities support. One of the banks
requires new users to visit an ATM machine or any branch to verify her identity which
negatively affects the usability (although it increases the security of the registration
process). This is an example of the trade-off between security and usability in which
the evaluation metrics in different frameworks may have negative relationship with
each other. The five banks provide action history to view all the transactions.

Although several metrics have been evolved to deal effectively with existing limi-
tations in our proposed framework, our study shows that the framework needs further
improvements. The framework must reflect a sound trade-off of having a secure and
yet a usable portal. The existing framework does not provide any prioritization for a
long list of metrics in which all of them are treated equally. Prioritization is essential
for the decision makers to take the right steps to improve their web services, find
suitable remedies to handle their weaknesses, and utilize their strengths. Prioritization
also helps in establishing ranking levels or classes of satisfaction levels that helps
not just in understanding the bank web portal current status relative to other portals
but also in encouraging the bank to elevate to a more mature level through a set of
well-defined steps. The evaluation will be used as an integral part of planning and
hence should serve their stakeholders. The evaluation framework should be tailored
to the evaluation purpose and stakeholders intended objectives that include banks,
customers, and regulators. In fact, each evaluation framework must have an associated
set of well designed steps to guide evaluation processes and activities.

Unfortunately, the current security and usability framework neglects the web portal
back-end solutions which might play a key role in securing the online banking services.
The back-end solutions include the adopted database servers, DMZ architecture, and
core network infrastructure components (e.g., firewall and routers). All these solutions
are integrated to form the final system that provides the online banking services to the
customers. Furthermore, the used processes during product and service development
and through service establishment, management, and delivery are not considered in the
evaluation although they are de facto components that affect the security and usability
of the final product or service. In short, the framework is oriented towards the final
product rather than the used processes.

4 A hybrid model for evaluating the security and usability of e-banking
systems
Due to the importance of maintaining highly secure yet usable e-banking systems,

we propose a lightweight model that utilizes the EBSUEF (see Sect. 2) for address-
ing the interplay between security and usability related considerations during or after
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v

! Identify the hardware and software assets of a given bank
I
‘ Identify the usability goals ‘ ‘ Identify the security goals
v v

‘ Obtain subjective feedback from customers and IT managers

Model the threats against each online banking
v system (e.g., mobile banking app)

‘ Gather user interaction data and perform data analytics ‘

v

Identify the security-usability conflicts and study the feasibility of employing alternative

strategies to resolve each conflict (e.g., providing detailed instructions or automating some tasks)

Acceptable outcome is expected No acceptable outcome is expected
Compare the impact of each usability problem with Understand how users behave while using
the impact of the associated security problem each software system

y v

| Decide whether to value security over usability |

“L:
'
5 v
v S
2 | Assess the risks associated with the decision |
Use the proposed framework (EBSUEF) to N *
evaluate the security and usability of each e- §
banking system § Choose a mitigation strategy |
o
5]
1 § v
<| Propose redesign recommendations Conduct a cost-benefit analysis |

Fig. 1 The proposed security and usability evaluation model

releasing e-banking software systems (see Fig. 1). The proposed model is derived
based on a careful study of the approaches that could facilitate addressing the trade-
offs between security- and usability-related considerations in e-banking systems. As
usability and security changes in e-banking contexts could result in undesirable effects
to many business activities in bank organizations, the phases of the proposed model
were designed on the basis of helping decision makers in assessing the impact of all
foreseeable risks and weighing the costs and benefits of all usability or security related
changes before investing considerable resources on changes that could result in costly
errors for the banks in question. Contrary to other previous proposals in the literature,
our model focuses on encompassing all necessary usability and security-related con-
siderations from the very early stages of the software development lifecycle rather than
dealing with them as add-ons at the later development stages. To minimize the effects
of any negative consequences of any planned conflict-resolution strategy and ensure
that usability and security considerations are fully integrated into the development
and maintenance processes, the proposed model also encourages making continuous
assessment of the usability and security of e-banking systems and iteratively resolving
any potential conflicts as efficiently and effectively as possible. The proposed model
is also expected to help decision makers build thorough understanding of the cur-
rent usability and security situations of e-banking systems and implement appropriate
conflict resolution strategies accordingly while ensuring that appropriate resources are
invested for each selected security or usability-related software change.

@ Springer



528 A. Alarifi et al.

The structure of the proposed model encourages its incorporation with other security
or usability evaluation frameworks. Because e-banking systems vary in the features that
they provide and due to the fact that thoroughly evaluating the security and usability of
e-banking systems requires taking into consideration many internal and external factors
and studying the correlations between these factors [14, 15], we believe that following
our model would help in thoroughly evaluating the usability and security of publicly
accessible assets as well as the internal hardware and software assets of online banks.
Our model focuses on strengthening the security and usability of e-banking systems
by incorporating a number of security and usability assessment methods into one
systematic evaluation model. By considering the organizational and external factors
that might impact the usability and security levels of e-banking software solutions, we
believe that applying our model in a regular basis would help in iteratively enhancing
the security of the evaluated systems without sacrificing their usability. It is also
worth noting that the structure of the proposed model allows tailoring it to work as
a change management process as utilizing it is expected to facilitate recognizing the
usability and security shortcomings of e-banking systems and aligning them with
the inter-organizational factors of the banks in question. We also expect applying the
proposed model to simplify the administration of usability- or security-related changes
in e-banking systems, assist in identifying the risks, costs and benefits associated
with implementing these changes and inspire the design of appropriate strategies for
minimizing the negative impact of change failures in the banks in question. We also
believe that following the steps of the proposed model would contribute to detecting the
usability and security problems early and addressing the discovered issues in efficient
and cost-effective ways. This is because our model encourages the utilization of any
usability or security evaluation method and at the same time helps decision makers in
systematically assessing the costs, benefits, risks and consequences of their choices.
In this paper, due to the difficulty of accessing all the hardware and software assets of
banking organizations and the sensitivity of information processed in these systems,
evaluating the effectiveness of the proposed model is only restricted to some publicly
accessible e-banking assets (see Sect. 3).

5 Discussion

By comprehensively evaluating the direct and indirect factors that might influence
the security of e-banking systems or affect the end user experience, we believe that
the proposed model would help decision makers in gaining a comprehensive view of
the security and usability states of the evaluated systems and identifying the conflicts
that should be addressed. Our model also emphasizes on the importance of involving
usability engineering experts and using a combination of usability evaluation methods
to clearly understand the usability flaws of the evaluated systems. The detected usabil-
ity shortcomings can be then classified according to their severity levels in order to start
by addressing the ones that would highly impact convenience of target users [16]. For
e-banking systems, evaluating the usability of authentication methods is also essential
because they are considered as entry points to these systems and the usability of these
methods directly impacts the security of the systems in question [17-19]. Decision
makers can utilize a number of usability evaluation methods to analyze users’ interac-
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tions with their systems, measure the task completion rates, assess the complexity of the
functionality provided by their systems and understand the factors that might degrade
the usability levels of the evaluated systems (e.g., the visibility and readability of user
interface elements [16,20]). For instance, eye tracking techniques can be employed
for analyzing the navigation behaviors of end users and extracting data related to the
their viewing patterns [16]. Usability engineers could also take advantage of the think-
aloud protocols to elicit users’ feedback while they are interacting with the evaluated
systems and gain sufficient understanding of the cognitive effort that is consumed for
making payments, withdrawing or depositing funds or performing any other e-banking
transactions [16,21]. Established heuristics evaluation approaches could also be uti-
lized for finding usability problems in the evaluated user interfaces and deciding on
the number of usability engineering experts who should be involved and the number
of subjective ratings that should be collected from end users (e.g., [22-24]).

From a security perspective, modeling the threats against each e-banking system, the
employed user authentication methods, the reused software components and the exter-
nal systems that interact with the evaluated banking solutions at early stages would also
play a major role in discovering the security vulnerabilities that might be exploited by
attackers. Exploring the socio-cultural factors of target users and understanding the rea-
sons behind adopting insecure e-banking behaviors is also important. Further, studying
the cultural factors by taking advantage of well-known theories (e.g., Hofstede’s theory
of cultural dimensions [25]) and conducting user studies would also help in under-
standing whether target users perceive security as more important than usability or vise
versa [26,27]. For example, a number of researchers have found that Australian users
value convenience over security [3,28]. Further, after investigating the usability char-
acteristics of e-banking systems provided by three banks in the Arab region, Alhmoud
et.al have also recommended implementing culturally-oriented design approaches that
can be followed through all the phases of the software development life cycle [29]. The
essential role of human factors in designing usable software systems is also empha-
sized in [30] and the authors have suggested considering the cognitive abilities of
target users in order to improve the effectiveness of the evaluated systems.

It has been suggested to treat usability and security as complementary to each
other and tie them together from the early phases of the development process [31—
34]. Three approaches are suggested in [35] for balancing the security and usability
trade-offs. Designers of e-banking software solutions can instruct the users how to
complete tasks, simplify some tasks by automating them or improve users’ awareness
of the security consequences of their actions [35]. It is also recommended to minimize
users’ mental overhead by reducing the number of instances in which a user is required
to take security related decisions and increase the transparency of e-banking systems
by allowing users to visualize their security states in user-friendly ways [31,36]. The
design principles presented in [33] have also highlighted the importance of clarifying
the consequences of any security related decision, maximizing the security of input
and output communication mediums and ensuring that system elements, services and
actors can be easily identified. In our model, in case of the infeasibility of resolving the
conflicts by employing any of the above mentioned strategies, we encourage designers
to assess the risks associated with each security or usability problem by measuring
their severity levels and probabilities of occurrences. We also suggest listing all the
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possible mitigation strategies of the expected risks and evaluating the costs and benefits
of adopting each one.

Architectural Considerations. Before taking any security or usability related deci-
sions, it is also essential to identity the changes that demand architectural support
and determine whether the software architectures of the evaluated e-banking systems
can accommodate these changes in cost-effective ways. As usability and security
are of the most important attributes that reflect the quality of e-banking software
solutions, software architectures of e-banking systems should be quantitatively and
qualitatively analyzed for their support of usability and security to avoid making
extensive refactoring work at the late stages of the development life cycle or after
deployment. In multi-layered software architectures, some usability or security related
decisions require major software restructuring work whereas others could be addressed
by making simple modification to user interface elements [37]. To fulfill the security
requirements of e-banking systems, multiple layers of security could be architected
which might be comprised of authentication mechanisms, firewalls, encryption meth-
ods, etc [38]. Because of the size of e-banking systems, we believe that taking late
security or usability related decisions would mostly be constrained by the complex-
ity of the corresponding software architecture and which could be costly to refactor.
Researchers found that more than 60% of software maintenance costs are often spent
on fixing usability issues [39,40]. Thus, instead of appending usability or security
related evaluations after deploying e-banking software systems, the proposed model
encourages following a forward-engineering approach in that software architectures
should be constantly assessed for their support of usability and security from the early
stages of the software development life cycle [41,42].

Software architects could employ scenario-based assessments, take advantage of
architecture simulation and prototyping tools or develop mathematical models to assess
the extent to which the evaluated architectures satisfy the required usability and secu-
rity considerations [42,43]. At the architectural design stage and by considering the
trade-offs between security and usability, decision makers could identify the required
usability attributes and link them to the design solutions and architectural patterns that
could help in addressing the usability requirements early in the development process
(e.g., using the Software Architecture Usability (SAU) framework [44,45]). Beside
the usability considerations, the choice of proper architectural styles for e-banking
systems should be based on the assumption that multiple layers of security must be
implemented for protecting critical e-banking assets [46]. Thus, when deciding on
the ways to organize software components and model the interfacing between these
components and external systems, careful attention should be paid to taking archi-
tectural decisions that would help in maintaining highly confidential communications
and preventing any form of unauthorized access to e-banking assets [46]. As architec-
tural design patterns vary in their support for security and usability, software architects
could prioritize their security and usability requirements and apply some modifica-
tions to their chosen patterns to support the desired quality attributes. These changes
might include adding new software components, replicating existing ones, dividing
large components into smaller ones, or modifying the structures of the chosen archi-
tectural patterns [47]. However, since some usability considerations might degrade
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the security of some e-banking systems and vice versa, a careful analysis of security-
usability trade-offs should be conducted before applying any architectural changes.
For instance, although keeping redundant copies of system data might significantly
affect the responsiveness of e-banking systems, this would increase the risk of exposing
protected data and thus degrading the security of the corresponding systems [47,48].
To build maintainable e-banking systems and reduce the number of software com-
ponents that could be affected once a security or usability related decision is taken,
architectural designers are also encouraged to choose architectural design patterns that
could assist in reducing the level of coupling between software components and use
software quality metrics for measuring the overall complexity of these systems [42].
Software architects could also analyze the data flow between software and hardware
components of e-banking systems, the flow of control between these components and
the context in which the designed systems operate in order to determine the architec-
tural implications of each usability or security related decision [49]. To build software
architectures that support usability and security, it has also been suggested to con-
sult HCI experts and information security professionals and to consider stakeholders
perspectives early in the architectural design process [50].

6 Related work

Prior research efforts have addressed the factors that affect the usability or security
of software systems deployed in many contexts (e.g., financial institutions and educa-
tional settings [51-53]). Other studies have emphasized on aligning the usability and
security considerations by either following user-centered design approaches that tailor
the functionality of software solutions to match the demands of target users, attempt-
ing to integrate both of them into the software development life cycle or proposing
theoretical guidelines for addressing the conflicts [31,33,34,54,55]. The evaluation
model proposed in this paper (see Sect. 4) encourages the incorporation of security
and usability aspects from the early stages of the software development life cycle and
motivates system designers to regularly perform security-usability analyses to con-
stantly improve the usability and security sides of their e-banking systems. The model
also stresses the importance of considering the human, social and cultural factors in
cases where designers should decide whether to weigh convenience or security over
the other. Thus, we believe that the results presented in previous studies complement
our work and might help in understanding the specific usability or security properties
that should be given more attention by designers of e-banking systems.

Some researchers have focused on investigating the usability and security of
user authentication methods employed in banking organizations [7,17,18,56,57]. For
instance, Mihajlov et. al proposed a framework for quantitatively examining a number
of security and usability dimensions of authentication schemes [57]. Although the
evaluation approach presented in [57] might help in comparing the effectiveness of
authentication methods, its underlying assessment criteria ignores the interrelation-
ships between security and usability elements. From the perspectives of e-banking
customers, Althobaiti and Mayhew have studied the security and usability related
perceptions of more than 300 users and found that tokens were perceived as secure
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whereas passwords were perceived as difficult to remember [17]. Focusing on the
security-usability trade-offs related to two factor authentication, the experimental
results presented in [56] show that the surveyed participants were mostly prepared to
value convenience over security. Mairiza and Zowghi have also proposed to address the
usability-security conflicts by utilizing ontologies to model the relationships between
security and usability requirements and thus simplifying the identification of potential
conflicts and proposing the appropriate mitigation strategies accordingly [55]. Other
studies have proposed frameworks for addressing the security or usability considera-
tions without comprehensively studying the effects of integrating both of them into one
e-banking system [51,58-61]. Clearly, previous research attempts have either explored
individuals’ online banking attitudes, combined usability and security metrics into one
evaluation framework or studied the possible ways of implementing usable and secure
systems. However, there is clearly a lack of a comprehensive model that can be used
as a basis for identifying the usability and security drawbacks of e-banking systems
and determining the considerations that should be augmented into the analysis, design
and evaluation phases of these systems.

The impact of modeling the threats against e-banking applications on discovering
the security vulnerabilities at very early stages and addressing the security complex-
ities of e-banking systems has also been highlighted in prior work [54]. Uusitalo and
Catot have also pointed out that estimating the direct and indirect costs of security
attacks would significantly help in discovering the areas that should be improved and
thus simplifying the process of regularly updating e-banking systems to address these
threats [53]. Further, Ramzan and Pervais have suggested assessing and prioritizing
the risks against online banks from multiple perspectives including the types of trans-
actions, the sensitively of information and the potential effects on the hardware and
software resources of the corresponding banks [7]. Furthermore, Braz et. al have also
proposed a model called Security Usability Symmetry (SUS) for addressing the cor-
relations between security and usability factors by comparing the severity levels of
the examined factors [13]. Although the effectiveness of SUS has been demonstrated
in [13], solely relying on the ratings obtained from usability or security experts might
not necessary lead to taking correct decisions to address the usability-security conflicts.
In our usability-security inspection model (see Sect. 4), we propose to regularly ana-
lyze users’ interactions with e-banking systems and evaluate these systems based on a
comprehensive set of subjective and objective measures using the EBSUEF framework
(see Sect. 2). Similar to our hybrid evaluation model, Flechais et. al have proposed
a structured model called AEGIS that gives a significant attention to assessing the
costs, benefits and risks of security or usability related decisions at every stage of the
SDLC [62]; however, we believe that specifying the metrics that should be considered
at each stage is necessary for ensuring the comprehensiveness of a security-usability
evaluation model.

7 Concluding remarks

With the online banking portals evolving as an essential source for banking services
that are used by a majority of people, a more mature security and usability evaluation
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model is indeed a necessity. Because security and usability evaluations are consid-
ered milestones for any quality improvement process, they should be designed and
tested within the quality improvement process in order to ensure their coherence with
other parts in the process. This paper proposes a structured usability and security
evaluation model that takes into consideration the architectural, functional and busi-
ness sides of e-banking software solutions. While focusing on iteratively enhancing
the quality of e-banking systems, our model is expected to assist decision makers
in resolving security-usability conflicts early in the development process. Structur-
ing e-banking systems, deciding how software components should communicate and
exchange data and choosing which architecture evaluation approaches to use are all
essential for designing software architectures for usability and security. The proposed
model encourages early identification of security or usability requirements that would
demand architectural support while developing or refactoring e-banking software sys-
tems. This would significantly help in analyzing the trade-offs between these two
important software quality attributes early in the development process which would
therefore lead to reducing subsequent maintenance and refactoring costs. Driven by the
existing needs and lessons learned from the conducted experiment and the literature,
we are looking to develop a new effective and comprehensive framework that encom-
passes both essential and key evaluation security and usability metrics. For e-banking
systems, we also believe that there is still a demand for researching how to align
software architectural design considerations with usability and security requirements.
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