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Abstract Nanopore-based sequencing platforms are
transforming the field of genomic science. This review
(containing 116 references) highlights some recent prog-
ress on nanopore-based nucleic acid analysis and se-
quencing. These studies are classified into three catego-
ries, biological, solid-state, and hybrid nanopores, ac-
cording to their nanoporous materials. We begin with a
brief description of the translocation-based detection
mechanism of nanopores. Next, specific examples are
given in nanopore-based nucleic acid analysis and se-
quencing, with an emphasis on identifying strategies
that can improve the resolution of nanopores. This re-
view concludes with a discussion of future research di-
rections that will advance the practical applications of
nanopore technology.
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Introduction

Gene sequencing is of central importance to both fun-
damental and applied aspects of genomic science, such

as the emerging area of personalized genomic medicine.
The first generation of gene sequencing is based on
Sanger ladders consisting of short DNA fragments of
unknown target sequences [1, 2]. These short DNA
fragments are generated by selective incorporation of
chain-terminating dideoxynucleotides during an in vitro
DNA replication process. The dideoxynucleotides termi-
nated at the 3′-end of DNA fragments are labeled and
can be read by fluorescent or radioactive methods. The
second generation of gene sequencing relies on the sto-
chastic fragmentation of the target DNA sequences and
subsequent amplification. Each fragment of the target
sequence is amplified to millions of copies. The se-
quence information of these small copies is obtained
separately and then assembled together to obtain the
whole sequence of the target. For the first two genera-
tions of gene sequencing, both DNA amplification and
labeling are necessary. Therefore, these sequencing tech-
niques are costly and time-consuming. To overcome the-
se disadvantages, many groups have been developing
the third generation of gene sequencing techniques that
can read single DNA chains in a label-free manner.
Under the assumption of low error rates, only a small
number of the target DNA molecules (or even a single
DNA molecule) are needed to generate accurate se-
quencing results. In this review, we will focus on the
third generation of sequencing techniques, viz. those
based on nanopores.

In nanopore-based DNA sequencing, a nanometer-
sized pore penetrating a lipid bilayer membrane or a
solid-state membrane is used to link two fluid chambers
(Fig. 1). The chambers are filled with saline solutions.
When a voltage is applied between the two chambers,
ions will be driven through the nanopore by the electric
field, which thus generates a stable open-pore current.
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When a DNA strand translocates through a nanopore, it
partially blocks the nanopore and decreases the ionic
current. Therefore, DNA translocation events can be de-
tected by the transient blockage of the ionic current. If
each nucleotide on the DNA backbone can generate a
separable current blockage, then the sequence of the
DNA strand can be obtained through consecutive steps
of the ionic current. This is the underlying principle of
nanopore-based sequencing techniques.

There are generally two types of nanopores, namely
biological and solid-state nanopores. A biological
nanopore is usually generated by inserting a channel
protein, such as α-hemolysin (α-HL) and MspA into a
lipid bilayer. Engineered mutants of channel proteins
have been developed to dramatically improve the reso-
lution and sensitivity of biological nanopores [3, 4]. For
a solid-state nanopore, a focused ion beam or electron
beam is used to fabricate a nanometer-sized pore
through an inorganic dielectric membrane [5, 6].

Although nanopore technologies offer promising oppor-
tunities for cheap and high-throughput gene sequencing,
there are currently three challenges to be addressed before
their practical applications in sequencing. The first chal-
lenge is the ultrafast translocation speed of DNA strands
through nanopores [7]. Typical translocation speeds of
DNA are from several to tens of microseconds per base
through a wild-type biological nanopore, and it is even
faster for solid-state nanopores. On the other hand, the
bandwidth of a state-of-art current amplifier is at kHz level,
which is thus too slow to record single nucleotide signals.
Several methods have been developed to control the DNA
translocation speeds, such as by the reduction of the pore
sizes [8], the introduction of ion concentration gradients [9,
10], the introduction of pressure gradients [11, 12], and the
use of optical and magnetic tweezers [13–15]. These
methods will be individually discussed later in this review.
The second challenge is to differentiate the current signals

from the four nucleotides (A, T, G, and C). The difference of
the volumetric blockade among the four nucleotides is usu-
ally too small to detect, especially in solid-state nanopores
with large pore diameters. Furthermore, the interactions be-
tween DNA molecules and nanopores are weak. Genetic or
chemical modification of biological nanopores can effec-
tively increase the interactions between DNA molecules
and nanopores, which has resulted in improved resolution
of single nucleotides [3, 4]. DNA or other specially de-
signed probing polymers can also be linked to solid-state
nanopores for the differentiation of nucleotides [16–18].
The third challenge is related to the thickness of nanopores.
The nanopores are usually several to tens of nanometers in
depth and can thus accommodate more than one nucleotide.
All the nucleotides in and adjacent to a nanopore determine
the current blockade together, which greatly complicates the
sequencing process. For example, the β-barrel of α-
hemolysin (α-HL) [19] nanopore has a depth close to the
length of 15 nucleotides. The depth of channel protein
MspA [20, 21] is much shorter, in the range of 0.5~
0.6 nm. Thus it can accommodate only one nucleotide at a
time. However, the current blockade is still affected by 4 to
5 nucleotides adjacent to the MspA nanopore. We will dis-
cuss several promising methods that can be applied to ad-
dress this problem in biological nanopores in Section 2. In
addition, it is even more difficult to accurately control the
depth of solid-state nanopores. Recently, ultrathin inorganic
films have been applied as solid-state membranes, including
monatomic thick graphene films, although single nucleotide
resolution has yet to be achieved. Recent progress related
with solid-state nanopores will be discussed in Section 3. In
Section 4, we will discuss recent examples in developing
hybrid nanopores that combine merits of biological and
solid-state nanopores.

Biological nanopores

The history of nanopore technology dated back to the year
1958 when the Coulter counter was firstly invented for the
enumeration of blood cells [22]. However, this method didn’t
attract much attention until 1996 when Kasianowicz et al. [23]
used α-HL to detect the translocation of DNA molecules.
Modern nanopore technologies have been enlightened by the
substance transportation across the cell membranes through
channel proteins. Therefore, the nanopores used at early times
were mostly channel proteins with an intrinsic pore structure,
such as α-HL [19], MspA [20], and the channel protein of
bacteriophage phi29 [24] (Fig. 2). α-HL, the most commonly
used biological nanopore, has a 10 nm-high mushroom-
shaped pore with a ~10 nm-wide extramembranal cap and a
~2.6 nm-wide transmembrane β-barrel stem. The narrowest
part of the pore is ~1.4 nm and matches with the diameter of

Fig. 1 A general device schematic of DNA analysis with a nanopore
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DNA molecules, which thus determines both the current
blockade amplitude and the duration of the nucleotide trans-
location events.

Sequencing with biological nanopores

Figure 3a illustrates the measurement setup of a biological
nanopore and a typical ionic current signal when a DNA trans-
locates through the nanopore [26]. The earliest demonstration

of nanopore-based DNA analysis showed distinct current
spikes related to single ssDNA translocation events [23]
(Fig. 3b). Later, different RNA homopolymers [27] and
DNA homopolymers [20] were distinguished by the ampli-
tude of their current blockades during translocation (Fig. 3c).
However, the significance of these two works should not be
overestimated because a nucleic acid homopolymer can form
distinctive secondary structures. Thus in these studies, the
current blockades were mainly determined by the secondary

Fig. 2 Molecular structure of
three commonly used biological
nanopores. a α-HL [25]; b
MspA [20]; c the channel protein
of bacteriophage phi 29 [24]

Fig. 3 DNA analysis with biological nanopores. a General schematic of
a biological nanopore sensor (left) and a translocation current spike (right)
[26]; b Real-time current spikes measured during the translocation of

DNA homopolymers [23]; c Differentiation of DNA homopolymers
with biological nanopores. Green, red, blue and black spikes denote
poly (dT), poly (dC), poly (dG), poly (dA), respectively [20]
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structures of RNA or DNA homopolymers, instead of their
nucleotide sequences.

The interaction between ssDNA or ssRNA molecules with
natural biological nanopores is not strong enough to detect the
small difference among the four nucleotides. In addition, the
translocation speed of ssDNA or ssRNA molecules through
natural biological nanopores is beyond the temporal resolution
of current state-of-the-art electronics. One way to increase the
resolution of biological nanopores is by genetically engineer-
ing the channel proteins or modifying them with functional
groups that can interact with translocating nucleotides.
Stoddart et al. [3] developed an E111N/K147N mutant of
the α-HL protein (Fig. 4a). There are three recognition posi-
tions in the β-barrel of the mutant which can improve the
differentiation of transpassing nucleotides. This work repre-
sents a significant advance in nanopore technologies towards
the aim of sequencing DNA strands. Rincon-Restrepo et al.
[4] proposed the addition of positive charges within the α-HL
by site-directed mutagenesis. The increased positive charges
can slow down the translocation speed by interacting electro-
statically with the negatively-charged nucleotides. In addition,

chemical grafting of molecules onto biological nanopores has
been shown to be an effective method to increase the speci-
ficity of nanopores. PEG linked α-HL has been experimental-
ly demonstrated and characterized, which raises the possibility
of using engineered nanopores in biosensing [28]. DNA olig-
omers have also been tethered to α-HL nanopores as identifi-
cation probes [29, 30]. Complementary DNA strands can be
temporally captured by hybridizationwith the tethered ssDNA
when translocating through the nanopores, and the corre-
sponding ionic current signals have been successfully
detected.

Engineered nanopores that can differentiate the difference
between the four nucleotides are sometimes too small to ac-
commodate certain ssDNA sequences. To overcome this prob-
lem, enzymatic cleavage of targeted DNA strands was carried
out within close proximity to the engineered nanopores, and
the stripped nucleotides can then be sequentially detected by
passing through the nanopores. Astier et al. [31] took the lead
in realizing this idea. The signals of the four nucleotides can
be clearly distinguished by an engineered α-HL nanopore.
But the detection of the nucleotides in this work relies on a

Fig. 4 Sequence analysis of DNA molecules with biological nanopores. a An E111N/K147N mutant of α-HL to differentiate poly(dC) with five
consecutive adenine substitution at different locations [3]; b Cyclodextrin modified α-HL to differentiate the signals from stripped nucleotides [32]

928 J. Shi et al.



noncovalent cyclodextrin adapter which moves in and out of
the nanopore during the process. When the adapter moves out
of the nanopore, the signals from the passing nucleotides
would be missed. Clarke et al. [32] overcame this problem
by chemically linking the cyclodextrin adapter to the
nanopore (Fig. 4b). However, sequential translocation of the
stripped nucleotides was not realized in their work because the
hydrolysis of DNA took place in the bulk solution, not near
the nanopore. Therefore, accurate sequencing cannot be
achieved. Meanwhile, the analysis of RNA sequences by a
similar approach has also been reported recently [33].

MspA is another important channel protein with shorter
depth than α-HL, and the structure of MspA is shown in
Fig. 2b. As mentioned above, MspA provides a much better
spatial resolution than α-HL due to its shorter nanopore chan-
nel. The differentiation of homopolymers by MspAwas dem-
onstrated in 2010 [20]. Similar to α-HL, MspA has been
modified with positive charges on its side wall [34]. The chan-
nel protein of bacteriophage phi 29 has also been widely stud-
ied for nanopore analysis [24]. Their large pore diameter al-
lows the translocation of dsDNA or DNA protein complex.
DNA polymerase itself can also be used as a nanopore [35].
When a template DNA translocates through the DNA poly-
merase, the conductance of the polymerase varies as different
nucleotides pass by the binding site of the polymerase. And a
protein FET linked to a DNA polymerase could measure the
conductance signals related with the polymerase. However,
the stability of this system needs to be further improved.
Furthermore, a ring-like protein SP1 with good stability and
geometric symmetry was also applied in nanopore analysis in
2013 [36].

Nucleic acid analysis by biological nanopores

In addition to de novo sequencing, biological nanopores have
also been intensively investigated for nucleic acid analysis.
Many efforts have been made to distinguish wild and mutated
DNA. Ashkenasy et al. [37] and Purnell et al. [38] used α-HL
nanopores to investigate the variation of current blockade
when a nucleotidemutationwas introduced to a homopolymer
DNA. The current signal characteristics were found to be de-
pendent on the position of the mutation on the DNA strand.
But in both works, the target DNA strands are homopolymers,
which obviously limits the application of their techniques.
Howorka et al. chemically tethered a probe DNA to a α-HL
nanopore. When the target DNA translocated through the
nanopore, the hybridization between the probe and the target
DNA produced a prolonged ionic current signal. On the other
hand, a mutation site on the target DNAwould lead to a sig-
nificantly faster translocation speeds [29]. The detection sen-
sitivity of this method was further enhanced by concatenated
hybridization of the target DNA and the probe DNA [39].
Very recently, the use of MspA to detect the methylation and

hydromethylation of cytosine in nucleic acid was reviewed
[40], highlighting the work by Laszlo et al. [41] and by
Schreiber et al. [42].

The unzipping kinetics of DNA hairpins can also be inves-
tigated using biological nanopores. Since the nanopores of α-
HL and MspA are too narrow for the translocation of dsDNA,
DNA hairpins have to be unzipped by applying large electro-
phoretic forces before translocation. The unzipping kinetics of
DNA hairpins has beenmeasured withα-HL based nanopores
[43]. In addition, the kinetics of DNA-nanopore interactions
[44] and the helix-coil transition of DNA strands [45] have
also been demonstrated using biological nanopores. Such
analysis requires the target DNA to be stabilized inside the
nanopore, which can be achieved by linking a biotinylated
DNA to a streptavidin molecule [45] or forming a duplex at
the end of the target DNA [44]. Both the streptavidin and the
duplex at the end of the target DNA are too large to pass theβ-
barrel, thus the target DNA strand could be stabilized inside
the nanopores.

By using biological nanopores, DNA-protein interactions
have also been characterized at single-molecule level. For ex-
ample, nanopore-based force spectroscopy has been success-
fully applied for real-time characterization of binding and un-
binding between DNA and exonuclease [46]. The α-HL
nanopore can also be used to study the stability of DNA-
polymerase complex by measuring the dwell time of current
spikes [47, 48]. An ssDNAwas chemically linked to a DNA
polymerase, and the complex was then electrophoretically
driven to the orifice of α-HL nanopore. A blocker was linked
to the binding site of ssDNA and polymerase so that replica-
tion process is inhibited in the bulk solution. When the trans-
membrane voltage exceeds a threshold, the blocker will be
stripped, and the catalytic replication will be activated.
Therefore, controlled DNA replication process can be
characterized in real-time by recording the ionic current
changes of the nanopore. Processive replication of
ssDNA by bacteriophage T7 polymerase [49] and by
phi29 DNA polymerase [50] was both realized based
on similar mechanism. And the replication of ssDNA
could even be observed with single nucleotide resolu-
tion by periodically adjusting the applied voltage and
halting the DNA replication process [51]. Cherf et al.
[52] achieved automated forward and reverse ratcheting
of DNA using phi29 DNA polymerase, but the error
rate was found to be as high as 10 to 24.5 % during
replication.

Despite the ability of biological nanopores to read DNA
sequences at single-nucleotide resolution, they are limited by
the poor stability of either the pore itself or the lipid. In addi-
tion, the difficulty to integrate biological nanopores into large-
scale arrays has been a long-standing hurdle in nanopore se-
quencing. Hence, solid-state nanopores have been developed
to overcome the intrinsic limitations of biological nanopores.
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Solid-state nanopores

Solid-state nanopores have emerged as a versatile alternative
to biological nanopores. A solid-state nanopore can be fabri-
cated by drilling a nanometer-sized pore through a solid-state
membranewith an ion beam or electron beam. There are many
choices of solid-state membrane materials such as ultra-thin
silicon nitride (SiNx) membranes, silicon dioxide (SiO2) mem-
branes, and atomic-thick graphene membranes. Next, we will
discuss in details recent progress in solid-state nanopores.

Solid-state nanopore fabrication and DNA analysis

The fabrication process of solid-state nanopores has been ex-
tensively investigated since 2001 [5]. SiNx and SiO2 were
chosen as dielectric membranes in early studies due to their
thermal and chemical stability. Li et al. [5] fabricated the first
solid-state nanopores by ion beam sculpting (Fig. 5a). Then
translocation events of dsDNA [5, 53] and ssDNA [54] were
demonstrated by using solid-state nanopores. The diameter of
nanopores was found to depend strongly on the effective ion
dosage, and a large variation of the nanopore geometry was
observed in early studies [5]. Compared with ion beam, elec-
tron beam sculpting has been shown to provide sub-

nanometer precision of nanopore diameters [6] (Fig. 5b).
Feedback control mechanism has been further applied to im-
prove the diameter control during both ion and electron beam
sculpting [5, 55]. Another attempt used cold ion beam
sculpting to fabricate nanopores through SiNx, which results
in the precise control of the nanopore diameter [56].

A key advantage of solid-state nanopore technology is that
the geometry of solid-state nanopores can be easily manipulat-
ed during drilling, which facilitate the quantitative characteri-
zation of the relationship between the pore geometry and ionic
conductance. Smeets et al. [57] investigated the dependence of
the ionic conductance of SiNx nanopores on the concentration
of the ions. The concentration ofKCl in the bulk was decreased
from 1 M to 1 μM. Under the assumption that the nanopore
depth is long enough, the access resistance to the pore orifice
can be ignored. Therefore, the relationship between the ionic
conductance and ion concentrations was given as:

G ¼ πd2pore
4Lpore

μK þ μClð ÞnKCleþ μK
4σ
dpore

� �
ð1Þ

where nKCl are the number densities of K+ or Cl− in the solu-
tion; μK and μCl are the electrophoretic mobilities of K+ and
Cl−; Lpore, dpore are the length and diameter of the nanopore,

Fig. 5 Solid-state nanopores. a Solid-state nanopore fabricated by ion
beam drilling of a SiNx membrane [53]. (i) TEM image of a SiNx

nanopore; (ii) Schematic model of the DNA translocation measurement,
and (iii) real-time recording of current spikes during DNA translocations

through a SiNx nanopore; b Nanopore fabricated by electron beam
drilling [55]. (i) TEM characterizations of the nanopores; (ii) Real-time
current spikes recorded during DNA translocations
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and σ refers to the surface charge. Equation (1) indicates that
both the ion concentrations and surface charges of the
nanopore contribute to the overall conductance of the solid-
state nanopore. The experimental results confirmed that at high
ion concentrations, the conductance of the nanopore wasmain-
ly determined by ion migration through the nanopore [57]. On
the other hand, electroosmotic process played a vital role to the
nanopore conductance at low ion concentrations [58].

When a DNA translocates through a nanopore, the nanopore
is partially occupied by the DNA, which prevents certain
amounts of K+ and Cl − from migrating through the nanopore
and changes the ionic conductance of the nanopore. It has also
been reported that DNA translocation can cause opposite ef-
fects on the nanopore signals at low and high ion concentration
[57, 59]. The nanopore conductance signal caused by DNA
translocation [57] was written by Smeets et al. as:

ΔG ¼ 1

Lpore
−
π
4
d2DNA μK þ μClð ÞnKCleþ μ*

Kq
*
l;DNA

h i
ð2Þ

where Lpore is the length of the nanopore; dDNA is the diameter
of DNA molecule; μK, μCl are the electrophoretic mobilities of
the ions; nKCl is the number concentration of the salt; e is the
elementary charge; and ql,DNA is the charge on DNA per unit
length. The first term is related to the current blockade effects
by the DNAmolecules, and the second term is due to the charge
shielding effects by counter ions. At low ion concentration,
DNA translocation leaded to increased nanopore current signals
due to the shielding effects of the negative charges on the DNA
backbone by counter ions. On the other hand, nanopore current
blockage was observed when the ion concentration was higher
than 0.4 M, as confirmed by experimental results [58].

Nanopores of approximately 10 nm in diameter were drilled
into freestanding 20 nm thick SiNx membranes by Skinner
et al. in 2009 [60]. And different ss- and ds-RNA homopoly-
mers were discriminated by these solid-state nanopores.
However, high voltage was needed in their study to resolve
the current signals from the translocating RNA strands due to
the large pore diameter and depth. As indicated by Eqs. (1) and
(2), decreasing the membrane thickness can increase the signal
amplitudes during single-molecule translocations through the
nanopore. Wanunu et al. developed a process to effectively
reduce the thickness of SiNx nanopores [61]. By combining
the methods of electron beam lithography and subsequent re-
active ion etching, the thickness of SiNx nanopores was re-
duced from tens of nanometers to 6 nm. The current signal
amplitude was dramatically increased during single-molecule
translocation through as-prepared nanopores, and the use of
3 nm diameter pores in sub-10 nm membranes facilitated elec-
tronic discrimination among small RNA strands. Venta et al.
[62] further optimized the fabrication process of solid-state
nanopores, which results in nanopores of 0.8–2 nm in diameter
and 5–8 nm in depth. The smaller diameter and depth of their

nanopores lead to increased resolution and reduced noise for
nucleic acid analysis.

Compared to biological nanopores, unmodified solid-state
nanopores lack functional groups that can interact with the
translocating nucleic acids. Therefore, the translocation
speeds of nucleic acids through solid-state nanopores are even
less controllable than biological nanopores. Surface modifica-
tion has been used to improve the analysis capabilities of
solid-state nanopores. It has been shown that a probe-DNA
functionalized SiO2 nanopore can distinguish DNAwith one
base mismatch by hybridization [16]. Also the binding loca-
tions between RecA, a DNA-repair protein, with target DNA
strands were also successfully mapped by using a RecA mod-
ified SiNx nanopore [63]. Nevertheless, there still lacks for
facile and reliable methods for controllable surface modifica-
tion of solid-state nanopores.

Membrane materials for solid-state nanopores

Solid-state nanopores can be made with a wide variety of
membrane materials. For example, Al2O3 based membranes
have attracted much attention to fabricate solid-state
nanopores [64, 65]. During nanopore drilling through an
Al2O3 membrane by electron beam, partial dissociation of
Al2O3 occurred near the nanopore. The local stoichiometry
of Al2O3 was changed with the ratio of oxygen to aluminum
atoms decreasing from 1.5 to 0.6. This metallization process
provides a method for electrode insertion near the nanopore,
which can thus be applied for transverse current measure-
ments [64]. Besides, the phase transformation of Al2O3 in-
duced by the electron beam could be utilized to modulate
the surface charges of the nanopores, since different phases
of Al2O3 have different isoelectric points in aqueous solutions.
In addition, all the phases of Al2O3 have an isoelectric point
higher than 7, thus the surface charging of Al2O3 is always
positive in neutral solutions. Therefore, electrostatic interac-
tions between the positively charged nanopores and negative
charged DNA molecules can be used to reduce the transloca-
tion speeds of DNA molecules. Glass capillaries have also
been investigated for nanopore fabrication. Laser pipette pull-
er was used to stretch a glass capillary and narrow its diameter.
However, the pore diameter of the glass pipette cannot be
reduce below 45 nm [66, 67], thus they can only be applied
to study large analytes. Owing to the superior chemical and
mechanical stability of HfO2, they are also being intensively
studied as membrane materials for solid-state nanopores
[68–71]. For example, ultra-stable nanopores fabricated with
HfO2 membranes have been demonstrated by Larkin et al.
[68]. The thickness of the HfO2 nanopores is only 2–7 nm.
The mean DNA velocities through the HfO2 nanopores were
found to be slower than velocities through similar SiNx pores
due to favorable physicochemical interactions of the HfO2

nanopores with nucleic acids [68].
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To further reduce the nanopore thickness for single nucle-
otide resolution, two dimensional nanomaterials have been
investigated as membrane materials, such as graphene
[72–74], single-layer BN [75], and MoS2 [76] (Fig. 6).
Among them, graphene is especially attractive due to its su-
perb electrical and mechanical properties. DNA translocation
events have been recorded by using graphene-based
nanopores [72–74]. Due to pinholes and cracks of these ultra-
thin membranes, their insulating properties are poor, which
leads to large noise level of the ionic currents. To solve this
problem, a thin layer of TiO2 has been deposited on a
graphene membrane by atomic layer deposition [73],
which was found to effectively reduce the noise of the
ionic currents. Furthermore, the hydrophobicity nature
of graphene leads to strong interactions between
graphene and translocating DNA molecules, which can
result in clogging of the graphene nanopores. Therefore,
hydrophilicity treatment of the graphene nanopore has
also been reported [77].

To combine the merits of different solid-state membrane
materials, layer-by-layer stacking of inorganic materials has
been investigated to fabricate hybridized solid-state
nanopores. A metal-insulator-metal sandwiched structure
was designed to achieve base-by-base ratcheting [78].
Stacked graphene-HfO2 nanopore has been shown to possess
enhanced mechanical strength than pure HfO2 membranes
[79]. Until now, single-nucleotide discrimination has not been
achieved using ionic current through solid-state nanopores
due to their large pore diameters and depths. Graphene-
based nanopores offer subnanometer membrane thickness.
However, the pore diameters of current graphene nanopores

are still too large to resolve the difference between the four
nucleotides by ionic currents. In addition, the translocation
speed of ds-DNA through graphene nanopores is still about
10–100 nucleotides per microsecond, which is too fast for the
state-of-art electronics.

Transverse current measurements of DNA translocation

In addition to ionic currents through nanopores, transverse
current can also be used to analyze translocating DNA mole-
cules. There are currently two types of transverse currents
based on nanopores, including tunneling currents and semi-
conductor currents. For transverse tunneling current measure-
ments, a transverse voltage is applied between a pair of elec-
trodes near a nanopore. The distance between the two elec-
trodes is within nanometer scale. During DNA translocation
through the nanopore, the potential barrier between the two
electrodes is changed by the DNA, which results in a tunnel-
ing current signal related to the translocating DNA. The idea
of tunneling current measurements was firstly proposed theo-
retically by Lagerqvist et al. [80]. According to Lagerqvist
et al., the tunneling current of the nanopore can be written as:

I ¼ 2e

h

Z ∝

−∝
dET Eð Þ f t Eð Þ− f b Eð Þ½ �

T Eð Þ ¼ Tr Γ tξDNAΓ bξ
†
DNA

h i ð3Þ

where ft(E) and fb(E) are the Fermi-Dirac function of top elec-
trode and bottom electrode, respectively. The tunneling coef-
ficient T(E) depends on the retarded Green function ζDNA
which reflects the effects of DNA translocation.

Fig. 6 Solid-state nanopores
fabricated with two-dimensional
nanomembranes: a a graphene
nanopore [72]; b a BN nanopore
[75]; c a MoS2 nanopore [76]

932 J. Shi et al.



Ivanov et al. [81] developed the first device for nanopore-
based tunneling current measurements. Two platinum elec-
trodes were integrated near a SiNx nanopore by electron beam
deposition (Fig. 7a). The ionic current and transverse tunnel-
ing current were simultaneously measured during the translo-
cation of λ-DNA. More recently, heat-induced diffusion [82]
and electron beam lithography [83] have also been used to
fabricate metallic nanogaps within solid-state nanopores, and
transverse tunneling current signals were recorded during
DNA translocation. The first sequencing attempt using trans-
verse current signal was reported by Tsutsui et al. [84]. The
signals of different nucleotides were experimentally detected
and identified (Fig. 7b). Furthermore, functionalized groups
linked to the electrodes were shown to interact with passing
nucleotides, which resulted in increased tunneling current sig-
nals [85–87].

The second type of transverse current measurements de-
pends on the conductivity signals of a semiconductor near a
nanopore. According to the model developed by Xie et al.
[88], direct gating effects of the semiconductor by the negative
charges on the translocating DNA can be ignored. On the

other hand, DNA translocation changes the electric field near
the nanopore, which then changes the effective gate voltage
and conductance of the semiconductor. The gate voltage
change can be written as:

ΔV ¼ 2VA 4l þ dð ÞðCcis=Ctrans−1
�

πln Ccis=Ctrans

�
2l þ dð Þ d2 Ccis=Ctrans−1

�þ 4 2l þ dð Þr� ���
ð4Þ

where V is the applied voltage; A is area of DNA cross
section; l, d are the thickness and diameter of the
nanopore, respectively; Ccis and Ctrans are ionic concen-
tration of cis and trans side of nanopore, respectively; r
is the distance of the semiconductor to the nanopore
opening.

Xie et al. [88] combined silicon nanowire FETs with solid-
state nanopores (Fig. 8a). The strong correlation of ionic cur-
rent spikes of the nanopore and transverse current spikes of the
FET has been successfully demonstrated experimentally.
Graphene nanoribbons were also a promising candidate in
FET sensors to record transverse current during DNA

Fig. 7 DNA analysis based on transverse current measurements. a (i)
Schematics of solid-state nanopores embeddedwith two Pt electrodes; (ii)
simultaneously recording of the ionic and transverse current spikes during

DNA translocations [81]; b Schematics of single nucleotide detection by
two gold electrodes in a nanopore (i) and the differentiation of different
nucleotides with transverse tunneling current recorded (ii) [84]
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translocation [89] (Fig. 8b). However, the signal-to-noise ratio
of graphene electrodes still needs to be improved for single
nucleotide resolution. To reduce the noise of semicon-
ducting graphene, Saha et al. [90] proposed the applica-
tion of metallic graphene nanoribbons (GNRs) near a
nanopore. When DNA translocates through a nanopore,
the energy level of charge carriers in a metallic GNR
varies, which can result in conductance change of the
nanoribbon. The noise level can be dramatically reduced
due to the indirect interference between the metallic
GNR and the translocating DNA. Min et al. [91] pro-
posed a device schematic in which a trench is fabricated
on the bulk SiNx as a nanochannel, and a graphene
nanoribbon is placed on the channel as a sensing probe.
When a DNA strand is electrophoretically driven
through the nanochannel, the π-π stacking between nu-
cleotides of the DNA and GNRs can lead to conduc-
tance changes of GNR. The key advantage of transverse
currents is that the transverse electrodes or transistors
are highly localized near the nanopore, which thus fa-
cilitates the integration of high-density nanopore arrays.
However, nanopore technology based on transverse cur-
rent measurement is still in its infancy.

The control of translocation speeds through solid-state
nanopores

DNA translocation processes through nanopores in early re-
ports were fast and lack of control. Molecular dynamics sim-
ulation [59, 92] has shown that the translocation events de-
pend upon the ion concentration, applied voltage, and
nanopore geometry. The effects by the applied voltage have
been noted since the earliest time of the nanopore analysis [23,
93]. The dependence of translocation on nanopore geometry
has also been investigated in details [8]. To control the trans-
location of DNA, ion concentration gradients have been ap-
plied to increase the DNA capture rates by accumulating pos-
itive charges near the nanopore entrance [10]. It was shown
that ion concentration gradients also leaded to cationic electro-
osmotic flow, which reduced the DNA translocation speeds
[9]. The substitution of K+ with Li+ [94] orMg2+ [95] was also
investigated to reduce the DNA translocation speeds. The
translocation speed reduction was due to an increased cation
adsorption on the DNA backbone by Li+ or Mg2+, which
decreased the effective charges on the DNA molecule.

By lowering the temperature to 2 °C, it was found that
DNA translocation speeds can be dramatically reduced [93].

Fig. 8 Nanopore-FET based DNA analysis. a Nanopore-nanowire FETs
for DNA analysis. Schematics of a nanopore-nanowire FET (left) and the
simultaneously recording of ionic current and semiconductor current

during DNA translocations [88]; b A graphene nanoribbon based
nanopore-FET device for the recording of DNA translocations [89]
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However, we note that the effects of temperature on DNA
translocation are complicated. For example, local heating
was shown to cause DNA stretching near a nanopore, which
results in reduced conformational fluctuation and current
noise [96]. By applying a pressure gradient through a
nanopore, both the reduction of translocation speed and the
translocation of charge-neutral molecules have been demon-
strated [11]. And a comprehensive analysis of the pressure
gradient effects on molecule translocation was also reported
[12]. Chemical modification of solid-state nanopores has also
been widely applied for both translocation control and noise
reduction [17, 18].

A promising way to overcome the ultrafast DNA translo-
cation is based on the optical detection of converted DNA
strands. Each of the four nucleotides on the target DNA was
converted to a predefined sequence of oligonucleotides, and
then the converted DNA was hybridized with fluorophore-
labeled molecular beacons. As the converted DNA translo-
cates through a solid-state nanopore, the molecular beacons
were stripped sequentially from the DNA strand, which result-
ed in specific bursts in fluorescence signals. In this way, each
nucleotide on the target DNAwas elongated to an oligonucle-
otide of 100 nt in the converted DNA, which results in longer
translocation time for each nucleotide on the target DNA and
improves their differentiation [97]. In addition, a waveguide
has also been introduced to increase the fluorescence signal-
to-noise-ratio of this technique [98].

Optical tweezers were also used to control the translocation
of molecules through nanopores. Keyser et al. [13] applied
optical tweezers to control the translocation of DNA through
SiNx nanopores in 2006. A polystyrene bead was linked to a
DNAmolecule via streptavidin-biotin interaction. An infrared
laser was used to preciously control the position of the bead.
The tension force on the bead can be calculated based on
Hooke’s law: F=−ktrapΔZ, where ΔZ is the linear defor-
mation of the polystyrene bead. To trap the translocating
DNA inside the nanopore, the tension force was tuned
to balance the electric force on the DNA. Therefore, the
tension by the bead can be used to both reduce the
speed of DNA translocation and even pull the DNA
molecule out of a nanopore [14]. In recent years, optical
tweezers have become a routine tool for controlling the
translocation process through nanopores [68].

Magnetic tweezers provide another way to control the
translocating DNA by tension force. A magnetic bead was
linked to a DNAmolecule through streptavidin-biotin interac-
tion. Then a magnetic field was applied to control the mag-
netic bead and thus the position of the DNA molecule.
Reduced translocation speeds and even reverse electrophore-
sis have been observed experimentally [15]. In addition, Hyun
et al. reported the control of molecule translocation by using
the tip of a scanning-probe microscope [99] or a probe tip
linked to a tuning fork [100].

Hybrid biological/solid-state nanopores

Biological nanopores possess atomically precise structures
that can be genetically engineered to achieve single-
nucleotide discrimination, while they are traditionally limited
by the fragile nature of the supporting lipid substrate and the
difficulty to achieve high-density nanopore arrays. On the
other hand, solid-state nanopores offer the advantages of du-
rability and are suitable for large-scale integration into high-
density arrays, but they cannot yet differentiate the small dif-
ference among the four nucleotides due to their large pore
sizes. To overcome these limitations in biological and solid-
state nanopore technologies, a hybrid biological/solid-state
nanopore architecture that combines the merits of biological
and solid-state nanopores was developed by Hall et al. [101].
A long dsDNA tail was chemically tethered to a genetically
engineered α-HL. When a voltage is applied between the two
chambers, the electrophoretic force acts on the negatively
charged DNA, and the α-HL was inserted into a SiNx

nanopore. Translocation events of poly(dA)100 strands
through the hybridized nanopore were then successfully mea-
sured by the ionic current signals, confirming the functionality
of these hybridized nanopores. However, large leakage cur-
rents have been observed in the biological/solid-state
nanopore, which was attributed to some leakage path at the
interface between the protein and the membrane or protein
deformation induced by the insertion. Nevertheless, hybrid
biological/solid-state nanopores are becoming an attractive
research direction in nanopore technology for high-
throughput sequencing.

Nanopores formed by the self-assembly of DNA origami
represent another attractive platform for single-molecule anal-
ysis [102–104]. The flexibility and versatility in the design of
DNA origami makes them ideally suited for construction of
nanopores with a broad variety of geometry and surface func-
tionality. Recently, DNA origami has been applied to form
hybrid architectures with solid-state nanopores [105, 106],
and a variety of applications in DNA analysis were demon-
strated to highlight the versatility of these DNA origami
nanopores. For example, by tuning the pore size of the DNA
origami, controlled folding of dsDNA molecules was demon-
strated during their translocation. In addition, by specifically
introducing binding sites in the DNA origami nanopores, se-
lective detection of ssDNA strands was further demonstrated
[106]. A key challenge related with current DNA origami
nanopores is their high leakage currents, which thus results
in poor signal-to-noise ratio of single-molecule analysis. The
origin of the high leakage currents may be related to the pres-
ence of conductive paths both at the interface between DNA
and membrane and through the body of the DNA origami.
Future studies are needed to reduce the leakage currents and
thus improve the signal-to-noise ratio of DNA origami
nanopores. Furthermore, the interface at biological and
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solid-state nanopores needs to be characterized as a function
of channel geometry, temperature, and electric field.

Prospects

Since the first publication of modern nanopore technology for
DNA analysis in 1996 [23], tremendous advances have been
made towards reliable DNA sequencing with nanopores.
However, numerous research efforts are still needed for the
practical applications of nanopore-based technologies. For ex-
ample, noise reduction and parallel sequencing are among the
key challenges for accurate, cheap, and high-throughput
nanopore based sequencing. Noise reduction is still not satis-
factory in nanopore analysis, which can result in high error
rates. Both low and high frequency noise of nanopore conduc-
tance have been investigated by many studies. Low frequency
noise was found to be in the form of flicker noise, which can
be described with Hooge’s formula [107, 108]. Former studies
have shown that the low frequency noise of nanopores can be
decreased by reducing local fluctuations, such as geometrical
inhomogeneity of nanopores and turbulence or bubbles in the
solution [107, 109]. High frequency noise is mostly related to
the capacitance of the substrates [109]. It has been shown that
the high frequency noise can be decreased by reducing the
permeability of the substrates [73]. Another significant chal-
lenge in nanopore technologies lies in the need for parallel
sequencing. To reduce the cost and increase the throughput
of nanopores, it is necessary to simultaneously monitor a large
number of nanopores. The main challenges to achieve parallel
sequencing are due to both the difficulty of fabricating biolog-
ical nanopore arrays and also the cross talking between
nanopores during current measurements. The arrays of solid-
state nanopores are straightforward to fabricate with modern
microfabrication techniques [55, 110], although their resolu-
tion has not been high enough for direct DNA sequencing. On
the other hand, biological nanopores are difficult to be
multiplexed and individually addressed. An inorganic tem-
plate is needed for the fabrication of a biological nanopore
array [111, 112]. For both biological and solid-state nanopore
arrays, multi-channel, high-speed recording of ionic current
has not been demonstrated yet.

In 2012, Oxford Nanopore Technologies claimed the in-
vention of the first two commercial sequencers, MinION and
GridION, based on nanopore technology [113]. The first se-
quencing results by MinION were presented at the Advances
in Genome Biology and Technology meeting in 2014. DNA
fragments up to 10 kilobases long have been sequenced by the
device, which highlights an exciting advance for practical ap-
plications of nanopore-based sequencing [114]. Integrated
systems have also been paving the way to the commercializa-
tion of nanopore analysis [115, 116]. Nevertheless, numerous
challenges in nanopore technologies are still to be resolved

towards low error rates, rapid and highly parallel recording,
and long read length up to 100 kilobases. Thus, we expect that
nanopore technologies will continue to be an active and en-
gaging research area that incorporates new ideas and innova-
tive approaches from a wide range of science and engineering
disciplines.
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