Multimedia Systems (2016) 22:641-655
DOI 10.1007/s00530-015-0475-4

@ CrossMark

REGULAR PAPER

Asymmetric self-recovery oriented stereo image watermarking
method for three dimensional video system

Ting Luo'? - Gangyi Jiang' - Mei Yu'” - Haiyong Xu'*

Received: 4 November 2014 / Accepted: 20 July 2015 / Published online: 25 August 2015

© Springer-Verlag Berlin Heidelberg 2015

Abstract To authenticate integrity of the stereo image
for three dimensional video systems, a new asymmetric
self-recovery oriented stereo image watermarking method
is proposed by considering inter-correlations between the
left and right views of the stereo image. An asymmetric
self-recovery mechanism is presented to conduct alloca-
tion of watermarking capacity for asymmetrically embed-
ding recovery references of each view. The presented
mechanism is also used to recover tampered left and right
views asymmetrically to obtain high quality of the stereo
image with the help of disparity when the tampered regions
of the stereo image are authenticated. For security, a cha-
otic function is employed to generate authentication bits
to detect tamper. The high-frequency energy of discrete
wavelet transform is utilized to divide blocks of each view
into smooth and complex types, so that the recovery refer-
ence with alterable bits is computed. Moreover, to obtain
a trade-off between transparency and watermarking capac-
ity, human visual characteristics are taken into account and
then a just-noticeable difference model is exploited to clas-
sify the blocks into sensitive and insensitive types, which
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defines two or three least significant bits of pixels are allo-
cated for embedding watermark. Experimental results dem-
onstrate that the proposed method can reconstruct tamper
efficiently and outperform other stereo image watermark-
ing methods, especially for extensive tamper.

Keywords Three dimensional video system - Stereo
image watermarking - Just-noticeable difference -
Asymmetric self-recovery - Disparity

1 Introduction

Three dimensional video (3DV) has been attracting more
and more attention recently, since it is able to provide a
visual experience with depth perception for new multimedia
applications, such as three dimensional TeleVision (3DTV)
and Free-viewpoint TeleVision (FTV) [1, 2]. The stereo
image, as a main representation of the 3D image in 3DV sys-
tem, can be easily modified and tampered by using a variety
of sophisticated image processing tools during the transmis-
sion [3], and thus precision and integrity of the stereo image
are greatly threatened. To solve this problem, the authentica-
tion watermarking techniques were developed by embedding
watermark information into the stereo image [4, 5].

In the previous studies, the focus of authentication
watermarking methods was mainly placed on whether an
image has been modified or not [6, 7]. However, it was
desirable that tampered regions can not be only located
but also recovered. Watermarking methods with both tam-
per location and self-recovery could be classified into two
types. In the first type, tampered regions can be restored
completely [8]. In Zhang’s method [8], difference expan-
sion was used to embed the recovery reference, and it can
be used to reconstruct tamper without any error. However,
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it cannot work when tampered regions are not small
enough. In the second type, recovered images are tried to
be approximate to the originals as long as the image deg-
radation cannot be perceived by human vision [9-13]. Qin
et al. [9] concatenated all recovery references and embed-
ded them into the image, in which type indicators for the
number of recovery reference bits are utilized to discrimi-
nate one reference from the others. However, if one of
type indicators is modified, each recovery reference may
not be extracted correctly, and it results in serious dam-
age of recovery. To avoid the usage of the type indicator, in
[10], recovery reference of each block was embedded into
its unique mapping block, so that tampered blocks can be
reconstructed via extracting corresponding recovery refer-
ence from their un-modified mapping blocks. Moreover,
in order to increase chances of recovering tampered block,
two copies of each recovery reference were embedded into
two different mapping blocks, respectively [11-13]. Above
authentication watermarking methods were all designed for
the monocular image, and if they are directly extended to
the left and right views of stereo image, watermarking per-
formance will not be improved because of missing charac-
teristics of stereo image.

Stereo image is captured by two cameras from the same
scene, and presents two offset views with disparity map
[14]. Thus, the disparity map can be used to reconstruct
one view of the stereo image from the other view. Some
disparity based stereo image watermarking methods were
proposed to protect copyright of stereo images [15, 16]. Yu
et al. employed the inter-relationship and intra-relationship
modulation to embedding watermark information into
stereo image for obtaining robustness [17]. Ou and Chen
recorded unmatched blocks as the robust feature to protect
copyright [18]. However, up to now, only a few authentica-
tion stereo image watermarking methods have been stud-
ied. Wang et al. employed singular value decomposition
(SVD) and discrete wavelet transform (DWT) to authen-
ticate the stereo image, but the method had no capability
of recovery [19]. Yu et al. classified blocks into matchable
and non-matchable types, and alterable bits were allocated
for different types of blocks, so that it performed well on
small tampered regions [20]. But, when the size of tam-
pered regions is increased, the recovery quality of the ste-
reo image will be degraded.

In this paper, considering inter-correlations between the
left and right views of the stereo image, an asymmetric
self-recovery oriented stereo image watermarking method
is proposed for 3DV system. The asymmetric self-recov-
ery mechanism is defined to embed recovery references
of the left and right views asymmetrically. Based on the
presented mechanism, two views of the tampered stereo
image are asymmetrically restored to obtain high quality
of the recovered stereo image with the help of disparity.
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Moreover, smoothness of the block is calculated by using
high frequency energy of the DWT decomposed block,
and it is exploited to compute alterable bits of recovery
reference. To obtain a trade-off between transparency
and capacity of watermarking, the just-noticeable differ-
ence (JND) model [21] is utilized to define three or two
LSBs of pixels to be allocated for embedding watermark.
In the processes of detecting tamper, the inter-correla-
tions between tampered regions of two views are used
to improve the performance of tamper detection scheme.
Experimental results show that the proposed method iden-
tifies tamper accurately, and its recovery performance is
superior to the other methods, such as Lin’s [10], Tong’s
[11], Huo’s [13] and Yu’s [20].

The remainder of paper is organized as follows. The
proposed asymmetric self-recovery oriented stereo image
watermarking method is presented in Sect. 2. Section 3
gives experimental results to demonstrate effectiveness of
the proposed method. Section 4 concludes this paper.

2 Proposed asymmetric self-recovery oriented
stereo image watermarking method

To authenticate integrity of the stereo image for 3DV sys-
tem, a novel asymmetric self-recovery oriented stereo
image watermarking method is proposed with a new asym-
metric self-recovery mechanism. The presented asym-
metric self-recovery mechanism consists of asymmetric
embedding for recovery reference of two views and asym-
metric tamper self-recovery, and they are used to allocate
watermarking capacity and conduct procedures of tamper
self-recovery, respectively. In the following sub-sections,
the proposed algorithms of watermark embedding, tamper
detection and self-recovery are depicted in detail.

2.1 Watermark generation and embedding

Let {Ij’h} and {Iﬁb} be the left and right views of a ste-
reo image, with the size of N; x N,, respectively, where
1 <a < N;and 1 < b < N,. Suppose the left view is
regarded as the reference view, a pixel-wise disparity map
{d(a, D)} is calculated with the disparity estimation algo-
rithm in [22], where if [ aL » 18 not matched with any pixel in
the right view, the value of d(a, b) is set to 255. Although
d(a, b) is computed for the left view, pixels in the right
view can also find matched pixels in the left view by using
d(a, b). Main procedures of the proposed watermark gen-
eration and embedding algorithm as illustrated in Fig. 1 are
depicted as follows.

Step 1 The left and right views are divided into non-
overlapping blocks with the size of 4 x 4, and the blocks
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Fig. 1 Block diagram of watermark embedding

R

of the left and right views are denoted as BZ-L/. and B,

respectively, where 1 <i < N;/4and 1 <j < N,/4.

Step 2 The pixel-wise disparity map is divided into non-
overlapping blocks with the size of 4 x 4, and is trans-
formed to a block-wise disparity map. The block-wise
disparity D;; is computed that if pixel-wise disparities in
the same block are all equal, D, J is d(a, b), otherwise, it
is set to 255.

Step 3 JND value is computed for each block to deter-
mine the block type Z, , that is, sensitive or insensitive.
Compared with the sensitive block, large modifica-
tion of the insensitive block can not be discovered by
human vision. Thus, two and three LSBs of sensitive
and insensitive blocks are supplied for embedding
watermark, respectively. It is concretely described in
Sect. 2.1.1.

Step 4 Since DWT coefficients with high frequency ener-
gies represent detail information of blocks, they are used
to classify blocks into smooth and unsmooth. Recovery
reference R;; are computed based on block’s smooth-
ness. It will be depicted specifically in Sect. 2.1.2.

Step 5 Authentication bits A;; are computed and
described in Sect. 2.1.3.

Step 6 Watermarking capacity is allocated for asymmet-
ric embedding, and D, ;, Z;;, R;; and A;; are embedded
into the left and right views of the original stereo image
to obtain its watermarked stereo image. In detail, they
are depicted in Sects. 2.1.4 and 2.1.5, respectively.

2.1.1 Block type classification

To obtain a trade-off between watermarking’s transparency
and capacity, blocks of the left and right views are clas-
sified into sensitive or insensitive ones according to JND
value which is related to background luminance masking
and texture masking. Background luminance masking is
taken into account that luminance contrast is more sensitive

than absolute luminance, and texture masking is built
on that textured regions can hide more information than
smooth or edge regions [21]. Let JNDZb denote the JND
value of the pixel p at the position (a, b) and then it is com-
puted by using Eq. (1) [21].

IND, , = U + Uy — vi; x min(Uy, Uy) (1
where U, and U, are visibility thresholds of background
luminance masking and texture masking, respectively, and
they are specifically defined in [21]. v}, is the parameter
accounting for the overlapping effect in masking between
0 and 1. Since JND value of each pixel is computed for
detecting tamper, in the process of computing texture
masking, the threshold for image edge detection with Sobel
operator is a secret key LetJ NDf]- denote the JND value of
each block, and it is computed as follows

ix4 Jjx4

1
= > %

a=(i—1)x4+1 b=(j—1) x4+1

IND,, @)

Then, let Z; ; denote block type, and it is calculated by

1,
ZiJ:{O

where 1 and O indicates that the block is sensitive and
insensitive, respectively. When three LSBs of a pixel are
substituted, the largest difference between the original pixel
and the modified pixel is 7. Thus, T is set to 7 for control-
ling LSB substitution without exceeding JND values. As
illustrated in Fig. 1, the pixels of the sensitive block only
offer two LSBs for embedding watermark, while the pixels
of the insensitive block offer three LSBs [23].

IND}; < T
otherwise

3

2.1.2 Recovery reference generation

Alterable bits are adopted to represent recovery reference

R;; so as to recover the corresponding block when the
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block is tampered. Since difference among all pixels of a
smooth block is small, fewer recovery reference bits are
enough for smooth blocks compared with the unsmooth
ones. Smoothness of a block at position (i, j) of the left
or right view is judged by computing its high frequency
energy in DWT domain [24]. Firstly, the left or right view
is transformed with one level DWT, and the three high fre-
quency subbands HL, LH, and HH are further divided into
blocks with the size of 2 x 2. Let HZ-ZJ-(x,y) denote DWT
coefficient at the position (x, y) of 2 x 2 block of the z-th
subband corresponding to the block at the position (i, j) of
the left or right view, where z = 1, 2 and 3 representing
the HL, LH and HH, respectively, and 1 < x, y < 2. High
frequency energy E;; of 4 x 4 block at (i, j) is computed
by using Eq. (4).

2 2 5 22 )
Ey =3 (Hyeen) + D03 (Hheey)
2 /2 )
+200 (Hieen) )

Then, smoothness Si‘i of the (i, j)-th block in the left or
right view is computed as

ifEj <y X Euye 5
otherwise ®)

where 1 or O denotes that the corresponding block is
smooth or unsmooth, and E,, is average high frequency

8
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20 bits may be too many to be allocated in this case.
Thus, it is decreased to 15 bits for representing
R;;, which is formed by 5 MSBs of avg,, avg, and
avgs, where avgs = (avg; + avg;)/2. Watermark-
ing capacity allocation will be mainly discussed in
Sect. 2.1.4.

2. For smooth blocks, 10 or 5 bits are used as RiJ- .
avge = (avg, + avgy)/2, and 5 MSBs of avgs and 5
MSBs of avgg are used as R; ; with 10 bits. Or, 5 MSBs
of avg are used as R, ;, where avg = (avgs + avge)/2 for
limited watermarking capacity.

2.1.3 Authentication bits generation

A block serial number m is assigned to each block of the
left or right view, and m = (j—1) x (,/4) + i. To improve
security of watermarking, a chaotic function [25] is used to
guide authentication bits generation, and expressed by

{p(m):l—ozxq(m—l)2

q(m) = cos (B x arccos (p(m — 1))) (6)

where o and B are two control parameters and set to 2
and 6, respectively [25], in order that p(m), g(m) € [—1,
1] are chaotic. p(0) and ¢(0) are initially set to the values
between —1 and 1. Since DWT high frequencies repre-
sent detail information of the image, they are easy to be
modified. Three authentication bits A, ; of each block are
computed by using three coefficients of HL, LH and HH,
respectively.

H 1)J)) mod2 p(m) > 0& g(m) > 0

mod 2 p(m) > 0&qg(m) <0

mod 2 p(m) < 0&g(m) <0

)
H 2)J)) mod 2 p(m) < 0& g(m) > 0 (7
)

energy of all blocks in left and right views, and y € [0,1].
Recovery references with alterable bits are computed for
smooth and unsmooth blocks. The blocks with the size of
4 x 4 are further divided into four sub-blocks with the size
of 2 x 2, and average intensity of each sub-block from left
to right and top to bottom is calculated and denoted as avg;,
avg,, avgs and avg,, respectively.

1. For unsmooth blocks, 20 or 15 bits are used as RiJ‘
Since 5 most significant bits (MSB) can be mainly
used to represent a pixel, thus 5 MSBs of avg,, avg,,
avgy and avg,, that is, total 20 bits are used as R, ;.
However, due to the limited watermarking capacity,
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where & denotes the logical AND operator, mod returns the
remainder of division, and g(-) is defined by Eq. (8).

aw={é

2.1.4 Watermarking capacity allocation for asymmetrically
embedding watermark

t>0
t<0 ®)

Watermarking capacity allocation is realized by using an
asymmetric self-recovery mechanism that two or more cop-
ies of recovery reference in one view are embedded into dif-
ferent mapping blocks, and two or less copies of reference
in the other view. Suppose that copies of recovery reference
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Fig. 2 TIllustration of mapping

relationships

4

=50

% B‘(Z)
il
BL(52) % BRST)
~— u]]]:[l BR(35)

Left view Right view
Table 1 G;; corresponding to H;;
L
Z;=1 V;=1 G;; 00 01 10 11
i DRy D,R, D, R, D,R,R,
(5,20 (5,10, 10)
V,;,=0 G;; 00 01 10 11
H;; Ry, R; R, Ry R;, R, R, Ry, Ry
(20, 5) (10, 10, 5)
Z;=0 V;=1 G; 000 001 010 011 100 101 110 111
H;; D,R.,R, D.,RyR D,R,R Ry D,R,R;R, D,RyR,R; D,Ry,Ry,R, D,RyR,R, D,RyRy,R,
(5,20, 15) (5,20, 10, 15)
V,;=0 G;; 000 001 010 011 100 101 - -
H; R,R, R,, Ry R, Ry R, Ry, Ry R;, R, R, R, R, Ry - -
(20, 20 (20, 10, 10) - -
R
Z;=1 G,;; 000 001 010 011 100 101 110 -
H;; R, R, R, R4 R;, R R;, R, R.R, R, R, R, Ry, Ry -
(20, 15) (20, 10, 5) -

of the left view are to be embedded more, and more embed-
ding positions are prepared for recovery reference of the left
view compared with the right view. Specifically, four and
two embedding positions are provided by each block of the
left and right views, respectively. Mapping relationships are
designed to define embedding positions of recovery refer-
ence, and six one-to-one mapping sequences are generated
to represent the mapping relationships. Firstly, let e(m) rep-
resent an embedding position for recovery reference of the
m-th block and it can be created by

em)=(kxmymodL+1, m=1,2,...,L )

where k is a prime number between 1 and L—1, and
L = (N, x N,)/16. Thus, if k is set to k;, k,, k3 or k, (prime
numbers), four sequences are generated in the same way
and denoted as {e,(m)}, {ey(m)}, {e;(m)} and {e,(m)},
respectively.

Secondly, other two sequences, denoted as {es(m)} and
{ec(m)}, are computed by

e(m) = {m+L/2, ifm<L/2

otherwise (10)

m—1L/2,

Let BX(m) and BR(m) denote the m-th block with the size of
4 x 4 in the left and right views, respectively. Using {e,(m)},
{exm)}, {exm)}, (esm)), {estm)} and {eg(m)}, mapping
relationships for blocks of the two views are defined as fol-
lows. B(e,(m)), BX(es(m)), BX(e,(m)) and BR(e;(m)) are four
mapping blocks of B (m), and B (e,(m)) and B(ey(m)) are
two mapping blocks of BR(m). In other words, each block
is the mapping block of two blocks in the left view and one
block in the right view, and those three blocks are labeled as
B, B,, and B;, respectively. For example, suppose L = 100,
k=17, ky = 17, ky = 53 and k, = 73, B~(15), B~(52), BX(7)
and BR(35) are mapping blocks of BX(2) as illustrated in Fig. 2.
Figure 2 also shows that block BX(52) is the mapping block of
the blocks B%(93), B(2) and BX(87) (denoted as B,, B,, and
B;, respectively).

Due to limited watermarking capacity of each block,
not all recovery reference of each block can be embed-
ded into its mapping blocks and recovery references of
the blocks B, B,, and B; will be chosen to be embedded.
Thus, watermarking capacity should be allocated prop-
erly for embedding enough recovery references. Besides
recovery references, watermarking capacity of each block
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is also allocated for block type Z, ;, authentication bits A, ;
and disparity bits D, ;. Let CiLJ and CI-RJ- denote watermark
bits of the blocks BI-LJ- and B{fj, respectively. Since dispar-
ity can be used to recover both of views, one copy of the
disparity is embedded for saving watermarking capacity.
In the proposed method, disparity is only embedded into
blocks of the left view, and thus CiLJ is represented as

C,-LJ = Z;jllAijlIVijl|Gijl|Hi (11)
where ‘II” denotes concatenation operation, V;; denotes
whether the block B, has its matched block in the right
view or not, and its corresponding value is 1 or 0. G;;
denotes the block type of recovery reference embedding,
and H,; is specific recovery reference embedding cor-
responding to G, ; as shown on the row L of Table 1. In
Table 1, D represents a disparity value of the block B,
and it is supposed to range from O to 31 represented by
5 bits. Ry, R,, or Ry is a recovery reference of the block
B,, B,, or B;, and digits in the parenthesis are the num-
ber of bits of them. For instance, if Z;; = 1, V;; = 1 and
G;; = 00, 32 bits of BiLJ are allocated for embedding
watermark, R, and R; are not embedded, and H,; repre-
sents D and R, with 5 and 20 bits, respectively.

1. Watermark embedding of unsmooth blocks is superior
to that of smooth blocks, and watermark embedding
of the left view’s blocks is superior to that of the right
view’s blocks.

2. Recovery reference of the unsmooth block in the right
view must be embedded at least once.

3. 15 or 20 bits are allocated for the unsmooth block, and 5
or 10 bits are for the smooth block on the contrary. But
5 or 10 bits may represent the recovery reference of the
unsmooth block if watermarking capacity is not enough.
On the contrary, if there is enough capacity, more than
10 bits can be used to represent the smooth block.

Based on the rules, when recovery reference of the same
block is embedded into different mapping blocks, the num-
ber of embedding bits may be different. Specifically com-
puting G, ;, firstly for BiLJ if Z,; = 1, G;; is computed by
using sub-algorithm 1. Following the example of Fig. 2,
suppose (j—1) x (N,/4) + i = 52, D = 10100 for block
B(93), R, = 10100 11010 10101 10010 for unsmooth
block BX(2) and A; ; = 101. Therefore, V;; is 1 because of
the valid disparity value for BX(93), G,; is 01 by using the
sub-algortihm 1, and finally CiI:]- = 110110110100 10100
11010 10101 10010 by using Eq. (10).

sub-algorithm 1:

1: If block B, is unsmooth

2: G;~01 2:
3: else if block B is unsmooth 3:else
4. G;;=00 4:

5: else if block Bs is unsmooth
6:  Gi~10

7: else

8 Gl

sub-algorithm 2:
1: If block B, and block B, are unsmooth
G, ~funcE(B,, B>)

Gij~funcE(B\,B>,B3)

For CR

. . . . R .
i disparity bits are not included, C; 18 formed by

CR = ZijllAijl|Gijl | Hij (12)

where G;; and H;; are shown on the row R of Table 1 for
Z;=117,;=0,G,; and H;; are the same as the row L
forZ,;=0and V;; = 0.

With regard to computing G, ;, taking account of the pro-
posed asymmetric self-recovery mechanism, the rules are
listed as follows.

If Z;; = 0 and V;; = 1, the sub-algorithm 2 is used to
compute G;;, where funcE() returns the value of G;;
according to comparison of high frequency energies of dif-
ferent blocks. The greater high frequency energy gets more
number of bits for their copies of recovery reference. For
instance, if high frequency energy of the block B, is greater
than that of the block B,, funcE(B,, B,) returns 000, and
H;; consists of D, R, and R, with 5, 20 and 15 bits, respec-
tively. Moreover, if Z;; = 0 and V;; = 0, G, is calculated by
using the sub-algorithm 3.

sub-algorithm 3:

1: If block B, and block B, are unsmooth
2:  G;~=000
3: else if block B; and block B; are unsmooth

4 G010

5: else if block B, and block Bs are unsmooth
6:  G;~=001
7: else

8  Gi~funcE(B,, B>, B3)
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Secondly, for Bl 5 if Z;; = 0, G;; is computed similarly
as the sub-algorithm 3. Only, the exceptlon is that if the
block B; is unsmooth and its reference is not embedded,
G,;;=010o0r G;; =001 is superior to G;; = 000. If Z; ; = 1,
G, is defined by using the sub- algorrthm 4.

Step a-3 Mapping relationships for embedding positions
of block recovery references are built by using Eqgs. (9)
and (10).

Step a-4 Cfl. or Cf/- is computed for each block by
Eq. (11) or Eq. (12), where G, ; is computed by using the

if block B, is unsmooth
G;;=000
else if block B, is unsmooth

G,,~001

G,~110

sub-algorithm 4:

1: If block Bs is unsmooth 14: If block B; is smooth
2 If reference of block Bj; is not embedded yet 13:

3: If block B, has lower high frequency energy 14:

4 G;~=010 15:

5 else 16:

6: G;~011 17:  else
7 if reference of block B; is embedded 18:

8: if block B; is unsmooth

9: G;~=100

10: else if block B, is unsmooth

11: G;=101

12: else

13: G;~=010

2.1.5 Watermark embedding

Procedures of embedding watermark are described with the
following four main steps.

Step a-1 The left and right views of stereo image are
divided into non-overlapping blocks with the size of
4 x 4. High frequency energy of each block E; ; is com-
puted, and the corresponding S, ; is set to 1 or 0 by using
Eq. (5). avg,, avg,, avgs, avg,, avgs, avg, or avg of each
block is computed for R; ;.

Step a-2 Authentication bits A;; are calculated by using
Eq. (7), and D, ; is computed as Well The third LSB of each
pixel of the left and right views are preserved, and three
LSBs of each pixel are set to 0. Each block’s JND value
and Z;; are computed by Eqs. (2) and (3), respectively. The
preserved third LSBs are put back to the original positions.

sub-algorithm 1, 2, 3, or 4. CL or CR replaces two or
three LSBs of pixels in BL or BR Repeat this step until
all CL or CR of each block is embedded and the water-
marked stereo image is obtained.

2.2 Tamper detection

At the receiving side, received stereo image is identified
whether it is tampered or not. The left and right views of
stereo image have content correlations, and thus they are
often symmetrically tampered, otherwise, tamper is per-
ceived visually. Besides authentication bits extraction, simi-
larity between tampered regions of the left and right views
is used to detect tamper. Let FL = and FR = {F l’f/}
denote tamper masking of the left and right views’ blocks,
respectively. Main steps of tamper detection are described as
follows.

"""" Step c-1 '""'"r""’" Step ¢-2 """"r""'" Step ¢-3 r Step c-4 | Step ¢-5 ~
Received Two Views are Two views are One view is The other N Ot, er
. Tamper asymmetrically partly s view is
stereo image . > —»{ completely [ view is partly | —»
detection recovered recovered completely
f recovered recovered
(Block) (Pixel) recovered
A R L f
Y v T, | | T
Watermark - -
extraction Disparity
D update

Fig. 3 Block diagram of asymmetric tamper self-recovery
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Fig. 4 Original left views of SRy
stereo images. a Bowling; b e

Akko; ¢ Laptop; d Alt Moabit; e
Laundry; f Puppy

(d
Table 2’. PSNR and PSPNRs Bowling Akko Laptop Alt Moabit Laundry Puppy
comparison of watermarked
stereo image[.dB] (PSNR, Tong’s
PSPNR)

Left (40.77, 68.82) (40.73, 67.30)

Right (40.76, 68.58) (40.74, 67.85)
Proposed

Left (43.95,73.79) (42.32,69.57)

Right (43.79,73.89) (42.21,70.56)

(40.74,72.98) (40.70,72.48) (40.72,67.58) (40.71, 69.64)
(40.72,73.16)  (40.71,72.36) (40.74,67.50) (40.74,70.15)

(39.94,73.36) (40.28,73.23) (41.46,68.79) (40.51,74.64)
(40.23,73.58) (40.41,73.33) (41.58,68.43) (40.49, 73.69)

Step b-1 The received stereo image is divided into
non-overlapping blocks with the size of 4 x 4. Sensi-
tive or insensitive type Zlf j 1s directly extracted from
each block, and three authentication bits, denoted as

Al Jj» are extracted as the reverse of embedding water-

where ‘I’ is the binary ‘OR’ operation. F" replaces
both of F&" and F®", and consequently, F~ and F¥ are
updated. Tampered blocks are detected with F* and

F® finally.

mark. Moreover, recovery reference R is extracted as 2.3 Asymmetric tamper self-recovery

well for tamper recovery, which will be described in

Sect. 2.3. If FL or FR is 1, BL or BR is tampered and the asym-
Step b-2 Three LSBs of pixels in left and right views are metrlc tamper self- recovery scheme is used to reconstruct
set to 0. A are computed by using Eq. (7), and are com-  tampered blocks. Five asymmetric self-recovery steps are

pared w1th A - If any pair is not equal, F; L or Fi Rissetto  described as shown in Fig. 3.

1, otherwrse F LJ or Fj; R is set to 0. Repeat the step, until all
A ;j of each block are compared

Step b-3 Each block’s JND value and Z jare computed by
Eqgs. (2) and (3), respectively. If Z jis not equal to Z; ;, the
block is identified as tampered and F jor F R jissetto 1.
Repeat the step, until all Z ; of each block are compared
Step b-4 Morphological er051on and dilation operations
are performed to F* and F* [20].

Step b-5 Connected regions of F* and F® are extracted and
denoted as F-" and F*", respectively, where n denotes the
n-th tampered region. The n-th tampered regions of left
and right views are merged as

F' = FL,n|FR,n (13)

@ Springer

Step c-1 Recovery reference R;. j is extracted as the
reverse of watermark embedding. More than one valid
copy for one tampered block may be extracted, and the
valid recovery reference with the maximum bits is used
to recover the tamper. In this step, left view is recovered
better than the right view.

Step c- -2 Extracted disparity D 1s used to recover tam-
per. D j may not be the same as D;;. An assumptlon is
given that disparity is continues [26] and D is updated
as T;; by using Eq. (14).

T = { =1 1foJl 1J+1&D,J+17é255
ST Di_ 1o if D;_ 1= ’+1’&D’+1"#25(f4)
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Fig. 5 Tampered left view of
Akko with different tamper
ratios. a 21.57 %; b 38.52 %; ¢
57.09 %

Fig. 6 PSNR comparison of
different watermarking methods
for different size of pasting
tamper. a 21.57 %; b 38.52 %;
¢ 57.09 %

PSNR of recovered left view[.dB] PSNR of recovered left view[.dB]
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Tampered pixels in both views are recovered by using

T

such as, valid I(f, » replaces the tampered /. f_ d(ab) b

or valid / f_ d(a.b).» YePlaces the tampered / ‘f b
Step c-3 One view with better recovery is completely
reconstructed by using the inpainting method [27].
Step c-4 The other view is partly recovered by using 7; ;.

tampered right view

(V]

Step c-5 The other view is completely recovered using
the inpainting method [27]. Finally, tampered stereo
image is recovered.

In the above self-recovery steps, if two views are com-
pletely recovered before their due steps, the remaining

@ Springer
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steps will be omitted. For example, if both of views are
completely recovered in the fourth step, the final step will
not be carried out.

3 Experimental results and discussions

To verify the efficiency of the proposed method, six stereo
images with the size of 640 x 480 are used to evaluate per-
formance of the proposed method as illustrated in Fig. 4. Peak
Signal to Noise Ratio (PSNR) and Peak Signal to Percep-
tual Noise Ratio (PSPNR) [28] are used to evaluate quality
of watermarked stereo images and recovered stereo images,
where PSPNR takes into account the distortion exceeds
JND and reflects perceptual quality. Tamper Detection Ratio
(TDR) [12] is used to show capability of tamper detection.

@ Springer

tampered right view

(o)

TDR = N, /N x 100 % (15)

where N, and N are the number of valid blocks detected and
the number of tampered blocks, respectively. In the proposed
method, the parameters v;,, in Eq. (1) and y in Eq. (5) are
empirically set to 0.5 and 0.1, respectively. For comparison
of self-recovery capability, Lin’s [10], Tong’s [11] and Huo’s
[13] methods are extended to stereo image directly, that is, the
left and right views are considered as two independent views.
Moreover, they are extended further to stereo image that the
procedure of tamper recovery is modified by using disparity
T = {T;;}. T is the side information to recover tamper after
recovery using extracted recovery references. These three
revised methods are named as Lin’s + T, Tong’s + T and
Huo’s + T, respectively. Moreover, Yu’s method [20] is also
used to be compared.
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Table 3 Comparison of

. Method  Lin’s Tong’s  Huo’s Lin’s+7T  Tong’s+7 Huo's+T  Yu’s Proposed
recovery for 21.57 % of pasting
tamper using PSNR [.dB] Bowling
L 37.94  37.05 37.41 38.83 37.11 38.50 3795  38.67
R 37.11  36.35 37.83 38.24 36.49 38.33 38.03 3832
Akko
L 39.77  38.02 39.47 40.26 38.05 39.58 39.03  40.12
R 39.40  38.06 39.67 40.40 38.08 40.47 39.55  40.53
Laptop
L 3557  35.95 35.77 36.50 36.03 36.19 3590  36.73
R 36.61  36.05 36.34 36.94 36.44 36.41 3637  37.13
Laundry
L 3324 3432 32.14 34.34 34.47 32.63 34.10 3526
R 3338  34.19 33.90 34.54 34.28 34.19 3461 3521
Alt
L 29.86  30.90 30.57 30.51 30.90 31.03 3029 31.31
R 30.00 31.20 31.33 30.76 31.19 31.39 3099  31.70
puppy
L 3342 34.06 31.39 34.40 34.12 32.28 3428  34.89
R 3311 33.66 33.52 33.99 33.76 33.62 3456 3492

Fig. 8 Local recovery com-
parison for left view of Akko. a
original; b Lin’s 4 7(27.99 dB);
¢ Tong’s 4+ 7(29.36 dB); d
Huo’s + 7(28.76 dB); e Yu’s
(27.78 dB); f the proposed
(31.74 dB)

(e)

PSNR and PSPNR of watermarked stereo images are
shown in Table 2. For smooth stereo images, such as Bowl-
ing and Akko, low capability of watermark is hidden, and
therefore their PSNRs are high. On the contrary, for tex-
tured stereo images, such as Laptop, Alt Moabit, Laundry
and Puppy, more information can be embedded, and PSNR
is a little low but PSPNR is still high to show the high
visual quality. Although PSNRs of the proposed method

for Laptop, Alt Moabit and Puppy are lower than those of
Tong’s, PSPNRs of the proposed method are higher than
those of Tong’s. Compared with Tong’s, it reveals that vis-
ual quality of the proposed method is better. It is mainly
because two or three LSBs of each pixel are adaptively
allocated for embedding watermark based on the JND
model for the proposed method. But, in Tong’s method,
three LSBs of each pixel are fixed to embed watermark
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Fig. 9 Left view of Laptop is
tampered with different ratios. a
20 %; b 30 %; ¢ 40 %; d 50 %;
e 60 %; £70 %

Fig. 10 Recovered left view of
Laptop with different cropping
ratios. a 20 %; b 30 %; ¢ 40 %;
d 50 %; e 60 %; £70 %

(d)

without considering visual perception. It proves the supe-
riority of watermark embedding with the guidance of the
JND model.

3.1 Pasting tamper

In the following experiments, the left and right views are
symmetrically tampered. Figure 5 shows that the left view
of Akko is tampered at different number of locations. The
first one is pasted with a clothes basket, the second one is
modified by a tiger, and the last one is modified at six loca-
tions. Tamper ratios are expanding from 21.57 to 57.09 %.
Other five stereo images are tampered in the same way as
Akko. The proposed method nearly identifies tamper with
TDR of more than 99.93 %. Five steps of asymmetric self-
recovery are performed on the identified tampered blocks,

@ Springer

(b) (©

(e ®

and both of views for each stereo image are reconstructed
imperceptibly.

Figures 6 and 7 show PSNR and PSPNR comparisons
of different eight stereo image watermarking methods for
recovery of the tampered stereo image with different tam-
per ratios. PSNRs and PSPNRs of Lin’s + T, Tong’s + T,
Huo’s + T are almost higher than those of Lin’s, Tong’s
and Huo’s, respectively, and it shows the effectiveness of 7.
When the tamper ratio is 21.57 %, Fig. 6a shows that PSNRs
of the proposed method are almost higher than those of other
seven methods for both of views, and the specific data is
shown in Table 3. But only PSNRs of Lin’s + T are high-
est for left views of Bowling and Akko, and there are two
main reasons. Firstly, 7' improves recovery much. Secondly,
most of tampered pixels are located at smooth regions,
neighbor pixels are used to recover tamper well. Although
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PSPNRs of the proposed method is still a little lower than
those of Lin’s + T for Akko as illustrated in Fig. 7a, but,
Lin’s 4 T should transmit 7" with extra bands, while the pro-
posed method does not need to transmit it. In addition, PSP-
NRs of the proposed method are higher than those of those
of other methods for different stereo images. It proves that
the proposed method has good visual qualities of recovery.
Although correlations between left and right views are used
in Yu’s method, watermarking capacity is not allocated prop-
erly, so that PSNRs and PSPNRs of Yu’s are much lower
than those of the proposed method. Thus, taking into account
self-recovery capability and transmission load, the proposed
method is superior to other seven watermarking methods.

As tamper is extended to 38.52 % as shown in Fig. 5b,
PSNRs of the proposed method are nearly 1 dB higher than
those of other seven methods for all tested stereo images.
Especially for the left views of Laundry and Alt Moabit,
PSNRs of the proposed method are nearly 2 dB higher than
those of other seven methods. Moreover, the recovered qual-
ity of Lin’s + T is not better compared with the proposed
method. Due to extensive tamper, most of pairs of matched
pixels may not be recovered after recovery using only one
copy of embedded reference, and T is consequently declined
in the role of recovery for Lin’s 4+ T. Compared with recov-
ery of 21.57 % of tamper, recovered quality of the proposed
method is not degraded as much as that of other seven meth-
ods. When tamper is increased to 57.09 %, PSNRs of the
proposed method are 1.5 dB higher than those of other seven
methods for six stereo tampered images, and especially
2.5 dB higher for corresponding complex stereo images Lap-
top, Laundry, Alt Moabit and Puppy as illustrated in Fig. 6c.
It is because that matched pixels are better than neighbor pix-
els for recovery of complex regions. Compared with Fig. 6b,
the proposed method is much superior on extensive tamper.

From Fig. 7b, c, PSPNRs of the proposed method are
1.5 dB higher than those of other seven methods, and most
are 3 dB higher. It denotes that visual recovered quality
of the proposed method is much better. Besides PSPNR,
in order to prove subjective visual quality, local recovered
images of Lin’s + T, Tong’s 4+ T, Huo’s 4+ T, Yu’s and the
proposed watermarking methods for 38.52 % tamper of
Akko are compared as illustrated in Fig. 8. Recoveries of
Lin’s + T, Tong’s + T, Huo’s + T and Yu’s are vague, such
as “head”, “ball” and “life buoy”. Tong’s + T performs bet-
ter than other five methods, and however, recovery is not as
clear as that of the proposed method, such as “rope” around
“life buoy” in Akko. Visual quality of the proposed method
is the closest to the original image. Moreover, PSNR of local
recovery is also computed as shown in Fig. 8, and PSNR of
the proposed method is more than 2 dB higher than those
of other four methods. Above experiments prove that the
proposed method performs best on different ratios and loca-
tions of pasting tamper compared with other methods.
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3.2 Cropping tamper

Cropping is another general tamper. Laptop is cropped
from 20 to 70 % symmetrically with randomly tampering,
and Fig. 9 shows tampered left view. In the experiments,
pixels cropped are set to O, and other five stereo images
are cropped in the same ways. The proposed method can
totally detect tamper with TDR of 100 %, and the recov-
ered left views of Laptop are imperceptible as illustrated
in Fig. 10. Lin’s, Lin’s + T, Tong’s, Tong’s + T, Yu’s and
the proposed method can totally detect tamper with TDR
of 100 % as well. However, Huo’s and Huo’s + T methods
miss detecting some tampered blocks, and especially for the
tamper ratios of 70 % with TDR of nearly 80 %. Figures 11
and 12 show PSNRs and PSPNRs of different watermark-
ing methods for recoveries of tampered left views, respec-
tively, and similar recovered results are obtained for the
right views. PSNRs and PSPNRs of Huo’s and Huo’s + T
are worst because of the low TDR. PSNRs and PSPNRs of
the proposed method are mostly higher than those of other
six methods for different stereo images for different tamper
ratios, and only are a little less than those of Lin’s 4+ T for
20 % tamper of Bowling. Small ratios of tamper on smooth
regions and T help the performance of Lin’s + T. However,
Lin’s + T still has the disadvantage that T needs extra bands
to be transmitted. PSPNR of the propose method is a lit-
tle higher than those of Lin’s 4 T as illustrated in Fig. 12a
and it denotes that recovered visual quality of the proposed
method is better again. When tamper ratios are from 30
to 70 %, PSNRs of the proposed method are from around
0.1 dB to 1.5 dB higher than those of other six methods.
For instance, it is 0.1 dB and 3.46 dB higher than those of
Tong’s + T for tamper ratios of 30 and 70 %, respectively. It
proves that the proposed asymmetric self-recovery mecha-
nism works better on extensive tamper again compared with
small ratios of tamper. It is mainly because that difference
between recoveries of two views using embedded reference
is enlarged for large percents of tamper, and extracted dis-
parity T helps self-recovery efficiently. For visual quality
comparison, PSPNRs of the proposed method are higher
than those of other seven methods as illustrated in Fig. 12,
and the PSPNR increment is more obvious for large ratios
of tamper. All cropping experiments prove that the proposed
method has high capability of recovering extensive tamper.

4 Conclusions and future work

In this paper, the asymmetric self-recovery oriented stereo
image watermarking method has been proposed. Making use
of the inter-correlations between two views of stereo images,
the proposed asymmetric self-recovery mechanism conducts
not only asymmetric embedding for recovery references of
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two views, but also asymmetric tamper self-recovery. Con-
sequently, high quality of recovered stereo images can be
obtained when stereo image is tampered with different ratios
and locations. Moreover, to embed more recovery refer-
ences, alterable bits are adopted to represent smooth and
unsmooth blocks based on computing high frequency energy
of discrete wavelet transform decomposed blocks. To obtain
visual quality of the watermarked stereo image, just-noticea-
ble difference (JND) is used to guide watermark embedding
for reaching a trade-off between watermarking capacity and
transparency. Experimental results prove that the proposed
asymmetric self-recovery method outperforms other seven
stereo image watermarking methods, and its superiority is
more apparent if tamper is extensive.

The JND model only considers monocular vision prop-
erties, and however besides monocular masking the stereo
image consisting of two views have binocular vision prop-
erties. Binocular vision can be further exploited to compute
stereo masking, such as binocular combination and rivalry.
Future work will focus on stereo vision based stereo image
watermarking, where watermarking capacity will be
increased further.
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