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Abstract Content protection is considered as an important
issue in today’s world. Therefore, encryption of such con-
tents is a challenging task for researchers. They are focus-
ing on protection of valuable data such as image, video,
and audio against different attacks from eavesdroppers. In
this paper, we proposed an enhanced version of Fawad et
al.’s scheme to fulfill essential needs of a secure image
encryption algorithm. The proposed cryptosystem is resis-
tant against many attacks like brute force, differential and
statistical. To quantify the quality of the proposed scheme,
instead of visual inspection, the proposed scheme is ana-
lyzed through various tests, such as correlation coefficient,
information entropy, Number of Pixel Change Rate (NPCR)
and Unified Average Change Intensity (UACI). Simula-
tion results of the presented scheme shows good diffusion
characteristics when compared to other traditional schemes.
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1 Introduction

Nowadays, multimedia data such as image, video, and audio
is being used in many aspects of daily life. In today’s digital
world, multimedia data processing, distributing, and stor-
ing are being carried out over the Internet. However, the
existing IP networks are open and insecure, and the data
transmitted can be easily interrupted, intercepted, or modi-
fied [1]. Thus, securing multimedia data from eavesdropper
became a vital area of research [2]. Nowadays, robust, fast,
and reliable security system is a key requirement in many
multimedia applications like video conferencing, pay cable
TV and medical imaging systems[1, 3, 4]. In recent years,
many interesting and novel security technologies have been
proposed for multimedia applications that involve images,
video, and or audio contents [5–10].

Encryption and digital watermarking are considered two
important areas that serve an important role in information
security. In encryption, a message is converted into such a
form that intruders doest not get any meaningful informa-
tion from it [11]. In multimedia encryption, data is protected
via key, and for correct decryption of that information, a
decryption key is required [12]. The encrypted message is
called ciphertext while the unencrypted message is called
plaintext. Extracting a plaintext back from a ciphertext is
known as decryption [11, 13]. In order to protect images
from illegal operations and copying, digital watermarking
has played a vital role since decades. A digital watermark
is an arrangement of characters or code embedded in multi-
media data to uniquely recognize its initiator and authorized
user [14].
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In [15], Liu et al. exploited interesting properties of
Piecewise Linear Chaotic Map (PWLCM) for color image
encryption. To check the security analysis of the scheme in
[15], Liu et al performed only NPCR and UACI tests. How-
ever, only these two tests does not prove the security of a
color image encryption as discussed in [6–9, 12]. A novel
method of confusion and diffusion for images via PWLCM
is discussed in [16]. A larger key space was achieved using
both PWLCM and Chebyshev map. In [17], permutation of
color images were carried out via PWLCM and a higher
dimension Chen map was then employed in diffusion stage.
The scheme [17] is resistant against various statistical and
differential attacks. To resist chosen plaintext attack, Wang
et al. proposed a new image encryption scheme [18]. In [18],
Wang et al introduced the concept of intermediate param-
eter for initial conditions. Through this way, initial condi-
tions are strongly dependent on image block and hence can
resist plaintext attacks. Three component of color images,
i.e. R, G, and B are effectively encrypted in [19]. Wang
et al also discussed and carried out the analyses of classi-
cal attacks on proposed scheme [19]. Based on the concept
of chaotic maps, other related algorithms can be found
[20–22]

In recent years, research in multimedia encryption has
been focused towards integrating encryption and compres-
sion. The basic idea is to encrypt multimedia data in such a
way that the encryption overhead is small, and secondly, the
encrypted data can be represented in a standard-compliant
format. The term that is often used in the literature to
describe such encryption schemes is selection encryption
or partial encryption. Spanos and Maple [23] introduced
the idea of selective encryption in 1995. Encryption and
compression has a strong link as pointed out by Claude
Shannon in his classical paper “Communication Theory
of Secrecy Systems” [24]. Lookabaugh and Sicker [25]
have pointed out Shannon’s perspective that redundancy in
a source can make encryption weak. Shannon suggested
that removing redundancy in the source can strengthen
the encryption process. The basic idea behind selective
encryption is to encrypt selected coefficients from either the
intermediate or the final result of a compression system.
The coefficients that are not selected are sent unencrypted.
If no meaningful information can be deduced from the
non-selected coefficients, then the security level of the
system is the same as if all the coefficients have been
encrypted.

In some scenarios, the quality of encrypted images can
be checked through visual test; however, it doest not guaran-
tee security [26]. To quantify the quality and security of an
image encryption schemes a number of security parameters
can be applied to check the security and efficiency [27–
31]. Some of these parameters were applied in the proposed
scheme, to check its efficiency.

Weakness in the existing Fawad et al.’s scheme The
degree of similarity between two variables can be com-
puted via correlation coefficient [32]. Ideally, zero cor-
relation coefficient value shows that the two images are
completely uncorrelated while 1 shows that the images are
perfectly related. −1 correlation coefficient demonstrates
that the images are negative of each other, between an image
and completely uncorrelated image is zero [33, 34]. The
mathematical formula for correlation coefficient has been
given in [34]. The correlation coefficient (degree of sim-
ilarity) were tested for original and image encrypted via
Fawad et al.’s scheme between two adjacent pixels in all
directions. The testing was done by randomly selecting
1000 pairs of two adjacent pixels in all the three direc-
tions i.e., (vertical, horizontal, and diagonal direction) from
the original and corresponding cipher image. Simulation
results for Cameraman and Baboon Girl, and Iris images
are shown from Tables 1, 2, 3 and 4, respectively. The
correlation coefficient in horizontal direction for Camera-
man and Baboon images is 0.9522 and 0.9547, 0.9539 and
0.9593, respectively, which means that image encrypted by
Fawad et al.’s scheme has high correlation in horizontal
direction .

Self-information about a source can be calculated via
entropy. Basically, entropy provide information about a ran-
dom process itself [35–37]. The mathematical formula for
the calculation of entropy is given in [38]. Ideally, entropy
of a source that produces 28 symbols with equal probability
is 8 bits. An encryption scheme is vulnerable to statisti-
cal attack if entropy is less than 8 bits [38]. The entropy
values obtained for Cameraman and Baboon Girl and Iris
images are 7.1455 and 7.1404, 7.1413 and 7.1412, respec-
tively. From information entropy test, it is clear that there is
security risk and certain degree of predictability for Fawad
et al.’s scheme.

The rest of the paper is organized as: Section 2 demon-
strates the at hand scheme that improves a number of
security parameters that shall be described in the later part
of the paper. Experimental results, comparison and discus-
sion of the proposed scheme with Fawad’s [39], Ahmed’s
[40] and Amir’s [41] are presented in Section 3. Conclusion
is given in Section 4.

Table 1 Correlation coefficient analysis of two adjacent pixels: Cam-
eraman image

Direction Plaintext image Ciphertext image

Horizontal C.C 0.9282 0.9522

Vertical C.C 0.9644 0.0124

Diagonal C.C 0.9116 0.0202
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Table 2 Correlation coefficient analysis of two adjacent pixels:
Baboon image

Direction Plaintext image Ciphertext image

Horizontal C.C 0.7103 0.9547

Vertical C.C 0.5966 0.0611

Diagonal C.C 0.6225 −0.0025

2 The proposed Scheme

Some drawbacks in Fawad et al. scheme [39] like corre-
lation in horizontal direction and low entropy values have
been found in Section 2. Hence, the existing Fawad et al.’s
scheme has been modified to remove the correlation in
horizontal direction and as well as the entropy values and
diffusion have been increased.

The basic encryption and decryption transformation in
Fawad et al.’s scheme is as follows [39]:

1. C = �iP .
The corresponding decryption transformation will be:
P = �T

i C = �T
i �iP where �T

i �i = I = Identity
matrix.

2. C = P�i .
The corresponding decryption transformation will be:
P = C�T

i = P�i�
T
i .

Where, C is the ciphertext image, �i is the orthogonal
matrix, P is the plaintext image and T is the transpose oper-
ator. Flow chat of the proposed image encryption scheme is
shown in Fig. 1.
Detail steps of the proposed scheme is outlined as below.
Chaotic skew tent map and XOR operations are added to
improve the security of Fawad’s et al scheme.
Let Pint is the initial plaintext image, P0 is the plaintext
image in 1st iteration, Sk be a secret key of 128 bit, respec-
tively. The secret key Sk is only known to the sender. The
initial seed κ is generated by bit XOR operation of H(P0)

and Sk , where H(Pint ) represent the hash of Pint . The hash
of Pint can be generated by SHA-3 hashing algorithm. The
256 bit random hash value is generated via SHA-3 hashing
algorithm. The initial seed κ is 256 bit which is gener-
ated by the sender during encryption process can be easily

Table 3 Correlation coefficient analysis of two adjacent pixels: Girl
image

Direction Plaintext image Ciphertext image

Horizontal C.C 0.9519 0.9539

Vertical C.C 0.9612 0.0312

Diagonal C.C 0.9277 0.0367

Table 4 Correlation coefficient analysis of two adjacent pixels: Iris
image

Direction Plaintext image Ciphertext image

Horizontal C.C 0.8931 0.9593

Vertical C.C 0.8156 0.0756

Diagonal C.C 0.9121 −0.0156

computed via Sk Without loss of generality, the gray scale
images have been considered. The whole encryption process
is describes as follows:

Let the size of input plaintext image bem×n pixels. After
the DCT transformation of Pint , ∪0 is obtained where ∪0

represents DCT matrix of Pint . The size of ∪0 is the same as
the size of Pint that is m×n . A0 represents a S×S partition
of ∪0 starting from ∪0(0, 0), where ∪0(0, 0) represents the
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Fig. 1 Flow chart of the proposed scheme based on orthogonal matrix,
tent map, and XORed operation
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Fig. 2 Encryption and
decryption result: Cameraman
image

(a) Plaintext Cameraman image. (b) Ciphertext Cameraman im-
age.

(c) Decrypted Cameraman image

DCT DC coefficient of ∪0. Total number of iteration are N

and begin from 0 up to N − 1, and i shows the iteration
count. The detail steps for iteration are as follows:

Step 1 : Take the DCT of image Pi ; by taking DCT of
Pi , ∪i is obtained.

Step 2 : For each iteration secret key is initialized and
secret key is κi = κ+i. For generation of �i

which is S×S orthogonal matrix, Gram-Schmidt
algorithm is used. The input to Gram-Schmidt
algorithm is Ri , where Ri is S × S random
matrix. The secret key κi is utilized for the
generation of random shifting array ψi of size
1 × Q.

Step 3 : The orthogonal matrix�i is generated by Gram-
Schmidt and it is pre-multiplied with Ai to get
Ãi , where Ai is S×S partion of ∪i starting from
DCT DC coefficient.

Ãi = �iXi.

Step 4 : ∪i is modified in such a way that DCT partition
Ai is replaced with Ãi and after modification ∪̃i

is obtained.
Step 5 : To get m×n spatial domain image, inverse DCT

of ∪̃i is taken. and spatial domain image P̈i is
obtained.

Step 6 : Divide the image P̈i into X × X blocks. Block-
wise shifting is carried out by using pseudo-
random shifting array ψi . The permuted version
of P̈i is Pi+1= ≺ψi

(P̈i) , where ≺ψi
(.) rep-

resents the shifting vector ψi to perform the
shifting.

Step 7 : For each iteration, step 1 to step 6 is repeated.
Step 8 : After last iteration that is Nth iteration, quan-

tization and scaling is done to keep the pixel
value between 0 and 255. The resultant image is
ciphertext image C̃ of size m × n.
The next two steps are the proposed modifica-
tion in the existing Fawad et al.’s scheme.

Step 9 : Repeat the skew tent map for X2 times to get α.
Reshape values in a matrix form to get β. Mathe-
matically, the skew tent map G : [0, 1] → [0, 1]
is given by as:

αn+1= G(αn, p)=
{

αn

p
, for 0 < αn ≤ p

1−αn

1−p
, for p < αn < 1

(1)

where p ∈ (0,1) is the positive control parameter
and αn ∈ [0,1] is the state parameter of the skew
tent map.

Step 10 : C̃ is divided into X × X blocks. β is bitwise
XOR with the first block of Ci . The ith block of
C̃ is bitwise XOR with i − 1th cipher block of
C̃, to obtain cipher image C.
Ci = E(C̃ ⊕ Ci−1), C−1 = C̃0 ⊕ β.
Horizontal correlation is removed when images
are encrypted via the proposed scheme. Through
Steps 9 and 10, the entropy values and diffusion
have been increased, which will be discussed in
the next section.

2.1 Image decryption algorithm

To get the plaintext images from ciphertext images, the
decryption algorithm utilizes the secret key κ , Q, N , p,

Fig. 3 Encryption and
decryption result: Baboon image

(a) Plaintext Baboon image. (b) Ciphertext Baboon image. (c) Decrypted Baboon image
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Fig. 4 Encryption and
decryption result: Girl image

(a) Plaintext Girl image. (b) Ciphertext Girl image. (c) Decrypted Girl image

x0, scaling, and quantization parameters. As decryption is
the reverse process of encryption, so all transformation
used during the encryption process are implemented in the
reverse form. Let C̈ is the received ciphertext image at the
decryption side. The transmitted or encrypted image was C,
but due to the channel distortion or compression the cipher-
text image, C changed to C̈. Let us assume that the channel
has no distortion and C = C̈. The effect of noise will
be discussed later on. The following describes the decryp-
tion procedure as outlined in [39] along with the proposed
modification which is shown in step 1.

Step 1 : Iterate skew tent map for X2 to get α using
the initial paramter p and x0. Reshape α to
get X × X matrix and store the obtained result
in β.

Step 2 : C is divided into X × X blocks. β is bitwise
XORed with the 1st block of C. The block of C

is bitwise XORed with (i − 1)th block of C to
obtain C̄0.

Step 3 : Inverse quantization and inverse scaling is
implemented to C̄0 to acquire C̆0.

Step 4 : For each iteration, the secret key is initialized
to κi = κ + (N − 1 − i). For generation
of �i which is an S × S orthogonal matrix,
Gram-Schmidt algorithm is used. The input
to the Gram-Schmidt algorithm is Ri , where
Ri is S × S random matrix. The secret key
κi is utilized to generate random matrix Ri

and pseudo-random shift of array ψi of size
1 × Q.

Step 5 : Divide the image C̆i into X × X blocks. Block-
wise inverse shift is carried out by using pseudo-
random shift sequence ψi . The inverse shifted
form of C̆0 is expressed by ≺−1

ψi
(C̆i), where

≺−1
ψi

(.) illustrates the inverse shift function that
utilize the shift vector ψi .

Step 6 : �i is obtained by taking DCT of ≺−1
ψi

(C̆i).
Step 7 : Let ŷi indicates the S × S partition of �i begin-

ning from �i(0, 0) that is the DCT DC coeffi-
cient. The transpose of �i is multiplied by ŷi to
obtain ȳi . ȳi = �T

i ŷi .
Step 8 : �i is modified in such a way that the DCT por-

tion of ŷi is replaced with ȳi to get modified
�̄i .

Step 9 : To get m×n spatial domain image. Inverse DCT
of �̄i is applied to obtain C̆i+1, which is the m×
n spatial domain image.

Step 10 : Steps 3 to 8 is repeated for each iteration.
After scaling and quantization, Pdec is obtained,
where Pdec is the decrypted image and min
(Pdec) = 0 and max (Pdec) = 255.

3 Security analysis

In this section, experiments are carried out for Cameramen
and Baboon images having a size of 256×256 pixels. In the
following sections, experimental results prove the resistance
of the at-hand scheme to attacks like brute force attacks,
differential attacks, and statistical attacks.

Fig. 5 Encryption and
decryption result: Iris image

(a) Plaintext Iris image. (b) Ciphertext Iris image. (c) Decrypted Iris image
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Table 5 Correlation coefficient analysis of two adjacent pixels: Cam-
eraman image

Direction Plain image [39] [40] [41] Proposed

Horizontal C.C 0.9282 0.9522 0.9120 0.0301 0.0245
Vertical C.C 0.9644 0.0124 0.0738 0.0807 0.0295
Diagonal C.C 0.9116 0.0202 0.4434 0.0228 −0.0319

3.1 Image encryption and decryption

Some images were encrypted by the proposed scheme.
Encryption and decryption results are shown from Figs. 2,
3, 4 and 5. The test results show that from ciphertext
images, original plaintext images can be recovered. In all
the experiments, the iteration count was 4.

3.2 Evaluation and security analysis

This section presents the security and comparison anal-
ysis of the proposed scheme with some other traditional
schemes. The schemes outlined in [39–41] and the the pro-
posed scheme are analyzed in detail. Mathematical formulas
of all security parameters can be found in our previous work
[12, 27, 42, 43]

3.2.1 Correlation coefficient analysis

To check the degree of similarity between two adjacent
pixels, analysis known as correlation coefficients has been
done on both Cameraman and Baboon images. In all (three)
dimensions (vertical, horizontal and diagonal) 1000 pairs
of two adjacent pixels were selected in random manner.
Computation of correlation coefficient was same as in [34].
Tables 5 and 6 depict the correlation coefficients values in
all directions. It can be seen from both tables that the corre-
lation coefficients for both ciphertext are nearly zero when
the proposed scheme is used. It is clear from Tables 1 and 2
that the proposed modification in Fawad’s scheme reduced
horizontal correlation. Moreover when compared with other
methodologies, the proposed scheme has less correlation
values (Tables 7 and 8).

Table 6 Correlation coefficient analysis of two adjacent pixels:
Baboon image

Direction Plain image [39] [40] [41] Proposed

Horizontal C.C 0.7103 0.9547 0.9137 0.0728 −0.0216
Vertical C.C 0.5699 0.0611 0.2190 0.0695 −0.0512
Diagonal C.C 0.6225 −0.0025 0.0153 0.0121 0.0017

Table 7 Correlation coefficient analysis of two adjacent pixels: Girl
image

Direction Plain Image [39] [40] [41] Proposed

Horizontal C.C 0.9519 0.9539 0.9120 0.0301 0.0255
Vertical C.C 0.9612 0.0312 0.0741 0.0807 0.0371
Diagonal C.C 0.9277 0.0367 0.4415 0.0228 0.0356

3.2.2 Entropy analysis

The value of entropy for Cameraman and Baboon images
are shown in Table 9, which shows that entropy values are
near to the ideal value of 8 for the proposed scheme. The
at hand scheme is secure against entropy attack when com-
pared with traditional schemes. An attacker cannot predict
the ciphertext and there is no security risk with respect to
entropy attack.

3.2.3 Encryption quality measurement

By visual inspection it has been shown that the proposed
scheme has high encryption quality. This means that cipher-
text does not disclose any particulars or fact about the
plaintext image. Now the question is how to judge the qual-
ity of encryption merely by visual inspection. Numerical
results are showed to demonstrate encryption quality of
the anticipated scheme. It is needed to show numerically
that the modified algorithm has high encryption quality. To
check encryption quality numerically, histogram uniformity
test has been carried out. For any encryption scheme if the
histogram of ciphertext image is uniform that is each gray
level is uniformly distributed then the encryption quality is
high [44].

The histogram of encrypted images are shown in Figs. 6
and 7. The proposed scheme generates uniform histogram
for all encrypted images. It is observed from Figs. 6 and 7
that the histogram of plaintext image and encrypted image
is significantly different. Similar results are obtained for
Girl and Iris images. This shows the encrypted images bear
no statistical similarity with plaintext images. Deviation is
another parameter used to judge the quality of encryption

Table 8 Correlation coefficient analysis of two adjacent pixels: Iris
image

Direction Plain Image [39] [40] [41] Proposed

Horizontal C.C 0.8931 0.9593 0.9211 0.0761 −0.0211

Vertical C.C 0.8156 0.0756 0.2219 0.0678 0.0534

Diagonal C.C 0.9121 −0.0156 0.0143 0.0165 −0.0027
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Table 9 Entropy analyses of Fawad’s [39], Ahmed’s [40], Amir’s
[41], and the proposed algorithm

Direction of Plain image [39] [40] [41] Proposed

adjacent pixels

Cameraman 7.1735 6.5676 7.0039 7.6453 7.9455

Baboon 7.4226 6.5558 7.1865 7.7422 7.9120

Girl 7.3275 6.5434 7.1567 7.6343 7.9122

Iris 7.4178 6.5647 7.1564 7.7598 7.9342

algorithm. The encryption quality of an image encryp-
tion algorithm can be numerically computed via maximum
deviation, irregular deviation, and the uniform histogram
deviation [3, 26]. Simulation results for all three parameters
are shown in Tables 10, 11, and 12, respectively. The higher
value of maximum deviation (D) confirm the robustness
of the anticipated algorithm, which means that encrypted
image is more deviated from plaintext image. With respect
to irregular deviation experimental analysis, the proposed
scheme tends to have lower value of ID , which are actually
required for encryption algorithms, as discussed in [3, 26].
If the value of UD is low, then this indicate the encrypted
image is less diverged from ideal assumed histogram [3].
Hence, encryption quality of the presented algorithm is high
due to the lower value of UD when compared to other
schemes.

3.2.4 Diffusion characteristics of the proposed scheme

Avalanche effect This test is carried out for the proposed
scheme, which is one of the desirable properties for an
encryption algorithm [45, 46]. The diffusion characteristic
is tested by changing only one bit in the plaintext, that is
the plaintext is changed from P to P̄ and the corresponding
ciphertext is changed from C to C̄. The formula for MSE
is given in [47]. Simulation results are shown in Table 13.
There should be quality difference between the two images
if MSE ≥ 30 dB [48]. From Table 13, quality difference
is evident and it shows that the proposed scheme has strong
diffusion mechanism.

NPCR and UACI The NPCR [30] test is carried out for the
proposed scheme, in order to check the dissimilarity rate of
pixels in ciphertext images due to one one pixel change in
the plaintext original image . To check the average of these
changes, UACI is calculated as in [49–51]. Tests were per-
formed on Cameraman and Baboon images, to identify the
impact of a single pixel change on the anticipated scheme.
Simulations results are shown in Tables 14 and 15. The
values obtained in Tables 14 and 15 are higher than the val-
ues obtained in Fawad’s [39], Ahmed’s [40], and Amir’s
[41], so the proposed scheme is better. All other schemes
indicate very limited sensitivity to minor changes in original
images.

Fig. 6 Histogram
demonstration of plaintext and
ciphertext: Cameraman images

(a) Histogram of plaintext Camera-
man image.

(b) Histogram of ciphertext Cam-
eraman image via [39].

(c) Histogram of ciphertext Cam-
eraman image via [40].

(d) Histogram of ciphertext Camera-
man image via [41].

(e) Histogram of ciphertext Cam-
eraman image via the proposed
scheme.
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Fig. 7 Histogram
demonstration of plaintext and
ciphertext Baboon images

(a) Histogram of plaintext Baboon im-
age.

(b) Histogram of ciphertext Baboon
image via [39].

(c) Histogram of ciphertext Baboon
image via [40].

(d) Histogram of ciphertext Baboon
image via [41].

(e) Histogram of ciphertext Baboon
image via the proposed scheme.

Table 10 Maximum deviation
analyses of Fawad’s [39],
Ahmed’s [40], Amir’s [41], and
the proposed algorithm

Encrypted image [39] [40] [41] Proposed

Cameraman 4.1256 × 104 4.9129 × 104 3.8912 × 104 6.1812 × 104

Baboon 3.8120 × 104 1.7652 × 104 5.5129 × 104 6.9678 × 104

Girl 4.3124 × 104 4.8639 × 104 3.9187 × 104 6.1378 × 104

Iris 3.8232 × 104 1.9342 × 104 5.5169 × 104 6.91536 × 104

Table 11 Irregular deviation
analyses of Fawad’s [39],
Ahmed’s [40], Amir’s [41], and
the proposed algorithm

Encrypted image [39] [40] [41] Proposed

Cameraman 57987 55171 58173 40127

Baboon 58971 75127 59817 51771

Girl 59765 58761 58121 39781

Iris 59796 74656 59796 51445

Table 12 Uniform Histogram
deviation analyses of Fawad’s
[39], Ahmed’s [40], Amir’s
[41], and the proposed
algorithm

Encrypted image [39] [40] [41] Proposed

Cameraman 1.2121 1.1210 0.5504 0.0409

Baboon 1.2223 0.9121 0.4570 0.0512

Girl 1.2022 1.2170 0.5514 0.0591

Iris 1.312 1.1287 0.5112 0.0491

Table 13 MSE results (dB) of
Fawad’s [39], Ahmed’s [40],
Amir’s [41], and the proposed
algorithm

Encrypted image [39] [40] [41] Proposed

Cameraman 31.7129 32.7121 38.7611 40.5129 dB

Baboon 33.312 33.6120 37.9876 40.4512 dB

Girl 32.8711 32.7651 37.7861 40.8751 dB

Iris 31.9871 32.7819 37.5439 40.7612 dB
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Table 14 NPCR results of Fawad’s [39], Ahmed’s [40], Amir’s [41],
and the proposed algorithm

Encrypted image [39] [40] [41] Proposed

Cameraman 99.1233 99.0541 65.5121 99.6312

Baboon 99.6712 99.1789 66.0128 99.61781

Girl 99.1656 99.0781 65.9871 99.7121

Iris 99.4512 99.1765 65.7651 99.7987

3.2.5 Key space analysis

To test the performance of the proposed scheme against
brute force attack, key space analysis was performed.

Exhaustive key search An exhaustive key search requires
2k operation to succeed, where k is key size in bit. In the pro-
posed scheme, a key size of 128 bits has been used; hence
, 2128 operations are required for determination of key. In
order to predict the key via brute force attack, an attacker
requires 10.790283×1021 years, if 1000 MIPS computer is
employed.

Key sensitivity test To check the key sensitivity of antic-
ipated algorithm, plaintext image was encrypted using two
different keys. These keys differ by only one bit. The resul-
tant ciphertext images are C1 and C2. The two ciphertext
images obtained through the proposed scheme are shown in
Fig. 8, but by visual inspection, it is difficult to guess that
two ciphertexts are different or same. The same scenarios
are found in other schemes as well, so the percentage differ-
ence between two ciphertext were calculated for all scheme.
Simulation results are highlighted in Table 16. It can be
seen from Table 16 that keys which differ by only one bit,
the resultant ciphertexts are different, approximately more
than 99% for all schemes except Amir’s scheme [41]. Gen-
erally, these obtained results show that, the all schemes are
sensitive towards different keys.

Table 15 UACI results of Fawad’s [39], Ahmed’s [40], Amir’s [41],
and the proposed algorithm

Encrypted image [39] [40] [41] Proposed

Cameraman 12.4231 13.6121 20.7841 33.6112

Baboon 14.6087 15.7612 20.1671 33.7812

Girl 13.5261 14.5612 19.7812 33.7651

Iris 13.5611 14.8761 19.5612 33.6712

(a) Encrypted Cam-
eraman image using
seed = 4.

(b) Encrypted Cam-
eraman image using
seed = 5.

Fig. 8 Results of the difference test

3.2.6 Classical attacks

As outlined in [19], classical attacks such as chosen plain-
text attack, plaintext-only attack, chosen ciphertext attack,
and ciphertext-only attack are most common attacks in cryp-
tography. In such attacks, an intruder has access to the
design and working mechanism of an encryption algorithm.
In such scenarios, only key is kept secret from eaves-
droppers. In these attacks, chosen plaintext is the most
powerful attack [19]. If an encryption algorithm resist the
chosen plaintext attack, then it is resistant to other attacks
as well [19]. In the proposed scheme, if one bit in plain-
text changes, the corresponding initial conditions generated
via SHA-3 changes and hence orthogonal matrix change.
The encrypted image is not only dependent on SHA-3 but
also dependent on Tent map initial conditions. With a slight
change in Tent map initial conditions, the corresponding
ciphertext will be completely different. Hence, the proposed
scheme is resistant against ciphertext/plaintext attack.

3.2.7 Time and complexity analysis

Without loss of generality, all images were gray scale with
size 256×256. The proposed algorithm was tested on MAT-
LAB R2014 with CPU 2.0 GHZ and 3 GBmemory. One can
see from Table 17 that the proposed encryption consumes
less time as compared with Ahmed’s and Amir’s schemes.
But when compared with Fawad’s scheme, the proposed
scheme consumes much time. Basically, in the proposed

Table 16 Key sensitivty test of Fawad’s [39], Ahmed’s [40], Amir’s
[41] and the proposed algorithm

Encrypted image [39] [40] [41] Proposed

Cameraman 99.0601 99.0616 65.6400 99.3354

Baboon 99.1684 99.1699 65.6534 99.5400

Girl 57974 54912 59348 39342

Iris 59796 74656 59796 49948
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Table 17 Processing time (Sec) required for Fawad’s [39], Ahmed’s
[40], Amir’s [41], and the proposed algorithm

Encrypted image [39] [40] [41] Proposed

Cameraman 0.6110 0.8712 0.7110 0.6218

Baboon 0.6217 0.8129 0.7211 0.6331

Girl 0.6120 0.8232 0.7129 0.6311

Iris 0.6003 0.8121 0.7457 0.6127

modified scheme, Tent map and XOR operation were added
to achieve higher security.

4 Conclusion

In this paper, we initially investigated the drawbacks in an
existing traditional encryption scheme. Then, we proposed
an enhanced version of that scheme. The new scheme over-
comes many issues that exists in some traditional schemes.
To show the strength of the proposed scheme, we evalu-
ate it through different tests such as correlation coefficient,
information entropy, deviation, NPCR, UACI, and key sen-
sitivity. These security analyses indicate that our proposed
scheme based on skew tent map and XOR operation has
advantages over traditional encryption techniques.
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