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Abstract

Cyber-physical systems have been extensively utilized in healthcare domains to deliver high-quality patient treatment in
multifaceted clinical scenarios. The medical device’ heterogeneity involved in these systems (mobile devices and body
sensor nodes) introduces enormous attack surfaces and therefore necessitates effective security solutions for these complex
environments. Hence, in this study, the cognitive machine learning assisted Attack Detection Framework has been pro-
posed to share healthcare data securely. The Healthcare Cyber-Physical Systems will be proficient in spreading the
collected data to cloud storage. Machine learning models predict cyber-attack behavior, and processing this data can offer
healthcare specialists decision support. This proposed approach is based on a patient-centric design that safeguards the
information on a trusted device like the end-users mobile phones and end-user control data sharing access. Experimental
results demonstrate that our suggested model achieves an attack prediction ratio of 96.5%, an accuracy ratio of 98.2%, an

efficiency ratio of 97.8%, less delay of 21.3%, and a communication cost of 18.9% to other existing models.

Keywords Cyber-physical system - Machine learning - Attack or malicious detection - Healthcare system

1 Overview of cyber-physical system
in healthcare

Cyber-Physical Systems (CPSs) arise as engineered sys-
tems that provide integrations of computing, networking,
and physical processes, allowing seamless connectivity
between cyber services and physical devices (Qiu et al.
2020). A device that controls and monitors a process using
computer-based algorithms is a cyber-physical system.
Physical and software elements are highly interconnected
in cyber-physical structures that can work on various spa-
tial and time scales, show many and distinct behaving
modalities, and communicate in different contexts. CPS
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includes transdisciplinary = approaches, cybernetics,
mechatronics and philosophy of design, and process sci-
ence. Embedded systems are often referred to as process
management. They describe a developed system as a
component combination that works together to perform a
useful function collectively. Thus, the components’
growth, integration, and ongoing management are influ-
enced by the dynamic interactions and effects of the device
process. Healthcare networks as a modern context-aware
cyber-physical system (CPS) incorporates integrated devi-
ces, Internet of Things technologies, and cloud storage
(Shuwandy et al. 2020). The focus of modern business
models is customer satisfaction. Social responsibility can
be gained by retaining a profit. It survives to embrace all
facets of human culture. It considers modern business to be
a socioeconomic organization that is often socially
responsible. Context sensitivity applies in ICT to the ability
to take account, however not limited to, of the situation of
individuals that might be users or devices. Even the most
obvious factor in this situation is place. Context knowledge
is therefore generalized for the position, which is narrowly
specified for mobile devices. Health cloud computing
improves market productivity, thus lowering prices. Med-
ical records are shared faster and safer; cloud storage
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automates back-end operations and makes it easier for
telehealth applications to be created and maintained. With
mobile terminal systems’ intellectualization, a mobile
healthcare network is automatically created and can deliver
easy healthcare facilities and real-time connectivity (Fari-
var et al. 2019). A mobile (MDT) or digital mobile (MDC)
data terminal is a mechanical interface used to communi-
cate with a central office in the field of public transit
vehicles, taxi cabs, delivery vehicle, service trucks, com-
mercial fleets, military logistics, fishing fleets, wire stock
control and emergency vehicles, such as police cars. The
mapping and details related to the vehicle’s tasks and
activities, such as CAD drawings, diagrams, and safety
information, are shown. Mobile data terminals feature a
screen where information and a keyboard or keyboard can
be viewed for entry of information and linked to different
peripheral devices. In the SearchUnified Communications
context, real-time communications involve an almost
simultaneous information exchange from sender to the
recipient over any telecommunications service about
neglectable latency. Though two issues in the cyber-
physical system necessary to be addressed (Shakeel et al.
2018). The first concern is the mitigation of mobile ter-
minal computing and storage expenses (Hassan et al.
2019). The second issue is a solution to cyber-physical data
security and privacy (Khan et al. 2020). An electronic or
electromechanical device is a computer terminal that shows
exactly the data into a computer or a computer system and
then transcribes data. The Display was an example of a
hardcopy early in the day and used a computer screen
decades ago. Using a terminal, we can send simple text
commands to a machine to do things such as navigate a
directory, copy a file and build the foundation for many
more complex automation and programming capabilities.
The cost of storage means the amount of money spent on
inventory storage or inventory keeping. Costs for storage
will be a subset of holding product costs, including costs
that are not limited. Medical equipment with cyber capa-
bilities is located in Mobile Health Systems to contact
patients to capture and monitor diagnostic data (Kurde
et al. 2019). Any device designed for medical use is a
medical device. Patients receive benefits from the diagnosis
and treatment of patients and the management and quality
of life improvements to patients’ healthcare systems. Sig-
nificant hazard potential is inherent in using a device for
medical purposes, and medical devices must be shown to
be safe and reliable with fair assurance before the regula-
tory authorities permit their country to sell the device. This
option starts Monitor Diagnostics, which is used to check
LCD and CRT displays for their capabilities and display
efficiency. Such instruments may be autonomous, semi-
conductor-embedded sensors inserted within the patient’s
body to quantify the real-time symptoms (Abdali-
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Mohammadi et al. 2020). Personal devices relay private
medical data in electronic health records for diagnostic
information to storage centers that process these data
(Verma et al. 2020). Today, several cloud providers pro-
vide realistic medical information systems, such as IBM
Cloud Services, Google Cloud, and Azure (Wang et al.
2016). Cloud-based healthcare systems are useful because
they offer a wide range of healthcare equipment, global
accessibility, and effective storage-saving (Weerakkody
et al. 2017). However, personal information migration
through a cloud server potentially not trusted raises con-
cerns about the patient’s privacy (Wang et al. 2020).
Therefore, it is imperative to provide fine-grained access
control on the patient’s data to protect patients’ details
(Sliwa 2019). Healthcare CPS (HCPS) presents several
security and privacy problems regarding their various
advantages (Wu et al. 2020). The heterogeneity of MCPS
and increased usage of web and wireless technology leads
to new surface areas and vulnerabilities (Gupta et al. 2020).
Sensitive health and personal health records may be
unauthorized access to security attacks on HCPS (Igbal
et al. 2020). Malicious attacks may lead to misdiagnosis
and improper treatment that can destroy lives (Poongodi
et al. 2020). For example, a defective medical device, such
as a cardiac pacemaker, could alter or completely shut
down, leading to catastrophic consequences (Al-Mhiqani
et al. 2019). One of the key causes of vulnerabilities in
HCPS is the growing connectivity to other systems and
networks while they are intended to be isolated
(Gopalakrishnan et al. 2020). With compounded hetero-
geneous and ad hoc nature of HCPS, security solutions are
limited and often lack interoperability (Qi et al. 2020).
Besides potential injuries and liability flaws in medical
equipment, backdoor access to the rest of the network is
conceivable (Haghighi et al. 2020).

Artificial Intelligence (Al) offers learning capability and
software flexibility to assist humans in combat cyber-
crimes (Marques et al. 2020). Several nature-inspired
computing techniques of artificial intelligence have been
progressively playing a significant role in cybercrime pre-
diction and avoidance (Wazid et al. 2019). Specific Internet
security experts support a Cybersecurity Ventures study
and predict that cybercrime financial harm would exceed
$6 trillion by the end of this year. “Experts for cyberse-
curity forecast that every 11 s in 2021, a cyber attack will
take place. The area of natural computation combines
computing with expertise from various fields of science,
such as physics, chemistry, biology, mathematics, and
engineering. It enables the creation of new computational
tools, such as algorithms, hardware, or wetware. The NIC
is interdisciplinary. Al allows us to design autonomic
computing resolutions proficient in adapting to their uti-
lization and applying self-tuning, self-management, self-
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diagnosis, self-configuration, and self-healing (Sivakumar
2020). When it comes to information security, artificial
intelligence techniques seem a very encouraging research
area that enhances the security measurement for cyber-
space (Elhoseny et al. 2018). Data science, and Cognitive
machine Learning, have been employed to reduce operat-
ing costs, streamline back-end processes, and implement
analytics efficiently to produce better forecasts in the
healthcare sector. The term cognitive computing is used to
describe Al systems designed to simulate human thinking.
Several Al technologies are necessary to construct mental
models to develop human processes such as machine
learning, profound learning, neural networking, NLP, and
sentiment analysis in a computer system. Machine Learn-
ing is a machine learning algorithm that builds on this data.
Cognitive computing is systems that learn on a scale,
usefulness, and naturally interact with people. Three ways
to integrate the business can be streamlined. Precise fig-
ures for shipment and accessibility. Incorporating the
e-commerce ERP ensures that ERP is communicated dur-
ing shopping phases, customer travel, and streamlined
management via the e-commerce platform. For enhanced
decision-making, machine learning algorithms sincerely
rely on Internet of Things (IoT) data produced and trans-
mitted from the IoT devices. Because of CPS’s hetero-
geneity, it is incredible to construct every device in a
secure setting, making all the measurements from the
systems impracticable for training the ML algorithm (Shu
et al. 2020). Thus, the initial step is to model the abstract
device behavior, contingent upon its difficulty, to produce
the data for training the ML algorithms. Within a CPS and
IoT context, diverse IoT layers, such as transportation,
perception, and application layers, are vulnerable to cyber-
attacks. Data are information used to train a learning
algorithm or computer to predict the results that the model
is designed to predict. If they use supervised learning or
some combination that requires this method, the data are
enriched with an annotation or data marking. One thing is
an individual or physical object with a unique identifier, a
built-in device, and the ability to transmit data over a
network within the Internet of Things (IoT). For instance,
node tampering, malicious code injection, Denial of Ser-
vice Attacks, impersonation, Data Transit attacks (man-in-
the-middle attack, sniffing), and Routing Attacks are some
of the cases of cyber-attacks in an IoT and CPS system
model (Vijayakumar et al. 2019).
The significant contribution of the study is,

e Designing the CML-ADF model for securing the
healthcare data based on a Cyber-physical system.
Adopting advanced cognitive machine learning
techniques for cyber-attack and anomaly detection for
CPS device embedded in a medical health monitoring

system. The identification of threats means the analysis
of a safe environment to recognize malicious activities
that could damage the network. If a threat is discovered,
attempts must be made to mitigate the danger properly
before taking advantage of any existing vulnerabilities.
The alignment of cybersecurity and patient safety
policies would not alone support the protection of
patient safety and privacy by your company and ensure
that high-quality treatment continues effectively by
mitigating disruptions that can adversely affect the
clinical outcome.

e The simulation results have been performed, and the
proposed method enhances the detection accuracy,
attack prediction, efficiency, minor delay, and commu-
nication cost compared to other existing methods.

The remainder of the study is organized as follows:
Sect. 1 and Sect. 2 discussed the cyber-physical system’s
overview of healthcare and existing methods. In Sect. 3,
the CML-ADF model has been proposed. In Sect. 4, the
simulation analysis has been performed. Finally, Sect. 5
concludes the research paper.

2 Background study and the features of this
research paper

Dan tang et al. (Tang et al. 2020) proposed the LDoS attack
detection method based on multiple features of network
traffic and an improved Adaboost algorithm (MF-Ad-
aboost). They create a network feature collection to
quantify components and select traffic data from networks.
The calculation function will derive the most valuable data
from network traffic and decrease the network data size.
The list of parts is used to choose the best classification
functionality to guarantee efficient training for the detec-
tion algorithm. This approach uses a classification algo-
rithm in the machine learning field, the Adaboost
algorithm. The findings show that their system can effec-
tively detect LDoS attacks.

SEO JIN LEE et al. (AlZubi 2019) suggested the
IMPersonation Attack deteCTion using deep auto-encoder
and feature abstraction (IMPACT). Deep learning uses the
gradient-based SVM to organize and operate on a resource-
constrained system by decreasing the number of functions
using a stacked autoencoder (SAE), shared knowledge
C4.8 wrapper for extraction collection. The Effect is
trained on the Aegean Wi-Fi Interference Dataset. The
proposed IMPACT findings reveal that 98.22% accuracy
was reached with 97.6% identification and 1.2% false
alarm, and the new state-of-the-art benchmark methods met
the norm amount. The investigation of the AWID database
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features for further production of IDS is another critical
contribution in this study.

Xu et al. (Lee et al. 2020) introduced the Certificateless
Signature Scheme (CLS) based on NTRU lattice for the
medical cyber-physical system. The latter is based on small
integer solutions on NTRU grids and is proven to be
resilient to the quantum attack. Protection analyses and
performance tests reveal that our proposed method’s
coordination and measurement costs are substantially
lower than two other rival quantum resiliency systems, thus
delivering quantum assault resiliency. However, as quan-
tum computers become a reality, quantum survival pro-
tection solutions must be planned.

Meng et al. (Xu et al. 2020) initialized a trust-based
intrusion detection approach (TBIDA) based on behavioral
profiling. The node’s reputation is to be judged when the
disparity between two behavioral profiles in Euclidean can
be established. Our method is tested in a specific MSN
setting by interacting with a realistic center in the assess-
ment. Experimental findings indicate that our approach is
more rapid than other similar approaches when identifying
malicious MSN nodes. MSN nodes can be extracted by
defining the disparity between two behavioral profiles in
Euclidean distance. They have examined their performance
in an actual MSN environment by working with a func-
tional medical center. Experimental data reveal that our
mechanism is more potent than other related steps to detect
malicious MSN nodes.

AlZubi et al. (Meng et al. 2020; Al-Maitah 2019) dis-
cussed the artificial intelligence-based heuristic health
management system (AI-HHMS). This system improves
patients’ live databases’ security and privacy and the
combination of medical care through multiple points of
view incredibly closely. These programs include experts,
experts, supervisors, and staff to make sound decisions
more efficiently. Furthermore, protection and data quality
should be part of any event, task, or arrangement of IoT
usage by configuration. The health data sets with IoT-as-
sistant sensors improve and minimize the safety risk using
the IoT-sponsored artificial intelligence heuristic health
system. The experimental findings indicate positive results
concerning multiple success variables. The device reaches
99,75% of precision, 0,0646 error rate, and 98,46% of
positive conditions, 98,6% of details, and 99,66% of
accuracy.. The system is implemented with the application
MATLAB.

In this paper, the CML-ADF model has been suggested
to detect anomaly and attack behavior in healthcare net-
works to secure patient data to overcome these issues.
Healthcare is still typical in malware, cryptography, data
robbery, phishing, and threats to insiders. Consumers are
now more concerned that their PHI is being jeopardized by
high-profile violations such as Anthem and Allscripts.
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Disagreements in cybersecurity: Cyber criminals may lock
their machines, servers, or even entire networks by using
malware and ransomware, a cloud threat: malware and
restitution: There are more and more secure in the cloud
health data saved. The following section, 3, discusses the
proposed CML-ADF model briefly.

3 Cognitive machine learning assisted
attack detection framework (CML-ADF)

Cyberphysical systems (CPS) are the future of automated
medicine. They will ensure high-quality real-time care,
reliability, and speed to save our patients’ lives 24 h a day
in terms of their patients’ privacy. In cyber-physical sys-
tems, real-world physical and automated computational
process integrations are combined. CPS are dynamic
engineering structures that relate to the convergence of
physical process equations and communication processes.
Medical automation is described as the controlled opera-
tion by mechanical or electronic means of a diagnostic or
therapeutic procedure or system, which increases people’s
observer, effort, and decision-making skills. High-quality
care with compassion, integrity, and respect should be as
healthy and prosperous as possible. In addition to clinical
quality and protection, quality means personalized treat-
ment for every individual. Cyber-physical systems inter-
acting with the physical environment must be ready for
unforeseen circumstances and flexible to subsystem failure.
Healthcare cyber-physical (HCPS) systems allow the
smooth incorporation of physical and computational ele-
ments into life-critical, medical device’ context-
aware networked systems. HCPS provides a promising
forum for improving patient treatment effectiveness and
providing high-quality healthcare in recent innovations on
the internet, including wireless sensors, connected medical
equipment, and mobile healthcare. HCPS continuously
monitors, evaluates, and detects the patient’s diagnostic
health and delivers timely treatment through direct input
from healthcare professionals or through automated treat-
ments using the medical sensor and actuators. This paper
proposed the CML-ADF model for detecting cyber-attacks
in healthcare networks to secure patient data using CPS and
cognitive ML models.

Cognitive machine-learning models can be used to
model decisions of adversaries and network events. A
noticeable or dangerous patient should not be allowed to
make a medical mistake (”iatrogenesis‘). It can include an
incorrect or unfinished condition, accident, syndrome,
stomach, cancer, or other disease diagnosis or treatment.
Data security is a data protection tool against unauthorized
access and corruption over its entire life cycle. Protection
of data encryption, hacking, tokenization, and critical
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management operations, identity protection on all appli-
cations and platforms. The Health Information System is a
technology-driven system that makes it truly easy for
organizations and providers to share safe health informa-
tion (PHI). Besides, patients may receive seamless, orga-
nized treatment from healthcare providers because of this
scheme.

Figure 1 shows the healthcare cyber-physical system.
CPS consists of the following methods: a computing sys-
tem to monitor and control the physical process, and sen-
sors and actuators to interfere with the physical process and
manage the biological approach. Using a communication
network to link these modules within each system and even
the scenarios individually, remote monitoring and control,
scalability, stability, and decentralization of authorities
give many advantages. The suggested method provides
many physical systems to be associated with cyber sys-
tems. Thus, the communication protocol enables physical
system formations and uninterrupted, continuous data
transmission for real-time application. The communication
cost has been minimized utilizing the proposed CML-ADF
model.

Figure 2 shows the adversarial attack detection in an
intelligent healthcare system. An innovative healthcare
system contains a single or a collection of intelligent
medical devices (implantable devices, wireless, wearables
devices.) to gather data from a patient’s body to deliver
enhanced handlings and real-time tracking. The Smart
Health System considers different medical criteria (vitals
of the patient) and non-medical (physical position, status)
and offers real-time monitoring to understand the patient’s
overall condition. Intelligent medical devices use an analog

Fig. 1 Healthcare cyber-
physical system

signal to use vital signs, transform them into a digital
signal, send data through wireless technology (Zigbee,
Bluetooth, etc.), make up a laptop, smartphone, etc.,
smartwatch a network packet to an individual digital
assistant. Personal digital assistant functions like an inter-
face to use and transfer data to a database (local servers,
cloud servers, etc.). The database sends data to a Data
Processing model, which utilizes Machine Learning to
choose and extract features from the dataset. The Central
Data Processing Unit uses an ML model. Central Data
Processing Unit runs the ML model to detect the patient
condition, regular patient activity, and SHS threats. Next,
automatic measures are taken to provide improved patient
treatment (e.g., change of medicine, pushing a new dose of
the drug, etc.) and sending analyzed data to the approved
entity (doctor or hospital).

In conclusion, the doctor sends the patient an updated
health status management plan. Intelligent health care
equipment connected to the patient body, e.g., EEG, ECG,
pulse oximeter, etc., collects data about various vital signs
(e.g., oxygen in the blood, nervous activity, heart rate, etc.).
As different smart medical devices produce various data
sets, adversaries can know that machines are partly dis-
tributed with data. On that basis, a data value can be
changed in a certain threshold to alter the patient’s con-
dition or regular pattern of activity. An adversary will
know about the SHS architecture in its entirety or part,
including the number of devices, device correlations, etc.
An adversary can know the ML model’s performance
labels to trigger an attack, such as disease conditions and
standard activity patterns. For disease and user activity
identification, various ML models will be used. An
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Fig. 2 Adversarial attack detection in an innovative healthcare system

adversary should know the underlying ML model for
classifying the status of the patient. The ML-based
healthcare system can be regarded as a data processing
pipeline to analyze patients’ vital signs for disease diag-
nosis and treatment. A device data collector model gathers
data from the various intelligent medical devices repre-
senting the patient’s vital signs and status and transmits
them into the pre-processing data model. A data pre-pro-
cessing model samples and saves the data consistent with
the respective sample frequencies as a range. The sampled
data are utilized for training machine learning for the
monitoring and detection of diseases in real-time. The
training data are marked with various diseases and benign
conditions to understand the multiple scenarios’ data pat-
terns. Patients’ physiological data in the testing phase shall
be analyzed based on the formerly learned machine
learning model to identify various diseases or patient
conditions. In the context of the data processing pipeline,
our attack methodology can be defined here. An adversary
effort either to deploy data gathering or processing to
change the original ML model. A Cyber-physical system
(CPS) is a computing and networking integration of
physical systems. It can make social life more intelligent.
Wireless sensor networks (WSN), a significant driving
force behind the CPS applications, may be vital to the CPS.
The medical device protection solution must safeguard
firmware against tampering, protect stored data from the
device, secure communication, and prevent cyber attacks.

Even by building safety from the early stages of con-
struction, can this be accomplished. Cloud storage is a
cloud model that stores data on the Web through a cloud-
based provider who administers and uses data storage as a
service. It is on-demand with just-in-time capacity and
costs and removes the acquisition and management of your
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own data storage facilities. Cyberpsychology is an exami-
nation of the human mind and comportment and its effects
on the culture of technology, particularly virtual reality and
social media. Mainstream research studies concentrate on
the psychology of individuals and communities across the
internet and cyberspace. Clinical Decision Assistance
(CDS) offers healthcare and wellness services, intelligently
filtered or delivered at an appropriate time to physicians,
staff, patients, and other persons with experience and per-
sonal information. CDS includes a range of instruments to
improve clinical workflow decision-making.

A standard feedback control system has four elements:
(1) the physical occurrences of interest, (2) sensors to
perceive the physical system and send a period sequence x;
indicating the physical measurement value at period I. (3)
based on the sensor measurements received x;, the con-
troller sends a control command v; And (4) actuator that
changes the control commands to actual physical changes.
Common security tracking framework for a control system
that looks into the physics of the systems requires an
anomaly prediction system that receives as inputs the
sensor measure x; from the physical systems and the con-
trol command v; sent to the physical systems, and then
utilizes them to determine any distrustful sensor or control
command. The notion of monitoring sensor measure x; and
control command v; and to utilize them to recognize issues
with sensors, controllers, or actuators.

Physical model prediction Let’s consider the sensor x;
and control command v;, a model of the physical systems
will detect anticipated future measurements X;.;. Auto-
Regressive (AR) model has been employed for prediction.
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l
Xip1 = Z Bixi + Bo (1)

j=l-M

As inferred from Eq. (1) where f; denotes the coeffi-
cient learned via system credentials and x; indicates the
final M sensor dimensions, where the number of factors to
learn M can be computed to avoid the model’s overfitting.
It is probable to determine the coefficients f3; by addressing
a problem of optimization that reduces residues.

This paper calculates the inputs (control command v;)
and outputs (sensors measurement x;) for subspace model
identification approaches, generating the subsequent
model,

i1 =By +Avi + g
x1 =Dy + Cv; + ¢

(2)

As shown in Eq. (2), where B,C,D, and C denotes
matrices modeling the physical system dynamics. Biolog-
ical systems are strictly causal and then, thus, generally
C = 0. The control command v; € R affect the next period
step of the system state x; € R™ and sensor measurements
x; € RP are modeled as a linear combination of these hid-
den states. ¢; and ¢; are perturbation and sensor noise and
are presumed to be a random progression with 0 means.

Anomaly detection Given a time sequence of residuals r;
(the variance between the received sensor extent x; and the
expected/predicted measurement x;), the anomaly detection
test necessities to identify when to increase the alarm.
Anomaly detection policies depend on enduring can be
separated into two major types: Stateful and Stateless.
Patient-Centered Design (PCD) is a particular type of User-
Centered Design (UCD) in which the end-user is a patient
who uses ICT for healthcare. In addition to a health spe-
cialist’s clinical consultations and recommendations, the
patient-oriented approach includes delivering special care
services to address a patient’s unique values, needs, and
desires. The healthcare system is changing its paradigm.
Patient-Centered Design (PCD) is a particular type of User-
Centered Design (UCD) where the end-user is a patient
who uses ICT for healthcare. In addition to a health spe-
cialist’s clinical consultations and recommendations, the
patient-oriented approach includes delivering special care
services to address a patient’s unique values, needs, and
desires. The healthcare system is changing its paradigm.
The standard format for manuscripts of short stories, nov-
els, poetry, and other literary works is the formatting style.

In a Stateful test, this paper computes a supplementary
statistic W; that retains monitor of the past changes of r;
and make an alert if W; > 1, that is, if there is a persistent
deviation across manifold period-steps. Countless tests can
retain monitor of the past behavior of the enduring r; such
as taking a mean over a time window utilizing change

discovery statistics like the nonparametric Cumulative sum
statistic. In a Stateless test, it raises the alarm for each
significant deviation at period [: that is, if |x; — X;| = r; > 1,
where 7 is a threshold.

Figure 3 shows the proposed CML-ADF. Our proposed
attack detection framework is a physical-domain method. It
makes attack detection at the physical layers by monitoring
and modeling the healthcare physical device’s physical
behavior or procedure. Monitoring and modeling are
accomplished utilizing machine learning methods. The
physical measurements obtained for modeling can be
tremendously high as the cyber-physical system becomes
progressively complex; monitoring and modeling the plan
depend on the physical extents become complex. Our effort
in emerging the suggested attack detection framework
concentrates on originating salient signature or feature
from the noise measurement. The produced features cap-
ture the dynamic relationship between the measures enor-
mously well and, more significantly, have more
discriminant power in unprecedented standard attack and
operation events, permitting us to attain more precise and
robust prediction performance.

For Healthcare cyber-physical system attack detection,
this paper concentrates on producing features that can be
improved capture the cyber-physical system asset and are
good in acute attack from usual activities. Though our
feature can be any signatures computed from any physical
measurements, the suggested attack detection framework
utilizes three types of features: physics, learning, and
statistics-based, to seizure both temporal and spatial pos-
sessions of the physical systems. In spatial calculation, this
study calculates features on multiple (multivariate) and
distinct (univariate) measurements, correspondingly. This
paper executes our features computing over the sliding
window to capture the whole system’s dynamics or tem-
poral possessions. Let’s presume m physical measure-
ments, w(l),w(2),. (M), cover actuator measurements,
sensor measurement, and potentially period-changing
control constraints, and the window width for the sliding
window is s. The network delay has been reduced using the
proposed CML-ADF model.

For every individual measurement, w(j), its window

LW

of measurement at nl =
W}(J)

segment
() W

Wl Wl

period ¢ is
. Many statistical descriptions can be

computed for the segment of measurements, nf‘i) for

instance,

fl(j ) = median (n,('i)) (3)

A7 = sta(n?) (4)
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f(j) — max ( n(j)) 5) neural feed network. In the conventional feed-forward
3 neural network where training the networks includes dis-
fij) — max (n(j)> _ min (nt(j)) ( 6) cover{ng every 'connectlon w<.31g'ht and bias, 11} Extreme
Learning Machine, the association between hidden and
0 _ 0 input neurons is randomly produced and fixed. They do not
557 =w (7)

Besides, for every measurement, this paper calculates
the extreme rate-of-variation of the measurements segment,

0.

£ = max (abs (diff (n@) )) (8)

An autoencoder (AE) has two portions: a decoder and an
encoder. The encoding function maps an input y € R” to
hidden representation h(y) € R% that is,
g(y) =wy (Sy + ag), where wy denotes a nonlinear activa-
tion function, usually a logistic sigmoid function. The
process of decoding map hidden depiction g rear to a
reconstruction wy,(S'g + ay), where wy, indicates the deco-
der’s activation function, usually a sigmoid function.

Autoencoder training includes finding variable 0 =

{S, ag,ax} that reduce the rebuilding error on a training

sets of instances, O, again(Z y —x2>. To avoid trivial
0 yeo

hidden depictions, some regularization processes are
required. Denoising autoencoder (DAE) including cor-
rupting input y during training the autoencoder and cor-
rupting the input y in the encoder restructuring the version
of y in the decoder stage. Supporting denoise as a portion
of the training measures guarantees the extracted feature to
have improved illustration abilities. Considering all the
estimated features: the univariable function, the remaining
physical model, and the learned feature provide us with the
last collection of components to input our attack detection
system.

The intense learning machine demonstrates in Fig. 4. As
our model for detection, this paper adopts controlled
classification approaches. The Extreme Learning Machine
(ELM) is used for its many special functions as a detection
model. Extreme Learning Machine is a unique type of

@ Springer

require to be trained. Therefore, teaching an Extreme
Learning Machine develops finding association among
output and hidden neuron, which is merely a linear least-
square issue whose solution can be systematically resolved
by the comprehensive converse of the hidden layer output
matrices. Due to such a superior intention of the network,
Extreme Learning Machine training suits very efficiently.
Moreover, Extreme Learning Machine has good simplifi-
cation performance than other ML algorithms involving
support vector machine and is more effective and efficient
for both regression tasks and classification.

> : M l

Let’s consider the datasets {(yj,xj) }j:1 v €R%xeR

with / class and a network with K hidden neurons. The
network output for an input y is evaluated as,

) = ogi(y) = g 9)
j=1

As discussed in Eq. (9) where g;(y) = H(s;,a;,y),s; €
R’ a; € R! denotes the output of jth hidden neuron con-
cerning the input y; H(s,a,y) denotes the nonlinear
piecewise continuous function sustaining Extreme Learn-
ing Machine universal estimation capability theory; o;
indicates the output weight vector among jth hidden neu-
rons to the />1 output node g(y)=[gi(y),...gx(y)]
denotes a random feature mapping the data.

For the equivalence optimization restraints-based
Extreme Learning Machine, the undefined variable is
determined via the subsequent optimization:

M

.. . . _1 2 1 2

Minimize: K, = 5« +2DZI§,'
iz

Subject to: g(y)a=x =& ,j=1,..M (10)

J

As shown in Eq. (10) where & = [fjﬁl, .. .éjyl]T denotes
the training error vector of the / output node concerning the
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Fig. 4 Extreme learning
machine

Input Nodes

training samples y; and the constant D control the tradeoffs
among the training error and output weight. The attack
detection accuracy has been improved based on these
expressions.
The comparable double optimization target function of
Eq. (10) is
M

1, 1 U
Ki=3+ 50; & - 3 2 Fialg0i)a =5+ &)
(11)

Depending on the Karush—Kuhn—Tucker statement, this
paper considers the resolution for the Extreme Learning
Machine output function f(y),

J -1
f0) = g(y)a=g(y)G" (D + GGT> X (12)
As inferred from Eq. (12), where G output matrix of the

hidden layer.

81()’1) gK(yl)
S (13)
g1(ym) gx(ym)

gn)
a_|

8(ym)
The expected class labels for the input considers more

than two-class classification,

label(y) = argmax[fi (y)./2(y), - - £i(y)]- (14)

jel2,.1

When the objective class, X, is one class, the only o suits
a linear calculation mapping from g(y) to X is a hyperplane
estimation. Now the distance of test samples, y, to the
hyperplane built by the Extreme Learning Machine is sta-
ted as:

Hidden Nodes

Output Nodes

J -1
g’ G" (— + GGT> —1].

o(3) = |s(3) 2 — x| = 5

(15)

The distance can suitably attend as the anomaly value;
i.e., the higher space is, the more probable the sample is an
abnormality. The execute abnormality prediction, this
paper applies a threshold to the abnormality scores. y is
anomalous if o(y) > T, Else, it is regular. By cross-vali-
dation, the threshold could be identified because of the
distance spreading for every standard sample. The pro-
posed CML-ADF method achieves high attack prediction,
accuracy, efficiency, minor delay, and communication cost
compared to other existing methods.

4 Simulation analysis

The proposed CML-ADF method’s experimental results
have been performed based on the performance metrics
such as attack prediction ratio, detection accuracy, com-
munication cost, delay, and efficiency ratio.

(1) Attack Prediction Ratio
Adversaries in ML-based healthcare schemes aim to
change the multi-layer machine learning classifier’s
data distribution to change the forecast condition.
Some of these attacks are directed at medical images
to reverse the disease predicted. The change the
expected labels with high confidence, universal
adversarial problems may be applied to a medical
image. The proposed method to identify susceptible
locations in a medical time chain using adverse

@ Springer
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Fig. 5

attacks on deep predictive models. ML-based clas-
sification for disease diagnosis and real-time patient
tracking. This paper takes the view that the devices
are working well, and the machine has no compro-
mise. In this post, a new attack against the adversary
will be added to reap brilliant healthcare system
benefits and alter a patient’s condition to provide the
wrong treatment. The carry out the ML model
adversarial attack, this paper introduces the position-
ing attack and evasion attack. Figure 5 shows the
attack prediction ratio.

Detection Accuracy Ratio

This paper’s primary goal is to design and develop an
attack detection system with high accuracy, low
communication cost, common false positives, scal-
ability and flexibility, and the Healthcare CPS
environment. Explicitly, this study explores a
machine learning model (using Extreme Learning
Machine) to deliver robust attack detection in HCPS,
as shown in Fig. 6. The prediction accuracy is based
on an initial training phase, where the model learns
how to predict the output based on a set of training
data, which involves known input—output pairs. With
the generated features, this study can cause better
seizure of the dynamic, nonlinear relationship of the
physical system when collecting the elements with
the supervised ML detection model, extreme learn-
ing machine, and high accuracy in the early detection
of malicious and attack behaviors.

Efficiency Ratio

Incorporating machine learning to detect and analyze
clinical parameters has surely enhanced healthcare
efficiency and quality. The feature extraction from
the dataset in machine learning can make possible

Attack prediction ratio 98

96

“

&)

8. MF-Adaboost

patient-centric therapy and help, ultimately leading
to a decrease in medical expense and creating an
improved patient-doctor relationship. Our method is
effective and can defend confidentiality and integ-
rity. The design architecture, idea, security defini-
tion, formal definition, communication protocols of
our approach are provided in the study. Widespread
analysis and assessment show that our efficient and
secure method has excessive practicability in Health-
care cyber-physical systems. Figure 7 shows the
detection accuracy ratio.

Delay Ratio

Communication failures occur most frequently dur-
ing shift changes, as patient treatment is shifted to
some other caregiver. When the changeover is made
with incorrect, inaccurate, or ambiguous information,
it increases medical mistakes. Incorrect or unpub-
lished call scheduling and uncertainty about the
delivery of one-way communication may be due to
decapitated mobile phone facilities inside a hospital,
charging for the provider’s wrong level, awaiting
calls and change. The consistency and timeliness of
medical care are compromised when contact is
postponed. It can result in medical complications,
lengthy periods to wait, delayed releases, poor
decision-making, and heightened tension. A fast,
seamless, and complete communication system is
essential to ensure effective and reliable patient care.
Figure 8 shows the delay ratio.

Communication Cost Ratio

Significant cost metrics like a medical bill and
compensation for insuring health are created by
medical behaviors that are not traditional health data
and can be used to analyze and calculate medical

o 1 v TBIDA © CML-ADF

94

92

920

NI/ SN = N A

Attack Prediction Ratio (%)

vl SLAN
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Fig. 6 Detection accuracy ratio M
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Fig. 7 Efficiency ratio

expenditures. These are usually stored in various
medical institutions’ databases, dispersed geograph-
ically, and unified. Machine learning algorithms for
data fusion, pre-processing, and resource complexity
are preventive in implementing it in the MCPS
environment. This paper aims to design and build a
high-accuracy, low false favorable, low communica-
tion costs, and flexibility and scalability system
suitable for the MCPS environment with these
constraints. The dispersion system is used for storing

40 60 80 100

Number of Devices

information in a secure position, such as the end-user
personal computer and retrieval of the small
encrypted subset of data. The remaining datasets
are saved for cost-saving purposes on cloud servers.
Figure 9 shows the communication cost ratio.

The proposed CML-ADF method secures the patient
data in the healthcare network. The experimental results
showed that the Certified Signature Schema’s IMPerson-
ation Attack Detection Systems (IMPACT) improved high-
attack predictions, precision, effectiveness, reduced delays
and communication compared to other existing network
traffic mitigation features, and enhanced Adaboost
algorithms.

5 Conclusion

This paper presents the model for patient data security and
privacy in healthcare networks. This study includes a brief
analysis and the related research challenges to secure
cyber-physical system development on security threats at
various cyber-physical system levels and their corre-
sponding threat models. This paper offers a comparative
study of the most advanced, static, and adaptive identifi-
cation and prevention methods and their related limitations
to address these challenges. ML-based security techniques
against a range of identified attacks on several CPS layers
are discussed, and open research issues in developing smart
CPS security protocols are established at the end of the
paper. The CML-ADF scheme guarantees the CPS security
of healthcare information and decreases the local load from
the effectiveness analysis and numerical outcomes. The
proposed model achieves an attack prediction ratio of
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96.5%, and accuracy ratio of 98.2%, an efficiency ratio of
97.8%, less delay of 21.3%, and a communication cost of
18.9% compared to other existing models.
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