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Abstract

In the area of searchable encryption, the searchable public key encryption (SPE) is an attractive technique in secure cloud
storage. SPE assures the data confidentiality without affecting the usage of the data stored in the cloud. Furthermore, compared
with the symmetric searchable encryption, SPE does not require key distribution and management. We investigate the security
of the searchable public key encryption based on the traditional Boneh’s framework. Although existing SPE schemes can
enable users to search over encrypted data, most of these schemes are vulnerable to the file-injection attack and the insider
keyword guessing attack. To mitigate these attacks, we propose an efficient and secure searchable public key encryption with
privacy protection (SPE-PP). We then provide a concrete construction of SPE-PP that uses the Diffie—Hellman shared secret
key, and we prove it can resist these attacks. Both the theoretical analysis and the experimental results show that our scheme
achieves strong security along with high efficiency.

Keywords Privacy - Insider keyword guessing attack - File-injection attack - Searchable public key encryption - Secure cloud

storage

1 Introduction

Cloud storage is addressing the needs of the increasing
demand for storage and reduces the burden of maintaining
large amounts of data. Since the cloud storage server may
be untrusted and the outsourced data may contain sensitive
information (e.g., medical records, company finance data,
and so on), end users usually prefer to encrypt their data (Ibti-
hal and Hassan 2017) before uploading to the cloud server
(Hossain et al. 2017; AlZain et al. 2015; Li et al. 2017a)
which may be malicious. This may make the utilization of
the data more difficult. To achieve a trade-off between the
data confidentiality and the data utilization, the searchable
encryption (SE) becomes a promising solution. SE is an effi-
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cient mechanism wherein the data user is allowed to search
over the encrypted data (Zhang et al. 2017; Liu et al. 2018).

Since Song et al. (2000) proposed searchable symmet-
ric encryption (SSE), several efforts (Li et al. 2017c) have
followed this research line and have improved the original
work in terms of efficiency and security. To avoid the need
of secret key management (Li et al. 2014a) and distribution,
Boneh et al. (2004) proposed a public key searchable encryp-
tion (SPE) based on the asymmetric crypto-system, namely
public key encryption with keyword search (PEKS). In most
existing SPE schemes, the keyword space is assumed to have
alow min-entropy. However, in real applications this assump-
tion may not hold and, as a result, the insider adversary may
guess the keyword corresponding to a trapdoor by launching
the keyword guessing attack (KGA) Yau et al. (2008). To
solve this problem, we need security schemes against insider
KGA to protect the trapdoor privacy in the searchable encryp-
tion applications.

A few works (Rhee et al. 2010; Xu et al. 2013; Wang
and Ty 2014; Li et al. 2015¢e; Liu et al. 2016; Chen et al.
2016) have proposed schemes that can mitigate the insider
KGA. In these schemes, a malicious cloud server cannot
get the information of the keywords by launching the key-
word guessing attack. Nevertheless, their methods [which

@ Springer


http://crossmark.crossref.org/dialog/?doi=10.1007/s00500-018-3224-8&domain=pdf
http://orcid.org/0000-0002-2446-7436

7686

L.Wuetal.

use fuzzy trapdoor (Xu et al. 2013) or multi-server (Chen
et al. 2016)] introduce other problems (e.g., such as low effi-
ciency and poor security) and are usually dependent on some
strong assumptions such as the scheme proposed in Chen
et al. (2016) which requires two cloud servers not to collude,
which is hard to achieve in practice. The construction of a
security scheme against insider KGA based on the traditional
PEKS framework remains unclear.

In addition, Zhang et al. (2016) demonstrated a power-
ful attack against SE, namely the file-injection attack (FIA).
The attack can reveal all client’s queries by utilizing very few
injected files and thus breaks the trapdoor privacy. For an FIA
adversary, he/she first generates some injected files which
contain exactly half of the number of keywords from the
keyword space. Then, the adversary confirms if the trapdoor
sent by the data user matches that injected files. It is worth
noting that the adversary can complete the above judgment
by simply observing the returned files. Finally, the adversary
can learn some information about the keyword corresponding
to the trapdoor. For most SPE schemes, it is easy to gener-
ate a legal ciphertext of the keyword by utilizing the public
information. The FIA adversary can finish the FIA with the
help of the cloud server which does not know that.

Recently, researchers have been focusing on achieving
versatile SPE schemes (e.g., such as the verifiable PESK
Zhang et al. (2016a), the searchable attributed-based encryp-
tion Miao et al. (2017), certificateless searchable public key
encryption Ma et al. (2017). However, to the best of our
knowledge, most of them cannot mitigate the insider KGA
and FIA at the same time. We argue that the main reason is
because the legal ciphertext of a keyword can be generated
by any adversary. Therefore, we propose to use the Diffie—
Hellman shared secret key (DH-SSK), a natural shared key
under the public key infrastructure (PKI), which can pre-
vent the adversary from generating legal ciphertexts. It is
worth noting that the work in Huang and Li (2017) introduces
a searchable encryption, namely public key authenticated
encryption with keyword search (PAEKS), which can resist
the insider KGA, but the ciphertext of then data fails to
achieve the indistinguishability against the chosen keyword
attack. To protect the trapdoor privacy and data confidential-
ity, security designs against the insider KGA and the FIA are
required to enable the wide application of SPE.

1.1 Our contributions
In this work, we propose a SPE-PP scheme which yields bet-
ter efficiency and security for the privacy of data and trapdoor.
We summarize our main contributions as follows:

— First, we formalize a new public key searchable encryp-

tion system called searchable public key encryption with
privacy protection (SPE-PP) to address the security vul-
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nerability against the file-injected attack and the insider
keyword guessing attack in existing PEKS systems.

— Second, we present a concrete construction of SPE-PP
scheme by leveraging DH-SSK and we perform an in-
depth security analysis to show that the proposed scheme
is provably secure.

— Finally, we analyze the computational complexity of the
proposed SPE-PP scheme. We also implement a proto-
type of our scheme in a real database. The performance
results obtained demonstrate the efficiency of our scheme
and its suitability for deployment in practical applica-
tions.

2 Related works

Searchable encryption (SE) has been extensively investigated
since it was introduced by Song et al. (2000). As an impor-
tance area of SE, searchable public key encryption (SPE) has
been receiving a lot of attention (Boneh et al. 2004; Abdalla
et al. 2005; Li et al. 2015a; Tomida et al. 2015; Wang et al.
2016) in recent years.

Framework From a cryptographic framework perspective,
Boneh et al. (2004) first presented the framework of SPE,
namely public key encryption with keyword search (PEKS),
which is based on the public key infrastructure (PKI). Fol-
lowing this work, Abdalla et al. (2005) proposed a general
method which can transform an anonymous identity-based
encryption (Li et al. 2015¢) to PEKS. They defined the
notion of consistency in PEKS. Next, some IBEKS schemes
(Tomida et al. 2015; Wang et al. 2016) have been pro-
posed to avoid certificate management in traditional PKI.
Recently, several attribute-based keyword search (ABKS)
schemes(Xhafa et al. 2014; Miao et al. 2017; Sun et al. 2016;
Lietal. 2017b) based on attribute-based encryption (Li et al.
2018, 2014b) have been proposed. These previous schemes
not only support the multi-owner and multiuser scenario, but
they also support fine-grained search authorization policy
(Ye etal. 2017). In addition, Ma et al. (2017) proposed a new
framework to avoid the key escrow problem which is based
on the certificateless public key cryptography (CLPKC).

Security From a security perspective, the semantic secu-
rity of searchable index defined by Boneh for PEKS requires
a ciphertext of keyword not to leak any information about
the keyword, while the security of a token for PEKS was
formalized by Nishioka (Nishioka 2012), namely search pat-
tern privacy (Gupta et al. 2016) which requires the search
tokens not to reveal any information on their corresponding
keywords. However, if the keyword space is small and of
low min-entropy, Jeong et al. (2009) showed that it is hard
to achieve the trapdoor privacy (Arriaga et al. 2014). This is
because an adversary can launch the off-line keyword guess-
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ing attack (KGA) (Yau et al. 2008; Byun et al. 2006) and the
file-injection attack (Zhang et al. 2016).

To address the aforementioned drawbacks, several solu-
tions (Xu et al. 2013; Li et al. 2015b,d; Chen et al. 2015;
Gupta and Badve 2017) have been proposed in the litera-
ture over the last few years. Xu et al. (2013) proposed a
scheme with two trapdoors (i.e., a fuzzy trapdoor and an
exact trapdoor) and claimed that their scheme can resist the
insider KGA. In their scheme, the adversary only obtains the
fuzzy trapdoor and therefore cannot extract the exact infor-
mation about the keyword corresponding to the trapdoor. But
their scheme suffers from some limitations such as security
and efficiency. In Shao and Yang (2015), the authors pro-
posed a general method to mitigate insider KGA by using
the certificate authority of PKI and a deterministic digital
signature. Their scheme can resist the insider KGA, but it
is vulnerable to the FIA. Chen et al. (2015) introduced a
new framework to protect against the insider KGA, but their
scheme uses two servers and requires them not to collude.
However, anyone can generate a legal trapdoor of a keyword
in their scheme which will affect the privacy of data. In Huang
and Li (2017), the authors defined a public key authenticated
encryption with keyword search (PAEKS). Their main idea
is that the ciphertext generation needs the data owner’s secret
key. Although their scheme can resist both the insider KGA
and the FIA, the scheme fails to achieve the ciphertext indis-
tinguishability against the chosen keyword attack.

The rest of the paper is organized as follows. We present all
the preliminaries in Sect. 3. We give a concrete construction
of SPE-PP and prove its the security in Sect. 4. In Sect. 5,
we analyze the computational complexity and security of our
scheme. Finally, we conclude the paper in Sect. 6.

3 Preliminaries
3.1 Notation

Table 1 presents the notations used throughout this paper.

3.2 Bilinear pairing

Suppose that G, G are two cyclic groups, which have the
same prime ¢. And ¢ : G| x G; — Gr is a computable
bilinear map. The map e has the following features:

— Computability Given P, Q, we can compute e(P, Q).

— Non-degeneracy For a generator P € Gy, e(P, P) is a
generator of Gr.

— Bilinearity: Given a, b € ZZ and Py, P, € Gy, the equa-
tion e(a Py, bPy) = e(Py, P2)“" holds.

Table 1 Notations

Notation Description

A System security parameter

w Set of keywords

W] Size of the set W

Gi.q Elliptic curve group G with prime order ¢
P A generator of G

e A pairing map

DH-SSK The Diffie-Hellman shared secret key
hi, hy Collision-resistant hash function

CA Certificate authority

DU Data user

DS Data sender

CSP The cloud server provider

(PK,, sky) DU’s public/secret key pair

(PKj, skg) DS’s public/secret key pair

y <£ y Random element y from the set )/
Cy; Ciphertext of w; € W

Ty, Trapdoor of w; € W

3.3 Assumptions

Computational Diffie—Hellman assumption (CDH): Let G
be a cyclic group, which has a prime order ¢, and P; be
a generator of Gj. Given the tuple (P, aP;,bP)) € Gy,

where a, b & ZZ, there is no probabilistic polynomial time
(PPT) algorithm to get abP; € G;. We define the advantage
AdviDH (1) of an adversary A as Pr[A(Py,aPy, bP) —
ab P1]. We know that the advantage Ad vf‘D H (1) is negligible
if the CDH assumption holds, where A is a security parameter.

Decisional bilinear Diffie—Hellman assumption (DBDH).
Let G1, Gy be cyclic groups of prime order ¢, P be the
generator of G, and ¢ : G; x G| — Gr be a bilinear
pairing map. We define the advantage AdvﬁBD H(p) of a
PPT adversary A as

AdvPPH (3) =|Pr[A(P,xP, yP,zP, e(P, P)™9)]
_Pr[A(P,.xP,yP,ZP,T)”

where x, y, z 3 Z% and T & Gr. AdvﬁBDH(k) is negli-

gible if the DBDH assumption holds, where A is a security

parameter.

3.4 DH shared secret key

Diffie-Hellman shared secret key (DH-SSK): Let the users
Alice and Bob have the key pairs (pkg = aP,sk, =
a), (pkg = bP,skgp = b), respectively, where P € G
is a generator of the cyclic group G; with the order ¢
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and a,b € ZZ. Alice and Bob have a shared secret key
K = abP = skspkp = skppka, which is derived from
the key agreement protocol (Diffie and Hellman 1976) pro-
posed by Diffie and Hellman.

3.5 Attacks

For the SPE schemes based on the traditional PEKS frame-
work, most of them are vulnerable to the insider KGA and
the FIA.

Insider keyword guessing attack (Insider KGA). Suppose
the cloud server provider (CSP) is an honest but curious
adversary. We assume that the keyword space has a poly-
nomial size. When receiving a trapdoor T, from the data
user (DU), the CSP tries to recover the keyword w; corre-
sponding to Ty, .

The adversary first encrypts a possible keyword w; to
generate a ciphertext Cus- Then, it runs the test algorithm of
the existing schemes based on the traditional framework of
PEKS (i.e., Boneh et al. 2004; Rhee et al. 2010; Huang and Li
2017), and the inputs of algorithm are C,,x and T, . If the test
algorithm returns 1, this result illustrates that the adversary S
guess is correct. Otherwise, the adversary continues to repeat
the process until it finds the correct result.

File-injection attack (FIA) (Zhang et al. 2016). The attack
consists of two phases, including the Gen File phase and the
Guess phase. The Gen File phase is in charge of generating
the files to be injected. The Guess phase is responsible for
guessing the keyword w; corresponding to the trapdoor Ty, .
The attack works as follows:

GenFile phase :

— Identifies the keyword space W with {0, |W|— 1} written
in binary.

— Generates the injected file F; that contains the keywords
whose ith bitis 1, where i = 1,2, ..., log |W]|.

Guess phase:

— takes as input the trapdoor T, which wishes to be guessed
and runs the test algorithm of SPE schemes to obtain the
returned files.

— determines the keyword w corresponding to T, based on
the returned result.

Figure 1 shows an example of the FIA with |W| = 8. Each
keyword is identified with the set {000, 001, ..., 111}, and
the files Fy, F, F> contain the keywords (100, 101, 110, 111),
(010,011, 110, 111), (001, 101, 011, 111), respectively. If
only {Fp, F1} are returned in response to the trapdoor Ty,
then we know the keyword 110 corresponds to this trapdoor.

Based on the descriptions of the above attacks, the main
reason why those attacks can break the privacy of user is
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Fo F F,
000 N N N
001 N N Y
010 N Y N
011 N Y Y
100 Y N N
101 Y N Y
110 Y Y N
111 Y Y Y

Fig.1 An example of FIA
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Fig.2 System model of SPE_PP

because the adversary can obtain the ciphertext of each key-
word and the trapdoors of keywords in existing SPE schemes.

3.6 System model

Figure 2 shows the system model of SPE_PP. The system
comprises four entities which include the: certificate author-
ity (CA), data sender (DS), data user (DU) and cloud service
provider (CSP). CA selects the public parameter and pub-
lishes the entities’ public key (step 1), whereas their secret
keys are saved by themselves. DS generates the encrypted
records by using the Diffie—-Hellman shared secret key (DH-
SSK) and uploads the ciphertexts to the CSP (step 2). DU is
responsible for generating the trapdoor of a keyword which it
wishes to be searched and sends the trapdoor to CSP (step 3).
Upon receiving the trapdoor, CSP executes the test algorithm
and returns the test result to DU (step 4).

Definition 1 A SPE_PP scheme consists of the following five
polynomial-time algorithms:

— Setup(}): It takes as input the security parameter A and
generates the public parameters Para.
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— KeyGen(Para): It takes as input the public param-
eters Para and generates the two public/secret key
pairs (PK,, sk,), (PKs, sks) for DU and DS, respec-
tively.

— SPE_PP(Para, PK,, sky;, W): It takes as input the pub-
lic parameters Para, the DU’s public key P K, the DS’s
secret key sk, and the keyword set W, and generates the
ciphertext dataset C of W.

— Trapdoor(Para, PKy, sk,, wj): It takes as input the
public parameters Para, the DS’s public key P Kj, the
DU’s secret key sk, and akeyword w, and generates the
trapdoor Ty, of w;.

— Test(Para, Ty, C): It takes as input the public param-
eter Para, the trapdoor Ty,; of w; and the keyword
ciphertext set C, and outputs 1 if the ciphertext C,,, and
T,; contain the same keyword and otherwise outputs
0.

Correctness We say that a SPE_PP scheme is correct
if given Para < Setup(A), (PK,, sk,, PK;, sky) <«
KeyGen(Para), Cy,, < SPE_PP(Para, PK,, sk, w;),
Tw_,. < Trapdoor(Para, PK;, sk,, wj),

1 < Test(Para, Ty;, Cy,) if and only if w; = w;
3.7 Security model

In SPE_PP, we assume that both DS and DU are honest.
We also assume that CSP is an insider KGA adversary,
which means that the CSP executes the SPE PP scheme
honestly and tries to obtain more information about the data
and keyword. The privacy of the SPE schemes requires that
the PPT adversary cannot obtain any information about the
data and keywords from the ciphertexts and the trapdoors.
More specifically, the adversary cannot distinguish a cipher-
text/trapdoor of keyword wy from a ciphertext/trapdoor of
keyword w in the following games.

To describe the security of SPE_PP, we define the follow-
ing indistinguishable games, including indistinguishability
against chosen keyword attack game (IND-CKA) and indis-
tinguishability against keyword guess attack game (IND-
KGA).

The IND-CKA game shows that an adversary cannot
obtain any information from the ciphertext of keyword.
Simultaneously, the IND-KGA game illustrates that an adver-
sary could not obtain any information from the trapdoor of
keyword. It is worth noting that the adversary is a probabilis-
tic polynomial-time (PPT) adversary.

IND-CKA game

The IND-CKA game consists of a challenger C and an
adversary A, where the challenger C is responsible for estab-
lishing the system and for answering adversary inquiries. We
define the following game.

Setup. Given a security parameter A, the challenger C
executes the Setup(}) algorithm and the KeyGen(Para)
algorithm generates the public parameters Para and the pub-
lic/secret key pairs (P Ky, sk,), (PKjs, sks) of DU and DS,
respectively. Then, the challenger C sends Para, PK,, PK;
to A.

Phase 1. the adversary A takes as input (Para, PK,,
PKj) and adaptively issues queries in polynomial times as
follows:

— Ciphertext Oracle O¢: Given akeyword w, the oracle O¢
executes the algorithm SPE_PP to generate the cipher-
text C,, = SPE_PP(Para, PK,, sky, w), and returns
Cy to A.

— Trapdoor Oracle O7: Given a keyword w, the oracle Or
executes the algorithm Trapdoor to generate the trap-
door T, = Trapdoor(Para, PK;, sk,, w), and returns
T, to A.

Challenge. The adversary A selects two keywords
(wo, wy) € W as the challenged keywords. The only restric-
tion is that the keyword pair has not been queried for trapdoor
Ty, or Ty,. Upon receiving (wo, wi), the challenger ran-
domly selects a bit b € {0, 1} and returns the ciphertext
Cw, = SPE_PP(Para, PK,, sky, wp) to A.

Phase 2. The adversary A continues to ask for queries to
Oc and Or as in phase 1. The only restriction is that neither
wo nor w could be queried to the trapdoor oracle Or.

Guess. The adversary A outputs a guess b € {0, 1} and
wins the game if b =b.

Definition 2 A SPE_PP scheme achieves IND-CKA security
if the adversary has a negligible advantage to win the above
game in polynomial time, where A’s advantage is defined as

: 1
AdviFA () = |Prib =b] — 5!

IND-KGA game

The IND-KGA game is similar to the IND-CKA game.
The adversary A wants to distinguish the trapdoor T, of
wo from the trapdoor Ty, of w;. The game consists of a
challenger C and an adversary A. We define the following
game.

Setup: The challenger C establishes the system and gener-
ates (Para, PK,, sk,, PKj, sky) as in the IND-CKA game.
Then, C sends (Para, PK,, PKy) to A.

Phase 1. The adversary A adaptively issues queries to
oracles O¢ and Or as in the IND-CKA game.

@ Springer



7690

L.Wuetal.

f Man, Diabetes Man fis fa
f Woman, Pneumonia Woman f
b Headache, Vomit Headache f
f1 Man, Vomit Vomit frs fa

File Set: F ={fi, f>, fz. fu};
Keyword Set: W ={Man, Woman, Headache, Vomit}

Fig.3 An example of an inverted index-based structure

Challenge. The adversary A selects two keywords
(wo, w1) € W as the challenged keywords. The only
restriction is that the keyword pair has not been queried
for ciphertext Cy,, or Cy,. Upon receiving (wo, wi), the
challenger randomly selects a bit b € {0, 1} and returns
Ty, = Trapdoor(Para, PKj, sk,, wp) to A.

Phase 2. The adversary A continues to send queries to
Oc and Or as phase 1. The only restriction is that neither
wo nor wi could be queried to the ciphertext oracle Oc¢.

Guess. The adversary A outputs a guess b e {0, 1} and
wins the game if b =b.

Definition 3 A SPE_PP scheme achieves IND-KGA secu-
rity if the adversary has only a negligible advantage to win
the above game in polynomial time, where the adversary’s
advantage in IND-KGA game is defined as

’ 1
AdvECA () = |Prlb = b] - 5|

4 Construction

In this section, we present a specific construction of SPE_PP.
Then, we analyze the correctness of our proposed scheme.
Finally, we prove the security of our proposed scheme.

Our construction is more suitable for data which has the
inverted index-based structure (Bost 2016), as shown in Fig.
3. We do not consider how to encrypt files, which is beyond
the scope of our discussion. We assume that the DS has
extracted the keyword set W from the files.

4.1 Proposed scheme

Our scheme makes use of five algorithms: the Setup algo-
rithm, the Keygen algorithm, the SPE_PP algorithm, the
Trapdoor algorithm and the Test algorithm. The scheme
works as follows:

Setup(1%): Given a security parameter A, the algorithm
first selects two cyclic groups G, G with the same prime
order ¢ and a bilinear pairing ¢ : G; x G; — Gr. Then,
the algorithm chooses a generator P of G; and two hash
functions 4; : G| — ZZ, hy @ {0, 1} — Z:;. Finally,
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the algorithm publishes the public parameter Para =
(G1,Gr,q, P,e, hy, ha).

KeyGen(Para): DU and DS execute this algorithm to
generate the public/secret key pairs. PK, = aP,PK; = bP
are the public keys of them and the secret keys corresponding
to the public keys are sk, = a, sky = b, where a, b € ZZ‘I
are randomly selected by DU and DS, respectively. Finally,
they send the public keys PK,,, PK; to CA.

SPE_PP(Para, PK,, sky, W). Given the keyword set
W = {wi, ..., w,}, the DS executes the following opera-
tions:

— For each keyword w;, the DS chooses a random number

ri éZ;,Wherei =1,2,...,n.

The DS computes Cyy, = r; P and Cay, = r; Q, where

Q=kPandk = h|(skyPK,) = hi(abP) € ZZ; which

is derived from the DH-SSK key = abP.

The DS computes C3,, = e(PK,, PK) "W,

— The DS obtains the ciphertext Cy,; = (Ciu;, Couw; > C3u;)
of w;.

Finally, the DS uploads the encrypted records C = {Cy,,, Cy,,
..., Cy, } to CSP. It is worth noting that both e(P K, PKj)
and k can be precomputed to improve efficiency.

Trapdoor(Para, PKy, sk,, w;): Given a keyword w; to
be searched, where j € [1, n], the DU works as follows:

— The DU chooses a random number 7 ¥l Ly.

— The DU computes lej =r;P.

The DU computes Tzwj =r;Q+hy(w;)sk, PKg, where
Q=kPandk = h((sk,PKy) = hi(abP).

The DU obtains the trapdoor T, ;= (T, w;s T2w_,~) of wj.

We note that k can be precomputed to improve efficiency by
the DU.

Test(ij, C): Upon receiving a trapdoor ij = (T wj
Ty;), CSP executes the following for every encrypted
records Cy, = (Ciu;, Couw;s C3uy;), wherei = {1,2, ..., n}:

— computes £ = e(lej, Coy,) = e(rjP,ri Q).

— computes Ey = e(Cyy;, Tzwj) =e(P,rjQ+ hy(w;)
skyPKy) =e(r; P,rjQ)e(ri P, ha(w;)abP).

— computes E3 = % and verifies whether the equation

Ej 2 C3y,; holds. If the equation holds, CSP outputs 1;
otherwise, the CSP outputs 0.



An efficient and secure searchable...

7691

Remark We present the correctness of the Test algorithm
below:

Ey = e(Tiw;, Cow;) = e(rjP,ri Q)

Ey = e(Ciuy, Tow;)
=e(riP,rjQe(r; P, ha(wj)abP)
E>
Ey= -2
3T E
_e(riP,rjQ)e(ri P, hy(w;)abP)

e(rjP,r,-Q)

Therefore, if w; = wj, then E3 = e(r; P, ha(w;)abP) =
e(PK,, PKs)rihZ(wi) = C3w1-

4.2 Security proof

In this subsection, we prove that our scheme achieves IND-
CKA security and IND-KGA security. Formally, we have the
following theorems.

Theorem 1 Our SPE_PP scheme achieves IND-CKA secu-
rity if the DBDH assumption holds.

Lemma 1 Forany PPT adversary A, the advantage Ad vflK A

in the IND-CKA game is negligible.

Proof We define a series of games as follows.
Game 0. This is the original IND-CKA game.

Setup. The challenger C selects a security parameter
A and then executes the Setup(}), the KeyGen(Para)
algorithms to generate the public parameter Para =
(G1,Gr,q, P,e, hy1, hy) and the public/secret key pairs
(PK, = aP,sky, = a),(PK; = bP,sks = b) of
DU and DS, respectively. Then, the challenger C sends
Para, PK,, PK; to the adversary A and keeps k, sk, sk
secret. We assume that the hash functions %, i, are secure
and collision-resistant.

Phase 1. The adversary A adaptively issues queries to
Oc¢ and Or, and C is simulated as follows:

— Oc¢: The challenger C executes the SPE_PP algo-
rithm and generates the ciphertext C,, = SPE_PP
(Para, PK,, sk, w;) of w;.

— Or: The challenger executes the Trapdoor algorithm
and generates the trapdoor 7, = Trapdoor (Para, PK,
sky,wj)of w;.

Challenge. The adversary A selects two keywords
(wo, wi) and sends them to C. The challenger C first chooses
arandom bit b € {0, 1}, and then encrypts the keyword wp,
as follows:

— It chooses a random number r < ZZ.

— Itcomputes Cyyy, = r P and Cay, = rQ, where Q = kP
and k = hi(sksPK,) = h1(abP).

— It computes C3, = e(PK,, PKy)2(ws),

The challenger C sets Cy, = (Ciyy, Couy, C3u,) as the
ciphertext of wy, and sends Cy,, to A.

Phase 2. The adversary A continues to issue queries to
oracles as described above. The only restriction is that neither
wo nor w; could be queried to the trapdoor oracle Or.

Guess. The adversary A outputs a guess b e {0, 1} on b
and wins the game if b =b.

According to the definition of the IND-CKA game (Def-
inition 2), the advantage that the adversary wins in Game 0
is

Adv§™0() = AdviFA ()

Game 1. Let Game 1 be the same game as Game 0, except
that the challenger chooses T € Gr instead of computing
T = e(PK,, PKy)". The challenger sends the ciphertext
¢y, = (Ct,, = rpP.Ci, = rQ,C;, = Th)
According to the Claim 1, we have

|AdvGE™e (1) — AdvGA™eO ()| < AdvREPH ()

where Ad vf BDH (3 is negligible if the DBDH assumption
holds.

Claim 1 For any PPT adversary A, if the DBDH assumption
holds, then

|AdvG™ (1) — AdvG™ O ()| < AdvRPPH ()

Proof Given a five tuple (P, xP,yP,zP,T), where x, y, z
& Z; and T € Gr. The tuple may be a DBDH tuple,
which means that T = e(P, P)*>%. Otherwise, it is a ran-
dom tuple, which means that T <£ Gr. In Game 0, we
assume that PK, = xP, PK; = yP,Cyy,, = zP, then
C3uw, = e(xP,yP)¥2) Additionally, we have PK, =
xP, PK; = yP,Cyy, = cP, C3y, = T in Game 1,
where T <5 G7. We know that it is impossible to distin-
guish between T = e(P, P)** and T & Gr for any PPT
adversary A if the DBDH assumption holds. Therefore, we
have

|AdvGa™e (1) — AdvGa™eO(0)| < AdvREPH ()

Game 2. Let Game 2 be the same game as Game 1, except

that the challenge chooses Cl”;: = (C mb C;:]b ,C;‘l’;b) &
G instead of computing Cl”;b = (Cwa = rP,ngb =

rQ,Ccx = T2(s)) Due to the randomness of r and 7,
3wy
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the distributions C;;* and Cj, ~are indistinguishable in the

adversary’s view. Thus, we have
Adv§™e2(3) = Adv§™ ' (1)

We know that the adversary can only win with probability
% in Game 2 because C;‘)’Z is independent of b. Thus, the
advantage Advﬁamez(k) = |% — %| =0.

Finally, according to the Game 0, Game 1, Game 2, we
have

|AdvGE™e2(0) — AdvSEA ()| < AdvEBPH (3)

where Ad vﬁamez = 0 and Ad vﬂB DH () are negligible.
Therefore, the advantage Ad vflK A that the adversary A wins

in the IND-CKA game is negligible.

Theorem 2 Our SPE_PP scheme achieves IND-KGA secu-
rity if the CDH assumption holds.

Lemma 2 Forany PPT adversary, the advantage Ad vftGA X)
that the adversary wins in IND-KGA game is negligible.

Proof We define a series of games as follows. Game 0. This
is the original IND-KGA game.

Setup. The challenger C selects a security parameter A
and then executes the Setup(A) and the KeyGen(Para)
algorithms to generate the public parameter Para =
(G1,Gr,q, P,e, hy, hy) and the public/secret key pairs
(PK, = aP, sk, = a),(PKs; = bP,sky; = b). Then, the
challenger C sends (Para, PK,, PKy) to A.

Phase 1. The adversary adaptively issues queries to O¢
and Or, and the challenger C is simulated as follows.

— Oc: The challenger C executes the SPE_PP algorithm
and generates C,,;, = SPE_PP(Para, PK, ,sks, w;).

— Or: The challenger C executes the Trapdoor algorithm
and generates ij = Trapdoor(Para, PK; ,sk,, w;).

Challenge. The adversary A selects two keywords
(wg, wy) € W and sends them to the challenger. The chal-
lenger first chooses a random bit b € {0, 1} and then
generates the trapdoor of wy, as follows.

It chooses a random number r <« ZZ.

It computes 11y, = rP.

— It computes T»y, = rQ + ha(wp)sk, PKy, where Q =
kP and k = h(sk,PK;) = h|(abP) € Zj;.

It obtains the trapdoor T, = (T1w,, T2u,) of wp.

The challenger sends 7y, to A.

Phase 2. The adversary A continues to issue queries to
oracles as above. The only restriction is that neither wg nor
w; could be queried to the trapdoor oracle Or.

@ Springer

Guess. The adversary outputs a guess b e {0, 1} on b
and wins the Game 0 if b’ = b.

According to the definition of IND-KGA game (Definition
3), the advantage that the adversary wins in Game 0 is

Adv§P™e0(1) = AdvESA ()

Let Game 1 be the same game as Game 0, except that

the challenge chooses Q* & G instead of computing Q =
kP, where k = hy(sk, PK;). Thus, the trapdoor of wj, is
T,, = (I}, =rP. T}, = (rQ* + ha(wp)sk, PKy)) in
Game 1’s challenge phase. We also know that it is impossible
to compute sk, P K even if (P, PK,, PK;) are known for
any PPT adversary. In this case, due to the randomness of r,
the distributions Tz*wb and T, are indistinguishable in the
adversary’ view. Thus, we have

|AdvGE™e ! () — AdvGE™ O ()] < AdvPHE ()

where Advle H(3) is negligible if the CDH assumption
holds.
Game 2. Let Game 2 be the same game as Game 1,

except that the challenge chooses T$Z = Tl*u’jh, Tz*ufb) <5 G
instead of computing 7, = (Tl*w;, =rP, Tz*w,, = rQ*+
ho(wp)sk, PKy)). Due to the randomness of r and Q*, both
Cy, and Cj - are the same distribution in the adversary’s

view. Thus, we have
Adv§*™e2(3) = Adv§P™e I (1)

We know that the adversary can only win with probabil-
ity % in Game 2 because T, is independent of b. Thus,
the advantage that the adversary wins in the Game 2 is
Adv§ame2 (o) = |3 — L1 =0.

Finally, according to the Game 0, Game 1, Game 2, we
have

|AdvG™e2 (1) — AdvEOA ()| < AdvQPH (L)

where Ad vﬁamez(k) = 0 and Ad vﬁD H (%) is negligible.
Therefore, the advantage Adv f GA()) that the adversary
wins in the IND-KGA game is negligible.

Resistance against insider KGA and FIA. As described
in the Sect. 3, the main problem of SPE schemes is that the
adversary can obtain the ciphertext of each keyword. In our
proposed solution, only the data sender can generate the legal
ciphertext of each keyword by leveraging the DH-SSK. When
the adversary executes the SPE_PP algorithm, it cannot gen-
erate Coyy, = rQ = rhi(sks PK,)P, where sk;PU, is a
DH-SSK between the DU and the DS. Thus, the ciphertext
generated by the adversary cannot be used to test the trapdoor
of the DU. Finally, the adversary cannot obtain any informa-
tion about the trapdoor by running the Test algorithm. In
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addition, the injected files cannot be generated or will be
illegal, and the FIA cannot be launched by the adversary.
Thus, our construction can resist the insider KGA and FIA.

5 Performance

In this section, first, we theoretically compare our scheme
with the existing schemes (Boneh et al. 2004; Rhee et al.
2010; Xu et al. 2013; Chen et al. 2016; Huang and Li 2017),
which are mainly focused on solving the insider KGA in
terms of computational complexity and security. Then, we
conducted an empirical performance evaluation using the
MIRACL library.

5.1 Analysis

Complexity The computational complexity is measured by
the main operations, e.g., the pairing operation 7T, the
map-to-point hash function 7,,,, and the group operations
(T, Ter), where Ty, denotes the scalar multiplication oper-
ation in G| and T,; denotes the exponentiation operation in
Gr, where T, ~ T, > 2T, > 2T¢;. Both the addition
operation in G| and the general hash operation are ignored in
our analysis because it takes less time than the above opera-
tions. As shown in Table 2, the computation cost of ciphertext
and trapdoor generation in our scheme is the lowest among all
the other recently proposed schemes. It is worth pointing out
that, in our scheme, some value (e.g.,, e(PK,, PK;), DH-
SSK = sk,PKs; = sksPK,, k = hi(DH-SSK)) can be
precomputed, so their computational costs are not included.

Security As shown in Table 3, the security of schemes
is measured in terms of IND-CKA, the IND-KGA, insider
KGA, FIA, SCF and authentication (AUT), where IND-CKA
security denotes that the ciphertext of the keyword does not
leak any information about the keyword, IND-KGA shows
that the trapdoor of keyword does not reveal any informa-
tion about the keyword, insider KGA means that the scheme
can achieve some level of security against the insider KGA
launched by the malicious server, FIA denotes the scheme can
resist the file-injection attack, SCF means that the scheme
does not require a secure channel to transmit the trapdoor,
and AUT denotes that only the authenticated user can gen-
erate a legal trapdoor to search the ciphertext of keywords.
Our scheme has the most secure features among all the other
recently proposed schemes.

5.2 Experimental evaluation

To evaluate the efficiency of the various schemes, we imple-
mented them (Boneh et al. 2004; Xu et al. 2013; Chen et al.
2016; Rhee et al. 2010; Huang and Li 2017) by using the
MIRACL library. The experimental environment platform

Table 4 The running time of related operations

Operation Running time (ms)
T, 6.594
Tmrp 6.487
Tsm 2.635
Ter 0.851

Ciphertext Generation Time (s)

0 . . . . . . . .
50 100 150 200 250 300 350 400 450 500
Number of Keywords

Fig.4 Computation cost of ciphertext generation in different schemes

used consists of a Windows 7 system (64 bits) with an
Inter(R) Core(TM) i5-4210U CPU @ 1.70GHz and 4.00-
GB RAM. We chose a super-singular curve with the security
of AES-80 (80: the key bit length of AES). The hash func-
tions were instantiated using the SHA-256. In Table 4, we
listed the running time of related operations performed in
the proposed protocol.

We compare the computational cost of our proposed
scheme with the schemes in Boneh et al. (2004), Xu et al.
(2013), Chen et al. (2016), Rhee et al. (2010) and Huang and
Li(2017), in terms of the ciphertext generation, trapdoor gen-
eration and test algorithm. In addition, it is worth noting that
the keywords were randomly selected in this experiment.

As shown in Figs. 4 and 5, in our scheme, the computation
cost to generate ciphertexts and trapdoors is the lowest out
of four schemes. The main reason is that our scheme does
not require the map-to-point operation and avoids the pairing
operation by precomputing some values.

As illustrated in Fig. 6, the computational cost of the test
algorithm of our scheme is similar to that of the scheme in
Huang and Li (2017). This is because that in both schemes
the test algorithm requires two pairing operations. It is worth
pointing out that the test algorithm is executed by the cloud
server with high computing performance instead of the user,
and thus, it is not a computation burden for users.

@ Springer
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Table 2 Computation cost
Scheme Computation cost (ms)
PEKS Trapdoor Test
Boneh et al. (2004) 1Ty + 1Tp + 2T ~ 18.349 1T + 1Tg, ~ 9.121 1T, ~ 6.594

Rhee et al. (2010)
Xu et al. (2013)
Chen et al. (2016)
Huang and Li (2017)

Our scheme

1Ty + 1Ty + 2T ~ 18.349

1Ty + 4Ty ~ 17.023
1Ty + 3Tom ~ 14.389
2ym + 1Ty ~ 6.119

2T + 2Tnp + 2Tos + 2T, ~ 33.102

3Ty + 1Ty ~ 14.389

2T + 2Ty ~ 18.242

1Tty + 4T ~ 17.023

1T, + 1Ty + 1Ty ~ 15.715
3Ty ~ 7.902

2Ty + 1T, ~ 11.864
2T, ~ 13.188
Ty ~ 18.348
2T, ~ 13.188
2T, ~ 13.188

Table 3 Security

Scheme Security
IND-CKA IND-KGA Insider KGA FIA SCF AUT

Boneh et al. (2004) v X X X X v
Rhee et al. (2010) v v X X v v
Xuetal. (2013) v v v (Weak) v v v
Chen et al. (2016) v v v X v X
Huang and Li (2017) X X v v X v
Our Scheme v v v v v v
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Fig.5 Computation cost of trapdoor generation in different schemes

To demonstrate the practical performance of our proposed
scheme, we chose the real Encron Email Dataset (Version
20150307, about 423 MB), which contains the data from
about 150 users. We selected about 2000 keywords whose
lengths are not less than 5 characters and the total number of
occurrences is higher than 20.

As shown in Fig. 7, our scheme takes about 11.740 s to
generate the ciphertexts for all keywords. It also takes about
14.629 s to generate the trapdoors corresponding to all key-
words. In other words, the data user can produce 67 trapdoors
in 1s. It should be noted that the computational cost of test

@ Springer

Test Time (s)

0 ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘
50 100 150 200 250 300 350 400 450 500
Number of Keywords

Fig.6 Computation cost of test algorithm in different schemes

algorithm in Fig. 7 shows the approximate time taken by the
server to finish the whole test process.

6 Conclusion

In this paper, we defined the notion of efficient and secure
searchable public key encryption with privacy protection and
we presented a concrete construction for SPE-PP. In our
scheme, the generation of ciphertext and trapdoor requires
the secret keys of the DS and the DU as input. Thus, the
adversary cannot be able to launch the insider KGA and
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The Computational Cost(s)
N oo 5

N
T

I I ‘ | A
0

PEKS Trapdoor Test

F

g.7 Computation cost of SPK_PP in real dataset

the FIA. Then, we demonstrated that our scheme achieves
the IND-CKA security and the IND-KGA security. We also
analyzed performance and security of our proposed scheme
against recently proposed schemes. Finally, the experimental
results obtained with our scheme further demonstrate that it
is practical and efficient.
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