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Abstract One of the existing problems of information man-
agement is an information security. In this aspects one of
possible solution is divide information between a group of
persons authorized to manage this information. Informa-
tion sharing processes allow to protect the information from
disclosure. In this paper, the process of division of the infor-
mation has been enhanced by biometric identification stage.
Secure information processes with biometric identification
are used to manage very important and strategic data. This
paper presents the questions of personal cryptography under-
stood as a combination of the tasks of classifying information
and biometric techniques used for this kind of tasks. The
techniques of biometric data marking are present on the
examples of data division and sharing protocols, expanded
by the stages of personal identification and verification. This
kind of solutions is presented for the tasks of dividing appro-
priately the shared secret information. Moreover, we shall
present the management process of shadow sets, i.e., of parts
of the divided, secret information. The processes of secret
data management are refer to tasks of cognitive manage-
ment, understood as management executed on the basis of
understanding the meaning of the processed data.
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1 Introduction

Cryptographic techniques of securing information refer to
algorithms of classifying data (Menezes et al. 2001). The
techniques of data classification serve the processes of pro-
tecting information from disclosure to persons unauthorized
or persons who have no access to this type of information
(Ogiela and Ogiela 2008; Schneier 1996). Securing data are
therefore the most important stage of protecting information
against disclosure, against making it public or declassifica-
tion. This is an prime process in the whole process of guar-
anteeing the security of information (Castiglione et al. 2010;
Enokido and Takizawa 2011; Ogiela and Ogiela 2009a, b).

In the group of protocols used to classify information, we
differentiate between various data division protocols. It is on
their basis that it is possible to divide information among
a group of specified secret holders in order to protect the
divided information from disclosure (Nakamura et al. 2015b,
2016). In the group of information division protocols, there
are the following ones (Schneier 1996):

e information division,
e information sharing.

The process of data division depends on the type of the
division protocol applied. In this group we can differentiate
an independent group of protocols, the so-called information
sharing protocols.

The protocols of data division specify how will the data be
split between all protocol participants. Every protocol par-
ticipant will receive a part of the divided secret, which can
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be re-created only after putting together all its constituting
elements. In a situation when information sharing protocols
are used, the number of parts of the divided secret necessary
to reproduce it depends on the applied information sharing
protocol.

In the case of information division protocols, to reproduce
the splitinformation itis necessary to put together all the parts
of the divided secret.

For data sharing protocols, to reproduce the shared secret
itis necessary to put together a certain number of parts of the
divided secret. The number of parts required to reproduce the
whole secret is specified in the sharing protocol at the stage
of its development.

Classic data sharing protocols ensure:

e security of the divided information—no possibility to dis-
close the secret data by any shadow holder (parts of the
divided secret) without the other shadow holders taking
part in the process of secret reproduction,

e security of the shared parts of data (shadows)—disclosure
of any part of the secret does not disclose the content of
the whole secret because every part of the secret taken
separately has no meaning of its own,

e no possibility to reproduce the shared information with-
out the participation of a specified number of shadow
holders,

e no possibility to intercept by unauthorized persons such
part of the secret, which is necessary to reproduce it.

All the features of information sharing protocols result in that
this type of protocols are an effective tool to classify data of
various importance and destination, collected by various enti-
ties and for various purposes (Nakamura et al. 2015a, c). The
lead topic of this paper is the information sharing protocols.
This is due to the fact that this type of algorithms are more
useful in the process of classifying data.

2 Data sharing protocols

The protocols of data sharing divide the secret among a
selected group of secret holders (Shamir 1979; Tang 2004).
The number of protocol participants is specified at the stage
of defining the proper protocol of information sharing. The
secret is split among a group of k protocol participants, of
whom every one obtains part of the information shared. The
allocation of parts of the shared secret can differ:

e cqual division with an allocation of one part—every pro-
tocol participant obtains only one part of the shared
secret—he or she receives one shadow (Fig. 1),
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e equal division with an allocation of more than one secret
parts—every secret holder receives the same number of
parts of the co-shared secret (Fig. 2),

e privileged division—every protocol participant receives
parts of the co-shared secret, plus:

e a selected group of secret holders receives a higher
number of shades than the remaining secret holders
(Fig. 3),

e every protocol holder receives a different number of
shadows (Fig. 4),

e one group of secret holders receives a smaller number
of shadows, while another group of secret holders
receives a higher number of shadows (Fig. 5).

Figure 1 presents the situation where the secret is split
among a group of k protocol participants, in this example k
is equal 9 participants. In this solution, every one of partic-
ipants obtains part of the information shared. In Fig. 1, we
see example of equal division with an allocation of one part.
In this solution every protocol participant obtains only one
part of the shared secret—each participant receives only one
shadow.

Figure 2 presents the situation where the secret is split
among a group of k protocol participants, in this example
k is equal 3 participants. In this solution every one of par-
ticipants obtains part of the information. In Fig. 2, we see
example of equal division with an allocation of more than
one secret parts. In this solution, every protocol participant
receives the same number of parts of the co-shared secret—
each participant receives three shadows.

Figure 3 presents the situation where the secret is split
among a group of k protocol participants, in this example k is
equal 6 participants. In this solution every one of participants
obtains part of the information. In Fig. 3, we see example
of privileged division of information. In this solution, every
protocol participant receives parts of the co-shared secret,
but the selected group of secret holders (three participants)
received a higher number of shadows (two shadows) than
the remaining secret holders (three participants receive one
shadow).

Figure 4 presents the situation where the secret is split
among a group of k protocol participants, in this example
k is equal 3 participants. In this solution every one of par-
ticipants obtains part of the information. In Fig. 4, we see
example of privileged division of information. In this solu-
tion, every protocol participant receives a different number
of shadows. The first participant receives three shadows, the
second participant receives four shadows, and the last one
receives only two shadows.

Figure 5 presents the situation where the secret is split
among a two group of participants. The first group assigned
four shadows, and the second group five shadows. In this



Personalized cryptography in cognitive management

2453

The secret is splitamong a
group of k protocol
participants
(k=9)
Secret

A 4

Fig. 1 Equal division with an allocation of one part of secret—the secret is split among a group of k = 9 participants of protocol

] The secret is split among a
group of k protocol
participants

k=3
Secret ¢

A 4

) —
g

Fig. 2 Equal division with an allocation of more than one part of secret—the secret is split among a group of k = 3 participants of protocol which

everyone receive three parts of secret

example we see the split information between k protocol
participants, in this example k is equal 7 participants. In
this solution every one of participants obtains part of the
information. In Fig. 5, we see example of privileged division
of information. In this solution one group of secret holders
receives a smaller number of shadows (only four shadows),
while the second group of secret holders receiver a higher

number of shadows (five shadows). In the first group, each of
participants (two participants) receives two shadows. In the
second group each of participant (five participants) receives
one shadow. In each of the groups, shadow division is equal.

Whatis important in information sharing protocols—apart
from the process of data division among the selected group of
secret holders—is the reproduction of the shared data. In this
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The secret is split among a
group of k protocol
participants
k=6
Secret Ll 5

Fig. 3 Example of privileged division of secret—a selected group of secret holders receives a higher number of shades than the remaining secret

holders

The secret is splitamonga |
group of k protocol
participants
(k=3)

Secret

A 4

Fig. 4 Example of privileged division of secret—every protocol holders receives a different number of shadows

process to re-create the secret, it is necessary to put together a
specified number of the shared secret parts (m). This number
is specified at the stage of the information sharing protocol
development. In the protocols of data sharing, this number is
smaller or equal to the number of the shared secret parts (n).
Should m = n, we are dealing with data sharing protocols.
To reproduce the shared secret, it is therefore necessary to
put together m out of n parts of the shared secret. These are
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(m, n)-threshold schemes, described in the following papers
(Menezes et al. 2001; Ogiela and Ogiela 2008, 2009a,b,
2015a).

Should equal division be applied, one in which every pro-
tocol participant has one part of the shared secret, the number
of all parts of the shared secret (n) equals the number of pro-
tocol participants (k1).
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The secret is split among a
group of k protocol
participants
(k=T)

A 4

Fig. 5 Example of privileged division of secret—one group of secret holders receives a smaller number of shadows while another group of secret

holders receives a higher number of shadows

Therefore there is an equality:
n = k]

From the k; set of participants, any m of participants, having
put together the secret parts they have, can reproduce the
shared information (Fig. 6).

Figure 6 presents the example of reproduce the secret
information. In this figure we see the situation where the
secret is split among a group of k1 = 9 protocol participants.
In this solution, every participant obtains part of the infor-
mation shared. In this example each participant receives only
one shadow. To reproduce the original information any m (in
this example m = 5) of participants can reproduce the infor-
mation. Each 5 of 9 participants can reproduce the original
information by the put together them parts.

Should an equal division be applied, one in which every
protocol participant has the same number of parts of the
shared secret, the number of all parts of the shared secret
(n) equals the product of i1 and the number of protocol par-
ticipants (kp).

Therefore there is an equality:

n=rixk

where iy € N,i; > 1.

From the k; set of participants, any m of participants,
having put together the secret parts they have, can reproduce
the shared information (Fig. 7).

Figure 7 presents the example of reproduce the secret
information. In this figure we see the situation where the
secret is split among a group of k = 3 protocol partic-
ipants. In this solution every participant obtains part of the
information shared. In this example each participant receives
three shadows—the same number of shadows. To reproduce
the original information any m (in this example m = 2)
of participants can reproduce the information. Each 2 of 3
participants can reproduce the original information by the
put together them parts. Also, each 6 of 9 secret shadows is
enough to reproduce the original information.

Should a privileged division be applied, in which a
selected group of secret holders receives a higher number
of parts of the shared secret than the remaining secret hold-
ers, the number of all parts of the shared secret (n) is equal to
the sum of the products of i and the number of those protocol
participants who receive a higher number of secret parts (k3)
and i3 as well as the number of those protocol participants
who receive a smaller number of shadows (k4).

Therefore there is an equality:

n=iyxk3+i3*ky

where ip,i3 € N, ip,i3 > 1.

From the k3 U k4 set of shadow owners, any m of par-
ticipants, having put together the secret parts they have, can
reproduce the shared information (Fig. 8).

Figure 8 presents the example of reproduce the secret
information. In this figure we see the situation where the
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The secret is splitamong a |
group of k protocol
participants
(n=9, k=9)

_—

Reproduce the shared secret

any m of participants can
reproduce the secret
(m=5)

Fig. 6 Example of reproduce the shared secret process—any m (m = 5) of participants can reproduce the secret

Reproduce the shared secret

The secret is split among a
group of k protocol
participants
(n=9, k=3)
Secret

Fig. 7 Example of reproduce the shared secret process—any m (m = 2) of participants (every one of them receive three secret parts) can reproduce

the secret

secret is split among a group of k3 = 6 protocol partic-
ipants. In this solution every participant obtains part of the
information shared. In this example each participant receives
parts of the co-shared secret. The selected group of secret
holders—three participants—received a higher number of
shadows—two shadows, than the remaining secret holders—
three participants receive one shadow. To reproduce the
original information any m of participants can reproduce the
information. Each 6 of 9 secret shadows is enough to repro-
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duce the original information. Participants who take six parts
of secret can reproduce the original information. If partici-
pants take two parts of secret, than combining three of them
is enough to reproduce the information. If participants take
a different number of shadows, than combining six different
shadows is enough to secret reproduction.

Should an equal division be applied, one in which every
protocol participant has the same number of shadows, the
number of all parts of the shared secret (n) equals the product
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The secret is split among a
group of k protocol
participants
(n=9, k=6)

Reproduce the shared secret

o
If participants take two
parts of secy

participants who take six
parts of secret, can
reproduce the secret

If participants
take a different
parts of secret

Fig. 8 Example of reproduce the secret sharing process—any six secret parts reproduce the secret

of ij and (k;), i.e., the number of protocol participants who
receive parts of the secret.
Therefore there is an equality:

k
l’lZle *kj
j=1

wherei; e N,i; > 1,1 <j <k

From the k; set of protocol participants, any m of par-
ticipants, having put together the shadows they have, can
reproduce the shared information (Fig. 9).

Figure 9 presents the example of reproduce the secret
information. In this figure we see the situation where the
secret is split among a group of k4 = 3 protocol participants.
In this solution every participant obtains part of the infor-
mation shared. In this example each participant receives a
different number of shadows. The first participant receives
three shadows, the second participant receives four shadows,
and the last one receives only two shadows. To reproduce
the original information any m (in this example m = 2) of
participants can reproduce the original information. Each 2
of 3 participants take together five parts of secret. Partici-
pants who take minimum five parts of secret can reproduce
the original information.

Should a privileged division be applied, in which a
selected group of secret holders receives a smaller number of
parts of the shared secret, while the remaining secret holders

receive a higher number of shadows, the number of all parts
of the shared secret (n) is equal to the sum of the products
of i4 and the number of protocol participants who receive
the smaller number of secret parts (k5) and i5 as well as the
number of those protocol participants who receive a greater
number of shadows (kg).

Therefore there is an equality:

n=i4xks+1is*kg

where i, i5s € N,i4,1i5 > 1,14 # is.

From the k5 U kg set of shadow owners, any m of protocol
participants, having put together the secret parts they have,
can reproduce the shared information (Fig. 10).

Figure 10 presents the example of reproduce the original
information. In this figure we see the situation where the
secret is split among a two group of participants. One group
of secret holders receives a smaller number of shadows—
four shadows. The second group of secret holders receiver a
higher number of shadows—five shadows. In the first group,
each of two participants receives two shadows. In the second
group, each of five participant receives one shadow. In each
of the groups, shadow division is equal. To reproduce the
original information any five parts of secret can reproduce the
original information. For example combining any two parts
from the first group and three parts from the second group
can reproduce the original information. Thus, one participant
from the first group and three participants from the second
group can reproduce the secret.
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The secret is split among a
group of k protocol
participants
(n=9, k=3)

|

The secret is split among a
group of k protocol -
participants
(n-9 k=T) @

Reproduce the shared secret

any two of participants
take five parts of secrets,
can reproduce the secret

any five parts of secrets, can reproduce
the secret
(two parts from the first group and

three parts from second group)
e

Fig. 10 Example of reproduce the secret—any five parts of secrets reproduce the shared secret (two parts from group 1 and three parts from group

2 = one participants from group 1 and three participants from group 2)

Every above-presented method of information sharing can
be applied in order to divide the secret among any group
of secret holders. At the same time, everyone will be used
to reproduce the shared information by a specified group
of shadow holders. The selection of the optimum solution
depends on the type of the shared information, the specifica-
tion of how confidential it is and the method of reproduction
of the secret data.

@ Springer

3 Personalized cryptography

Personal cryptography refers to classifying information in the
protocols of data sharing by means of labelling information
conducted pursuant to the personal features of secret holders.
In the case of data sharing protocols, every part of the divided
information is subject to:
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e the labelling process executed at the stage of shadow allo-
cation,

e the identification process conducted at the stage of infor-
mation reproduction.

The process of information labelling is run based on the use
of individual features of every protocol participant (shadow
holder) (Ogiela 2016; Ogiela and Ogiela 2015a).

An individual personal code is contained in bio-labels
(biometric information). Based on biometric features con-
tained in personal information sets it is possible to specify
unambiguously who is the person whose biometrics we have
or to allocate personal features to the right person.

Individual biometric features are specified based on the
analysis of (Ogiela and Ogiela 2015a):

e DNA code—deoxyribonucleic acid, the genetic informa-
tion contained in the nucleotide sequence of the nucleic
acid (DNA or RNA) in cells of all organisms—this infor-
mation showing the sequence of amino acid sequence in
the protein in the protein biosynthesis,

e fingerprints—one of the most popular biometric features,
shows the fingerprint imprinted in order to identify the
person, also used in cryptography as a short sequence of
characters that identifies a greater number of personal,
individual data,

e facial features—the characteristic facial features indica-
tive of a person, as an eyes system, the system faces,
spacing ears, eyes, the size of the mouth, nose, eyes, etc.

e cye features—colour, position, spacing, size of eyes,

e palm features—the layout, size, range, deformations,
pathologies of the hand,

e speech—voice and speech characteristics, volume, colour,
accent, frequency of repetition,

e handwriting—characteristics of handwriting, the slope of
writing, incline letter, accent, repetition frequency, size
of letters, combination of letters,

e walking manner—the characteristics of walking, walking
speed, volume, tilt the figure, the size and frequency of
steps,

e characteristic features of human body organs—the impor-
tant features of body organs like a deformation, patholo-
gies, anomalies, and the construction of various human
organs.

The individual biometric features are the basis for the creation
of database systems, included all of important, characteristic
and useful personal features. Each biometrics can be used
to identify a person in different situations. One of the most
important of them is identification process in personal cryp-
tography dedicated to management processes. Individual
characteristic features and personal information are included
in knowledge base, and processed by the information system.

Individual personal features specified by a selected type
of biometrics serve the purpose of personal identification
and verification. In the processes of personal identification
the selection of the appropriate analysis method depends on
a variety of factors, of which the most important refers to
the technical capacity related to personal data collection.
Moreover, the selection of the appropriate biometric method
for personal identification and personal verification depends
on:

e the availability of special equipment and software to
record and process biometric data,

e the quantity of information/personal data obtained,

e specification of personal patterns for various biometric
techniques,

e the degree of difficulty of the performed identification
and verification tasks,

e the number of identification and verification tasks exe-
cuted.

The selection of the appropriate biometric method for per-
sonal verification and identification depends on the quantity
of information that can be stored in the IT system. The vol-
ume of information refers to the biometric information/data,
which will be processed with a view to clear personal verifi-
cation.

The processes of identification and verification based on
the use of biometric data belong to the personal cryptography
area.

Personal cryptography serves therefore to classify data
using various information classification techniques enriched
by personal information. An example of such solutions are
cryptographic protocols for information division and sharing.
They serve the tasks of protecting information against disclo-
sure to unauthorized persons. In the protocols of this group,
securing the information takes place by means dividing it and
distributing shadows among a group of protocol participants,
so that the information is not in the hands of one holder only.
The very method of dividing information and allocating it
to the secret holders is specified by cryptographic protocols,
which include:

e information splitting protocols,
e information sharing protocols.

Cryptographic data classification protocols assume various
forms. In this paper we discuss solutions aimed to classify
information by dividing it. In this respect we can differenti-
ate between the information splitting protocols and sharing
protocols. The most important cryptographic algorithms to
secure and classify data are (Menezes et al. 2001; Ogiela and
Ogiela 2008, 2009a,b; Schneier 1996):
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e the Shamir, the Schnorr, the Ong—Schnorr—Shamir pro-
tocols,

the ElGamal algorithm,

the Tang algorithm,

the Diffi—-Hellman, Pohling—Hellman algorithms,

the Rabin algorithm, etc.

A novelty among the presented solutions is the introduction—
at the stage of splitting information and allocating parts of the
divided information to protocol participants—the biometric
process of shadow labelling, which have appeared at the stage
of information division.

The process of biometric labelling of parts of the divided
information (shadows) refers to the use of individual per-
sonal features contained in the biometric sets. This offers
a possibility to allocate clearly shadows to holders of the
divided information parts. Moreover, this process allows for
an appropriate reproduction of the divided information by
means of verification of the ownership of shadows by their
holders.

The application of cryptographic protocols of data clas-
sification by means of dividing it, with simultaneous use of
biometric solutions to label parts of the split information is a
new solution. It ensures an appropriate allocation of parts of
the shared secret to their holders.

We can use any type of biometrics to label the divided
secret biometrically. We should remember that the biometric
labelling process referring to information division must be
the same for all protocol participants. There is no possibility
to apply different bio-labels to the participants of the same
process of dividing a secret.

The choice of the applied biometrics should respect the
rule of best financial and time results (savings). The first rule
determines the selection of biometrics with regards to allo-
cating the same amount of financial means for the execution
of this task, so as not to outweigh the prospective advantages
resulting from such solution.

The second rule stands for the selection of such a solution,
which will be feasible in real time. The results obtained can-
not reach recipients after an excessively long waiting time.

The choice of biometric labelling of the divided secret
depends on:

e the size of secret data sets,

e the type of labelled data,

e the size of data bases, which would store biometric infor-
mation,

e access to data sets for personal identification,

e capacity to store and secure personal information (bio-
metrics) from disclosure,

e the amount of financial means allocated to the execution
of biometric analysis tasks,
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e capacity to process biometric data and update data bases
by new elements.

Labelling the divided information with the use of biometrics
can occur at various stages of information management. The
process of information management with the use of biomet-
ric labelling techniques of parts of the shared secret shall
be discussed in reference to the processes of cognitive data
management.

4 Cognitive management

The processes of data cognitive management refer to infor-
mation management processes enriched by the stages of data
interpretation based on the meaning of the data. Such solu-
tions were described in the papers (Hachaj and Ogiela 2010;
Ogiela 2010, 2012, 2013; Ogiela and Ogiela 2014, 2015b).
Here an important element of the analysis process was to
obtain, from the analysed information sets, their semantic
layers, i.e., the meaning of the information contained in these
sets (Grossberg 2012; Ning et al. 2012; TalebiFard and Leung
2011).

Extracting semantic information from data sets is possi-
ble due to the application of linguistic techniques of data
description. Linguistic techniques are there to present data
based on its meaning. The meaning contained in information
sets offers a possibility to interpret data with regards to how
important it is for the entire analysis process.

The process of cognitive data interpretation is used also for
the process of cognitive management. The paradigm of cog-
nitive management has been proposed in the paper (Ogiela
2014).

This paradigm allows to define cognitive management as a
process of the execution of a meaning task aimed to achieve
a specified objective, by using appropriate means as well
as an evaluation of the meaning of the analysed data for
the basic management processes, i.e., obtaining, developing,
analysing, storing and making data available.

Cognitive management refers therefore to various objects,
states and situations.

In this paper, we have focused on the issues of personal
cryptography dedicated to the processes of cognitive man-
agement. The processes of cognitive management have been
directed at the management tasks belonging to the applica-
tion range of personal cryptography.

The process of cognitive management refers therefore to
the management of secret information. Every secret infor-
mation is:

e divided among protocol participants,
e shadows are biometrically labelled,
e shadows are split among secret holders,
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e shadows are stored by secret holders,

e shadows are put together to reproduce the secret,

e the parts put together are verified for their compliance of
biometric information contained in the shadow labelling
and in the data base which contains biometric data of
secret holders.

The process of management of biometrically labelled shad-
ows (parts of the secret) refers to the following stages:

e data collection—obtaining secret data subject to the pro-
cess of their classification by means of dividing them,
additionally they are biometric labelled,

e data processing—processing the secret in order to divide
the classified information among protocol participants
and shadow allocation in order to run the process of bio-
metric labelling,

e data description and identification—the process of bio-
metric labelling of parts of the divided information,

e storing data—the process of storing the secret parts (shad-
ows) by their holders (participants of the data division
protocol),

e data transfer—the process of transferring shadows with
a view to reproduce the secret,

e making data available—the process of disclosing the
secret based on verification of access to confidential
information by means of personal verification of those
protocol participants who are authorized to learn about
secret parts.

The principal role of the here-proposed solutions is therefore
to classify secret data. Its meaning is determined based on
the secret’s cognitive analysis by persons authorized to do
that—and—to allocate the shared secret to a group of secret
holders in order to classify the secret content and its meaning.
This process is executed on the basis of biometric labelling
of parts of the divided secret.

The process of biometric identification in cognitive man-
agement is presented by Fig. 11.

The processes of biometric identification refer to stage of:

e mark shared secret parts, which are divided to all secret
participants,

e reproduce the secret information/data, based on verifica-
tion processes of biometrics.

In each of these stages the biometric data/information cre-
ate a new data/information sets containing the individual,
personal, biometric data. These data are used to support
management processes by using only selected and important
information. The validity of the information/data is deter-
mined on the basis by cognitive and semantic analysis of
data. The cognitive aspects of data analysis are very useful

in selected only important information and understanding the
analysed information.

Cognitive management refers to aspects of meaning
assessment and the interpretation of data subject to the
management processes. The assessment of the content and
meaning of data subject to the processes of cognitive data
management makes it possible to enhance the information
management process by means of:

e determining the degree of importance of the data man-
aged,

e climinating from the data management processes such
data that is not important for the whole process,

e giving the overriding status to the management process
of the most important data,

e determining the degree to which some data impact other
data,

e climinating the causes of occurrence of negative phenom-
ena determined by means of meaning analysis,

e foreseeing the future state on the basis of determining
the importance of the managed data sets in order to bring
about a specified future state.

The processes of cognitive management in the above-
presented scope enhance considerably the processes of data
management.

Cognitive management processes refer to the:

e management processes by the data analysis and interpre-
tation based on the meaning and semantic description of
the data or information,

e processes of the execution of a meaning evaluation task
by using appropriate means dedicated to all management
processes,

e understanding the semantic meaning of data in manage-
ment processes.

5 Related works

In this paper was proposed a new solution, in which the most
important are:

e used of personalized cryptography dedicated to:

e data watermarking,
e processes of data security,
e data management processes,

e description of protocols of data security and data splitting
and sharing methods, dedicated to management pro-
cesses,

e extended data security algorithms, by the processes of
biometric identification and verification,
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Secret sharing COGNITIVE

MANAGEMENT

PROCESSES
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Fig. 11 The process of biometric identification in cognitive management
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e dedicated new algorithms of data security, to secure
and manage strategic data in cognitive management pro-
cesses.

6 Conclusions

Personal cryptography is dedicated to the tasks of informa-
tion storage, classification and protecting data (from access
to it by unauthorized persons) with the use of biometric
information in order to allocate appropriately a piece of infor-
mation to a holder. The very allocation of information to a
holder based on personal verification in reference to con-
firming the biometric compliance is a process of personal
cryptography. Nevertheless, in this paper the process has been
enriched by the stage of splitting parts of the secret among
a group of its holders in order to avoid such a situation, in
which the secret is held by one secret holder only. The pro-
cess of secret data division and allocation to a group of secret
holders guarantees that the data is safe from being disclosed
by one person. The decision to reproduce classified data must
be taken by a specified group of shadow holders. In this way
the data is protected against unauthorized disclosure, should
a decision be taken single-handedly.

Moreover, the process of dividing data among a group
of secret holders has been enriched by the stage of biomet-
ric labelling of the information held. This process prevents
handing over shadows to persons unauthorized to hold them,
it prevents cyber-thefts as a result of which shadows could
end up with unauthorized holders. The process of biometric
shadow verification at the stage of information reproduction
eliminates actions aimed to sell shadows and hand them over
to persons who are not the protocol rightful participants.

The process of secret division, shadow storage and repro-
duction of the shared information is subject to information
management processes. This paper has presented how these
processes could be enhanced by stages of cognitive man-
agement of secret information. The management process of
biometrically labelled shadows is also subject to manage-
ment. Therefore the proposed solutions belonging to personal
cryptography in the tasks of cognitive secret management
seem to be original solutions. In the future they could have
their application solutions dedicated to the tasks of strategic
information classification.
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