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Abstract Leakage of unprotected biometric authentication
data has become a high-risk threat for many applications.
Lots of researchers are investigating and designing novel
authentication schemes to prevent such attacks. However, the
biggest challenge is how to protect biometric datawhile keep-
ing the practical performance of identity verification systems.
For the sake of tackling this problem, this paper presents a
novel finger vein recognition algorithm by using secure bio-
metric template scheme based on deep learning and random
projections, named FVR-DLRP. FVR-DLRP preserves the
core biometric information even with the user’s password
cracked, whereas the original biometric information is still
safe. The results of experiment show that the algorithm FVR-
DLRP can maintain the accuracy of biometric identification
while enhancing the uncertainty of the transformation, which
provides better protection for biometric authentication.
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1 Introduction

Theomnipresent Internet has provided us an increasing series
of services, like entertainment, study, financial transaction.
With the development of information technology, the com-
munication between people has become more convenient
and faster. People from different areas can communicate and
share their sensitive resource on the Internet. This trend cer-
tainly will add rise to the problems of data leaks caused by
the use of fake identification. In authentication technology,
how to authenticate the identity automatically, quickly and
accurately is crucial to solve above problems.

Theownership, knowledge and inherence factors (Pankanti
et al. 2000) are three different elements to make identity
authentication. The password-based knowledge is the tradi-
tional authentication method which has been used for several
decades. However, this method has shortcomings: The pass-
word can be forgotten, attacked and leaked easily.

Biometric identification technology has advantages over
above traditional method, since each person’s biological
characteristic is unique and difficult to counterfeit. The
biological characteristics are classified into two types: physi-
ological characteristics and behavioral characteristics. Phys-
iological features include finger vein, palm, iris. Behavior
characteristics include signature, speech, gait. At present fin-
ger vein recognition is an ideal identification technology.This
technology has the following advantages: (1) Each person’s
finger vein is unique, i.e., every human being has a different
finger vein. (2) Each person’s finger vein is quite fixed. It will
not change throughout a human being’s life. (3) A person’s
finger vein is easy to be sampled. (4) The template used in the
identification system is not the original finger vein image but
the feature of the image. Thus, the storage and transmission
can be minimized.
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Most of traditional finger vein identification systems use
a template in the form of bare data to store the finger vein
information.Thus, the entire finger vein recognition system is
likely to be completely exposed to the hacker attacks, which
will make the biometric templates unsafe when it needs to
store and transmit (Uludag et al. 2004). In this paper, we
focus on the need formechanisms guarding the user’s privacy
with the help of biometric authentication. The secure storage
system of users’ authentication templates should be robust
and accessible (Rua et al. 2012; Kong et al. 2008). In detail,
we have the following requirements:

Security: Keeping the original authentication and the user-
specific factors is the primary task of the secured template.
Even when his/her data are matched with other users, the
privacy of the data should wholly intact.

Performance: When secure template is added to user
authentication system, the performance must not seriously
depress in comparison with other non-secured counterparts.
Moreover, false reject rate (FRR) and false accept rate (FAR)
should still stand the low level.

Renewability: The secured template and the user-specific
factors should be revocable for the sake of compromise. If a
valid authentication data are provided, then a new unparal-
leled template can be created.

To meet above requirements, we present a framework
for template generation, which forecasts biometric data ran-
domly and uses secret key to create a more reliable, efficient
and unique biometric templates for identity verification. On
the server side, the framework uses deep belief networks as
the verification algorithm. The key feature of this scheme
FVR-DLRP (random projections and deep belief network)
can effectively ensure the security of user data without leak-
age, because of the complexity of the structure of deep belief
networks. In addition, the framework performs multifactor
authentications requiring biometric data and correcting user-
specific password.

The paper is organized as follows. Section 2 reviews rel-
evant work related to biometrics security. Section 3 explains
the tradition biometric template generation schemes and
discusses its disadvantages. In Sect. 4, we introduce our
constructions for the FVR-DLRP scheme. In Sect. 5, the eval-
uation of the proposed framework is presented. Finally, we
draw a conclusion and make a general summary of the future
research direction.

2 Related works

Vein recognition technology is oneof the highly reliable iden-
tity authentication methods, and scholars who study it are in
increasing number due to its good specificity, uniqueness and
hardness to be forged. As the second generation of biomet-
ric authentication technology, the finger vein recognition has

becomemore popular and acceptable because of its outstand-
ing advantages (Wang et al. 2013). Finger vein recognition is
a kind of feature recognition technology of living creatures,
and it draws enough attention in many fields, like biometric
key (Li et al. 2015a; Wu et al. 2016a), hybrid cloud security
(Li et al. 2015b), attribute-based encryptions (Li et al. 2013;
Gu et al. 2014; Shen et al. 2015). Liu et al. (2010) presented
a straight-forward matching algorithm about the template:
First, an appropriate threshold obtained by experiment is set.
Then the comparability between the test ones and the stored
finger pictures is calculated. Lastly, compare the threshold
and the calculated similarity. Only when the similarity is
greater than the threshold, it can be considered that those two
figures are matched and vice versa. Owing to the incomplete
coordinate matching method, this process may be not effi-
cient all the time. Li et al. (2007) extracted the features of the
finger vein by using the invariantmatrix, then judged the sim-
ilarity between the test and training data through Hausdorff
distance (HD) algorithm. The method combining principal
component analysis (PCA) and linearity distinction analysis
(LDA) proposed by Wang (2007) can increase the accuracy
rate on the single feature recognition. The above matching
methods all have large computational cost.

A series of recent works focused on protecting the bio-
metric data in the form of templates. These schemes roughly
can be divided into two categories: biometric cryptosystems
and feature transformation schemes (Jain et al. 2005). In bio-
metric cryptosystems, user’s identification can be proofed by
the generated data. And during enrollment and verification
process, it use error-correcting codes to handle the intra-user
variability of templates (Lim et al. 2012). Biometric cryp-
tosystems have a good performance as preserving the inter-
user variability (Maiorana 2010). But it is difficult to generate
renewable templates in these systems. In feature transforma-
tion techniques, a transformation function should be applied
to the original biometric data, which depends on a randomly
generated user-specific key. Based on the above points, the
feature transformation techniques present a good revocabil-
ity. In this framework, Ratha et al. (2001) put forward a
conceptual design of revocability biometric template for the
first time. Many researchers have followed their work and
proposed a variety of ways to construct the revocable tem-
plate, which can be roughly divided into the following types:

– Simple transformation method: Ang et al. (2005) pro-
posed a method that feature image template uses feature
points which is difficult to extract. But because of the
positioning accuracy problem and reliability problems,
the matching accuracy is not satisfied. In addition, there
is no change in the detail feature point, which provides a
reliable source of original data for attackers.

– Bio hashing method: Maio and Nanni (2005) proposed a
two-factor authentication method based on combination
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Fig. 1 Traditional schemes of
biometric template generation

of biometric data and random key. Using random key
rather than the biometric data, this method has a better
performance than methods using single biometric data.
Nanni and Lumini (2008) improved the method by using
stochastic subspace and achieved a better performance.

– Ratha’s method: Ratha et al. (2007) proposed a novel
method of template transformation. The general idea is
to transform data from original space into another space
using one-way function, and the transformed data are
stored in the template. They made comparison in the
transformation space and used Cartesian coordinates,
polar coordinates and kernel function as one-way trans-
fer function. The disadvantage of this method is in the
registration phase. Quan et al. (2008) pointed out that the
transformation of the form and the parameters proposed
by Ratha may restore the original details from the trans-
formation of the template. They proposed three kinds of
method to attack transformation template: ARM (attack
via record multiplicity) attack, violence attack and com-
promise equation attack.

This paper focuses on generating secure templates. We
directly store and process the original data so that an intruder
cannot obtain the permission to extract biometric data even
if he/she has the corresponding user’s template. Our idea
is inspired by the work of Wang et al. (2013), Wu et al.
(2016b, c), Chen et al. (2015), Wen et al. (2015), Zheng et al.
(2015), Zhu et al. (2016a), Zhu et al. (2016b), Yan et al.
(2016) that combines advantages of biometric cryptosystems
and feature transformation schemes. The proposed scheme
ensures easy revocability. Moreover, our approach is robust
toward different images from the same person.

3 Architecture of biometric authentication using
secure biometric template

The traditional scheme of secure biometric template is
shown in Fig. 1. After feature extraction process, the orig-

Fig. 2 RP scheme for biometric template

inal biometric template can be abandoned. As long as the
transformation template can be stored and transformed, this
transformation can be carried out in the signal domain or
feature domain. The unreversible transform is under control
by some parameters or keys. And under known transform
methods, it is very difficult to recover the original features
of the information. Therefore, when the stored template is
attacked, to achieve the effect of biological characteristics
of revocability, we can use a new set of parameters or key
control transform function to generate a new template and
protect the original biometric information.

4 Secure biometric template scheme based on deep
learning and random projections (FVR-DLRP)

In order to solve above problems and protect the user’s infor-
mation, we proposed a scheme FVR-DLRP for generating
secure and renewable template. This scheme uses a random
key from user to protect biometric data, shown as Fig. 2.

The overview of proposed scheme is shown in Fig. 3, and
the basic components of algorithm FVR-DLRP are shown as
below:

– Feature extraction: extract finger vein’s endpoints and
intersections.
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Fig. 3 Architecture of FVR-DLRP scheme

Fig. 4 Feature extraction template

– Random projection: transform high-dimensional data to
a lower dimension.

– Training: deep belief networks for training generated
template.

– Matching: decision of whether matching the output.

4.1 Finger vein feature extraction

In the pretreatment stage, first we take actions to extract crit-
ical information from the image for next processing. Image
refinement and feature enhancement are used to reduce noise
in finger vein images and improve the contrast ratio between
the vein and the background area, meanwhile providing
venous information, and extracting feature points set accu-
rately. Image after preprocessing is shown inFig. 6b. Thenwe
need to extract feature of images. The process is as follows.

We define a 3 × 3 region, as shown in Fig. 4. a0 is center
point, clockwise order around 8 points, successively set to
a1, a2, . . . , a8, and the values are 0 or 1.

Fig. 5 Feature points

We define TN as:

TN = 1

2

8∑

i=1

|ai+1 − ai | (1)

When i = 8, we define a9 = a1. If TN = 1, we think
a0 as endpoint; if TN ≥ 3, we think a0 as intersection. The
ultimate extracted feature points of finger vein are shown in
Fig. 5.

4.2 Random projections for biometric template

Random projection (RP) makes the transformation of high-
dimensional data to a relatively low-dimensional space with
a rule that distance between points should be set under an
satisfied threshold. Assume X is the original data matrix
with m ∗ n dimension, R is a random matrix with k ∗ d
dimension. To get the output of random project, we need to
multiply R and X . Johnson and Lindenstrauss (Quan et al.
2008) have made a great process in the research of random
projection. The following Johnson–Lindenstrauss theorem
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states that it is possible to project n points in a space of arbi-
trarily high dimension onto an O(log n)-dimensional space.
In the reduced dimension, the distance between each pair of
points can be approximately retained.

JL theorem. For any0 < ε < 1and anypositive integern,
let k be a positive integer such that k ≥ 4(ε2/2−ε3/3)−1 ln n.
Then for any set V of n points in Rd , there is amap f : Rd →
Rk such that for all u, v ∈ V ,

(1−ε)||(u−v)||2 ≤ || f (u)− f (v)||2 ≤ (1+ε)||u−v||2
(2)

In the template protection schemes based on RP, if R is origi-
nal matrix, we can define transformed templates byU = RX
and V = RY and the internal relation is

UT V = XT Y RRT = I.

But this makes the system vulnerable against attacks. So we
need to define a Lipschitz embedding f (x) = (1/

√
k)Rx

that satisfied JL theorem, i.e., making the elements of R are
independent and identically distributed (IID). Any random
matrix’s elements chosen from an IID normal distribution
N (0, σ 2) satisfy JL theorem.We have employed such matric
for RP. This can ensure the security of the system for RRT �=
I and the pair-wise distances are retained. We apply random
projections on features of biometric data to reduce the num-
ber of feature points. It helps in reduction of computational
complexity and makes improvement for DBN process.

The properties of random projections we enumerate are as
follows, which will give us a better understanding of the rest
of the article. Note that we assume a valid Lipschitz mapping
R whose elements are normally distributed with meanμ = 0
and variance σ 2. Here we enumerate six characteristics of R:

1. Vectors in high-dimensional space are orthogonal in any
directions, i.e., RRT = RT R.

2. E[RT R] = kσ 2 I and E[RRT ] = dσ 2 I , where R is k ∗d
matrix.

3. Let Xd∗n1 and Yd∗n2 are transformed by Rk∗d to U =
( 1√

kσ
)RX and V = ( 1√

kσ
)RY then

E[UT V ] = XT Y

4. Each element εi, j of matrix RT R with E[εi, j ] =
dσ 2, Var [εi, j ] = 2dσ 4.

5. The error (UT V − XT Y ) generated by random projec-
tions and original date has the statistical properties:

E[UT V − XT Y ] = 0

Var [UT V − XT Y ] =
(
1

k

) (
σi x

2
i σi y

2
i + (σi xi yi )

2
)

Fig. 6 Original data through random projection. a Original data, b
image after preprocessing, c feature extractionof b,d randomprojection
of c

6. When elements of R are chosen from N (0, 1) or from
U (−1, 1), then

P(|UT V − XT Y | ≥ ε) ≤ 4 exp

(
−k

4
(ε2 − ε3)

)

After operation by random projections R (Fig. 6), we
derive from formulas 3–6 based on the statistical indepen-
dence between observers. In other way, if the data between
the observers are lost, the relationship between the features
remains (from properties 1 and 2). The biometric template
matching algorithm can be directly applied on the U and
V , even if the initial biometric data are unknown. It is dif-
ficult to conform the specific values of the initial data when
the intruder has only the data U or V . This is because there
is an infinite number of solutions to the solution of the sys-
tem’s equations.Reduceddimensionality can reduce the error
when the projections decrease. Therefore, there is a trade-off
between system performance and security level. When the
data are sparse, very little information is difficult to recon-
struct the raw data. On the other side, if only the random
projection is used, the user’s biometric information may be
leaked.

4.3 Deep belief network for generate biometric template

To make biometric templates more secure, we employ deep
belief networks to generate templates.

Now deep belief networks have been widely used in the
field of image and speech recognition. Satisfactory recog-
nition results are obtained in the handwriting database. The
deep belief network is a multilayer network structure, which
can learn the complex mapping relationship between input
and output (Hinton et al. 2006). As shown in Fig. 7, there is a
deep network model with three hidden layers and one visible
layer. The adjacent layers are connected with each other, but
the units in the same layer are not connected. The essential
part of a DBN is a restricted Boltzmann machine.
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Fig. 7 DBN composed with three RBMs

Fig. 8 Restricted Boltzmann machine

• Restricted Boltzmann machine

The architecture of RBM is shown in Fig. 8. We can see
that it consists of two main layers: one visible layer and one
hidden layer. Only the units from different layers are con-
nected.

If visible layer of a RBM has n units and hidden layer has
m unites, we can define the energy function of a RBM as:

E(v, h; θ) = −
n∑

i=1

aivi −
m∑

j=1

b j h j −
n∑

i=1

m∑

j=1

viwi j h j (3)

where θ = (W, a, b) andwi j represents the weights between
visible layer and hidden layer; ai and b j are their bias. Prob-
ability distribution of the DBM is defined as:

p(v, h) = 1

Z
e−E(v,h) Z(θ) = ∑

v,h e
−E(v,h). (4)

In general, the probability of visible layer v can be expressed
as:

p(v) = 1

Z

∑

h

e−E(v,h) (5)

• Training RBM

Different from traditional neural network training algorithm,
the learning process of the RBM is unsupervised and work

as layer by layer. We define p(v) as our likelihood func-
tion. However, maximizing the likelihood is not efficient.
We employ a contrastive divergence (CD) algorithm, which
is a fast learning way for RBM andwas introduced byHinton
(2010).We keep updating the weights on the training process
until it can satisfy the whole network or complete the set of
the number of iteration steps in advance. The Algorithm 1
and Fig. 9 present the details.

Algorithm 1 : Contrastive Divergence, CD

Input: RBM(V1 . . . Vn, H1 . . . Hm),training batch S
Output: gradient approximation Δwi j ,Δa j ,Δbi for i =
1, . . . ,m, j = 1, . . . , n
1) Init Δwi j = Δa j = Δbi = 0, f or i = 1, . . . ,m, j =
1, . . . , n
2) For all v ∈ S do
3) v0 ← v

4) For t = 0, . . . , k − 1 do (training period)
5) For i = 1, . . . ,m do sample hti ∼ p(hi |vt )
6) For j = 1, . . . , n do sample vt+1

j ∼ p(v j |ht )
7) For i = 1, . . . ,m, j = 1, . . . , n do
8) Δwi j ← Δwi j + p

(
Hi = 1|v0)·v0j − p

(
Hi = 1|vk)·

vkj

9) Δa j ← Δb j + v0j − vkj

10) Δbi ← Δci + p
(
Hi = 1|v0) ·v0j − p

(
Hi = 1|vk)

The update rule is defined as:

W new
i j = W old

i j + ΔWi j (6)

where ΔWi j = ε((vi h j )date − (vi h j )re). Here (vi h j )data
represents the expectation through training data and (vi h j )re
represents the expectation through reconstructed data, and ε

is the learning data.

• Training DBN

We learned the weights of a RBM through a greedy layer-
wise unsupervised algorithm. The current trained RBM will

Fig. 9 Training RBM with CD algorithm
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take the output of the hidden layer as the input of the next
RBM. By this way, which is called pertaining, we can train
a whole DBN. This action will make weights between lay-
ers fit the whole network more accurately. The unsupervised
learning method is the training process of an RBM, which is
as follows:

– First initialize all weights to random small values.
– Input the original data by using feature block fusion to
the first layer of the whole architecture, and then train the
data in the RBM one by one.

– Adjust weights of whole network by using back-
propagation algorithm.

4.4 Enrollment phase

During the enrollment phase, users transform the biometric
data to a matrix D. Then the endpoints and the intersections
of the finger vein will be extracted by a feature extraction
model that extracts finger vein’s endpoints and intersections.
For protecting these features, next they are passed through a
secure biometric model. These random projections relay on
the value provided by the key, PBKDF2 (Password-Based
Key Derivation Function) apply a pseudo random function
to derive the key, in a word repeating the hash salted for
many times. We take the password as an input of PBKDF2
to generate a key. Data after random projections are used for
training deep belief network.

4.5 Verification phase

In verification phase, a series of operations is done during
the registration phase. Different biometric information of the
same person is preserved. Then these data are performed by
feature extract model which outputs the finger vein’s end-
points and intersections. Next this feature vector is secured
by random projections that take the key produced by the
PBKDF2 function as the value and output a secured tem-
plate.

The matching algorithm DBN performs a comparison
between the outputs. For successful authentication, the pass-
word provided by user must match the information they store
in the template and there must have a great similarity to the
secured biometric data.

5 Experiments and performance analysis

To evaluate the efficiency of this algorithm, we use one fin-
ger vein laboratory database getting from network named
FV_NET64, which contains 64 people’s finger vein image,
and each of them contributes 15 acquisitions. Thus, this
database contains 960 pictures, whose dimensions are all

Table 1 Authentication
performance of different value k k GAR (%) FAR (%)

5 96.9 1.5

10 94.3 1.2

15 93.5 0.8

20 91.8 0.3

Table 2 Authentication performance of different approaches

Method GAR (%) FAR (%)

DBN 96.9 1.5

Hausdorff distance (HD) 92.4 5.2

PCA 95 4.3

Table 3 Authentication performance before and after FVR-DLRP

k GAR (%) FAR (%)

Before After Before After

5 96.9 95.3 1.5 2.2

10 94.3 94 1.2 1.2

15 93.5 92.2 0.8 1.3

20 91.8 91.2 0.3 0.3

70*150. In the simulation experiment, we choose 12 figures
of each one for the net training, and the remainders are for
testing. Our DBN model consists of two RBMs, the input
layer needs 10,500 nodes, then the first RBM layer has 1000
nodes, and the second RBM layer exists 100 nodes. The net-
work structure is 10,500–1000–100. The initial weights bias
of different layer is set to 0. Two RBMs are enough for us
in this system, because we only have 10 pictures to feed the
whole network as one batch, too deep structure can not get
fully trained.The false acceptance rate (FAR) and recognition
rate (GAR) are employed to evaluate our proposed scheme.

The result of our experiments is shown in Table 1. We
use different values of k to observe whether the compres-
sion degree would effect the authentication. We note that
deeper compress, the worse performance will be obtained.
Furthermore, we compare different methods with our pro-
posed method, such as Hausdorff distance (HD) schemes
proposed byLi et al. (2007) andprincipal component analysis
(PCA) proposed by Wang (2007) on finger vein recognition.
Table 2 displays the different results of some traditional algo-
rithms.We can see that the DBN algorithm can achieve better
results.

Table 3 reports the verification performance of the system
before and after transformation. As we can see, there is little
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Fig. 10 Authentication performance before and after FVR-DLRP

change before and after transformation, so we can prove the
correctness of the theoretical analysis. As shown in Fig. 10,
we can observe more intuitive on verification performance
with different value of k before and after transformation.

6 Conclusions

This paper presents a secure and efficient framework to gen-
erate secure, efficient and revocable biometric templates. The
new framework employs deep belief networks and random
projections of biometric data using secure keys from pass-
words for user verification. The biggest bright spot of the
proposed system is that it can keep the most important infor-
mation of biometric data, even the password is decoded. And
this is the kernel part of feature transformation techniques.
We try somemethods to display the performance of proposed
system, and the result shows that random transformation can

enhance the revocability of the template and the dynamic
mapping can enhance the uncertainty of the transformation.
We argue that there is no perfect template protection tech-
nology which can meet the requirements of all biological
characteristics and applications. In addition, test environment
will change in training and recognition process, resulting
in the deviation of dynamic mapping matrix. In the future
research, we will focus on proposing constructions fitting
complicated conditions and exploring other recognition algo-
rithms with ability of template protection.
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