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Abstract For realizing the flexible, scalable and fuzzy
fine-grained access control, ciphertext policy attribute-based
encryption (CP-ABE) scheme has been widely used in the
cloud storage system. However, the access structure of CP-
ABE scheme is outsourced to the cloud storage server,
resulting in the disclosure of access policy privacy. In addi-
tion, there are multiple authorities that coexist and each
authority is able to issue attributes independently in the
cloud storage system. However, existing CP-ABE schemes
cannot be directly applied to data access control for multi-
authority cloud storage system, due to the inefficiency for
user revocation. In this paper, to cope with these challenges,
we propose a decentralized multi-authority CP-ABE access
control scheme, which is more practical for supporting the
user revocation. In addition, this scheme can protect the data
privacy and the access policy privacy with policy hidden in
the cloud storage system. Here, the access policy that is real-
ized by employing the linear secret sharing scheme. Finally,
the security and performance analyses demonstrate that our
scheme has high security in terms of access policy privacy
and efficiency in terms of computational cost of user revoca-
tion.
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1 Introduction

Cloud computing has been widely concerned and continually
developed (Yu et al. 2016; He et al. 2015; Castiglione et al.
2011), while the security of cloud computing has also put for-
ward higher requirements. In order to enhance the security of
cloud computing, the scheme of efficient ciphertext retrieval
(Fu et al. 2015; Xia et al. 2016), verifiable data auditing
(Wang et al. 2015; Ren et al. 2015) and identity authenti-
cation (Huang et al. 2015; Chatterjee and Sarkar 2006) has
been put forward successively. Cloud storage is an important
service paradigm of cloud computing. With the development
of the cloud storage system, many enterprise users or indi-
vidual users may outsource their huge numbers of data in
the cloud storage servers. In order to protect the data confi-
dentiality, it is imperative to employ an efficient encryption
scheme to realize the fine-grained access control in the cloud
storage system. CP-ABE scheme (Yang and Jia 2014b; Zhou
et al. 2015b; Hu et al. 2015) is the most appropriate encryp-
tion system. In the CP-ABE scheme, the ciphertext is related
to the access structure, while the user’s secret keys are related
to the attribute sets. The user can decrypt a ciphertext only
if his attributes set satisfies the access structure embedded in
the ciphertext. CP-ABE scheme (Li et al. 2015; Wang et al.
2016b; De and Ruj 2015) can realize a flexible access control
and has been widely used to implement the secure storage
and flexible access control in cloud storage system. How-
ever, most proposed CP-ABE schemes may not work well
for the users to share their data by outsourcing on the cloud
servers. First of all, the access policy may be revealed to
the public, and it will disclose sensitive information of the
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decryptors or encryptors. Then, a user may have attributes
delegated by different authorities, while a data owner has a
shared data supervised by multiple authorities in practice.
Multi-authority ABE (Wang et al. 2016a) is more appropri-
ate for access control for the cloud storage system, as users
hold attributes issued by different authorities. For example,
an enterprise may release a number of specific files, and
these files should be reviewed only by the staff who holds
the attribute of Leader generated by the authority A or the
attribute of Secretary generated by the authority B. Therefore,
a multi-authority attribute-based encryption access control
scheme with policy hidden can provide an effective solution
to protect privacy in the cloud storage system. In this paper,
we mainly provide a multi-authority attribute-based encryp-
tion scheme to realize fine-grained access control in the cloud
storage system and protect access policy privacy. Moreover,
this scheme should be flexible, practicable, and secure.

1.1 Related work and research contributions

Since Sahai and Waters (2005) firstly proposed an attribute-
based encryption(ABE) scheme, many works (Bethencourt
et al. 2007; Zhou et al. 2015a; Shao et al. 2015) have been
proposed for realizing more expressive, flexible and practi-
cal versions of this technique. In addition, the first CP-ABE
scheme was proposed by Bethencourt et al. (2007). How-
ever, the aforementioned schemes included a single authority.
Subsequently, several researchers have proposed some multi-
authority ABE schemes (Yang and Jia 2014a; Jung et al.
2013; Hanetal. 2015). However, these schemes were not suit-
able for the complicated cloud storage system, for the reason
that each authority needed to work with each other; it resulted
that the schemes were at high communication cost and lack of
scalability. Other multi-authority CP-ABE schemes (Miiller
etal. 2008; Liu et al. 2011) demanded a global central author-
ity to administrate attributes by diverse authorities, but the
performance was poor in lager distributed systems, and the
central authority became a security bottleneck. There was
a decentralizing CP-ABE with multi authorities proposed
by Lewko and Waters (2011) to remove any central author-
ity, but user revocation wasn’t considered in the scheme. A
multi-authority CP-ABE scheme with user revocation was
proposed by Yang and Jia (2014a); however, the scheme
included a central authority. There was a decentralized multi-
authority CP-ABE scheme with user revocation proposed by
Ruj et al. (2014), but the scheme needed to deliver ciphertext
components to the non-revoked user, resulting in expensive
communication costs of the system.

CP-ABE schemes have been widely used in the cloud stor-
age system for supporting the flexible access control, but the
access policy is revealed to the public, which will disclose
sensitive information of the decryptors or encryptors. Later,
Yadav and Ali (2015), Phuong et al. (2016) and Zhou et al.

@ Springer

(2015b) proposed hidden access policy CP-ABE schemes,
but these schemes were based on simple ‘AND’ gate access
structure. Although Xu and Lang (2015) proposed a CP-ABE
scheme with hidden access policy, which adopted tree-based
access structure and made access policy more abundant, but
it cannot be directly applied to multi-authority cloud storage
system. In addition, Lai et al. (2012) proposed a partial hid-
den policy scheme which was based on LSSS matrix access
structure and it was constructed on bilinear groups with a
composite order. This scheme was less efficient compared
to the hidden policy ABE schemes Nishide et al. (2008).
Furthermore, the scheme only supported partial hidden infor-
mation and did not support user revocation.

1.2 Our research contributions

In this paper, in order to address the above challenges in the
cloud storage system, we propose an access control scheme
based on a decentralized CP-ABE scheme with policy hid-
den. There are three main contributions in this paper.

1. In order to resolve the problem in cloud storage system,
we construct a secure decentralized CP-ABE access con-
trol scheme with policy hidden. This scheme adopts more
flexible LSSS matrix access structure.

2. We also design an efficient user revocation method for
multi-authority CP-ABE scheme. This method decreases
communication cost and computation cost of the revoca-
tion.

3. We give the security and performance analyses which
demonstrate that our scheme has high security in terms
of access policy privacy and efficiency in terms of com-
putational cost of user revocation.

2 Preliminaries and problem formulation
2.1 Preliminaries
2.1.1 Bilinear map

Definition 1 Let G| and G, be two cyclic groups with prime
order p, and g be a generator of G;. Amape : G x G| —
G2 is a bilinear map if the following properties can be satis-
fied:

1. Bilinearity. Va,b € Z, and u,v € Gy, e(u”, vb) =
e(u, v)?.

2. Non-degeneracy. e(g, g) # 1 for the generator g of G.

3. Computability. For all u, v € G, there exists an efficient
algorithm to compute e (u, v).
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2.1.2 Access structure

Definition 2 We suppose a set of {p1, p2,..., pn} as an
attributes set. For VB, C :if Be AAB C C,thenC € A,
we can get the set A C 2{p1.p2,-.Pn} is monotone. An access
structure (respectively, monotone access structure) is a set A
which is non-empty subsets of {p1, p2, ..., pn}. The sets in
A are named authorized sets, and the sets not belong to A are
named as unauthorized sets.

The definition of linear secret sharing scheme (LSSS) can
be found in Beimel (1996). From the discussion of Beimel
(1996), each LSSS scheme IT for the access structure A; x ,,
can be used to linear reconstruction. Let C € A be any autho-
rizedsetl C {1,...,1l}definedas] = {i : p(i) € C}. Wecan
choose constants {w; € Zy};cy suchthat D ;; wjA; = w, if
{X;} that are valid shares of any u in IT. These {w;} can be
gained in polynomial time.

2.1.3 One-way anonymous key agreement

There was a one-way anonymous key agreement scheme
(Kate et al. 2007), which can guarantee anonymity for one
participant. Suppose Alice (ID,4) and Bob (IDp) are users
of one KGC (key generation center) whose master secret is
s. Alice wants to keep anonymity with Bob. The progress of
key agreement protocol is as follows:

1. Alice calculates Qp = H(IDp). It randomly selects a
number r4 € Zj, to generate the pseudonym Py = QZA
and calculates the session key K4 p = e(da, Op)™ =
e(Qa, Op)*"A. Finally, it responses its pseudonyms Py
to Bob.

2. Bob calculates the session key K4, p = e(Pa,dp) =
e(Qa, Op)*"4 using his secret key dp, where d; =
H(ID;)* € Gis user’s private key for i € {A, B}, and
H : {0,1}* — G is a strong collision-resistant hash
function.

2.2 Problem formulation
2.2.1 System model

As described in Fig. 1, there are four entities in the cloud
storage system: data owner, CS (cloud storage server), N
attribute authorities (AAs), data user.

1. Data owner: Before outsourcing data on the cloud storage
system, the data owner encrypts it under the access policy
which is enforced on the ciphertext. The data owner is
accountable for defining access policy and obfuscating
the policy. Once the attributes of one user are revoked,
the owner needs to update partial ciphertext components
which contain all revoked attributes.
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Fig. 1 System model of our scheme

2. Attribute authorities: The attribute authorities are trusted
and independently manage their respective attributes set.
Meanwhile, authorities then generate the secret key for
each legitimate user. When one user is revoked, the
authorities will generate the updated key for the non-
revoked users.

3. Cloud storage server: The cloud storage server stores
shared files which belong to the data owners and provide
access service for the users. We suppose that the cloud
storage server is honest-but-curious. Thus, not only the
data but also the access policy in the ciphertext should be
hidden.

4. Data user: The authorities generate relevant private keys
for each data user. In addition, only the users whose pri-
vate keys satisfy the access control policy can gain data,
while any legitimate users can download any ciphertext
from the CS.

2.2.2 Security requirements

We formalize three fundamental security requirements for a
decentralized CP-ABE access control scheme in cloud stor-
age systems.

1. Data confidentiality: In the cloud storage system, only
authorized users whose attributes satisfy the access struc-
ture can decrypt the ciphertext and gain the data. In the
meantime, revoked users cannot decrypt the ciphertext.

2. Collusion resistance: All ABE schemes need to prevent
the collusion attack. Different users can acquire no infor-
mation about the access policy and the ciphertext through
the combination of their own private key components.

3. Policy privacy: When data are outsourced to the cloud
storage system , the cloud servers and unauthorized users
could not get any information about the access structure
embedded in the ciphertext.

2.2.3 Scheme definition:

In this section, we define the decentralized CP-ABE access
control scheme with policy hidden for the cloud storage
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system. Our scheme has the following polynomial time
algorithms:

1. AASetup(h) — {(PK[j]. SK[j])jein}: The author-
ity setup algorithm inputs the security parameter A. It
outputs the AA(Attribute Authorities)’s public/secret key
pair (PK[j], SK[j]) for each authority.

2. KeyGen (Ij,GID, SK[j]) — Kj cip: The key genera-
tion algorithm inputs the user’s attribute sets /; g;p and
the secretkeySK [ j] and then outputs a secretkey K ; gip
for user.

3. Encrypt (MSG, (M, p), PK[j]) — CT:Theencrypt-
ion algorithm inputs a monotone access structure (M, p),
the public key PK[j] and the message M SG and then
outputs the ciphertext CT.

4. Decrypt (CT, Kj,gip) — MSG: The decryption algo-
rithm inputs the ciphertext CT and the user’s private keys
K ; ip and then outputs the message M SG.

5. UKeyGen (¢; gip'» SK[j]) — UK ;: The update key
generation algorithm inputs an attributes set ¢; gy that
contains the revoked attributes of user GID'. It outputs
the updated key UK ;.

6. SKUpdate (UK;, K Gip) — K’ Gip: The user’s secret
key update algorithm inputs the updated key U K; and
the user’s secretkey K ; ;p and then outputs the updated
secret key K}’GID.

7. CTUpdate (CT,UK ) — CT’: The ciphertext update
algorithm inputs the ciphertext CT and updated key U K ;
and then outputs the new ciphertext CT’.

2.2.4 Security model

Let S represents the set of authorities, and then we define a
security model for the decentralized CP-ABE access control
scheme which hides the access policy for the cloud storage
system through the following game between an adversary A
and a challenger C.

Setup : A corrupted authorities set §* C S is specified
by the adversary A. The adversary A submits the chal-
lenge access structure (M*, p*) and the revoked attribute
set ¢. For the set S — §” which is non-corrupted authori-
ties set, the challenger C generates public/secret key pair
(PK[j], SK[j]) by executing the AASetup algorithm. For
each attribute x € ¢, the challenger updates public/private
key pair (PK[j], SK[j]) and responses the public key
PK[j]toA.

Key Queries 1: A issues a key query on the attributes set
I; and the user GID, where A cannot make key queries on any
attributes set /; which satisfies the access structure (M*, p*)
and belong to the corrupted authorities set S’. C generates the
secret key by using K eyGen algorithm and the updated key
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UK for each attribute x € ¢ by using U K ey Gen algorithm,
and sends K gip and UK to A.

Challenge : A must submit two distinct messages Mo, M|
with the same length and an access structure (M*, p*) on the
condition that any attributes set /; cannot satisfy the access
structure (M*, p*) and belong to corrupted authorities set S’.
Cselects B € {0, 1} and runs the Encrypt algorithm on Mg
to get CT*. Finally, C sends CT* to A.

Key Queries 2: A continues to make key queries adap-
tively, and C returns the answer as Key Queries 1. However,
A cannot make key queries on any attributes set /; which
satisfies the access structure Mg and belongs to corrupt
authorities S’.

Outputs: A outputs a guess bit 8’ for 8. The winning
advantage is Pr[8 = B'] — %

Definition 3 A decentralized CP-ABE access control sche-
me with policy hidden for the cloud storage system is
selective CPA-secure, if the advantages of all probably
polynomial-time adversaries in the above game are negli-
gible.

3 The proposed scheme
3.1 High-level overview

Provided there are N authorities {A{, A>, ..., Ay} in the
scheme, and each authority A; monitors a set of attributes
Ljforj =1,2,..., N.First, each A; randomly selects a
number B; € Z,. For each attribute x € L;, A; selects
a random number v, € Z, for implementing the attribute
revocation. Then, the public key is computed as g#i, where
B; is the partial secret key of A ;. For the reason that gPi can
be used by a user to obfuscate attribute of the ciphertext, g#i
is included in the public key PK[j].

In order to resist the collusion attack, when creating a
secret key for a user GID and a set of attributes /; g;p from
the authority A ;, each A ; computes g*** H (GID)”~ by using
a global user identity GID. If two users with different GID
and GID’ attempt to make a collusion attack by combine
their keys, then it would appear some terms in the form
of e(g, g)*e(H(GID), g#) and other terms in the form of
e(g, 9)*ie(H(GID'), g#) during the decryption; therefore,
we can prevent the process of collusion attack.

In order to preserve policy privacy of ciphertext, the ow-
ner randomly selects a number a € Z; and computes s, =
e((gﬁf )%, H(\y)) when encrypting the message. So it can
implement the policy privacy preservation by using s, that
replaces the attribute A in the access policy.

In order to solve the attribute revocation problem, each A ;
assigns a version number v, for each attribute x. Once there
is an attribute revocation, only those components associated
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with the revoked attribute in secret keys and ciphertexts need
to be updated by using g (¥x ~vx),

3.2 Construction of our scheme

Let G| and G, be two cyclic groups with prime order p,
and g be a generator of G1. Amape : G x G| — Gy is
a bilinear map. Furthermore, we employ a strong collision-
resistant hash function H : {0, 1}* — G. Our decentralized
CP-ABE access control scheme with policy hidden includes
the following five procedures:

1) System initialization

Each authority A; (j € N) which has a set of attributes
L runs the AASetup algorithm. The attributes set disjoint
(LiNnL;=9,i #J).

1. The authority A; chooses a number 8; € Z;, and three
random numbers oy, Yy, Uy € Z:‘, for each attribute
x (x € Lj), where v, is an attribute version key. The
secret key of authority A; (j € N) is:

SK[j]= ({ax, yx, vxlxer;. Bj) ey

2. The authority Aj computes {e(g, §)*"*, g"*}xer, for
each attribute and g#/. The public key of authority
Aj(jeN)is:

PK[j1= ({Pix = e(g. )", g }xer,. &%) ()

2) Key generation

When the user GID wants to access the data, it requests
the secret keys from all relevant authorities. After authenti-
cating the user’s identity, each authority runs the KenGen
algorithm. The authority A;(j € N) gives the attributes set
I; gip and corresponding private key K gip to the user:

KjGm = (D1, = g™ H(GID)™,
Dax = H)P et o) ©)

where ay, yx, vy, B; € SK[j]. Note that the user’s private
keys are disseminated under the secure channel.

3) Encryption

The data owner outsources the data to the cloud storage
system, after encrypting it with a content key MSG € G,
using symmetric encryption technique. Then the data owner
defines an access policy T over attributes from the related
AAs. Finally, the owner encrypts M SG using the Encrypt
algorithm.

1. The owner randomly selects a number a € Z;; and com-
putes s, = e((gPie, H()y)), where A, (y € ¥) denotes
one attribute of the access policy 7 and Y is the number

of attributes in 7T'. It is necessary to note that we can be
precompute s, once and for all.

2. In order to realize the policy privacy preservation, the
owner uses sy to replaces the attribute A, in the access
policy. Then, the access policy T is converted to LSSS
access matrix (M, x n, p) , M; is the i th row of M.

3. The owner encrypts M SG by running the Encrypt algo-
rithm as follows:

(a) Randomly selects a number s € Z; and a vector

v=(5,72,73,...,7)" € Zﬁ’,.
(b) Computes u; = M; - v.
(c) Selects a random vector @ = (0,12, 13, -+ , )T €
Zh
et

(d) Computes ¢; = M; - w.

(e) Randomly selects a number o; € Z;‘, for each row M;
of M.

(f) Computes the ciphertext components as follows
Co=MSGe(g, g)°, ho = g“.
Cii=e(g gle(g, g)r0*%0 Vi e [m].
Cyi = g%, Vi € [m].
Cz; = g% g% Vi e [m].

“

(g) Theciphertext CT are outsourced to the cloud storage
system.

CT = (Co, {Cu,i, Ca,i, C3,i}viem]s ho, (M, p))
)

4) Decryption
If the user’s attributes satisfy the access policy , it can
acquire its M SG and gain the owner’s data further.

1. Firstly, the user computes s’ = e(ho, Hx)Pi) =
e(g?, H(x)Pi) for Vx € I, by using the component
ho = g“ from the CT.

2. Using s’ to replace the attribute x, it can construct an
attributes set 1/, = {I'j.cip, j € [N1}. The user gains
the access policy (M, p) from CT, and computes the set
R ={i:(p@)N I(/;[D)ie[m]}~

3. Finally, the user chooses constants ¢; € Z’,‘; such as
ZieR’Ci M; = (1,0, ...,0). The decryption process is
as follows:

(a) Foreachi € R’, it computes

Cirie(H(GID), C3,)

e(Kyi),Gip, C2,i)
= e(g, )" e(H(GID), g¥") (6)

dec(i) =

(b) It obtains the plaintext

MSG = Cy /Hl_e[m] dec(i)“ ©)
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5) User revocation

The attributes set ¢; g;p of the user GID' is supposed to
be revoked from the authority A ;. In order to prevent revoked
users from decrypting the ciphertext, all non-revoked users
who have attributes set ¢; Gy change their stored data. The
user revocation’s three phases are as follows:

1. Update key by AAs

When the useris revoked, the A ; runs the U K ey Gen algo-
rithm. It firstly chooses a random version key v, € Zj for
each attribute x € ¢; gyp. The authority A then calculates
update key UK ; = {g% =) x € ¢, ;p/}and the public
key P, = Piy.e(g.8)% V7% = e(g, g)%V. Finally,
the authority A; sends U K; to non-revoked users and data
owners under the secure channel.

2. Secret key update by non-revoked users

When the user receives the update key UK ; from the
authority A, it will run the SK Udate algorithm to update
its secret key as

K'jy=(Ox€djcp:D1x=Dix UK;
= ¢*V*H(GID)**, D's.x = D1 ®)
Vx ¢ ¢j,G[D/ : Dll,x = Dix, D/Z,x =Dy x)

The U K ; is associated with revoked user GID’, so the non-
revoked users can be distinguished by the authority. Thus, the
revoked user GID' cannot receive the update key UK ;.

3. Ciphertext update by the data owner

When the data owner receives the updated key U K ; from
the authority Aj, it will run the CT Update algorithm to
update its ciphertext. Firstly, the data owner collects the
ciphertext components (Cy,;, C2 ;) which contain attributes
set ¢ gip in the cloud storage system. For each ciphertext
component, the following steps is calculated:

Vi=1tom:if p(i) € ¢jcmp
C'1i = Cui - e(Ca,p, g% W0 ~00))
= e(g. g)"e(g. g)" P
else C/l,i = Cl,i (9)

Finally, the new values of Ci ; (i € [1, m]) are outsourced
to the cloud storage system. For each revoked attribute, only
the component C1 ; needs to be updated in our scheme. Thus,
the user revocation is more efficient.

4 Security and performance analyses

4.1 Correctness analysis

Correctness: Our scheme is correct as the following equa-
tions hold. From Eq. (6), we can get:
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dec(i)

_ C1ie(H(GID), C3,)
~ e(Kp(i),6is C2i)

e(g, g)e(g, 8)'r*r®%e(H(GID), g*r®° g¥)

e(g%vs H(GID)*, g%)

e(g, g)e(g, 8)'r*r % e(H (GID), g*r®° )e(H(GID), g¥)
B e(g:vx, g%)e(H (GID), g%)
=e(g, )" e(H(GID), g*) (10

Then, evaluating the Eq. (7), we can get:

Co/[ .., decti)
= MSGe(g.9)' ] ]._ (e(g. )" e(H(GID). g#))°

Z Wi Ci

s 2 uici }
= MSGe(g, g)" [e(g, g)"  e(H(GID), g)iem
! > wmici
= MSGe(g, 8)’ [e(g, g)em = MSG (1D

where >, Ki€i = S, 2 icpm) @ici = 0. Thus, our scheme
is correct.

4.2 Security analysis

Theorem 1 [f Lewko and Waters’ (2011) decentralized CP-
ABE scheme is selectively CPA-secure, our scheme is also
selectively CPA-secure.

Proof This theorem is proved by the following games and
lemmas. Firstly, game Game is an original game of Lewko
and Waters’ scheme. The second game Game; is the same
as Gameq except that hg in challenge ciphertext is generated
randomly and a random number D> , in G is added in user’s
key K gip. The first lemma is that Gamep and Gameare
computationally indistinguishable, while the second lemma
is that the advantage probability of adversary in Game; is
negligible, and then the Theorem 1 is proved secure. O

Lemma 1 If Lekwo and Waters’ (2011) decentralized CP-
ABE scheme is selectively CPA-secure, Gameg and Game)
are computationally indistinguishable.

Proof If a distinguisher A can discriminate Gamey and
Game, then there is an algorithm B which can break Lewko
and Waters’ decentralized CP-ABE scheme. Suppose C is a
simulator corresponding to B. A runs B as follows:

Setup: A gives B its challenge access structure (M*, p*)
and the revoked attribute set ¢, and then B sends (M*, p*)
and ¢ to C as its challenge. C computes Pl/,x =e(g, 9™ V'
for each attribute x ¢ ¢ and computes Pll,x = Pll,x
e(g, @) W) = ¢(g, g)%V's for x € ¢. C provides the
public key PK'[j]1 = ({Pix = P{ . 8" *}xes,. 8. G1. G,
e, H). B randomly selects 8; € Z;‘;. Finally, B sends the
master public key PK[j] = ({P1x = P| . 8" }xer,. &%)
to A.
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Key Queries 1: When A issues akey query by submitting
pairs ({1} e[n1, GID), B sends it to C and obtains the key
K ip = (D1.x = g% H(GID* }e1, ) C generates
UK; = {g“x(vxl_vx)} for each attribute x € ¢. B ran-
domly chooses 8; € Z;’; and responses K; gip = (D1,x =
g4 H(GID)*, Dy y = H(x)Pi)and UK ; = (g% (')
to A as the answer, where x € I; Gip.

Challenge: When A submits two different messages
My and M; with equal length to B , and B chooses
a bit B € {0,1} and sends My and M; to C. Then,
C selects a bit u € {0,1} and encrypts M, under
PK[j] and (M*, p*) using Waters’ scheme, and sends
CT' = (Co, {C1,i, Cai, C3i}viem), (M*, p*)) to B. B com-
putes Cj; = Cp; - e(Cai, g0 r 0y = e(g, )
e(g, g)“/mi)“ﬂ(")"" for each attribute x € ¢ and C};, = Cy;
for x ¢ ¢. B randomly chooses a € Z; and fesponses
CT = (Co, ho = g%, {C1,i, Cai, C3,ivielm), (M*, p¥)).

Key Queries 2: A makes key queries adaptively, and B
response as Key Queries 1.

Outputs: A outputs 8’ to B, and B sends it to C as its
guess about u.

If B = u, then C has simulated Gameg. Otherwise, it has
simulated Game;. Therefore, if A can distinguish Gamegy
and Gamej, then B can break Lewko and Waters’ decentral-
ized CP-ABE scheme.

Lemma 2 If Lewko and Waters’ (2011) CP-ABE decentral-
ized scheme is selectively CPA-secure, the probability of
adversary 3's advantage in Game; is negligible.

Proof If an adversary A can win Gamej, then there is an
algorithm B which can break Lewko and Waters’ decentral-
ized CP-ABE scheme. Suppose C is a simulator correspond-
ing to B. A runs B as follows:

Setup : A gives B its challenge access structure (M*, p*)
and the revoked attribute set ¢, and then B sends (M*, p*)
and ¢ to C as its challenge. C computes P| , = e(g, g)“X”/*‘
for each attribute x ¢ ¢ and computés Pl = P,
.e(g, g)"‘x(”/x_vx) = e(g, g)"‘xv/x for x € ¢. C provides the
public key PK'[j]1 = ({P1x = P . 8" }xeL;. 8. G1. Ga.
e, H). B randomly selects 8; € Z;. Finally, B sends the
master public key PK[j] = ({P1x = Pl/’x, g breL; gPi
to A.

Key Queries 1: When A issues a key query by submitting
pairs ({1} ;e[(n1, GID), B sends it to C and obtains the key
K},GID = ({D1,x = g*" H(GID)* }xer; op)- C generates
UK; = (g2 @'=v)} for each attribute x € ¢. B ran-
domly chooses B; € Z;’;, and responses K gip = (D1,x =
g4V H(GID)Y, Dyy = H(x)PI)and UK ; = (g% (')
to A as the answer, where x € I; Gip.

Challenge: When A submits two messages Moy and
M (distinct messages but with equal length) to B , and
B sends Moy and M; to B. Then, B selects a bit u €
{0, 1} and encrypts M, under PK[j] and (M*, p*) by
using the encrypt algorithm of Waters’ scheme, and sends
CT' = (Co, (M*, p*),{C1.i, C2.i, C3.i}viem) to B. B com-
putes C|; = Cp; - e(Cpi, g0 Wr0~000)) = ¢(g, g)
e(g, g)”/PU)“ﬂ(i)"i for each attribute x € ¢ and C{,i = Cy;
for x ¢ ¢. B randomly chooses ho € G, and responses
CT = (Co, {C1,i, C2,i> C3,i}viem, ho = ho, (M*, p*)).

Key Queries 2: A makes key queries adaptively, and B
returns the answer as Key queries 1.

Outputs: A outputs 8’ to B, and B sends it to C as its
guess to W.

Obviously, C has properly simulated Game;. So, if A can
win Gamej,then B can break Waters’ CP-ABE decentralized
scheme with non-negligible advantage.

Theorem 2 Our scheme supports data confidentiality, col-
lusion resistant and only allows non-revoked and authorized
users to access data.

Proof Suppose that the colluders include attributes set
R, such that D>, pc;M; = (1,0,...,0). However, they
need to compute the components e(g, g)"* e(H (GID), g¥)
according to Eq. (6). Even if they collude, they cannot
decrypt the ciphertext because different users have differ-
ent values of e(H (GID), g#). For an unauthorized user,
it does not have the attribute corresponding to some rows
i, so it cannot compute the vector < ¢; >, such that
YierCiM; = (1,0,...,0). Thus, it cannot calculate the
component e(g, g)°. On the other hand, the non-revoked
user updates its private key by using the update key
g% Vil (GID)”x. However, the revoked user cannot receive
the update key from the authority so it cannot acquire the
content key M SG and gain the owner’s data further.

Theorem 3 Our scheme is policy privacy against the cloud
server in the system.

Proof When the data owner’s encrypted data are outsourced
to the cloud storage system, it obfuscates each attribute x as
e((g%1)®, H(x)) of the access policy embedded in the cipher-
text using the one-way anonymous key agreement protocol
(Kate et al. 2007) where a is a random number. Only autho-
rized users that have the corresponding key D, , = H (x)Pi
can compute the obfuscated value e((gﬁj )4, H(x)). The
cloud storage server cannot guess x from the obfuscated
value e((g#1)%, H(x)) due to the value a. Further, the prop-
erty of policy privacy is guaranteed by the security of the
one-way anonymous key agreement protocol (Kate et al.
2007), if not knowing the corresponding H (x)Pi, anyone
cannot compute e(g%, H(x)?/) = e((gP)*, H(x)) to gain
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Table 1 Comparison of

flexibility Schemes Access policy Hidden policy User revocation Authority
Phuong et al. (2016) Only ‘And’ Yes No Single
Xu and Lang (2015) Only “Tree’ Yes No Single
Yang and Jia (2014a) Any ‘LSSS’ No Yes Multiple
Lewko and Waters (2011) Any ‘LSSS’ No No Multiple
Ruj et al. (2014) Any ‘LSSS’ No Yes Multiple
Our scheme Any ‘LSSS’ Yes Yes Multiple
14 T T T T T T 08 L S ——— LI — 1 —T—T—T T E—
12} . - 5 ;c em:e : : : . I RSN's scheme ; RSN scheme H ; H
g AL =g§,Nsche:,e § 06} :-0"’5°':eme — AR SR S o N S go.s 1 -Olursch‘eme [ b
Soal it o O 5 ; . 2 .. [
o 08 ] e o | = [ B B § N
06 12 ® 04
w w w
= 04} = gl J BN BN BN BN BN BN BN =
F o2l 1 F F 02p----- =
0 7 1 1 0 2 6 9 1 1 0 2 4 6 8 10 122 14 16 18 20

NUMBER OF AUTHORITIES

(a)

the attribute. In addition, users also cannot know the informa-
tion of access policy when they collude, because they cannot
infer the attribute x from e((g#/)%, H(x)).

4.3 Performance analysis

We make a comparison between previous ABE schemes and
our scheme in Table 1 with regard to access structure, hidden
access policy, user revocation, and the number of authorities.
It is shown that this proposed scheme is much more abundant
in Table 1.

We simulate the computation time of encryption, decryp-
tion and re-encryption in our scheme and RSN’s scheme (Ruj
et al. 2014). We do the simulation on a Windows 7 system
with Intel CoreTM i5-4440 CPU at4 GB RAM and 3.10 GHz.
The implementation adopts a 160-bit elliptic curve group
relied on the curve y? = x3 +x which bases on Java pairing-
based library (version 0.5.12). In Fig. 2a, b, supposed that the
user gets 10 attributes from each AA. The results are the aver-
age values for 20 rounds in each experiment. The comparison
of encryption time, decryption time on the user with different
authority number is shown in Fig. 2a, b, respectively. Figure
2c indicates the comparison of ciphertext re-encryption to the
revoked attributes’ number. It is shown that this proposed
scheme’s required encryption time nearly equal to RSN’s
schemes, while needed less time for re-encryption. It takes a
little more decryption time than RSN’s schemes for adding
a process to obfuscate attributes in decryption that can be
precomputed once and for all before decryption. All in all,
the computation efficiency of the proposed scheme is better
than RSN’s scheme.

@ Springer

NUMBER OF AUTHORITIES

(b)

Fig. 2 Comparison of encryption, decryption and ciphertext re-encryption Time. a Encryption. b Decryption. ¢ Re-encryption

NUMBER OF REVOKED ATTRIBUTES

(c)

5 Conclusion

In this paper, fuzzy access control schemes for the cloud stor-
age system are studied. Subsequently, we propose a secure
decentralized CP-ABE scheme to design a access control
scheme with policy hidden. Our access control scheme sup-
ports privacy preservation of data and access policy and
adopts more flexible LSSS matrix access structure. It also
supports efficient user revocation for multi-authority CP-
ABE and decreases communication cost and computation
cost of the user revocation. Then, we prove the schemes secu-
rity and analyze its performance. Finally, we demonstrate the
scheme is feasible through the experiment.
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