
Soft Comput (2017) 21:1315–1326
DOI 10.1007/s00500-015-1863-6

METHODOLOGIES AND APPLICATION

P2P and P2P botnet traffic classification in two stages

Wujian Ye1 · Kyungsan Cho1

Published online: 19 September 2015
© Springer-Verlag Berlin Heidelberg 2015

Abstract Nowadays accurate P2P traffic classification has
become increasingly significant for network management.
In addition, it is important to distinguish P2P botnet traf-
fic from normal P2P traffic in order to find P2P malware
and to immediately detect P2P botnets. Several approaches
including port-based, signature-based, pattern-based, and
statistics-based methods have been proposed to classify P2P
and P2P botnet traffic. However, a single method alone can-
not accurately classify both P2P and P2P botnet traffic. In this
paper, we propose a hybrid traffic classifier that is composed
of two stages. The first stage consists of a P2P traffic classi-
fier that works in two steps. In the first step, a signature-based
classifier is combined with connection heuristics, and in the
second step, a statistics-based classifier is compensated by
pattern heuristics. The statistics-based classifier is built using
REPTree, a decision tree algorithm. The second stage is com-
prised of a P2P botnet traffic classifier that distinguishes P2P
botnet traffic from other P2P traffic. The verification analysis
and experiments using real datasets reveal that the proposed
scheme provides a low overhead and achieves a high flow
and byte accuracy of 97.70 and 97.06 % to classify P2P and
P2P botnet traffic.
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1 Introduction

Peer-to-peer (P2P) technology allows any computer (referred
to as a peer) to interact directly with other computers on the
network, and in recent years, P2P file sharing has gained
widespread use. P2P users on the edge of the network can
use P2P file sharing application, such as eMule, Gnutella,
and Kazaa, to share files that contain music, images, and
video with each other (Tran et al. 2005). The rapid develop-
ment of P2P applications has caused an explosive growth in
Internet traffic, excessive bandwidth consumption, copyright
violations, and security concerns. To address these problems
and to control the quantity of P2P traffic in a network, it is
necessary to accurately classify P2P traffic.

A botnet is a network of infected computers (referred to
as bots) that are controlled by an attacker (referred to as a
botmaster) in order to undertake malicious activities, such
as Distributed Denial of Service (DDoS) attacks, phishing,
and spamming (Elhalabi et al. 2013). In comparison with the
centralized IRC and HTTP botnets, decentralized P2P bot-
nets are more resilient against detection and takedown since
they avoid a single point of failure. P2P botnets have become
a serious threat to network security. Their traffic is buried
within enormous, normal P2P traffic, which makes it harder
to detect them and keeps P2P botnet stealthier (Kheir and
Wolley 2013). Thus, it is necessary to separate P2P botnet
traffic from other P2P traffic, in order to find P2P malware and
to detect P2P botnets before they have completed their mis-
sions during command and control (C&C) or attack phases.

Several approaches have been proposed to classify P2P
and P2P botnet traffic, but port-based and signature-based
methods, for example, have not been effective since a great
number of P2P network applications and P2P botnet malware
have adopted the port disguise and payload encryption tech-
niques. Although pattern-based and statistics-based methods

123

http://crossmark.crossref.org/dialog/?doi=10.1007/s00500-015-1863-6&domain=pdf


1316 W. Ye, K. Cho

are effective against encrypted and unknown traffic well,
pattern-based methods cannot detect a single flow, and
statistics-based methods cannot detect untrained flows and
suffer from a class imbalance problem.

A review of related works indicates that a single method
is not sufficient to classify P2P traffic and to detect P2P
botnet traffic accurately. Thus, we propose an improved
hybrid traffic classification scheme that consists of two
stages. In the first stage, a P2P traffic classifier executes
two steps. In the first step, a packet-level signature-based
classifier is combined with connection heuristics to classify
P2P traffic. In the second step, a statistics-based classifier
and pattern heuristics are applied to classify the remain-
ing unknown traffic at the flow level. The statistics-based
classifier is implemented by using REPTree, a decision tree
algorithm. In the second stage, a P2P botnet traffic classi-
fier distinguishes P2P botnet traffic from normal P2P traffic.
The first stage filters most non-P2P traffic and acceler-
ates the classification in the second stage. Our two-stage
scheme exhibits a reduced error rate when detecting P2P
botnet traffic, and it overcomes the class imbalance prob-
lem since the two stages have a low error correlation each
other.

The rest of this paper is organized as follows. In Sect. 2, we
analyze P2P and P2P botnet technologies and review related
works. In Sect. 3, we propose an improved hybrid scheme
to classify P2P and P2P botnet traffic in two stages. In Sect.
4, we present the performance evaluation of our proposed
scheme. Finally, we conclude our research in Sect. 5.

2 Related works

2.1 P2P network

In recent years, P2P technology has become widely used,
and in a P2P network, peers are connected to each other via
the Internet. In such networks, files can be shared directly
between peers without a central server. Each peer becomes
both a file server and a client (Ye 2012; Valdés et al. 2015).
Table 1 presents the comparison of P2P network with client–
server network.

In P2P networks, there is no single point of failure that can
happen in client–server networks. In addition, P2P prevents
a network bottleneck since P2P can distribute data and can
balance requests across the network without using a central
server. Better scalability can be provided by a decentralized
control, and unused resources, such as computing power and
storage capacity, can be completely utilized in a P2P network.
However, many applications need a high standard of security
that has not yet been satisfied by current P2P solutions (Maly
et al. 2003).

Table 1 Comparison of P2P and client–server networks

Features P2P network Client–server
network

Architecture type Decentralized Centralized

Single point of failure No Yes

Bottleneck Small Large

Scalability Easy Hard

Resource sharing Yes No

Security Bad Good

Data management Hard Easy

Response speed Slow Fast

Cost Cheap Expensive

Maintenance Few Much

2.2 P2P botnet

A botnet is a network of compromised computers (bots) run-
ning malicious software that is usually installed through the
use of different attack vectors, such as worms, viruses, and
Trojan horses. Bots are remotely controlled by a botmaster,
and they respond to the botmaster’s commands to initiate var-
ious malicious activities (Elhalabi et al. 2013; Chiou et al.
2014). The main types of attacks carried out by botnets
are DDoS attacks, spamming, click fraud, key logging and
adware, stealing personal information, distribution of pirated
media, and so on (Tyagi and Aghila 2011; Castiglione et al.
2014).

A C&C channel is the most critical component of a botnet
because it allows the distribution of any command from a
botmaster to any bot. This channel typically serves as the
only way to control bots within the botnet (Silva et al. 2013).
According to the C&C channel, botnets can be categorized
into centralized and decentralized types. Their architectures
are shown in Fig. 1.

In a centralized botnet, the botmaster usually chooses a
high bandwidth computer as a central point (C&C server) for
all bots (Vania et al. 2013). This C&C server exchanges com-
mands and data between the botmaster and the bots (Tyagi
and Aghila 2011).

In a decentralized botnet, attackers exploit P2P communi-
cations to proxy commands (Tyagi and Aghila 2011). In this
case, a bot keeps some connections open with other bots in the
botnet, acting as both a client and a server (Vania et al. 2013).
As a result of the huge popularity of P2P file sharing systems,
P2P bots can spread very quickly in P2P networks. Moreover,
their traffic is buried within an enormous amount of normal
P2P traffic, which makes it more difficult to detect botnets
since these can be quite stealthy (Kheir and Wolley 2013).

P2P botnets are also more difficult to be disarticulated
because detecting several or even many bots does not nec-
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Fig. 1 Architecture of botnets

essarily mean that the entire botnet has been lost, as there is
no central C&C server (Silva et al. 2013). If nodes are taken
offline, the gaps in the network are closed and the network
continues to operate under the control of the botmaster. One
more problem posed by P2P botnets to security specialists is
the difficulty in estimating the size of the P2P botnet (Dittrich
and Dietrich 2008).

2.3 Classification of P2P traffic

The four major methods that have been proposed to classify
P2P traffic include port-based, signature-based, pattern-
based, and statistics-based methods. Single-step methods
involve one of these, while multi-step methods are the com-
bination of the above four single-step methods.

It is impossible to classify all P2P traffic by using
port-based and signature-based methods because a great
number of P2P applications and P2P botnet malware, such
as Nugache, Storm, Waledac, and Conficker, dynamically
use arbitrary available port numbers and employ encryption
mechanisms to transfer messages (Jiang and Shao 2012).

Pattern-based and statistics-based methods have been
proposed to overcome the limitations of port-based and
signature-based methods. The basic idea of using a pattern-
based method is to look at the communication pattern that
is generated by a particular host and to compare it to behav-
ior patterns representing different activities or applications
(Szabó et al. 2008). Karagiannis et al. (2004) detect P2P
traffic according to two P2P behavior patterns in terms of an
{IP, port} pair and a UDP/TCP pair. However, their method
is not able to classify a single flow. Lu et al. (2012) use port
association to assist traffic classification, which can speed up
traffic classification, but is an auxiliary method that cannot
classify all traffic. He et al. (2014) consider the aggregation
flows as the patterns of network activities to build profiles
for given P2P applications and perform the traffic classifi-
cation. Wang et al. (2009) present a detection approach for
P2P Storm botnets that is based on the stability of the C&C

traffic. Their method is able to classify 98 % of strom C&C
traffic as ‘stable’ with a false-positive (FP) rate of 30 % (Zhao
et al. 2012). Jiang and Shao (2012) identify C&C commu-
nications from P2P bots by discovering flow dependencies
in the C&C traffic, but this method may have difficulty in
discovering the flow dependency when these flows rarely
occur.

Statistics-based methods classify Internet traffic accord-
ing to statistical features extracted from traffic traces, such
as packet size, packet inter-arrival time, and flow duration.
Nonlinear features are also proposed to characterize Inter-
net traffic by applying recurrence quantification analysis
technique recently (Palmieri and Fiore 2009). However, the
increase in the number of features has made it more diffi-
cult to manually specify a mapping between the features and
the respective traffic classes. Hence, machine learning (ML)
algorithms are employed to classify traffic by applying dif-
ferent algorithmic procedures to automatically construct a
statistics-based classifier model from a pre-labeled training
dataset. Then, this classifier is used to group flow instances
into different classes based on the values of their features
(Soysal and Schmidt 2010; Narudin et al. 2014). The ML
algorithms that are commonly used are the k-nearest neigh-
bors (KNN), artificial neural network (ANN), support vector
machine (SVM), decision tree (DT), rule learner (RL), and
Nave Bayes (NB) algorithms. Based on our previous stud-
ies, DT shows high tolerance to missing values and noise
due to its special mechanisms, such as its pruning strategies,
and it has a high comprehensibility since it produces results
that can be communicated very well in symbolic and visual
terms and is easy to understand and use. Furthermore, DT
provides a higher accuracy than the other five ML algorithms
for P2P traffic classification (Ye and Cho 2014a). Three DT
algorithms REPTree, CART, and C4.5 are analyzed in our
previous study, and the performance of C4.5 is found to be
the lowest because its pruning algorithm is prone to under-
pruning, and the overfitting of C4.5 is more serious than that
of REPTree and CART. The pruning algorithm of CART
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results in more over-pruning than REPtree. Thus, REPTree
provides higher accuracy than CART (Ye and Cho 2014b).

Recent works have mainly focused on achieving a high
flow accuracy rather than a high byte accuracy (He et al.
2008). However, both flow accuracy and byte accuracy are
important because a few misclassified flows could result in
many bytes being incorrectly classified (Erman et al. 2007b).

ML algorithms have been widely applied to Internet traffic
classification. However, due to the imbalance in the number
of traffic flows (also referred to as class imbalance problem),
classifiers are prone to misclassify flows as the traffic type
that occupies the majority of flows on the Internet (Zhang
et al. 2012). Thus, without considering the class imbalance
problem, classifier built using ML algorithms, such as DT
and NB, may produce a high flow accuracy but a low byte
accuracy (Erman et al. 2007a).

In order to overcome the class imbalance problem, Erman
et al. (2007a) propose semi-supervised and sampling tech-
niques. The results indicate that the flow accuracy is around
90 %, and the byte accuracy is between 60 and 85 %. How-
ever, their sampling methods have been criticized mainly
because they alter the original class distributions (Zhang et al.
2012). He et al. (2008) combine ensemble learning with a
cost-sensitive algorithm, and they obtain a flow accuracy of
94 % as well as a byte accuracy of 81 %. However, the cost
matrix used by cost-sensitive algorithms for real-world prob-
lems may contain uncertainty throughout both training and
testing (Wang and Tang 2012). Zhang et al. (2012) propose
two feature selection algorithms WSU_AUC and SRSF to
select the optimal features that should be applied in practice.
They can achieve a flow accuracy of above 94 % and a byte
accuracy of above 80 %, on average. Statistics-based methods
can classify unknown or encrypted P2P traffic, but their accu-
racy is not high and they cannot correctly identify untrained
flows. Their FP rates are high with respect to P2P botnet traf-
fic detection. Furthermore, they do not work well in online
situations and result in a large quantity of computation.

As a result, it is hard to apply a single method to classify
P2P traffic and to detect P2P botnet traffic completely. Thus,
multi-step classifiers that combine several methods have been
proposed. Chen et al. (2009) design a classifier composed
of a static feature-based hardware classifier and a Flexible
Neural Tree-based software classifier. This combined method
achieves an accuracy of 95.67 %. Li et al. (2009) propose a
two-step classifier that consists of coarse-grain classification
and fine-grain classification, and the accuracy of this method
is as high as 96.03 %. Keralapura et al. (2010) also propose a
multi-step method that uses a time correlation metric (TCM),
and its accuracy is of 95 %. In our previous study, we apply a
signature-based classifier at the packet level combined with
connection heuristics and a statistics-based classifier built
using C4.5 algorithm at the flow level (Ye and Cho 2013).
This method achieves a higher accuracy of 97.46 %. Zeng

and Shin (2013) propose a two-step distributed approach to
detect Storm botnets. Their method includes a set of heuris-
tics and port numbers in the first step and a SVM classifier in
the second step. It turns out that they can pinpoint more than
95 % of P2P traffic with 8–12 % FP rates, and this scheme
works well with 0 % FP rate and 8 % false-negative (FN)
rate to detect Storm botnet hosts. Zhang et al. (2014) iden-
tify stealthy P2P botnets by deriving statistical fingerprints
of the P2P communications to first detect P2P clients and fur-
ther distinguishing between those that are part of legitimate
P2P networks and P2P bots. The evaluation results demon-
strate that they can accomplish high accuracy and great
scalability.

3 Proposed schemes

3.1 Motivation of two-stage scheme

Figure 2 shows the overlapping characteristics of the three
traffic types: normal P2P traffic, P2P botnet traffic, and non-
P2P traffic. According to Fig. 2, non-P2P traffic, such as
HTTP, shows similar characteristics to P2P botnet traffic,
which mainly includes small flows. Thus, non-P2P traffic
can be easily classified as P2P botnet traffic. In addition, large
flows of normal P2P traffic can be misclassified as P2P botnet
traffic or non-P2P traffic due to the class imbalance problem.

If the three forms of traffic are classified in a single-stage
scheme, as shown in Fig. 3a, a considerable part of the P2P
botnet traffic sharing common characteristics with non-P2P
traffic may be easily misclassified, and a small number of
large P2P flows can be misclassified as a large number of
small flows, such as P2P botnet traffic or HTTP traffic due
to the class imbalance problem. Therefore, a single-stage
scheme is not sufficient to classify the three traffic types
shown in Fig. 2 at the same time.

Fig. 2 Overlapping characteristics of the three traffic types
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Fig. 3 Comparison of two schemes

Thus, a two-stage scheme is necessary in order to solve
the above limitations. Although many possible two-stage
schemes exist, we propose a two-stage scheme as shown in
Fig. 3b. In our two-stage scheme, the first stage classifies
most P2P flows according to the common characteristics of
normal P2P and P2P botnet traffic. Most non-P2P flows are
filtered, which accelerates the second-stage classification. In
the second stage, P2P botnet traffic is detected among the
P2P traffic due to the special characteristics of its control
messages. The two stages have a low error correlation with
each other since the statistics-based classifiers in each stage
are trained using different flow feature sets. Thus, a two-
stage scheme decreases the final error rate when detecting
P2P botnet traffic and also overcomes the class imbalance
problem.

3.2 Proposed system

Based on our analysis of related works, we propose an
improved hybrid traffic classification system to classify P2P
and P2P botnet traffic. Our proposed system consists of a
traffic capturing preprocessor and a hybrid traffic classifier.
Figure 4 shows the architecture that is implemented using
Jpcap (2007) and Weka (2012).

First, the traffic capturing preprocessor captures packets
from the network, validates the packets, and filters unneces-
sary packets.

Then, the hybrid traffic classifier works across two stages.
In the first stage, a P2P traffic classifier classifies P2P traffic
in two steps. In the second stage, a statistics-based P2P bot-
net traffic classifier further distinguishes P2P traffic as either
normal P2P traffic or P2P botnet traffic.

3.3 P2P traffic classification (in the first stage)

In this subsection, the P2P traffic classifier in the first stage
is depicted in greater detail.

Fig. 4 Architecture of the proposed system

3.3.1 First-step (packet level) classification

In the first step, a signature table stores pre-defined signature
strings that are contained in the payload of a P2P packet.
The connection heuristics that are proposed in our previous
study (Ye and Cho 2014a) are applied in order to reduce the
amount of computation required to analyze packets. Figure 5
shows the process of the first-step classification. First, the
signature-based classifier checks whether the payload of a
packet contains any pre-defined string in the signature table.
We classify the entire flow that contains this packet accord-
ingly. If the packet does not contain a signature string, we
check whether the packet satisfies the connection heuristics.
If a packet is not classified in the first step, it is regarded to
be unknown traffic and will be classified in the second step.

3.3.2 Second-step (flow level) classification

Our previous studies (Ye and Cho 2014a, b) indicate that
packet size-related features offer better performance than
arrival time-related features and volume-related features. The
packet size seems to be the best feature for any traffic classi-
fier to use (Este et al. 2009).

We can sort packet size-related features into two cate-
gories, as shown in Table 2. Coarse-grained features include
the general statistics for all the packets within a flow, and

123



1320 W. Ye, K. Cho

Fig. 5 Process of the first-step (packet level) classification

Table 2 Categories of packet size-related features

Flow feature set Description

Coarse-grained features Payload size of packets in a flow
(min, max, SD, mean)

Fine-grained features Payload size of each
packets in a flow

fine-grained features are obtained directly from information
specific to each packet.

Coarse-grained features are used to classify traffic into
P2P and non-P2P traffic. Since a P2P botnet utilizes P2P
protocols, its traffic exhibits common characteristics of P2P
traffic, which are hidden in the coarse-grained features.

On the other hand, fine-grained features are applied to dis-
tinguish P2P botnet traffic from normal P2P traffic. For many
protocols, the initial packet exchange tends to be unique and
follows well-defined behavior when a client joins a network
(Zhao et al. 2012; Bernaille et al. 2006). Since P2P bots
have special control messages when communicating with
each other, the payload size of the first five packets in a flow
contains these characteristics.

In our previous study (Ye and Cho 2014a), we show that
DT has a high tolerance, high performance, and high compre-
hensibility for P2P traffic classification. We also show that,
among DT algorithms, REPTree is more suitable for classi-
fying P2P traffic than CART and C4.5 (Ye and Cho 2014b).
Thus, the REPTree algorithm is used in our proposed scheme
to build a statistics-based classifier.

The second step involves a statistics-based classifier at
the flow level. This step consists of a training phase and a
classifying phase shown in Fig. 6. In the training phase, the
statistics-based classifier is built using REPTree with coarse-
grained features inferred from a pre-labeled P2P/non-P2P
training dataset. During the classifying phase, the statistics-
based classifier is used to classify any remaining unknown
flows. If the coarse-grained features of a flow satisfy the
unique characteristics of P2P traffic, the statistics-based clas-

Fig. 6 Process of the second-step (flow level) classification

sifier classifies it as a P2P flow. Finally, pattern heuristics
proposed in our previous study (Ye and Cho 2014b) are used
to rectify faulty results produced by the statistics-based clas-
sifier.

3.4 P2P botnet traffic classification (in the second stage)

The second stage involves a P2P botnet traffic classifier that
further classifies P2P traffic as normal P2P or P2P botnet traf-
fic, and it also consists of a training phase and a classifying
phase shown in Fig. 7. For the training phase, the P2P bot-
net traffic classifier is built using REPTree with fine-grained
features inferred from a pre-labeled P2P botnet/normal P2P
training dataset. In the classifying phase, the P2P botnet traf-
fic classifier detects P2P botnet traffic among the classified
P2P traffic. If the fine-grained features of a flow satisfy the
unique characteristics of P2P botnet traffic, the P2P botnet
traffic classifier classifies it as a P2P botnet flow.

3.5 Statistics-based schemes for classifying P2P and P2P
botnet traffic

We compare the performance of the single-stage scheme
(MOne) and the two-stage scheme (MTwo). The MOne
scheme classifies Internet traffic as non-P2P, normal P2P,
or P2P botnet traffic directly through the use of a single
statistics-based classifier C0, which is trained using REP-
Tree with all coarse-grained and fine-grained features. The
MTwo scheme detects P2P botnet traffic through the use of
two statistic-based classifiers: classifier C1 but without pat-
tern heuristics shown in Fig. 6 and classifier C2 shown in
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Fig. 7 Second-stage classification process

Fig. 7. At first, classifier C1 classifies unknown traffic as
non-P2P or P2P traffic. Then, classifier C2 further classi-
fies the P2P traffic as either normal P2P traffic or P2P botnet
traffic.

As shown in Fig. 8, the MOne scheme achieves relatively
high flow accuracy, but its byte accuracy is not high and the
P2P botnet byte f-measure is low. This is caused by two rea-
sons. First, the part of the P2P botnet traffic that involves
characteristics similar to non-P2P traffic is easily misclas-
sified. Second, a small number of large flows, such as for
P2P traffic, is easily misclassified as a large number of small
flows, such as P2P botnet traffic, due to the class imbalance
problem.

In the MTwo scheme, most of the non-P2P traffic is filtered
and the P2P botnet traffic is almost classified as P2P traffic
by the coarse-grained features in classifier C1. Then, the P2P
botnet traffic is well separated from normal P2P traffic with
fine-grained features in classifier C2. Since the C1 and C2
classifiers are trained independently by using different flow
features, they have a low error correlation with respect to
each other. Thus, the MTwo scheme reduces the total error
rate to detecting P2P botnet traffic and also reduces the mis-
classification of large flows. The MTwo scheme achieves a
higher flow accuracy as well as a higher byte accuracy.

Table 3 presents a comparison of the above two schemes.
Since scheme MOne and MTwo use the same flow features,
their computational amounts to collect flow features are the
same. In our experiments, the size of the decision tree, the
training time ratio and the classifying time ratio between
scheme MTwo and MOne are analyzed. Relative to MOne,
MTwo requires more memory. However, the training time
for MTwo is less than that for MOne since C1 and C2 are
trained using different feature sets in parallel. What’s more,

Fig. 8 Comparison of two statistics-based schemes

Table 3 Comparison of schemes for MOne and MTwo

Scheme MOne MTwo

Computation for collecting flow features The same

Early classification Yes

Size of decision tree Small Large

Training time Slow Fast

Classifying time Middle Fast

Flow accuracy Middle High

Byte accuracy Low High

since the flow features used by C1 or C2 are just a subset of
the flow features used by C0, the decision tree sizes for C1
and C2 are smaller than that of C0. Thus, MTwo makes a
decision faster.

Since MTwo provides better performance than MOne, we
choose a two-stage scheme to classify P2P and P2P botnet
traffic. In our proposed scheme, C1 is the statistics-based
classifier in Fig. 6, and C2 is the P2P botnet traffic classifier
in Fig. 7.
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Table 4 Amount of normal flows in the datasets

Traffic type UNIBS Ericsson DKU1 DKU2 DKU3

Non-P2P 53,279 3293 13,190 11,247 11,860

P2P 21,716 5861 14,464 15,734 23,988

Total 74,995 9003 27,654 26,981 35,848

Table 5 Amount of P2P botnet flows in the datasets

P2P botnet traffic datasets Set1 Set2 Set3 Total

Number of flows 8906 9004 9258 27,168

4 Verification

4.1 Evaluation metrics

In general, the following two standard metrics are used to
evaluate traffic classifiers. X is a traffic class in which we are
interested (such as normal P2P, P2P botnet) (Powers 2011):

• AccuracyThe percentage of correctly classified instances
among the total number of instances.

• F-measure A harmonic mean of the recall and precision
of class X. Recall is the percentage of those instances of
class X that are correctly classified as belonging to class
X. Precision is the percentage of those instances that truly
belong to class X among all those classified as class X.

4.2 Datasets

Five benign datasets (UNIBS, Ericsson, DKU1, DKU2, and
DKU3) are used for our research, as shown in Table 4. UNIBS
is a traffic trace provided by the University of Brescia, and it
is collected by the ground truth system (Gringoli et al. 2009).
Ericsson is a traffic trace provided by Ericsson Research in
Hungary (Szabó et al. 2008). DKU1, DKU2, and DKU3 are
collected in Dankook University. These three traces of traffic
have payloads that are captured in a controlled environment
and are labeled with the actual application types.

Three malicious datasets (Bot1, Bot2, and Bot3) contain
P2P botnet traffic generated by P2P botnets. Bot1 includes
Storm and Waledac traffic (Saad et al. 2011a). Bot2 consists
of Waledac, Conficker, and Storm traffic (Li et al. 2012). And
bot3 is composed of C&C traffic of Bredolab, Kelihos-hlux,
and Zeus (Guntuku et al. 2013; Singh et al. 2014). We mix
these to make three datasets (Set1, Set2, and Set3) to evaluate
our scheme, as shown in Table 5.

4.3 Evaluating the implementations of two-stage
schemes

We evaluate several possible implementations of the pro-
posed scheme to show how the heuristics rules and the
flow features related to packet size improve the performance
of the two-stage hybrid scheme when classifying P2P and
P2P botnet traffic. In the first stage, we compare two P2P
traffic classifiers, and in the second stage, we test two dif-
ferent P2P botnet traffic classifiers built using two different
feature sets (F1 and F2). F1 has arrival time-related fea-
tures, and F2 has fine-grained features. Table 6 provides
four possible two-stage hybrid schemes, where BH2-F2 is
our proposed scheme. Figure 9 shows a comparison of the
results.

The BH2-F1 and BH2-F2 schemes perform better than
BH1-F1 and BH1-F2 since the connection heuristics are
added to effectively find more unknown P2P traffic. By
applying an ensemble algorithm, the BH1-F1 and BH1-
F2 schemes learn too much from the training dataset,
especially for P2P botnet traffic, which increases the mis-
classification of small flows. For example, some HTTP flows
that have similar characteristics as P2P botnet flows are
misclassified.

The accuracy of schemes with F1 are the lowest since
the features related to arrival time are very sensitive to the
network conditions, such as the congestion level, routing pol-
icy, buffer management, and monitor’s location. The schemes
with F2 achieve higher accuracy and f-measures when clas-
sifying P2P botnet traffic because the initial exchange of
packets tends to be unique for P2P botnet traffic.

Table 6 Hybrid schemes to classify P2P and P2P botnet traffic

Scheme First stage Second stage

P2P traffic classifier P2P botnet traffic classifier

First step Second step

BH1-F1 Pattern heuristics REPTree with F1

BH1-F2 Signature REPTree with coarse-grained features REPTree with F2

Random subspace ensemble

BH2-F1 Signature Pattern heuristics REPTree with F1

BH2-F2 Connection heuristics REPTree with coarse-grained features REPTree with F2
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Fig. 9 Comparison of different two-stage schemes

Thus, BH2-F2, our proposed scheme, exhibits the best per-
formance for classifying normal P2P traffic and P2P botnet
traffic.

4.4 Validation of proposed two-stage scheme

To validate the superiority of the BH2-F2 scheme (also
referred to as BTS), we compare it with a single-stage
BOS scheme. BOS directly classifies Internet traffic as
non-P2P, normal P2P, or P2P botnet traffic by applying a
signature-based classifier, connection heuristics, a statistics-
based classifier, and pattern heuristics. Its statistics-based
classifier is the C0 classifier described in Sect. 3.5.

As shown in Fig. 10, the proposed BTS scheme provides
higher performance than the BOS scheme. In BTS, the first
stage filters most of the non-P2P traffic and classifies most
of the P2P traffic. Then, the P2P botnet traffic is separated
well from normal P2P traffic in the second stage. Due to the
low error correlation of two stages, BTS decreases the final
error rate for P2P botnet traffic detection and overcomes the
class imbalance problem, achieving a higher accuracy.

Fig. 10 Comparison of scheme BOS and BTS

Table 7 Confusion matrices of classification results in the scheme BTS

(a) Confusion matrix in the first stage

Predicted class
Total flow

Non-P2P P2P

Actual
class

Non-P2P 13906 483 14389

P2P
Normal P2P 347 21248 21595
P2P botnet 115 9143 9258

(b) Confusion matrix in the second stage

Predicted class
Total flow

Non-P2P
botnet

P2P
botnet

Actual
class

Non-P2P
botnet

Non-P2P 478 5 483
Normal
P2P

21236 12 21248

P2P botnet 85 9058 9143

Table 7 provides the corresponding confusion matrices
of classification results in the scheme BTS. As shown in
Table 7(a), 96.64 % of non-P2P flows are filtered and most
P2P botnet flows are classified as P2P since P2P botnet traffic
shows similar characteristics of coarse-grained features with
P2P traffic in the first stage. Then, most P2P botnet flows
are detected from classified P2P flows according to the fine-
grained features in the second stage, as shown in Table 7(b).
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4.5 Comparing with other existing schemes

As shown in Table 8, our proposed scheme classifies P2P
botnet traffic with an accuracy of 97.70 % in terms of flow
and 97.06 % in terms of bytes, which is higher than that of
existing schemes. The SVM classifier used by Barthakur et al.
(2012) achieves a high TP rate for the P2P botnet, but the P2P
botnet traffic in its testing set is only generated by one P2P
botnet malware.

4.6 Evaluating the amounts of computation

In order to evaluate the amount of computation that is neces-
sary, the number of packets that are processed and the number
of flows that are classified in each scheme are analyzed, as
shown in Fig. 11. In the figure, BSM is a scheme combin-
ing BS (signature-based scheme) and BM (statistics-based
scheme) directly, and BTS is our proposed two-stage scheme.
BS only works at the packet level, and BM only operates at
the flow level. With connection heuristics, our BTS scheme
greatly reduces the number of processed packets by 36.51 %
at the packet level and 59.48 % at the flow level. The number
of flows to be classified decreases greatly, by 43.20 % at the
first stage and 59.57 % at the second stage.

In our proposed scheme, the total process time (Tprocess)
of the hybrid scheme consists of the time to inspect packet
payloads (Tpkt_sig) by signature-based classifier, the time to
collect flow features (Tpkt_statistics), and the time to classify
traffic flows (Tflow_statistics) by using a statistics-based classi-
fier. We denote the total process time for BSM and BTS as
follows:

TBSM process = T 1pkt_sig + T 1pkt_statistics + T 1flow_statistics (i)

TBTS process = T 2pkt_sig + T 2pkt_statistics + T 2flow_statistics (i i)

We assume that the time to inspect each packet payload is the
same, the time to collect flow features from each packet is the
same, and the time to classify each flow is the same for both

two schemes BSM and BTS. The ratio between T 1pkt_sig and
T 2pkt_sig, T 1pkt_statistics and T 2pkt_statistics, T 1flow_statistics and
T 2flow_statistics are about 1.57, 1.58, and 1.31, respectively,
as calculated using Fig. 11. Thus, we obtain the following
equation from (i) and (ii):

TBSM process = TBTS process + 0.57 × T 2pkt_sig + 0.58 ∗
T 2pkt_statistics + 0.31 ∗ T 2flow_statistics (i i i)

TBTS process is much less than TBSM process as shown in (iii).
This result also suggests that our scheme exhibits lower over-
head with heuristics.

5 Conclusion

Accurate P2P traffic classification has become more and
more significant for network management, and separating
abnormal P2P botnet traffic from normal P2P traffic is also
necessary to identify P2P malware and to detect P2P botnets.

Based on an analysis of related works, we propose an
improved hybrid traffic classification scheme that is com-
posed of two stages: a P2P traffic classifier consisting of
two steps and a P2P botnet traffic classifier. In the first
stage, the first step involves a signature-based classifier at
the packet level combined with connection heuristics, and
the second step involves a statistics-based classifier with pat-
tern heuristics at the flow level. REPTree is selected as an
implementation algorithm for the statistics-based classifier,
as a result of our analyses. In the second stage, the P2P botnet
traffic classifier is also implemented using the same REPTree,
but with different flow features to detect P2P botnet traffic
from P2P traffic. The first stage filters most of the non-P2P
flows and accelerates the classification in the second stage.
The two stages have a low error correlation since they use
different flow features to train their statistics-based classi-
fiers. Thus, the two-stage scheme can decrease the error rate

Table 8 Comparison of schemes for classifying P2P and P2P botnet traffic

Classified
traffic type

ycaruccawolFsdohteMecnerefeRsegatsforebmuN
TP rate for
P2P botnet

- P2P
- Non-P2P

One
Jun et al. (2007) - Back Propagation ANNs 83.52% -

-%83.29MVS-)8002(gnehsuX

Two
Li et al. (2009)

- Coarse-grain classifier (c4.5)
- Fine-grain classifier (signature, port)

96.03% -

Ye and Cho (2013)
- Signature
- Connection heuristics
- C4.5

97.46% -

- P2P botnet
- Normal

One
Zhao et al. (2012) - Bayesian Network Classifier - Above 95%
Barthakur et al. (2012) - SVM Classifier 97.24% 99.8%

- Normal P2P
- P2P botnet
- Non-P2P

One
Saad et al. (2011b) - Artificial Neural Network Classifier 93% 90%

%5.98-refiissalc84J-)3102(.lategraG

Two Our proposed scheme (BTS)
- P2P traffic classifier
- P2P botnet traffic classifier

97.70% in flow
97.06% in bytes

97.84%
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Fig. 11 Amount of computations in each scheme. BS signature-based
scheme, BM statistics-based scheme, BSM scheme combining BS and
BM directly, BTS our proposed two-stage scheme. a The number of
processed packets in each scheme. b The number of classified flows in
each scheme

when detecting P2P botnet traffic and can overcome the class
imbalance problem.

The results of the analyses and experiments of this study
indicate that the proposed scheme exhibits a lower overhead
and achieves a higher flow accuracy of 97.70 % and byte
accuracy of 97.06 % to classify P2P and P2P botnet traffic,
as compared to existing schemes.

In general, existing hybrid classification schemes require
a large amount of computation and time-consuming. To over-
come these limitations, several methods are tried in our
proposed scheme. Connection heuristics are used in the first
stage. The connection heuristics reduce the amount of pack-
ets processed that need to be processed during analysis and
flow feature collection by 36.51 and 59.48 %. The flows
needed for classification are greatly reduced by 43.20 % in
the first stage and 59.57 % in the second stage. The first stage
filters most of the non-P2P flows and accelerates the second-
stage classification. Since the flow features in the second
stage are collected in the first stage, we do not have to collect
the flow features again in the second stage. Early classifi-
cation can be applied because the flow features used by the
statistics-based classifier and the P2P botnet traffic classifier

are packet size-related features, which can be obtained before
a flow has completed.

There are still some limitations to our proposed scheme.
The statistics-based classifier can be expanded to classify
particular P2P traffic generated by different P2P applications.
In the same way, the P2P botnet traffic classifier can also be
expanded to detect specific P2P botnet traffic generated by
different malwares in a P2P botnet. In addition, only TCP
traffic is considered in this paper, and the traffic dataset can
be extended to include UDP traffic of P2P and P2P botnet.
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