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Abstract Urban water supply systems (UWSS) are gen-
erally composed of water sources, transmission pipes,
treatment plants, and distribution networks from source to
tap and usually are exposed to variety of uncertain threat-
ening hazards. These threats can be divided to three main
groups of natural, human-made, and operational hazards
which affect either water quantity or water quality. In order
to evaluate the reliability of water supply systems, risk
assessment tools must be used to identify threats, their
probability, and consequences and vulnerabilities of each
element of these systems against the hazards. Due to the
complexity and uncertainties affecting water supply sys-
tems and threatening hazards, a comprehensive and effec-
tive risk assessment method is required. In this study, an
integrated fuzzy hierarchical risk assessment model for
water supply systems (IFHRA-WSS) is proposed to assess
hazards in a complex UWSS using a systematic approach
incorporating both water quantity and quality issues. This
model uses a hierarchical framework for breaking down the
UWSS infrastructures to their interrelated elements to
reduce the overall complexity of the system. It also
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considers uncertainties using Fuzzy Logic approach.
Effects of functional interdependencies between different
components of the system have also been considered in the
vulnerability analysis. IFHRA-WSS incorporates the con-
tributions of urban water experts in a group risk assessment
procedure in a way that they can be easily expressed in
terms of the qualitative and quantitative risk measures.
Efficiency of this model has been examined in a case study
which includes a large part of a drinking water supply
system in a major city in Iran. This system includes all the
elements of the UWSS from the delivery point to the
consumption point. In the case study, different components
and subcomponents of this system have been ranked based
on their estimated risk values. It is envisaged that the
results of the proposed model can help the decision makers
to plan for effective risk mitigation measures.

Keywords Risk assessment - Urban water supply systems
(UWSS) - Fuzzy hierarchical risk assessment -
Fuzzy logic - Vulnerability - IFHRA-WSS

1 Introduction

UWSS consist of different strategic components each
having different roles in delivering water to the consumers
with acceptable quantity and quality. These roles can be
well defined in the framework of “Water Safety” i.e. water
supply that protects water availability and human health
with a high degree of practical certainty. A water supply
system is composed of different components and sub-
components. These components and their relative sub-
components are exposed to variety of uncertain natural,
human related, and operational threats, mainly because
most of them are spatially diverse and accessible. These
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threats can affect both water quantity and quality in dif-
ferent elements of UWSS. These effects can be quantified
taking into account three parameters: probability of haz-
ards, consequences of hazards, and vulnerabilities of the
facilities against these hazards which can be evaluated
through risk assessment approaches.

There are different definitions for risk assessment in the
literature (Huang 2009; Aven 2011), but as it was men-
tioned earlier, in one of the important and useful defini-
tions, risk measure is a function of specific hazard
probability (likelihood) and also its attributed conse-
quences which are usually proportional to the system vul-
nerabilities against the hazards (Torres et al. 2009; Huipeng
2007; Kaplan 1997). Likelihood represents the character-
istics of a hazard or threat; consequence is a function of
hazard intensity and system condition, and vulnerability
shows the property of an asset that is influenced by the
hazard or threat. Risk assessment of a water supply system
should be initiated by defining a general objective of how
to reduce the risk for the water utility. A clear scope of the
analysis should be defined in order to calculate the hazard
risk value in qualitative or quantitative scales.

Based on the definitions prepared by Huang (2009),
there are two concepts of integrated “risk assessment”
which refers to a holistic approach and “Integrated risk”
assessment which indicates that the integration degree of a
risk is not low. Integrated risk assessment requires contri-
butions of stakeholders, owners, consumers, etc. Therefore,
risk assessment procedure is a group evaluating and deci-
sion making procedure. Furthermore, due to the complex-
ities of UWSS and uncertainties affecting them and the
threatening hazards, effective risk assessment is hard to
accomplish by using most of the available risk assessment
tools. Some models can be found in the literature, which
are still being used by water utilities for risk assessment.
Among them Fault Tree Analysis (Mays 2004), Markov
models (Tidwell et al. 2005), Monte Carlo simulation
(Rausand and Hgyland 2004), and Fuzzy risk assessment
(Sadiq et al. 2004) have been used in different cases in
recent years. Some useful guidelines have also been pre-
pared for water supply system risk management such as
Water Safety Plans (WHO 2004), Water Framework
Directive (European Commission 2000), the Bonn Charter
for Safe Drinking Water IWA 2004), Primer for Design of
Commercial Buildings to Mitigate Terrorist Attacks
(FEMA 2003), RAMCAP (ASME 2006), etc.

In this part of the introduction, previous studies about
risk assessment in the UWSS are briefly described and
compared with the proposed approach in this paper. Sadiq
et al. (2004) used fuzzy numbers to represent the likelihood
and severity associated with water quality related risks in
water distribution networks. They proposed an aggregative
risk analysis procedure for the overall system. In their
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work, fuzzy numbers have been subjectively determined
and then an aggregation method has been used to obtain the
risks associated with water quality.

Tidwell et al. (2005) proposed a Markov Latent Effects
modeling method, in which the Human caused threats in
water supply systems were decomposed into the subsys-
tems or decision elements. Each decision element repre-
sented a single factor influencing the likelihood that a
threat yields its intended consequence. Lee et al. (2006)
focused on drinking water quality issues and presented a
model for cancer risk assessment using the statistical
analysis, Monte Carlo simulation and sensitive analysis.
They also applied this model in Taiwan as a part of deci-
sion making framework for drinking water safety plan.
Huipeng (2007) presented a fuzzy hierarchical risk
assessment method taking into account likelihood and
severity of different hazards. Aggregative risk evaluation
of UWSS from source to tap was carried out without
considering the effect of different subcomponents vulner-
abilities in risk assessment. Furthermore, Fuzzy Fault Tree
Analysis (FTA) was used for cause—effect analysis of
failure in water delivery to a specific node in a hypothetical
water distribution network.

Sadiq et al. (2007a, b) extended their previous work on
fuzzy risk assessment of water quality in water distribution
networks by using Dempster—Shafer theory of evidence.
Their main purpose was to combine various sources of
information to update risk analysis. They used Exponential
Ordered Weighted Average (E-OWA) operators for
incorporating different qualitative risk attitudes to obtain
the unique risk value in the decision-making process.
Lindhe et al. (2009) presented a risk assessment method
based on Fault Tree analysis in which three failure states
for raw water, treatment plant, and distribution network
were combined together to estimate a representative risk of
UWSS failure in Gotenborg city in Sweden. Their model
was capable of incorporating effects of interdependencies
between the three components in the risk assessment model
while economic and social consequences of the hazards
were not taken into account. Fares and Zayed (2010)
designed a framework to evaluate the risk of water mains
failure using Hierarchical Fuzzy Expert System (HFES)
model. HFES defined fuzzy rules to quantify environ-
mental, physical, operational failures as well as cost of
repairs. Lee et al. (2009) presented a model in which fuzzy
logic was used to assess potential contributing factors to
water quality failures in a UWSS. The model was applied
to a case study in North Battleford, Saskatchewan and
sensitivity tests was carried out to demonstrate the model
capability to assess individual contributing factors. Torres
et al. (2009) presented a risk model developed by inte-
gration of GIS and EPANET model for risk analysis of
water contamination due to external pollutant sources. It
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considered vulnerability as a function of accessibility and
exposure of different demand nodes in water distribution
networks. Cieslak (2011) applied a fuzzy logic based
method for risk assessment of drinking water system by
defining the fuzzy rules between likelihood of pipe failures,
consequence of failure, and sensitivity of water mains (i.e.
vulnerability).

Some of other works addressing the risk assessment in
different main components of UWSS can be classified to
studies focused on water resources (Weiler et al. 2000;
Ostfeld 2001; Lund 2002; Salas et al. 2005; Qin 2012),
water treatment plants (Haestad et al. 2003; Rahman and
Zayed 2009) and transmission mains and water distribution
networks (Clark and Deininger 2000; Sadiq et al. 2007a, b;
Vairavamoorthy et al. 2007).

To summarize, it should be noted that most of the pre-
vious studies have either focused on specific components of
water supply systems or some specific threatening hazards.
In addition, they only consider water quality or water
quantity aspects while both should be analyzed simulta-
neously in comprehensive urban water supply system risk
assessment. Some methods that consider systems com-
plexities, do not consider uncertainties and vice versa,
while the level of uncertainty associated with a system is
proportional to its complexity. Majority of previous
researches have not used any expert based system or a
certain database to elicit different parameters of risk and
they have only used subjective fuzzy or crisp numbers.
Another important issue in risk assessment process is
consideration of functional and operational interdepen-
dencies between subcomponents in vulnerability analysis,
which have not been addressed in most of the previous
studies.

In this study, an Integrated Hierarchical Fuzzy Risk
Assessment for Water Supply System (IHFRA-WSS) is
introduced to assess risks in complex water supply systems
based on Fuzzy approach. It considers both water quality
and water quantity issues. This model not only uses a
hierarchical structure to represent UWSS with less com-
plexity, but also is able to consider functional interdepen-
dencies between subcomponents and their vulnerabilities.
In different parts of the proposed risk assessment model,
decision makers’ knowledge on urban water systems are
incorporated systematically in order to have a flexible and
expert based assessment. Using the aforementioned clas-
sification of Huang (2009), integrated “risk assessment”
approach has been utilized in this study to propose a
holistic approach for aggregation of risks from the lowest
level of urban water hierarchical framework (i.e. hazards
threatening water quantity and water quality) to the highest
level (overall urban water system and its components and
subcomponent). Furthermore, “Integrated risk” assessment
approach has been utilized in this study to define risk item

as a function of main factors (i.e. hazard probabilities,
hazard consequences and vulnerabilities of components
and subcomponents against these hazards) involving dif-
ferent related uncertainty sources. Efficiency of the pro-
posed model has been examined in a large part of the
drinking water system of Urmia City in northwest of Iran.
The selected system consists of two water resources (sur-
face and ground water), an old water treatment plant, and a
large water distribution network. In Sects. 2 and 3 of this
paper, general overview of hierarchical structure of com-
plex water supply systems and different hazards which any
UWSS might face, are described, respectively. In Sect. 4,
proposed model (IHFRA-WSS) is presented in detail. The
case study and attributed results are explained in Sect. 5
and further issues and conclusions are addressed in the final
section.

2 Hierarchical structure and functional
interdependencies

Each UWSS is unique and therefore detailed description of
its components is an important part of risk analysis. The
system description should include detailed knowledge of
the following four main vulnerable components and their
relative subcomponents (see Fig. 1):

Water resources (e.g. rivers, wells, etc.)

Main water transmission pipes or channels

Water treatment plants

Distribution network (including tanks, pumps, valves
and pipes)

Ealb e e

Most of the risk analysis models require some structured
way to reasonably breakdown the system to different parts.
A common way to break down a system for risk assessment
is to define hierarchical model which reflects how the
system is designed. The system should be broken down

Reservor

Pumps

Distribution System

Fig. 1 Illustration of vulnerable points in a general water supply
system from source to tap. Hastad method et al. (2003)
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Fig. 2 Hierarchical risk
assessment framework of water
quantity and quality in a typical
water treatment plants

Natural
Hazards

'

- Earthquake
- Drought
- Flood

into components and subcomponents that can be handled
effectively in the analysis (i.e. splitting Fig. 1 into sub-
systems such as water resource, treatment plants, and the
distribution network). Hierarchical structures can also
provide a possible framework for risk assessment. Within
this hierarchy, risk levels of the urban water supply system
are governed by the risk levels of its components as well as
the hierarchical relationships among them. In this research,
hazards form the lowest level of total hierarchical frame-
work of risk assessment of water supply systems and
subcomponents, components and UWSS constitute next
levels of this framework from down to the top levels. Other
issue which has not been addressed in the majority of
researches on UWSS risk assessment is the functional in-
terdependencies and cause—effect relationships between
different subcomponents of UWSS. For example, in a
typical UWSS, functionality of a treatment plant is directly
dependent to the quality and quantity of water resources. In
this study, the functional relationships between the system
components have also been taken into account.

3 Threatening hazards

Another important step in the risk assessment is to identify
hazardous events, in various parts of the system. A hazard-
ous event is an event which can cause negative economical,
environmental, and social effects on UWSS. There are dif-
ferent types of hazards that may increase the risk of reduced
water quantity or water contamination. In this paper, the
following three types of hazards have been considered that
can adversely affect the performance of an UWSS:

1. Natural hazards (i.e. earthquakes, floods, high speed
winds, droughts and etc.)

2. Human-caused hazards (i.e. chemical and biological
terrorist attacks, sabotage and etc.)

3. Operational hazards (i.e. natural deterioration of
facilities, control failure, non-accurate monitoring,
pipes leakage and non-accurate design related prob-
lems, etc.)
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Human-caused Operational
hazards Hazards
- Chemical - Process control
- Biological - Equipment failure
- Bombing - Initial design failure

Each part of UWSS might face one or more of these
failures depending on its operational, environmental, eco-
nomical, social and geographical conditions. As it was
mentioned before, in this paper, hazards are the lowest
level of the hierarchical framework of risk assessment
below the components and subcomponents levels of
UWSS. Figure 2 shows an example of hazards that may
threaten water quantity and quality in water treatment
plants (WTP). Similar breakdown should be designed for
other main components of UWSS.

4 Methodology

This study adopts hierarchical framework to represent the
relationships between the components of water supply
systems and to develop hierarchical structure of the risk
assessment model considering capability of handling
complexities, uncertainties, and interdependencies. Fuzzy
Sets Theory (FST), evidence reasoning theory of Demp-
ster—Shafer, Fuzzy Cognitive Map (FCM) and Fuzzy
Integrated Vulnerability Assessment Model (FIVAM) are
integrated with these hierarchies to generate quantitative
risk measures for different levels of UWSS. The proposed
risk assessment model (IFHRA-WSS) composed of three
modules: module 1: Hierarchical levels, module 2: Risk
assessment process and module 3: Tools and activities
which are shown in Fig. 3. Tools and activities are
described briefly in Sect. 4.1 and formulations of IFHRA-
WSS model are presented in Sect. 4.2.

4.1 Mathematical tools
4.1.1 Fuzzy Set Theory (FST)

Since Fuzzy Inference System (FIS) plays an important
role in the proposed risk assessment methodology, theo-
retical background of the theory, triangular fuzzy numbers
(TFNSs), linguistic variables, and fuzzy rules are briefly
presented in this section. The notion of fuzzy sets was
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Module 1: Hierarchical Levels

Level 1: Hazard Risk
Assessment

v

Module 2: Risk Assessment Process

Level 2: Sub Component
Risk Assessment

v
Level 3: Component
Risk Assessment
v
Level 4: UWSS Risk
Agsessment

Module 3: Tools and activities
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Fig. 3 Modules of IFHRA-WSS model

introduced by Zadeh (1965). Fuzzy sets are sets with
boundaries that are not precise, in other words, the mem-
bership in a fuzzy set is not a matter of affirmation or
denial, but rather a matter of a degree. For the sake of
simplification, triangular and trapezoidal membership
functions are the most in use (Sachs and Tiong 2009). Most
of the hazards cannot be predicted with an acceptable
degree of accuracy. In addition, experts’ knowledge about
these hazards consists of high uncertainty. In order to deal
with these issues, FST has been proposed as an alternative
measure. For risk analysis of UWSS failure, the member-
ship function class type ¢ (TFN) formulated in Eq. (1), has
been utilized in this research for probability, consequences,
and vulnerability parameters of risks.

0 x<a
X—a,
—L g1 <x<ap
X,a1,ar,a3) = { 44 -~ 1
/.l(, 1,42, 3) a3 —x aZSxSaS ()
as—a
X>as

The parameters a;, a,, and a3, denote the smallest possible
value, the most promising value, and the largest possible
value, respectively. The fuzzy sets can be transformed into
non-fuzzy values (crisp values) by various defuzzification
methods. In this study, the Centroid Of Area (COA) method
has been used which is also one of the most common
defuzzification methods (Lee 1990):

 Jyua(2)zdz
B fz Ha (Z)dZ

where Z is the defuzzified value of fuzzy number A and
Ua(z) is fuzzy membership degree of z.

zZ

4.1.2 Fuzzy rule-based system

Fuzzy rules are linguistic IF-THEN-statements that have
the general form of “IF A THEN B” where A and B are
(collections of) propositions containing linguistic variables.
A is called the premise and B is the consequence of the rule.
The use of linguistic variables and fuzzy IF-THEN-rules
exploits the tolerance for imprecision and uncertainty.
Fuzzy logic mimics the crucial ability of the human mind
to summarize data and its focus on the decision-relevant
information. In a more explicit form, if there are I rules
each with K premises in a system, the ith rule has the
following form:

If s51isA;1©@s2is4,,0---OsiisA;; thenB; (3)

where s represents the crisp or fuzzy inputs to the rule and
A and B are linguistic variables. The operator ® can be
AND or OR. For example, in the case of UWSS, a rule can
be: “If in a given water treatment plant, an earthquake
with high probability is expected to take place and the
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consequences of the earthquake is medium and vulnera-
bility of water treatment plant against the earthquake is
low, then the risk of water shortage is high”. In this paper,
in order to estimate some important parameters of risk such
as consequences of hazards and vulnerabilities of the
components and subcomponents in UWSS, fuzzy rule-
based method has been utilized.

4.1.3 Dempster—Shafer Theory of evidence

Once the risks of hazards in a water supply system have
been determined, a proper aggregation method is necessary
for risk evaluations of subcomponents, components, and the
whole UWSS. In aggregative risk assessment, determina-
tion of subcomponents risks is a process of aggregating
risks from multiple hazards. Similarly, determination of
system risks is a process of aggregating risks from its sub-
components and components. Also as it mentioned earlier
in this paper, UWSS risk assessment is a multi-analyst
and experts problem and applying a suitable aggregation
method to combine their opinions is also required. Some
aggregation techniques include arithmetic averages, geo-
metric averages, harmonic averages, maximum values, etc.
In this research, Dempster—Shafer theory has been chosen
for this purpose. Dempster—Shafer theory was first devel-
oped by Dempster (1967) and later extended and refined by
Shafer (1976). It offers an alternative to the traditional
probabilistic theory for the mathematical representation of
uncertainty. The significant innovation of this method is
that it allows allocation of probabilities to sets. The
Dempster—Shafer theory does not require an assumption
regarding the probability of the individual constituents of a
set or interval. This is potentially valuable for evaluating
risk in engineering applications where it is not possible to
obtain a precise measurement from experiments, or where
knowledge is obtained from experts. One of the benefits of
Dempster—Shafer theory is its combination rule by which
evidences/information from different sources are combined
to determine a degree of belief (also referred to as a mass).
The mass m(A) of A, expresses the proportion of all relevant
and available evidence that supports the claim that the
actual state belongs to A but to no particular subset of A. The
combination of two sources 1 and 2 (m,,) based on two sets
of A and B is calculated from the aggregation of two basic
probability assignments for given sources 1 and 2 (m;(A),
my(B)) in the following manner (Shafer 1976):

) = > ans—c ™ (A) - ma(B)
1-K
K=" m(A) -m(B)

ANB=¢

m12(C

(4)

in which K is called the degree of conflict. It represents the
basic probability associated with the two conflicting
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sources (i.e. sources 1 and 2). This is determined by
summing the products of the basic probability assignments
of all sources where the intersection is null. In application
of this theory in this study, these sources can be considered
as risk of hazards, subcomponents, component and also
different experts’ opinions about them. In order to combine
two mass distributions with fuzzy focal elements (low,
medium, high, ...), Ishizuka et al. (1982) extended
Dempster rule by taking into account the degree of
intersection of two sets, J(A, B):

>_an—c J(Ai, By) - mi(A;)ma(B))

mia(C) = 1= anp—0 (1 = J(Ai, By)) - my (Ai)ma(B;)
(5)
where,
max; [MA,mB, (X)}

min|[max, fiy,(x), max, fg;(x)]

where A; and B;, represent predefined risk grades i and j,
respectively. J(A;, B;) represents the partial intersections
between two adjacent predefined risk categories i and j;
my(C) denotes the combined degree to each risk level
from two sources 1 and 2; m(A;) denotes degree to risk
category A; from source 1; and my(B;) denotes degree to
risk category j from source 2. If A; and B; are normal fuzzy
sets (le Himax Ai(x) = Hmax B,v(x) = 1) then ‘](AiaBj) =

max, [u ANB, (x)} . In this study, seven predefined risk grades

have been considered (i =j=1,2,...,7) that are intro-
duced later in the paper.

In the real word, all of the sources do not have equal
credibility. Yager (2004) indicated that a source impor-
tance in the aggregation process is related to its credi-
bility and suggested a credibility transformation function,
which discounts evidence with a credibility factor or
weight (W) and distributes the remaining evidence
(1 — W) equally among n elements (number of data
sources) as follows:

1-w
n

m(A), =m(A) x W+ (7)

This method is used in this research to aggregate
decision makers’ opinions as a group decision making
method and risk values in different levels of hierarchical
structure in IFHRA-WSS model with their attributed
importance (W). In the case study of this research, each
hazard has an individual importance in calculating risks
of subcomponents and each expert or decision maker has
an individual importance in aggregative risk assess-
ment model. The latter can be estimated base on the
experience and executive power in UWSS decision making

procedure.

w
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4.1.4 Fuzzy Cognitive Map (FCM)

Ezell et al. (2000) showed that an important component of
risk assessment is to determine the vulnerability of a
system. Vulnerability is defined as a measure of suscep-
tibility to threat scenario(s). Vulnerability of urban water
supply systems has not been adequately addressed in the
literature. Ezell (2007) presented the Critical Infrastruc-
ture Vulnerability Assessment Model (I-VAM) for vul-
nerability assessment of drinking water systems against
terrorist attacks by introducing some specific criteria. As
it was mentioned earlier, an important issue in vulnera-
bility assessment of infrastructures such as water supply
systems is consideration of functional dependencies. For
example, operation of water treatment plants has direct
effects on water distribution networks because occurrence
of any incident in this component can lead to widespread
problems in water distribution networks. So it can be
considered as a hidden vulnerability for water treatment
plants and it should be added to the initial vulnerability of
this component. Hence applying the vulnerability assess-
ment model which is able to consider these interdepen-
dencies and estimate these hidden vulnerabilities, is
necessary.

In this paper, FCM has been used to model the inter-
dependencies between component and subcomponents,
which was used previously by Akgun et al. (2010) to
develop a model called Fuzzy Integrated Vulnerability
Assessment Model (FIVAM). FIVAM can assess vulnera-
bility of critical facilities. Akgun et al. (2010) used
SMART method (Edwards 1971) as one of the useful
Multi-Criteria Decision Making (MCDM) methods to
estimate initial vulnerabilities based on aggregation of
some vulnerability criteria. In this research, all of the initial
vulnerabilities have been calculated by the fuzzy rule-
based system.

FCMs are used to represent and to model the knowl-
edge on the examining system. Existing knowledge on the
behavior of the system is stored in the structure of nodes
and interconnections of the map. Kosko (1986) was the
first to associate cognitive maps to fuzzy logic by incor-
porating qualitative knowledge as fuzzy causal functions.
Thus, FCM is a cognitive map where relationships among
the elements derived from a given mental map, with their
relative importance representing the magnitude of the
functional causality of such elements. The graphical
illustration of an FCM is a signed fuzzy graph with
feedback, consisting of nodes and weighted interconnec-
tions (Fig. 4). Signed and weighted arcs connect various
nodes representing the causal relationships that exist
among concepts.

A typical formula for calculating the values of concepts
of FCM is:

W12

@
A

Fig. 4 A typical FCM

cit! =f<Cf+ Zn: WjiC;) (8)

=1

in which, C} is the value of concept C; at step f. wj; is the
weighted arc from C; to C; and f is a threshold function.
wj;; > 0 represents a positive causality, where an increase in
the value of the ith concept causes an increase in the value of
the jth concept. w; < O represents a negative causality,
where an increase in the value of the ith concept causes a
decrease in the value of the jth concept. wj;; = 0 illustrates
the case that no causal relationship between the ith and jth
concepts exists.

Two threshold functions are usually used. The unipolar

sigmoid function (f(x) = e ,r) in which, A > 0 deter-

mines the steepness of the continuous function. This
function is used when the values of the concept lie in [0, 1].
When concepts can be negative and their values belong to
the interval [—1, 1], tangent hyperbolic function
(f(x) = tan h(x)) is used. The initial values of the concepts
in the input vector and the weighted arcs are set to specific
values based on the expert’s believes. Afterwards, the
system is free to interact. This interaction continues until
the model reaches equilibrium at a fixed point. Previously,
some researchers such as Akgun et al. (2010) presented
fuzzy linguistic variable to describe the influence values
(functional interdependency relationships). In this paper, a
linguistic variable showing the degree of influence value
among system functions has been defined. The classifica-
tion of this linguistic variable is elicited by consulting with
different experts. It should be noted that in this research, as
it can be seen in Table 1 and Fig. 5, seven basic categories
(i.e. extremely low, very low, slightly low, medium,
slightly high, very high, and extremely high) are introduced
to represent different uncertain parameters (e.g. functional
interdependency, probability, vulnerability...).

4.1.5 Weighting approach
In different modules of the proposed risk assessment model

(Fig. 3), determination of weights of some parameters rep-
resenting their relative importance is necessary. These
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Fig. 5 Fuzzy membership )
functions for representation of
uncertain parameters

0.8

0.7 9
0.6
M 051"
0.4 1
0.3 1
0.2 1

0.1 1

Table 1 Linguistic variables for representation of uncertain param-
eters

Linguistic variable Triangular fuzzy number

Extremely low (EL) 0, 0, 0.1)
Very low (VL) (0, 0.1, 0.3)
Slightly low (SL) (0.1, 0.3, 0.5)
Medium (0.3, 0.5, 0.7)
Slightly high (SH) (0.5, 0.7, 0.9)
Very high (VH) 0.7,09, 1)
Extremely high (EH) 09,1, 1)

weights, defined by experts, are used for combining assess-
ments in different levels of UWSS. For example, to estimate
the overall risk of hazards which threaten water treatment
plants, a set of weights should be assigned to hazards with
respect to their importance in the risk assessment procedure.
The general fuzzy linguistic variable (Table 1) has also been
selected by experts. For the case of group decision making
(multi-experts), different weights can be combined by appli-
cation of Dempster—Shafer theory (W in Eq. 7).

4.2 IFHRA-WSS model

IFHRA-WSS is an expert and data based risk assessment
model which aggregates FST, fuzzy rule-based systems,
FCM methodology and Dempster—Shafer theory in a group
decision making environment. Different stages of IFHRA-
WSS are elaborated in the following sections.

4.2.1 Step 1: Formation of expert groups and data
gathering

Basic data consisting of locations of facilitates, demand
points, high risk points, and general and detailed charac-
teristics of UWSS should be collected to generate the
database which is required for risk assessment. Different
groups of experts with enough knowledge and experience
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about different elements of the water supply systems should
be formed. For each main component of the UWSS, suffi-
cient number of persons should be gathered with acceptable
technical and operational knowledge about the system. The
minimum group size has been suggested as five persons in
the literature (Yetton and Botter 1983). Also for different
stages of the risk model, several questionnaires are designed
to elicit the decision makers’ engineering judgments.

4.2.2 Step 2: Hazard identification

Different hazards which have affected each part of the UWSS
should be listed as well as hazards which are foreseen to
affect the operation of the system in the future. The latter can
be extracted by interview using questioners. In this paper,
Delphi methodology has been used to collect this information
from experts and decision makers. Delphi method is a
structured communication technique originally developed as
a systematic and interactive forecasting method which relies
on a panel of experts (Linstone and Turoff 1975).

4.2.3 Step 3: Characterization the UWSS in a hierarchical
framework

To begin the risk assessment procedure, the hierarchical
framework of the UWSS, which was described earlier, has
to be constructed. Hierarchical structure analysis is one of
the promising methods for risk analysis level by level from
the lowest (hazards) to the highest levels (UWSS). Also the
middle levels (layers) of this framework are components
and subcomponent. The generic hierarchical framework is
illustrated in Fig. 6.

4.2.4 Step 4: Estimation of the hazard probabilities
As it was explained earlier, risk can be defined as the

cumulative effects of probability, consequences of a haz-
ard/threat and also vulnerabilities of components and
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I Component 1 ‘ | Component i | | Component I |
N /
Subcomponent 1 | .. Subcon:poneut i | | subcomponent |
l Hazard 1 | | Hazard h l Hazard H |
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| Risklevell | [ Risklevelr | ..[ RisklevelR |

Fig. 6 Generic framework of hierarchical risk assessment in IHFRA-
WSS model

subcomponents against them. Probability is the frequency
of natural, human-related, and operational hazards that
sometimes can be estimated based on historical data and
some times only evaluated based on experts’ judgments. In
this paper, probabilities are described in terms of fuzzy
linguistic variables (Table 1). This approach allows both
quantitative and qualitative descriptions of risk terms.

4.2.5 Step 5: Estimation of the hazard consequences

In this research, consequence is the total negative eco-
nomical, social, and environmental effects of a hazard
which will take place in a given sub-component, compo-
nent, and the whole UWSS infrastructure, if assumed they
are completely vulnerable. Generally, consequences of a
hazard in an UWSS can affect the quantity and/or quality
of water, as well as general sanitation and safety issues in a

1. Inadequate or unsafe water supply (depends on water
quality and or quantity) (Cs;)

2. Economical losses (Cs,)

Social negative impacts (Cs3)

Human losses (Csy)

o

The next stage is aggregation of these criteria to
calculate the overall consequence of each hazard in each
part of the UWSS. For this purpose, fuzzy rule-based
method proposed by Fares and Zayed (2010) is also
applied in this study. The only difference is that Fares
and Zayed (2010) used 5 fuzzy linguistic variables while
7 variables are used in this study to reduce the level
of uncertainty in the assessment. The following steps
have been taken to estimate the consequences of haz-
ards based on four criteria defined for consequences
evaluation:

1. Defining all of the possible fuzzy rules between inputs
(four criteria) and outputs (consequence of a given
hazard) such as the following rule:

If Cs; is X and Cs; is X5, Cszis X3 and Csyis Xy

then consequence is Z

In this study, for a given hazard which threatens a
subcomponent, 7* rules can be defined (7 linguistic
variables shown in Table 1 for 4 criteria).

2. The weights for each criterion are estimated using
fuzzy numbers in Table 1 (W;) and through interview

with experts and literature review.

3. Fuzzy value of each input is converted to crisp value
using Fig. 7. The values shown on this figure are cal-
culated by defuzzifying the membership functions
presented in Fig. 5.

. . 4. The general equivalent combined impact (EI) for each
community. Consequences are usually estimated based on i . .
. . . rule is calculated for each set of inputs using the
the number of users influenced by a specific hazard. It is .
. L following formula:
necessary to define specific criteria to evaluate conse-
quences. In this paper, the following four general criteria
are aggregated to find consequences of each hazard which L _ - o
may happen due to a component, a group of components, ., _ Wi x Cs; + Wy x Csy + W3 x Cs3 + Wy x Csy )
or the whole UWSS disruption: Wi+ Wy + Wi+ W,
E ~ )
i £ = 5
= g - = =) =
& | :'zl ) = 7 = | ] |
T T T T T T T
0.04 0.10 0.30 0.50 0.70 0.90 0.94

Fig. 7 The scale used for converting the fuzzy values to crisp values
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Fig. 8 The scale used for
converting the equivalent
impact to fuzzy values
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Cs; is the ith criterion which has been converted to crisp
number using Fig. 7.

5. The equivalent impact for each rule is converted to a
fuzzy value using the scale shown in Fig. 8.

6. In the final step, fuzzy values of criteria (which have
been obtained by aggregation of experts’ opinions) are
inserted to the fuzzy rule-based system (Sect. 4.1.2)
and output of the system is then defuzzified and
considered as the consequence of a hazard in a specific
subcomponent. This process should be repeated for all
of the hazards in each subcomponent.

4.2.6 Step 6: Vulnerability assessment

This step can be regarded as the main part of risk evaluation.
In many cases, decision makers have not enough informa-
tion about probability or expected consequences of hazards
but they can assess the vulnerability of UWSS based on the
existing design related documents and their experiences.
Same as the consequence analysis, some criteria should be
determined by experts to assess the UWSS vulnerability
against different natural, human caused and operational
hazards. In this study, the following four main criteria are
suggested to be used for vulnerability assessment:

1. Insufficient physical means to detect, delay and
respond to the threat in place (V)

2. Insufficient design redundancy (additional sources of
supply readily available) (V,)

3. Structural and non-structural vulnerability against
hazards (V53)

4. Ability of recovery in a short time after hazards
occurrence (V)

Similar to the probability and consequence parameters,
Table 1 is used by experts to describe these four vulnera-
bility criteria. Then similar procedure which was adopted for
consequence estimation in the previous step, could be
implemented to find the vulnerability value. These outputs
are the initial vulnerabilities (VJI-) for subcomponent j. Fur-
ther analysis is required to calculate the hidden vulnerability
of subcomponent due to the interdependencies between
subcomponents. Since the vulnerability of a component is a
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function of its subcomponents vulnerabilities, these hidden
values are calculated only based on interdependencies
between subcomponents. As it is illustrated before, FCM
and FIVAM methods are used for this purpose in this paper.
The hidden vulnerability value of a system in each iteration
is calculated using Egs. (10) to (12) as follows:

t
‘/;+1:f(v;+ Z ij"f) (10)

m=1,m#j
13
VIE= 3" wVe, =120 (11)
m=1,m#j
R __ /I H
Vi=vi+y, (12)

where V; is the functional vulnerability value of subcom-
ponent j (i.e. value of concept in Eq. 8) obtained when the
FCM model reaches equilibrium at a fixed point after some
iterations (Vi*' in Eq. 10). V/ is the crisp hidden vulner-
ability of subcomponent j. w;,, is the crisp influence value
of subcomponent j on subcomponent m that is determined
by defuzzifying the fuzzy influence value (7,) based on
Table 1 and using Eq. (2). Finally, the real vulnerability
value of subcomponent j(VjR) is calculated as the summa-
tion of the initial and hidden vulnerabilities base on Eq.
(12). This procedure is repeated for all of the subcompo-
nents and for all of the hazards. It should also be noted that
the initial values of the concepts in Eq. 10 (V}zo) are set to
the specific values based on existing UWSS condition and
experts’ judgments.

4.2.7 Step 7: Converting crisp values of consequence
and vulnerability parameters to the fuzzy variables

Firstly, a triangular membership functions for the conse-
quence or vulnerability is formulated. The COA of this
membership function is the estimated crisp value of con-
sequence or vulnerability. Using the following similarity
function proposed by Chen (1998), these fuzzy numbers
can be converted to one of the seven linguistic variables
shown in Table 1:

. 1=5 b,
S(A,B) — Zt:é |al l| (13)
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where S(A,B) is the similarity value between estimated
fuzzy numbers A~(a1,a2,a3) and seven predefined fuzzy
linguistic variables B(b;, by, b3) (as described in Eq. 1).

4.2.8 Step 8: Estimation of risk in the subcomponent level

In the following three steps, different terms of risk (prob-
ability, consequence, and vulnerability) have to be com-
bined together.

4.2.8.1 Step 8.1 For each subcomponent j(j = 1,2,...,J)

and each hazard h(h=1,2,... H), fuzzy risk (Rj) is
calculated based on fuzzy probability (I:jh), fuzzy conse-

quence (Cj,) and fuzzy vulnerability (Vj,):
Rih:ﬁihxéihx\%h; J:1,7J hzl,,H (]4)

4.2.8.2 Step 8.2 The total risk of subcomponent j (R;)
regarding all of threatening hazards is estimated using Eq.
(15) and Dempster—Shafer Theory as an aggregative
function (f(.)) of hazards.

R =f(Rin) (15)

All of the hazards can be combined together based on
their weight (relative importance) which is obtained from
experts using Table 1.

4.2.8.3 Step 8.3 Each evaluated risk of hazard can be
represented with a single fuzzy number (1@-). These cal-
culated risks can be compared with different standard risk
grades to obtain relative risk levels (or risk distributions).
In this paper, risk grades (levels) are shown by seven
predefined risk grades from extremely low (EL) to extre-
mely high (EH). The values associated with each risk grade
indicate the degree to which the risk item belongs (Fig. 9).
It means that model user can have the results in each level
of UWSS (hazards, subcomponents, components and total

Fig. 9 Fuzzy representation of
predefined risk categories and
intersection with calculated risk 0.9 1

ELVL SL M

o.e
0.7 4
0.6 1

1 0.5 1
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0.3 4
0.2 4

0.1 1

o

system) in terms of (&, &, &, & < L &
b, ..., g are the calculated risks belonging to the seven
predefined risk grades. These predefined risk grades have
been calculated multiplying the probability, consequence
and vulnerability using Table 1. In order to determine the
intersection between them, Weighted Overlap Area
Method (WOAM) (Huipeng 2007) is used to determine the
intersecting degrees between two fuzzy numbers. The
overlap area between a calculated risk and a predefined
risk, as a fraction of the total area of the calculated risk, can

represent the degree of their intersections:
d | 1 o o
T, / min(0, (af — b)) .
by — b}
0

(16)

), where a,

1 min(0,(a—b%))
h~ 57—

C =
A fol ado

where C,p is the weighted intersecting degree between
fuzzy numbers of the predefined risk (A) (as shown in
Fig. 9) and the calculated risk (B); a7, a%, b7 and b% are the
right and left bounds of a-cuts of A and B, respectively. « is
also used as a weighting factor in this equation. Thus,
degree of the calculated risk belonging to a risk grade
m(m=1,2,...,7) can be obtained by Eq. (17):

Tmn =

CRmaRn (n
7
2 m=1 CRu.R,

where Cg, g, denote the degrees of intersection between
calculated risk and each of the seven predefined risk
grades. r,,, indicates the degree to which the calculated risk
n belongs to the risk grade m. (Note that r,,, is considered
as the basic probability assignment in Dempster—Shafer
Theory).

2, N) (17)

4.2.9 Step 9: Estimation of the risk in the components level

The risk of component level can be derived using the fol-
lowing equation:

SH VH EH

(o] 0.1
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R = f(R;) (18)

R; is the total fuzzy risk of component i Gj=12,...,1)and
is calculated similarly based on aggregation of the risk
grades of its constitutive subcomponents using the Demp-
ster—Shafer theory. In this part of the model, these risks are
aggregated based on the vulnerability of component i due
to the failure of its relative subcomponents. In other word,
each expert assigns the importance (W in Eq. 7) to each
subcomponent with respect to the vulnerability of that
component to the failure of its constitutive subcomponents
based on Table 1 and finally these weights are aggregated
together and applied in Eq. (18).

4.2.10 Step 10: Estimation of risk in the system level
(UWSS)

Finally, risk at the system level (UWSS) is calculated by
Eq. (19):

Ruwss = f(R:) (19)

where Ryuwss is the total fuzzy risk of urban water supply
system. Similar to step 9, in Eq. (19), each component has a
relative importance in total risk of system with respect to
the vulnerability of UWSS to its failure.

4.2.11 Step 11: Prioritization of critical points of UWSS
based on the results of risk assessment model

The described procedure is repeated until the final risk
grades of the total system (Iéuwss) are estimated. Proper
method should be applied to better represent the calculated
risks in all of hierarchical risk levels as this can be the most
important output of the model for decision makers to apply
it in risk management practices. Decision makers can
expect to have the risk values in terms of qualitative or
quantitative representations. The former group is suitable
for decision makers who prefer linguistic expression of
risks. These decision makers can focus on final risk grades
which are obtained in each level of the IFHRA-WSS as

(E? Vi SLo Mo 390 VA %) and select the risk grades with
the maximum fuzzy membership values as the status of
UWSS and its components. About the latter one, there are
some simple methods such as estimation of average value
of the final risk grades (Lee 1996) and some advanced
methods such as Ordered Weighted Averaging (OWA)
(Sadiq et al. 2007a, b). By these methods, the attitude of the
decision-maker in defuzzifying the final risk value can be
considered. In this research, an effective method of risk
quantification is introduced which is optimization based. In
this method, the following simple problem can be solved to
find the non fuzzy values of risk in the proposed model:
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7
. Lg 2
Min E U, ——— (Ruwss — Lg,)
= | ">l L (20)

S.t. OSRUWSS < 1

where Rywss is the total defuzzified risk value that can be
obtained for total system, each component, and subcom-
ponent. Lg, is the representing centroid values of 7 lin-
guistic risk (r = 1,2, ...,7) grades and g, is their attributed
fuzzy membership value computed by the IFHRA-WSS
model. In fact, in this objective function, it has been tried to
minimize the weighted difference between total risk
(Ruwss) and each predefined fuzzy risk grade centroid.

Assigned weight (,u, - Lg, / 27: ! LG,) is function of each

grade centroid value and also fuzzy membership value
which indicates calculated risks belonging to seven pre-
defined risk grades. It means higher risk grades such as VH
or EH has more effects than other risk grades in the total
risk value. Some similar optimization methods presented
by Lu et al. (2008) and Li et al. (2008) can be applied in
this step of the risk assessment model.

5 Case study

In this research, an urban water supply system in Urmia
City in Iran has been selected to evaluate the proposed
risk assessment method. Urmia is the center of the West
Azerbaijan Province, located in northwest of Iran, near
border of Iran and Turkey. It has a population of 577,307
and area of 5,250 km? (Census of the Islamic Republic of
Iran 2006) and is situated on the western side of the Lake
Urmia. The city lies on an altitude of 1,330 m above sea
level and its climate is semi-arid with moderately cold
winters, mild springs, hot and dry summers and crisp
autumns. Precipitation is heavily concentrated in late
autumn, winter, and especially spring, while summer
precipitation is very scarce. The geographical location of
this city in Iran and schematic of its UWSS consisting of
water sources, water transmission mains, water treatment
plants and water distribution system are illustrated in
Fig. 10.

There are two main water resources from which water is
supplied to this city: Shahr Chay River and Urmia Plain
aquifer. Surface water is supplied to the city through direct
withdrawal from the river and regulated water from Shahr
Chay Dam. Ground water is extracted from 39 wells. The
transferred raw water from these sources is treated in two
main water treatment plants. The first one (WTP1) has
been the main water treatment infrastructure since 1962.
Surface water is transferred to WTP1 directly from the
river by an old gravity type open channel.
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After treatment, it is mixed with the water extracted
from groundwater, chlorinated and delivered to some tanks
to be distributed in some large part of water distribution
network of the city. The same process has been designed in
the new water treatment plant (WTP2), but its raw water is
supplied through Shahr Chay dam. WTP2 has a limited
treatment capacity due its uncompleted construction.

15 water tanks exist in different points of this city that
distribute the mixed surface and groundwater in the net-
work as well as some limited wells that inject water
directly to the pipes system. Currently, the average water
consumption of Urmia City is about 1,900 /s from which
the contribution of water treatment plants WTP1 and
WTP2 and wells in delivering water to the water distri-
bution system is about 500, 200 and 1,200 I/s, respectively.
It is foreseen that the operational capacity of the WTP2
will be increased in the near future. Also WTP2 has a better
structural design and monitoring system against natural and
unnatural hazards in this treatment plant.

A part of Urmia UWSS (Fig. 10) has been selected for
risk assessment in this study. This part of system comprises
of WTP1, its water resources (direct withdrawal from the
river), Water Transmission Main No.1 (WTM1), one of the
main water tanks (Tank A) with 10,000 m> volume, that
receives water from this water treatment plant and 6 wells,
and finally a medium water distribution system (“Dane-
shkade” zone) which its total area and total length of pipes
are 1.9 km? and 700 km, respectively. This network delivers
water to more than 8,500 water consumer units. More than
95 % of the pipe materials are asbestos and their diameter
varies between 100 and 400 mm. Because of the following
important reasons, this part of the Urmia UWSS has been
selected and evaluated by IFHRA-WSS model in this paper:

1. There is not any recorded and available data about
WTP2 due to its new construction.

2. WTPI is still the main safe water supplier in this city
and has a lot of operational problems due to the aging
and some initial design problems. It is important to
mention that this treatment plant has been rehabilitated
and repaired several times in the last 40 years because
of various operational problems.

3. Urmia water distribution network area is too large and
required data are only available for this chosen part of
the network.

4. Based on the experts’ opinions, threatening hazards of
water supplied from Shahr Chay Dam is less than other
resources.

Therefore, this paper focuses on wells, direct water
withdrawal from the river and WTMI. The following two
main decision making organizations are responsible for
UWSS management in this city:

e DM;: West Azarbayejan Regional Water Authority is
responsible for planning and management of operation
of surface and groundwater resources and also water
transmission mains to the treatment plants. Supplying
water to other water users is also responsibility of this
organization.

e DM,: West Azerbaijan Province Water and Wastewater
Company operates all of the treatment plants, wells,
tanks and water distribution facilities.

In most of the design and management issues related to
water supply to Urmia city, these two organizations
cooperate together while they both work under the super-
vision of the Iranian Ministry of Energy.

5.1 Gathered data in the selected area

Water quality and quantity risk assessment are addressed
separately in this research based on the proposed
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methodology. Hazards may lead to both quantitative and
qualitative problems while some can only cause water
shortage or water contamination problems. A few ques-
tioners were designed and distributed between 20 persons
(10 people from each of the aforementioned decision mak-
ing organizations) to gather engineering judgments about
associated risks with different components and subcompo-
nents of the system. Then, this information was merged with
the available engineering reports to find the most threatening
hazards. The outputs of this analysis as well as a short
description about each component are presented in the fol-
lowing sections:

5.1.1 Water resources (WR)

The risk identification results show that for the Shahr Chay
River, flood has been found as the most effective hazard on
water quantity. Severe flood conditions can contaminate the
water transmitted to WTP1 and because of the limited
capacity of this treatment plant it may subsequently inter-
rupt clean water delivery to the consumers. It worth men-
tioning that this type of hazard has happened before and
specially for the case of low frequency floods has caused
serious water contaminations. Another hazard influencing
water transfer from Shahr Chay River is drought. In the past
10 years, the average monthly inflow of this river has
decreased due to severe and frequent droughts. From water
quality point of view, terrorist attacks, floods, sewage dis-
charge to this river, lack of online monitoring system to
monitor water quality have been recognized as the main
hazards threatening water transferred from Shar Chay
River. For wells, the only water quantity related hazard is
drought while for water quality; two main concerns are
probable sabotage for water contaminating and also chem-
ical threats (Reports are available about observations of
high amount of nitrates in groundwater samples collected).

5.1.2 Water Transmission Main No. 1 (WTM1)

Only water transmission main in this case study is a very old
gravity stone channel (WTM1) which directly transfers water
to WTP1 from the river point which is shown in Fig. 10. The
main concern of decision makers about this channel is dete-
rioration in the future (aging), initial design problems and
vulnerability against earthquake and probable external loads
like corrosion. Furthermore, human related threats such as
bombing are important and should be incorporated in the
comprehensive risk assessment of this component.

5.1.3 Water Treatment Plant No. 1 (WTP1)

Potential hazards threatening WTP1 are identified based on
available historical records of operation and management
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issues in this plant in the past 2 years, experts’ experiences
and some existing reports about previous rehabilitations
of this plant. These factors include flood impacts on
the treatment process, earthquake, bombing and sabo-
tage, equipment aging, and initial design and operational
related problems. In this study, water treatment plant
has been considered as a unique component without any
subcomponent.

5.1.4 Water distribution network (WDN)

Three subcomponents have been found as the most vul-
nerable points in “Daneshkade” zone: Tank A, existing
pumps and distribution pipes. For Tank A, earth movement
and bombing are the main threats to water quantity while
insufficient monitoring system and chemical/biological
problems are the major threats for water quality. The pump
station in the WDN is potentially influenced by various
types of hazards according to its historical records and
experts’ experiences. Aging of the equipments and weak-
ness of the existing monitoring system and also earthquake
as the critical natural hazard can result in reduction of the
pumped water. But there is no evidence of any threat to
water quality in this subcomponent. Due to the surrounding
conditions of the pipes and historical records, earth
movement, sewer leakage, and external loads are identified
by the experts as potential hazardous factors that may
disable the normal function of the pipes. Over burden and
external loads on the pipes, including earth weight and
vehicle weight, is a possible reason to cause longitudinal
cracks on the pipes and it can lead to leakage or big bursts
in them. Also from water quality point of view, sur-
rounding soil can be contaminated by sewer leakage from
open drains and hence has negative effects to the under
buried pipes. Another cause would be the low pressure
condition in the system which can lead to intrusion of
contamination to the pipes in junctions and leakage points.
Moreover, leaching of chemicals and corrosive materials
from system components into the water, make some
chemical/biological problems. In this paper, all pipes have
been evaluated under assumption of occurrence of these
hazards, but weight of each pipe in the risk assessment
process has been calculated based on their water carrying
capacity rather than experts judgments. Moreover, 2 years
of historical data of failure rates and their attributed failure
reasons have been applied for risk analysis.

Based on these descriptions and expert opinions, the final
hierarchical risk assessment framework consisting func-
tional interdependencies in subcomponent level is shown in
Fig. 11a, b. The numbers on these figures indicate the
deffuzified functional dependency values (wj,,). As it can be
seen, there are direct and indirect relations between differ-
ent subcomponents in WR, WT, WTP and WDN based on
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Fig. 11 Hierarchical
framework of water quantity
and quality risk assessment and
functional interdependencies in
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functional dependency values to each other. For example
disruption of river or channel leads to non-functionality of
WT; because no water can be transmitted to WTP. An
important component is WDN, because the other compo-
nents have the effect on this component and its constitutive
subcomponents especially the pipes. It not only shows that
WDN is not most vulnerable because of these effects, but
also means that other components especially WR has higher
hidden vulnerability because of the functional dependencies
of other components to this component and it increases the
importance of water resources in risk management.

(b) Water Quality

It should be mentioned that if there is another permanent
water resources or even temporary alternative to supply
water in emergency conditions, other components depen-
dencies to water resources can be reduced and subse-
quently, WR will have a smaller hidden vulnerability.
Similar relations can be found between pipes, tank and
pumps, river and wells as the main subcomponents of the
UWSS. In both water quality and water quantity risk
assessment scenarios, the river and wells are dependent to
each other. Because every change in water quantity or
quality in the river due to some hazards such as drought,
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Table 2 Relative importance of the decision makers in risk
assessment

UWSS DM, DM,

WR Very high Low

WT High Medium
WTP Extremely low Very high

WDN - Extremely high

can affect water withdrawal program from groundwater
and vice versa.

5.2 Model parameters
5.2.1 Decision makers’ importance

For aggregation of decision makers’ opinions about differ-
ent parameters discussed in this paper, relative importance
of two groups of decision makers in the risk assessment
procedure has to be considered. It should represent their
executive responsibility for each component of the system.
These fuzzy values have been chosen and shown in Table 2
based on the fuzzy variables in Table 1. For example, it can
be seen that DM, has the main responsibility for the water
distribution network while, DM; has no control over this
part of the system. After that, these weights can be nor-
malized for using in the next steps of the model.

5.2.2 Weights of components, sub-components
and hazards

According to different risks scenarios (i.e. water quality or
water quantity), weights are assigned by all of the experts
for pipe network, pump, water treatment plant, transmis-
sion main, channel, river, reservoir, wells, etc. and then
they are aggregated based on DMs’ importance (Sect.
5.2.1) using Dempster—Shafer theory. Weighting procedure
consists of the following steps:

e For each decision maker, a questionnaire form is
provided including some information about risk assess-
ment methodology and information about different
components and subcomponents in a hierarchical form.

e FEach decision maker provides a weight to each
component based on its vulnerability to the failure of
its subcomponents in the lower level. The questioner is
designed in a way to provide enough flexibility for
gathering decision maker opinions in qualitative or
quantitative manners.

e These values are aggregated using Dempster—Shafer
theory and final weights are obtained after normalizing
the deffuzified values of these aggregated weights.

@ Springer

Table 3 Weight factors for water quantity risk assessment

UWSS WS River Earthquake 0.726
1 0371  0.349 Flood 0.274
Drought 0.410
Wells Drought 1.000
0.651
WT Channel  Earthquake 0.168
0.130  1.000 Flood 0.166
Bombing & sabotage 0.25
Equipment aging 0.083
Design and operational related 0.125
External Loads 0.208
WTP  WTP Earthquake 0.141
0.251  1.000 Flood 0.218
Bombing and Sabotage 0.156
Alarm and monitor 0.125
Equipment aging 0.172
Design and operational related 0.188
WDN  Pipes Earthquake 0.233
0.248  0.575 External loads 0.357
Equipment aging 0.410
Tank Earthquake 0.280
0.312 Bombing and sabotage 0.720
Pump Earthquake 0.191
0.113 Alarm and monitoring 0.333

Equipment aging 0.476

For instance, the final crisp weights for water quality
risk category is shown in Table 3.

5.2.3 Functional interdependencies
between the subcomponents

The linguistic variables (Table 1) and their respective
fuzzy numbers for DMs are used to define the functional
interdependency values among the subcomponents of Ur-
mia UWSS. These fuzzy values are aggregated by using
Dempster—Shafer theory and crisp influence fuzzy matrix is
constructed for the FCM simulation. Different functional
interdependency values between subcomponents can be
observed in Fig. 11.

5.2.4 Risk term definition (probability, consequence
and vulnerability)

This part of the study has a complicated procedure due to
the uncertainties of probability, consequence and vulnera-
bility parameters. Although information about some haz-
ards and their consequences are not available and they have
not been experienced in Urmia UWSS yet, it has been tried
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Table 4 Weights of the criteria for fuzzy rule based assessment of
hazard consequences and vulnerabilities

Weight

Criteria for consequence analysis

Csl 0.310
Cs2 0.217
Cs3 0.150
Cs4 0.323
Criteria for vulnerability analysis

\%! 0.262
V2 0.120
V3 0.380
V4 0.238

to score the parameters based on the current condition of
the system.

As it was described in Sect. 4.2, some criteria have been
defined to generate the fuzzy rules in order to assess the
consequence and vulnerability of hazards. Table 4 presents
the relative defuzzified weights used in the analysis for
each of these criteria based on experts’ judgments. Totally
13,720 consequence rules and 96,040 vulnerability rules
have been defined in this study for both scenarios of water
quality and water quantity risk assessment. All risk terms
have been estimated by the method which was introduced
in steps 5 and 6 of the methodology and applied in the final
step of the model to estimate the risks. Note that there are
some limited numbers of hazards such as flood and earth-
quake for which data analysis has been carried out to
extract their probabilities of occurrence. For these cases,
their crisp values or fuzzy values are directly used in the
model and eliciting the required data through the ques-
tionnaire and other methods has not been necessary.

5.3 Results and discussion
IFHRA-WSS model has been coded with Visual Basic

program and MATLAB software in this research. The
fuzzy rules are constructed in MATLAB and the results are

used as the input to the main risk assessment model in
Visual Basic domain. After running the model, quantitative
results of the aggregative risk assessment have been
obtained and discussed while different components and
subcomponents of Urmia UWSS are also prioritized with
respect to the results of the risk assessment model.

5.3.1 Risk assessment at subcomponent level

Using characteristics of hazards and other model parame-
ters in IFHRA-WSS framework, risk values are obtained
for different subcomponents in the selected water supply
system in Urmia City, which includes Shahr Chay River,
wells, WIM1, WTP1, pumps, Tank A and pipe network in
“Daneshkade” zone. These results are shown in Tables 5
and 6 with consideration of functional dependencies
between subcomponents to show the effects of hidden
vulnerability in risk analysis. Italicized numbers show the
highest risk grade for each subcomponent. Even though
some details of the results could not be presented in this
paper, some of the important findings related to water
quantity risk assessment are as follows:

e Among the two water resources, risk associated with
the river is higher than wells. Since the functional
interdependencies have been considered in the risk
assessment model and also river has the highest levels
of effects on other subcomponents (Fig. 11a), its risk
grade is SH and it is ranked as the second critical
subcomponent in this urban water supply system.

e Water treatment plant has the highest total risk between
all of the subcomponents and has SH risk followed by
VH and M. Also among the contributing hazards, flood
has the highest effects on its risk value from reduction
of water quantity point of view.

e In the water distribution network, the most critical
subcomponents are pipes with SH degree of risk fol-
lowed by M and SL due to their considerable failure rate.

e The highest and lowest water quantity risks in the
subcomponent level belong to WTP1 and pumps,
respectively.

Table 5 Results of aggregative risk assessment for water quantity in the subcomponent level

EL VL SL M SH VH EH Total risk Rank
River 0.000 0.014 0.120 0.221 0.350 0.215 0.080 0.382 2
Wells 0.009 0.110 0.211 0.620 0.05 0.000 0.000 0.120 6
Channel 0.005 0.111 0.215 0.535 0.134 0.001 0.000 0.138 5
WTPI 0.000 0.000 0.100 0.119 0.410 0.371 0.000 0.425 1
Pipes 0.001 0.008 0.219 0.230 0.425 0.117 0.000 0.274 3
Tank 0.002 0.011 0.129 0.610 0.248 0.000 0.000 0.182 4
Pumps 0.031 0.167 0.465 0.207 0.130 0.000 0.000 0.097 7

Italicized values in these tables show the highest risk grade
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Table 6 Results of aggregative risk assessment of water quality in the subcomponent level

EL VL SL M SH VH EH Total risk Rank
River 0.000 0.000 0.050 0.108 0.531 0.310 0.000 0.421 1
Wells 0.000 0.000 0.026 0.404 0.390 0.181 0.000 0.324 3
WTP1 0.000 0.000 0.008 0.126 0.510 0.284 0.000 0.399 2
Pipes 0.029 0.301 0.427 0.189 0.054 0.000 0.000 0.068 5
Tank 0.000 0.000 0.031 0.718 0.249 0.001 0.000 0.197 4
Italicized values in these tables show the highest risk grade
Table 7 Results of the aggregative risk assessment of water quantity in components level

EL VL SL M SH VH EH Total risk Rank
WR 0.005 0.076 0.179 0.481 0.154 0.075 0.028 0.212 3
WTMI1 0.005 0.110 0.215 0.535 0.134 0.001 0.000 0.138 4
WTP1 0.000 0.000 0.100 0.120 0.410 0.371 0.000 0.425 1
WDN 0.004 0.027 0.218 0.346 0.336 0.067 0.000 0.225 2
Italicized values in these tables show the highest risk grade
Table 8 Results of aggregative risk assessment of water quality in components level

EL VL SL M SH VH EH Total risk Rank
WR 0.000 0.000 0.034 0.301 0.439 0.229 0.000 0.312 2
WTP 0.000 0.000 0.080 0.284 0.510 0.126 0.000 0.399
WDN 0.014 0.150 0.229 0.453 0.151 0.000 0.000 0.132 3

Italicized values in these tables show the highest risk grade

The results of water quality risk assessment can also be
summarized as follows:

e River and WTP1 are the first and the second rank based
on water quality risk assessment with risk grade of SH.

e Risk of pipes is SL, which is the lowest risk between
subcomponents and followed by VL and M as well.
This finding was expected because they are not prone to
the water contamination related problems in “Dane-
shkade” Zone.

e Total risk of Tank A is low but its relative fuzzy risk is
medium and should be considered as an important point
in the risk management procedure to decrease the
negative effects of threatening hazards.

5.3.2 Risk assessment at component level

After determination of risk levels at subcomponents based
on group decision making, it is simple to obtain risk levels
of the main components by aggregating these risks along
the hierarchical structure. The results are presented in
Tables 7 and 8 for water quantity and quality scenarios,
respectively. Firstly, contributing components to reduced
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water quantity risk are WS, WTP1, WTMI1 (channel) and
WDN. The results of this aggregation can be summarized
as follows:

e The risk level of water resources is M and varies from
EL to EH which indicates the high uncertainty in the
calculated risk.

e The risk level of WTP1 belongs to four risk grades of
SL to VH and also has the highest priority for risk
management.

e The risk of water distribution network is determined by
repeating the risk aggregation on the pipes, Tank A and
the pumps. As it can be seen, the total risk has the
highest grade of M varying from EL to VH.

The contributing sources to the risk of water contami-
nation are WS, WTP1 and WDN. Their attributed risk
assessment results are as follows:

e The most vulnerable component of the selected UWSS
is WTP1 followed by WR and WDN and their highest
risk grades are SH, SH and M, respectively.

e For the “Daneshkade” zone, risk of contamination is
evaluated by aggregating the risks of pipes and tanks.
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Fig. 13 Final risk grades of Urmia UWSS

As it is mentioned in Table 8, WDN has the lowest risk
value among other subcomponents.

e The risk of pumps has not considered in this assess-
ment, because these subcomponents are only vulnerable
to the water quantity problems.

Also as an example, results of FCM simulation for water
quality risk assessment are shown in Fig. 12. As it can be
seen, FCM reaches an equilibrium state (i.e. no change in
activation levels is observed in two consecutive iterations)
approximately after 7 iterations. After that these values
have been used to obtain hidden vulnerability and total
vulnerability using Egs. (11) and (12).

5.3.3 Risk assessment at system level (UWSS)

Finally, the risk of overall water supply system can be
obtained by aggregation of components risks and their
contribution in overall system based on Eq. 19. Figure 13
shows different risk grades of the system. Furthermore,
using Eq. 20 defuuzified total risk value for water quality
and water quantity risk assessment scenario have been

important point in the Urmia UWSS. In addition, water
distribution network and water resources have contribu-
tion in increasing the risk level of the system with respect
to both water quantity and quality issues, respectively.

e Four uncertainty sources have been considered in this
case study:

1. Uncertainty in decision makers’ opinions in pre-
paring the information about hazard consequences
and component and subcomponent’s vulnerabilities
and other necessary parameters. It can be consid-
ered as technical uncertainties.

2. Uncertainty in estimation of hazard probabili-
ties especially for natural hazards (random
uncertainties).

3. Technical uncertainty in parameters of IFHRA-
WSS model including weights of risk items and
probabilities, vulnerabilities and consequences.

4. Physical uncertainties in available and reported
data about characteristics of the urban water system
and its components.

e As it was mentioned in different parts of this paper, the
model gives a way for ranking components and sub-
components in terms of their risk grades and values. If
decision makers have their acceptance level for each
risk grade or have a risk threshold for total risk, this
model can explicitly show whether the risk in each
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level is acceptable or not. Based on these judgments,
they can choose some risk mitigation measures and
determine which one is the most effective measure by
evaluating the risk in each level.

e As it was also stated by Tesfamariam and Sadiq (2006),
the selection of different mitigating or preventive
alternatives often involve competing and conflicting
criteria, which requires sophisticated multi-criteria
decision-making (MCDM) methods. One of the best
ways to design the effective risk management scenarios
is to apply a multi-criteria decision-making method
involving risk reduction ability of each measure (output
of IFHRA-WSS model) and other criteria such as cost,
environmental, and social effects. By this way, not only
they can decrease the risk of hazards, but also decision
makers’ management related concerns are included in
the decision making process.

6 Conclusion

Management of UWSS is becoming more sophisticated as
the subsystems face several uncertain threats and conditions.
This study presented an effective risk evaluation model for
UWSS from source to tap with the ability of incorporating
uncertainties. The most important characteristics of IFHRA-
WSS model could be summarized as follows:

— Covers
approach.

— Evaluates risks by considering multiple hazards that are
represented in varied forms.

— Covers different sources of uncertainties.

— Involves experts in a group decision making procedure.

— Uses a new approach for evaluating consequence and
vulnerability as the main parameters of risk item
considering the most effective criteria.

— Considers the functional interdependencies among the
subcomponents to effectively assess their vulnerabili-
ties against the hazards.

— Incorporates the social and economical aspects in the
risk assessment procedure.

— Handles both qualitative and quantitative forms of risk
values in different levels of UWSS.

— Can be applied to water quality and water quantity risk
assessment scenarios.

— Can be updated by incorporating newly observed data.

— Using its results can reduce the probability of loss
before it becomes a real threat and will minimize the
magnitude of damages.

complexities in UWSS by hierarchical

The results of the case study showed that the total risk
status of Urmia urban water system is medium and the
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most contributing component in increasing the system risk
level is old water treatment plant (WTP1) for which some
structural and nonstructural risk mitigation measures
should be adopted. Alternatively, increasing the opera-
tional capacity of new water treatment plant (WTP2) can
be a good solution in the future. The water distribution
network and Shahr Chay River are the next candidates for
water quantity and quality risk management. Cost-effective
rehabilitation and renewal strategies can be an effective
way to reduce the failure risks of pipes in water distribution
network. Permanent inspection of water tank by installation
of proper means to detect, delay and respond to the external
threats is one of the methods which should be applied in
water distribution networks especially for water Tank A.
Moreover for the case of the river, since the most water
quality threatening hazards are flood and chemical/bio-
logical hazards, construction of settling basins on Shahr
Chay river for decreasing the water contamination in flood
conditions and setting up a water quality monitoring sys-
tem to control the chemical/biological status of the surface
water, are the applicable examples of risk management
alternatives for this system which need further studies.
Future works can be dedicated to:

e Extending the IFHRA-WSS model to determine the
contribution degree of various components, subcompo-
nents and hazards in deriving the overall risk of urban
water systems.

e Sensitivity analysis for evaluation of the effects of
technical, random or physical uncertainties on model
efficiency by using different forms of Fuzzy member-
ship functions for representation of uncertain parame-
ters comparing the results of using MCDM techniques
(e.g. OWA' and FSAW,? etc.) instead of Dempster—
Shafer theory for risk aggregation in different levels of
the urban water system.

e Developing a methodology for designing risk mitiga-
tion measures based on the results of IFHRA-WSS

e The risk value obtained from IFHRA-WSS model is
usually the basis for defining risk management scenar-
ios. MCDM techniques can be used for ranking these
scenarios based on diverse criteria such as cost and
social satisfaction.

Similar flexible hierarchical frameworks can be easily
used in risk assessment of other water utilities by consid-
ering their individual characteristics. This model could be
the main part of a decision support system for compre-
hensive risk management and proper selection of risk
reduction measures with minimum costs and maximum
reliability.

! Ordered Weighted Averaging.
2 Fuzzy Simple Additive Weighting.
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