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Abstract

Medical Cyber-Physical Systems (MCPS) are complex, location-aware, networked systems of medical devices that can be
used as a piece of the healing center to give the best medical care to patients. Hence, they integrate human, cyber, and physical
elements. Since MCPSs are life-critical and context-aware, they are significant to the healthcare industry, which is prone to
data breaches and cyber-attacks. As an emerging research area, MCPS faces several challenges with respect to system reli-
ability, assurance, autonomy and security, and privacy. In this paper, we initially examine the state-of-the-arts of MCPS over
the last few decades (1998-2020) and subsequently propose a new framework considering security/privacy for MPCS that
incorporates several models that depict various domains of security. An interaction between various models followed with
a qualitative assessment of the framework has been carried out to present a detailed description of the proposed framework.
It is useful in various healthcare industries like health care services, manufacturing, pharmaceuticals, etc. that utilize smart
devices. Additionally, the framework may be applied to enhance security in the Internet of Things (IoT) environment. It may
be also useful to deploy efficient workflow operations for patients under the consideration framework. The framework will
also lay out the foundation for implementing cybersecurity infrastructures in many healthcare applications.

Keywords Medical cyber-physical systems - Cyber security - Medical control systems - Security and privacy issues - Smart
health
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1 Introduction

Rapid developments and progress in the embedded software
and network connectivity has led to rapid transformation in
medical devices [1]. The healthcare industry is progressively
moving away from the usage of stand-alone devices to moni-
tor and treat patients independently. It rapidly moves towards
the usage of integrated systems that are able to monitor,
evaluate, and treat different parts of patients’ physiology
concurrently. The integration of embedded software con-
trolling devices, networking abilities of medical devices, and
the complex physical elements displayed by patients’ bodies,
make therapeutic medical device systems, commonly known
as Medical Cyber-Physical Systems (MCPS) [2]. MCPS col-
laborates with cloud computing to construct regional medi-
cal information as well as to provide data storage services.
Internet of Things (IoT) also finds several applications in
the healthcare industry like remote health and monitoring,
availability and accessibility of hardware, tracking patient
inventories, and drug management.

Figure 1 gives an overall idea of Medical Cyber-Physical
Systems (MCPS), which incorporates physical devices and
physical systems. The physical systems are combined to
form an overall system of several systems. This conglomera-
tion of dedicated task-oriented systems bears more function-
ality and performance than the sum of constituent systems.
Cyber-Physical Systems (CPS) are systems that associate
the physical world with the virtual world of information
processing. The physical world may consist of sensors and
actuators. Several constituents in the CPS collaborate to per-
form some sort of global behavior. These constituents could
be software systems, communication technologies, sensors,
and actuators, etc. that can interact with the real world. In
this research, we focus on the Medical Cyber-Physical Sys-
tem (MCPS), which is a sub-domain of the Cyber-Physical

Fig. 1 The mapping processes

systems. MCPS is the healthcare critical integration of a
network of medical devices (components) brought toward
high quality in healthcare.

In the past, several research works have been conducted
with respect to MCPS. Lee and Sokolsky [98] presented an
overview of MCPS in terms of trends in the development
and use of high-confidence medical cyber-physical systems.
The article is an overall summary of challenges related to
MCPS like model-based development, patient modeling,
and simulation, user-centric design, security, and privacy,
etc. The study is limited, and the authors fail to propose
anything novel. Lee et al. [2] summarized some challenges
and research prospects for MCPS. The challenges include
issues related to device interoperability, decision support,
high confidence development, regulatory issues, etc.; how-
ever, security and privacy issues have been ignored. Moreo-
ver, the article does not propose any solution to overcome
the challenges. Jung and Cho [133] highlighted the con-
cept of interoperability for control systems in MCPS. To
enable automation of medical devices, software platforms
have been considered; yet the study is confined to inter-
operability only and also does not comment on validation
and verification aspects. Min [130] studied MCPS based on
Big Data platforms. The idea is to ensure efficiency in pro-
cessing massive amounts of data, for which a framework
was proposed. While the framework incorporates several
components, the article lacks necessary theory as well as
validation. Kocabas et al. [55] listed some emerging secu-
rity mechanisms for MCPS based on data acquisition, data
aggregation, cloud processing, and actions. They surveyed
encryption schemes and evaluates the schemes to enhance
security. The proposed method may have computational as
well as storage overhead and usability issues. Dey et al. [4]
conducted a survey on MCPS and reported the structure of
cyber-physical systems, the architecture, emerging trends,
evolution of medical devices, big data platforms that support
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MCPS, and challenges. The survey fails to identify adequate
security issues and potential solutions. Qiu et al. [131] high-
light the privacy-preserving issue in MCPS and assert that
encryption is robust as long as keys are not compromised. A
selective encryption algorithm combined with fragmentation
and dispersion to protect the data has been proposed. While
the performance of algorithms is evaluated in a smartphone
environment, the efficiency of the algorithms varies across
platforms. Jimenez et al. [132] presented research on Cyber-
Physical Systems and Digital Twins for the healthcare sec-
tor. The article incorporates the architecture of MCPS and
the impact of Wireless Body Area Networks on healthcare.
Moreover, the article states challenges related to high assur-
ance software, regulatory issues, security, and privacy, etc.,
but fails to provide a conceptual framework or solution for
the same. Haideggr et al. [133] presented a research on user
requirements and challenges in robotics from the industrial
and MCPS perspective. The article highlights medical robot
standards and their challenges with respect to safety metrics,
performance metrics, boundary metrics, etc. but fails to pro-
vide a framework or potential solution for the same. Shish-
van et al. [134] proposed the idea of incorporating Artificial
Intelligence (AI) into MCPS. The article is a survey depict-
ing machine intelligence algorithms, the types of algorithms
available for the healthcare domain, how the data and the
decision support output are presented to the end-user, etc.
but fails to identify the security issues that may also crop
into MCPS devices and systems.

The expanded size and unpredictability of MCPS with
respect to existing conventional medical systems have
resulted in various formative difficulties (early-stage set-
backs) that need to be addressed. In the past few years,
researchers have proposed several studies and analyses of
MCPS pertaining to the ideas, applications, issues, trade-
offs, etc. that these systems incorporate. However, the
research quotient is insufficient, and formal techniques suffer
from limitations like interoperability and robustness [122].
Thus, these constraints need to be carefully addressed, and
necessary improvements need to be made in terms of frame-
work design [4]. In addition, new administrative methods
need to be devised to affirm their use in treating patients
[5, 6]. Although a lot of researchers in the past provided an
overall idea of the MCPS, they lacked significant contribu-
tions like architecture, applications, and challenges, which
we aim to provide in this research. The novelty of this work
is as follows:

1. The article highlights the overall state of the art of
MCPS including a general overview, classification,
benefits, challenges, and security issues. To the best of
our knowledge, this is the first article that underpins the
state-of-the-arts of MCPS at such great depth.

2. In this article, we propose a cybersecurity framework
along with an interactive model for the proposed frame-
work. Although cybersecurity frameworks like National
Institute of Standards and Technology (NIST) Cyberse-
curity Framework, Center for Internet Security (CIS)
controls, etc. exist, the proposed framework would be
the first of its kind to underpin IoT devices, MCPS, Trust
Model, and Threat Model conjointly, thereby enhancing
overall security.

3. One of the drawbacks of the existing frameworks is
that although they can be applied to various industries,
the evaluation is usually based only on self-assessment
using a set of questionnaires. This kind of assessment
may be biased and may have certain limitations as it may
not cover many aspects of security. Security may never
be 100% guaranteed, thus there is no particular way of
evaluating a framework, since all frameworks will have
some limitations. In our framework, we have included
security models based on an extensive survey highlight-
ing various security issues that may crop up in MCPS.
We also present how these models in the proposed
framework interact with each other. This is followed by
a qualitative assessment of the proposed framework to
enhance security in MCPS.

The rest of the paper is organized as follows. Section 2
provides an in-depth idea about MCPS including the general
overview, classification, benefits, challenges, and security
issues. Section 3 highlights the proposed framework, the
interaction between various components of the framework,
and a qualitative assessment of the same. In Sect. 4, we dis-
cuss the conclusion and future work.

2 Medical cyber physical systems

The previous section laid out a general idea about the MCPS
highlighting their applications and advantages. Moreover,
the prior works pertaining to MCPS have also been men-
tioned. In this section, we delve into the concept of MCPS
by describing its overall structure, classification based on
the concept of social insurance, benefits of MCPS and some
challenges faced.

2.1 General overview of medical cyber physical
systems (MCPS)

Cyber Physical Systems (CPSs) commonly refer to systems
in which computing, networking and physical processes are
integrated to monitor and evaluate situations. In any CPS,
embedded computers and networks will monitor and con-
trol the physical processes, with inbuilt feedback loops that
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The main aim of any CPS is to integrate robotics and
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sensor systems with information gathered from the other
components of the CPS, with all of it being processed with
computational knowledge to arrive at the final decision [11].
Thus, they form the core for MCPS and incorporate within
them physical and computational capabilities that enable
interaction with humans [7].

Like the CPS, the MCPS also consolidates physical pro-
cedures with shareware and systems administration as a
coordinated entity to create feedback systems (Fig. 3). These
devices are not only restricted to the healthcare industry,
but also in energy, infrastructure, manufacturing, military,
robotics, and transportation [12]. Therefore, versatility, inde-
pendence, proficiency, usefulness, unwavering quality, secu-
rity, and the ease of CPSs are paramount for such systems.
Hence, drastic improvements are expected to be made due to
dynamic and rapid developments of MCPS [13-16].

Owing to the large number of devices involved, Com-
munication and Scheduling are two important tasks for any
CPS.

@ Springer
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Fig.4 Overview of the structure of a CPS

Communication: CPS consists of components from the
physical world, user interfaces and cyber systems (Fig. 4).
The components of the physical world ensure that the
corresponding devices are monitored and controlled.
The cyber systems consist of the cutting-edge embedded
devices, which process the collected data and dissemi-
nate them accordingly. The user interface, communication
network and other middle of the road segments such as
interconnected sensors, actuators, analog-to-digital con-
verters (ADC), and digital-to-analogue converters (DAC),
play an important role in connecting the cyber systems
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Fig.5 General structure in
MCPS
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with the components of the physical world. Sensors and
actuators are in charge of transforming the system for the
different types of vitality of power, i.e. analogue signal,
and vice-versa. ADC and DAC are in charge of chang-
ing over proceeds with analog signals to discrete digital
signals and the other way around individually [17, 18].
Scheduling: Resource scheduling in shared sensors and
actuator networks (SANs) is considered an imperative
part of any task [19, 20]. Patient information is dealt
using a wide array of medical devices that are progres-
sively associated and communicated over the network
(Fig. 5). With the purpose of lessen the burden on patients
regarding general medical costs, it is important to ensure
effective communication scheduling between interoperat-
ing therapeutic devices like monitoring system, network
controller and Patient Controlled Analgesia (PCA) pump
[21, 22]. To study the impacts of the interconnectivity
and interoperability of the restorative device and network-
empowered control of the patients’ wellbeing, a closed-
loop clinical situation of medication imbuement is con-
sidered through a framework.

Another significant consideration pertaining to the gen-
eral idea of MCPS is Patient Controlled Analgesia (PCA)
that deals with pain-controlled-method patients [23] using
a computerized machine to infuse pain controlling drugs
into a patient’s intravenous line. Figure 6 indicates an
outer intravenous Generic Patient Controlled Analgesia
(GPCA) in a normal utilization condition. It might be

Fig. 6 Illustration of the frame-
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used as a frame of references for demonstrating the uses of
engineering techniques for medical devices, and for devel-
oping specific implementations of PCA. Patients get the
medication from the device through an intravenous needle
embedded by the clinician. They are able to self-control
endorsed measures of extra medication by squeezing a
bolus request button available at the patient’s bed [24, 25].
The GPCA likewise has an interface that connects the drug
store vault to the doctor’s office. In the event that there
is a change to the dosage of the medicine, this interface
enables the pharmacist to confirm with the doctor that the
modified treatment regimen lies within the safe level of
consumption for the patient. The GPCA has three essen-
tial capacities: (1) Convey medication in light of endorsed
timetable and patient solicitations; (2) Counteract perils
that may emerge from the use of medication; (3) Screen
and advise the clinician of certain outstanding conditions
that are experienced by patients [26].

2.2 Classification of MCPS

MCPS is arranged on the basis of classification in Fig. 7.
The exploration of applications of MCPS in the medical
industry is still at its infancy stage. In MCPS, the combina-
tion of dynamic client information (for example, the smart
feedback system, computerized records of patient informa-
tion, and inactive client information, related to biosensors
and additional smart devices) can support the information
procurement for productive decision-making. This blend of
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Fig.7 Classification of MCPS

MCPS in Healthcare ’—

information securing and decision taking system is yet to be
thoroughly investigated in medical services. Applications in
medical services and other social insurance problems would
involve a high research premium as it involves multi-dimen-
sional information from a myriad of sources. The chances of
using MCPS in human services incorporate the presentation
of composing interoperation of self-sufficient and versatile
devices. Additionally, it may also incorporate new ideas for
overseeing and working restorative physical systems utiliz-
ing calculation and control, scaled down implantable smart
devices, body area networks, programmable devices and new
fabrication methods [31, 32]. In what follows, we highlight
some parameters for classification of MCPS (Fig. 7):

1. Architecture: The architecture of MCPS systems is very
important since the requirement of the quality and the
performance of the system. To archive the facility of
the system, architecture should be created in light of
the application area, client data prerequisites, and sys-
tem reconciliation. The architecture of MCPS system
includes three components: Cloud and Mobile based;
User Defined; and Automatic.

2. Sensing: Biomedical sensors are in charge of gathering
imperative physiological data supplied to the commu-
nication system for additional utilization. Sensing is the
key for human services as detected qualities are utilized
as information parameters of the system. Regular sens-
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ing may be difficult for patients, for instance, the blood
glucose level (BGL) recognition of diabetic patients
requires pricking the finger and gathering tests. To cure
this, a non-invasive technique for BGL monitoring uti-
lizing radio-based sensors was utilized [29, 30].

Data Management: Data Management in MCPS gives
a mechanism to control collected data from sensors to
satisfy user requirements. Preparing data gives better
information collection and communication since sensed
data cannot be used in raw format and it requires a large
amount of bandwidth and inefficient processing.
Computation: Performed for two components: modeling
and monitoring. Specialists and clinicians need to moni-
tor and screen patients from anytime and anywhere, and
they require the capacity to get to required patient data
precisely and efficiently. Cloud computing can perform a
huge scale of complex computation and communication
with the goal that specialists can do without much of a
stretch to gather tolerant data from the businesses. It is
important to execute methods for diminishing of data
bottleneck and figuring of data size to guarantee sys-
tem proficiency. Cloud computing can give the required
computational benefit, and additionally supports supe-
rior computing, cell phone reconciliation, and distinctive
operating system stage, among others.
Control/Actuation: Current medical services systems
have constrained adequacy in identifying the threshold
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value that can be tolerated to be classified as an emer-
gency, and creating an alarm system to alert the rele-
vant approved medical practitioners. In the situation of
threshold caution, an alert is created when an imperative
sign crosses the threshold value.

6. Application: MCPS offers changed applications, for
example, medical centers, assisted living, and elderly
care. System multifaceted nature relies to a great extent
upon the particular application in questions.

7. Security: An essential part of the MCPS as patient data
is highly confidential and needs to be kept private to
ensure compliance with the legal, ethical and moral
aspects. In this way, while planning any architecture for
medical services applications, additional consideration
should be paid to the confidentiality of patient data to
guarantee data security.

8. Communication: The primary communication is done
in two sections: sensing the patient data and interacting
with the cloud system. Major communication takes
place between MCPS and components. Minor com-
munications (or data communication) occur through
the entire system, for instance, communication of
the perception of different stakeholders (e.g. doctors,
patients, physicians and pharmacists) that focus on the
medical services. The latest improvements in visual
communications over wireless multimedia sensor net-
works (WMSN) can possibly broaden the abilities of the
MCPS by permitting extricated and additionally com-
pressed pictures to be imparted in a vitally productive
way. This will help with tolerant monitoring and percep-
tion, and also an examination of picture data identified
with particular physiological parameters. Booking and
communication convention are fundamental to effec-
tive communication. However, data and communica-
tion scheduling are two major problems that should be
tackled in MCPS.

2.3 Benefits of MCPS

MCPS is a promising solution for the integration of the
physical and cyber world due to several benefits listed below
[27, 28]. The benefits listed may often be regarded as salient
characteristics of MCPS:

1. Network Integration: It is interoperable with Wireless
Sensor Networks (WSNs) and Cloud Computing to pro-
vide consistent networking benchmarks. It gives network
combination qualities, for example, media access control
procedures and their impacts on framework elements,
middleware and programming that give coordination
over networks control over the planning of network
transactions and fault tolerances.

2.

3.

4.

6.

Interaction between Human & System: Displaying and
estimating situational alertness from a human view
and its ecological changes in parameters are complex
for decision making. There is a pressing need for such
intricate and dynamic frameworks that can handle such
requirements.

Dealing with Uncertainty: Certainty is the manner, giv-
ing verification that a plan is legitimate and reliable.
Confirmation may lead to formal verifications or thor-
ough tests in simulations and models. MCPS is intended
to have the capacity to advance and work with new and
questionable conditions.

Better System Performance: With the close commu-
nication of sensors and cyber foundations, MCPS can
give better framework execution as far as feedback and
auto remodeling is concerned. Better computational
resources and cyber subsystems guarantee the existence
of various detecting substances, numerous communica-
tion components, advanced programming dialect, and
client maintenance which additionally guarantees better
framework execution.

Scalability: MCPS can scale the framework using Cloud
Computing. It is intrinsically heterogeneous as consoli-
dating physical elements with computational procedures.
The physical area may consolidate mechanical motion
control, chemical processes, biological processes and
human involvement. The cyber area may join network-
ing framework, programming mechanisms and software
designing. MCPS can provide the necessary procedures
and devices that help those strategies, which can scale
to huge outlines and advance comprehension of complex
frameworks.

Autonomy: MCPS is able to self-govern its own sys-
tem owing to its sensor cloud alliance. Regularly, it is a
closed loop framework, where sensors make estimation
of physical flows. These estimations are prepared in the
cyber subsystems, which at that point drive actuators
and applications that influence the physical procedures.
The control systems in the cyber subsystems are versa-
tile and normally prescient.

Flexibility: A contemporary framework has a consider-
ably higher level of adaptability.

Optimization: Current biomedical sensors and cloud
framework offer vast advancements for optimization of
utilizations. This ability opens the pathway to advance
its framework in a wider manner.

Fast Response: MCPS can give speedier acknowledge-
ment time because of quicker preparing and communica-
tion capabilities of sensors and cloud framework. Quick
reaction time encourages early recognition of remote
failure, appropriate use of shared resources, for example,
bandwidth. More bandwidth means that more data can
be received at the same time, thus, increasing efficiency.
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If all bandwidths are used, there is slow response time,
but if there is enough bandwidth to receive data, there
is faster response time.

2.4 Challenges in MCPS

Developing MCPS obviously requires addressing several
challenges. Some of the challenges are listed as follows
[33-35]:

1. High affirmation software: Software plays an important
role in the running of therapeutic devices. Numerous
capacities customarily executed in equipment including
security interlocks are presently being actualized in soft-
ware. In this manner, high certainty software improve-
ment is a basic requirement to guarantee the security and
capability of MCPS.

2. Interoperability: As medical devices and their corre-
sponding interfaces become increasingly interconnected
in MCPS, it is imperative to guarantee that the incor-
porated therapeutic devices are protected, successful,
secure and can in the long run be confirmed [36].

3. Context awareness: Refers to the ability of the system
to respond to user requests based on information related
to their environment or context of operations. Medical
devices obtain contextual awareness of its operation by
communicating with centralized patient records. Medi-
cal equipment may also communicate with a common
patient to provide real time advisory information. Patient
data traded mid-device interoperation may not provide
superior comprehension of the condition of patients.
However, this system may empower early discovery of
infirmities in patients and enable others to be triggered
in the case of crises. Given the unpredictability of the
human body and varieties of physiological parameters
over the patient populace, growing such advanced com-
putational knowledge is a nontrivial job [37]. Push to
call buttons, voice dialing capabilities, hands free but-
tons to call, context aware pill container, context aware
hospital bed are some examples that observe patients in
context awareness points [38].

4. Autonomy: The computational knowledge that MCPS
has can be utilized for expanding the autonomy of the
framework by empowering the activation of treatments
in light of the patient’s present health state. Loop clos-
ing in this way needs to be done securely and adequately
[39].

5. Security & privacy consequences in patients, data and
devices: Medical data gathered and overseen by MCPSs
are extremely basic. Unapproved access or messing with
the data can have serious consequences for patients,
such as information leak, privacy violation, segrega-
tion and mishandling of data, and physical damage.

@ Springer

Protecting the security of MCPSs in this manner is a
significant component in the development of any MCPS
[40]. Vulnerabilities in medical devices pose risks to
patients whose privacy depends on proper functioning of
devices. While security refers to how personal informa-
tion is protected, privacy relates to any rights one has
for controlling personal information and its uses.

6. Patient: an assailant refers to an attacker who penetrates
the system illegally. In MCPS, an assailant usually
straightforwardly focuses on the patients’ wellbeing.
This is typically accomplished by focusing on the detect-
ing, handling, correspondence, and treatment convey-
ance parts of the MCPS [41].

7. Data leak: An attacker gets to a patient’s data from
MCPS in an unapproved way. The result is the loss of
patient privacy that would prompt potential separation
and manhandling of sensitive data [42].

8. Device: An attacker mounts a denial of service (DoS)
on MCPS in some frames with the goal that the system
cannot play out its errand; thereby constraining device
accessibility. Several other attacks like medical hijack-
ing, ransomware attacks, phishing attacks and Trojan
attacks may also affect devices. These can likewise bring
about loss of privacy in the frameworks that are intended
to come up short open as proposed [43, 44].

9. Communication and Data Scheduling: The most impor-
tant issues to make the MCPS efficiently provide ser-
vices to patients. This relates to major and minor com-
munication, as indicated in Sect. 2.3.

As we clearly see from the above challenges, security
and privacy are major problems in MCPS so that we will
elaborate them in the following sections.

2.5 Security issues in MCPS

Recent few years have witnessed the issue of restorative
device security tended to various classes of therapeutic
devices [45], for example, implantable devices [46] and
interoperable devices [47]. In majority of these cases, the
attention is on specific parts of the MCPS framework to pro-
vide specific secure correspondence and viable access con-
trol. Some of the tests that focus on the security for MCPS
are as follows:

1. Patient Modeling & Simulation: Patient models are
required for the design of shut circle control, and for the
security investigation of situations also. For instance, the
shut circle PCA situation requires a model of medication
assimilation by the patient’s body, as well as the connec-
tion between medication dosage and focus and impera-
tive signs displayed by patients, for example, heartbeat
rates and respiratory rates [48]. However, complete mod-
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els are too perplexing to possibly be utilized as a part of
the design and investigation process. Subsequently, the
advancement of new deliberation procedures is principal
for tending to this test.

2. User-Centered Design: Caregiver mistakes in utilizing
restorative devices are a noteworthy example of antag-
onistic occasions [49]. A portion of these mistakes is
because of the stress and over-burden that caregivers
experience every day. Poor user interface design like-
wise has been described for a large number of these
blunders. In the event that a device is difficult to work,
has an illogical user interface, or reacts to user contri-
butions in an unforeseen way, user blunders have a sig-
nificantly higher probability of occurring. The design
and approval of therapeutic devices therefore need to
consider user desires and requirements. To utilize show-
based design of intelligent restorative devices, models of
caregiver conduct should be consolidated. In any case,
fusing data about probability of specific activities into
caregiver models opens the path for quantitative think-
ing about device security.

3. Compositionality: refers to integration of embedded
computer systems and physical processes that the sys-
tems interact with. The systems could be embedded
devices like intelligent sensors or automation systems.
They not only rely on functional requirements but also
non-functional requirements such as timing, resource
usage and reliability. Interoperable network-empowered
restorative devices will ultimately evolve into MCPSs.
Compositional thinking is the main thorough approach
to guarantee security of such frameworks. It is diffi-
cult to anticipate the outcomes of connections between
devices and frameworks. For instance, the device giving
distinctive medicine to a similar patient may bring about
radio impedance in view of the proximity of the devices
to one another. Moreover, medication themselves can
meddle with each other by influencing physiological
reactions in patients [50]. MCPS designers ought to
know about these obstructions and guarantee that the
framework, giving out treatments, is made mindful of
potential meddling in the medications by putting in
adequate data settings in place.

4. Continuous Monitoring and Care: A standout amongst
the most essential needs of medication is to create medi-
cal devices that are fit for giving continuous care (i.e.
monitoring, choice help, and conveyance of treatment).
Such devices are relied upon to diminish health care
costs by empowering options, for example, locally situ-
ated or mobile care caregivers can have a point by point
photo of the patient’s well being constantly, empowering
them to fine tune the treatment that will be given. Such
a framework additionally considers constant notice in
case of crises and giving specialists on call precise and

complete data about the patient’s wellbeing. Continu-
ous care frameworks are being designed to screen plenty
of illnesses, for example, cardiovascular maladies [51],
neurological issues, gathering meta-physiological state
data [52], circadian action monitoring [53] and outra-
geous condition, therapeutic monitoring [54].

The issue of cyber-security susceptibility related to
medical devices requires confining as it comprises a vari-
ety of different elements. These incorporate the change
from secluded devices to networked devices, the strains
this makes on the security and wellbeing; the reasons for
the issue not being specialized; and the ensuing conflict
amongst direction and produce. Cases of occurrences are
given to feature the assorted variety of issues related to
cyber-security [55-58].

In what follows, we will explore certain security issues
that have been addressed for MCPS over the last few years
[4,26-28, 32-36, 40-43, 47-54, 59-85].

O’Keeffe et al. [26] discussed several key issues related
to cybersecurity in medical devices and proposed some
arrangements/suggestions. Ray and Cleaveland [27] dealt
with integrating security engineering and assurance case
development in MCPSs. Sabdu-Popa et al. [28] examined
the health system with regard to data confidentiality, cyber-
security hazard, and management arrangement. Quadri et al.
[32] presented the state-of-the-art provided an overview of
various challenges (for example, integration of cloud-com-
puting, programmed testing, and raising of design reflec-
tion levels among others). Kanjee and Liu [33] proposed an
authentication framework for CPS. Chen et al. [34] proposed
a novel run-time predictive safety checking technique that
leverages a maximal model coupled with online preparing
of a computational virtual subject (CVS) set. Majhi, Patra
and Dhal [35] discussed the state of the specialty of CPSs
and its utilities. Kruse et al. [36] tried to identify cyber-
security trends, including ransomware, and identify possible
arrangements.

Garcia-Valls et al. [40] presented the system based on
remote patient observing. Pawlick and Zhu [41] proposed
a concept of strategic trust that uses game theory to cap-
ture adversarial and strategic nature of CPS security. Cecil
[42] discussed IoT based CPSs using two case studies in the
areas of manufacturing and medicine. Nithya, Sangeetha and
Prethi [43] attempted to summarize the role of CPS in the
healthcare and medical field focusing on the architecture
development of MCPS, and the key challenges for securing
MCPS, as well as examinations on the best way to secure
medical data to improve the human lives.

Malathi et al. [47] designed a system that will alert the
stakeholders involved by sending notifications to the drug
store before a medicine gets expired, whereas Ivanov,
Weimer and Lee [48] studied the problem of context-aware
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detection in the MCPS area. Rushanan et al. [49] and Gunes
et al. [50] discussed security threats and privacy issues
with respect to Implantable Medical Devices (IMD) and
Body Area Networks. Finnegan and McCaffery [51] estab-
lished confidence in security assurance of medical devices.
Sametinger et al. [52] discussed several security challenges
in medical devices and prevention techniques like secure
update mechanisms, surveillance strategies, malware detec-
tion methods, formal methods, etc. AlTawy and Youssef [53]
discussed the tradeoff between security, safety, and avail-
ability in medical devices. Mashkoor and Sametinger [54]
proposed a ’correct by construction’ approach in order to
monitor and analyze interoperable medical devices with
respect to functionality, safety and security level.

Mohan [59] presented cyber threats to devices and
constraints of Personal Medical Devices (PMD) and IoTs
addressing these cyber threats. Arney et al. [60] presented a
way to deal with approving middleware selection for MCPSs
using user needs as documented in design columns and clini-
cal requirements. Adyanthaya et al. [61] presented the xCPS
research and education stage designed to be representative
of CPS with industrial-size complexity.

The healthcare industry is lucrative for attackers since it
contains sensitive patient records. Data may be stolen from
EMRs, patient accounting systems and other information
systems. The following are some of the security issues that
are common in MCPS:

1.  Ransomware: is malicious software that is capable of
blocking access to a computer system unless a sum
of money is paid. It may prevent organizations from
accessing certain parts of the system; thus, affecting
patient records. The risk of losing valuable data may
impact the overall productivity.

2. Distributed denial-of-service (DDoS): attack aims at
making online services unavailable by overwhelming
it with traffic from multiple sources. DDoS attacks
may deny access to users, prevent patients outside
from accessing the websites and prevent doctors and
hospital staff from sending or receiving emails.

3. Social engineering attacks: like phishing are used to
steal information using credentials, such attacks may
lead to data breaches and patient records may get com-
promised. Healthcare sector is among most at risk from
social engineering. Hackers may gain sensitive data by
means of phishing, spoofing, dumpster diving etc.

4.  Malware: a software program that intends to damage or
disrupt computer systems. Medical devices are vulner-
able and may connect to a number of sensors and mon-
itors; thereby, making an entry to hospital networks to
affect sensitive medical records. The health informa-
tion incorporating sensitive data may be compromised.
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Web based attacks: like SQL injection and cross site
scripting target healthcare websites due to doctors and
staff inside healthcare organizations demanding web
applications for fast access to medical records, test
results and other critical data.

Cyber physical attacks: affect the physical systems
and have the capability to do serious physical damage
to medical equipment and interfere with patient care.
Some of the Cyber Physical Attacks that MCPS are
prone to are as follows:

Telesurgery: incorporates a surgeon at a given loca-
tion to perform operation at another location. A tele-
operated robot, Raven II was hacked with the intention
to reveal the vulnerabilities, which may be in the form
of malicious commands sent by operator to the robot,
modifying the intention of signals from operator to
robot arm and hijacking the robot completely [83].
Insulin pump hack or Drug Infusion Pumps: is a recent
cyber-security issue in medical devices wherein the
device alerts additional doses of diabetes drug to users
which could lead to severe consequences [85]. The
infusion pumps responsible for delivering nutrients,
insulin, hormones, antibiotics, pain relievers, drugs,
etc., if compromised, may allow a remote attacker to
gain unauthorized access and impact the operation of
the pump, as well as varying the dosages.

Heart Rate Monitors hack: is surprisingly easy and
requires an oscilloscope, a computer, wireless radio
and some free software to perform. It does not require
a network, rather uses radio, which may be vulnerable
to attacks, as the radio signals are not encrypted. Thus,
if the device is tampered, a big shock may be delivered
by the device which may be lethal to the patient.
Man-in-the-Middle: also poses threats to the health-
care industry. Health information may be compromised
by attacks on data while it is in the process of being
transmitted from one point to another. Sensitive infor-
mation like patient records may also be altered by the
adversary.

Automated applications: like Bots can be used as mal-
wares to gain access to computer systems in a health-
care organization. Once a boot is in the respective
environment, it may access personal data, insurance
accounts, vendor accounts, patient data etc.

Account Hijacking: lead to compromise of sensitive
information like Social Security, driver’s license and
credit card numbers along with medical records and
insurance information.

Device malfunctions: may also be a result of cyber-
security attacks, which may lead to ineffective treat-
ment or severe consequences. For example, if a pace-
maker gets hacked, electricity may be sent to the user
inappropriately, which may not have positive out-
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comes. Moreover, it is difficult to comprehend if the
device was hacked or not.

11. Orangeworm attacks: are concerned with deploying
backdoors in targeted healthcare industries. The mal-
ware is installed on medical devices like X-ray and
MRI (magnetic resonance imaging) machines in order
to copy images for the purpose of cyber espionage
[81].

We find that there are several limitations to the existing
work ranging from security issues in medical devices to
infeasible countermeasures proposed [86—90]. This forms
the basis for our proposed work that could address all the
security issues of MCPS.

3 Proposed Work
3.1 Dealing with security issues in MCPS

In the previous section, we presented the overall idea of
MCEPS, its classification based on social insurance, its ben-
efits as well as challenges and various security issues in
MCPS also. In this section, we introduce a cyber-security
framework considering the issues that arise in MCPS
along with Interactive Model.

We have already been familiarized with several possible
security issues that pose a risk to MCPS and some possi-
ble solutions in Sect. 2.5. However, they do not guarantee
complete security for the MCPS environment. Although
it is impossible to eradicate all the security issues, there
could still be concrete solutions to handle most of the
security issues. We present it in the form of the proposed
cyber-security framework for the MCPS.

The cyber-security framework for MCPS aims to protect
the MCPS infrastructure by managing security risks. Secu-
rity issues may range from identifying a particular threat
to recovery of a system after a security breach has already
taken place. There are several cyber-security frameworks
based on Tiers and steps [76, 77]. Several other cybersecu-
rity frameworks like the PCI DSS (Payment Card Industry
Data Security Standard), COBIT (Control Objectives for
Information and Related Technologies) and ISO 27,001
have also been highlighted in the past. While the NIST
cyber-security framework fails to address risk level and
risk measure [78] and does not comment on maintaining
trust, ISMS Cyber-security Framework follows a pro-
cess centric, product centric etc., assessment framework.
HIPAA (Health Insurance Portability and Accountability
Act) security framework places an expensive burden on
companies that have access to private health data. Thus,
there is a need to introduce a framework that would take

care of the risk, threat and trust related issues, and is also
flexible.

Keeping in view the fact that the NIST model lacks
risk modelling, trust modelling and threat modelling, we
introduce a new cybersecurity framework for MCPS that
takes into account these factors too. The cyber-security
framework for MCPS is based on several individual mod-
els that collaboratively work towards securing the MCPS
infrastructure. Each of these models is responsible for
carrying out specific approaches in order to provide resil-
ience to the infrastructure. We accentuate what each of
the models is capable of doing and how security measures
like identification, defense, risk etc. may be assured by
the framework by deploying certain systems and adopting
several services. Figure 8 represents our proposed cyber-
security framework for MCPS.

1. Identification Model: 1dentification Model is respon-
sible for detecting security issues that might crop up
in MCPS. The idea is to comprehend how security
issues may affect the infrastructure. MCPS are prone
to several security issues ranging from ransomware to
device malfunctions. If unidentified, these poses may
lead to serious repercussions in form of data tampering,
system unavailability, breaches etc. The model may be
implemented by managing hard assets, soft assets and
policies, as described below. Every component of the
infrastructure is taken. The identical model primarily
focuses on the following components (Fig. 8):

@ Asset Management: Hard assets such as servers and net-
works, soft assets such as data, software and people are
the basic components that must be managed and identi-
fied. Servers and networks may be managed by applying
patches and obtaining detailed system reports to make
decisions.

@® Policy management: Policy management underpins poli-
cies, procedures and processes which are essential for
managing and monitoring an organization so as to create
awareness in the situation of a cyber security risk. Pol-
icy management is usually performed by consultation,
training the employees, reviewing policies regularly and
ensuring consistency.

The identification model aims at detecting security issues
at different levels so that attack implications may be avoided.
For example, if a malicious packet is detected, port numbers
may be blocked, or firewalls may be turned on as per poli-
cies so as to disable the network traffic from penetrating the
system. Not all security issues may be identified. Advanced
malwares with modified signatures may be difficult to iden-
tify. Assets may be damaged, for example, server overloads
may not allow servers to be up and running for several hours.
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Fig.8 Proposed cybersecurity
framework for Medical Cyber
Physical System (MCPS)
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2. Defense Model: To ensure that the MCPS infrastructure
is not vandalized by certain security issues like web-
based attacks, denial of service attacks etc., it is required
that the infrastructure is defended against any system
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assault. The Defense Model is responsible for introduc-
ing defensive techniques in order to protect the MCPS

infrastructure.
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MCPSs are associated with medical data that are very
sensitive; thus, making a protection model very essen-
tial. Healthcare industry deals with data ranging from
patient’s health information to credit card details. The
sensitive data may be prone to leakage. Further, medi-
cal devices may be prone to hacks and malfunctions.
Therefore, a defense model is required to ensure that the
system is defended against such attacks. To ensure that
medical devices are defended against security issues, sev-
eral techniques may be adopted like authentication using
passwords, access control by defining privileges to users,
securing data using backups, protecting information using
policies, adopting cryptographic techniques (hashes for
passwords) and system hardening mechanisms, which
have been explained below. This model is based on the
following functions (Fig. 8):

Authentication: Verifying the identity of a person or
device. By authenticating user actions and attributes, a
system may be defended against fraud and abuse. Authen-
tication may be a single factor like basic username pass-
words, multifactor like logging into a website and then
requesting a one-time password. Emergency authentica-
tion is used to provide emergency access to users who
has lost or damaged tokens. A token code may be used in
the absence of a token and users may rely on two factor
authentications for the same.

Access Control: defined as a security technique that
ensures who can view or use resources in a computing
environment. It deals with selective restriction of access
to a resource. MCPS involves interaction with a large
number of entities and devices over a network. This
means that the information associated with MCPSs are
not constant, but moving across several assets such as
servers, devices, and network elements. Therefore, the
assets must be accessed only by authorized users keep-
ing in view of the sensitivity of the data as well as other
sensitive functions of the system. Identity and access
management systems are a way to control access.

Data Security: MCPS involves a lot of data acquired
through sensors. The data are confidential, and it is vital
to secure them in order to maintain confidentiality and
integrity of MCPS. Access management, developing data
security plan, developing strong passwords and regularly
backing up data can enhance data security.

Information Protection: information systems and assets
pertaining to MCPS must be protected using specific
guidelines, policies and standard operating procedures.
Preservation: Preservation of information systems and
assets so that they are not able to be tampered with.
Migration, encapsulation and replication of data are some
ways of preserving it.

Cryptographic techniques: Due to their size and com-
plexity, reasonable cryptography may not be applied to
MCPS. However, Lightweight cryptography techniques
such as soft block ciphers like blowfish, Data Encryption
Standard (DES) or Advanced Encryption Standard (AES)
or light encryption techniques such as substitution and
permutation could be used in MCPSs to ensure security.
System hardening: Securing a system by hardening it
eliminates several security risks. This keeps untrust-
worthy components at bay and ensures integrity of the
system. Security critical applications must be isolated
from untrustworthy platforms, so as to increase the safety
levels of the MCPSs. Deploying firewalls and intrusion
detection systems could harden the system.

The defense model is associated with authentication,
access control, data security, information protection,
cryptographic techniques and system hardening. All these
techniques have the ability to add additional security lay-
ers. Using the stated techniques, we may limit data access
to adversaries, prevent unauthorized access and promote
confidentiality, integrity and availability which form the
basis for a secured system. Since the system is equipped
with an additional layer of security, it ensures defense.
For example, to ensure that the patient records are confi-
dential, one might need authentication to access the data.
Passwords and hashes may contribute to that Access rights
may be given to individuals based on their responsibilities.
Defense models may encounter challenges in the form of
many password guesses and attacks as well as root hacks.
Cryptographic techniques may be slow to implement.

3. Diagnosing Model: A diagnosing model is responsible
for carrying out functions with the aim of identifying
security incidents and events, and these tasks are usually
performed in real time. When MCPS are hammered by
security incidents and events, it is necessary to recognize
the indicators. Unlike the identification model, where
the system establishes the identity of the security issue
or anomaly, the diagnosing model is concerned with dis-
covering the issues with proper examination. The idea is
to not only identify the issue, but to also see what causes
it. If the cause of the issue is not known, it may be dif-
ficult to fix the issue. Determining the cause ensures that
the patches are made in the early phases so that issues
may be rectified at the earliest (Fig. 9).

For diagnosis, anomaly detection may be considered
by intrusion detection systems. Network and system
may be supervised using monitoring tools. Alerts and
alarms raised by Intrusion Detection Systems and Intru-
sion Prevention Systems assist in making one aware of
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Fig.9 Interactive Model for
the proposed Medical Cyber-
security Framework
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abnormalities. The following are responsibilities of a diag-
nosing model.

Anomaly Detection: Anomaly detection is a promising
approach to enhance security levels in MCPS. The idea
is to monitor abnormal behavior in real time. The system
will be alerted in the occurrence of an abnormal event.
Intrusion detection systems and Intrusion prevention sys-
tems may assist in anomaly detections.

Monitoring: MCPS assets and information systems are
monitored from time to time. The current state of the
infrastructure is compared to the previous state in order
to detect security issues, and also to verify the level of
effectiveness of the safeguarding techniques of the secu-
rity system. Network monitoring tools are effective in
monitoring.

Awareness: It is important to be aware of anomalous
events. This is ensured by several processes and tech-
niques. When information systems and assets are timely
tested, diagnosing security issues becomes easy. Check-
ing for alerts and logs is one way of ensuring awareness.

The diagnosis model is responsible for scrutinizing
several cyber physical attacks; we based attacks, device
malfunctions as well as hacks. Early detection of security
issues ensures that patching is done in the initial stages. For
example, if a remote device stops working, one might need
to investigate if the issue is with the server or if it is just a
device malfunction, so that appropriate measures may be
taken. If the server has issues, it might affect the functioning
of other devices too.

Diagnosis may not be performed for security issues that
the system does not recognize. Since anomaly detection and
monitoring are some techniques used in this model, an Intru-
sion Detection System may fail to recognize traffic.

4. Response/Feedback Model: A response/feedback model
comes to aid, when a cyber-security event has already
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taken place in the MCPS. It does not generate responses
for MCPS that have been criticized by cyber-attacks
since there would be neither an examination nor any
patchwork. Effective incident response activities are
adopted so as to respond to the security event in a quick
and efficient manner. A timely response in form of a
response plan that is well coordinated and examined
might evade insecurities using technical controls and
measures. A patchwork or upgrade followed by the same
contributes to the repairmen of the affected system.

The healthcare industry is coordinated between the medi-
cal devices, data and the communication network, and all
three are susceptible to security attacks like hacks, mal-
wares or device malfunctions. Once the network, device
or data has been compromised, it is necessary to respond
to such events. Disregarding which may lead to the system
becoming further detrimental. For example, we find one of
the databases incorporating patient records is affected by
malware. A timely and coordinated response would prevent
further damage to the system. A response /feedback model
has the following functionalities (Fig. 8):

Timely Response: The identified cyber-security events
must be responded to in a timely manner. A response
plan incorporating the standard operating procedures and
processes is responsible for the same. This could lead
to a mitigating impact on devices, healthcare systems
and patients if cyber-security attacks are responded to
in a timely manner. One of the ways to generate timely
response could be an incorporation of an effective and
appropriate incident plan that ensures flexibility and clar-
ity. Patients should be allowed to timely access their web-
sites and reports.

Coordination: In the event of a cyber-security issue,
it is mandatory that the information be communicated
throughout the infrastructure. This is in order to carry out
a thorough response plan.
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Examination: After a cyber-security incident has taken
place, alerts and notifications from the system are exam-
ined and their aftereffects are comprehended.

Insecurity Mitigation: Insecurities in the form of vul-
nerabilities and risks, once identified, are eliminated by
using proper procedures. Several vulnerabilities may lead
to medical devices being susceptible to tampering and
modifications which could pose severe risks to patient
health. These may be taken care of by technical controls,
governance, resilience measures, consolidated reporting,
context expertise, regulation, and standards.
Upgradation: Upgradation refers to patchwork. Once the
vulnerabilities and security issues have been identified,
the system needs to be repaired, so that it is no more vul-
nerable to the already identified vulnerabilities and risks.

The Response model supports the ability to contain the
impact of potential cybersecurity incidents. It is not only
concerned with responding to the security issues in a timely
manner but also ensures that the system is updated so that it
may avert security issues in future. For example, a malware
affected database may be patched and upgraded to a point
that it becomes immune to the specific malware in future.
The timely response may be achieved only after the issue
has been identified. Coordination may not be that simple. It
ensures resistance to a specific malware but does not guar-
antee security from other potential malwares.

5. Recuperation Model: This model may be used to impart
resilience to a system, which is the next important thing
after a system has been upgraded. It does not ensure
recuperation to affect the strength and flexibility of the
system in the sense that the system might be prone to
the same security issue again and again. System recu-
peration may be ensured using certain processes and
procedures ranging from hardware repair to use of data
recovery software. Once data is recovered, the informa-
tion is coordinated across the infrastructure by collect-
ing, verifying and storing data.

A recuperation model comes to aid after the MCPS gets
impaired due to a cyber-security incident. For example, a
specific database if infected with a worm. The patchwork
ensures that the database is no longer prone to be affected by
the said worm. But the other databases may still be infected
by it. Thus, once the patchwork has been done, it is coordi-
nated across all the other databases, so as to impart strength
and stability to the entire system. A Recuperation Model
is concerned with the following functions as indicated in
Fig. 9:

Recuperation: Information systems and assets that have
been vandalized by cyber-security incidents need timely

recuperation. This is undertaken by several processes and
procedures.

Coordination: Once the information systems and assets
have been recuperated, the repaired information is coor-
dinated across the entire infrastructure.

The Recuperation Model brings strength and flexibility to
the overall system. As the system becomes more and more
flexible to avert security issues, it also becomes stable. Con-
sidering the example stated above, once all the databases
are immune to a given attack, the system is more resilient
towards the attack. It may take a lot of time and computation
power to ensure stability, flexibility and strength to systems
that have a very large number of databases.

6. Trust Model: This model is particularly used to iden-
tify procedures for responding to threats and defines the
extent to which a system can be relied upon. MCPS are
used for carrying out sensitive activities which is why
ensuring trust is paramount. Trustworthy assets can
contribute to the trust model. Public Key cryptography,
certificates, multi factor authentication and policies are
some ways to ensure trust in MCPS.

The infrastructure, devices, assets and data concerned
with MCPSs demand trust due to sensitive operations as
well as sensitive data it deals with. While devices here refer
to equipment made for a definite purpose, an asset is more
of assumptions. In the healthcare domain, both devices and
assets have their specific requirements. The trust model
is based on transparency and accountability. The security
issues hampering trust are in the form of phishing attacks
or man in the middle attacks that aim at procuring sensitive
data. Once medical devices be hacked, they may have dif-
ficulty in exhibiting transparency as they may not behave
as initially directed to. Thus, Trust model is necessary to
ensure transparency. It consists of the following functionali-
ties (Fig. 9).

Trust Management: Trust management is based on the
understanding between multiple parties in order to carry
out sensitive transactions (interaction), and it is impor-
tant to ensure trust between clinicians, patients and staff.
Regular checks and verification at every level of interac-
tion may ensure trust.

Trust based Security Mechanisms: Trust based Security
Mechanisms can be used to encapsulate an individual’s
trust in another individual. These could be in the form
of legal protections, institutional solutions or technology
related.

Trust Constructs: It is based on trusting behavior, inten-
tion and beliefs. Trust establishments may be of various
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types such as interpersonal trust, system trust, disposi-
tional trust and situational trust.

Authentication: Authentication ensures trust by confirm-
ing the validity of data or an entity. Two-factor authen-
tication is predominantly used to access personal health
records which are incorporated in MCPS.

Identity Access Management: enables authorized enti-
ties to access authorized resources. It is used to identify,
authenticate and authorize entities to access resources,
thereby ensuring trust.

Device Inventory Data: A device inventory refers to a
database of all physical assets over the computer network
that is incorporating information. The data can be used
to ensure trust even if access requests are not authorized.

By ensuring Authentication, Trust Controls and Identity
Management techniques, etc., the model safeguards confi-
dentiality, integrity and availability of the overall system.
Data may be accessed only by the authorized users. The
model also reinforces transparency and accountability. For
example, a particular database may be accessed by a specific
group of users, some of which may be allowed to read and
read, the others only read. Whatever changes are made are
reflected in the database and are known to all.

As mentioned above, regular checks and verification at
every level of interaction may ensure trust. Thus, trust must
be ensured at the very basic level in form of the function-
alities listed above. If there is no trust ensured in the basic
level, as the levels progress, each level will lose transpar-
ency. Some other challenges while establishing a trust model
may be in form of unavailability of servers or connection
errors.

7. Threat Model: The Threat Model has been introduced
to optimize security by recognizing the purpose and
vulnerabilities of the system in order to define ways
to prevent the threat effects. Threat Modeling may be
addressed through certain methodologies, tools and
analysis, which have been discussed below.

A threat may be malicious and may be capable enough
to damage the assets of an infrastructure. MCPS are also
prone to security threats like man-in-the-middle attacks and
malwares. These threats are capable of infecting systems and
abusing sensitive data. Threat model considers the following
functions (Fig. 8):

Threat Modeling Methodologies: Threat modeling can be
used to identify security requirements, such that it could
be implemented in the software systems of MCPS. This
leads to software security and reliability. Several threat
modeling methodologies exist, some of which include
STRIDE, Trike and VAST.
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Threat modeling using Attack Trees: Conceptual diagrams
illustrating how assets may be vandalized may assist in
detecting threats. These are known as attack trees. Threat
modeling using attack trees can be performed using attack
tree software such as SeaMonster and ADTool.

Threat Modeling Tools: Another way of ensuring threat
modeling is using threat modeling tools. Some of the
threats modeling tools are Microsoft’s free threat mod-
eling tool, MyAppSecurity and securiCAD.

Threat analysis: Defined as the technique of gaining
knowledge on the internal and external information
threats in order to match against actual cyber-attacks. It
can be used to provide the probability of instances and
the outcomes of disrupting a system.

The threat model aims at identifying and addressing
threats in a MCPS system. Further, security decisions may
be made rationally, and attack surface is reduced consider-
ably. A communication channel compromised by man in the
middle attack may be studied using threat analysis. Once
the security requirements are identified and the system is
patched, the attack surface is reduced considering this par-
ticular threat. It also increases software reliability. It is dif-
ficult to completely evade threat. Since no system can be
completely secured, some threats will always exist.

8. Risk Model: Risk may be defined as threat time’s vul-
nerability time’s consequences. It is not only confined
to infrastructure disruption but is also concerned with
financial losses and reputation of an organization. Risks
may be characterized by their level and measure (Fig. 8).

MCPS being involved in sensitive activities involve risk,
thereby making it mandatory for a Risk Model to be a part
of the framework. Lack of a risk model may lead to risks not
being identified at different stages which may lead to drastic
effects. There are risk management models, risk manage-
ment tools like Manufacturer Disclosure Statement (MDS2)
and Medical Device Risk Assessment Platform (MDRAP)
that can effectively assess risks by analyzing healthcare
systems and device manufacturers [79]. Thus, it eliminates
threats and vulnerabilities and aims to minimize the unsat-
isfactory consequences.

Risk Management: There are cyber-security risks
involved in the operations, assets and individuals which
must be identified. MCPS is susceptible to several attacks,
and this could lead to loss of data and resources and may
invite several security risks. Hence, it is necessary that
any kind of risk must be identified and managed at the
very early stage.

Risk Level: Defined as the level of risk calculated as a
function of likelihood and consequence. The likelihood
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could be in the form of a cyber risk, whereas the conse-
quence could be damage to assets, infrastructure, mon-
etary, etc. A cyber-security risk matrix may be used to
predict the risk level.

Risk measure: It is a measure applicable to risks. It is the
attribute of a risk being measured. It could be defined
on the basis of exposure of a cyber risk as well as its
uncertainty.

The risk model as mentioned above eliminates threats
and vulnerabilities and also minimizes the unsatisfactory
consequences. Risks may exist in the form of device hacks,
ransomwares, phishing etc. Consider a database containing
some information about patients. If there is a security glitch,
it may be possible for an adversary to access adjoining data-
bases by means of primary keys or candidate keys. Thus, if
the risk is mitigated at the basic stage, it may not be possi-
ble for the adversary to access other relevant data. Internet,
hospital networks, medical devices may provide features that
improve healthcare and increase the ability of health care
providers to treat patients but at the same time these features
also increase the risk. Also, risk is a relative term, specific to
its environment. The models, although responsible for car-
rying out distinct operations, are associated with each other
for carrying out these functions. We can classify the models
on the basis of Recognition Phase, After Attack Phase and
Accountability Phase (Fig. 9).

We observe that Identify, Diagnose, Threat and Risk
belong to the Recognition Phase (Low Level). These models
are responsible for identifying insecurities, abnormalities,
threats, vulnerabilities and risks. The framework initially
tries to identify all the insecurities and then moves a level
above by identifying threats and then risks. Since risk is
threat time’s vulnerability time’s consequences, it is easy to
identify risks once the threats are identified.

After the Recognition Phase, we have the ‘After Attack’
Phase (Medium Level) which incorporates the Defense,
Response and Recuperation Models, which function only
after an attack has been initiated or identified. The goal is
to protect the system from insecurities, provide resilience
to a system or initiate effective incident response activities.

After the last two phases have been considered for ensur-
ing security in a system, the Trust or Accountability phase
(High Level) may be accessed. This phase ensures trans-
parency and accountability due to involvement of trust
mechanisms and authentication. As is evident from the fig-
ure the models in the framework interact using a bottom up
approach, therefore the models in question may be classified
as Low Level, Medium Level and High Level as mentioned
previously.

The framework proposed is based on collaboration of
certain models, each responsible for carrying out specific
cyber security functions. We present a comparison of the

Table 1 Comparative analysis of the framework models

Level

Some attacks to prevent

Responsibility/ operation

Model

Low level

Malware, DDoS, phishing, ransomware, data thefts [80], orangeworm [81]

Asset management, policy management

Identification

Medium level

Ransomware, DDoS, data breach, loss of devices, device malfunction,

Access control, data security, information protection, preservation, crypto-

Defense

orangeworm [82], telesurgery hack, drug infusion pump hacks [83]

graphic techniques, system hardening

Low level

Cyber physical attacks, web based attacks [82, 84], device malfunction like

Anomaly detection, monitoring, awareness

Diagnosing

pacemaker hacking, Telesurgery hack [83], insulin pump hack [85], heart

rate monitoring hack, drug infusion pump hacks

Medium level

Ransomware, malwares [86], device malfunction, orangeworm [81], heart

Response/ Feedback Timely response, coordination, examination, insecurity mitigation, upgrada-

rate monitor hack
DDoS, Malware, Ransomware [87]

tion

Medium level
High level

Recuperation, coordination

Recuperation

Trust

Phishing, man-in-the-middle [88], telesurgery hack [81, 83], insulin pump

Trust management, trust based security mechanisms, trust constructs,

hack [85], heart rate monitor hack

authentication, identity access management, device inventory data

Low level

Phishing, DDoS, bots, ransomware [89], device malfunctions like pace-

Threat modelling (attack trees, methodologies, tools, analysis)

Threat

maker hacking, heart rate monitor hack, drug infusion pump hacks

Low level

Ransomware, phishing, account hijacking [90], orangeworm [81], insulin
pump hack

Risk management, risk level, risk measure

Risk
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models on the basis of the issues they address; some associ-
ated attacks as well as the levels they depict in Table 1.

Based on the comparative analysis, it is evident that some
of the attacks like Distributed Denial of Service (DDoS),
Phishing, Ransomware, Malwares, Bots etc. possess the
capability to affect multiple aspects of security. As is evi-
dent, most of these attacks have already been discussed in
Security Issues in MCPSs. Thus, it is found that our frame-
work incorporating several models takes most of the men-
tioned security issues, highlighting its robustness.

In this section, we have presented a novel framework
for MCPS devices from the Cybersecurity point of view.
Cybersecurity underpins several concepts like Identification
of attacks, Defense, Trust, Risk etc. Based on these con-
cepts we devised a framework incorporating several models,
each specific to a particular cyber security aspect. These
models incorporate several techniques and strategies. We
have addressed the importance of these techniques and sug-
gested various solutions to mitigate certain security issues.
The framework is robust enough to handle a lot of secu-
rity issues and their variations. Table 1 gives the overall
idea about the types of security issues each of the models
may be capable of handling. It may be deduced that almost
all security issues may be classified into one of the models
based on the security aspect they violate or affect. Since we
have already addressed the mitigation strategies and sug-
gested techniques to evade these issues, it may be inferred
that the framework is capable of handling a large number
of security issues due to the specific functioning of each of
the models. Once the system is vandalized, security issues
may proceed to different levels. Each level will have a differ-
ent approach to handle the issue. The levels are connected,

Fig. 10 Graph depicting Quali-

so are the security models. MCPS devices demand a high
level of accountability, making the trust model one of the
most sought after models. Figure 10 depicts that in order to
ensure accountability, a system must be capable of identify-
ing and diagnosing the threat in the recognition phase. An
After-Attack phase would ensure proper defense and patch
work of the system so that the system is protected from
such attacks in future. This would ensure accountability.
Therefore, the proposed framework may be beneficial to the
healthcare industry as well as patients for ensuring security
and accountability. Based on the framework certain security
techniques may be deployed which would further make the
healthcare systems difficult to vandalize.

3.2 Evaluation methodology

The underlying idea of introducing the MCPS Cybersecu-
rity framework is devising means to ensure that any kind of
cyberattack may be classified into one of the models and
appropriate steps may be taken to secure the overall sys-
tem. This contributes to the security aspect of MCPS. As we
know, several cybersecurity frameworks have been proposed
in the past as far as the industry is concerned. However,
quantitative evaluation of the security frameworks has never
been highlighted in many of the cybersecurity frameworks
proposed before. This is due to two reasons:

1. Security breaches know no bound, and it is impossible to
say that a system is 100% secure. Our aim is to introduce
models which cover almost all security aspects known
to us, so that any security attacks on MCPS may be clas-

4 . heodadl Diagnosing
tative Analysis of the Models Identification — Modal
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sified into one of the models listed above, for which the
evading techniques have also been specified.

2. There is a lack of security metrics, due to which an over-
all quantitative evaluation for any security framework
is impossible. Even though certain parameters like,
reliability, number of incidents, cost, risk etc. may be
calculated using specific techniques; these tackle only a
part of the framework and not the overall of security for
a system.

We refer to the interactive model for evaluating the frame-
work non-quantitatively. [123] proposed a security frame-
work for cyber ranges, and assigned qualitative values to
the parameters, which was further shown in a plot. [124]
proposed a similar framework of unquantified data and used
the very same idea to present and evaluate their security
framework. The interesting evaluation approach highlights
evaluation of frameworks with multiple parameters bearing
unquantified values. To evaluate our proposed framework,
we will also be considering the same scheme. Consider the
following graphical representation (Fig. 10). We have rep-
resented each of the models in the cybersecurity framework
in the form of axes. The three circles represent low, medium
and high. The points correspond to the value (Low, Medium,
and High) for each of the models. This unquantified data has
been extrapolated from the interactive model (Fig. 9), where
we follow a bottom up approach. The Identification Model,
Diagnosing Model, Threat Model and Risk Model are the
initial stages i.e. the Recognition Phase and therefore are
given value Low. The Defense Model, Response Model and
Recuperation Model are the mediocre stages i.e. the After
Attack Phase, thereby acquiring Medium value. The Trust
model or the Accountability phase is subsequently assigned
value High. Using the values, we obtain the following plot.

The framework presented has been depicted graphically
taking into account the various models as well as the interac-
tion between various levels. We may conclude that:

1. If the points are closer to the center, the model belongs
to Recognition Phase or Low Level in bottom up
approach, these attacks are easiest to launch.

2. The points that are the farthest belong to the Account-
ability Phase or High Level in the bottom up approach,
these attacks are difficult to launch.

3. The points lying in between the two phases correspond
to After Attack Phase or Medium Level in the bottom up
approach. These attacks are somewhat easy or difficult
to launch.

If an attack is believed to originate from the center, the
Recognition Phase Models are the first ones to get affected.
This is justified because the initial stages of an attack deal
with identification, risks, threats and sometimes even

diagnosing. Thus, from a security point of view, these
models are the most vulnerable ones. The next phase to
get affected after the Recognition Phase is the After Attack
Phase which would evidently deal with defending, respond-
ing and recuperation. These models are less vulnerable than
Recognition Phase Models. The point lying the farthest from
the central belongs to the Trust Model. This model is the
most difficult to attack and is also a part of the Account-
ability Phase.

3.3 Comparative Analysis

In this section we present some of the existing cybersecurity
frameworks as well as proposed cybersecurity frameworks
and perform a comparative analysis against our proposed
cybersecurity framework. Table 2 presents the comparative
analysis with existing works.

From Table 2, it is evident that conceptual frameworks
proposed are not evaluated, and most of the known cyberse-
curity frameworks perform evaluation using a self-assess-
ment set of questionnaires. While the questionnaires may
be a good way to estimate how secure a system is, it might
not be completely robust since the assessment would be
question specific. In our research, we have performed an
in-depth analysis of the security issues that exist in MCPS
and considered security models that underpin each of these
security issues, thereby enhancing overall security. We also
observe that none of the model stress on interaction between
the elements of the framework. This is necessary to form
an opinion about how damaged a system is so as to eas-
ily identify the propagation of the attack. Also, interaction
between models acts as a checkpoint in order to assert if a
system can be isolated beyond a point so that the attack may
not perpetuate further. Finally, the conceptual frameworks
proposed in the past do not highlight the trust aspect of secu-
rity. Accountability is a significant feature when it comes to
security. In our proposed framework, we include the trust or
accountability component and assert that it may be achieved
if all the other models function correctly. The comparative
analysis indicates that the proposed framework is superior
to Industry standards cybersecurity frameworks as well as
proposed conceptual frameworks.

Since the framework is designed for MCPS (and IoT
devices), the scalability of the framework would mean the
addition of more systems and devices. While the memory
and power consumption may increase due to additional
devices, there are ways to reduce the memory and power
consumption by using IoT platforms, embedded ReRAMs or
other embedded memory options [135—-138]. One of the best
ways to determine real time attacks is by intrusion detec-
tion systems [139, 140], which is mentioned in the proposed
diagnosing model in the cybersecurity framework. However,
cyber-attacks know no bounds and therefore, many zero-day
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attacks are detected after two hundred days on an average
[141]. Hence there is a need to upgrade the cybersecurity
frameworks and systems continuously.

4 Conclusions

In this paper, we have contemplated the growing MCPS
technology in the healthcare industry with the general
overview of MCPS, classification, benefits, challenges and
security issues of the same. A comparative survey has been
carried out pertaining to the security issues and prospects for
MCPSs over the last few decades (1998-2017). Based on the
background study and a comprehensive comparative analysis
of the existing literature that has been conducted, we have
summarized the advantages and limitations of the existing
research that has been done in this area. We proposed a new
framework considering both the security/privacy and sched-
uling mechanism. Bearing in mind the discussed security
issues, we have proposed a more concrete method to ensure
MCPS security in the form of a cyber security framework
based on several securities associated models. It is useful to
deploy efficient workflow operations for patients under the
considered framework.

The propelled utilization of innovation in medical
devices has enhanced the way social insurance is conveyed
to patients. Tragically, the expanded unpredictability of
medicinal devices poses serious challenges for improvement,
affirmation, and administrative endorsement. With an end
goal of enhancing the wellbeing of cutting-edge therapeu-
tic devices, organizations such as the FDA have supported
the development and investigation of methods to help in
the advancement and administrative endorsement of such
frameworks. Restorative determination is continuously being
developed and upgraded to understand driven counteractive
action, forecast, and treatments. Significant developments
have been made in recent years in the study and handling of
big data, and the advent of data analytics, and both of these
will be of great use in the development of MCPS.

The framework has been proposed keeping in mind the
various types of security issues that crop up in MCPS. The
issues described in Sect. 2.5 may eventually get classified
into a model, and necessary steps may be taken to avert it.
Several models may be necessary to evade security issues.
For instance, Ransomware finds a place in Identification
Model, Defense Model, Response Model, Recuperation
Model, Threat Model and Risk Model. Orangeworm risk
deals with Identification Model, Defense Model, Response
Model and Risk Model. Depending on the severity of the
situation, one or more techniques may be applied. All the
appropriate methodologies falling under these individual
models may be applied to protect against Ransomware or
Orangeworm.

Since the proposed framework addresses the concerns
mentioned above via individual models, more security risks
are likely to be covered by the framework, thus strengthen-
ing the security infrastructure for these systems. Security
breaches know no bound, and malwares are scripted on a
daily basis. Several security issues that are related to the
ones mentioned in Sect. 2.5 may arise in future. Based on the
framework, we have developed the interactive model which
ensures transparency by valuing the trust model. MCPS are
responsible for performing sensitive tasks which are neces-
sary to ensure accountability. The downside of the frame-
work is that several parameters might have to be considered
based on the severity of the issue, the kind of sphere it deals
with, etc. There might be an advanced security issue in the
future that none of the models in the framework might be
capable of averting.

The future work in this area is pertaining to the devel-
opment of a robust cyber-security system that will provide
maximum and comprehensive security coverage to protect
the privacy of patients’ data in cyberspace. Other areas to
work in the near future will be the study of other challenges
such as interoperability and administrative difficulties that
still pose threats to MCPS [91]. Further, the study and devel-
opment of advanced data and communication scheduling
algorithms based on machine learning [3, 92—124] is our
focus.
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