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Abstract

A novel and effective image compression—encryption scheme based on deoxyribonucleic acid (DNA)-encoding theory and
compressed sensing (CS) theory is proposed. The logistic map is applied to control key image and measurement matrices,
and to control DNA encoding and decoding rules used to encode and decode each row of the plain image and the key image.
The plain image first forms a disordered image through DNA encryption stage, sorts it to obtain an ordered image through
sorting stage, and then passes the ordered image through CS encryption stage to form a cipher image. Simulation results and
attack analysis verify the validity and feasibility of the encryption scheme, whose compression and security is acceptable.

1 Introduction

Optical encryption technology has the characteristics of high
speed and parallelism, and it can encrypt information in mul-
tiple dimensions of light, so it has a natural advantage in
processing image. In 1995, the double random phase encod-
ing (DRPE) technique proposed by Refregier and Javidi is
one of the most classic optical image encryption technol-
ogies, which encrypts a plain image into a smooth white
noise image by two random phase masks (RPMs) placed
on the input plane and the Fourier plane, respectively [1].
Researchers combine DRPE with various optical transfor-
mations to demonstrate the huge potential of optical image
encryption technology [2—11]. With the continuous develop-
ment of optical components, the application of optical image
encryption in the field of information security is becoming
wider and wider.
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In the last decade, DNA computing has been found to
have parallel computing performance, high storage density,
and low energy consumption [12, 13]. Therefore, investiga-
tors explore the introduction of the principle of complemen-
tary base pairing in DNA theory to achieve image encryption
[14-21]. The DNA-based image encryption algorithm can
be divided into two steps: first, the plain image and the key
image are encoded into two DNA sequences according to
certain DNA encoding rules; second, specific DNA opera-
tion (+, —, XOR ) is performed on the two DNA sequences
to obtain a cipher image. Since the key image is unknown
and there are multiple DNA encoding rules and DNA oper-
ations to choose from, the encryption algorithm is highly
secure. However, it should be noted that DNA-based image
encryption schemes are often linear encryption schemes. In a
hybrid encryption scheme combining DNA encoding theory
and DRPE technology, to improve the ability of the encryp-
tion scheme to resist the chosen-plaintext attack, the authors
use the Message-Digest Algorithm 5 (MDS5) to closely link
the keys with the plain image; therefore, the key changes as
the plaintext changes, but the encryption scheme is still a
linear encryption scheme [20].

If the attacker gains access to the encryption or decryp-
tion machine, the linear encryption algorithm is easily
cracked [22-27]. Therefore, introducing nonlinearity into
encryption schemes is critical to improving their security.
Compressed sensing (CS) theory was first used in the field of
signal acquisition, and it can reconstruct the original signal
from a small amount of measurement data, and this pro-
cess is nonlinear [28—-32]. Some scholars use CS theory to
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achieve image encryption, because the dimensions of the
sampled data are lower than the dimensions of the origi-
nal data, and visually identifiable information cannot be
obtained from the sampled data [33—41]. CS sampling pro-
cess has a corresponding optical implementation, namely the
single pixel camera [42]. The CS-based image encryption
scheme introduces nonlinearity into the system, providing
an extra key space, and then cracking the encryption system
becomes more difficult.

However, for CS-based image encryption schemes, mul-
tiple measurement matrices are often required as keys. For
DNA-based image encryption schemes, key image is typi-
cally employed as the key, and sometimes it is necessary
to use the DNA encoding rules of each row as keys. These
all add to the burden of key storage and transmission. Cha-
otic systems have the characteristics of pseudo-randomness,
high sensitivity to initial conditions, certainty, ergodicity,
and they are often used to generate some parameters used
in encryption scheme. It has been shown that in the logical
mapping, when the sampling distance is relatively large, the
chaotic matrix arranged by the chaotic sequence satisfies the
restricted isometry property (RIP), indicating that the matrix
can be used as the measurement matrix in CS sampling pro-
cess [43]. As long as the initial value x, is determined, the
entire matrix is determined. Similarly, one-dimensional cha-
otic sequence and two-dimensional key image can also be
generated this way.

In this article, we propose an image encryption scheme
based on DNA encoding theory and CS theory. To reduce
the data of keys, the logistic map is used to control key
image and measurement matrices, and to control DNA
encoding and decoding rules. The encryption scheme can
be divided into three stages: DNA encryption stage, sorting
stage and CS encryption stage. In the first stage, the plain
image and the key image are encoded row by row to obtain
two sequences, which are XORed to obtain a disordered
image. In the second stage, the disordered image is arranged
into an ordered image, and an index matrix is recorded. Due
to the existence of the index matrix, the sorting stage is
reversible. In the third stage, the ordered image is sampled
by a single-pixel camera to obtain multiple measured val-
ues, which are arranged into a two-dimensional matrix form,
that is, a cipher image. During the decryption process, the
index matrix is used to arrange the ordered image recovered
from the cipher image by the orthogonal matching pursuit

(OMP) algorithm [44] into a disordered image, and then
DNA decryption is performed on the disordered image to
reconstruct the plain image. Simulation results and attack
analysis verify the validity and feasibility of the encryption
scheme, whose compression and security is acceptable .

2 Fundamental knowledge
2.1 DNA-based cryptography

There are four different nucleic acid bases, A (adenine),
C (cytosine), G (guanine) and T (thymine), in a DNA
sequence. According to the principle of complementary
base pairing, A and T are complementary, G and C are com-
plementary. This principle is similar to the binary system’s
complementary relationship. For example, binary 1 and 0
are complementary, and expanding to two binary numbers
can get 11 and 00 are complementary, 10 and O1 are also
complementary. There are 24 encoding rules to encode 00,
01, 10 and 11 by A, C, G and T. However, only 8 encoding
rules satisfy the principle of complementary base pairing,
as shown in Table 1. Each base represents a two-bit binary
sequence, therefore, each pixel value of an eight-bit gray-
scale image can be encoded as a DNA sequence of length 4.
For example, a pixel value of 142 in decimal can be recorded
as a binary sequence [10001110], and after encoding it by
rule 1 in Table 1, we obtain DNA sequence [CATC]. By
decoding the DNA sequence [CATC] with the same rule,
the correct binary sequence [10001110] can be obtained.
However, if incorrect DNA encoding rules (for instance,
rule 5) are applied to decode [CATC], we will get incor-
rect binary sequence (for instance, [11100111]). The above
analysis shows that to get the correct pixel value, the DNA
rules used in decoding must be the same as those used in
encoding.

While DNA encoding theory is developing, scholars have
also studied some DNA-based operations, such as addition
(+), subtraction (—) and exclusive-OR (XOR). The XOR
operation is consistent with the XOR operation execution
rules in conventional binary systems because it does not
involve carry. Since there are 8 kinds of DNA encoding
rules, there are eight kinds of XOR operations, and Table 2
shows one of them. We also explored the optical implemen-
tation of XOR operation in our previous work [20].

Table 1 Eight kinds of DNA

encoding and decoding rules Rulel Rule2 Rule3 Rule4 Rule5 Rule6 Rule7 Rule8
A 00 00 01 01 10 10 11 11
T 11 11 10 10 01 01 00 00
G 01 10 00 11 00 11 01 10
C 10 01 11 00 11 00 10 01
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Table2 One type of

) . XOR A G C T
exclusive-OR (XOR) operation

A A G C T

G G A T C

C C T A G

T T C G A

2.2 Compressive sensing

For a one-dimensional real-valued signal x of length N,
consider a linear measurement process that calculates the
M < N inner products between the signal x and the measure-
ment matrix @, which can be recorded as [30, 31]

y=®x =®%a = O, (1)

where y is an M X 1 measurement value, and ¥ is a N X N
sparse matrix. K-sparse vector @ = ¥”x is the sparse repre-
sentation of x. Sensor matrix @ = @¥ is an M X N matrix. If
the sensor matrix O satisfies the restricted isometry property
(RIP), the original signal x can be reconstruct from under-
sampled data y by minimizing ||a||,l [30, 31]

min |[a||;, subject toy = Oa, )

where ||oc||,1 is the /; norm of a, and @ can be recon-
structed with high probability if the sampling number
M > ¢Klog(N/K), and c is a small constant [30, 31]. The
sampling rate is defined as # = M/N. For a two-dimen-
sional image of size N = n X n, there is y = M/N = M /n>.
The lower the sampling rate, the stronger the compression
capability.

2.3 Logistic map

We use logistic map to control the key image and the meas-
urement matrix, and to control the DNA encoding/decoding
rules, which will be used to encode/decode each row of the
plain image and the key image. The logistic map can be
denoted as

X = Hxy(1 = x)). (3)

When chaotic parameter u C [3.57,4] and iteration initial
value x, C (0, 1), the generated sequence will be chaotic.
To further reduce the correlation between adjacent chaotic
element values, a sampling distance d can be introduced.
Research shows that when control parameter ¢ = 4 and the
sampling distance d > 15, the sequence generated according
to Eq. 3 is approximately independent [43].

Figure 1 investigates the sensitivity of the logistic map to
the iteration initial value x; and gives the first 30 iterations of
the chaotic sequence when the sampling distance is d = 15.

¥
©

0.8r Q i

0.7r 1

0.6 1

Iterative Value
o
(4]
'}
L

0.3r i

0.2 4

0.1F l 1 I 1 1
. i

0 5 10 15 20 25 30
Number of Iteration

Fig. 1 The sensitivity of the logistic map to the initial value x,, the
first 30 iterations are given. Here, we set d = 15

The circles (o) and asterisks () in the figure represent the
iteration values generated according to Eq. 3 using the cor-
rect (0.52) and incorrect (0.52 + 10~'%) iteration initial val-
ues, respectively. It can be seen that even if the deviation of
the initial value 10~13 is very small, the deviation of the cha-
otic sequence generated according to the logical map will be
very large, and only the deviation of the first three iteration
values are small. From the fourth iteration value onwards,
the following iteration values are completely different.

3 Description of the method
3.1 Key image and measurement matrix generation

We use the logistic map to generate the key image, which
will be used in the DNA encryption stage and the meas-
urement matrices, which will be used in the CS sampling
stage. To construct the key image, the initial value xg*’mage is
used to generate a chaotic sequence of length/ = 15X n X n
according to Eq. 3, and one point is sampled at each inter-
val of 15 points, and then the one-dimensional sequence is
arranged into a two-dimensional matrix of size n X n. The
pixel value pixel(r, c¢) of the key image located in the r row

and c column is determined by
pixel(r, c) = [x(r,c) X 256], 4)

where x(r, ¢) € (0, 1) is the pixel value of the chaotic matrix
located in the r row and ¢ column, and |¢| denotes round-
ing down function. Processing each element of the chaotic
matrix by Eq. 4, a key image of n X n we obtain, which is an
eight-bit grayscale image.
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The chaotic matrix generated by the logistic map can be
directly used as the measurement matrix @, but it should be
noted that the size of the measurement matrix @ is m X n, SO
the length of the chaotic sequence shouldbe/ =15 X m X n.
M = m X n sampled data are required in the CS decryption
stage, so M initial values x 0, 0, . xM are required to gener-
ate M measurement matrices.

3.2 Encryption steps

The proposed compression—encryption scheme consists of
three stages, DNA encryption stage, sorting stage and CS
encryption stage, as shown in Fig. 2. The plain image is
processed by the DNA encryption stage to form a disor-
dered image, which is sorted and then subjected to the CS
encryption stage to obtain a sampled data. M sample values
are obtained by M sampling, and they are arranged into a
two-dimensional matrix form, that is, the cipher image. The
details are as follows:

Stepl: DNA encoding is performed on the plain image
and the key image row by row, and the encoding rule is
determined by

Rule(r) = [x(r) X 8], (&)

where Rule(r) is the specific DNA rule of r row, which
shown in Table 1. x(r) € (0, 1) is rth iteration value of logis-
tic map, and [+] denotes rounding up function. Plain image
and key image are encoded row by row until all rows of them
are encoded. This step encodes two images and requires two
numbers ( xglam and xgey ) as keys.

Step 2: The two DNA matrices obtained in step 1 are
decoded to obtain two binary matrices. The different rows

Encoded by rows
according to DNA
rules (8 types)

Encoded XOR operation is achieved by

Plain image

@ plain image an optical XOR gate
Disordered
Encoded by rows image

according to DNA

. rules (8 types) Encoded Sort the pixel
Key image kenci(r)n:’e values according to| @
@ Y & @ certain rules
Ordered
image
®
= -—
_a Coherent
] . Light
PC PD @ ® 12
L SLM

Fig.2 Steps of image encryption. SLM spatial light modulator, PD
photodiode, PC personal computer
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use different DNA decoded rules, which are determined by
Eq. 5. To ensure the pixel values are encrypted, the keys
controlling the DNA decoded rules should be different
from the keys controlling the DNA encoded rules. This
step decodes two DNA matrices and requires two numbers
(xg tain’ and X, key' ) as keys.

Step 3: Use the two binary matrices obtained in the pre-
vious step as the input of the XOR gate, and then convert
the binary matrix output by the XOR gate into an eight-bit
grayscale image, that is, the disordered image in Fig. 2.

Step 4: The disordered image is arranged into an
ordered image according to certain orders (here is ascend-
ing order), and an index matrix is recorded as a decryption
key. Because of the existence of the index matrix, this
process is reversible.

Step 5: The product of the measurement matrix and the
ordered image is displayed on a spatial light modulator
(SLM), which is then focused on a single-pixel photodiode
(PD) using a lens (L) and the recorded light intensity is
transmitted to a personal computer (PC). This step cor-
responds to 5) ~ (® in Fig. 2, that is, one sampling is
performed with single pixel camera.

Step 6: Change the measurement matrix M times and
record the corresponding light intensity. Here, the meas-
urement matrix is generated with the initial value accord-
ing to the logistic map, then only the initial value needs
to be changed.

Step 7: M measurement values are arranged into a two-
dimensional matrix form, that is, the cipher image.

The decryption process includes CS reconstruction
stage, sorting stage, and DNA decryption stage. First, M
measurement matrices are generated with the initial values

.. ,x84 , and then the ordered image is restored using
the CS recovery algorithm [44]. Second, the index matrix
is used to arrange ordered image into disordered image.
Third, the key image is calculated with xk Mg and the
DNA encoding and decoding rules of each row are, respec-

key ki ) I
tively, calculated with x.~, x ' and gdm X ain’ , and then

the plain image is calculoatedoby DNA decryption.
In this encryption scheme, encrypting an image requires
a total of M + 5 numbers as encryption key, namely M
initial values of measurement matrix xO,xO, ,xgl, the
initial value of key image xg M3 and the initial values
gey lgey and xp fain xp 40 that controls the DNA encoding
and decoding rules of the plain image and the key image.
When an disordered image is arranged into an ordered
image, an index matrix is recorded, which is a decryption
key. Therefore, the decryption keys have one more index

matrix than the encryption keys.
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4 Numerical simulations and discussion
4.1 Simulated results

To verify the validity and feasibility of the encryption
scheme, we encrypt an eight-bit grayscale image “boat”
(Fig. 3a) with size of 256 X 256. Figure 3b is the key image
needed in the DNA encryption stage, and it is generated
according to the method described in Sect. 3.1. Figure 3a,
b is processed according to the encryption steps 1 to 3 to
obtain the disordered image (Fig. 3c). If the signal is sparse
or it is sparse in a certain domain, it can be sampled and
reconstructed by using CS theory. However, for the dis-
ordered image (Fig. 3c), it is not regular, therefore it is
impossible to directly sampling and reconstruction it with
CS theory. We propose to sort the disordered image into an
ordered image (Fig. 3d), and then use CS theory to sample
and reconstruct it. An index matrix is recorded during the
sorting stage, which is reversible.

The product of the measurement matrix and the ordered
image is displayed on the SLM. After SLM being irradiated
by the coherent light, the output light is concentrated by
the lens onto the single-pixel detector, and then the meas-
urement value is transmitted to the PC, that is, a sampling
process is completed. Each time the measurement matrix is
changed, an measurement value is obtained. The measure-
ment data with sampling rate = 25% after multiple meas-
urements is shown in Fig. 3e. Any information related to the
plain image is not seen from the cipher image, and due to the
use of CS, the dimension of the cipher image is smaller than
that of the plain image.

(b) (©)

(d) (e)

Fig.3 Results of encryption and decryption. a Plain image of “boat”;
b Key image; ¢ Disordered image; d Ordered image; e Cipher image
with the sampling rate n = 25%; f Decrypt image form e, PSNR =
45.04 dB, CC = 0.9995

Figure 3f is a decrypted image obtained by decrypting
Fig. 3e. It can be seen that the quality of Fig. 3f is very good.
To quantitatively calculate the reconstruction quality of the
decrypted image, peak-to-peak signal-to-noise ratio (PSNR)
and correlation coefficient (CC) are described as

2552

n n

(1/n%) 2 X IRG.)) — PG ) (©)

i=1j=1

PSNR = 101log

CC = cov(R, P)(og - 6p) ",

where R is the reconstructed image and P is the plain
image, respectively. cov(R,P) denotes cross covariance of
two images. o, and o, stand for the standard deviation of
reconstructed image and plain image, respectively. When
the sampling rate is 25%, the PSNR and CC of the decrypted
image are 45.04 dB and 0.9995, this shows that the com-
pression—encryption scheme almost perfectly reconstructs
the plain image. The encryption scheme can be divided into
three stages: DNA encryption stage, sorting stage, and CS
encryption stage. The DNA encryption stage (D ~ Q) in
Fig. 2) and the sorting stage () in Fig. 2) process image in
the integer domain, and these stage do not cause any data
deviation. At the same time, the sorting stage completes the
sparse representation of the disordered image. For the CS
encryption stage (5 ~ (® in Fig. 2), since the input image
has completed the sparse representation and the measure-
ment matrix is a chaotic matrix generated by the logistic
map, the sampled data can be reconstructed well by the
OMP algorithm.

4.2 Compression performance

To quantitatively evaluate the effect of sampling rate # on
the quality of the decrypted image, we calculate the PSNRs
and CCs of the decrypted image when the sampling rates
are 25%, 12.5%, 6.25% and 3.125%, as shown in Figs. 3e and
4al-a3, and the corresponding decrypted image is shown
in Figs. 3f and 4b1-b3. With the sampling rate reduced,
the data of the cipher image is reduced, and the quality of
the decrypted image is gradually reduced. Even if the sam-
pling rate is 6.25% (Fig. 4a2), the quality of the decrypted
image (Fig. 4b2) is still very good, PSNR = 32.15 dB, CC
= 0.9910, which means that the compressed encryption
algorithm can compress the image to the original 1/16. How-
ever, when the sampling rate is reduced to 3.125 %, we can
only see the outline of the decrypted image (Fig. 4b3), but
the details are almost unrecognizable.

4.3 Sensitivity to logistic map’s initial values

For the logistic map’s initial values, which generate the key
image and control the DNA encoding and decoding rules,
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(a3)

(b3)

Fig.4 Encryption and decryption results under different sampling
rates 1. al n = 12.5%; a2 n = 6.25%; a3 n = 3.125%, bi is the corre-
sponding decrypted image from (ai), and b1 PSNR = 42.06 dB, CC =
0.9991; b2 PSNR = 32.15 dB, CC = 0.9910; b3 PSNR = 10.36 dB,
CC =0.1927

: (b) ,.

(©) (d) ©

Fig.5 Decryption results with incorrect logistic map’s initial values,
a XM L1075 b Y 410715 ¢ Y + 10715 d 0+ 10715 e
ol joes

0

a small deviation will cause a huge change in the gener-
ated chaotic sequence, which in turn leads to a correct
decrypted image cannot be obtained. Figure 5a shows the
decrypted image obtained using the incorrect logistic map’s
initial value x;~"™ + 105 Even if the initial value x-"™*°
only deviates by 10713, the chaotic sequence generated by
the logistic map changes greatly. Only the first three itera-
tion values are roughly equal, and the subsequent iteration
values are completely different, as shown in Fig. 1. Incor-
rect chaotic sequence can cause key image errors during
DNA decryption stage, which in turn results in the correct
decrypted image can not be obtained. When x*, X and

. = 0 %o
glam, xglmn , which control the DNA encoding and decoding
rules of the plain image and the key image, are wrong, it will

lead to similar results, as shown in Fig. Sb—e.
4.4 Sensitivity to index matrix

In the encryption process, when the disordered image
(Fig. 3c) is arranged into an ordered image (Fig. 3d), an
index matrix is recorded. In the decryption process, if the
wrong index matrix is used, the correct disordered image
cannot be obtained, which results in the DNA decryption
stage cannot obtain the correct plain image. The effect of
the index matrix with different error rates on the decryption
result is shown in Fig. 6. When there is 25% element errors
in the index matrix, noise will be generated in the decrypted
result, but it is still clear, as shown in Fig. 6a. When there
is 50% element errors in the index matrix, the decryption
result is no longer clear, as shown in Fig. 6b. As the index
matrix error rate increases, when the 75% element is wrong,
only the outline of the decryption image can be seen, and the
details are not recognized, as shown in Fig. 6c.

Since the DNA encryption part belongs to the stream
cipher, it is characterized in that each bit of the input corre-
sponds to each bit of the output. When there is 25% element
error in the index matrix, there will be 25% of the element

Fig.6 Decryption results of index matrix with different error rates. a The error rate is 25 %, PSNR = 25.98 dB, CC = 0.9649; b The error rate is
50 %, PSNR = 15.92 dB, CC = 0.7433; ¢ The error rate is 75 %, PSNR = 10.94 dB, CC = 0.2443
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position errors in the reconstructed disordered image (the
result of DNA encryption part). And then there will be
25% pixel value error in the decrypted image, and the visu-
ally seen decrypted image will generate noise, as shown in
Fig. 6a. Due to the nature of the stream cipher, the amount of
bit errors in the index matrix will lead to the same amount of
bit errors obtained in the decrypted image. It can be inferred
that in Fig. 6b, c, the error rates of the decrypted results are
50% and 75%, respectively, so the decrypted images are no
longer clear. To get a completely correct decrypted image,
the index matrix must be completely correct.

4.5 Noise attack

To quantitatively calculate the influence of noise on the
decryption result, Gaussian random noise with different
intensities is added to the cipher image according to the fol-
lowing formula

C' = C+4G, (7)

where C and C’ are the cipher image and the noisy cipher
image respectively, G represents the Gaussian random noise
with zero-mean and unit standard deviation, and g is the
intensity of noise. The decrypted results with different noise
intensities g are shown in Fig. 7. It can be seen that when
g = 0.1, the obtained decrypted image is very clear, PSNR
= 25.48 dB, CC = 0.9595. When g = 1.0, the obtained
decrypted image is still identifiable. As g increases, the
quality of the decrypted image decreases. When g = 10.0,
the outline of the decrypted image can still be seen, but the
details are not recognized.

4.6 Chosen-plaintext attack and differential attack

Because the encryption scheme contains linear encryption
part, the attacker can try to attack the encryption scheme
by combining chosen-plaintext attack and differential
attack. The results obtained by the delta image (entirely
black except for one single pixel) processed by the DNA

(b) (c)

Fig.7 The effect of Gaussian random noise with different intensity g
on the decryption results. a g = 0.1, PSNR =25.48 dB, CC = 0.9595;
b g =1.0,PSNR =16.16 dB, C = 0.7309; ¢ ¢ = 10.0, PSNR = 10.08
dB, CC =0.1625

encryption stage, the sorting stage, and the CS encryption
stage are shown in Fig. 8al-a3, respectively. The corre-
sponding results obtained by the three-part encryption of
the all-zero image (entirely black) are shown in Fig. 8b1-b3,
respectively. (ci) = (ai) — (bi) is the difference between (ai)
and (bi).

The two disordered images (Fig. 8al, bl), obtained
by encrypting two plain images (delta image and all-zero
image) with only one difference, seem to be disorderly, but
because the DNA encryption part is a linear encryption pro-
cess, the two disordered images will also differ by one, as
shown in Fig. 8c1, which is also a delta image. In the sorting
stage, the two disordered images (Fig. 8al, bl) are arranged
in ascending order to obtain two ordered images (Fig. 8a2,
b2). When we subtract the two ordered images, the result is
still only one not-zero value, but the position of the value
has moved, as shown in Fig. 8c2. A simple example of the
sorting stage that can move non-zero value location is shown
in Table 3. This shows that the sorting stage can move the
non-zero value position, but it still is a linear process. After
the two ordered images (Fig. 8a2, b2) pass through the CS

(al) (a2) (a3)

(b1) (b2) (b3)

(cl)

(c2) (c3)

Fig.8 Chosen-plaintext attack and differential attack. al-a3 Disor-
dered image, ordered image, and cipher image obtained by encrypt-
ing delta image; b1-b3 Disordered image, ordered image, and cipher
image obtained by encrypting all-zero image; (ci)=(ai)-(bi) is the dif-
ference between (ai) and (bi)
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Table 3 The sorting stage moves non-zero value position

Disordered sequence Ordered sequence

Sequence 1 31322 12233
Sequence 2 31222 12223
Difference 00100 00010

encryption part, the two cipher images (Fig. 8a3, b3) are
obtained, respectively. The difference between the two final
cipher images is no longer a delta image, but a disorgan-
ized image, as shown in Fig. 8c3. This indicates that the CS
encryption part is a non-linear process and the security of
the encryption scheme is improved.

5 Conclusion

Based on DNA encoding theory and CS theory, an efficient
image compression—encryption scheme is investigated. To
reduce the data of the keys, logistic map is used to gener-
ate key image and measurement matrices. The plain image
first is processed into a disordered image through DNA
encryption stage, the disordered image is sorted to obtain
an ordered image through sorting stage, and then the ordered
image is encrypted to obtain a cipher image through CS
encryption stage. The sorting stage arranges the disordered
image into ordered image and records an index matrix that
can be used as a decryption key. At the same time, sorting
stage completes the sparse representation of the image. In
the decryption process, the index matrix is used to arrange
the ordered image recovered from the cipher image by the
OMP algorithm into a disordered image, and then DNA
decryption is performed on the disordered image to recon-
struct the plain image. Simulation results and attack analy-
sis show that the proposed image compression—encryption
scheme has good encryption effect, high sensitivity to keys,
good compression performance, and the scheme can resist
noise attack, chosen-plaintext attack and differential attack.
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