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Abstract
Purpose To create a CT texture-based machine learning algorithm that distinguishes benign from potentially malignant 
cystic renal masses as defined by the Bosniak Classification version 2019.
Methods In this IRB-approved, HIPAA-compliant study, 4,454 adult patients underwent renal mass protocol CT or CT 
urography from January 2011 to June 2018. Of these, 257 cystic renal masses were included in the final study cohort. Each 
mass was independently classified using Bosniak version 2019 by three radiologists, resulting in 185 benign (Bosniak I or 
II) and 72 potentially malignant (Bosniak IIF, III or IV) masses. Six texture features: mean, standard deviation, mean of 
positive pixels, entropy, skewness, kurtosis were extracted using commercial software TexRAD (Feedback PLC, Cambridge, 
UK). Random forest (RF), logistic regression (LR), and support vector machine (SVM) machine learning algorithms were 
implemented to classify cystic renal masses into the two groups and tested with tenfold cross validations.
Results Higher mean, standard deviation, mean of positive pixels, entropy, skewness were statistically associated with the 
potentially malignant group (P ≤ 0.0015 each). Sensitivity, specificity, positive predictive value, negative predictive value, 
and area under curve of RF model was 0.67, 0.91, 0.75, 0.88, 0.88; of LR model was 0.63, 0.93, 0.78, 0.86, 0.90, and of 
SVM model was 0.56, 0.91, 0.71, 0.84, 0.89, respectively.
Conclusion Three CT texture-based machine learning algorithms demonstrated high discriminatory capability in distin-
guishing benign from potentially malignant cystic renal masses as defined by the Bosniak Classification version 2019. If 
validated, CT texture-based machine learning algorithms may help reduce interreader variability when applying the Bosniak 
classification.
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Introduction

Incidental cystic renal masses are common at CT, with an 
overall prevalence of 10–41% in adults [1–3] particularly 
those over the age of 50 [4]. While the vast majority of 
cystic renal masses are benign, some represent renal cell 
carcinoma (RCC). Although a common malignancy, (6th 
most common among men and 8th among women [5]) RCC 
is an uncommon cause of death, particularly when small 
[6–8]. Indeed, cystic RCC is a rare cause of mortality; the 
estimated 10-year risk of death from cystic RCC < 4 cm 
is ~ 0.2% [9]. In the pursuit of diagnosing cancer at an early, 
curable stage, imaging of indeterminate cystic masses that 
are highly likely benign often ensues. This leads to patient 
anxiety, and the unnecessary treatment of benign etiologies 
with subsequent procedural morbidity, loss of renal function 
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and additional cost [10–14]. These data have prompted the 
need for increased specificity for the diagnosis of RCC [9, 
15].

The Bosniak classification, widely used by radiologists 
and urologists [16], uses structural features to separate cystic 
renal masses into five classes. Bosniak I and II masses are 
reliably considered benign; Bosniak IIF, III, and IV masses 
are potentially malignant. Malignant entities, typically renal 
cell carcinoma, are found in approximately 10–20% of Bos-
niak IIF masses [17], 50% of Bosniak III masses [18] and 
90% of Bosniak IV masses [18, 19].

The recently published update proposal, referred to as 
‘Bosniak Classification version 2019, in part aims to improve 
specificity for the diagnosis of cystic RCC [15]. It also aims 
to address the often-cited limitation of interreader variabil-
ity. Disagreements among readers have ranged from 6 to 
75%, with the problem largely limited to Bosniak classes II, 
IIF and III [9, 12, 20–26]. An additional way to reduce inter-
reader variability in cystic renal mass characterization might 
be to employ a machine learning algorithm, allowing greater 
objectivity in applying the Bosniak classification criteria. 
Texture analysis is a type of quantitative image processing 
in which the spatial interrelationships of pixel intensities 
are assessed [27]. Texture analysis and machine learning 
have been used to characterize and prognosticate solid renal 
masses including prediction of nuclear grade and histologic 
subtypes of RCC [28–32], and more recently to diagnose 
RCC among low attenuation renal masses [33]. Our purpose 
was to create a CT texture-based machine learning algorithm 
that distinguishes benign from potentially malignant cystic 
renal masses as defined by the Bosniak Classification ver-
sion 2019.

Materials and methods

Patients and setting

This was an Institutional Review Board-approved, Health 
Insurance Portability and Accountability Act-compliant, 
retrospective study, with informed consent waived. A 
search of our institution’s research database yielded 5604 
CT examinations performed with renal mass or urography 
protocol between January 2011 and June 2018. All exams 
included 3 mm sections reconstructed with a 50% overlap 
before and 100-s (nephrographic phase) after IV administra-
tion 50–150 ml of iodinated contrast material (300–370 mg 
iodine/ml).

For patients with multiple exams within this time frame, 
the initial exam was selected; this yielded 4454 unique 
patients (Fig. 1). A single fourth year radiology resident 
(N.M.) reviewed the images and associated clinical radi-
ology reports to select the largest mass with the highest 
Bosniak class from each kidney, using the original Bosniak 
classification. For example, if a patient had one Bosniak I 
mass and two Bosniak IIF masses in the right kidney and 
three Bosniak II masses in the left kidney, the larger of the 
two Bosniak IIF masses in the right kidney and the larg-
est Bosniak II mass in the left kidney would be included 
in the study. Thus, a total 3127 cystic renal masses were 
selected from the 4454 patients, including 3018 Bosniak I 
and Bosniak II masses (benign group) and 109 Bosniak IIF, 
Bosniak III, and Bosniak IV masses (potentially malignant 
group). Mass size was determined by measuring the sin-
gle largest axial diameter on nephrographic phase images. 
Size-matching was performed to prevent the predominance 
of sub-centimeter simple benign cysts (Bosniak 1) in the 

Fig. 1  Flowchart demonstrat-
ing how the study cohort of 
257 cystic masses was derived 
and assigned into one of two 
groups, benign and potentially 
malignant. Initial assignment 
was based on clinical radiol-
ogy reports and resident review 
using original Bosniak clas-
sification; final assignment was 
based on Bosniak Classification 
version 2019
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benign group, given malignant cystic renal masses are usu-
ally greater than one centimeter in size.

Creation of study cohort

In order to create two groups with a comparable number of 
masses, a randomly selected sample of 100 size-matched 
Bosniak I and 50 size-matched Bosniak II masses was cre-
ated in addition to the total 109 Bosniak IIF, Bosniak III, and 
Bosniak IV masses. Size-matching was performed for the 
benign group based on the proportion of masses within each 
of the following size ranges present in the potentially malig-
nant group: < 1 cm, 1–2 cm, 2–3 cm, 3–4 cm, and > 4 cm. 
Therefore, 259 cystic renal masses (150 benign and 109 
potential malignant) were included in the study. Two were 
excluded on subsequent review: one contained fat attenua-
tion and thus represented an angiomyolipoma, another con-
tained > 25% enhancing tissue, and therefore was considered 
a solid mass rather than a cystic mass as defined by the Bos-
niak Classification version 2019 [15]. Thus, the final patient 
cohort consisted of 257 cystic renal masses.

Cystic renal mass classification

Two fellowship-trained abdominal radiologists with 15 
(S.H.T.), 13 (A.B.S.) years of radiology experience indepen-
dently assigned a Bosniak Classification version 2019 class 
to each of 257 cystic renal masses [15]. For the 112 discrep-
ant Bosniak class assignments between the two readers, a 
third fellowship-trained abdominal radiologist (S.A.M.) with 
six years of radiology experience independently assigned a 
Bosniak class. For the six masses with persistent discrepant 
assignments among the three readers, a fourth fellowship-
trained abdominal radiologist (S.G.S.) with 33 years of radi-
ology experience determined the Bosniak class by selecting 
one of the three assignments. The final study cohort con-
sisted of 257 cystic renal masses, with 185 masses assigned 
as Bosniak Classification version 2019 I or II (benign group) 
and 72 assigned as Bosniak Classification version 2019 IIF, 
III, or IV) masses (potentially malignant group) (Fig. 1).

Texture analysis

A region-of-interest (ROI) that encompassed the entire mass 
on a single, 3.0 mm thick axial image from the nephrographic 
phase was created by the radiology resident. The single image 
selected was chosen to portray the feature associated with the 
highest Bosniak classification (e.g., enhancing septa, thick wall 
or nodule). Using a commercial software TexRAD (TexRAD, 
Feedback PLC, Cambridge, UK) six texture features: mean, 
standard deviation (SD), mean value of positive pixels (mpp), 
entropy, skewness, and kurtosis were extracted from the ROI. 
Wilcoxon signed-rank test was performed to determine the 

association of each specific texture feature with benign versus 
potentially malignant group.

Machine learning algorithms

Three machine learning algorithms were selected, because 
they have been commonly used [34]: Support vector machine 
(SVM) with radial kernel, random forest (RF), and logistic 
regression (LR) were used to conduct supervised machine 
learning. Tenfold stratified cross validation method was used 
to train and estimate the machine learning algorithm perfor-
mance. Because the size of the two groups was imbalanced 
with 185 benign and 72 potentially malignant masses, the data 
were partitioned randomly into tenfolds. In each fold, random 
sampling occurred within each group so as to ensure the pro-
portion of benign to malignant cases found in the original dis-
tribution remained in each fold [35]. Ninefolds of data were 
used to build the machine learning algorithm and the remain-
ing fold was used to test the performance of it. This process 
was repeated ten times with every fold being used as test data, 
and the results from the 10 test steps were aggregated and 
summarized. Prior to machine learning, feature reduction was 
implemented to remove highly correlated features. Pearson 
correlations between each pair of features were calculated and 
single features from pairs of features with Pearson correla-
tions greater than 0.90 were removed. The remaining texture 
features were standardized to a mean of zero and a standard 
deviation of one prior to machine learning algorithm construc-
tion. For SVM and RF models, there are tuning parameters 
which control the model complexity. The best choice of these 
tuning parameters were selected by performing tenfold cross 
validation on the training data [36]. Delong’s method was used 
to assess for significant differences in AUC values [37].

Receiver operating characteristics (ROC) curves from 
the aggregated tenfold cross validation were generated and 
the area under the curve (AUC) for each classifier was cal-
culated. The optimal cutoff value was calculated based on 
Youden’s index, where the cutoff value is the threshold that 
maximizes the distance to the identity line of the ROC curve, 
or equivalently, the value that maximizes the sum of sensi-
tivity and specificity [38].

Statistical analysis was conducted using R version 3.3. 
The “Caret” package was used for machine learning algo-
rithm creation. The “pROC” package was used for ROC 
analysis [39].

Results

Mass size

The Bosniak I and II masses (benign group) had an average 
size of 3.0 cm, with a standard deviation of 2.3 cm, with 
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a range of 0.7 cm to 10.9 cm. The Bosniak IIF, III and IV 
masses (potentially malignant group) had an average size of 
3.4 cm, with a standard deviation of 2.2 cm, with a range 
of 0.9 cm to 11.7 cm. There was no significant difference in 
size between the two groups (P = 0.21).

Texture feature associations

There was a significantly higher value for the texture fea-
tures mean, sd, entropy, and mpp, among the Bosniak IIF, 
III, IV masses (potentially malignant group) (compared to 
the Bosniak I and II masses (benign group) (P < 0.0001 for 
mean, sd, entropy, mpp). The skewness and kurtosis texture 
features were not significantly different between the two 
groups (P = 0.244, P = 0.718, respectively) (Table 1). Since 
there was a strong positive correlation between mean and 
mpp (r = 0.99), the feature mpp was removed from the group 
of texture features utilized in machine learning algorithm 
construction.

Machine learning algorithm performance

The performance of the three machine learning algorithms 
is displayed in Table 2 and Fig. 2. The RF, LR, and SVM 
machine learning algorithms demonstrated AUC of 0.88, 
0.90, and 0.89, respectively,  with mean and standard 

deviation of the individual folds for the RF, LR, and SVM 
algorithms as 0.89 ± 0.07, 0.91 ± 0.06, and 0.91 ± 0.06, 
respectively. There was no significant difference among 
the three algorithms (RF vs. LR,  P = 0.4611; RF vs. 
SVM, P = 0.718; LR vs. SVM, P = 0.572).

The individual texture features alone, such as mean, SD, 
and entropy have high AUC performance in classification, 
but machine learning models slightly improved AUC further 
by combining all features into the models (Figs. 3, 4, 5). 
Performance of the LR model was significantly better than 
that of mean texture feature (P = 0.017); however, there was 

Table 1  Texture features and association with benign versus poten-
tially malignant in 257 cystic renal masses

SD standard deviation, sd standard deviation texture feature, mpp 
mean value of positive pixels feature

Texture feature Benign Potentially malig-
nant

P-value

(Bosniak I, II) (Bosniak IIF, III, 
IV)

Mean SD Mean SD

Mean 20.05 19.97 50.41 30.81 < 0.0001
sd 19.2 7.31 33.94 28.9 < 0.0001
Entropy 4.06 0.27 4.06 0.27 < 0.0001
mpp 26.54 16.99 53.19 29.39 < 0.0001
Skewness 0.44 0.81 0.76 1.23 0.244
Kurtosis 1.95 6 2.99 6.35 0.718

Table 2  Performance of the three machine learning algorithms in dif-
ferentiating benign from potentially malignant cystic renal masses 
(n = 257)

Machine learning 
algorithm

Sensitivity Specificity PPV NPV AUC 

Random forest 0.67 0.91 0.75 0.88 0.88
Logistic regression 0.63 0.93 0.78 0.86 0.9
Support vector machine 0.56 0.91 0.71 0.84 0.89

Fig. 2  Performance of the three machine learning algorithms in 
lesion classification in 257 cystic renal masses. Receiver operator 
characteristic (ROC) curve of the three machine learning algorithms. 
SVM support vector machine, RF random forest, LR logistic regres-
sion

Fig. 3  Performance of the individual texture features and logistic 
regression model in 257 cystic renal masses. Receiver operator char-
acteristic (ROC) curve (left) demonstrating that the logistic regres-
sion (LR) machine learning algorithm improved the area under the 
curve (AUC) by combining all texture features. AUC performance 
for each feature is listed (right). Black is the color for the ROC curve 
for the LR machine learning algorithm, with the other colored ROC 
curves showing the performance of the individual texture features 
listed (right). For the other two machine learning algorithms, results 
were similar, and thus not shown. ML machine learning, sd standard 
deviation texture feature
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no significant difference between the LR model and entropy 
(P = 0.082).

Discussion

Diagnosing renal cell carcinoma at a curable stage is an 
important goal, however, it is also important to reduce 
the overutilization of imaging, and the overdiagnosis and 
overtreatment of benign masses that is currently observed 
today [10–15]. Although the Bosniak classification is use-
ful in distinguishing benign from malignant masses, there 
is marked interreader variability in the assessment of 
cystic renal masses, especially among Bosniak II, IIF and 
III masses [39]. Bosniak II masses are reliably considered 
benign and can be ignored, Bosniak IIF masses are often 
benign and generally followed, and Bosniak III masses his-
torically have been surgically resected but are now being 

increasingly followed [9, 40–42]. Interreader variability is 
a result of many factors. Included among them is how the 
imaging features are used to assign a particular Bosniak 
class. For example, whether septa are considered ‘thin’ (Bos-
niak II), ‘minimally thick’ (Bosniak IIF) or ‘thick’ (Bosniak 
III) depends on the definition of ‘thin’, ‘minimally thick’, 
and ‘thick’. Although Bosniak Classification version 2019 
defines each (2 mm, 3 mm, and 4 mm, respectively), meas-
urements can vary among readers [26]. Similarly, there may 
be interreader variability in the perceived number of septa. 
Although interreader variability may be lessened by these 
explicit definitions, it will likely persist to some degree. 
Texture analysis may address this problem, at least in part, 
by applying the same analysis to all masses; one potential 
source of interreader variability would be in how the ROI 
was placed. Nevertheless, we hypothesized that a combina-
tion of CT texture-based machine learning algorithms can 
be used to more objectively classify cystic renal masses 
into two groups, one with Bosniak I and II (which are reli-
ably considered benign) and one with Bosniak IIF, III, and 
IV masses (which are potentially malignant) and possibly 
address the problem of interreader variability [43].

In this study, three CT texture-based machine learning 
algorithms demonstrated high discriminatory capability in 
distinguishing the group with Bosniak I and II masses from 
the group with Bosniak IIF, III, and IV masses. Our results 
demonstrated that there were significant differences in tex-
ture features mean, SD, entropy, mpp, and skewness between 
the two groups. Each of the RF, LR and SVM machine learn-
ing algorithms demonstrated high AUC (AUC 0.88, 0.90 
and 0.89, respectively). The high performance of the three 
different algorithms using the six commonly used texture 
features suggests that their performance is robust and does 
not depend on statistical methods used.

The mean texture feature, which represents the average 
CT attenuation value of the pixels within a ROI [30], was 
one of the most predictive in distinguishing benign from 
potentially malignant cystic renal masses. This is explained 
in part by the fact that the Bosniak Classification is based 
on morphological features, such as the number of enhancing 
septa, the presence of enhancing thick walls or septa, and 
enhancing nodules, each of which increases CT attenuation. 
Higher mean texture values would be expected in masses 
with many enhancing septa, enhancing thick walls, and one 
or more enhancing nodules, all features of Bosniak IIF, III, 
and IV masses; attenuation of each of these features is higher 
than that of fluid.

First-order texture features were selected rather than 
second or higher order texture features because relative 
to second order features, they are easy to implement [44], 
and have been shown to demonstrate lower variability [45]. 
Since reproducibility is a known challenge with texture anal-
ysis [29], we sought to mitigate variability using first-order 

Fig. 4  Axial CT images in nephrographic phase. a Low attenuation 
left interpolar renal mass containing thin calcification in its wall, 
characterized as a Bosniak II cyst. b Low attenuation left interpo-
lar mass containing a short segment of thin calcification in the wall 
(arrow) and a single thin septation (arrowhead), characterized as a 
Bosniak II cyst. Both masses were correctly placed into the benign 
group by the logistic regression machine learning algorithm

Fig. 5  Axial CT images in nephrographic phase a Low attenuation 
left interpolar mass, containing more than four thin septa (arrows), 
characterized as a Bosniak IIF cystic mass. b Low attenuation right 
lower pole renal mass containing an 8 mm (thick) septation (arrow-
heads), characterized as a Bosniak III cyst. Both masses were cor-
rectly placed into the potentially malignant group by the logistic 
regression machine learning algorithm
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features that were provided by commercially available soft-
ware (TexRAD) rather than using home-grown software or 
second/higher order texture features.

There was also a significantly higher value for entropy 
among Bosniak IIF, III and IV masses. Entropy alone 
performed well in discriminating benign from potentially 
malignant masses, with AUC 0.87. Entropy represents the 
inherent irregularity in the gray level intensities of a mass 
[46]. Increased entropy, a measure of texture heterogeneity, 
would be expected in masses with many enhancing septa, 
enhancing thick walls, and one or more enhancing nodules. 
Since entropy performed well, in theory, it could be used 
alone to distinguish benign from potentially malignant cystic 
renal masses. However, we believe that other texture fea-
tures add incremental value and help reduce reliance on a 
single texture feature. While none of the machine learning 
algorithms performed statistically significantly better than 
entropy alone, each algorithm was not computationally 
demanding and could be applied also. In particular, the LR 
algorithm trended towards better performance than entropy 
alone, and therefore may perform better in clinical practice.

There is little prior work demonstrating the utility of 
machine learning algorithms for characterizing cystic renal 
masses. Recently, Kim et al. [33] demonstrated the ability of 
a machine learning algorithm to diagnose RCC among low 
attenuation renal masses on non-contrast CT exams using a 
similar CT-based texture analysis, however, their algorithm 
did not address cystic renal masses detected at contrast-
enhanced CT. Lee et al. [47] used a Bayesian classifier to 
predict malignancy among cystic renal masses. However, 
the Bosniak features used in their study were determined 
by radiologists’ manual review of the images. Therefore, 
despite showing slightly increased specificity and similar 
sensitivity in predicting malignancy among cystic renal 
masses compared to individual radiologists, their methods 
were prone to interreader variability. Our machine learn-
ing algorithm was applied to the Bosniak classification also 
but because the texture analysis was performed directly on 
images and did not require radiological interpretation, our 
method was less affected by interreader variability. Finally, 
a common criticism of texture analysis and machine learning 
models is that sometimes these are difficult to understand 
and reproduce. Therefore, we included features derived from 
commercially available texture analysis software that uses 
only first-order statistical based texture parameters. The soft-
ware and the texture features we used have been reported in 
the literature [29, 33, 48–51], and in our study demonstrated 
high discriminatory ability with all three tested algorithms.

We found that the algorithms demonstrated high speci-
ficity and relatively lower sensitivity. This would poten-
tially impact clinical practice in the following way. The 
algorithms’ high specificity means that radiologists may 
be more confident in recommending potentially malignant 

masses be evaluated further. Relatively lower sensitivity 
means that some potentially malignant masses may be 
incorrectly classified as benign. However, given the cur-
rent problem of overdiagnosis and overtreatment of cystic 
renal masses [9], the lower sensitivity may help reduce 
the unnecessary evaluation of masses. Overall, the algo-
rithms could promote evaluating masses which are likely 
malignant, while ignoring masses which are likely benign.

There are several limitations to our study, including its 
single-center, retrospective design. The number of Bosniak 
I and II masses (185) and Bosniak IIF, III and IV masses 
(72) differed from the number of masses in each group 
determined by the radiology report review, 150 and 107, 
respectively. The masses were classified in the radiology 
reports by subspecialized attending radiologists using the 
original Bosniak classification [52, 53] (necessitated by 
the retrospective design of the study) and subsequently 
selected by a radiology resident. Each mass was then 
classified via a three-way attending radiologist consensus 
using Bosniak Classification version 2019. The resultant 
larger proportion of Bosniak I and II masses was a goal of 
the revised classification.

We obtained a 257 patient cohort and performed tenfold 
cross validations. We could not perform validation on an 
entirely separate set of masses due to a practical constraint; 
we had a relatively the small number of Bosniak IIF, III, and 
IV masses in our cohort. Therefore, we applied a tenfold 
cross validation which is an established method to validate 
the performance of a machine learning model in cohorts of 
limited size. We plan to test the performance of the algo-
rithms on a separate, larger cohort of masses in the future.

Another limitation was that the texture analysis was based 
on a single axial CT image. Although the image was chosen 
to portray the feature associated with the highest Bosniak 
classification, a volumetric texture analysis would be more 
likely to capture all features pertinent to the Bosniak classi-
fication. However, drawing the ROIs around each image and 
the computations necessitated by such a machine learning 
algorithm would be time consuming, more computationally 
challenging, and thus not currently feasible for everyday 
clinical practice. We believe that the use of a single image 
that demonstrated the highest Bosniak class was a reasonable 
approach, and ultimately showed high discriminatory value 
in distinguishing benign cystic renal masses from potentially 
malignant ones. Future work could compare single image 
and volumetric analyses. A related limitation regarding tex-
ture analysis is that a single radiologist placed an ROI over 
the entire mass, and not a specific region that encompassed 
a feature described in the Bosniak classification (e.g., thick 
septa, enhancing nodule). We believe that using a standard 
ROI that encompassed the entire mass minimized the inter-
reader variability that would result from having to select 
specific regions within each mass.
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This study could represent the first of several steps in use 
of a CT texture-based model for cystic renal mass characteri-
zation. While our study used common texture features avail-
able in a commercial software to allow for higher reproduc-
ibility across different sites, future work will employ deep 
learning to assess the discriminatory potential of a multitude 
of higher order texture features. This CT texture-based tech-
nique could also be applied to pathological outcomes instead 
of Bosniak classification to determine if a lesion is benign 
or malignant.

In summary, a CT texture-based machine learning algo-
rithm demonstrated high discriminatory capability in strat-
ifying cystic renal masses as benign (Bosniak I, II) from 
potentially malignant (Bosniak IIF, III, IV), and if validated, 
may aid in reducing the interreader variability in characteriz-
ing cystic renal masses. Since nephrographic phase images, 
as opposed to non-contrast and excretory phase images, most 
closely resemble portal venous phase images, future studies 
could attempt to validate this algorithm on portal venous 
phase CT scans on which many renal masses are often ini-
tially detected.
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