Analytical and Bioanalytical Chemistry (2019) 411:3477-3495
https://doi.org/10.1007/500216-019-01824-z

RESEARCH PAPER

®

Check for
updates

On the spectroscopic examination of printed documents
by using a field emission scanning electron microscope
with energy-dispersive X-ray spectroscopy (FE-SEM-EDS)
and chemometric methods: application in forensic science

Neha Verma'? . Vishal Sharma’
Sundeep Chopra®

- Raj Kumar' - R. Sharma? - M. C. Joshi® - G. R. Umapathy® - Sunil Ohja® -

Received: 12 January 2019 /Revised: 22 March 2019 /Accepted: 1 April 2019 /Published online: 15 May 2019
© Springer-Verlag GmbH Germany, part of Springer Nature 2019

Abstract

The detection of computer-generated document forgeries has always been a challenging task for forensic document examiners
(FDE). With the aim to support the examination processes, Schottky field emission scanning electron microscopy with energy-
dispersive X-ray spectroscopy (FE-SEM-EDS) is explored as a recent tool to analyze black toners obtained from laser printers
and photocopier machines. Forty samples each from the laser printer and photocopier machines are procured and studied for
morphological features, elemental profile, and multivariate analysis. The acquired SEM images and spectra are evaluated to
discriminate and classify the toners having a different source of origin. Multivariate analysis is applied to develop a model of
classification to successfully classify the printed documents on the basis of the similarities and differences in their composition.
Hierarchical cluster analysis (HCA) discriminates the printouts in the forms of groups based on their chemical composition. The
laser printer and the photocopier printed documents are grouped into 11 and eight clusters, respectively, based on their elemental
composition. Cross-validation is further conducted to assess the capabilities of developed principal component analysis (PCA)
and linear discriminant analysis (LDA) models for the examination of printouts from unknown origin.
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Introduction

- - — Computer-generated and photocopied documents are usually
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forged by means of text insertion, text manipulations,
substitution/addition of a page, or creation of a new fraudulent
document altogether. In the today’s era of technology, it is not
uncommon for forensic document examiners (FDE) to receive
questioned documents with such kind of alterations for the
examination and identification of the source, authorization,
authenticity, and integrity purposes. These questioned docu-
ments may vary from general documents like school or uni-
versity mark sheets, medical certificates, identity proofs, lease
documents, wills, and property agreements to documents of
interests for homeland security like counterfeit currency and
forged passports and visas [1].

The availability of a large number of printers, photo-
copiers, and scanning devices in today’s market allows the
fraudsters to create duplicate documents carrying identical
features with almost no defects to be caught by the naked
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eye making the examination of questioned documents
more challenging and forgeries harder to detect. The
printing market is basically led by inkjet, laser printers,
and multifunction devices, where inkjet printers use liquid
inks while laser printers and photocopiers use dry toner
powders to perform the task of printing. However, toner-
based printing has dominated the market due to its cost-
effectiveness, ease of use, fast speed, and good-quality
printing. The toner ingredients are put together to form
complex powders that remain well-matched with the indi-
vidual cartridge, printer, image development process,
charge transfer, and fusing method [2]. The various laser
printers and photocopier machines irrespective of their
make and model share a common principle of electropho-
tography with very minute differences. The use of a dis-
tinctive combination of the components in printing inks/
toners is usually done with the aim of generating possi-
bilities to distinguish formulations among same and dif-
ferent sources. Also, the continuous changes in the formu-
lation are done to enhance the properties of toner to obtain
high-resolution images with better quality and less edge
roughness. Therefore, the authenticity of the questioned
document may be verified by analyzing it with physical
(microscopy) or chemical methods to know the probable
source of printing [3-5].

Toner powders are basically a complex mixture of particles
of 8 to 10 um in size composed of polymers/resins to bind the
pigments to the paper with thermal fusing with presence of
dye or pigment to provide color, charge control agents are
added to manage the charge characteristics, surface additives
impart good flow properties to toners, metal nanoparticles or
surfactants act as dispersing agent, and wax prevents the ad-
hesion of toner to the rollers during fusing [6, 7]. The presence
of a variety of elements in toner powders as driers, charge
control agents, additives, pigments, and dyes is done to pro-
vide definite properties to the toner related to dryness, flexi-
bility, gloss, and color [8].

The manufacturing of these toners can be achieved either
by conventional pulverization or by more recent chemical
methods [9]. The resulting properties of the toner vary with
the uniformity in the constituents, particle size and particle
shape distribution, and method of preparation [10]. Because
of these reasons, toner powders from different origins have
different physical and chemical properties. Over time, at-
tempts have been made to study the composition of toner
powders by different chromatographic and spectroscopic
methods to identify the source of questioned documents.
Researchers have demonstrated the utility of methods like
pyrolysis gas chromatography (Py-GC) [11, 12], UV-Vis
spectroscopy (UV-Vis) [13], infrared spectroscopy (IR)
[14-19], Raman spectroscopy [20, 21], and X-ray fluores-
cence (XRF) [18, 22] in the analysis of composition of toners
in the past.
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However, recent studies have shown the capabilities of
direct analysis in real-time mass spectroscopy (DART-MS)
[23, 24], scanning electron microscopy-energy-dispersive X-
ray spectroscopy (SEM-EDS) [17, 25-29], laser ablation in-
ductively coupled plasma mass spectroscopy (LA-ICP-MS)
[29-32], and laser-induced breakdown spectroscopy (LIBS)
[32-34] in providing comprehensive and rapid analysis for
inks/toner chemical profile with little to no damage of the
questioned document. The studies have evaluated the perfor-
mance of elemental detection in gaining the evidential value
for the discrimination of printed questioned documents.

In earlier works, Trzcinska utilized various analytical
methods to evaluate their discrimination potential for identifi-
cation of the source of the questioned document. The element
profile of toner was studied with SEM-EDX along with poly-
meric composition with FTIR. The peak integral ratio for
common elements (C, O, S, Si, P, Al) was calculated and
differences among these for various toner samples were re-
corded to achieve significant differentiation for forensic pur-
poses [17]. Similar studies were also conducted by some re-
searchers [26, 27], where the utility of SEM-EDX in the char-
acterization of toners was compared with that of FTIR.

In another study, the author successfully classified black
toner samples with results obtained from XRF and FTIR.
The combined information obtained could discriminate
95.8% of the total sample pairs, whereas only 90.8% sample
pairs could be discriminated utilizing only the XRF data. The
elemental profile showed the presence of iron (Fe) as the
dominant element followed by the presence of sulfur in almost
all samples [18].

The demonstration of a two-tier method consisting of X-
ray fluorescence (XRF) and laser-excited plume fluorescence
(PLEAF) for multi-element analysis toners was performed by
Po-Chun Chu et al. The technique PLEAF was able to gener-
ate 3D elemental mapping in the toner samples along with the
sequence of printing in case of overprints unlike that of XRF.
Statistical tools like k~~-means and principal clusters were also
applied to obtain correct identifications [22].

Trejos et al. [24] evaluated the performance of five
major analytical methods, i.e., SEM-EDS, LA-ICP-MS,
DART-MS, FTIR, and Py-GC-MS, to determine the poly-
meric as well as elemental differences in the toners of
different origins. The study presented the usefulness, lim-
itations, and error rates of the techniques with their po-
tential of discriminating samples on the basis of their or-
igin. Furthermore, the classification and comparison capa-
bilities of PLS-DA and KNN algorithms were tested to
perform the search assess from the database by calculating
the magnitude of the similarities between the test sample
and the existing samples in the database.

Egan and his colleagues explored the usefulness of in-
frared spectroscopy to analyze toners by creating a search-
able spectral library. It allowed the samples from the same
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sources to be matched with high accuracy. The results
were then analyzed with multivariate analysis to discrim-
inate samples into distinct groups. 95.81% of total sam-
ples were correctly classified with the help of linear dis-
criminant analysis (LDA). Furthermore, the study was ex-
panded to detect the presence of elements in toner sam-
ples with the help of SEM-EDS and Py-GC-MS and ap-
plying cluster analysis and principal component analysis
(PCA) on the dataset. The results confirmed that the use
of R-A IR, SEM, and Py-GC/MS may help forensic doc-
ument examiners to obtain a substantial amount of infor-
mation regarding the probable origin of the questioned
document [25].

In another study, Trejos et al. conducted a series of
characterization on black toners utilizing laser-based
methods and SEM-EDX to compare their discrimination
capability. The tests were further evaluated with statistical
methods like analysis of variance (ANOVA) with Tukey’s
post hoc test and PCA. The results showed that although
SEM-EDS has the dual advantage of providing image char-
acterization along with elemental analysis, its utility for
discrimination within various sources remains inadequate.
However, both the laser-based methods (LIBS and LA-
ICP-MS) gave an improvement in the results by producing
89% and 100% discrimination respectively among toner
samples of different sources [28].

Furthermore, the research group used SEM-EDS and
LA-ICP-MS to determine the correct association rate
among different toner samples and the individual tech-
niques’ potential to discriminate samples from a same or
different source with false inclusion and exclusion rates.
The study showed that the results obtained by SEM-EDS
towards discrimination of toners were complementary to
those acquired by LA-ICP-MS. SEM-EDS was shown to
have many advantages like its dual capability of providing
discrimination on the basis of particle morphology as well
as with elemental composition. The elements are collected
only from the layer of toner present on the surface without
any interference from the paper unlike that of LA-ICP-
MS. Moreover, the elements with a polyatomic interface,
for example, '°0,*, “N'30*, N0 H,*, SN'S0'H*,
and '°0'®0", were analyzed more efficiently with SEM-
EDS [29].

Szynkowska et al. studied the isotopic composition of
toners for discrimination and characterization by utilizing
inductively coupled plasma time-of-flight mass spectrom-
etry (LA-ICP-TOF-MS). It was shown that the data ac-
quired can be further analyzed with chemometrics and a
minimum set of elements that have the most discriminat-
ing power can form the basic identifying source of the
toner. Moreover, the mass spectrum for the colored toners
included in the study enabled clear isotopic distinction
among toners of different origins [30].

More recently, LIBS and LA-ICP-MS have shown to
possess great advantages to forensic scientist, i.e., im-
proved detection limits, the speed of analysis, ease of
operation, high accuracy with minimal damage to the
sample, and superior sensitivity and specificity [31].
Subedi et al. examined toner samples by utilizing a tan-
dem LIBS/LA-ICP-MS approach where the combination
includes rapid screening and confirmation of the elements
for the characterization of toner samples originating from
different manufacturing sources. The author concluded
that the tandem mode minimizes the limitations of the
individual method and provides a more comprehensive
and illustrative chemical characterization. Furthermore,
the combined method of analysis generates accurate re-
sults in less time with an injection of small amount of
sample as compared with the two separate tests, which
is one of the basic requirements in real-world forensic
cases [32].

Lennard and his group successfully assessed the varia-
tion in the elemental composition across the toner samples
of different origins with the help of LIBS and LA-ICP-
MS, by selecting the peak ratio for the element emission
lines for the purpose of discrimination. The principal
component analysis accounted for 99.5% of the variation
in the data for the toner analysis along with 97.4% and
98.4% discrimination for 3-sigma criterion and ANOVA
with Tukey’s post hoc test respectively when compared
with LA-ICP-MS. The author suggested that the LIBS
method provides good discrimination powers for toner
samples and can be adopted as a routine method for the
examination of questioned documents [33].

Metzinger et al. investigated the potential of single-
shot laser-induced breakdown spectra (LIBS) using statis-
tical evaluation including linear correlation and the sum
of squared deviations and overlapping integral along with
multivariate curve resolution-alternating least squares
(MCR-ALS) combined with classification tree and dis-
criminant analysis (DA). It was shown that the MCR-
ALS/DA method gave 83.3% accurate results for classifi-
cation of printing source utilizing spectrum obtained by a
single shot of laser. However, the best discrimination re-
sults were obtained in the UV range of the instrument; the
authors suggested that the same can be enhanced by in-
creasing the number of laser shots while minimizing the
contribution of paper during analysis [34].

The goal of the current study is to evaluate the perfor-
mance of Schottky field emission scanning electron mi-
croscopy with energy-dispersive X-ray spectroscopy (FE-
SEM-EDS [Jeol JISM-7610 F]) in discrimination and clas-
sification of black toners obtained in the form of printouts
from laser printers and photocopiers of various origins on
the basis of topographical properties (particle shape, size,
and distribution) and constituent elemental profile. The
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proposed method could help FDE to generate both quali-
tative and quantitative results simultaneously in a most
simplified and accurate way. The expediency of using
FE-SEM over other methods is its quasi-nondestructive
nature with the facility of an in-lens Schottky field emis-
sion electron gun which delivers a probe current of ten
times than that of the conventional field emission electron
gun (FEG). The combination of in-lens with a low-
aberration condenser lens (ACL) enables the efficient col-
lection of the electrons which further improves the reso-
lution of the image. The gentle beam (GB) mode in FE-
SEM allows the reduction in the landing voltage of the
electrons just before they strike the specimen. This is nec-
essary to knock out electrons only from the layer of the
toner (which is usually 20 to 95 um) to avoid interference
of elements from the paper. Also, the effects of heat
which may cause undesirable changes to the nature of
toners are also reduced with the deceleration of electrons.
All these features make Schottky FE-SEM an attractive
tool for the examination of computer-generated
questioned documents. Furthermore, this study is expand-
ed to classify the samples by using multivariate functions
to achieve significant conclusions. The study design can
also be applied to exhibits from other fields of forensic
science to achieve notable discrimination and
classification.

Materials and methods
Sample collection

The print sample sets are collected from 40 different
sources each for laser printer and photocopier machines
on white A4 size papers (CEDAR manufacturer) with
100 grams per square meter (GSM) weight. Five repli-
cate samples from each source are printed with uniform
settings like resolution, orientation, and mode of printing
throughout the study. The printouts are obtained in the
form of lines and text and no appreciable differences are
seen. Gloves are worn at the time sample collection and
all samples are stored in a sealed envelope at the same
environmental conditions to minimize the extent of for-
eign contamination. The details about the printer/
photocopier brand, model, cartridge type, usage, and
date of collection are noted carefully by the authors.
The samples printed from laser printers (L) are num-
bered from L1 to L40 and those of photocopier ma-
chines (P) are numbered from P1 to P40. Table S1 in
the Electronic Supplementary Material (ESM) shows the
printed samples and their source of origin included in
the present study.
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Sample preparation

The sample preparation for the analysis of both printed
document toner samples and pressed toner pellets is min-
imum and simple.

Printed document samples

Each printed document sample has five replicates and
each replicate is cut into five individual segments. These
printed segments are fixed on the top surface of the stub
with the help of carbon tape. Usually, when electrons
(negatively charged species) hit the surface of the sam-
ples, some of them get reflected, some produce secondary
electrons, and some get absorbed. The absorbed electrons
then interfere with the trajectories of incoming electrons,
causing blurring of the image. In order to avoid these
situations, samples are generally coated with platinum,
gold, or platinum-gold alloy to inhibit charging, improve
imaging, and reduce thermal damaging of the samples. It
is noteworthy that the presence of carbon is expected in
most of the toner samples; therefore, coating samples with
carbon is not preferred in the present study. Thus, the
samples are exposed to platinum for 60 s to form 2-nm-
thick layer of platinum on the top surface before analysis.
Ten blind samples from unknown source of origin to the
author are also prepared in a similar manner for the pur-
pose of cross-validation studies.

Pressed toner pellets

Dry toner powders are extracted from cartridge bins of
few printers and photocopiers to make toner pellets to
perform the comparative analysis with that of the printed
documents. It is done to ascertain if any change in the
chemical composition/morphology of the toner occurs
due to thermal fusion of toners to the surface of paper.
The hydraulic press is used to apply a uniform pressure of
8 tones/cm” on 0.2 g of toner powder to make pellets of
8 mm diameter and 1+0.07 mm thickness. These pellets
are also fixed on top of the stub with the help of carbon
tape and coated with platinum in a similar manner as that
of printed document samples. However, considerable dif-
ferences in morphological features of pressed pellet toner
samples and printed document samples are observed with
no appreciable differences in the chemical composition of
the toners are seen.

FE-SEM-EDS

The Schottky Field Emission Scanning Electron
Microscope Jeol JISM-7610F (Japan) with EDAX detector
(AMETEK, USA) is used for imaging and element
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detection of samples in the present study. The TEAM™
Software Suite allows spectrum collection and performs

characterization of samples. The optimized parameters are
as follows:

Magnification Accelerating voltage Working distance

Probe current

Low vacuum Scan rate Detector

%1000 15 keV 19 to 20 mm

6 A

5x107* Pa 200 s Secondary electron and

backscattered electron, EDAX

The repeatability of this method is studied by analyzing the
printed samples from laser printer and photocopier respective-
ly from five different locations. The repeatability of the tech-
niques is determined by exactly superimposed spectra of five
scans of a sample as shown in ESM Fig. S1. Similar types of
results are obtained for chemical homogeneity testing of
printed samples by analyzing one sample five times which
resulted in +0.002 standard deviation in the weight percent
values.

Statistical analysis

Qualitative examination on the dataset is accompanied by
multivariate analysis to predict groups of the printed samples
having similar spectral properties or elements. However, the
information in the datasets is large and complex in nature.
Therefore, in order to minimize the difficulty in interpreta-
tions, the data in the present research is normalized before
analysis. Baseline correction is done by inbuilt SEM software.
All statistical analysis is performed by using Microsoft Excel
2010 and IBM SPSS 20.

The use of statistical analysis in the present study involves
the extraction of useful information from large datasets by
utilizing clustering algorithm, principal component analysis
(PCA), and linear discriminant analysis (LDA) statistical
methods. These methods construct a model based on the
known samples to predict classes for the unknown samples.

Cluster analysis

Cluster analysis (CA) is a descriptive data analysis technique
applied to multivariate datasets to uncover the structure pres-
ent in the data. CA is a valuable tool where no prior knowl-
edge about the dataset is available. It is a type of unsupervised
classification, where clusters are formed by evaluating simi-
larities and dissimilarities between the objects occurring in the
data. It evaluates the similarity between samples by measuring
the distances between them, for instance, samples with simi-
larity will come to lie close to one another forming one cluster,
whereas samples with dissimilarity will lie far from each other
forming another cluster.

Thus, the cluster is a collection of objects which are
“similar” between them and are “dissimilar” to the objects
belonging to other clusters. The similarity between the clusters
is calculated by measuring the distance between them, i.e., the
shorter distance points towards the large similarity among the
clusters. In general, the Euclidean distance is considered as the
best choice for the distance metric, because the distances be-
tween the samples can be computed directly between two
corresponding values. Data clustering can be of either hierar-
chical or partitioned type. Hierarchical algorithms find succes-
sive clusters using previously established clusters, whereas
partitioned algorithms determine all clusters at a time.

Hierarchical clustering The hierarchical method (HCA) of
clustering follows the reverse procedure where it begins with
a single cluster consisting of all observations, forms next clus-
ters, and ends with as many clusters as there are observations.
The resultant number of clusters and characteristics of each of
them are determined during the analysis. Various distance
measures exist to determine which observation is to be
appended to which cluster. Different distance metrics can be
used to calculate this similarity, the Euclidian distance being
the most common and is used in the present study [35-37].

Principal component analysis

Principal component analysis (PCA) is the most extensive
unsupervised method for compression and visualization of
data. The basic goal of PCA is to retain most of the variation
that is present in the given dataset by reducing the dimensions
of a large number of interconnected variables to a set of new
orthogonal features, called as principal components (PCs). In
simple terms, PCA is a method employed for data reduction
where new variables are calculated from linear combinations
of the original variables. Every new PC in the dataset explains
a part of the data variance not described by the previous ones.
Thus, the first principal component explains the maximum
information from the dataset followed by the second PC and
so on. Also, only those PCs whose eigenvalue is > 1 are se-
lected in the final analysis.

This method offers a visual representation of the relation-
ship between samples and variables, as well as an insight into
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the way of how the measured values contribute to the similar-
ity respectively to the differences of samples. This makes the
PCA technique well suited for multivariate data visualization
and interpretation. The original matrix X is decomposed by
means of PCA and replaced by 7 and P. The model has the
following equation:

X =1P" (1)

In this, T is called scores and has as many rows as the
original data matrix and P is called loadings and has as many
columns as the original data matrix, and the number of col-
umns in the matrix 7 equals the number of rows in the matrix
P [38-40].

Linear discriminant analysis

The linear discriminant analysis (LDA) is the most widely
used supervised pattern recognition technique. The fundamen-
tal principle behind LDA is to maximize the ratio of between-
class variance and minimize the ratio of within-class variance.
LDA helps to build a mathematical function to reduce com-
plex data in the form of variables to new composite dimen-
sions called canonical functions. These canonical functions
contain the overall useful information required to predict the
separate classes for the samples.

LDA elucidates the dissimilarities among predefined
groups of the sample to the greatest extent and develops a
model that predicts the group membership of unknown sam-
ples [35, 40, 41] based on their characteristics whereas PCA
reduces a large number of interconnected variables in a dataset
to few new principal components (PCs). Although the new
PCs formed are unrelated to each other and explain the vari-
ability in the dataset, the maximum separation among the
samples is achieved by performing LDA.

Discriminating power

It was first evaluated by Smalldon and Moffat [42] and de-
fined as

_ Total number of discriminated sample pairs

DP = 100
Total number of possible sample pairs

(2)

The idea of using discriminating power is to differentiate
the pair of samples on the basis of their qualitative (visual)
features. The discrimination in the printouts is achieved by
making classes of samples on the basis of differences in their
elemental composition as shown in the EDS spectra.

Sample paired ¢ test is also used to check to differences in
two closely placed printed samples in the scatter plot. It is a
common statistical test used for comparing the means of two
independent or paired samples.
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Results and discussions
Characterizations of toner from printouts

The FE-SEM-EDS analysis of printed samples reveals the
presence of inorganic/organic elements like carbon (C), oxy-
gen (O), aluminum (Al), silicon (Si), calcium (Ca), iron (Fe),
zinc (Zn), copper (Cu), sodium (Na), magnesium (Mg), chro-
mium (Cr), potassium (K), manganese (Mn), cobalt (Co), ti-
tanium (Ti), nickel (Ni), chlorine (Cl), cesium (Cs), scandium
(Sc), and sulfur (S). Some of these elements like C, O, Al, Si,
Fe, and Ca are common among most of the samples from
various sources but the differences in the weight percent of
all these elements are present across samples. The variability
in weight percent of the elements is studied to observe the
qualitative/quantitative differences in the printouts. The ele-
mental composition in the data is obtained by the system soft-
ware in the form of weight percent [43] which is the weight of
that element measured in the sample divided by the weight of
all the elements in the sample multiplied by 100 while utiliz-
ing ZAF corrections (where Z = atomic number, A = absor-
bance, and F = fluorescence). The calculations of the weight
percent are done by the system software.

The elements present in the laser and photocopier printed
samples are represented in Fig. 1. It shows the distribution of a
range of elements in printed documents of both laser printers
and photocopier machines. The different colors in this figure
(a and b) are used as a measure to depict the presence of
elements in accordance with their weight percent in the laser
printer and photocopier machines respectively. For example,
in Fig. 1a, red color shows the presence of carbon (C) as a
dominant element in the samples L18, L20, L22, L.26, and
L39. Iron (Fe) is the dominant element in the samples L5,
L21, L25, L27, and L32 whereas L33 has no carbon and iron
as a constituent element but has presence of elements like O
(58.78 wt%), Ca (17.84 wt%), Si (11.83 wt%), Al (7.51 wt%),
Zn (1.3 wt%), and Cu (2.4 wt%). The laser printer printed
samples .24, .31, and L34 have no carbon in their composi-
tion but have O as a dominant element with small concentra-
tions of Fe. Similarly, in Fig. 1b, all the samples irrespective of
their source of origin contains carbon as a dominant element
with an exception (P39) where calcium is acting as a dominant
element (55.91 wt%). Although the absence of iron is seen in
some samples (P1, P9, P13, P32, P33), two photocopiers
printed samples P18 and P19 show the presence of consider-
able amount of titanium (10.25 and 8.11 wt% respectively).
The samples P3, PS5, P11, P12, P16, and P18 have carbon,
oxygen, and iron as major elements with the presence of other
elements like calcium, silicon, magnesium, copper, and zinc in
small proportions. The elemental profile of the printouts is
dependent on their role in the manufacturing process along
with the desired physical and chemical properties of the
printed samples.
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Fig. 1 a, b Distribution of elemental profile in laser printer and photocopier printed samples respectively

The presence or absence of elements in toners is dependent
on the variety of ingredients added in the powder mixture to
obtain specific physical and chemical properties. Among the
other common constituents, carbon black is added to serve a
variety of applications that include coloration, dispersion in
resin, and electrical resistivity for charge control properties,
suitable particle size distribution, and viscosity for optimum
print quality [44]. Besides carbon black, several other materials
can be used to make the toners appear black and replace carbon
black as a major constituent. Magnetite which has a typical
black color is often used to regulate magnetic properties of
the toners, but the concentration in which it is added is so high
that seldom does the need for any additional pigment arises.
Therefore, few toners do not contain any traces of carbon black
but have a maximum contribution of magnetite [45].

Few studies have shown the presence of charge control
agents like nigrosine as black pigments and their use in toners
may replace carbon black effectively. Also, there are other col-
oring agents like aniline black, furnace black, and thermal black
which may be added to impart a black color to the toner. Charge
control additives are used for both positive and negative charg-
ing applications. For example, quaternary ammonium salts give
positive application whereas metal complexes and fumed silica
are found to be effective in negative applications [46]. Fumed
silica is added to impart multiple properties to the toner such as
improved flow properties, hydrophobicity and toner transfer
from the photoreceptor to the paper by lowering adhesion,
and charge stability between the toner and the carrier mixture.

Other additives like waxes are added to avoid adhesion of
the toner to the roll during the process of fusing. The presence
of elements like Mg, Zn, and Cu and their combinations thereof
may be present in the form of water-soluble metal salts or as an
inorganic cationic coagulant to serve as aggregating factors or

flocculants. These are added to the toner mixture during prep-
aration at a temperature below the glass transition temperature
of the resin or polymer. Blade cleaning is enhanced by blending
surfactants and lubricants like zinc stearate, magnesium stea-
rate, and calcium stearate to the surface of the toner [47].

Discrimination of printed documents
Morphological comparison of toners

The samples in the present work are examined with SEM
imaging to study the morphological features like size, shape,
and distribution of toner particles from different sources.
Previously, it has been shown that these features are dependent
on the process of manufacturing the toner powders [10]. The
most commonly used method is the conventional pulveriza-
tion but this process creates toner particles of nonuniform
sizes and distribution resulting in poor machine performance
with a lack of good-quality printouts. With the goal to deliver
the desired performance, the toner particles are optimized with
more recent methods like chemical polymerization, emulsion
aggregation, dispersion polymerization, and chemical milling
[48, 49]. The SEM images of some samples from different
origins both from the printed sample and dry toner powder
pellets are shown in Fig. 2.

This figure depicts the representative SEM images of toner
particles both from laser printers and photocopier machines.
The contrast in the developed images varies with the differ-
ences in the texture of the print. These images are used to
study the topographical features of the toner particles like
shape, size, and distribution. The shape of the particle in these
images varies from regular spheres to irregular spheres with
the diameter of the range of ~ 6 to 10 wm as shown in Fig. 2a—
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Fig. 2 a—d Morphology of toner particles in pressed pellet samples. e, f Morphology of aggregated particles in the printed document samples

d respectively. It should be noted that the observed average
particle size of the photocopier toners is less than that of laser
printer toners. The shape and the size play a significant role in
determining electrostatic properties, flow performance, and
toner adhesion which further affect the quality of printing.
The particle aggregation in printed samples is observed when
high pressure and temperature are applied to fix the toner
powder on the surface of the paper and is shown in Fig. 2e
and f. Although all such findings may help the forensic doc-
ument examiner to differentiate the printed matter either on a
single-page or on a few multipage questioned document, in
which the morphological differences of the printed toner may
point towards the forged nature of the document, however,
these findings alone may not allow the examiner to identify
the source variability in questioned documents where exami-
nation of a large number of printouts is under consideration
and hence, such analysis requires some alternate methods.

Statistical classification using paired sample t test

In the present study, the morphological differences are observed
between laser printer and photocopier printed samples. These
morphological features, i.e., shape, size, and the distribution of
particles in particular sample, proved useful to differentiate
samples between laser printer and photocopier as a source of
printing. The mean size of particles in the case of laser printers
is found to be more than that of photocopiers and the samples
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are further studied with the help of statistical methods to
achieve classification among the two different sample sets.

The particles are studied for their mean sizes and classifi-
cation based on morphological features is achieved utilizing
paired ¢ test. The sample paired ¢ test [50] is used to observe
whether any difference is present in the mean values of aver-
age particle sizes of laser and photocopier printout toners.
Generally, it compares the mean of two related groups of the
values to zero. The output of the ¢ test is presented in ESM
Table S2. The obtained p value for both the pairs is 0.00 which
resulted in a rejection of the null hypothesis, i.e., both groups
have a different particle size of toners after the printing. Again,
no correlation (» =—0.065) with non-significant p value
(0.786) is observed in the mean values of these two groups.
Thus, laser printer and photocopier printouts are statistically
different from each other. Moreover, these groups also show
characteristic elemental profiling, and hence, these groups are
differentiated morphologically, chemically, and statistically.

However, it is observed that the use of morphological fea-
tures to classify samples within a same set of samples (within
sources of laser printers or photocopiers individually) is chal-
lenging due to the presence of particles of different sizes with-
in a same sample.

Elemental profiling of toners from printed documents

Furthermore, the average concentration (weight percent) of
each element is calculated and elements like C, O, and Fe
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Table 1 Average weight percent of different elements in laser printers and photocopiers in the printed documents included in this study
Laser printer printouts Photocopier printouts Inferences
Element Average wt% Element Average wt%
C 34.22+22.49 C 59.45+15.88 The average weight percent of carbon, oxygen, and iron is more in photocopier
printed samples unlike that of laser printer printed samples.

The large values of standard deviation in the case of C, O, Ca, Si, and Al elements is
because of their absence in some of the printed samples procured from laser printers
and photocopier machines.

(0] 30.61+14.26 (6] 20.40+5.88
Al 0.97+1.68 Al 0.38+0.32
Si 2.30+£2.52 Si 1.03+0.55
Ca 4.89+8.26 Ca 3.92+8.44
Fe 2488+17.56  Fe 13.12+12.43
Zn 0.33+0.39 Zn 0.28+0.24
Cu 0.73+0.58 Cu 0.48+0.30
Na 0.17+0.69 Na 0.03+0.07
Mg 0.08 +0.46 Mg 0.07+0.10
Ti 0.05+0.09 Ti 0.50+2.00
Mn 0.03+0.07 Ni 0.06+0.19
Cr 0.09+0.36 Mn 0.17+0.42
Cs 0.01+0.05 Cr 0.01+0.03
Co 0.02+0.09 Co 0.01+0.05
K 0.02+0.7 P 0.01+0.09
Cl 0.02+0.8 Cl 0.03+0.05
Sc 0.004+0.02 S 0.01+0.09

S 0.01+0.07

are found to contribute maximum towards the toner composi-
tion followed by Ca, Si, Al, etc. as shown in Table 1. Although
the samples from both the laser printers and photocopiers fol-
low the same trend of average elemental concentration, the
amount in each set varies drastically.

The elemental profile of toners is studied in the current re-
search and the obtained spectra of laser printer and photocopier
printed documents are shown in ESM Figs. S2 and S3. For
example, the common elements in ESM Fig. S2 (a) are C, O,
Al, Ca, Si Mg, and Cr; in ESM Fig. S2 (b), samples contain C,
0, Al Ca, Si Mg, and Cr with additional elements like Mn, Na,
Ti, and Cu; and ESM Fig. S2 (c) contains one more additional
element, i.e., Zn, along with the above-mentioned elements. The
similarity in the features of printouts from the same source arises
due to the presence of common elements whereas ESM Fig. S2
(d) shows the presence of elements in printed samples from a
different source of origin. Similarly, ESM Fig. S3 shows the
elements present in photocopier printed samples of the same
origin (ESM Fig. S3 (a), (b), and (c)) and from different origins
(ESM Fig. S3 (d)). The differences and similarities among sam-
ples of the same and different sources can be well studied from
these figures. The printed document samples vary in their ele-
mental makeup, hence giving differences to their physical and
chemical properties. These differences in the properties are re-
sponsible for variations in their surface morphology like particle
size, particle shape, and particle size distribution and can be
studied by imaging of the printed samples.

Peak to peak comparison

The visual discrimination in the printed samples is analyzed by
comparing the presence of elements/peaks at particular energy in
all the samples called “peak to peak” comparison. The peak to
peak comparison is convenient to perform with the help of a
table which indicates all peaks observed in all toner spectra in
one frame. The presence/absence of the elements is evaluated
and the samples are grouped based on their similarities and
differences in the elements as shown in ESM Tables S3 and
S4. These groups are only formed in order to predict discrimi-
nation among various printed documents on the basis of visual
inspection of their spectra obtained by SEM-EDS analysis.

It is shown in ESM Table S3 that among total pairs of laser
printer printed samples, 25 sample pairs could not be discrim-
inated because of the large similarity in their visual features
(presence/absence of elements). Hence, it is possible that the
similar types of chemical composition might be used during
the process of manufacturing of the toner powders resulting in
similar peak appearances in the printed samples. Similarly, in
ESM Table S4, the total set of photocopier toner contains 37
sample pairs that remain non-discriminated by the peak to
peak comparison of their spectral features. Therefore, the dis-
criminating power achieved through the Smalldon and
Moffatt equation (2) is,

The total number of possible pairs are = 40 (39)/2 = 780 pairs.
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As 25 sample pairs have been not discriminated from each
other in laser printers, the total number of discriminated sam-
ple pairs was = 780-25 =755 pairs.

The DP for laser printer toners from peak to peak compar-
ison is =755 x 100/780 = 96.79%.

Similarly, the DP for photocopier toners from peak to peak
comparison is = 743 x 100/780 = 95.26%.

Again, the within—same source variability of Hewlett-
Packard (HP) laser printer toners and Canon photocopier
toners is calculated by Smalldon and Moffatt (2) equations.
In Hewlett-Packard laser printer, from 276 pairs of samples,
only 13 pairs remain undifferentiated. Similarly, in Canon
photocopier toners, from 171 pairs of samples, only 10 pairs
remain undifferentiated. Hence, a discriminating power of
95.29% and 94.15% are observed for both HP laser printer
toners and Canon photocopier toners respectively by the visu-
al inspection which is highly significant.

Thus, this method delivers overall 96.79% and 95.26%
discriminating powers for laser toners and photocopier
toners respectively. These results illustrate a good ability
of FE-SEM-EDS in the differentiation of printed samples.
This method is good for the investigation of smaller sam-
ple size. However, for a large group of samples, the peak
to peak comparison method has some limitations like
time-consuming and tedious and can provide biased re-
sults. Moreover, from a forensic perspective, 100% dis-
criminating power is advantageous and could be achieved
by applying multivariate analysis. Thus, a method based
on statistical modeling is required which provides fast,
accurate, and more objective results. In the present re-
search, the HCA algorithm and principal component anal-
ysis (PCA) which are more reliable and provide statistical
confidence in the outcome are utilized.

Discrimination by multivariate analysis

It is observed that some pairs of printed samples (both from
the laser printer toner and from the photocopier toner) are not
differentiated by the peak to peak comparison method. Here,
the task of discrimination is very challenging and could be
possible by utilizing multivariate statistical methods.
Therefore, the energy vs. counts/intensity dataset of laser
printer and photocopier printed samples from 1 to 15 keV is
subjected first to HCA in order to observe any clustering in the
print samples. Afterward, the results from HCA are validated
by k-mean clustering and PCA. This spectral region is selected
because it contains the maximum chemical information about
the toners. Various preprocessing in the dataset, e.g., normal-
ization and baseline correction, is used to decrease the differ-
ences caused by sample preparation and a varying amount of
toner during the printing process. The outcomes of HCA anal-
ysis are as follows:
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HCA algorithm represents an attempt to find good cluster-
ing in the dataset using a computationally efficient technique
[51]. First, take a closer look at the agglomeration schedule,
which displays the clusters combined at each stage and the
distances at which this merger takes place. The agglomeration
schedule is further used for the estimation of the number of
clusters to retain from the data. In the present work, this ap-
proximation is estimated by developing a scree plot [51, 52].
In this plot, the significant numbers of the cluster are deter-
mined by plotting the number of clusters against the distance
at which the printed samples are combined as shown in ESM
Fig. S4 (a) and (b). In this plot, a sharp rise (elbow rule) should
be noticed in the distance level and it is observed that there is a
sharp increase in distance took place at the 29th and 32nd
steps of laser printer and photocopier toner respectively. The
total number of clusters can be calculated by subtracting the
number of stages at which the maximum rise (elbow) in the
values is observed from the total number of stages. Thus, the
numbers of clusters in the datasets for laser printer and photo-
copier printed samples are 11 and eight respectively. However,
the distance-based decision rule does not work well in every
case. The result (number of clusters) is further validated by the
dendrogram plot.

In the output of HCA analysis, a tree-like graph, i.e., den-
drogram [51], is acquired which basically displays a rescaled
distance level at which there is a combination of printouts and
hence, clustering took place and is represented in Fig. 3a and b
for laser printer and photocopier printed samples respectively.
Vertical lines are objects and clusters joined together—their
position indicates the distance at which this merger takes
place. While creating a dendrogram, SPSS software rescales
the distances to a range of 0-25; that is, the last merging step
to a one-cluster solution takes place at a (rescaled) distance of
25. The rescaling often lengthens the merging steps, thus mak-
ing breaks occurring at a greatly increased distance level more
obvious. Despite this, it is often difficult to identify where the
break actually occurs. Thus, we have started with a large num-
ber of clusters and end with one single cluster in the agglom-
erative approach of HCA.

It is observed that most of the printed samples are grouped
into separate clusters and, hence, are distinct from each other.
After careful investigation, it is observed that all samples are
grouped into 11 and eight different clusters based on the rel-
ative agglomerative squared Euclidian distances for laser
printer and photocopier printed samples respectively. The re-
sults are further validated, e.g., for laser printed documents, by
re-analyzing the HCA clustering with a predefined range of
cluster solutions from 12 to 10 as observed in the dendrogram.
The outcome of this analysis is very promising, especially for
11 segment solutions. In this segment, the laser printed docu-
ments with similar spectral appearance are grouped into one
cluster whereas the printouts which are relatively unique in its
chemical composition are clustered individually. Similar kinds
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Table 2 Clusters formed by HCA

of various printed samples from Sr. Clusters  Samples Non-discriminated sample Discriminating
laser printers and photocopiers. No. pairs power
Clusters (i) to (xi) are from laser
printers and Clusters I to VIII are L. @ L-17,18, 19, 38, 39 10 89.10%
from photocopier 2. (ii) L-9,10,11,13,14,15,16,21,22 36

3. (iii) L-23,31 1

4. (iv) L-24, 26, 28, 33 6

5. ) L-25, 27, 29, 30,32, 34 15

6. (vi) L-2,3,4,5,6 10

7. (vii) L-1,7 1

8. (viii) L-12, 35, 36, 37 6

9. (ix) L-8 0

10. (x) L-40 0

11. (xi) L-20 0

12. I P-2,10, 17, 18,21, 22, 23, 45 86.92%

26,27,32

13. I P-11,28 1

14. I P-36, 37,38 3

15. v P-1, 15, 16,33,34, 40 15

16. v P-14, 20, 30 3

17. VI P-4 0

18 Vi P-3,6,12,13,19 10

19. VIII P-5,7,8,9,24,25,29,31,35,39 45

of results are obtained for photocopier printed documents.
Therefore, combined approaches of all the methodologies
confirmed that the datasets of laser printed as well as photo-
copier printed documents are divided into 11 and eight clus-
ters respectively which might contain similar printed samples
based on their chemical compositions.

Further, to ascertain which printed documents grouped un-
der which cluster, ~-means clustering is used with predefined
groups [51]. This method uses the within-cluster variation as a
measure to form homogenous clusters. Specifically, the pro-
cedure aims at segmenting the data in such a way that the
within-cluster variation is minimized. Based on predefined
clusters, the k&-means algorithm determines the center for each
cluster. Each printed document is then assigned to the cluster
center with the shortest distance to it. It is shown in Fig. 3a that
in laser printer printed samples, e.g., cluster (i) contained five
printed samples, i.e., L17, L18, L19, L38, and L39 and so on.
The maximum numbers of samples are grouped into cluster
(i1) which contains 9 laser printer samples. All 40 laser printed
samples are divided into 11 clusters based on a similar com-
position of toners in their respective clusters. Similarly, all
photocopiers printed samples are divided into eight clusters
on the basis of agglomerative distance and might contain sim-
ilar chemical constituent toners in the individual cluster.

In the case of laser printer printed samples, the total number
of non-discriminated sample pairs from all groups is calculat-
ed as 85 as summarized in Table 2. It shall be noted here that
out of these 85 non-discriminated sample pairs, 32 sample
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pairs belong to the common source of origin (HP). For exam-
ple, cluster (vi) and cluster (vii) contain 5 (L2, L3, L4, L5, L6)
and 2 (L1, L7) samples in each respectively and share a com-
mon source of origin. The other clusters like (i), (ii), (iv), (v),
and (viii) shown in the table have multiple samples but the
maximum samples in all these clusters again share their com-
mon source of origin. Cluster (iii) contains 2 samples each
from a different source. Similarly, the photocopier printed
samples have 122 non-discriminated sample pairs distributed
among 8 clusters. Cluster IT and III have samples belonging to
the same source of origin.

It is concluded from the aforementioned discussion that
most of the samples get differentiated by using HCA al-
gorithm except some grouped pairs of printed samples in
the same cluster. These pairwise samples might contain
similar chemical ingredients despite their morphological
textures and, hence, remain undifferentiated. Thus,
pairwise discrimination for both laser printer and photo-
copier printed documents provide 89.10% and 86.92%
discriminating powers respectively by using a clustering
algorithm.

This discrimination is further validated by the PCA meth-
od. Prior to the detailed PCA, two tests, i.c., Kaiser-Meyer-
Olkin (KMO) and Bartlett tests, are utilized to check the sam-
ple adequacy.

(a) Kaiser-Meyer-Olkin (KMO) test: The KMO statistic,
which can vary from 0 to 1, indicates the degree to which
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Fig. 4 Three-dimensional scatter plot among rotated component values of PC1, PC2, and PC3. a, b Laser printed document discrimination. ¢
Photocopier printed sample discrimination. d, e Cross-validation of laser printed documents

(b)

each variable in a set is predicted without error by the
other variables [51]. A value of 0 indicates that the sum
of partial correlations is large relative to the sum correla-
tions, indicating factor analysis is likely to be inappropri-
ate. A KMO value close to 1 indicates that the sum of
partial correlations is not large relative to the sum of
correlations and so factor analysis should yield distinct
and reliable factors. This test is performed to show how
much the dataset is appropriate for the factor analysis
[53, 54].

Bartlett’s test: Bartlett’s test is an inferential statistic
used to assess the equality of variance in different
samples [51]. Bartlett’s test of homogeneity of vari-
ance is based on a chi-square statistic with (k—1)
degrees of freedom, where k is the number of cate-
gories (or groups) in the independent variable. This
test is suitable to find the correlation between the
variables and also used to test the null hypothesis.
The variables will be adequate if the p value is less
than 0.05. This test is sensitive to check the normal-
ity. If the samples came from non-normal distribu-
tions, then the Bartlett test provides higher value or
non-significant values [53-55].

In the present research, the KMO test shows 0.91 and 0.89
for laser printer and photocopier printed samples and the
Bartlett test 0.00 for each respectively which are significant.
Hence, this data is adequate for PCA.

Discrimination of laser printer printouts The next step is to
check the total variance explained by all the PCs and to deter-
mine the significant number of adequate PCs. All the PCs
reveal 100% variance in the dataset. However, the first three
PCs explain the highest variance, i.e., 99.20% (PC1 =
56.43%, PC2=23.07%, and PC3 =19.72%), present in the
dataset. By the fourth PC, the eigenvalue fails to meet the
Kaiser Criteria [52]. The remaining 37 components hold only
0.80% of the total variance and hence are not much signifi-
cant. The similar type of result is obtained by using a scree
plot. In this plot, a straight line is obtained after the third PC.
As the first three components explain higher variance in the
dataset, these PCs are used for discrimination of printed sam-
ples via plotting a three dimensional scatter plot among their
rotated component values as shown in Fig. 4a.

This figure showed that most of the printouts are differen-
tiated significantly on the basis of their rotated component
values into four distinct groups, namely S1, S2, S3, and S4

@ Springer



3490

Verma N. et al.

22,00 — PC1 Factor Score
— PC2 Factor Score
PC3 Factor Score
17.00
> 12.00
=
[}
f=
3
= 7.00
2
c
3
° EROA A
2.00
-3.00
-8.00
T T T T T T T
0 2.01 4.02 6.03 8.04 10.05 12.06 14.07

Energy (keV)

Fig. 5 Regression factor score value plot among PC1, PC2, and PC3 of laser printed documents

respectively. However, some of the printed samples show in-
significant differentiation, especially in group S4. When S1,
S2, and S3 groups are removed from the final dataset and the
resultant data is used to plot a three-dimensional scatter plot of
samples belonging to group S4 only, the plot is able to differ-
entiate all samples as shown in Fig. 4b.

Altogether, among all samples, 11 pairs, i.e., L28-L33,
L27-L32, L5-L6, L10-L14, L9-L11, L17-L18, L17-L19,
L18-L19, L13-L15, L13-L16, and L15-L16, are either
superimposed or placed in close vicinity and might share
some common chemical constituents and hence show a close
resemblance with each other. Among these pairs of samples,
nine sample pairs are exactly superimposing with each other
(seven pairs, i.e., L5-L6, L9-L11, L10-L14, L17-L19, L13-
L15, L13-L16, and L15-L16, having a similar brand but dif-
ferent index number and two sample pairs, i.e., L17-L18, L18-
L19, have HP and Samsung origins). These sample pairs
might contain similar types of toners or similar chemical con-
stituents in their manufacturing process. All other sample pairs
are closely placed and examined by the paired sample ¢ test. It
should be noted that some of these samples also show a close
similarity in peak to peak comparison method as well as clus-
tering analysis. All other samples are significantly differenti-
ated from each other by multivariate PCA. Therefore, the dis-
criminating power achieved through the Smalldon and
Moffatt (2) equation is,

The total number of possible pairs are = 40 (39)/2 = 780 pairs.

As 11 sample pairs have been not discriminated from each
other, the total number of discriminated sample pairs was =
780—11 =769 pairs.

The DP of multivariate analysis comparison is = 769 x 100/
780 =98.59%.
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Thus, the discriminating power calculated by multivariate
analysis is higher than the discriminating power calculated by
the peak to peak comparison and clustering algorithm. The
results obtained through PCA are further evaluated by exam-
ination of closely placed printed sample pairs via paired sam-
ple ¢ test statistics. Basically, ¢ test statistics observed the dif-
ferences in the mean absorbance values between these pairs.
The obtained p value for all three pairs of samples is 0.00 each
at 99% confidence interval which resulted in a rejection of the
null hypothesis, i.e., both pairs have the same mean absor-
bance. Thus, the sample L28 is different from L33, and L27
is different from L32. Thus, a combined approach of multi-
variate analysis and ¢ statistics delivered a 98.85% discrimi-
nating power for laser printer printed samples.

Furthermore, to observe the differentiation of printouts
with respect to PCs, a rotated component matrix table, i.e.,
ESM Table S5, has been constructed. It is evident from this
table that PC1. PC2, and PC3 are able to differentiate 28, 6,
and 6 printed samples respectively as highlighted with bold
text. Also, the relationship between PCs and chemical constit-
uents of printed samples is established by developing the re-
gression factor score value plot among PC1, PC2, and PC3 as
shown in Fig. 5. This plot reveals that PC1, PC2, and PC3
reflected the peaks arisen at energy 0.28 keV (C), 0.52 keV
(0), 0.7 and 6.39 keV (Fe), 1.04 keV (Na), 1.25 keV (Mg),
1.48 keV (Al), 1.73 keV (Si), 2.04 keV (Pt), 2.30 keV (S),
3.69 keV (Ca), 8.04 keV (Cu), and 8.63 keV (Zn). These
elements are expected to be closely related to the chemical
components of the toner sample, e.g., C is added to make
carbon powder or graphite, Fe is used in the form of iron oxide
or magnetite, Zn and Mg form zinc stearate and magnesium
stearate, and Si forms fumed silica and silicon oil along with
other elements that act as metal complexes, ammonium salts,
nigrosine, azo pigments, polyethylene wax, aniline black, etc.
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However, the exact chemical composition is a kept trade se-
cret and, hence, cannot be predicted. All these elements con-
tribute majorly to the toners by providing coloring, electrostat-
ic properties, hydrophobicity, flowability, and lubrication.

At energy 0.28 keV, PC2 opposes PC1 and PC3 which
depict the presence of carbon black. Similarly, PC3 opposes
PC1 and PC2 at energies 0.52 keV, 0.7 keV, and 6.39 keV
which correspond to the oxides of iron, sulfur (sulfoxides), or
carbon (carbonates). PC1 opposes PC2 and PC3 at 1.48 keV
and 3.69 keV which depict the peak of aluminum and calcium
respectively. Moreover, only PC2 shows the peaks of copper
and zinc elements at their respective energies. Some minor
peaks of platinum are also observed and favored by all three
PCs. This discussion explains the distributions of chemical
constituents in laser printers with respect to important princi-
pal components by analyzing their extracted regression factor
score values.

Discrimination of photocopier printouts In the photocopier
printed samples, the first three PCs explain the highest vari-
ance, i.e., 99.61% (PC1 =52.44%, PC2 = 46.42%, and PC3 =
0.75%), present in the dataset. However, by the fourth PC, the
eigenvalue fails to meet the Kaiser criteria. The similar type of
result is obtained by using a scree plot. As the first three
components explain higher variance in the dataset, these PCs
are used for discrimination of printed samples via plotting a
three dimensional scatter plot among their rotated component
values as shown in Fig. 4c.

This figure showed that most of the samples are differenti-
ated significantly on the basis of their rotated component
values. However, some sample pairs that superimpose
completely (same source of origin with different index num-
ber) or lie very close (different origins) to each other are ex-
pected to share common chemical constituents. The sample

pairs P12-P13, P10-P21, P10-P22, P21-P22, P17-P28, P26-
P27, P15-P34, and P36-P37 might share some common chem-
ical constituents and might not be differentiated. Among these
pairs of samples, four sample pairs are exactly superimposing
with each other having a similar brand but different index
number and one sample pair, i.e., P26-P27, has Canon and
Konica Minolta origins. Furthermore, all the closely placed
sample pairs are examined by the paired sample ¢ test. Other
photocopier printed samples are differentiated from each other
by applying multivariate PCA. Therefore, discriminating
power calculated is as follows:

Eight sample pairs have been not discriminated from each
other. Thus, the total number of discriminated sample
pairs is = 780-7 = 772 pairs.

The DP of multivariate analysis comparison is =772 x
100/780 = 98.97%.

Thus, the discriminating power calculated by multivariate
analysis is higher than the discriminating power calculated by
the peak to peak comparison and clustering methods.

The results obtained through PCA analysis is further eval-
uated by examination of closely placed sample pairs, i.e., P12-
P13, P10-P21, P10-P22, and P15-P34, via paired sample ¢ test
statistics. The obtained p value for these pairs of the samples is
0.00 at a 99% confidence interval which resulted in a rejection
of the null hypothesis, i.e., all sample pairs have the same
mean counts/intensity. Thus, the sample P12 is different from
P13, P10 is different from P21, P15 is different from P34, and
so on. Thus, a combined approach of multivariate analysis and
t statistics delivered a 99.49% discriminating power for pho-
tocopier printed samples.

The differentiation of photocopier printed samples with
respect to PCs is evaluated by analyzing the rotated
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Fig. 6 Regression factor score value plot among PC1, PC2, and PC3 of photocopier printed documents
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component matrix values. It is observed that PC1, PC2, and
PC3 are able to differentiate 21, 18, and one printed samples
respectively. Furthermore, the relationship between PCs and
chemical constituents of printed samples is established by de-
veloping the regression factor score value plot among PCI,
PC2, and PC3 as shown in Fig. 6. This plot also focuses on the
major elements present in the photocopier printed samples. It
is evident from the figure that at energy 0.28 keV, PC3 op-
poses PC1 and PC2 which depict the presence of carbon
black. Similarly, PC1 opposes PC2 and PC3 at energy
0.52 keV which corresponds to the presence of different ele-
mental oxides. PC1 and PC3 oppose PC2 at 0.7 keV and
6.39 keV which depict the peak of oxides of iron, sulfur,
carbon.

Cross-validation of the PCA model The practical application of
this approach is also studied by analyzing ten unknown ran-
domly selected laser printer printed samples, i.e., X1, X2, X3,
X4, X5, X6, X7, X8, X9, and X10. The prediction accuracy,
i.e., to which groups these samples belong, is tested by
employing the same methodology as used in PCA analysis.
After collecting the SEM-EDS spectra of all ten unknown
samples, the normalized datasets are subjected to PCA model
along with all known laser printer printed samples. The first
three PCs are enough to describe 98.71% of total variance
present in the dataset. Furthermore, a three-dimensional scat-
ter plot is developed among the rotated component values of
PC1, PC2, and PC3 as represented in Fig. 4d.

It is seen that after the removal of differentiated samples
from the original dataset and plotting a three-dimensional scat-
ter plot of only grouped samples, all the samples are classified
as shown in Fig. 4e. It is evident from both the scatter plots
that eight samples from all unknown samples got
superimposed with their respective printed samples, i.e., X1
belongs to printer L1, X2 belongs to printer L3, X3 belongs to
printer L12, and so on. However, two unknown printed sam-
ples, i.e., X9 and X10, do not belong to any of the mentioned
laser printers (Table 1) and are placed separately. It signifies
that eight unknown samples are procured from the same print-
er as mentioned in Table 1 and two samples, i.e., X9 and X10,
are procured from some other source of printing. After verifi-
cation of the unknown samples, it is found that the actual
origin of these samples is the same as obtained in our study.
Therefore, the presented approach predicted the source of or-
igin of unknown printed samples.

Classification of printed documents

The classification of the printed samples is necessary for anal-
ysis of unknown printed documents. It will help in reducing
the chance of false positive results effectively. After organiz-
ing the samples in clusters, further analysis is done by LDA to
classify the printed samples on the basis of elemental spectra.
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In the predictive analysis, the variables selection plays a cru-
cial role. The counts/intensity values of printed are utilized
samples as they are directly related to the weight percent of
elements and, hence, the concentrations. The concentrations
of'these elements vary from toner to toner in each source of the
laser printer and photocopier and hence are used in the classi-
fication model. All the printed samples give peaks of different
elements at specific energies which depict the elemental com-
position of toners. Thus, the counts/intensity values of C, O,
Al, Si, Ca, Fe, Zn, Cu, Na, Mg, Ti, Ni, Mn, Cr, Co, K, Cl, Sc,
and S at particular energies are selected for LDA modeling
and are used as the independent variable and “groups” is used
as the dependent variable. These energies represent the max-
imum intensity of various elemental ingredients in toners.

Analysis of variance test

This test allows us to measures each independent variables
potential before the model is created. Each test displays the
results of a one-way analysis of variance (ANOVA) for the
independent variable using the grouping variable as the factor.
If the significance value is greater than 0.10, the variable
probably does not contribute to the model.

Wilks’ lambda is used to test whether there are differences
between the means of recognized sample groups based on the
dependent variable combination. It is a direct measure of the
proportion of the variance that is unaccounted for by the inde-
pendent variable. This test allows for selecting the best predictor
of the grouping variable. For the present study, the value of
Wilks’ lambda is 0.81 with p value 0.000, i.e., <0.05. Also,
Box’s M is used to test the homogeneity of covariance matrices
based on the likelihood test ratio and is also showing the signif-
icant p value = 0.00. Among all the variables entered in classi-
fication software, only the counts/intensity values of Fe, Al, O,
and C have been entered in the final model. These elements are
selected by the discriminant analysis model itself because the
selected elements are more significant than other elements.

Canonical discriminant function coefficient

The unstandardized coefficients are used to create the discrim-
inant function (DF) equation. A prerequisite condition of ei-
genvalue > 1 and canonical correlation >0.35 should be
followed to develop a good model. The test gives eigenvalue
of 11.28 which is greater than 1 and the canonical correlation
of 0.95 which is also greater than 0.35. Thus, the obtained
equation explains the grouping of printed samples well. The
equation for grouping the printed samples is taken in consid-
eration w.r.t major elements and is calculated as:

DF Equation = ~21.04 + 10.505[Fe] + 103.814[Al]
+ (-4.301)[0] + 1.350]C] (3)
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Table 3  Discriminant function value of blind samples studied by cross-validation
Sample Carbon Oxygen Aluminum Iron Score discriminant Inference
(E=0.28 keV) (E=0.52 keV) (E=1.49 keV) (E=6.40 keV) value
Bl 3.371 1.417 0.105 0.574 —5.656 Photocopier
machine
B2 2.218 1.025 0.118 1.205 2.449 Laser printer
B3 2.996 0.894 0.100 1.035 0.452 Laser printer
B4 2.387 0914 0.109 1.197 2.135 Laser printer
BS 2.271 1.534 0.181 0.876 3415 Laser printer
B6 2.651 1.356 0.175 0.598 1.156 Laser printer
B7 3.262 1.677 0.156 0.740 —0.585 Photocopier
machine
B8 2.651 1.356 0.313 0.598 15.429 Laser printer
B9 7.191 0.554 0.209 0.107 9.10 Laser printer
B10 6.538 1.034 0.181 0.030 2.444 Laser printer

Equation (3) clearly indicates that Al plays a signifi-
cant role in the discrimination of laser printed samples
because it shows maximum coefficient values among all
elements. Similarly, O also plays an important role in the
discrimination for its negative coefficient values. A fur-
ther way of interpretation of discriminant analysis results
is to describe each group in terms of its profile, using the
group means of predictor variables. The group means are
called centroid. Cases with scores near to a centroid are
predicted belonging to that group.

For practical purposes, a cut score is calculated which is
halfway between the two centroids:

Cut score = (—3.187 +3.187)/2 =0

Therefore, if the score of the discriminant function is great-
er than 0, the printed document will belong to the laser printer
group, and if the discriminant function value reduces from 0, it
is said to belong to the photocopier group. Furthermore, the
results are validated with leave-one-out cross-validation
methodology.

Classification results

The classification studies are performed by including the 20
representative samples for validation purposes. The samples
from a different source of origin (all brands) are incorporated
along with some replicates (HP, Brother, Samsung, Canon,
Xerox, and Konica Minolta) from the laser printer and photo-
copiers printed samples respectively. The software validation
has been done on all 20 samples.

On the basis of all observations and model “goodness of
fit,” it is concluded that the use of counts/intensity values as a
variable for LDA resulted in the original classification of
100% for both the datasets. Thus, the original classification

for both the laser printer and photocopier shows good predic-
tive model. Furthermore, the leave-one-out cross-validation
result shows a combined 100% classification of printed sam-
ples which is very significant. It is expected that the developed
model would predict the membership of unknown questioned
samples accurately.

Cross-validation of LDA model

The validation of the developed classification model in the
present study is performed by analyzing the printed samples
of unknown origin to the author. For this, ten blind samples
from different laser printers and photocopiers are collected
and analysis is performed on developed discriminant function
equations. These samples are named as B1, B2, and so on. The
normalized counts/intensity values of each element at their
specific energies are put in Eq. (3) to obtain the score of dis-
criminant function as shown in Table 3. After the cross-vali-
dation, it is found that a negative score discriminant function
shows that the samples belong to photocopier, whereas the
positive value concludes that the sample is obtained from a
laser printer. All samples are correctly classified in their re-
spective class.

Thus, two statistical models, i.e., PCA and LDA, are de-
veloped along with FE-SEM-EDS database of all collected
printed samples through which it is convenient to identify
the source of origin of unknown printed samples. After veri-
fication of these unknown samples, it is found that the actual
origin of the sample is the same as that obtained in our study.
Therefore, 100% of classification results are achieved. Here, it
should be noted that the significant classification results using
the current developed models are best achieved only after the
normalization of obtained FE-SEM dataset. This is done to
avoid any biased results.
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Conclusions

In this study, FE-SEM-EDS analysis is performed on printed
documents obtained from laser printers and photocopiers in a
quasi-nondestructive manner with a high resolution, accuracy,
reliability, and repeatability. The SEM images of the printed
document as well as toner pellets reveal the characteristic dif-
ferences between the morphology of toner particles and their
distribution. All these features are dependent on the mode of
preparation which is again kept private with the manufacturer.
The printouts are studied for the presence and absence of
elements and their contribution to the nature of the toners.
Elements like carbon (C), oxygen (O), aluminum (Al), silicon
(Si), iron (Fe), magnesium (Mg), sodium (Na), titanium (Ti),
calcium (Ca), copper (Cu), and zinc (Zn) are commonly found
in the EDS spectra of both laser printers and photocopier ma-
chines with variations in the weight percent of each element.
Among all these samples, C, O, Al, and Fe are found to be the
dominant elements followed by Ca, Si, Zn, etc. All these ele-
ments are added to impart particular properties that remain
identifiable to their origin.

After characterization, the discrimination of printed sam-
ples is achieved by four different methods, i.e., morphology
comparison, peak to peak comparison, clustering algorithm,
and PCA and ¢ test analysis. The peak to peak comparison
method delivers 96.79% and 95.26% of discriminating power
for laser printer and photocopier printed samples whereas
clustering algorithm provides 89.10% and 86.92% of discrim-
inating power for laser and photocopier printed samples re-
spectively. The maximum discrimination is provided by a
combined approach of multivariate PCA and ¢ test statistics
which resulted in 98.85% and 99.49% discrimination powers
for laser printer and photocopier printed samples respectively.
More importantly, a discriminant model is developed to clas-
sify the unknown printed sample to its respective groups. The
model based on linear discriminant analysis reveals 100%
accurate grouping of the printouts by leave-one-out cross-
validation approach.

The practical application of this approach is studied by
analyzing the source of origin of ten unknown laser printer
printed samples by PCA and LDA models. It is clearly indi-
cated from the scatter plot in the PCA model that eight un-
known samples get superimposed with their respective printer
sample whereas two samples do not belong to any of the laser
printer investigated in the present study. Similarly, from all ten
blind samples in LDA models, two samples, i.e., samples B1
and B7, belong to the photocopier machines whereas, the rest
of'the eight samples belong to the printouts from laser printers.

Therefore, the presented approach predicted the unknown
printed document group accurately. However, the fundamen-
tals knowledge and statistical assumptions should be followed
before applying such methods; otherwise, biased results might
be obtained. Again, the scope of the questioned document is
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wide open particularly in the existence of particular ink/toners
in particular year by employing collective modern analytical
and chemometric methods. Generally, the chemical makeup
or elemental profile of the toner powders is modified year by
year to enhance the quality of printing by adding or replacing
one or more components with new or different chemical for-
mulations. These changes being time-dependent will allow the
examiner to ascertain the authenticity of any questioned doc-
ument by studying its features based on the availability or
existence of the particular toner in that particular period.
Thus, the present approach can be utilized in such cases.
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