
Electrical Engineering
https://doi.org/10.1007/s00202-024-02350-7

ORIG INAL PAPER

Power system resilience quantification and enhancement strategy
for real-time operation

Roshan Kumar1 ·Mala De1

Received: 29 December 2023 / Accepted: 4 March 2024
© The Author(s), under exclusive licence to Springer-Verlag GmbH Germany, part of Springer Nature 2024

Abstract
The increased occurrence of extreme weather events worldwide has changed the way power system reliability is determined.
The effect of high intensity weather events has catastrophic effects on power system operation, and the determination of its
effect is a very important and timely requirement. The conventional reliability evaluation methods used in power systems
require knowledge of historical datasets, which may not be available in the case of an extreme event as these events have
a low probability of occurrence. Hence, new methods to quantify power system resilience are needed. This paper uses a
self-organizing map (SOM) to compute the resilience of any network using only system information, no historical data are
required. The use of SOM makes the resilience quantification process very fast, and hence resilience can be evaluated in
real-time during any catastrophic event, and correspondingly, action can be taken to improve the resilience of the system
using available resources in the most suitable way so that the system can glide through the extreme event with the best
possible performance. The paper first details the SOM-based resilience quantification method and then proposes a two-stage
resilience improvement strategy using existing resources connected to the system based on the resilience value calculated in
real-time during the progression of the event. The proposed quantification method and the resilience improvement strategy
are tested on the IEEE 33 bus and 69 bus distribution systems. The results show that the resilience improved from 0.45 to
0.95 and 0.65 to 0.85 for the two systems, respectively, which proves the effectiveness of the proposed methodology.
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SOM Self-organizing map
DG Diesel generator
DER Distributed energy resource
BESS Battery energy storage system
RSOM Self-organizing map-based resilience quantifier

Constants

NT Total number of wires
NP Total number of neurons in the SOM model
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N(H) Total number of wires underground
NG Total number of generators
NL Total number of critical loads
Genmi Maximum output of the generator connected at

node i
Genjm Generation capacity of generator connected to

node j
ldcmi Maximum demand of the critical load con-

nected at node i
ldcjm Maximum demand of critical load connected to

node j
DiversityG Diversity in generator connection
DiversityL Diversity of load buses
DG
i j , D

L
i j Distance between ith and jth node
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1 Introduction

In recent years, the frequent occurrence of catastrophic events
has caused serious consequences for the power system [1].
There were 64% more significant power outages in the USA
[2] during 2011–2021 compared to the earlier decade, and
approximately 83% of all power outages reported between
2000 and 2021 were caused by weather-related incidents.
In comparison with 2000–2010, the average yearly number
of weather-related power disruptions increased by almost
78% between 2011 and 2021. In 2019, Typhoon ‘Lekima’
caused 168 power disruptions in lines, affecting 7.59 mil-
lion users in coastal regions of China. Similarly, in 2014,
typhoon ’Seagull’ caused numerous breakdowns in high-
voltage transmission lines in Hainan Province of China and
resulted in a blackout for 1.24 million users. And in more
recent times in India, cyclone ‘Biparjoy’ ripped out 4,038
electricity poles, leading to power failures in many feeders
with an estimated loss of more than Rs. 1013 crore. There-
fore, the increase in extreme weather events in recent times
has resulted in several power disruptions and economic losses
[3] worldwide. Consequently, the power system’s vulnerabil-
ity to these extremeweather events has gainedmore attention.

These weather events have a high impact on the system;
however, the probability of repeated occurrences of such
events on the same network is very low, so the data avail-
ability corresponding to these events is very poor, hence they
are categorized as high impact low-frequency (HILF) events.
Electric grid operators have traditionally considered reliabil-
ity to be a key indicator of the system’s performance, which
requires a historical set of data of similar events. But, as
recent years have witnessed a rise in the frequency and sever-
ity of HILF extreme weather occurrences without having
historical data for the same, the grid operators are focus-
ing on a different performance index, namely resilience, to
analyze the power system’s performance for similar events.
The resilience of the power system is determined by the
system’s capability to absorb and recover from these HILF
events in order to function satisfactorily [4]. Resilience is
described as “The ability of a system to degrade gracefully
under extreme perturbations, and recover quickly after the
events have ceased” [5].

In recent times, occurrence of this type of events resulted
in extended outages and major financial losses [6, 7]. More-
over, aged power system infrastructure substantially affects
the frequency of occurrence and expenses of long outages
[8, 9]. Increasing resilience and evaluating options to reduce
the occurrence and effect of power outages are of interest for
power system planners and operators [10, 11].

To evaluate the performance of power system during
extreme weather conditions, we need to first quantify the
power system resilience [12]. A significant amount of

research has proposed methods for quantification and eval-
uation of the resilience of power system, which can be
categorized into two groups—probabilistic and analytical. A
probabilistic modelingmethod is used for resilience quantifi-
cation with the help of a system performance and restoration
model, event model and fragility model of the equipment.
By simulating various scenarios using Monte Carlo simula-
tions, the model can predict the probability of power outages
and their potential impact on the grid infrastructure. An
automated framework presented in [13] utilizes weather and
power outage data to quantify power system resilience, aiding
in vulnerability identification and development of planning
and predictive analysis tools. An example of an analytical
approach is the application of reliability theory to assess the
resilience of a power transmission network. By modeling the
network topology, component reliability and failure probabil-
ities, analysts can identify critical components and assess the
system’s vulnerability to disruptions. Analytical techniques
such as fault tree analysis can help evaluate the cascading
effects of failures and identify strategies to enhance system
resilience, such as implementing redundancy or improving
maintenance practices [14].

But the event model, i.e., themodeling of extremeweather
conditions, is very difficult. Moreover, presently available
power system reliability calculation methods largely depend
on probability and require a large amount of historical data
related to the event [15]. On the other hand, in analyti-
cal category methods, different scenarios of the event are
considered for which simulations are performed, and the per-
formance is measured analytically. This group of methods is
again divided into two sub-groups—complex network-based
and power flow-based approach. In the complex network
sub-group, the graph of the network is analyzed, and the
parameters that may affect the electrical infrastructure’s
resilience are assessed.

In [16], Choquet integral (CI) method is used for the
quantification of power system resilience using parameters
decided using graph theory having a multi-criteria decision-
making approach. The second approach is power flow-based.
In this type of method, different attack scenarios are consid-
ered to evaluate system hardening and restoration measure.
A duration dependent value of resilience is calculated, and it
is incorporated into the investment related decision-making
process for resilience improvement in [17]. A two-step
stochastic mixed integer programming method proposed in
[18] determines system hardening cost in the first stage, and
costs incurred during HILF events in a distribution system
are determined at the second level. A two-stage analysis
is presented in [19] to explain the impact of microgrids
in increasing the resilience of the electrical network. The
authors perform a cost–benefit analysis [20] of preventive
maintenance, considering the cost of preventive maintenance
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and that of resilience. For the implementation of various sce-
narios, resilience indicators, reliability and cost analysis have
been analyzed. The simulation results for a number of sce-
narios are observed, and based on the analysis, the preventive
maintenance schedule is chosen that will be able to improve
the reliability and resilience of the system to the best value
in case of an extreme event.

In [21] a two-stage resilient restoration model is pro-
posed utilizing Electric Vehicles (EVs) and Mobile Energy
Resources (MERs) tomitigate outage impacts. The resilience
improvement method proposed in [22] is based on two
key components: installing intelligently controlled remote
switches and optimizing distributed generation capacity
while considering the critical loads present. It aims to ascer-
tain suitable zones by taking into account the constraints and
limits of the distributed generation. While [23] proposes an
optimization-based strategy to detect the optimal location
for setting up new tie line in the power distribution system.
It assesses the importance of tie line construction to improve
the performance of the distribution system by restoration fol-
lowing any HILF events.

The accurate quantification of resilience is difficult as
many factors affect it. The methods used in previous works
combine the factors of resilience metrics in a suitable form
such as the mathematical integration method, factor mea-
surement and selection and assignment of suitable weight,
which are debatable. Quantifying resilience accurately needs
a commonly acceptable algorithm and a related measure.
Further, existing methods, such as the weighting method,
needs a weight to be assigned on the system parameters
being considered such as the criticality of powerlines, diver-
sity and capacity distribution of distributed energy resources
(DERs), which may vary according to the system. Therefore,
assessing the system parameters, which should be dominat-
ing toward increasing and decreasing resilience becomes a
difficult task, which further makes assigning weights to the
resilience parameters harder. Thus, weight assignment meth-
ods depend on the system operator’s interpretation and are
typically subjective. The method in [24] uses SOM to quan-
tify resilience and, in turn removes any subjective weight
assignment requirement as the neuron learns during training
which system parameters are dominating toward increas-
ing and decreasing resilience, and they arrange themselves
based on the relative importance of those system parame-
ters. But the proposed work does not include a wide variety
of system factors in resilience calculation, like hardening
of power lines, aging of assets, etc., that have a potential
impact on critical load survivability in an HILF event. To fill
this research gap, the present paper proposes a quantification
method that includes a wide variety of system factors that
affect the resilience of the power system.

The proposed SOM-basedmethod uses only the operating
conditions of any power system network and the availability

of different generation, load conditions; it does not require
the modeling of the extremeweather conditions due to which
resilience is being determined. The SOM-based resilience
quantification is used as evaluation tool, namely RSOM,
capable of calculating the resilience of a given network
in real-time without the requirement of historical data of
extreme events.

Once resilience quantification is complete, the next step is
to improve the resilience in case of low resilience. Numerous
researchers have proposed resilience enhancement strate-
gies for improving resilience in power system operation. To
improve the operational resilience of power grids [25, 26],
present a probabilistic proactive generation redispatch strat-
egy and proposes an optimization-based recovery method
that takes sequence of system reconfiguration and repair into
account. Adjusting system configuration is a technique to
meet consumer demand while minimizing losses [27] with-
out neglecting load variations in reconfiguration model [28].

For both preventative and emergency situations [29], pro-
poses an integrated resilience response model. Additionally
[30], proposes an optimization approach that takes infras-
tructure network restoration scheduling into account. But
resilience enhancement is mostly done once the extreme
event has occurred, i.e., the actions are taken after distur-
bance to improve the system’s ability to withstand similar
events in the future [31]. Proposes a novel multistage restora-
tion technique by critical load restoration to enhance the
network’s resiliency after the fault occurrence and blackout.
The actions that are taken into consideration are switching
operations and weighted restored energy, which provides the
optimal restoration plan for every hour of outage. Post-event
resilience enhancement may not fully mitigate the impact of
future disturbances, while the measures can improve the sys-
tem’s ability to cope with specific scenarios, they might not
address all potential vulnerabilities.

In view of the above, the present paper proposes the fol-
lowing contributions:

• A fast and efficient resilience quantification methodol-
ogy to evaluate a system’s resilience based on its network
states, without the requirement of historical data of the
extreme event, enabling determination of resilience of any
network in real-time.

• The proposed quantification method takes into account a
wide variety of system factors like connectivity of the lines,
availability of local generation, hardening of power lines
and aging of assets, etc., which has potential impact on
critical load survivability in the case of an HILF event.

• A resilience enhancement strategy for real-time operation
is proposed for the power distribution system. For enhanc-
ing the critical load survivability in extreme weather
conditions, a resilience operation method is developed,
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detailing step by step operation in real-time and with some
delay.

• Unlike previous studies that have primarily used resource-
constrained methods to improve resilience, the present
paper proposes a framework for resilient operation of the
power distribution system that can be used in real-time to
improve the resilience in the case of HILF events.

The proposed resilience quantification is based on SOM,
and once the RSOM network is trained, it can provide the
resilience value of any network in real-time. The details of a
basic SOM network and its training are detailed in the next
section. It also describes how the RSOM works to deter-
mine the resilience of the given power system, i.e., the input
parameters, clustering technique and operating principle of
the RSOM.

This paper is organized as follows: Sect. 2 presents the
basics of SOM and the mathematical formulation of input
parameters, the resilience quantification model (RSOM) and
its performance evaluation, the steps involved in resilience
quantification, training of RSOM and implementation of
RSOM for real-time operation. Section 3 presents the pro-
posed resilience enhancement strategy in real-time for the
distribution system. Section 4 presents results, discussion
and future scope by analyzing different cases, and finally,
Sect. 5 presents a conclusion.

2 Resilience quantificationmethod based
on self-organizingmap

2.1 Basics of SOM

SOM is an unsupervised, competitive learning-based neural
network (NN) that is widely utilized to cluster data without
knowing in advance which classes the input data belong to or
how important each class is to the cluster [32]. Because of this
characteristic, SOM is used in this paper as an aggregation
technique to compress a set of features to a scalar value, and
there is no need of weight assignment for the inputs. Figure 1
shows the flowchart of the process illustrating how the SOM
learning-based clustering technique works.

2.2 Parameters affecting resilience of power system

The resilience of a power system network depends on mul-
tiple factors related to the system’s operating and physical
condition. The parameters that affect system resilience are
mentioned in previous works [33, 34]. These parameters
are divided into static and dynamic groups on the basis of
their time-invariance nature. The most important parameters
which closely affect the system reliance and based on which
the power system resilience value can be calculated, are listed

Fig. 1 Basic steps of SOM training method

below on the basis of their relative importance to improve the
resilience of the system.

The parameter “Cyber security of automation infras-
tructure” included in previous work [24] is not taken into
consideration in this work as the present work is based on
HILF events related to weather conditions only and “aver-
age asset level resilience” is modified to “reliability of asset”
considering the aging of different equipment and their failure
probability.

Hardening of power lines Hardening means strengthen-
ing the power system infrastructure against extreme events.
Undergrounding the wires is an effective procedure for
increasing system resilience. This parameter is used as one
input training feature of the RSOM and is defined by Eq. (1):

RH�
N (H )

NT
(1)

RH � Hardening resilient factor of power lines.
The hardening resilient factor of the power system is 1 if

all the lines are undergrounded and it is 0 when none of the
lines are undergrounded.

Reliability of assets The reliability of an asset is the ability of
the asset to perform under certain conditions over a specified
period without breaking down. The lifetime of the power
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system equipment is defined in the following three different
ways:

Physical lifetime The time duration for a piece of equipment
from the start of operation to the status when the equipment
is not usable in the normal operating condition and needs to
be replaced. The physical lifetime of the equipment can be
prolonged by preventative maintenance.

Technical lifetime The equipment may be physically usable
but need to be replaced due to technical reasons. For example,
a new technology is developed for equipment and spare parts
are no longer produced.

Economic lifetime The equipmentmay be physically usable
but no longer valuable economically.

The reliability of assets is a very important aspect for
power system resilience calculation and hence needs to be
incorporated into the RSOM training data. The reliability of
an asset is related to the failure probability of an asset. The
failure probability of the asset mostly depends upon four fac-
tors; aging, loading, maintenance and external conditions.
The decisions that distribution system managers must take
include when to replace an asset, when to repair or overhaul
an asset, when to maintain an asset and when to do nothing.
Table 1 represents the perceived risks [35] of different types
of equipment considering aging as the main factor and the
time needed to repair these equipment in case of failure.

Therefore, reliability of asset resilient factor is defined as:

RA � 1 − F(p) (2a)

The failure probability of the assets, F(p), is defined by
Eq. (2b):

F(p) �
∑n

i�1 fi ∗ Ni
∑n

i�1 Ni
(2b)

fi � Failure probability of asset component. Ni � Total
number of component.

Geographic and capacity distribution of DERs If the DERs
connected in a distribution system have enough generat-
ing capacity and these DERs are geographically distributed
throughout the system, then even in the case of extreme
weather events that damage parts of the distribution system,
most of the critical loads will continue to receive power dur-
ing the extreme event. On the other hand, if the DERs are
not distributed throughout the system, an extreme weather
event may isolate a part of the distribution system and then
it will not be able to support the critical loads present in the
isolated part. The resilient factor used as input to RSOM that
represents the diversity of DG is defined by Eq. (3a).

RGD � DiversityG

DiversityL
(3a)

DiversityG �
∑NG

i�1

∑NG
j�1, Genmi Genmj D

G
i j

DG
max

∑NG
i�1

∑NG
j�1, Genmi Genmj

(3b)

i and j are the indices of generator, where i �� j

DiversityL �
∑NL

i�1

∑NL
j�1, ldc

m
i ldc

m
j D

G
i j

DL
max

∑NL
i�1

∑NL
j�1, ldc

m
i ldc

m
j

(3c)

i and j are the indices of critical load, where i �� j

DG
i j �

√
(
xGi − xGj

)2
+ (yGi − yGj )

2
(3d)

DL
i j �

√
(
x Li − x Lj

)2
+ (yLi − yLj )

2
(3e)

where
xGi , yGi , x Li , y

L
j ith generator and jth load coordinates,

respectively.
DG
max, DL

max Maximum distance among all generator
nodes and load nodes, respectively.

Power line non-criticality To determine the effect of
critical line failure it must be defined how critical a line con-
necting the generator and load nodes are. The parameter RC

is defined as the criticality of paths by Eq. (4)

RNC �
N∑

i�1

N∑

j�1, i �� j

∑P(i , j)
i�1 E(Lq(i , j) ∗ Wq(i , j) − 1)

E(p(i , j))

(4)

where p(i, j) is the path connecting generator i and load j;
Lq(i , j) is a line q in this path; E(.) represents electrical
distance;Wq(i , j)number of times a line Lq(i , j) appears for
all paths between ith generator and jth load. In the RHS of the
above equation the second term tells us the amount of overlap
of the lines existing in paths between ith generator and jth
load. If any line Lq(i , j) appears once only in all possible
paths, Wq(i , j) � 1, and hence the line will be considered
to be non-critical. But, if the line Lq(i , j) appears multiple
times in the paths, the line will be critical and henceWq(i , j)
will be considered greater than 1, and will lead to reduction
in the value of RNC.

Critical load sustainability A critical load is defined as the
load that is always required to maintain an uninterrupted
power supply. DERs such as DG, PV and BESS ensure con-
tinuity of power supply. Hence, the input parameter to the
RSOM to incorporate this characteristic is given by Eq. (5)
as follows:

RL �
T∑

t�1

(∑N
i�1

[
Gn(t) − Lc

n(t)
]

T
∑N

i�1 Gn(t)

)

(5)
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Table 1 Risks of equipment
Sl. no. Aging equipment Probability of failure Probability of failure

(change with age)
Time to repair

1. Poles 0.1%, < 1% Low 0–25 years,
increases for > 25

4–24 h

2. Dist. Transformer 0.3% Increases 5% year 6–12 h

3. Aerial cables 6.5% Increases 10% year 2–4 days

4. Underground cables 7%, 2–4% Increase s 5% year 4–24 h

where t represents the time slot index for the range T � {ζ , ζ
+ 1, ζ + 2,…}, Lc

n(t) is amount of the critical load connected
to node n, and Gn(t) is amount of local generation at node n.

Energy reserves availability The distribution system will
be able to ride through an extreme event if there is sufficient
reserve present in the form of local generators like diesel-
based DG, BESS, etc. Thus, the existence of such reserves
and their effective use have a significant impact on resilience,
and this factor is defined by Eq. (6)

RER �
T∑

t�1

(∑N
x�1[Dx (t) − FxGx (t)]

T
∑N

x�1 FxGx (t)

+

∑N
x�1[Bx (t) − ηx pbx (t)]

T
∑N

x�1 ηx pbx (t)

)

(6)

where Dx (t) is availability of diesel for xth DG at time t,
Fx is the function that relates the power output of diesel
DG and its diesel consumption;Bx (t) is SOC of xth BESS
at time t and the efficiency of this BESS is ηx , and pbx (t) is
its active power. Therefore, RHS of the equation calculates
the availability of diesel and the remaining SOC level of the
BESS to be dispatched.

Since generators have a set revolution per minute (RPM),
the fuel consumption of these generators at different load lev-
els can be estimated. Table 2 provides an estimate of a diesel
generator’s fuel consumption [36] based on the generator’s
size and the load it is supplying.

Network reconfiguration capability A distribution sys-
tem connected to tie-switches can improve its resilience
to incidents through network reconfiguration, involving the
potential for multiple islanding scenarios, and integrating
loads as well as DERs distributed across various geographic
regions. The possible count of islands produced depends on
the quantity and placement of switching devices. The prac-
ticality of these islands can be defined based on adequate
generation availability on the individual islands, voltage lim-
its, etc. As a result, RNRC measures the number of feasible
islands as shown in Eq. (7).

RNRC �
∑T

t�1 argmaxNI SLD
∑NI SLD

y�1

(
[
∑Ny

x�1

(
Gxy − Lc

xy

)
] +

∑Ny
x�1

[
Vmax − Vxy(t)

]
+

∑Ny
x�1

[
Vmin − Vxy(t)

])

Tn(N )
(7)

where NI SLD represents the possible islands; Ny is the set
of nodes available in island y, Gxy , is the generation at xth
node present in yth island. Lc

xy is the amount of critical load
connected and Vxy(t) is voltage at xth node of y-this land,
respectively.

Availability of redundant path The probability of maintain-
ing power supply to loads during various extreme conditions
increaseswith the increase in connecting paths between these
loads and the available DERs; hence, the normalized value of
possible paths connecting any generator(s) with the critical
load should be used as a parameter for calculating resilience.
This parameter is called the path redundancy resilient factor
(RPATH), which is represented by Eq. (8).

RPATH �
∑N

j�1
∑N

i�1
1

∑Q
q�1 E(Pq (i , j)

n(N )2

2E(q(i , j))

(8)

where Pk(i, j) is the qth path from node i to j; E(Pq (i , j)
and E (Pk(i, j)) are the electrical distance of the path and the
maximum electrical distance, respectively.

Table 3 lists all the input parameters considered in training
RSOM to determine resilience of any distribution system.
These parameters are strongly related to resilience of the
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Table 2 Diesel generator
approximate fuel consumption in
liters

Generator size 200 kW/250kVA—diesel generator

Loading of generator 1/4 load 1/2 load 3/4 load Full load

Diesel consumption 13 (l/h) 25 (l/h) 38 (l/h) 50 (l/h)

Table 3 Parameters affecting
resilience of the distribution
system with their
characterization in RSOM

Parameters Characterized by which factor of the
distribution system

Input in
RSOM

Hardening of power lines Number of wires undergrounded RH

Reliability of assets Age of assets RA

Geographic and capacity distribution of DERs Size and location of generation assets and
loads

RGD

Power lines non-criticality Network topology RNC

Critical load sustainability Generation capacity of DER and critical
loads, and their forecasts

RL

Energy reserves availability Amount and location of diesel, SOC and
location of BESS

RER

Network reconfiguration capability Critical loads, network topology,
generation capacity of DER and their
forecasts

RNRC

Availability of redundant path DER generation and load nodes, network
topology

RPATH

system in presence of an extreme weather event. From the
table it is clear that the resiliencemetric considered in RSOM
consists of eight input parameters which are given as—RH ,
RA, RGD, RNC, RL , RER, R

NRC
, RPATH

2.3 Structure of resilience quantifier RSOM and its
performance evaluations

In order to evaluate the time-varying resilience of the system,
it is expected that real-time data are available to the Distri-
bution System Operator (DSO) from the SCADA system,
i.e., the connectivity of the system, the real power generation
capacity and demand, the amount of energy reserve and its
location, etc. Table 3 lists the input parameters required by
DSO and the relevant feature outputs that are taken as RSOM
inputs.

SOM proves to be a suitable method as an aggregation
technique to combine and compress multiple features of the
power system under evaluation to a scalar value resilience
(R) without the need of any weight assignment to inputs.
Figure 2 shows theSOMmodel for resilience evaluation.This
method allows real-time decision-making by using only the
power system’s existing condition, like demand, generation
and system connectivity. A one-dimensional SOM model
RSOM is used to derive a scalar value resilience index, for
a given collection of features or resilience parameters. One-
dimensional SOM offers simplicity in structure, comprising
a linear array of neurons, facilitating easy visualization and

interpretation. Their ability to capture linear or sequen-
tial patterns makes them well-suited for tasks involving
one-dimensional or sequential data structures. Additionally,
one-dimensional SOM are computationally efficient, requir-
ing fewer resources, thus making them viable for large-scale
or real-time applications. Hence, the employment of a one-
dimensional SOM in the RSOM approach ensures efficient
aggregation and interpretation of feature vectors, addressing
the objectives of resilience quantification effectively.

While two-dimensional SOMs offer the advantage of
capturing more complex relationships and structures in the
data, they also introduce additional complexity in inter-
pretation and computation. Therefore, the choice between
one-dimensional and two-dimensional SOMs depends on the
specific requirements of the resilience quantification task and
the characteristics of the dataset.

Initially, theRSOMis trained using features across various
system states,with each state (alongside its associated feature
set)mapping to a distinct neuron. This linear array of neurons
serve as a scale denoting resilience,R, ranging between 0 and
1, and may be represented mathematically as below:

R= SOM (RH , RA, RGD, RNC, RL , RERRNRC, RPATH).
Through RSOM, each resilience parameter is represented

by a node on the SOM grid, and the proximity of these
nodes reflects the similarities between the parameters. The
resilience index is then determined based on the position of
the input parameters relative to the SOM grid. This index
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Fig. 2 The resilience
quantification model RSOM

provides a concise measure of the overall resilience, con-
densing the multidimensional information of the resilience
parameters into a single numerical value.

By employing RSOM, complex sets of resilience param-
eters can be effectively condensed and quantified, enabling a
comprehensive assessment of resilience of various systems
at different operating conditions.

As discussed above, a SOM-based method is proposed
[24], which removes some of the disadvantages of the subjec-
tive weight assignment method, but there are few limitations
to this proposed method. Though multiple input parameters
are considered during resilience calculation, some important
factors were missed out, like the connectivity of the lines, the
availability of local generation, hardening of power lines and
the aging of assets etc. that could potentially impact critical
load survivability in an HILF event.

The effectiveness of SOM heavily relies on the charac-
teristics and dynamics of the specific system under study,
limiting their applicability to broader domains or diverse
datasets. In its basic form, the SOM is not apt for resilience
quantification due to the potential lack of smoothness and
uniform gradient in the mapping of inputs to neurons across
the network. To handle this, in the present paper, the SOM’s
training data are added with two sets of artificially generated
datasets: one characterizing characteristics for maximum

resilience and the other representing the minimal resilience.
For instance, the most resilient system may boast ample
DERs at each load node and a robust decentralized con-
trol system. Conversely, the least resilient system might lack
DERs, relying entirely on a vulnerable bulk power source,
an unreliable bulk grid. So, the training data consists of a
large set generated from system operating condition along
with a considerable set of data representing maximum and
minimum resilience conditions.

ForRSOM, training is done using N P neurons. The neigh-
borhood function’s initial value starts at N P and steadily
decreases over the course of iterations, according to a Gaus-
sian distribution. Thus, each neuron’s starting impact zone is
the complete array of N P neurons. The learning rate indi-
rectly influences the extent of this adjustment. A higher
learning rate implies more significant adjustments to neu-
ron weights, potentially leading to faster convergence but
also increasing the risk of overshooting optimal solutions.
Conversely, a lower learning rate results in more conserva-
tive adjustments, which may lead to slower convergence but
with potentially more stable and precise results. This is rep-
resented by Eq. (9)

Wi j (t + 1) � Wi j (t) + α(t) ∗ hi j (t)(X j − Wji (t)) (9)
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where Wji (t) is the weight between neuron i and its input
j at time t. α(t) is the learning rate at time t. hi j (t) is the
neighborhood function at time t, determining the influence
of the neighboring neurons. X j is the input to the SOM.

Repeated training of the RSOM will teach the neurons’
smaller effect zones to recognize a smooth gradient mapping
of the input data. Once the RSOM is trained, it can be used
to determine the resilience of any distribution system even
the one which is not used earlier during training of RSOM.
The mapping of inputs to the output neuron is adjusted in the
proposed RSOM approach as follows.

• The neurons located at ends are compelled to learn two
hypothetical conditions: the best hypothetical condition
that would make it the most resilient, and the worst hypo-
thetical condition having minimum resilience value.

• A neuron has only two neighbors within a radius of 1 (or
a single neighbor if the neuron is at the end of the line).
During the training process, the network first identifies
the winning neuron for each input vector. Each weight
vector then moves to the average position of all of the
input vectors for which it is a winner or for which it is in
the neighborhood of a winner. The distance that defines
the size of the neighborhood is altered during training in
two phases.

• The first is the ordering phase, In which the neighborhood
distance starts at an initial distance and decreases to the
tuning neighborhood distance (1.0). As the neighborhood
distance decreases over this phase, the neurons of the net-
work typically order themselves in the input space with the
same topology in which they are ordered physically. The
second phase is the tuning phase, which lasts for the rest
of training or adaptation; the neighborhood size decreases
below 1, so only the winning neuron learns for each sam-
ple.

• For the set of input parameters related to a new distribu-
tion system for which resilience is calculated, a neuron
will be selected. Let’s assume, neuron n got selected cor-
responding to the tested operating system condition, then
the system resilience will be in the range (N P − n

N P ,

N P − (n + 1)/N P ), and we then calculate the system
resilience metric as follows:

R � 1 −
(
n − 0.5

N P

)

(10)

The neuron 1 corresponds to the minimum value of
resilience, which is 0, and the last neuron NP corresponds
to the highest possible value of resilience, i.e., 1.

Performance evaluation of SOM The trained RSOM need
to be evaluated to check how effective its performance is. The
following parameters are used to determine the performance
[37] of the RSOM.

Quantization error It is the average error measured by
Euclidean distance, i.e., the mean Euclidean distance
between a data sample and its best-matching unit, which is
represented by Eq. (11):

QE({mk}, X ) � 1

N

N∑

i�1

‖xi − mbi ‖2 (11)

where

xi is the Input data, bi is the best-matching unit of Xi , bi
is argmin‖Xi − mbi ‖,mk is the weight and The set of input
data samples is denoted as X � {xi }1 ≤ i ≤ N ,

Unsupervised clustering accuracy It is defined as the num-
ber of samples assigned to the correct class divided by the
total number of samples. It consists in the accuracy of the
resulting classification using the best one-to-one mapping m
between clusters and class labels, which is represented by
Eq. (12):

Acc(Q, Y ) � 1

N
max

K∑

k�1

∣
∣Qk ∩ Ym(k)

∣
∣ (12)

Q � {Qk}, k � 1 . . . K , K is the sets of data points belong-
ing to each cluster, for external indices, we assume labels are
associated to each sample, with to C different classes. We
note Y � {Yj}, j � 1…C the sets of elements belonging to
each class.

2.4 Resilience quantification using RSOM

RSOM-based resilience quantification consists of two sepa-
rate parts: offline training and real-time evaluation. Figure 3
represents the proposed step-wise approach for the quan-
tification of resilience using RSOM for both offline and
real-time evaluations. The RSOM is trained (offline training
before putting the tool at work) using a large number of sys-
tem operating conditions, and the output neuron is assigned
a numerical value between 0 and 1, for every group as per
the system’s resilience condition. Once trained, the RSOM is
capable of classifying any operating condition of the system
and generate the resilience value in real-time. The process is
detailed below:

Offline training Once the system under consideration is
known, the information regarding operating states of the sys-
tem and its components are collected from SCADA/smart
meters connected with the distribution system.

The information gathered from the distribution system is
pre-processed, i.e., used to determine the input parameters of
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Fig. 3 Flowchart of RSOM-based
resilience quantification method

the RSOM using Eq. (1–8).The training dataset is generated
and RSOM is trained using this data.

Real-time evaluation Collect the system operating sce-
narios from the SCADA system or smart meters connected
and determine the corresponding input parameters forRSOM
using Eqs. (1–8). For this set of input, the already trained
RSOMwill classify the system’s operating state resilience in
real-time.

The effectiveness and superiority of the proposed
resilience quantification is demonstrated on The Enhanced
IEEE33Bus [38] and, TheModified IEEE69BusTestDistri-
bution Systems [39] presented in Figs. 4 and 5, respectively.
Some of the lines are considered to be hardened and, here,
fourteen and twenty-nine lines are hardened in the Enhanced
IEEE 33 and Modified 69 Bus Test Distribution System,
respectively, which are shown by the red color in the figures;
these lines are chosen randomly and include critical lines.
Further, for the calculation of input parameters for RSOM,
it is assumed that bus 1 is located at the origin (0, 0) and the
distance between any two consecutive bus is 5 km [40].

The input parameters for the RSOM are calculated for
the IEEE 33 bus and IEEE 69 bus systems to generate the
training scenarios, only 10 such random training samples for
IEEE 33 bus system are shown here, in Table 4. The value of
resilience, calculated by the RSOM, once the RSOM training
is completed, is also shown in this table.

3 Real-time operation for distribution
system resilience improvement

The capacity of a power system to endure and recover from
disturbances, outages or external threats while sustaining
the delivery of essential electrical services to consumers is
referred to as resilience enhancement. Building a resilient
power system is essential for ensuring the stability, depend-
ability and safety of the power supply, particularly during
adverse occurrences such as natural disasters, cyber-attacks,
equipment failures and other emergencies. A two-step
resilience enhancement strategy has been proposed in this
paperwhich is shown inFig. 6 having stepsmentioned below:

• In order to evaluate and improve the system’s time-varying
resilience, the data are fed from the SCADA system to
RSOM, a tool being created for resilience quantification
whose values lie between 0 and 1.

• The RSOM determines the R value for the present operat-
ing scenario.

• A predefined threshold value of resilience is set, if the
measured resilience value is greater than the threshold
resilience (i.e., R > RTH), it means the system is main-
taining the required resilience and no action is required.

• Else, when R < RTH, some real-time action will be taken
according to nature of catastrophic events, these actions
may include tie line switching, load transfer, load shedding
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Fig. 4 The enhanced IEEE 33 bus distribution test system

and the addition of temporary power generation (diesel
generator).

• After considering this control action, power flow is per-
formed on the modified system to check whether after the
said action the system will continue to operate safely with
operating conditions well within allowed limits, so as to
avoid system overloading or instability.

• If yes, the control action is performed, otherwise other
available actions are checked for the same condition and
the action that allows system to operate within limit, is
selected.

• Once the control action is performed, R is determined
again using RSOM for the new operating condition, and if
resilience still remains below the threshold value, a second-
level control action, namely “Action with some delay” will
be taken, which includes resource mobilization, mobile
diesel generators and repair and replacement of equipment.

• Power flow is performed again on the modified system
before applying the second-level control action so as to
check the stability of the new operating condition. If the
safety limits are maintained in power flow results, then
only the action will be taken on the real operating system.

• This will continue until the required threshold value of
resilience is achieved or all the possible actions are taken.

3.1 Real-time action for resilience enhancement

Real-time actions are essential for improving resilience in
a power system because they allow for quick and adaptable
reactions to changing circumstances, disruptions or crises.
These are some real-time actions that can be taken to enhance
the resilience of the power system.

Tie line switching Tie line switching is a technique used in
power systems to improve resilience by optimizing power
flow and boosting the system’s capacity to deal with con-
tingencies or disruptions. During abnormal or emergency
situations, the primary purpose of tie line switching is to
shift power flows and prevent overloads on critical transmis-
sion lines. Tie line switching can assist avert major blackouts
and keep the power system stable.

The equations governing tie line switching can be derived
from the power flow and balance equations. Let’s denote.

Pi j � Power flow from area i to area j.
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Fig. 5 The modified IEEE 69 bus test distribution system

Table 4 Resilience for 33 bus system for different operating conditions

Input values Case1 Case 2 Case 3 Case 4 Case 5 Case 6 Case 7 Case 8 Case 9 Case 10

RH 0.03989 0.85079 0.92461 0.29152 0.06144 0.70805 0.34909 0.87356 0.26032 0.41066

RA 0.41122 0.29162 0.88263 0.26092 0.51332 0.36236 0.05675 0.42009 0.13115 0.55359

RGD 0.50593 0.10139 0.25158 0.39269 0.09978 0.57773 0.10314 0.25512 0.92815 0.38899

RNC 0.37822 0.59978 0.01076 0.39669 0.5931 0.47536 0.37078 0.81476 0.75999 0.4141

RL 0.98291 0.08166 0.42743 0.06968 0.1602 0.34842 0.62956 0.66699 0.13323 0.35445

RER 0.90783 0.3712 0.33208 0.51707 0.57935 0.40471 0.93664 0.88426 0.75349 0.45246

RNRC 0.49414 0.40848 0.22479 0.91827 0.42291 0.10073 0.53439 0.66788 0.19755 0.29207

RPATH 0.13164 0.52297 0.20262 0.99551 0.69993 0.42574 0.00041 0.39921 0.932 0.85131

Resilience (R) 0.8500 0.2500 0.6500 0.0500 0.0500 0.3500 0.8500 0.9500 0.3500 0.4500

P ji � Power flow from area j to area i.
�Pi � change in generation in area i.
�P j � change in generation in area j.
�Pi j � change in power flow from area i to area j.
�P ji � change in power flow from area j to area i.
The power balance equation for each area is:

�Pi � Pi j − P ji (13a)

�P j � P ji − Pi j (13b)

When a tie line is switched, the change in power flow on
that line is equal to the difference in the changes in generation
for the two areas it connects:

�Pi j � �Pi − �P j

Similarly, �P ji � �P j − �Pi

These equations help in analyzing and controlling power
flow during tie line switching events in a power system. They
are essential for ensuring the stability and reliability of the
interconnected grid. The working of the tie line switch and
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Fig. 6 Flowchart of proposed resilience enhancement strategy
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how it contributes to resilience enhancement is described
below.

Tie line switching allows multiple interconnections to
exchange power between regions, and facilitates resource-
sharing, allows load balancing between areas, establishes
new islands, relieves overloads, aids in restoration after a
catastrophic event. However, tie line switching needs to be
done carefully becausemaking thewrong choicemightmake
things worse. So, tie line switching can help power networks
become more resilient and so it is a component of a larger
set of strategies meant to increase the resilience of power
systems to unfavorable circumstances.

Load transfer and load shedding Two important strategies
used in power systems to increase resilience and system sta-
bility in unusual or emergency conditions are load transfer
and load shedding. Both strategies aim to maintain system
functionality and give priority to vital loads while striking a
balance between supply and demand for electricity. The pro-
cess of shifting power fromone part of the electrical system to
another in order to relieve overloads or approaching failures
is known as load transfer. Tie line switching, as previously
mentioned, may be used to do this by rerouting power flow
between different areas or control locations. By distributing
the load, load transfer avoids cascading failures and over-
loading generators or transmission lines. For example, if a
generator or transmission line damages during an extreme
event, the load can be moved to other healthy units or areas
to ensure supply reliability. Load transfer may also be used to
optimizepowerflowsduringnormal operations, ensuring that
generating resources are utilized efficiently and transmission
congestion is kept to a minimum. Load shedding is the pre-
meditated and systematic reduction of demand on the power
system by shedding non-critical loads. Load shedding assists
in matching available power supply with decreased demand
during emergencies or extreme supply–demand mismatches,
which subsequently helps in avoiding catastrophic system
failure. Load shedding is frequently prioritized in order to
safeguard critical loads such as hospitals, emergency services
and important buildings, while nonessential or less crucial
loads are shed in a regulated way. To ensure grid stability,
advanced control technologies and real-time data analysis
assist in detecting and shedding non-critical loads.

While load shedding is an efficient way to avert
widespread blackouts and safeguard essential infrastruc-
ture, it should be used with caution to minimize customer
interruptions and avoid social and economic consequences.
Resilience enhancement through load transfer and load shed-
ding is done to prioritize the critical loads connected to the
system. Overall, load transfer and load shedding are critical
techniques for improving power system resilience, allow-
ing them to adapt to changing conditions, maintain stability
and recover more quickly from disturbances. To guarantee

prompt and suitable reactions to emergencies, these tactics
are frequently linked with modern control and monitoring
systems.

Temporary power supply solution By providing backup
power during emergencies, temporary power solutions can
aid in enhancing the resilience of the power system. These
fixes are meant to fill the void and maintain the operation
of essential services until the primary power system is fully
restored. Some popular temporary power options for increas-
ing resilience are diesel generators and battery energy storage
systems (BESS). BESS has a near-instantaneous response
time. When the grid experiences fluctuations or sudden dis-
ruptions, BESS can rapidly discharge power to stabilize the
system’s frequency and voltage, reducing the risk of cas-
cading failures. The dynamics of SOC of the BESS can be
described by Eq. (14a):

dSOC

dt
� Pi − Po

En
(14a)

where SOC is the state of charge, Pi is power input (charg-
ing), Po is power output (discharging), En is the nominal
energy capacity of the battery. The charging and discharging
power is calculated using battery voltage (Vbat).

Charging power:

Pi � Vbat ∗ Ii
ηcharge

(14b)

Discharging power:

Po � Vbat ∗ IO ∗ ηdischarge (14c)

where Ii is the charging current, IO is the discharging
current, ηcharge and ηdischarge are charging and discharging
efficiencies. However, there are some considerations when
implementing BESS for resilience enhancement; the capac-
ity and duration of the BESS must be appropriately sized to
meet the specific resilience requirements of the power sys-
tem and the critical loads it aims to support. Themaintenance
and life cycle costs of BESSmust be factored into the overall
cost–benefit analysis.

Having a well-thought-out emergency response plan in
place is essential when offering temporary power options.
To guarantee temporary power supply solutions during
emergencies and training for the responsible personnel for
managing them are also crucial. In order to provide seam-
less backup power and facilitate quick recovery, temporary
power solutions need to be correctly integrated into the power
system’s overall resilience strategy.
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3.2 Action with some delay

During an extreme incident resource mobilization for
resilience improvement becomes even more vital. The goal
is to minimize the impacts, encourage a prompt recovery and
respond to the incidentwith efficiency and speed. The follow-
ing are some of the key components of resource mobilization
in these kinds of situations which will be enabled after the
real-time actions fail to improve the systems resilience to the
target value. The actions under this category are not real-time
actions and require finite time to implement.

Emergency response teams An emergency response team
is a specialized group of individuals who are prepared to act
swiftly and effectively in the event of a crisis or interruption.
To enable smooth collaboration during crises, an efficient
emergency response team for resilience enhancement needs
thorough planning, preparation and coordination exercises.
Reducing the effect of disruptions and quickly resuming
power systemoperations are greatly aidedby the team’s expe-
rience, preparedness and capacity for fast decision-making.

Mobile diesel generator Oneessential tool for enhancing the
resilience of the power grid is a transportable diesel generator.
In the case of an emergency, it offers a versatile and portable
supply of electrical power that can be quickly provided to
critical locations. A mobile diesel generator can enhance the
resilience of a power system by providing emergency backup
power, temporary power restoration and mobility to support
remote areas.

Repair and replacement of equipment Repair and replace-
ment of equipment are essential aspects of enhancing
resilience. This requires risk assessment and planning, main-
tenance, repair and replacement. By incorporating these steps
into resilience enhancement strategy, we ensure that down
time minimized and overall resilience is improved.

4 Results and discussion

The proposed resilience enhancement strategy is tested for
the Enhanced IEEE 33 bus and IEEE 69 bus distribution
system. These systems are tested for multiple catastrophic
events, and how it responds to the system’s operating condi-
tion is detailed in this section.

4.1 The enhanced IEEE 33 bus distribution system

The total number of underground lines in the system is 14, and
the remaining 18 lines are aerial. It is assumed that one line
has 200 cables and 50 poles. The total number of poles, aerial
cable and underground cable is 900, 3600 and 2800, respec-
tively. It is assumed that a distribution system is installed

with one feeder (conventional generation) of 4 MW and four
diesel generators (DG) of 0.2 MW (100 L capacity) at nodes
18, 22, 25 and 33 to improve the system performance during
extreme events. Power flow analysis is done to find voltages
at each node. For this system, nodes 13 and 30 are assumed
to be critical load nodes.

Different (four) cases are formed on the basis of the sever-
ity of faults, resilience is measured after the occurrence of
faults, and specific actions are taken according to the pro-
posed resilience enhancement strategy. The resilience of the
systemwithout any fault is found to beR � 0.85. The thresh-
old value is set to be R � 0.75, so no actions are required.
Some of these events are presented as different cases below.

Case 1: After the occurrence of catastrophic event I
Resilience R is equal to threshold value
In case 1, it is considered that there is a fault in branches 23,
24 and the DG connected to bus number 25 is disconnected
from the rest of the system, as shown in Fig. 7. During this
scenario, after the occurrence of the event, each parameter
is evaluated; the total number of hardened lines is 14, and
the parameter RH is found to be 0.4667, which is less than
normal conditions. As two aerial branches are disconnected,
the total active aerial cables and poles are 3200 and 800,
respectively. The failure probability of an asset increases,
hence the reliability of the asset (RA) decreases. The param-
eter RGD depends on the capacity and geographic distance
between the generation and load nodes, as one generator is
disconnected, the geographic diversity decreases. The non-
criticality of power lines is measured to be zero, as each
line of the paths between the generator node and the load
node is found to be critical. Three islands are assumed for
the calculation of RNRC, After evaluating all the parameters,
as shown in Table 5, the values are fed to the RSOM tool,
and the resilience is found to be R � 0.75 which is equal
to the set threshold value of the resilience, so no action will
be taken, as the system is capable of providing power to the
critical loads.
Case 2: Resilience smaller than threshold value after the
event II
In case 2, branches 23, 24, 26, 27, 31, 32 and the DG con-
nected to bus 25 and 33 are found to be disconnected, as
shown in Fig. 8. The hardened lines 28, 29 and 30 are iso-
lated from the supply. Total active underground and aerial
lines were found to be 11 and 12, respectively. Total active
poles, underground, and aerial cables are 600, 2200 and 2400,
respectively. The power generation is 4.4 MW. After evalu-
ating all the parameters, the resilience is found to be less than
the specified threshold value, i.e., R � 0.55, so some spe-
cific action should be taken to enhance the resilience of the
system. According to the proposed resilience enhancement
strategy, real-time actions must be taken; connecting the tie
line switch is considered the first stage of the enhancement
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Fig. 7 Post-event scenario in enhanced IEEE 33 bus distribution test system for case 1

Table 5 Resilience for enhanced IEEE 33 bus system without action for case 1

RH RA RGD RNC RL RER RNRC RPATH Resilience (R)

R 0.4667 0.932767 0.6790 0 0.9435 0.4499 0.2188 0.3195 0.7500

strategy; branches 33, 34 and 35 are connected; and further,
each parameter is evaluated. The hardening of the power lines
is found to be increased by 13% as the tie line connects bus
number 25 to 29, as represented in Fig. 8, providing power
to the hardened branches 28, 29 and 30. The non-criticality
of the power lines is increased by 37% as the tie lines 33 and
34 provide an alternate path from the generator to the critical
node, which decreases the criticality of branches 8, 9, 10 and
11. Likewise, all the parameters are calculated, as shown in
Table 6, and fed to RSOM, where resilience is found to be
equal to the set threshold value, i.e.,R � 0.75, so no further
action will be taken.
Case 3:Resilience smaller than threshold value after the event
III
During the third case scenario, after the occurrence of the
event, branches 7, 8, 9, 23, 24, 26, 27, 31, 32 and the DG
connected to bus 25 and 33 are found to be disconnected,
as shown in Fig. 9, and the resilience after evaluating the
parameters is found to be R � 0.45, which is less than the

specified threshold value. The parameter RGD is found to be
0 as there is only one active generator providing power to the
critical load node.
RL is 0 as the generation is very less than load demand. There
is only one path from the generator node to the critical node,
so the path redundancy is very low. In this case, we will have
to switch on BESS as well as use tie line, as shown in Fig. 9.
BESS at the nodes 7 and 13 is connected; SOC, active power,
and efficiency of BESS are 0.9, 0.8 and 90%, respectively.
After taking the action, again resilience parameters are cal-
culated, now RGD increases by 52%. The power generation
becomes 5 MW which is enough to supply all the critical
loads, hence RL is increased to 0.9875, The non-criticality
of power lines still remains 0, as there is a fault in branches 7,
8 and 9, that means all the remaining active lines are critical.
After evaluating all the parameters, resilience is found to be
R � 0.95 so no further action will be taken. The results are
shown in Table 7.
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Fig. 8 Post-event scenario in enhanced IEEE 33 bus distribution test system for case 2

Table 6 Resilience for enhanced IEEE 33 bus system with and without action for case 2

RH RA RGD RNC RL RER RNRC RPATH Resilience (R)

R (without action) 0.47826 0.650954 0.6514 0 0.9409 0.038 0.2168 0.2619 0.5500

R (with action) 0.5385 0.72579 0.5386 0.3718 0.9435 0.319 0.2468 0.1707 0.7500

Case 4: Resilience smaller than threshold value after the
event IV
This is one of the worst-case scenarios. In this case, after the
occurrence of an event branch 7, 8, 9, 14, 15, 17, 19, 20, 21,
23, 24, 26, 27, 31, 32 and all the DG are found to be dis-
connected, as shown in Fig. 10, and most of the parameters
are found to be 0 or very less, further R is found to be 0.55,
which is very less than the threshold value. In this case, some
step-wise action will be taken, BESS at the nodes 7 and 13 is
switched on, and branch numbers 33,34 and 35 are connected
using tie line switch as we did in case 3, andR is found to be
0.6500, which is less than the set threshold value, so further
second-level action is taken, i.e., some repairing crew is sent
to the site, and three branches (7, 8 and 9) are assumed to be
repaired, and then again, the resilience parameter is calcu-
lated. Here, the hardening of power lines became slightly less

as the active aerial line increased. BESS at node 7 is able to
provide power to the critical node 13, which increases critical
load sustainability. The alternate path between the generator
node and critical load node also increases, so path redun-
dancy increases to 34%. After measuring all the parameters,
as shown in Table 8, their values are fed to the RSOM tool,
and the output is found to be 0.75, so no further action will
be taken.
Figure 11 represents a graph of the resilience of different
fault scenarios with pre- and post-event resilience enhance-
ments. The x-axis represents different cases and, the y-axis
represents resilience value. The blue color column repre-
sents the resilience of the system without taking action, red
color column represents the resilience of the system after tak-
ing immediate action (real-time action), and the green color
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Fig. 9 Post-event scenario in enhanced IEEE 33 bus distribution test system for case 3

Table 7 Resilience for enhanced IEEE 33 bus system with and without action for case 3

RH RA RGD RNC RL RER RNRC RPATH Resilience (R)

R (without action) 0.5 0.556852 0 0 0 0.30834 0.2168 0.0556 0.4500

R (with action) 0.7 0.63179 0.5224 0 0.9875 0.948 0.2368 0.3864 0.9500

column represents the resilience of the system after taking
second-level action.

4.2 Themodified IEEE 69 bus test distribution
network

This section serves as a further demonstration of the pro-
posed resilience enhancement strategy. Thus, a larger and
well-known IEEE 69 bus distribution system is selected with
some modifications, which includes five diesel generators
and two BESS. The details of the system are given in Table 9
[39]. A total of 29 lines are hardened in this system. The num-
ber of lines, cables and distance between buses is assumed

to be the same as discussed for the IEEE 33 bus system. It
is also assumed that this distribution system is installed with
one feeder (conventional generation) of 4 MW, five DG and
two BESS.

Case 1: Normal operation without fault
In this scenario, the system is operating under normal con-
ditions. All DERs are functioning correctly, and out of 68
lines in the network, 29 have been hardened. The hardening
of power lines is found to be 0.42647, indicating a signifi-
cant proportion of the lines have been reinforced towithstand
potential disturbances. Each DG in the system has a capacity
of 100 L, ensuring a substantial energy reserve. The avail-
ability of energy resources is 0.2800; as all DG is actively
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Fig. 10 Post-event scenario in enhanced IEEE 33 bus distribution test system for case 4

Table 8 Resilience for enhanced IEEE 33 bus system with and without action for case 3

RH RA RGD RNC RL RER RNRC RPATH Resilience (R)

R (without action) 0.6667 0.243916 0 0 0 0.12044 0.1953 0 0.55

R (with immediate action) 0.7647 0.443637 0.7945 0 0.5667 0.5123 0.2153 0.05567 0.65

R (with second-level action) 0.65 0.537713 0.7945 0 0.9458 0.8793 0.2368 0.2485 0.75

working and so the diesel availability is reduced, Further-
more, the critical load sustainability is measured at 0.9875,
which signifies a high level of assurance in sustaining critical
loads. Likewise, all the parameters are calculated and fed to
RSOM, and resilience is found to be 0.75, as shown in Table
10, which is equal to the set threshold value, so no corrective
action will be taken.
Case 2:With faults and resilience smaller than the threshold
value after the event
Different cases are formed according to the nature of faults;
one case has been chosen having severe faults that damages

many power lines. In this scenario, several faults are con-
sidered to have occurred on branches 29, 33, 34, 43, 46,
59 and 60, resulting in the disconnection of one DG and
certain branches (59–68 and 28–35) from the main sup-
ply, as shown in Fig. 12. After the faults, only 24 hardened
lines remained active out of the initial network, with a line
hardening parameter of 0.352941. The parameter indicating
geographic diversity is found to be 0.6713. The generators
are spread geographically throughout the power system net-
work. The reliability of assets is found to be 0.67861, and
the path redundancy is found to be 0.0686. These parame-
ters, along with others, are calculated and fed into the RSOM
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Fig. 11 Resilience in four cases
with pre- and post-resilience
enhancement for enhanced IEEE
33 bus system

Table 9 System description for
modified IEEE 69 bus system DER number Type Capacity (KW) Node number

1 DG 35 5

2 BESS 200 19

3 DG 40 32

4 DG 120 42

5 DG 400 52

6 BESS 100 65

7 DG 160 36

Table 10 Resilience for modified IEEE 69 bus system under normal operating condition without fault for case 1

RH RA RGD RNC RL RER RNRC RPATH Resilience (R)

R 0.42647 0.914075 0.6724 0 0.9875 0.2800 0.3584 0.1496 0.75

tool, and resilience is found to be 0.65, which falls below the
threshold value.
Therefore, to improve the system’s resilience, real-time
action is needed. Thus, a tie line switch is connected, and
the BESS is switched on. Further calculations are made
for each parameter. The line hardening is found to increase
by 12.49% as three more hardened lines are activated. The
path redundancy increases to 0.1205 because connecting the
BESS provides multiple paths from the generator to critical
loads. Additionally, the reliability of assets by 6.5%. Simi-
larly, all parameters are recalculated and fed into the RSOM.
The resilience is found to be 0.85, which is greater than
the threshold value. Therefore, any further action is deemed
unnecessary.
The values of the input parameters are shown in Table 11 for
the faulted system as well as after the corrective action was
taken. From this table, it can be verified that once the correc-
tive action of connecting the tie line and BESS is done, the
resilience parameters have improved, leading to the system’s
resilience improvement.

4.3 Statistical analysis

So far, the analysis has focused on evaluating the effective-
ness of the methodology within the context of a predefined
threshold value of R. Given that resilience revolves around
the notion of adequately preparing for and mitigating the
impact of worst-case scenarios, we have extended our exam-
ination to assess the statistical performance of the proposed
methodology across various event and outage scenarios.

In essence, we employMonteCarlo simulation techniques
to generate a spectrum of potential branch damage scenarios.
Subsequently, we quantify the resilience of the system under
each scenario. Specifically, we generated 1000 scenarios to
validate four distinct cases discussed in the methodology
Sect. 4.1 for enhanced 33 bus system.

In the Fig. 13, the x-axis represents various fault damage
scenarios and the y-axis represents the number of faults (or
branches damaged). These 1000 scenarios seem to be suffi-
cient to validate and identify the various cases. In this figure
the blue dot symbolizing a lower number of faults, seems to
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Fig. 12 Post-event scenario for modified IEEE 69 Bus system after fault for case 2

Table 11 Resilience for modified IEEE 69 bus system with and without action for case 2

RH RA RGD RNC RL RER RNRC RPATH Resilience(R)

R(without action) 0.352941 0.678671 0.6713 0 0.9855 0.3158 0.3733 0.0686 0.65

R(with action) 0.397056 0.723037 0.7020 0.0281 0.9875 0.800 0.2862 0.1205 0.85

Fig. 13 Resilience assessment
index based on branch damage
scenarios for different event
severities
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be representing Case 1, which has less catastrophic effect. As
the fault count increases and reaches around 8, it transitions
to yellow dots, as expected indicating Case 2, having a higher
adverse effect on the system compared to the Case 1 cate-
gory events. Moving further along the fault spectrum, with
faults typically falling within the range of 8 to 14, can be cat-
egorized under the third category represented by green dots,
Case 3, having much more catastrophic effect compared to
the Case 1 and Case 2 scenarios. Lastly, occurrence of larger
number of faults, from 15 to 20, are depicted by orange dots,
seems to be representing Case 4, the group that represents
most extreme events. This color-coded representation visu-
ally illustrates the progressive categorization of resilience R
as they escalate in severity.

The categorization of the R in the figure seems to be
aligned with the observed distribution. The categorization
of resilience in the figure reflects the observed distribution
of fault occurrences across different scenarios. As depicted
in the figure, each color dot corresponds to a specific R and
is indicative of different strategies. By examining the posi-
tioning of the dots within the figure, we can infer how R is
categorized based on their severity. This visual representa-
tion helps in understanding how various resilience strategies
perform under different fault scenarios, providing valuable
insights into the effectiveness of proposed approach.

4.4 Sensitivity analysis

In this paper, the Spearman correlation coefficient analy-
sis was employed to determine the global sensitivity of
eight variables within the studied process. The analysis was
specifically aimed at qualitatively determining the relative
importance of each parameter [41, 42]. The experimental
data, conveniently organized in a tabular format, is essen-
tial for evaluating parameter behavior and its impact on the
process outcomes. The primary objective of the study is to
identify which parameters exerted the most and least influ-
ence on the observed outcomes, thereby facilitating a deeper
understanding of the process dynamics. Notably, the variable
that attains the highest value among the eight variables sig-
nifies its substantial contribution to the quantification and
potential enhancement strategy of the process. Table 12
presents the input parameter values corresponding to differ-
ent operating scenarios of the distribution system and their
sensitivity (spearman coefficient, ρ).

Upon scrutiny of the table, it becomes evident that “criti-
cal load sustainability” (RL) emerged with the highest value
(i.e., 0.9256) among all variables, thus highlighting its sig-
nificance as the most substantial variable in the context of the
studied process. This insight emphasizes the importance of
prioritizing interventions or optimizations related to this par-
ticular parameter for enhancing overall process performance.

5 Conclusion

This paper emphasizes the urgent need to strengthen power
system resilience in light of the escalating occurrence of
extreme weather events globally. Traditional methods of
reliability assessment, reliance on historical data, prove inad-
equate when confronting HILF events. The introduction
of a SOM-based resilience quantification method marks a
pivotal advancement, facilitating real-time resilience assess-
ment devoid of historical data. The resilience quantification
method is based on only operating condition of the sys-
tem. Once trained, this RSOM is capable of determining the
resilience of any system in no time and hence this quan-
tification tool is used for real-time resilience evaluation and
improvement in this paper. The resilience improvement strat-
egy makes use of the real-time quantification method and
using this tool the resilience of a distribution system under
extreme event is evaluated and based on the resilience value
a two-stage resilience improvement strategy is invoked. The
first stage is fast and takes immediate action to improve the
system resilience by incorporating actions like switching tie
lines, connecting local resources like BESS etc. to supply
critical loads during extreme event. After taking the first level
of action the resilience is again evaluated for the system and
based on this value second level of action, which are a lit-
tle slower, are invoked. As the resilience quantification as
well as first level of control action both are very fast, it is
considered that these two steps are completed in real-time.

This paper’s important contribution lies in creating a
fast and effective methodology that accounts for diverse
system factors influencing critical load survivability during
extreme events. Moreover, the proposed resilience enhance-
ment strategy pioneers a fresh approach to real-time oper-
ation, empowering proactive resilience improvement amid
catastrophic events. In contrast to prior studies that cen-
tered on resource-constrainedmethods, this paper introduces
a complete framework for the resilient operation of power
distribution systems. Statistical and sensitivity analysis on
the IEEE 33 bus and 69 bus distribution systems correlates
well with the effectiveness of the proposed methodology and
manifests substantial enhancements in the system resilience.

In the future, the work can be extended to explore par-
allels between transportation and power networks, which
promises valuable insights into resilience quantification and
enhancement through the integration of electric vehicles
(EVs), mobile energy resources (MERs) and repair crews.

In sum, this research emphasizes the imperative of adapt-
ing power system resilience assessment and management
strategies to confront the evolving challenges posed by
extremeweather events. It lays a strong foundation for devel-
opment of a more resilient and adaptive power infrastructure,
capable of handling uncertainty and adversity.
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Table 12 Spearman correlation coefficient analysis for eight different parameters

Input parameters Input parameter values corresponding to different scenarios RHO (ρ)

RH 0.4667 0.47826 0.5385 0.5 0.7 0.6667 0.7647 0.65 0.2210

RA 0.932767 0.650954 0.72579 0.556852 0.63179 0.243916 0.443637 0.537713 0.3805

RGD 0.6790 0.6514 0.5386 0 0.5224 0 0.7945 0.7945 0.3665

RNC 0 0 0.3718 0 0 0 0 0 0.2551

RL 0.9435 0.9409 0.9435 0 0.9875 0 0.5667 0.9458 0.9256

RER 0.4499 0.038 0.319 0.30834 0.948 0.12044 0.5123 0.8793 0.7979

RNRC 0.2188 0.2168 0.2468 0.2168 0.2368 0.1953 0.2153 0.2368 0.7393

RPATH 0.3195 0.2619 0.1707 0.0556 0.3864 0 0.05567 0.2458 0.7243

R 0.75 0.55 0.75 0.45 0.95 0.55 0.65 0.75

Bold represents the highest RHO (ρ) value among all the variables
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