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Abstract. Differentially uniform power mappings of the form f(x) = x? over
GF(p") are considered. We construct an infinite family of 2-uniform mappings in
the binary case. In the nonbinary case we give two large families of k-uniform
mappings with low values of k. We also show how to construct families of
sequences from differentially 1-uniform power mappings, which have parameters
as good as the best presently known comparable families of sequences.
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1 Introduction

Let f(x) be a mapping f:GF(p") - GF(p"). Let N(a,b) denote the number of
solutions x € GF(p") of f(x + a) — f(x) = b where a, b € GF(p") and let

Ay = max{N(a,b)|a,b e GF(p"), a # 0}.

Nyberg [8] defined a mapping f to be differentially k-uniform if A, = k. This
concept is of interest in cryptography since differential and linear cryptanalysis
exploit weaknesses of the uniformity of the functions which are used in DES and in
many other block ciphers.

The purpose of this paper is to give some results on the differential uniformity
of functions of the form f(x) = x? over GF(p") where p is a prime. For practical
applications one would like functions for which A, is small. In the binary case the
solutions come in pairs and therefore A, = 2 is the smallest possible value. Such
a function is called almost perfect nonlinear (APN).
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It is known that in the binary case the function is APN for d = 2* + 1 when
n/gcd(k,n) is odd and for d = 2" — 2 when n is odd (Nyberg [8], Beth and Ding
[1]). Cusick [4] showed that if two m-sequences of period 2" — 1 differ by
a decimation of d and have a three level crosscorrelation function with values
—1, —1 4 2" then the corresponding function f(x) = x* is also APN. Chabaud
and Vaudenay [2] give some similar connections between differential and linear
cryptanalysis. Beth and Ding [1] conjectured that f(x) = x for d =2™ — 1,
2 <m < n—1,is APN whenever n and 2" — 1 are primes. Numerical results show
that this conjecture does not hold in general. In Theorem 1 we will, however,
construct an infinite family of APN mappings of this form.

In the nonbinary case we give two examples of infinite families of k-uniform
mappings with small k. It is interesting to note that a special case of one of the
families for p = 3 gives a 1-uniform mapping which turns out to be a counter-
example to a conjecture due to Dembowski and Ostrom [5] about planar permu-
tation polynomials (see also Mullen [7]). This counterexample has also been
discovered by Coulter and Matthews [3] but proved in a different way. We finally
show how to construct families of sequences with good correlation properties from
differentially uniform 1-mappings of the form f(x) = x?. These sequences have
parameters as good as the best presently known comparable sequence families.

2 Mappings with Low Differential Uniformity

In this section we construct three infinite families of mappings of the form
f(x) = x* with low differential uniformity. The first is a family of APN mappings.

Theorem 1 Letn=2m —1,d =2" — 1,m = 2 and let f(x) = x? be a mapping over
GF(p"), then A; = 2.

Proof. Since N(a,b) =N (1,%) when a # 0, it is sufficient for any b to find the
maximum number of solutions of

(1) (x+ 1" 4 x¥" "1 =p
We multiply both sides by x(x + 1) and obtain
(x +1D)¥"x 4+ x¥"(x+ 1) =bx(x + 1)
or
) x2" = bx? + (b + 1)x.
Raising both sides to the 2™~ ! power gives
(¥ = xF = x =X+ (P 4 1)x?

m—1

and thus
PN 4 (b + )X 4 x =0,
We now use (2) to obtain
PN L (0 b D+ (0P )X =0,
Squaring and applying (2) again, we obtain
(B) P2 (B2 BT B b+ X2+ BT+ b+ b+ 1)x =0.
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This equation has at most 4 solutions, two of which are x = 0 and x = 1. If we
substitute x =0 and x = 1 into (1), we get that b = 1. Hence, x =0 and x =1
cannot be solutions of (1) except when b =1, and therefore (1) has at most
2 solutions if b # 1. If b = 1, then it follows from (3) that (1) has the two solutions
x = 0 and x = 1. We therefore conclude that the maximum number of solutions of
(1) for any be GF(2")is 2, ie, Ay = 2. O

In the following two theorems we will present a family of nonbinary functions
with low differential uniformity, based upon properties of the quadratic character.
Let QR denote the set of quadratic residues of GF(p") and let QNR denote the set
of quadratic non-residues. We define the quadratic character of GF(p") by

0 iféisO
1(&) = 1 if &£ is a QR
—1 if £ is a QNR.

Theorem 2 Let p be a prime, p" = 3 (mod4), d = pn—;l — 1 and let f(x) = x* be
a mapping over GF(p"). Then for p" > 17,

L oif p"=27
Ar=(2 if y(5)=—1 (ie, p=3,7 (mod20))
3 if y5)=1 (ie, p=11,19 (mod20)).
Proof. We consider the equation
(x + 1) —x?=b.

Since d is even, x = 0 and x = — 1 contribute to b =1 an"qlb = — 1 respectively.
We next assume that x # 0 and x # — 1. From y(x) = x"= , we obtain
1 1
) 1) ——— —=b,
Ao 1) g )

which gives
bx* + (b — y(x + 1) + 7(x))x + y(x) = 0.
Depending on the values of (y(x), y(x + 1)) we have four possible equations.

Solving the equations and computing x;(x; + 1),i = 1,2, and x,x, for the roots of
the second degree equations one verifies that the following holds, where b’ = 3.

2(x) z(x+1) Equation X x+1 X1X; X(x +1)

N rrs frpre

I I bx? +bx +1=0 eV Liy/1-4b 1ot

I 1 =1 bx2+(b+2)x+1:0 7172b’i2x//1+4b'2 1—2b'¢;/1+4b'2 % B
P Fuwrers Y rwwve

111 -1 1 bX2+(b72)X71=0 1+2b iz\/1+4b 1+2b i;/1+4b 7% -~

v -1 -1 bx2+bx—1:0 —11%14—4):' 11\/21-#417’ _% %

Itis important to note that y(—1) = — 1 since p" = 3 (mod 4). In order for I to have

a solution x it is necessary that y(x(x + 1)) = y(— 3) = 1 i.e., x(b) = — 1. Observe

that I has at most one solution since y(x;x,) = x(#) = — 1. Similarly, IV can only

have a solution when y(b) =1 and in this case IV has at most one solution.
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Therefore for any b € GF(p")\ {0}, I and IV can not give solutions simultaneously,
and hence they contrlbute at most one solution altogether.
Suppose x; and x, are the two solutions of II (resp. III), then direct calculations
give
x1(xp + Dxa(xy + 1) = — b7
and therefore
x(x1(xy + Dxa(xy + 1) = —1

which implies that II (resp. III) has at most one solution each.
Let x; be a solution of II and y, a solution of III. Then

rx)=1, x(x;+1)=—1 and yg(y)=—-1, x(y1+1)=1

Let x, and y, be the other solution of IT and III respectively, when we discard the
condition on y(x,), x(x5 + 1), x(y,) and y(y, + 1). Note that x; = — (y, + 1) and
X, =—(y; +1). Since x;x, =% and y(x;)=1 we have y(b)= y(x,) =
%(— (y1 + 1)) = — 1. On the other hand, since y,y, = — 4 and y(y,) = — 1 we
have /(b) = y(y2) = y(—(xy + 1)) = 1, which is a contradiction. Hence, for any
be GF(p")\{0}, II and III can not give solutions simultaneously and therefore
they contrlbute at most one solution altogether.

In the case b =0 the number of solutions in GF(p") of (x + 1)* = x* is
ged(d,p" — 1) — 1 =1. Since x =0 and x = — 1 contribute tob=1and b = — 1
respectively, we have to check whether the four equations I-IV contribute 2 solu-
tions to the cases b = 1 or b = — 1. It is straightforward to verify that these cases
give exactly 2 solutions when y(5) = 1 and 0 solutions otherwise.

It follows that A, =3 when x(5) =1 and A; <2 otherwise. To show that
A; = 2 when y(5) = — litissufficient to find an element b’ € GF(p")\ {0} such that
¥ =1,%(1 4+ 4b") = 1 and y(1 + 4b'?) = 1 since this will lead to a solution of IV
and one solution of either II or III. Such an element can be found by standard
methods (character sums and computer search) when p" > 7 except for p" = 27.

O
Theorem 3 Let p be an odd prime, d = P 42 and let f(x) = x4, then

1 ifp=3 and n even
Ay ={3 ifp#3 and p"=1 (mod4)
4  otherwise.
Proof. Since d = P12 we have
(x+ 1) T 2Ty
We assume that x #0 and x # — 1 since they contribute to b=1 and b =

(—1)**1 respectively. Further, since y(x) = x =, we obtain

1+ D2+ 2x+1) —y(x)x2=b
and therefore
(rc + 1) — 70Nx2 + 2x(x + Dx + ¢(x +1) = b = 0.

Depending on the values of (y(x), y(x + 1)) we have four possible equations.
Solving the equations and computing x;(x; + 1)(= x,(x, + 1)) and x;x, for the
roots of the second degree equations one verifies that the following holds:
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2(x) yx(x+1) Equation X x+1 x(x+1) xyx;,
I 1 1 2x4+1—b=0 i 12 - -
I 1 -1 —2x?—2x—1-b=0 il o173 1p/oio3 =iz 1tb
2 _ -1+ /-1+2b 1+./-1+2b - -

111 —1 1 2x*+2x+1—-b=0 *2 + e 2* % %
v -1 -1 —2x—1-b=0 =L 13t - -

It is important to observe that in order for II (resp. III) to have solutions it is
necessary that y(—52)=y(x(x+1))=—1 and y(—1—2b)#—1 (resp.

(71+b

5—)=—1land (— 1+2b)#—1). Further if a solution of II (resp. I1I) exists
then the solution is unique whenever y( )— 1(x1x,) = —1 (resp. x(%) =
2(x1x5) = —1).

We first assume that — 1€ QR, ie., y(— 1) = 1 We consrder four possible
cases depending on the values of the elements (= ) and y(:52 )

Case 1. (x(— H’) = l 7(52 +b) = 1). In this case there is clearly a solution of I while

) = ,((Hb) = 1. There is no solution of II (resp. III)
since a solution x would lead to —1=y(x(x+1)=y(-52)=1(esp. — 1=
1(x(x + 1)) = y%( 1+l7) = 1) which is impossible.

Case 2. (y(— ) =1, (1;”’) = —1). Since %(32) = — 1, there is no solution of I.
Further, 7(— ( 5?) = 1 implies that there are no solutions of I1I and
v respectively. Since y(*32) = — 1 there is at most one solution of II.

Case 3. (y(— Hb) =—1, X(lzb) = 1). It follows as in the previous case that there

are no solutions of I, II and IV and that III contains at most one solution.

Case 4. (y(— Ly = — 1, X(ITH’) = — 1). In this case there is no solution of I while

IV has a solution. Since 7(—52) = (—52) = — 1, there is exactly one solution of
IT when y(— 1 — 2b) # — 1 and exactly one solution of III when y(— 1 + 2b)
# —1 and no solutions otherwrse Note that in the case p=3 we have
—1—2b="3% and — 1+ 2b =232 Hence, when p =3, this case gives no
solutions of II and III.

Hence, if — 1€ QR, ie., p" =1 (mod4), we have showed the following:

Case (5™ (Y 1 1 111 IV p#3 p=3
1 1 1 1 0 0 0 1 1
2 1 —1 0 <1 0 0 <1 1
3 —1 1 0 0 <1 0 <1 1
4 —1 —1 0 <1 <1 1 1=#<£3 1

We next consider the case — 1€ QNR, ie., y(—1)=—1.
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Case 1. (y(— Hb)—l v(}32)=1). In this case I has a solution. Since

(5 b) = y(132 ) = — 1 also IV has a solution. There is no solution of III since
1(—— 12“’) = 1. Further, IT has at most two solutions.

Case 2. (7(75™) =1, z(}3%) = — 1). Since y(}32) =

5 =15 =1
1-b

and y(—3 ) = 1, there are no solutions of I, II, IIT and IV respectively.

Case 3. (7(-52) = — 1, 2(33H) = 2y = — 1 and y(13?%) = 1, there
are no solutions of I and IV respectlvely, Whlle IT and III contain at most two
solutions each.

Case 4. (1(—5™) = =1, 7(*3") = = 1). Since 7(“5") = — L, x("5
7(132) = 1, it follows that there are no solutions of I, IT and IV respectively, while

IIT has at most two solutions.

Thusif — 1€ QNR,ie., p" =3 (mod4), we have shown the results listed in the
table below:

Case 7(—5) x(3YH 1 1I 11 v
1 1 1 1 <2 0 1 2 # <4
2 1 —1 0 o0 0 0 O
3 -1 1 0 <2 <2 0 <4
4 -1 -1 0 0 <2 0 <2
It is also straightforward to verify that the cases b =1 and b = — 1 never

contribute more solutions than the cases I-IV. In conclusion, we have therefore
shown that Ay = 1 when p = 3 and that A, < 3 when p # 3 and p" = 1 (mod4) and
that A, < 4, otherwise. O

It is also straightforward to decide when equality holds. For instance, to show
that A, = 3 in the case 14 ;é 3 and p = 1 (mod 4) it is sufficient to find an element
b e GF(p") such that y(— X( ): —Ly(—1—=2b)=1and y(— 1 +2b)=1.
In particular, if p" =5 (mod 8), b = 0 has this property since 2 € QNR. In the case
p" = 1 (mod 8), standard methods i.e., exponential sums for the quadratic character
can be applied to find such an element for p” sufficiently large and then a computer
search can settle small values of p". It turns out that A, = 3 whenever p" # 17.
Similarly, we may settle when A, = 4 in the remaining case.

It is of interest to observe that in the special case p =3 and n even in
Theorem 3, the function is differentially 1-uniform. In the literature this is called
a planar permutation polynomial. It has been conjectured_ [5] that all planar
permutation polynomials are of the form f(x) = Z ca; ;x? P The case p = 3 and
n even is a ncounterexample to this conjecture, smce f (x) = x? is not of this form
whend =
by Coulter and Matthews [3]bya dlfferent method us1ng Chebyshev polynomials.
Their result states that f(x) = x?, where d = %, is a planar permutation
polynomial when gcd(x,n) = 1 and o is odd.
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3 Sequences with Good Correlations

Based on any differentially 1-uniform mapping f(x) = x* one can construct a
family of sequences with good correlation properties. Let w be a complex pth root

of unity and let Tr(x) = ¥."Z) x?' denote the trace mapping. Then for any differen-

tially 1-uniform mapping f(x) = x*,

Z wf(x+a)_f(x): z CUbZO
xeGF(p") beGF(p")

for all a e GF(p")\{0}. Let ¢ # 0 and
Se,2)= Y o/t
xeGF(p")

then

|S(e, A2

Z wTr(C(f(X)—f(y))‘*'i(x—y))
x,ye GF(p")

— Z @ TS+ =S +41z2)

v.ze GF(p")
— pn + Z wTr(/lz) Z wTr(cb)
ze GF(p")\ {0} be GF(p")
= p”

It follows that

1S(e, ) =] Y @t z\/?

xeGF(p")

for all A€ GF(p") whenever ¢ # 0.
Let o be a primitive (p" — 1)th root of unity in GF(p"). Let {s.(t)} be the
sequence of period p" — 1 defined by

sc(t) = Tr(ca® + of).
Then
F = {{s.(0)}|ce GF(p")}

is a family of p” cyclically distinct sequences with maximum correlation bounded
by 1 + /p" in magnitude. This follows since,

0(_[) — pzzwsh(t+‘r)*scz(t)
t=0
p"—2
— Z wTr((cla'"—cz)a“Ha’—1)a‘)
t=0

dt
_ 1 + Z COTr(L‘x +Ax)’
xe GF(p")
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where ¢ = ¢;0" — ¢, and 1 = of — 1. Hence, |0(7)] £ 1 + /p", except when ¢; = ¢,
and 7 = 0. Thus, family Z has the same parameters as the best presently known
families of sequences found in Kumar and Moreno [6]. It is perhaps interesting to
note that these sequences correspond to d = 2 or d = p* + 1 where n/gcd(n, k) is
odd. Observe that f(x) = x? and f(x) = xP"*1 are also planar permutation poly-
nomials.

4 Conclusions

We have found some binary APN mappings of the form f(x) = x as well as
families of nonbinary mappings with low differential uniformity. We have given
examples of sequences with good correlation properties based upon differentially
1-uniform mappings of the form f'(x) = x* Similar techniques lead to several other
families of mappings with low differential uniformity that will be the topic for
a future paper.
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