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Abstract. An important benchmark for multi-party computation protocols (MPC) is
their round complexity. For several important MPC tasks, such as broadcast, (tight)
lower bounds on the round complexity are known. However, some of these lower
bounds can be circumvented when the termination round of every party is not a pri-
ori known, and simultaneous termination is not guaranteed. Protocols with this property
are called probabilistic-termination (PT) protocols. Running PT protocols in parallel
affects the round complexity of the resulting protocol in somewhat unexpected ways.
For instance, an execution of m protocols with constant expected round complexity
might take O (logm) rounds to complete. In a seminal work, Ben-Or and El-Yaniv
(Distributed Computing ‘03) developed a technique for a parallel execution of arbi-
trarily many broadcast protocols, while preserving expected round complexity. More
recently, Cohen et al. (CRYPTO ‘16) devised a framework for universal composition
of PT protocols, and provided the first composable parallel-broadcast protocol with a
simulation-based proof. These constructions crucially rely on the fact that broadcast is
“privacy-free,” and do not generalize to arbitrary protocols in a straightforward way.
This raises the question of whether it is possible to execute arbitrary PT protocols in
parallel, without increasing the round complexity. In this paper we tackle this question
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and provide both feasibility and infeasibility results. We construct a round-preserving
protocol compiler, tolerating any dishonest minority of actively corrupted parties, that
compiles arbitrary protocols into a protocol realizing their parallel composition, while
having a black-box access to the underlying protocols. Furthermore, we prove that the
same cannot be achieved, using known techniques, given only black-box access to the
functionalities realized by the protocols, unless merely security against semi-honest
corruptions is required, for which case we provide a protocol. To prove our results, we
utilize the language and results by Cohen et al., which we extend to capture parallel
composition and reactive functionalities, and to handle the case of an honest majority.

1. Introduction

Secure multi-party computation (MPC) [33,61] allows a set of parties to jointly perform
a computation on their inputs, in such a way that no coalition of cheating parties can learn
any information beyond what is revealed by their outputs (privacy) or affect the outputs
of the computation in any way other than by choosing their own inputs (correctness).
Since the first seminal works on MPC [6,13,33,56,61], it has been studied in a variety
of different settings and for numerous security notions: There exist protocols secure
against passively corrupted (aka semi-honest) parties and against actively corrupted
(aka malicious) parties; the underlying network can be synchronous or asynchronous;
and the required security guarantees can be information-theoretic or computational—to
name but a few of the axes along which the MPC task can be evaluated.

The prevalent model for the design of MPC protocols is the synchronous model, where
the protocol proceeds in rounds. In this setting, the round complexity, i.e., the number of
rounds it takes for a protocol to deliver outputs, is arguably the most important efficiency
metric. Tight lower bounds are known on the round complexity of several MPC tasks.
For example, for the well-known problems of Byzantine agreement (BA) and broadcast
[48,53], it is known that any deterministic protocol against an active attacker corrupting
a linear fraction of the parties has linear round complexity [25,28]. This result has quite
far-reaching consequences as, starting with the seminal MPC works mentioned above,
a common assumption in the design of secure protocols has been that the parties have
access to a broadcast channel, which they potentially invoke in every round. In reality,
such a broadcast channel might not be available and would have to be implemented by
a broadcast protocol designed for a point-to-point network. It follows that even though
the round complexity of many MPC protocols is linear in the multiplicative depth of
the circuit being computed, their actual running time depends on the number of parties,
when executed over point-to-point channels.

The above lower bound on the number rounds for deterministic BA holds even if
less than ¢ parties are cheating, as long as all honest parties are required to complete
the protocol together, at the same round [26]. Indeed, randomized BA protocols that
circumvent this lower bound and run in expected constant number of rounds (e.g., [4,
27,29,44,50,55]) do not provide simultaneous termination, i.e., once a party completes
the protocol’s execution, it cannot know whether all honest parties have also terminated
or if some honest parties are still running the protocol; in particular, the termination
round of each party is not a priori known. A protocol with this property is said to have
probabilistic termination (PT).
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As pointed out by Ben-Or and El-Yaniv [5], when several such PT protocols are exe-
cuted in parallel, the expected round complexity of the combined execution might no
longer be constant (specifically, might not be equal to the maximum of the expected run-
ning times of the individual protocols). Indeed, when m protocols, whose termination
round is geometrically distributed (and so, have constant expected round complexity), are
run in parallel, the expected number of rounds that elapse before all of them terminate
is ®(logm) [16]. While an elegant mechanism was proposed in [5] for implement-
ing parallel calls to broadcast such that the total expected number of rounds remains
constant, it did not provide any guarantees to remain secure under composition, rais-
ing questions about its usability in a higher-level protocol (such as the MPC setting
described above). Such a shortcoming was recently addressed by Cohen et al. [16] who
provided a framework for universal composition of PT protocols (building upon the
framework of universal composability [8]). An application of their result was the first
composable protocol for parallel broadcast (with a simulation-based proof) that can be
used for securely replacing broadcast channels in arbitrary protocols, and whose round
complexity is constant in expectation.

Indeed, an immediate application of the composable parallel-broadcast protocol from
[16] is plugging it into broadcast-model MPC protocols in order to obtain point-to-point
protocols with a round complexity that is independent of the number of parties. In the
information-theoretic setting, this approach yields protocols whose round complexity
depends on the depth of the circuit computing the function [6,13,21,56], whereas in
the computational setting, assuming standard cryptographic assumptions, this approach
yields expected-constant-round protocols [2,3,23,32,34,41,47,51]. However, the result-
ing point-to-point protocols have probabilistic-termination on their own. The techniques
used for composing PT broadcast protocols in parallel crucially rely on the fact that
broadcast is a privacy-free functionality, and a naive generalization of this approach to
arbitrary PT protocols fails to be secure. This raises the question of whether it is possible
to execute arbitrary PT protocols in parallel, without increasing the round complexity.

We remark that circumventing lower bounds on round complexity is just one of the
areas where such PT protocols have been successfully used. Indeed, randomizing the
termination round has been proven to be a very useful technique in circumventing impos-
sibilities and improving efficiency for many cryptographic protocols. Notable examples
include non-committing encryption [24], cryptographic protocols designed for rational
parties [1,30,31,35,37,52], concurrent zero-knowledge protocols [10,14], and paral-
lel repetition of interactive arguments [36,38]. The rich literature on such protocols
motivates a thorough investigation of their security and composability. As mentioned
above, in [16] the initial foundations were laid out for such an investigation, but what
was proven for arbitrary PT protocols was a round-preserving sequential composition
theorem, leaving parallel composition as an open question.

1.1. Our Contributions

Protocol-black-box composition In this work, we investigate the issue of parallel com-
position for arbitrary protocols with probabilistic termination. In particular, we develop
a compiler such that given functionalities F7i, ..., Fy and protocols mq, ..., my, where
for every i € [M], protocol m; realizes F; (possibly using correlated randomness as
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setup!), then the compiled protocol realizes the parallel composition of the functionali-
ties, denoted as (Fp || --- || Fu).

Our compiler uses the underlying protocols in a black-box manner,” guarantees output
delivery (i.e., secure without abort), and is resilient against a computationally unbounded
active adversary, adaptively corrupting up to t < n/2 parties (which is optimal [56]).
Moreover, our compiler is round-preserving, meaning that if the maximal (expected)
round complexity of each protocol is u, then the expected round complexity of the
compiled protocol is O(u). For example, if each protocol m; has constant expected
round complexity, then so does the compiled protocol. Recall that this task is quite
complicated even for the simple case of BA ([5,16]). For arbitrary functionalities it
is even more involved, since as we show, the approach from [5] cannot be applied
in a functionally black-box way in this case.> Thus, effectively, our result is the first
round-preserving parallel composition result for arbitrary multi-party protocols/tasks
with probabilistic termination.

We now describe the ideas underlying our compiler. In [5] (see also [16]), a round-
preserving parallel-broadcast protocol was constructed by iteratively running, for a con-
stant number of rounds, multiple instances of BA protocols (each instance is executed
multiple times in parallel, in a batch), hoping that at least one execution of every BA
instance will complete. By choosing the multiplicity suitably, this would occur with
constant probability, and therefore, the process is only needed to be repeated a constant
expected number of times.

At first sight it might seem that this idea can be applied to arbitrary tasks, but this is
not the case. Intuitively, the reason is that if the tasks that we want to compose in parallel
have privacy requirements, then making the parties run them in (parallel) “batches”
with the same input might compromise privacy, since the adversary will be able to use
different inputs and learn multiple outputs of the function(s). This issue is not relevant for
broadcast, because it is a “privacy-free” functionality; the adversary may learn the result
of multiple computations using the same inputs for honest parties, without compromising
security.

To cope with the above issue, our parallel-composition compiler generalizes the
approach of [5] in a privacy-preserving manner. At a high level, it wraps the batch-
ing technique by an MPC protocol which restricts the parties to use the same input in
all protocols for the same function. In particular, the compiler is defined in the Setup-
Commit-then-Prove hybrid model [11,42], where the parties receive private correlated
randomness that allows each party to commit to its input values and later execute mul-
tiple instances of every protocol, each time proving that the same input value is used in
all executions.

LA trusted setup phase is needed for implementing broadcast in the honest-majority setting. Note that as
shown in [15,17], some interesting functions can be computed without such a setup phase.

2Following [40], by a black-box access to a protocol we mean a black-box usage of a semi-honest MPC
protocol computing its next-message function.

3Loosely speaking, a functionally black-box protocol, as defined in [57], is a protocol that can compute
a function f without knowing the code of f, i.e., given only an oracle access to the function f. Note that in
this model, each ideal functionality F; has an oracle access to the function f; it computes. We note that most
MPC protocols, e.g., [6,33,61], are not functionally black-box, as they need an explicit representation of the
function in the form of a circuit.
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The constructions in [11,42] for realizing the Setup-Commit-then-Prove functionality
are designed for the dishonest-majority setting and therefore allow for a premature
abort. Since we assume an honest majority, we require security with guaranteed output
delivery. A possible way around would be, as is common in the MPC literature, to restart
the protocol upon discovering some cheating or add for each abort a recovery round;
this, however, would induce a linear overhead (in the number of parties) on the round
complexity of the protocol.

Instead, in order to recover from a misbehavior by corrupted parties, we modify the

Setup-Commit-then-Prove functionality and secret-share every committed random string
between all the parties, using an error-correcting secret-sharing scheme (aka robust secret
sharing [12,22,56]).* In case a party is identified as cheating, every party broadcasts
the share of the committed randomness corresponding to that party, reconstructs the
correlated randomness for that party, and locally computes the messages corresponding
to this party in every instance of every protocol. We also prove that the modified Setup-
Commit-then-Prove functionality can be realized in a constant number of rounds, thus
yielding no (asymptotic) overhead on the round complexity of the compiler. We refer
the reader to Sect. 6.1 for more details.
Functionally black-box composition  Our feasibility result described above shows how
to compute the parallel composition (Fj || - - - || Fu) of the functionalities Fi, .. ., Fy,
given a black-box access to the protocols my, ..., my. That is, the compiler crucially
relies on knowing the messages (i.e., the transcript) of the protocols’ executions, but it
does not need to know how these messages are generated. Indeed, given the messages of
the underlying protocols, it is possible to exploit MPC techniques to enforce consistency
between multiple executions of the protocols.

We proceed to ask whether a similar compiler can be constructed without having
access to the transcripts of the protocols’ executions. Specifically, we investigate the
question of whether there exists a protocol that securely realizes (F| || - - - || Fu) given
only black-box access to the functionalities F, ..., Fy, but not to protocols realizing
them. Each F; is modeled as an ideal functionality that receives the inputs from the
parties and returns the output in a probabilistic-termination fashion. We note that this
question only makes sense if the functionalities 77, . .., JFy are not fixed in advance, but
belong to some class of functionalities (see [57]), since otherwise a protocol may always
ignore the functionalities F71, ..., Fy and implement (F7 || - - - || Fu) from scratch. We
thus consider M classes of functions Cy, . . ., Cy, where the i ’th ideal functionality F; has
an oracle access to one of the functions in C;, denoted as .7-'lc i

When considering semi-honest corruptions, we show that there indeed exists a round-
preserving protocol for parallel composition of arbitrary deterministic functionali-
ties ]-'f L .7-'§M in a functionally black-box manner. The composition follows the
“batching-technique” from [5, 16] of invoking each functionality ]_-lC " multiple times in
parallel for a constant number of rounds, such that with constant probability at least
one computation in a batch will successfully produce an output. The reason that this

4A (t,n) secret-sharing scheme is error correcting, if the reconstruction algorithm outputs the correct
secret even when up to ¢ shares are arbitrarily modified.
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approach works is that if the adversary follows the protocol, it cannot provide different
inputs to different invocations of ]:ZC ', This works for deterministic computations since
it is crucial to ensure that the adversary obtains one output value per batch even if more
than one invocation produces outputs. Note that using standard techniques a random-
ized functionality can be reduced to a deterministic one in which each party provides an
additional random string r;, and the functionality uses r| & . .. @ r, as its random coins.
We refer the reader to Sect. 5 for more details.

When considering malicious corruptions, we prove that there exist function-classes
for which no “natural” protocol (that is based on any of the known techniques from
the literature) can compute their parallel composition in a round-preserving manner,
while accessing the functions in a black-box way, tolerating even a single adversarial
party. More precisely, we consider the function class C of distributed point functions,
consisting of functions fy (x1, x2, A, ..., A) (parametrized by « € {0, 1}, where « is
the security parameter and X is the empty string) that return « if x; @ xp = « and 0
otherwise. We show that for this class it holds that:

1. Calling to each of the ideal functionalities ]_—lC until termination (i.e., until all
parties receive the output) will not be round-preserving.

2. It is impossible to compute the parallel composition without calling every ideal
functionality (until some parties receive the output).

3. Using the same input value in more than one call to any of the ideal functionalities
will break privacy.

We refer the reader to Sect. 6.2 for the details of the lower bound.

We phrase our results using the framework for composition of protocols with proba-
bilistic termination [16], and extend it (a side result of independent interest) to include
parallel composition, reactive functionalities (in order to capture the Setup-Commit-
then-Prove functionality), and to the higher corruption threshold of r < n/2.

Related work Most relevant to our work are results on compositional aspects of broad-
cast protocols with probabilistic termination. Lindell et al. [49] studied sequential com-
position of probabilistic-termination Byzantine agreement protocols, and Ben-Or and
El-Yaniv [5] a round-preserving parallel composition of such protocols. A simplifica-
tion for parallel composition of probabilistic-termination BA protocols that are based on
leader election was presented by Fitzi and Garay [29], and was used by Katz and Koo [44]
for analyzing the exact round complexity of probabilistic-termination broadcast in the
context of secure computation. Cohen et al. [16] studied probabilistic-termination pro-
tocols in the UC framework and constructed a composable parallel-broadcast protocol
with a simulation-based proof.

Organization of the paper The rest of the paper is organized as follows. In Sect. 2 we
describe the network model, the basics of the probabilistic-termination framework by
Cohen et al. [16], and other tools that are used throughout the paper. In Sect. 3 we extend
the framework to the honest-majority setting, and in Sect. 4 define parallel composition
of PT protocols. Section 5 presents the protocol that achieves round-preserving paral-
lel composition for arbitrary functionalities in a functionally black-box manner against
semi-honest adversaries. Section 6 is dedicated to active corruptions; first, the round-



Round-Preserving Parallel Composition Page 7 of 57 12

preserving protocol-black-box construction is presented, followed by the negative result
on round-preserving functionally black-box composition in the case of active corrup-
tions. For ease of exposition, finer details of the model and PT framework are presented
in “Appendix.”

2. Model and Preliminaries

In the following, we introduce some necessary notation and terminology. We denote by
K the security parameter. For n € N, let [n] = {1, - - - , n}. Let poly denote the set of all
positive polynomials, and let PPT denote a probabilistic algorithm that runs in strictly
polynomial time. A function v: N — [0, 1] is negligible if v(k) < 1/p(x) for every
p € poly and large enough «. Given a random variable X, we write x < X to indicate
that x is selected according to X.

The statistical distance between two random variables X and Y over a finite set U/,
denoted SD(X, Y), is defined as % - Zueu |[Pr[X = u] — Pr[Y = u]|. Two distribution

ensembles X = {X (k)}, ey and Y = {Y (k)}, ey are statistically close (denoted X = Y)
if SD(X, Y) < v(k) for a negligible function v .

2.1. Synchronous Protocols in UC

We consider synchronous protocols in the model of Katz et al. [46], which is designed
on top of the universal composability framework of Canetti [8]. More specifically, we
consider n parties Py, ..., P, and a computationally unbounded, adaptive t-adversary
that can dynamically corrupt up to ¢ parties during the protocol execution. Synchronous
protocols in [46] are protocols that run in a hybrid model where parties have access to
a simple “clock” functionality F¢ockx. This functionality keeps an indicator bit, which
is switched once all honest parties request the functionality to do so, i.e., once all
honest parties have completed their operations for the current round. In addition, all
communication is done over bounded-delay secure channels, where each party requests
the channel to fetch messages that are sent to him, such that the adversary is allowed to
delay the message delivery by a bounded and a priori known number of fetch requests.
Stated differently, once the sender has sent some message, it is guaranteed that the
message will be delivered within a known number of activations of the receiver. For
simplicity, we assume that every message is delivered within a single fetch request. A
more detailed overview of [46] can be found in “Appendix B.”

2.2. The Probabilistic-Termination Framework

Cohen et al. [16] extended the UC framework to capture protocols with probabilis-
tic termination, i.e., protocols without a fixed output round and without simultaneous
termination. This section outlines their techniques; additional details can be found in
“Appendix C.”
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Canonical synchronous functionalities The main idea behind modeling probabilistic
termination is to separate the functionality to be computed from the round complexity
that is required for the computation. The atomic building block in [16] is a functionality
template called a canonical synchronous functionality (CSF), which is a simple two-
round functionality with explicit (one-round) input and (one-round) output phases. The
functionality Fcsr has two parameters: (1) a (possibly) randomized function f that
receives n + 1 inputs (n inputs from the parties and one additional input from the
adversary) and (2) a leakage function / that determines what information about the input
values is leaked to the adversary.

The functionality Fcsr proceeds in two rounds: In the first (input) round, all the parties
hand Fcg their input values, and in the second (output) round, each party receives its
output. Whenever some input is submitted to Fcg, the adversary is handed some leakage
function of this input; the adversary can use this leakage for deciding which parties to
corrupt and which input values to use for corrupted parties. Additionally, the adversary is
allowed to input an extra message, which—depending on the function f—might affect
the output(s). The detailed description of Fcg is given in Fig. 7 in “Appendix C.1.” As
a side contribution, in Definition C.1, we extend the definition of CSF to the reactive
setting.

Wrappers and traces  Computation with probabilistic termination is captured by defin-
ing output-round randomizing wrappers. Such wrappers address the issue that while an
ideal functionality abstractly describes a protocol’s task, it does not describe its round
complexity. Each wrapper is parametrized by a distribution (more precisely, an efficient
probabilistic sampling algorithm) D that may depend on a specific protocol implement-
ing the functionality. The wrapper samples a round pterm <— D, by which all parties
are guaranteed to receive their outputs. Two wrappers are considered: The first, denoted
Witict, €nsures in a strict manner that all (honest) parties terminate together in round
pterm; the second, denoted Whex, is more flexible and allows the adversary to deliver
outputs to individual parties at any time before round pterm. The detailed descriptions
of the two wrappers can be found in “Appendix C.4.”

As pointed out in [16], it is not sufficient to inform the simulator S about the round
Pterm- In many cases, the wrapper should explain to S how this round was sampled;
concretely, the wrapper provides S with the random coins that are used to sample pterm.
In particular, S learns the entire trace of calls to ideal functionalities that are made
by the protocol in order to complete by round pterm. A trace basically records which
hybrids were called by a protocol’s execution, and in a recursive way, for each hybrid,
which hybrids would have been called by a protocol realizing that hybrid. The recursion
ends when the base case is reached, i.e., when the protocol is defined using the atomic
functionalities that are “assumed” by the model.> We refer the reader to “Appendix C.3”
for further intuition and an illustrating example, and formally define a trace as follows:

Definition 2.1. (Traces) A trace is a rooted tree of depth at least 1, in which all nodes
are labeled by functionalities and where every node’s children are ordered. The root and

5The atomic functionalities considered in this work are the CSFs for the point-to-point communication
functionality Fgyr and the correlated-randomness functionality for broadcast Fcogrr-gc-
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all internal nodes are labeled by wrapped CSFs (by either of the two wrappers), and
the leaves are labeled by unwrapped CSFs. The trace complexity of a trace T, denoted
cr(T), is the number of leaves in 7. Moreover, denote by flexy(7') the number nodes
labeled by flexibly wrapped CSFsin T'.

In this work, we consider an augmented definition of traces, which allows parallel
calls to ideal functionalities at the same round. Specifically, a trace is augmented with
another (potentially empty) layer of nodes, such that each leaf, in the original definition
of a trace, may have a list of (unordered) children. The trace complexity is defined as
in Definition 2.1, as the number of original leaves (before augmenting with unsorted
node-lists). We note that the composition theorems (below) trivially extend to use this
augmented definition of a trace. To simplify notations, we denote by [F1, ..., Fnl
the node with unordered list of children F7, ..., F,, (modeling a parallel call to these
functionalities). We will also denote by

<<[[]~'1]k — []-‘m]k])l>

atrace consisting of / (ordered) sequences of leaves, each augmented with an (unordered)
list of k nodes of each ;. This corresponds to / sequential calls to k parallel instances
of each F;.

Sequential composition of probabilistic-termination protocols When a set of parties
execute a probabilistic-termination protocol, or equivalently, invoke a flexibly wrapped
CSF, they might get out-of-sync and start the next protocol in different rounds. The
approach in [16] for dealing with sequential composition is to start by designing simpler
protocols, that are in a so-called synchronous normal form, where the parties remain
in-sync throughout the execution, and next, compile these protocols into slack-tolerant
protocols.

Definition 2.2. (Synchronous normalform) Let Fy, ..., F,, be canonical synchronous
functionalities. A synchronous protocol 7 in the (F1, ..., F;,)-hybrid model is in syn-
chronous normal form (SNF) if in every round exactly one ideal functionality F; is
invoked by all honest parties, and in addition, no honest party hands inputs to other
CSFs before this instance halts.

SNF protocols are designed as an intermediate step only, since the hybrid functionalities
F1, ..., Fp are two-round CSFs and, in general, cannot be realized by real-world pro-
tocols. In order to obtain protocols that can be realized in the real world, [16] introduced
slack-tolerant variants of both the strict and the flexible wrappers, denoted W) gtrict and
Wil-fiex- These wrappers are parametrized by a slack parameter ¢ > 0 and can be used
even if parties provide inputs within ¢ + 1 consecutive rounds (i.e., they tolerate input
slack of ¢ rounds); furthermore, the wrappers ensure that all honest parties obtain output
within two consecutive rounds (i.e., they reduce the slack to ¢ = 1). The detailed defi-
nitions of the slack-tolerant wrappers are given in “Appendix C.5.” In order to convert
SNF protocols into protocols that realize functionalities with slack tolerance, [16] con-
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structed a deterministic-termination compiler Comp,;,, a probabilistic-termination com-
piler Comp,,, and a probabilistic-termination with slack-reduction compiler Comp, .
Loosely speaking, the composition theorems provide the following guarantees:

1. If an SNF protocol r realizes a wrapped CSF Strlct(J”E) in the (Fi, ..., Fm)-
hybrid model, then Comp; () realizes W, lstrlct(f) in the (WD‘ < (FD, ...,

sl-strict

Sl smct (Fm))-hybrid model (where D’ is defined usmg D, Dy, ..., Dy).
2. If an SNF protocol n realizes a wrapped CSF Strlct(]-') in the (F1, ..., Fm)-

hybrid model, then Comp;, () realizes lﬂex(ﬂ in the (VVD1 “(FD),.
Ws?’”’c(fm))—hybrid model (where W, ’c(}") is Wlﬂex(}') ifi eI and

Wsll)_ e (Fi) if i ¢ I, given a subset I C [m] (of indices) of functionalities to
be wrapped using the flexible wrapper).

3. Ifan SNF protocol  realizes a wrapped CSF )/Vﬂex (F)inthe (Fy, ..., F,)-hybrid
model, then Compy,, (JT) realizes )/VSl ﬂex (F)inthe (VVDl FD, .. D’” (Fu))-

hybrid model (where Wl’ “(Fi)is Wlﬂex(}'l) ifi € I and Wle_"s’fr'ict(f,) ifi ¢ 1,
for a subset I as above).

The compilers maintain the security and the asymptotic (expected) round complexity of
the original SNF protocols. At the same time, the compilers take care of any potential
slack that is introduced by the protocol and ensure that the resulting protocol can be
safely executed even if the parties do not start the protocol simultaneously. More precise
descriptions of the compilers can be found in “Appendix C.6.” As a side contribution,
we extend this framework to the honest-majority setting in “Appendix C.”

Finally, in [16], the authors also provided protocols for realizing wrapped variants of
the atomic CSF functionality for secure point-to-point communication. This suggested
the following design paradigm for realizing a wrapped functionality W girict (F) (resp.,
Wil-fiex (F)): First, construct an SNF protocol for realizing Wrict (F) (resp., Whaex (F))
using CSF hybrids F1, ..., F,,. Next, for each of the non-atomic hybrids F;, show how
to realize Witrict (F;) (resp., Whex (7)) using CSF hybrids 77, ..., 7/ ,. Proceed in this
manner until all CSF hybrids are atomic functionalities. Finally, repeated applications
of the composition theorems above yield a protocol for Wi gyrict (F) (resp., Wil fex (F))
using only atomic functionalities as hybrids.

2.3. A Lemma on Termination Probabilities

The following lemma, which will be used in our positive results, provides a constant
lower bound on the probability that when running simultaneously (i.e., in parallel) N
copies of M probabilistic-termination protocols 7, . .., Ty, at least one copy of each r;
will complete after R rounds, for suitable choices of N and R.

Lemma 2.3. LetM, N,R e N. Fori € [Mland j € |N], let X;; be independent random
variables over the natural numbers, such that X1, ..., Xy are identically distributed
with expectation j1;. Denote Y; = min{X;1, ..., X;y} and @ = max{u1, ..., uy}. Then,

for any constant0 < € < 1, if R > yuand N > 113:((}[5//; it holds that Pr[Vi : Y; < R] >
1 —e.
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Proof First, notice that

Pr[3i: Y; > R] < Z Pr[Y; > R]

ie[M]
< > | T]Prixij =r
ie[M] \j€[N]
(2 Wi
=2 11(3)
ieM] \Jje[N]
"
=2 (I1(%)
ie[M] \je[N]

= (1"

where (k) follows from Markov’s inequality. Therefore,

N
PrVi:¥; <Rl = 1 —Pr[3i: ¥; > R] > 1—M-(%) .

Finally, since R > p it holds that 1 > p/R. Therefore, for constant 0 < € < 1, by
setting

- log(M/e€)
log(R/p)’

it holds that

N
Pr[Vi - Y, <R] > 1—M-(—) > 1—e

3. Probabilistic Termination with an Honest Majority

In this section, we extend the probabilistic-termination framework [16] (that was defined
for the 2/3-majority setting) to the honest-majority regime.

3.1. Fast Sequential Composition

The composition theorems from [16] are defined for r < n/3 (as they focused on perfect
security). When moving to the honest-majority setting, i.e., t < n/2, the compilers and
composition theorems follow in a straightforward way. The main difference lies in the
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usage of the Bracha-termination technique (specifically, in Theorem 3.2), where the “ter-
mination messages” in the compiled protocol 7/ = Comp;TR(n, Dy, ..., Dy, I) must
be authenticated. Therefore, there is an additional hybrid functionality that is required for
generating correlated randomness to be used for authenticating messages. If information-
theoretic security is required, correlated randomness for information-theoretic signatures
[54] can be used, whereas if computational security suffices, a public-key infrastructure
(PKI) can be used.

— CORRELATED RANDOMNESS. The correlated-randomness functionality, parametrized
by a distribution D, is defined as follows. The function to compute is feorr (%, - - -
A,a) = (Ry,..., R,), where (Ry,...,R,) < D, and the leakage function is
leorg(X, ..., &) = L. Wedenote by ]-'(Q)RR the functionality Fcgr when parametrized
with the above functions feorg and lcorr. We denote by Feorr-sc the function-
ality .7-'5;}51, where Dy is the distribution for correlated randomness needed for
information-theoretic broadcast [54], and by Fp; functionality ]—'CDO‘}{%, where Dy
is the distribution for correlated randomness needed for a public-key infrastructure
using standard digital signatures.

We state without proof the composition theorems for the honest-majority setting. The
proofs follow in similar lines to [16]. See “Appendix C.6” for additional details including
the definition of full-trace.

Theorem 3.1. Let F, Fy, ..., F, be canonical synchronous functionalities, let t <
n/2, and let w be an SNF protocol that UC-realizes Ws[t)rict(]:)’ with information-
theoretic (resp., computational) security, in the (F1, ..., Fp)-hybrid model, for some
depth-1 distribution D, in the presence of an adaptive, malicious t-adversary, and assum-
ing that all honest parties receive their inputs at the same round. Let D1, ..., Dy, be

arbitrary distributions over traces, let piull — full-trace(D, Dy, ..., Dy,), andletc > 0.
full
Then, protocol ©' = Compf (w, Dy,..., D) UC-realizes wpb* ’&(.7—'), with

sl-stri

information-theoretic (resp., computational) security, in the (Ws?_ lsifict(}—l)"“’

WS]D_ ’gt’rfct(fm))-hybrid model, in the presence of an adaptive, malicious t-adversary,
assuming that all honest parties receive their inputs within ¢ + 1 consecutive rounds.

Furthermore, the expected round complexity of the compiled protocol 7' is

Be- Y di - Elew(Ti)],

ie[m]

where d; is the expected number of calls in 7 to hybrid F;, T; is a trace sampled from
D;, and B, = 3¢ + 1 is the blow-up factor.

Theorem 3.2. Let F, Fi, ..., Fy be canonical synchronous functionalities, let t <
n/2, andlet w be an SNF protocol that UC-realizes WﬁDex (F), with information-theoretic

(resp., computational) security, in the (Fi, ..., Fny)-hybrid model, for some depth-1
distribution D, in the presence of an adaptive, malicious t-adversary, and assuming that
all honest parties receive their inputs at the same round. Let I C [m] be the subset (of
indices) of functionalities to be wrapped using the flexible wrapper, let Dy, ..., Dy, be



Round-Preserving Parallel Composition Page 13 of 57 12

arbitrary distributions over traces, denote piull — fylI- trace(D, Dy, ..., Dy,), and let
¢ > 0. Assume that F and F;i, for every i € I, are public-output functionalities.
Then, the compiled protocol «' = Comp, (7w, Di,..., Dy, I) UC-realizes

full
WS? flex °(F), with information-theoretic (resp., computational) securlty in the (Fcorr-se>

W(F1), . W(}'m)) hybrid model, where W(F;) = - ﬂex(5’-'~) ifi € I and

W(F) = Wy strlct(]:l ifi ¢ 1, in the presence of an adaptive, malicious t-adversary,

assuming that all honest parties receive their inputs within ¢ + 1 consecutive rounds.
Furthermore, the expected round complexity of the compiled protocol i’ is

B, Zdl Elcy(TH] +2 - Zdl E[flexy (T)] + 2,

ie[m] i€lm]

where d; is the expected number of calls in & to hybrid F;, T; is a trace sampled from
D;, and B, = 3c + 1 is the blow-up factor.

Theorem 3.3. Let F, Fy, ..., F, be canonical synchronous functionalities, let t <
n/2, and let m be an SNF protocol that UC-realizes strlct(ﬂ with information-
theoretic (resp., computational) security, in the (F1, ..., Fy)-hybrid model, for some
depth-1distribution D, in the presence of an adaptive, malicious t-adversary, and assum-
ing that all honest parties receive their inputs at the same round. Let I C [m] be the subset
(of indices) of functionalities to be wrapped using the flexible wrapper, let D1, . .., Dy,
be arbitrary distributions over traces, denote piull — full-trace(D, D, ..., D,;,), and
let ¢ > 0. Assume that F and F;, for every i € I, are public-output functionalities.

uII

Then, the compiled protocol ' = Compi,.(, Dy, ..., Dy, I) UC-realizes Wsl flex (P,
with information-theoretic ( resp compumtional ) secunty inthe W(F1), ..., W(Fm))-
hybridmodel, where W(F;) = Wy ﬂex(]: Yifi € Iand W(F;) = S?Sém(]: Yifi ¢ 1,
in the presence of an adaptive, malicious t-adversary, assuming that all honest parties
receive their inputs within ¢ 4+ 1 consecutive rounds.

Furthermore, the expected round complexity of the compiled protocol 7' is

Be- Y di-Eley(T)]1+2- Y d; - Elflexy (T))],

ie[m] i€[m]

where d; is the expected number of calls in 7 to hybrid F;, T; is a trace sampled from
D;, and B, = 3c + 1 is the blow-up factor.

3.2. Fast Parallel Broadcast

Cohenetal. [16], based on Hirt and Zikas [39], defined the unfair parallel-broadcast func-
tionality, in which the functionality informs the adversary which messages it received,
and allows the adversary, based on this information, to corrupt senders and replace their
input messages.

— UNFAIR PARALLEL BROADCAST. In the unfair parallel-broadcast functionality, each
party P; with input x; distributes its input to all the parties. The adversary is
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Protocol mppe

1. In the first round, upon receiving (input,sid,z;) with z; € V from the environment, P; secret
shares z; using a (,n) error-correcting secret sharing scheme, (z},...,2%) + Share(z;). Next,
P; sends for every party Pj its share (sid, 7). Denote by T the value received from P; (replace
invalid /missing values by zero).

2. In the second round, P; broadcasts the values x; = (&},...,Z!) using the unfair parallel-
broadcast functionality, i.e., P; sends (input,sid, ;) to Fupsc. Denote by y; = (37, ... ,y2) the
value received from P; (replace invalid/missing values by zero). Next, P; reconstructs all the
input values, i.e., for every j € [n] computes y; = Rev:on(y]l-7 <oy (incase y; = L set y; < 0),
and outputs (output,sid, (y1,...,Yn)) -

Fig. 1. The parallel-broadcast protocol, in the (Fpsyt, Fupsc)-hybrid model.

allowed to learn the content of each input value from the leakage function (and
so it can corrupt parties and change their messages prior to their distribution,

based on this information). The function to compute is fypsc(X1, ..., Xp, a) =
((x1, -y X))y ..o, (x1,...,x,)) and the leakage function is lyppc(X1, ..., X,) =
(x1, ..., x,). We denote by Fyppc the functionality Fege when parametrized with

the above functions fypsc and lypgc.

The protocol of Katz and Koo [45] realizes (a wrapped version of) Fypsc When the parties
have correlated-randomness setup. The following result follows.

Theorem 3.4. Letc > 0andt < n/2. There exists an efficiently sampleable distribu-
tion D such that the functionality WS?_ ’ﬂcex (Fupsc) has an expected-constant-round com-
plexity, and can be UC-realized in the (Fsyr, Fcorr-sc)-hybrid model, with information-
theoretic security, in the presence of an adaptive, malicious t-adversary, assuming that
all honest parties receive their inputs within ¢ + 1 consecutive rounds.

The parallel-broadcast functionality is similar to the unfair version, except that the adver-
sary cannot corrupt parties based on the messages they send.

— PARALLEL BROADCAST. In the parallel-broadcast functionality, each party P; with
input x; distributes its input to all the parties. Unlike the unfair version, the adversary
only learns the length of the honest parties’ messages before their distribution,
i.e., the leakage function is lppc(x1, - .., X5) = (|x1], ..., |x,]). It follows that the
adversary cannot use the leaked information in a meaningful way when deciding
which parties to corrupt. The function to compute is identical to the unfair version,
ie., fese(X1, ...y Xxn,a) = ((X1,...,%Xp), ..., (X1, ...,%x,)). We denote by Fpye
the functionality F.sx when parametrized with the above functions fppe and lppc.

We next show how to realize the parallel-broadcast functionality Fppe in the Fyppc-
hybrid model, in the honest-majority setting. The construction follows [16], where the
only difference is that for t < n/2, perfectly correct error-correcting secret sharing (see
Definition A.1) cannot be achieved, and a negligible error probability is introduced. We
describe this protocol, denoted mpgc, in Fig. 1.
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Theorem 3.5. Letc > 0andt < n/2. There exists an efficiently sampleable distribu-
tion D such that the functionality Wsll)_ ’ﬂcex (Fepe) has an expected-constant-round com-
plexity, and can be UC-realized in the (Fsur, Fcorr-sc)-hybrid model, with information-
theoretic security, in the presence of an adaptive malicious t-adversary, assuming that

all honest parties receive their inputs within ¢ + 1 consecutive rounds.

The proof of the theorem follows in the same lines of the proof of [16, Theorem 5.6].

3.3. Fast SFE in the Point-to-Point Model

We conclude this section by showing how to construct a UC-secure SFE protocol which
computes a given circuit in expected O (d) rounds, independently of the number of par-
ties, in the point-to-point channels model. The protocol is obtained by taking the protocol
of Cramer et al. [21], denoted 7. This protocol relies on (parallel) broadcast and (paral-
lel) point-to-point channels, and therefore it can be described in the (Fpgyr, Fppc)-hybrid
model.

Theorem 3.6. Let f be an n-party function, let C an arithmetic circuit computing f
with multiplicative depth d, let ¢ > 0, and let t < n/2. Then, there exists an efficiently
sampleable distribution D such that the functionality Wfl) hcex (fSJ;E) has round complexity
O (d) in expectation, and can be UC-realized in the (Fsyr, Fcorr-sc)-hybrid model, with
information-theoretic security, in the presence of an adaptive, malicious t-adversary,
assuming that all honest parties receive their inputs within ¢ + 1 consecutive rounds.

Using an adaptively secure constant-round MPC in the broadcast model, such as
the protocol of Damgérd and Ishai [23] (or the two-round protocol that exists under
stronger assumptions [20]), we obtain expected-constant-round MPC over point-to-point
channels.

Theorem 3.7. Let f be an n-party function, let ¢ > 0, lett < n/2, and assume that
one-way functions exist. Then, there exists an efficiently sampleable distribution D such
that the functionality WS?_ hcex (]—'S‘I;E) has round complexity O (1) in expectation, and can
be UC-realized in the (Fsur, Foxi)-hybrid model, with computational security, in the
presence of an adaptive, malicious t-adversary, assuming that all honest parties receive
their inputs within ¢ + 1 consecutive rounds.

4. Functionally Black-Box Protocols and Parallel Composition

In this section, we extend the probabilistic-termination framework [16] to capture the
notions of functionally black-box protocols [57] and of parallel composition of canonical
synchronous functionalities.

Functionally black-box protocols Most MPC protocols in the literature explicitly
require a representation of the function to be computed, usually in the form a Boolean
circuit, an arithmetic circuit, or a RAM program. This representation is a common param-
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eter to the protocol and is known to all of the parties. Rosulek [57] asked whether this
is inherent or if it possible to securely compute a function without “knowing its code.”
Specifically, Rosulek [57] defined functionally black-box (FBB) protocols, in which the
parties compute a function from within some function class, where each party is given
only a local oracle access to the function (i.e., the party can query the oracle to learn the
evaluation of the function on inputs of its choice). A feasibility result for semi-honest
two-party FBB protocols was given in [57] for a class of functions related to blind signa-
tures, as well as an impossibility result (that was strengthened in [43]) ruling out generic
FBB protocols, also in the semi-honest case.

Looking ahead, in Sects. 5 and 6.2 we consider parallel composition of FBB compu-
tations. That is, given public function-classes Cy, . . . , Cy and (hidden) functions g; € C;,
each party is given a local oracle access to g1, ..., gu (as in [57]), but in addition the
parties can globally use M ideal functionalities to jointly compute each g;; every ideal
functionality is parametrized by a function class C; and is given an oracle access to the
corresponding g;. Because the parties can use an ideal functionality to compute each
gi, the impossibility results from [43,57] do not apply, and indeed, in Sect. 5 we show
that in the semi-honest setting it is possible to compose in parallel FBB computations in
a round-preserving manner. In Sect. 6.2 we extend the technique from [43] to rule out
round-preserving FBB parallel composition in the malicious setting.

We formalize the notion of functionally black-box protocols of Rosulek [57] in the
language of canonical synchronous functionalities. As in [57], we focus on secure func-
tion evaluation. The SFE functionality Fir (see Sect. C.1), parametrized by an n-party
function g, is defined as the CSF fcfs}?’l“ﬁ, where fepe (X1, ..., X5, a) = g(Xx1,...,Xp)
(i.e., computes the function g while ignoring the adversary’s input a) and the leakage
function is lggg (X1, ..., x,) = (|x1], ..., |xx]). The following definition explains what
we mean by a protocol that realizes the secure function evaluation functionality in a
black-box way with respect to the function g.

Definition 4.1. LetC = {g: ({0, 1}*)" — ({0, 1}*)"} be a class of n-party functions.
Denote by FS, the CSF, implemented as an (uninstantiated) oracle machine that in
order to compute fs‘;E(xl, ..., Xn,a), queries the oracle with (x1, ..., x;) and stores
the response (y1, ..., y»). The leakage function lgeg (x1, ..., x5) = (|x1], ..., |xu]) 18
unchanged.

Then, a protocol 7 = (71, ..., 7,) is a functionally black-box (FBB) protocol for
(a wrapped version of) ]—'SCFE, if for every f € C, the protocol nf = (n{ , ...,n',’: )
UC-realizes fsfFE.

Parallel composition of CSFs The parallel composition of CSFs is defined in a natural
way as the CSF that evaluates the corresponding functions in parallel.

Definition 4.2. Let f1, ..., fuben-input functions. We define the (n-M)-input function
(ft I -+ I fu) as follows. Upon input (xy, ..., x,), where each x; is an M-tuple
(x}, ..., xM), the output is the M-tuple defined as
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il @ x) = (O O )
where (y7, ...,y = fix], ... x).
Let .7-}{;1;11, e, Cf;?i;lM be CSFs and denote F; = fcf;;_’ The parallel composition of
Fi1,...,Fu,denoted as (Fq || --- || Fu),is the CSF defined by the function (f7 || -- - ||
Jfu) and the leakage function (1 || - - - || ly).

5. Round-Preserving Parallel Composition: Passive Security

In this section, we show that round-preserving parallel composition is feasible, in a
functionally black-box manner, facing semi-honest adversaries. The underlying idea of
our protocol 7 (standing for parallel functionally black-box), formally presented
in Fig. 2, is based on a simplified form of the parallel-broadcast protocol of Ben-Or and
El-Yaniv [5]. The protocol proceeds in iterations, where in each iteration, the parties
invoke, in parallel and using the same input values, sufficiently many instances of each
(oracle-aided) ideal functionality, but only for a constant number of rounds. If some party
received an output in at least one invocation of every ideal functionality, it distributes all
output values and the protocol completes; otherwise, the protocol resumes with another
iteration. This protocol retains privacy for deterministic functions with public output,®
since the adversary is semi-honest, and so corrupted parties will provide the same input
values to all instances of each ideal functionality.

Intuitively, during the simulation of the protocol, the simulator should imitate every
call for every ideal functionality toward the adversary. A subtle issue is that in order to do
s0, the simulator must know the exact trace that is sampled by each instance of each ideal
functionality during the execution of the real protocol. Therefore, it is indeed essential
for the simulator to receive the random coins used to sample the trace for the entire
protocol, by the ideal functionality computing the parallel composition (see Sect. 2.2).
By defining the trace-distribution sampler in a way that consists of all (potential) sub-
traces for every instance of every ideal functionality, the simulator can induce the exact
random coins used to sample the correct sub-trace for every ideal functionality that is
invoked.

Theorem 5.1. LetCy, ..., Cybe deterministic function-classes with public output, let
1

SEEs + + +» .7-'561;% be oracle-aided secure function evaluation functionalities, and let t <
n/2. Let Dy, ..., Dy be distributions, such that for every j € [M], the round complexity
ofWﬂDe; (}"SCF{E) has expectation i j. Denote . = max{u, ..., ().

Then, there exists a distribution D with expectation u' = O (i) such that Wé)ex (]:SL;E
fscFE) can be UC-realized by an FBB protocol in the (Fgur, Wﬂe;(FsC,;IE

Wﬁﬁ(.ﬂ%)) -hybrid model, with information-theoretic security, in the presence of an

6Although the result holds for deterministic functionalities, we note that using standard techniques every
functionality can be transformed to an equivalent deterministic functionality in a black-box way.
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Protocol mpeps(N,R,L)

1. Each party P;, upon receiving (input,sid,z;) with z; = (z}

index a < 0.

s, 2, initializes the iteration

2. Initiate (in parallel) N instances of every ideal functionality Wé:i; (]-'f/b) as follows:

(a) For every j € [M] an({ k € [N], send (input,sidj,,;_,xg) to Wﬂz;(]:fr’,a) (where k = o - N+ k
and sid; j = sid o j o k).
(b) Execute for rounds p=1,...,R:
i. Every party P; sends (fetch-output,sid, ;) to Wﬁ;(}ﬁfﬁ).
ii. If received (output,sid].jc,yj) with y; # L, add y; to the (initially empty) set Sf
(c) If for every j € [M], SIJ # 0, then set y = (y1,...,yu), where y; € SZJ is arbitrarily chosen,
and send (sid, y) to all parties.

(d) If P; received a value (sid, y) from some party, it outputs (output,sid,y) and halts. Else,
set a «+— a+ 1. If a < L, goto Step 2; else, output L and halt.

Fig. 2. FBB parallel composition in the (Fsyr, WﬂDe; (]—'SCFIE) ..... WﬂDeI;[( (]—'SCF‘é))-hybrid model.

adaptive, semi-honest t-adversary, assuming that all honest parties receive their inputs
at the same round.
In particular, if for every j € [M], the expectation | is constant, then [ is constant.

The proof of Theorem 5.1 follows immediately from the following lemma.

Lemma 5.2. Consider the notations in Theorem 5.1 and let 0 < € < 1.

Then, for any R > u,N > llggg((fg;)) and L = poly(k), protocol mwpms(N, R, L) is
D
an FBB protocol for Wﬂe‘:bb (]:SCFIE - fs(;’é), for a distribution Dpipp with expec-

tation pipfoh = O(R), in the (Feyr, Wfﬁ; (fSC,;‘E), e ng; (]:scﬁé )-hybrid model, with
information-theoretic security, in the presence of an adaptive, semi-honest t-adversary,
assuming that all honest parties receive their inputs at the same round.

Proof We start by defining the sampling algorithm for the distribution Dpgpp,

parametrized by N, R, L, and distributions Dy, ..., Dy. The sampler initially sets ¢ <— 0
and a trace T with a root labeled by Wﬁ‘:bb (]:SCF]E || fSCF‘é) and no children. Next,

independently sample traces T;‘ < Dj,for j € [M] and k € [N] (wherel% =a- -N—+k),
and append

([Pl [l ]) o

to the (initially empty) ordered set of leaves of the trace T (i.e., calling sequentially

R times, to N parallel instances of each of the functionalities Wfﬁ; (fSF’g) (for every
j € [M]), followed by a call to Fpgyr). If for every j € [M], there exists k € [N], such
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that ctr(Tf) < R, then output 7 and halt. Else, set « <— o + 1. If « < L, repeat the
sampling process; otherwise output 7" and halt.

Following Lemma 2.3, forR > p and N > llggg((g//;)) s

least one invocation of W&Q (.7:561;{;) will produce output, forevery j € [M], with a constant
probability. It follows that the expected number of iterations until all honest parties
receive output and the protocol terminates is constant, and since each iteration consists
of O(R) rounds, the entire execution completes within O (R) rounds in expectation, as
required. The failure probability that the protocol will not terminate within L = poly(x)
iterations is negligible.

Let A be a semi-honest adversary, we now construct a simulator S for A. Ini-
tially, S sets the values ¢ < 0 and y <« L, and starts by receiving leakage mes-

it holds that in every iteration, at

sages (leakage,sid, P;, (I1,...,ly)) and a trace message (trace,sid, T) from
D .
Wﬂe‘fbb (fscl;‘E -l ]:S%f:), where T is a depth-1 trace of the form

<<<|:|:Wtﬁ:;((fscl~‘lE):|N o [W@i(]__&%)r])?\ | }_PSMT>q>

(i.e., g iterations of calling sequentially R times, to N parallel instances of each
WﬂDe‘; (]—'SC};Q), for every j € [M], followed by a call to Fpsyr). More precisely, S receives
the coins that were used by the functionality Wf? Pibb (}'SCFIE -l ]_—SCF%) to sample the

ex
trace T and using these coins, S samples the same traces T}‘ that were used to define 7.
In order to simulate the o ’th iteration, S sends the message (1eakage, sid i P, lj)

to A, for every j € [M], every k € [N], and every honest P; (where k=a N+ k),
and receives (input, sid j’,;,xl:’ ) from A on behalf of every corrupted party P;.

J
i

C; . .
(Fei). In the first iteration, S sends

Since A is semi-honest, it holds that the same x
. . . . D;
P; in all instances of the functionality W,

D
to Wﬂe';:bb ( -7:5CF1E -l .7-‘5;@), on behalf of every corrupted party P;, the message

(input, sid, x;), with x; = (xl.l, e xiM). When A sends (fetch-output, Sidj )

is used for each corrupted party

requests in round p, S answers with L if ctr(Tf) < p, and with (output, Sidj [,
otherwise, where y = (yi,...,ym); if y = L (i.e.,, on the first time), send

. D . .
(early-output, sid, P;) to Wﬂeﬁjbb(fsﬁg I -+ |l Ferp), receive (output, sid, y)
and store y = (y1,..., yn). In case A sends (early-output, Sidj i» Pi), for some
corrupted P;, send (output, Sidj ©Yj) to A. If the simulated protocol completes

during the «’th iteration, S sends (early-output, sid, P;) to the functionality
w2ee (28 £S) on behalf of every party.

flex
Proving that no environment can distinguish between its view in an execution of 7Tppgg
in the (Fgur, Wﬂz; (]-—S(;'E), e Wﬂ’g (fSCF”]“.:))—hybrid model, and its view when interacting

. . . . D, .
with S in the ideal computation of Wﬂe‘:bb (fSCFﬁE | ]:SC;%), follows via a standard
hybrid argument. Starting with the execution of mpggg, the invocations of the ideal func-

tionalities Wﬁ; (fSCF‘E s W,%“(( <r) are replaced, one-by-one, with the answers of
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the simulator S. Since S perfectly emulates each such call using the trace it received

. . . D, . . .
from the ideal functionality Wﬂei’:bb (fSC,;IE Il -« || Ferp), it follows immediately that the
views of the environment in two neighboring hybrids are indistinguishable; therefore,
the view of the environment in the simulation is indistinguishable from its view in the

execution of Tpgpg. O

6. Round-Preserving Parallel Composition: Active Security

In this section, we consider security against active adversaries. First, in Sect. 6.1, we
show how to compute the parallel composition of probabilistic-termination functional-
ities, in a round-preserving manner, using a black-box access to protocols realizing the
individual functionalities. In Sect. 6.2, we investigate the question of whether there exists
a functionally black-box round-preserving malicious protocol for the parallel composi-
tion of probabilistic-termination functionalities, and show that for a natural extension
of protocols, following the techniques from [5], this is not the case—i.e., there exist
functions such that no such protocol with black-box access to them can compute their
parallel composition, in a round-preserving manner, tolerating even a single adversarial

party.

6.1. Feasibility of Round-Preserving Parallel Composition

In this section, we show how to compile multiple protocols, realizing probabilistic-
termination functionalities, into a single protocol that realizes the parallel composition
of the functionalities, in a round-preserving manner, and while only using black-box
access to the underlying protocols. We start by providing a high-level description of the
compiler.

The compiler receives as input protocols 7y, ..., my, where each protocol 7 ; is

defined in the point-to-point model, in which the parties are given correlated random-
corr

ness in a secure setup phase, i.e., in the (Fgyr, fcojgk )-hybrid model.” Tt follows that
the next-message function for each party in each protocol is a deterministic function
that receives the input value, correlated randomness, private randomness, and history of
incoming messages, and outputs a vector of n messages to be sent in the following round

(one message for each party); we denote by f;éj;sg the next-message function for party
P; in protocol 7 ;. In particular, we note that the entire transcript of the protocol is fixed
once the input value, correlated randomness, and private randomness of each party are
determined.

The underlying ideas of the compiler are inspired by the constructions in [5, 16], where
a round-preserving parallel-broadcast protocol was constructed by iteratively running,
for a constant number of rounds, multiple instances of BA protocols (each instance is
executed multiple times in parallel), until at least one execution of every BA instance is
completed. This approach is indeed suitable for computing “privacy-free” functionalities

TThis captures, for example, broadcast-model protocols, where the broadcast channel is realized using an
expected-constant-round protocol, see Theorems 3.6 and 3.7 .
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(such as broadcast), where the adversary may learn the result of multiple computations
using the same inputs for honest parties, without compromising security. However, when
considering the parallel composition of arbitrary functions, running two instances of a
protocol using the same input values will violate privacy, since the adversary can use
different inputs to learn multiple outputs of the function.

The parallel-composition compiler generalizes the above approach in a privacy-
preserving manner. The compiler follows the GMW paradigm [33] and is defined in the
Setup-Commit-then-Prove hybrid model [11,42], which generates committed correlated
randomness for the parties and ensures that all parties follow the protocol specification.
This mechanism allows each party to commit to its input values and later execute mul-
tiple instances of each protocol, while proving that the same input value is used in all
executions. For simplicity and without loss of generality, we assume that each function is
deterministic and has a public output. In this case, it is ensured that if two parties receive
output values in two executions of 7 ;, then they receive the same output value. The
private random coins that are used in each execution only affect the termination round,
but not the output value. Using this simplification, we can remove the leader-election
phase from the output-agreement technique in [5,16] and directly use the termination
technique from Bracha [7].

Another obstacle is to recover from corruptions without increasing the round com-
plexity. Indeed, in case some party misbehaves, e.g., by using different input values in
different instances of the same protocol 7, then the Setup-Commit-then-Prove func-
tionality ensures that all honest parties will identify the cheating party. In this case, the
parties cannot recover by, for example, backtracking and simulating the cheating party,
as this will yield a round complexity that is linear in the number of parties. Further-
more, the protocol must resume in a way such that all instances of a specific protocol
7 j will use the same input value that the identified corrupted party used throughout the
protocol’s execution until it misbehaved (since the cheating party might have learned an
output value in one of the executed protocols).

To this end, we slightly adjust the Setup-Commit-then-Prove functionality and secret-
share every committed random string r; (the correlated randomness for party P;) among
all the parties, using an error-correcting secret-sharing scheme (see Sect. A.1). Note that
this can be done information theoretically as we assume an honest majority [12,22,56].
In case a party is identified as cheating, every party broadcasts the share of the committed
randomness corresponding to that party, reconstructs the correlated randomness for that
party, and from that point onwards, locally computes the messages corresponding to this
party in every instance of every protocol. Using this approach, every round in the original
protocols 7y, . .., my is expanded by a constant number of rounds, and the overall round
complexity is preserved.

We prove the following theorem.

Theorem 6.1. Let Fy, ..., Fybe CSFs, lett < n/2, andlet ¢ > 1. Let wy, ..., Ty
be SNF protocols such that for every j € [M], protocol 7w j UC-realizes Wi; (F;) with

corr
expected round complexity w j and information-theoretic security, in the (Fswr, Feorr )-

hybrid model (for a distribution D j and a distribution DJC-Orr in NC°), in the presence of
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an adaptive, malicious t-adversary, assuming that all honest parties receive their inputs
at the same round Denote @ = max{uy, ..., Uy}

Then, VV1 ﬂex(Fl | -+ | Fu), for some distribution D with expectation u' =
O(w), can be UC-realtzed with information-theoretic security by a protocol m in the
(Fsmrs Feorr-se)-hybrid model, in the same adversarial setting, assuming that all honest
parties receive their inputs within ¢ + 1 consecutive rounds. In addition, protocol w
requires only black-box access to the protocols wy, ..., Ty

In particular, if for every j € [M], the expectation v} is constant, then [\ is constant.

Proof  (sketch) Without loss of generality, we assume that every CSF F is determinis-
tic and has public output. The proof for randomized functionalities with private output
follows using standard techniques. In Lemma 6.3, we prove that the compiled protocol

Tess = COMP(y, ..., Ty, N,R, L), for R > u, N > llggg((g//;)) and L = poly(x), UC-

realizes Wy Dpob (F1 |l -+ || Fu) with expected round complexity O (R) and information-
theoretic security, in the (Fpec, Fscp)-hybrid model. In Lemma 6.2, we show that a
wrapped version of Fscp(P, Dparallel (15 - - -, T, N - L, R, £), Rparallel, [1) (explained
below) can be implemented, such that every call can be UC-realized in the (Fpgyr, Fppc)-
hybrid model with constant round complexity and information-theoretic security. Fol-
lowing Theorem 3.5, Fppc can be UC-realized in the Fgyr-hybrid model with expected-
constant-round complexity and information-theoretic security. The proof follows from
the sequential composition theorems, Theorems 3.1, 3.2 and 3.3 . O

We now proceed to define the Setup-Commit-Then-Prove Functionality Fgp and
prove Lemma 6.2 in Sect. 6.1.1, and to prove Lemma 6.3 in Sect. 6.1.2.

6.1.1. The Setup-Commit-Then-Prove Functionality

An important building block in our parallel-composition compiler is the Setup-Commit-
then-Prove functionality. This functionality is used in order to allow parties to execute
multiple instances of a protocol, using the same inputs, while ensuring input consistency.
In addition, in case a party misbehaves and tries to deviate from the protocol or to use
different inputs in different executions, the functionality allows all parties to identify
this misbehavior and recover, while increasing the round complexity only by a constant
factor. This functionality was defined by Ishai et al. [42], based on the Commit-then-
Prove functionality of Canetti et al. [11], and was used in order to compile any semi-
honest protocol into a protocol that is secure with identifiable abort, facing malicious
adversaries, by generating committed setup for the parties and allow them to prove
NP-statements in zero knowledge.

The Setup-Commit-then-Prove functionality Fycp is a reactive functionality. (The
notion of CSF is extended to the reactive setting in “Appendix C.2.”) The functionality
is formally defined in Fig. 3 and is parametrized by a party-set P, a distribution D, a
vector of n NP-relations R, and a (¢, n) error-correcting secret-sharing scheme IT. In the
first call to the functionality, the parties do not send inputs (more precisely, send the empty
input A). The functionality samples correlated randomness (71, ..., 7,) < D, hands r;
to P; and stores r; as the committed witness for P;. In addition, the functionality secret
shares r; between all parties. All subsequent calls are used to prove NP-statements on



Round-Preserving Parallel Composition Page 23 of 57 12

Functionality Fip(P,D,R = (Ry,...,Ry), 1))

The functionality Fycp is a reactive CSF, with vectors f,,, = (f1 Jfde) and by = (I, .00y 1)

scpy

of functions (defined below). Fyep is parametrized by party-set P = {Py,..., P,}, a distribution D, a

vector R of NP relations, and a (¢,n) error-correcting secret-sharing scheme II = (Share, Recon).

Setup-Commit Phase: The function fl, (211,...,%n,1,a1) is defined as follows. Initially, sample
(r1,...,7n) < D and for every i € [n], compute (v},...,v") < Share(r;). The output for party
P;is y;1 = (r,v%...,0%). The leakage function is I, (71.1,...,701) = A.

Prove Phase: For k > 1, the function fX (21 4,..., 20, ax) is defined as follows. For every i € [n],
check if the relation R;(z;k,7;) = 1. If so, set b; = 1; else, set b; = 0. The output for
every party P is yix = ((x1,4,01) - -, (Tnk, bn)). The leakage function is 1%, (v1,1,...,2p k) =
(wl,kw e 7In,k)'

Fig. 3. The Setup-Commit-then-Prove functionality.

the committed witnesses, i.e., on the k’th call, for k > 1, P; sends as its input a statement
Xi k; the functionality verifies whether R; (x; x, r;) = 1 and sends x; x and the result to
all parties.

Ishai et al. [42] showed how to realize a slightly reduced version of the Setup-Commit-
then-Prove functionality (in which the functionality does not secret share the witnesses),
unconditionally, with identifiable abort, facing an arbitrary number of corrupted parties.
Their protocol is based on the “MPC-in-the-head” approach that was put forth by Ishai et
al. [40] with the goal of using information-theoretic MPC to construct a zero-knowledge
protocol. In a nutshell, given a statement x and a witness w, the prover secret shares the
witness as w = w1 @ - - - D wy, (for some m) and emulates in its head an m-party ¢-secure
MPC protocol with perfect correctness (e.g., BGW [6]) where the i’th party has input
(w;, x). The MPC task is to reconstruct the witness w = w; @ - - - @ w,,, evaluate the
relation R(x, w) and provide each party with the resulting bit. Next, the prover sends to
the verifier a commitment to the local views of each of the virtual m parties (consisting
of the input w;, the random coins, and the incoming messages). In turn, the verifier asks
the prover to open ¢ of these commitments, and verifies that these views are consistent
and that the output is 1. Intuitively, completeness holds by the correctness of the MPC,
soundness holds by the perfect security, and zero knowledge since the views of ¢ parties
leak no information about other inputs; so the overall security of the zero-knowledge
protocol reduces to that of the commitment scheme.

In the following lemma, we adjust and simplify the protocol from [42] for the honest-
majority setting, and show how to realize Fgcp with guaranteed output delivery.

Lemma 6.2. Let R = (Ry,...,R,) be a vector of NP-relations, let D be an effi-
ciently sampleable distribution in NC°, and let t < n/2. Consider the representa-
tion of the reactive CSF, Fsep(P, D, R, 1), as a sequence of (non-reactive) CSFs

£l 1 £q 149 ~ .
(f{;g*”fm’, ey Cfssﬁ"’ls‘“’), where fip is defined as in Definition C.1. Denote Fip =
féf;SJEP’lSJCP-

Then, there exists a vector of distributions D = (D1, ..., Dy) such that for every
t(J’-"SJCP) can be UC-realized in the (Fpsyr, Froc)-

J € [q), the wrapped functionality WD’

stric
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hybrid model with constant-round complexity and information-theoretic security, in the
presence of an adaptive, malicious t-adversary.

Proof (sketch) We start with a high-level description of the protocol in [42], for a single
prover that proves a single statement (the extension to the multi-instance version of many
provers that prove many statements follows via the JUC theorem [9]). As this protocol
is designed for the dishonest-majority setting, it does not guarantee output delivery, but
achieves identifiable abort.

As mentioned above, the protocol follows the “MPC-in-the-head” approach [40,41],
where the prover emulates in its head a protocol, where m servers, each has as input a
share of the witness w, compute for a public statement x the function b = R(x, w), and
output (x, b). The prover publicly commits to the view of each server, and the verifiers
challenge the prover to open the views of some of the servers. The verifiers accept the
statement x, if and only if all opened views are consistent.

For simplicity, consider an ideal functionality F '3 for generating the correlated
randomness to the parties. As we argue later, this functionality can be realized in constant
rounds in the broadcast model via generic MPC. (Looking ahead, the distribution D will
consist of n independent copies of the following values, one for each party that acts a
the prover.) The parties receive the following correlated randomness from F/Ser:

e The prover receives signed secret shares of the witness (w;, o(w;)), for i €

[n], where (wi, ..., ®,) are shares of the prover’s witness w, and o (w;) is an
information-theoretic signature of w;.

e The prover also receives random strings vy, ..., v, along with corresponding sig-
natures o (v1), ..., 0 (vy), that will be used for committing to the server’s views in
the m-party protocol.

e Every

P; receives a challenge string ¢; along with an information-theoretic signature o (¢; ).
e Every party P; receives a verification key for each of the signature values (note that
all of the signing keys are hidden from the parties).

The prove phase, consists of three rounds:

1. The prover emulates in its head the protocol for computingb = R(x, 01D - -Bwy,)
and broadcasts, for every j € [m], a commitment to the view of the j’th server as
VIEW; D v along with O’(l)j).

2. Every party P; broadcasts the committed random string ¢; along with its commit-
ment o (¢;). All parties locally compute ¢ = ) ¢; and use it to choose a subset
J C [m]. In case some party P; sends invalid values, all parties identify P; as
corrupted and abort.

3. The prover broadcasts view; and o (w;), for every j € J, and all parties validate
consistency.

Since in this work we consider an honest majority, we can simplify the protocol
and achieve security with guaranteed output delivery. In the second round, instead of
having each P; broadcasting the committed randomness (c;, o (c;)), we have the parties
jointly compute the XOR function to agree on a subset J C [m]; that is, each party
enters a (locally chosen) random string as its input and receives the XOR of all strings
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(if a party does not input a value it is simply ignored and treated as 0). Since this
functionality can be represented using a constant-depth circuit, we can use the protocol
of Cramer et al. [21], whose round complexity is O (d), where d is the depth of the circuit,
and provides information-theoretic security in the broadcast-hybrid model against an
adaptive malicious r-adversary. A second modification we require is that F 5 secret
shares the witness w between all parties using an error-correcting secret-sharing scheme,
which can be easily achieved in the honest-majority setting.

It is left to show that the sampling algorithm for the correlated randomness that
is used in [42] can be represented using a constant-depth circuit; the proof will then
follow using again the protocol from [21]. By assumption, sampling a value from the
distribution D can be done using a constant-depth circuit. In addition, the information-
theoretic commitments in [42] are computed using information-theoretic signatures (see
“Appendix A.2”), such that no party knows the signing key. This means that the adversary
cannot generate signatures on its own. In addition, each signature will only need to be
verified once (by each party). Using the information-theoretic signatures construction
from [60] (see Theorem A.3), the degree of the polynomial, that is used to generate
the signature, is bounded by the number of signatures the adversary is allowed to see
from each honest party, which in our case is constant. We conclude that the randomness-

sampling algorithm can be represented using a constant-depth circuit. (I

In the following, we will consider the distribution Dparaliel (71, - - -, Tu, 4, R, £) for
corr

protocols 71, ..., my, where each 7 is defined in the (Fpsur, Feorr )-hybrid model,

that prepares (at most) g executions of each protocol, for exactly R rounds. For each of
the g instances of every protocol 7 ;, the correlated randomness consists of three parts:
first, sample correlated randomness for 7 ; from the distribution DS°"; next, sample
independent random coins (local for each party) from the corresponding distribution
Dy ;, suitable for R rounds; finally, sample random coins that are used to mask all the
communication (explained below). The parameter £ = poly (k) represents the maximum
between the input length and the maximal message length in the protocols 7y, ..., Ty.
The distribution is formally defined in Fig. 4.

The masking of the communication in the p’th round of the k’th instance of protocol
7 ; is performed as follows:

e When P; wants to send messages (ml.l, ...,m?) (where m{ is sent privately to
. S U mask L
Py), party P; sets for every u € [n], m{ = m;{ @ Tiikp.u and broadcasts m; =
~ ] ~

(m;,...,m}).

e When P; rEceives messages m, = (r?z,i, ...,m}) from P,, P; computes m!, =
=i masl i :
m, &r, 5%, ;> and uses m;, as the message P, sent him.

The vector of relations Rparallel = (Réara”el, e Rgarallel)’ described below, will
be used to verify that every party sends its messages in multiple executions of a pro-
tocol according to the specification of the protocol, while using the same input value
in all executions. Formally, for every i € [n], the relation R;)arallel consists of pairs
(e, p,m, h), r;), satisfying:

— o is an integer representing the iteration number.
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Distribution Dparallel(ﬂl yee s T G5 Ry [)

The distribution Dparailel is parametrized by protocols 71, ..., my, where each 7; is defined in the

o
(Frsurrs Fooke)-hybrid model, and integers ¢,R,£. Denote by Dy (R) the distribution that samples
independent random coins for each party for R rounds of protocol 7;.

1. For every j € [M]:
(a) For every k € [q]:

i. Sample correlated randomness for the k’th instance of protocol 73,
(r s s o) < D5

ii. Sample independent random coins for R rounds in the k’th instance of protocol 7,

prot prot
(M5 Thag) € Dry(R).
iii. Sample randomness (ri"js,t, . r;';jsi) to mask the communication in the k’th instance
.mask

of 7j, where for every i € [n], r is set as follows:

0.5k
A. For every p € [R] and u € [n], sample r™k < {0,1}* (used to mask the message

i,7,k,p,u
from P; to P, in the p’th round of the k’th execution of ;),
.mask o m mask . mask mask
B. For every p € [R], set T p 85 (7” Tl Trah pn) and (7"11].71‘,’7/)11-7 . 77"Tw.7,wm-).
mask mask mask
C. Setﬁ]k*(r”kl r',jk'n)'
(b) For every i € [n], denote the random coins as 7§%" = (rf‘}"l ..... i) pmt = (fr;th e ,rf"]"tq)
t
and 72k = (pmesk L pmesk);in addition, denote ] = (r{", rpf;’ , ;“;Sk)
t .
2. For every i € [n], sample randomness 7™ < ({0,1})" to mask the input value and denote
_ (pinput 1 n
ri= (el ).
3. Return (rq,...,75).

Fig. 4. The correlated-randomness distribution for parallel composition.

— p is an integer representing the round number.

— The vector of messages m = (m; 1o, . .., M;u,p) is structured such that for every
j € [M], I;l,‘,j,p = (ﬁli,j,l,pa cey ﬁli,j,N,p)9 and for every k € [N], ﬁli,/‘,k’p =
(Mi jk.p,1, .- i jkpn)represents the message P; broadcasts in the p’th round

of the k’th execution of protocol 7 ;, in the o’th iteration.
~input

— The vector of history-messages h = (h izl, e, itM) is structured such that
~input

h = (i 'nPUt ... m"™) and for j e [M], hj = (hj1,...,hjy), and each
hjk represents the history-transcript until the p’th round of the k’th execution of
protocol 7, in the «’th iteration.

— The random coins are r; = (r'npUt, rl oo, withr! = (rf‘}", rlpr/.m lm/aSk
defined in Dparallel- '

— Forevery j € [M]and k € [N], denote by m; j k. , = (M j k. p.1s--->Mi jk p.n)the

yJ Y M jk,p kP, ik.p,
Dr mask
ik j.ou

with k = a - N + k. Similarly, denote by &; ,j.k the unmasked history obtained
mask Denote (o =

), as

unmasked messages, where for every u € [n], m; jk p.u = Mi jk p.u

from #; ,j.k using the corresponding randomness in r

or

1,7,

~ input . Then, for every j and k, it holds that

mput
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T Jj corr prot ,
mz,],k,p _fnxt-msg( [ i,j,];’ i,j,i’hl’]’k)

That is, m, _j.k.p 1s the output of the next-message function of P in protocol 7 ; on

corr

input x , correlated randomness r , private randomness rPr IE ! and history h; ; k.
i.j.k

i,Js

In the sequel, for simplicity, we will denote by Fcp the functionality
Fscp(P, Dparallel (715 - - - » 7w, N - L, R, £), Rparaliel, IT).

6.1.2. Round-Preserving Parallel-Composition Compiler

We are now ready to present our protocol-black-box (PBB) parallel-composition com-
piler, formally described in Fig. 5.

Lemma 6.3. Consider the notation in Theorem 6.1 and let 0 < € < 1.

Then, for parameters R > (1, N > llggg((g//;)) and L = poly(k), the compiled protocol
ey = COMP (1, ..., Ty, N, R, L) UC-realizes Wy, pbb(]-"l | -« || Fu) with expected

round complexity Mpbb = O(R), in the (Fppc, Fscp)-hybrid model and same adversar-
ial setting, assuming that all honest parties receive their inputs at the same round. In
addition, the compiler requires only black-box access to the protocols «y, ..., Ty.

To prove security of the construction, we construct a simulator for the dummy adver-
sary, which simulates the functionality Fg.p and all honest parties. At a high level, the
simulation proceeds as follows. Since every protocol 7 ; realizes F ;, there exists a simu-
lator S; for the dummy adversary. In order to simulate the k’th instance of each protocol
T, the simulator S invokes an instance of S;, denoted Sk and receives correlated
randomness 727 for every corrupted party P;. The 31mulator S samples randomness
from the dlstrlbutlon Dparallel> adjusts the correlated randomness for every corrupted
party accordingly and hands the adversary (r;, vl, ey vn) as the answer from the first
call to Fgep, where (vil, ey vi") are shares of zero, for every i € [n]. For the input-
commitment message, the simulator broadcasts commitments of zero for the honest
parties (i.e., random messages). The k’th instance of 7; is simulated now using Sj?,

where S masks/unmasks the messages between A and Sj.‘ , appropriately. Every mes-
sage sent by A on behalf of a corrupted party P; is validated by S according to the
relation Ré)arall o> and in case it is invalid, S locally computes the messages for P;, using
its input and correlated randomness. In case party P; gets corrupted, the simulator cor-
rupts the dummy party in the ideal computation and learns its input; next, S hands the
input to each simulator Sk , receives the random coins for P; in each instance of 7,
updates the random coins r; accordingly and hands it to A. This is a valid simulation
for the dummy adversary, following the security guarantees of each simulator S; and of
the secret-sharing scheme I1.

Proof For simplicity of notation, denote Fppp = Wy Droo Fr |l -+ | Fu). We start
by defining the sampling algorithm for the distribution Dppyp, parametrized by N, R, L
and distributions Dy, ..., Dy. The sampler initially sets @ <— 0 and a trace T with root
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labeled by Fpgp and children (]—"Slcp, Frec). Next, independently sample traces Tf <~ Dj,
for j € [M] and k € [N] (wherelz = o - N+ k), and append

. R
((‘f’SlCP7 ]:PBC) ’ fPBCa fPBCy fPBC)

to the leaves of the trace T (i.e., calling R times, sequentially, to (fsicp, Frerc), followed
by th{ee sequential calls to Fppc). If for every j € [M], there exists k € [N] such that

ctr(T;‘) < R, then output 7" and halt. Else, set @ <— o + 1. If « < L, repeat the sampling
process; otherwise output 7" and halt.

Following Lemma 2.3, for R > p and N > Tos( it holds that in every iteration,
at least one execution of 7; will produce output, Izor every j € [M], with a constant
probability. It follows that the expected number of iterations until all honest parties
receive output and the protocol terminates is constant, and since each iteration consists
of R rounds, the entire execution completes within expected O (R) rounds, as required.
The failure probability that the protocol will not terminate within L, = poly(«) iterations
is negligible.

We construct a simulator S for the dummy adversary .A. Let Z be an environment.
The simulator S uses, in a black-box way, the simulators S, for j € [M], where every
& simulates the dummy adversary for protocol 7 ;. The simulators S; are guaranteed to
exist since every i ; j UC-realizes ;. Each simulator S; is invoked (at most) ¢ = L - N
times; denote by S the k’th invocation of S;.

‘We consider the representatlon of the reactive CSF Fcp as a sequence of (non-reactive)

log(M/€)

CSFs (F Cfgg"’ R, Cf;;P "), where fscp is defined as in Definition C.1 and ¢’

LR+ 1. Denote fsjcp = fcésél’ Ser,
The simulator S proceeds as follows:

e Initially,setx; =---=x,=landy= 1

e Simulating the first call to functionality Fgcp:
1. Sample correlated randomness (r1, ..., ;) < Dpara||e|(m, .oy, 4, R, E),
whereg =N-Land r; = (rmpm, 1.1, o with e = (0O rpmt pmasky

i,j i, l_]
fori € [n] and j € [M].

2. For every j € [M] and k € [¢q], invoke Sk request the correlated randomness

for every corrupted party P; and get from S K the values rCOrr Set rl"?r{( <~ Flc‘/’rlz

inr;.

3. Receive from A the message (input, sid, 1), for a corrupted P; (that A sends
to Fycp).

4. For every party P;, compute (ﬁl.l, BSRS Share(0"il).

5. Send the message (output, sid, (r;, f)’i ..., D)) to A as the response from
Fscp, for every corrupted P;.

e Simulating the first (input-commitment) message:

1. For every honest party P;, send a random string mInput to A.
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Protocol Comp(my, ..., 7y, N,R,L)

. Each party Pi, upon receiving (input,sid,x;) with ; = (2,...,2}), sends (input,sid,))
to Fcr and receives (output,sid, (r;,vi...,v%)), where r; = (r/™,rl, ... 7¥) with v} =
(rggf',7'§_']9t7r£?;‘5k), for j € [M], as defined in Dpyarallel, and where v¢, is the i’th share of the
committed randomness 7, of party P,. In addition, set the iteration index « « 0.

. Every party P; broadcasts ™" = @; @ ri"™%.

. Denote ™"t = (7P . ™). In case some party P; did not broadcast a valid value,
each party locally sets for P; a default input value &; = (Z1,...,Z,) and default random coins

#;, and locally computes ﬁz,ii”p”t for that party.

. initiate (in parallel) N instances of every protocol 7; as follows:

(a) For every j € [M] and k € [N], initialize the history of each execution, Ak, hijp < A
Denote the private history of all instances of m; as h! = (h; j1,...,h; x), and the public
history as iL: = (Ei,j.h R izi,j,“): finally, denote the public history of the entire protocol
as h; = (mi"*’“t,ﬁj, . ,le:')

(b) Execute for rounds p=1,...,R:

i. Every party P; computes its p-round messages for the £’th execution of 7;, for every
j € M and k € [N]:

— _ Tt J .corr prot
Mg = (Mijkptse s Mijkpn) = frstimsg (B0 75 7o 5 o i k)
where k = a - N+ k. Next, mask the messages as M jrp = (M jk.p.15- - T jkpin)s
re sot . = m mask ins \ messace
where for u € [n], set M jx.pu = Mijkpu @ e e Finally, prepare the message
M, = (Mi1,,...,Miy,), where for every j € [M], M, = (T 51,05 Tijnp)-

ii. Every party P; sends (input,sid, (a, p,m;,,, h;)) to Fscp, and receives the message
(output, sid, (((ov, p, 11,5, h1),b1), ..., (00, p, M p, Bn) b))
ili. For every u € [n] with b, = 0, every P; broadcasts v%, and all parties reconstruct the
committed randomness of P, as 7, = Recon(v.,...,v").
iv. For every u € [n] with b, = 1, party P, unmasks the message m, , sent by P,, by
computing My, j k. pi = Mau,jk,p.i B 71':‘3521”, for j € [M] and k € [N].
v. Every party P; locally computes the p-round messages 7, , on behalf of all parties
P, that have been identified as corrupted thus far, using the committed input Thi{:”“t
and reconstructed randomness 7.
vi. Every party P; appends all unmasked p-round messages (11 k,pis- -« Mnjk,pi) tO
hi j i, and all masked p-round messages (M1 j k. p, - - Mn jk,p) tO iL”k
(c) For every j € [M] and k € [N], if party P; completed the k’th execution of 7; with output,
let y; jr be the output value (y; jr = L otherwise). Denote SL’ ={Yijk | Vijk # L} If
for every j € M], S/ # 0, then set y = (y1,...,yu), where y; € S} is arbitrarily chosen,
and broadcasts (sid, y).
(d) If P; received identical values (sid,y) from (at least) ¢ + 1 parties, it broadcasts (sid,y).
(e) If party P; received identical values (sid,y) from (at least) n — t parties, it outputs
(output,sid,y) and halts. Else, set @ + a+ 1. If @ < L, goto Step 4; else, output
1 and halt.

Fig. 5. The parallel-composition compiler in the (Fppc, Fscp)-hybrid model.

12
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2. For every corrupted party P;, receive the message ﬂzl.npm from A and extract the

input value x; = 'h;nput @ r™"" In case A does not send a message for P;, set
x; and r; to predetermined default values and locally compute rhl-npm =x,®r;.
~ input ~ input ~ input
3. Set ™Y = (™, .. P,

e Send inputs to Fppp:

1. For every corrupted party P;, send the message (input, Sid, x;) to Fpgg.

2. Upon receiving message (leakage, sid, P;, (I1, .. ., ly)) from Fpgg, for an
honest party P;, store the leakage information.

3. In addition, S receives (trace, sid, T'), from Fpgg, where T is a depth-1 trace
of the form

| . R q//
-7:5(:})5 fPBCa ((Fslcpv fPBC) ’ fPBC» fPBCy prC) ’

(ie., initigllly, calls to fslcp and Fppe, followed by ¢” iterations of calling R
times (Fj

cp» Feec) and 3 rounds of Fppe in order to agree on termination).
More precisely, S receives the coins that were used by the functionality Fpgg
to sample the trace T from Dpypyp,. Using these coins, S samples the same traces

Tf that were used to define 7.

e Simulating the «’th iteration:

1. Foreveryi € [n], j € [M] and k € [N], set hi,./,k,ﬁj,k < X\. Denote hlj =
(i ji1s o i), B =(hjy,....hjy)andh = (', ..., ™). For k € [N],
letk = o -N+k. }

2. For j € [M]and k € [N], send to Sj?,on behalf of every honest party, the leakage
messages (leakage, sid, P;,[;), as well as (trace, sid, Tf). In addition,
send to Sj? the message (input, sid, xl.j ), for every corrupted party P;, and
receive from S;? the messages (input, sid, xi] ) that are sent to Wife; (F;), for

the corrupted parties.
3. Execute forrounds p =1, ..., R:

(a) For every honest P;, send («, p, m; p, it) to A as the leakage from Fyp
for P;, where m; , is prepared as follows. For every corrupted party P,

receive from 85? the message m; j k. p,u and Set m; j k p.u = Mi jk,pu D

rf“?zk . For every honest P,, sample a random message 7; j k,p,u. Set
1, ],K,p,u

mi, = (Mi1,p,....,Miu,p), Where m; j, = (Mij1p,...,Mijnp)
with m; j k. p = (Mijk.p.1s - Mijkpon)-

(b) For every corrupted party P;, receive from A the message (input, sid,
(o, p, m; p, h;)) (intended to Fycp), and check whether h; = h and
R;)ara”el((a, p,mp hi),r;)=1.1fso,setb; = 1else b; = 0.

(c) For every corrupted party P; with b; = 1, it holds that m;, =
(ﬁli’]’p, e, rhi,M,p),whererhi,J-,p = (ﬁli,j)],p, ey "hi,j,N,p) andrhi,j,k,p =
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(M jkp1s--- Mk pn). Denote, for every honest Py, m; jk pu =
~ mask
ml,],k»pyu @ ij, k 0, u

(d) Forevery honest party P;, denote hi =j1 and b; = 1,and send to the adver-
sary A (output, sid, (((«, p, M1, k1), b1), ..., ((a, p, Wy, p, By), by)))
as the response from Fgcp, on behalf of every corrupted party.

(e) For every corrupted party P; with b; = 1 and every honest P,, forward to
S;? the message m; j k. p,u-

(f) For every corrupted party P; with b; = 0, compute (v,.l, co V) <
Share(r;) and send v to A, on behalf of every honest party P,. (Note
that r; may change as the simulation proceeds, in case P; gets corrupted
dynamically.)

(g) For every corrupted party that has been previously identified, locally com-
pute the messages m;_; k. p.u, for every honest party P, using (x;, r;) and

hi ik, and send them to Sj?.

(h) Append the messages (i1, ..., i, ,) to the global history h. For every
corrupted party P;, append the messages (m1,j k. p,i» - - - Mn, jk,p,i) tO the
local history h; j k.

(i) Upon receiving (early-output, sid, P;) from S;? for an honest party
P;, simulate the honest party receiving the output message.

() Uponreceiving (early-output, sid, P;) from S;? for a corrupted party
P;,if y = 1, send (early-output, sid, P;) to Fpss and receive back
(output, sid, y), with y = (y1,..., yw). Send (output, sid, y;) to
Sk

(k) For every j € [M] and k € [N], check whether p = ctr(T;‘ ). If so
and y = 1, send (early-output, sid, P;) to Fpss and receive back
(output, sid, y), with y = (y1, ..., yu). Send (output, sid, y;) to 85?
for every corrupted party.

e Explaining corruption requests: upon a corruption request for P;, proceed as follows.

1. Corrupt the dummy party P; and learn its input x; = (xil, cees le).
2. Forevery j € [M] and k € [L - NJ:

(a) Instruct Sl.‘ to corrupt P; and provide it with input x.j

~prot

i j k> corre-

(b) Receive from S;‘ the view of P;, i.e., its internal randomness 7;

lated randomness rcj’" and history h; j k.
(c) For every u € [n] and every message my, j k. p,i in h; jx (message from

P, to P; in the p’th round of the k’th instance of 7, for p € [R]),

compute r,;n?skk i = Mu,jk,p.i®Muy,j k,p.i- Similarly, compute rlmjalfkp L=
mz;k,ou@ﬁlt]kp,u-
input ~ input
(d) Compute 7; put — =m, P @D x;.
corr Feorr .pr rot ~prot  mask ~mask
(e ) Adjust the random coins Pk < Tige Tk < TijeTik < Tijk

t ~ t.
and rInpu <« r;.npu inr;.
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3. Provide the input x; and the adjusted correlated randomness r; to Z as the
internal state of party P;.

We next prove that no environment can distinguish between interacting with the
dummy adversary and the honest parties running protocol 7z’ in the (Fppc, Fscp)-hybrid
model, from interacting with the simulator S and the dummy honest parties computing
Frees, except for a negligible probability. We prove this using a series of hybrid games.
The output of each game is the output of the environment.

The game HYB}T Z This is exactly the execution of the protocol mpgg in the
(Fepes Fscp)- hybrld model with environment Z and dummy adversary A.

2,i : 1
The games HYB A z, for 0 < i* < n. In these games, we modify HYB, Az
as follows. Durmg the first call to Fyep, for i* < i < n, compute (vi], R vf) <~
Share(r;) (as before) and send (v’i, R v,’;) as the shares for every party P;. For every
i < i* compute (vil, ..., v]") < Share(r;) and (f)il, BRSIES Share(0lil). Next,
send to every corrupted Py the shares (f}’f, ceey ﬁ,’;) and to every honest party the shares
(v’i, e, v,i).

. 1 S qyp2"
Claim 6.4. HYB =~ , - =HYB .

Proof Note that HYB Az = HYBZ’O DAZ For every 0 < i < n, it holds that

HYB jznl;m AZ = 1-1\(132 i+ .A z- This follows from the security of the ECSS scheme and the

honest-majority assumptlon In particular, the shares {v{, ..., vjf }, held by the adversary
(for all corrupted P,), completely hide for that random coins r; of every honest party
P;, and are compatible even if P; gets adaptively corrupted and r; is revealed. This
holds since all honest parties receive valid shares of r;, therefore, r; will be correctly
reconstructed even if all corrupted parties have incorrect shares. The claim follows using
a standard hybrid argument. O

The game HYB3 WA In this game, we modify HYB2 LAz 8s follows. The input-

commitment message m, ey t, sent by an honest party is umformly chosen. In addition,

in every call to Fscp the returned value b; for every honest party P; is always set to
1. Finally, the random coins for honest parties that are corrupted adaptively are set as

rl_nput _ mput @ x;

1
Claim 6.5. nyp>" = Hys>
o~ nPBBsA Z = nPBBsA z:

Proof The claim immediately follows since honest parties always send correct mes-
sages. ]

4, 7% k* . * —
The games HYB -~ A 2> for 0 < j* <Mand 0 < k* < g = N - L. In these games,

3

we modify HYBS 4.z as follows. For (j, k) < (j*, k*) (i.e., for j < j* or j = j*
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and k < k*), the k’th execution of protocol 7 ; is replaced with the simulated transcript

generated by Sf.
More specifically, the experiment interacts with the ideal functionality Fpgg. Initially,
it receives the leakage messages (leakage, sid, P;, (I1, .. ., ly)) and the coins used to

sample a trace 7' from Dppp (via the message (trace, sid, T')); using these random
coins, sample the traces T;‘ from D;.

Each simulator Sk (for (j, k) < (j*, k*)) is invoked and is given the leakage infor-
mation /; and the trace T*. The simulator Sk provides correlated randomness rcc/’" for
every corrupted party; the random coins r; for corrupted P; are adjusted accordingly.
Once A sends the input-commitment message mi , for a corrupted P;, extract the
input value x; = (xil, e, le) and hand Sj? the value xij as the input value for P;. The
interaction with S;? is done as in the simulation, i.e., validate the messages from .4 and

unmask valid messages before forwarding to Sk and mask messages from Sk using

COI’I’
T ke

When Sk sends (early-output, sid, -) requests, respond with the output value y;
from y = (y1,...,y;), where if y = L, then forward the message t0 Fpgg.

Messages from identified corrupted partles are locally computed and sent to Sk

. 3 S 4.M,q
Claim 6.6. HYB 4z =HYB ') 2.

Proof Note that HYB AZ S HYBiP(:B(? 4. z- For every 0<j<Mand0 <k < g,

4,5k s 2, j k41 . 4,j.q s 2,j+1,1 |
it holds that HYB_ o AZ = HYBHPBB AZ and similarly, HYB "' Az = HYB ' ' )z

otherwise, there exists an environment that violates the simulation of S; (resp., Sj11).

The claim follows using a standard hybrid argument. (]
The proof of Lemma 6.3 follows since HYBZD::{ 4 z (for g =N- L) exactly describes the

simulation done by S. ]

6.2. An Impossibility of FBB Round-Preserving Parallel Composition

In this section, we prove that for a natural class of protocols, following and/or extending
in various ways the techniques from Ben-Or and El-Yaniv [5].,® there exist functions such
that no protocol can compute their parallel composition in a round-preserving manner,
while accessing the functions in a black-box way, tolerating even a single adversarial
party. Although this is not a general impossibility result, it indicates that the batching
approach of [5] is limited to semi-honest security (Sect. 5) and/or functionally white-box
transformations.

We observe that this impossibility serves as an additional justification for the optimal-
ity of our protocol-black-box parallel composition (Sect. 6.1). Indeed, on the one hand,
it formally confirms the generic observation that the naive parallel composition of a set
of PT functionalities does not preserve their round complexity. On the other hand, and

8To our knowledge, the only known techniques for round-preserving parallel composition are those of
Ben-Or and El-Yaniv [5] and are only for the specific case of Byzantine agreement.
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most importantly, it proves that all existing techniques for composing PT functionalities
in parallel in the natural (FBB) manner fail in preserving the round complexity. Hence,
the only known existing round-preserving composition for such functionalities is the
protocol-black-box compiler presented in Sect. 6.1 or more inefficient non-black-box
techniques. The wideness of the class of excluded protocols by our impossibility result
justifies our conjecture that there exists no round-preserving FBB protocol for paral-
lel composition of PT functionalities. Proving this conjecture is in our opinion a very
interesting research direction.

We first argue informally why the approach of [5], cannot be directly extended to
privacy-sensitive functions. The idea in [5] for allowing each of the n parties to broadcast
its value is to have each of the n parties participate in m = O (log n) parallel invocations
(hereafter called batches, to avoid confusion with the goal of parallel broadcast for
different messages) of broadcast as sender with the same input. Each of those batches
is executed in parallel for a fixed (constant) number of rounds (for the same broadcast
message); this increases the probability that sufficiently many parties receive output
from each batch. At the end of each batch execution, the parties check whether they
jointly hold the output, and if not, they repeat the computation of the batches. It might
seem that this idea can be applied to arbitrary tasks, but this is not the case. The reason is
that this idea fails if the functionality has any privacy requirements, is that the adversary
can input different values on different calls of the functionality within a batch and learn
more information on the input.

Batched-parallel composition The above issue with privacy appears whenever a func-
tion is invoked twice in the same round on the same inputs from honest parties. Indeed, in
this case the adversary can use different inputs to each invocation and learn information
as sketched above. The same attack can be extended to composition protocols which
invoke the function in two different rounds p and p’; as long as the adversary knows
these rounds, he can still launch the above attack on privacy. Generalizing the claim even
further, for specific classes of functions, it suffices that there are two (possibly different)
functions which are evaluated on the same inputs in rounds p and p’. This excludes

protocols that might attempt to avoid using some functionality Wfﬁ'; (F;) by invoking
D,
some other W (F 7).
To capture the above generalization, we define the class of batched-parallel compo-
sition protocols: A protocol 7 implementing the PT parallel composition W2 _(F; ||

flex
--- || Fu) in the (WﬁDe;(}' Dseens WﬂDe’f‘(fM))-hybrid model (for some distributions
D, Dy, ..., Dy)is a batched-parallel composition protocol if it has the following struc-

ture. It proceeds in rounds, where in each round the protocol might initiate (possibly

multiple) calls to any number of the hybrid functionalities Wé)e; (F;) and/or continue

calls that were initiated in previous rounds. Furthermore, there exist two publicly known
protocol rounds p and p’, and indices j, j/, £ € [M], such that for the input vector
x = (x1,...,Xx,) that T gives to Wfﬁx(}"l Il --- || Fu) (Where x; = (xil, ...,le)) the
following properties are satisfied:
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. . D; . .
1. In round p the functionality Wy (F;) is called on input xt = (xf, e xﬁ) and
at least two of its rounds are executed.
2. Inround p’ the functionality Wy, (F ) is also called on input x* and at least two
of its rounds are executed.

Note that the protocol in [5] (as well as our semi-honest protocol from Sect. 5) is an
example of a batched-parallel composition protocol for p = p’ = l and for j = j' = ¢
being the index of any one of the hybrid functionalities. Indeed, in the first round of these
protocols, each functionality is invoked at least twice on the same inputs. In particular,
protocols that follow this structure, e.g., even ones that do not call all functionalities in
every phase, or those that have variable batch sizes, can be described as such batched-
parallel composition protocols.

We next show that the there are classes of functions Cy, ..., Cy such and for any
protocol 7 that securely computes the parallel composition Wtﬁx(fg‘E |- Il Feie

while given hybrid access to PT functionalities Wﬂz; (ffg’E) the following properties hold
simultaneously:

1. 7 has to call each of the hybrids WﬂDe; (]—'SCF"E) (for at least 2 rounds each).!?

2. The naive solution of & calling each of the er;(fscﬁﬁ)’s in parallel until they
terminate is not round-preserving (for an appropriate choice of D;’s.)
3. 7 cannot be a batched-parallel composition protocol.

The above shows that the classes Cy, ..., Cy not only exclude the existence of a
batched-parallel composition protocol, but they also exclude all other known solutions.
This implies that for this classes of functions, every known approach—and generaliza-
tions thereof—fail to compute the parallel composition of the corresponding function-
ality in an FBB and round-preserving manner.

Theorem 6.7. Let M = O(k). There exist n-party function-classes Cy, ..., Cy and
distributions Dy, ..., Dy, such that the following properties hold in the presence of a
malicious adversary corrupting any one of the parties:

1. The protocol that calls each WﬂDe’;( (fsleE) in parallel (once) until it terminates is
not round-preserving (i.e., its expected round complexity is asymptotically higher
than that of the distributions D; ).

2. Any  (Fsurs Wfﬁ;( s ,...,Wéﬂi(fﬁfé))—hybrid protocol  for computing
Wﬁx (fchlE -l ffﬁé) has to make a meaningful call (i.e., a call that executes

at least two rounds) to each PT hybrid WﬂDe; (fSCFiE).
3. There exists no functionally black-box batched-parallel composition protocol for

computing WL (FGL || -+ | Feit) in the (Four, Wik (FGk), - Wit (Fai)-
hybrid model, where D has (asymptotically) the same expectation as Dy, . .., Dy

9Note that any call to a PT (i.e., wrapped) functionality that executes less than two rounds is useless as it
can be simulated by the protocol that does nothing (without of course increasing the round complexity). The
reason is that, by definition of PT functionalities, any such call gives no output (the first round is an input-only
round).

10Note that this does not mean that 7 is not round preserving as the calls might be in parallel.
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Proof Let D; = --- = Dy be the geometric distribution with parameter 1/2. (This
means that the expected round complexity of each WﬂDe; (fSCFiE) is constant.) Then, Prop-
erty 1 follows immediately from the observation in [5] (see also [16]), which implies
that the expectation of the round complexity of the naive protocol that executes each
functionality in parallel until its completion will be ® (log M), which is super-constant.

We next turn to Property 2. Toward proving it we first prove the following useful
lemma.

Lemma 6.8. There exists a family of functions C = { fy}ae(o, 1) Such that there exists
no FBB protocol for computing the family of (oracle-aided) n-party SFE-functionalities
(Flay faeC> Which is secure against a semi-honest adversary corrupting any one of the
n parties.

Proof Let f, be the function that takes inputs x; € {0, 1}* and x» € {0, 1} from P;
and P, respectively (and a default empty string A from every P; with j € {3,...,n})
and outputs y; to each P; as follows:

0% , otherwise.
x;, ifx1®x =«
e Yy =

x,ifx1®x =«
® VI =

0% , otherwise.

X1®x, ifx;®x =«

e Forevery j € (3,...,n},y; = {0" otherwise.

The argument that there exists no FBB protocol for the above function family is inspired
by [43, Theorem 1]. Concretely, assume toward contradiction that such a protocol
exists!! and consider the following experiment. Pick x1, x2, o uniformly and indepen-
dently at random and run 7/ with inputs x; and x for P; and P, respectively, and
input A for all other parties. Then, we argue that the following events have negligible
probability of occurring (where the probability is taken over the choice of x1, x7, o and
the random coins r = (ry, ..., r,) of the parties):

(A) Any of the parties (i.e., any of the m;’s) queries its oracle f, with (p, g, A, ..., A)
such that p ® ¢ = «.

(B) Any of the parties queries its oracle f, with (p,q, X, ..., A) suchthat p & g =
X1 D x;.

The fact that (A) occurs with negligible probability is due to the fact that « is uniformly
random.

The fact that (B) occurs with negligible probability follows from the protocol’s privacy
(and is, in fact, independent of the distribution of ). Indeed, suppose that the probability
that P; makes a query (p, g, A, ..., A) such that p & g = x1 & x» is noticeable (i.e.,
not negligible). Consider an adversary corrupting P; and outputting the list of values
p ® g, for each (p, g, A, ..., 2) that P; makes to its oracle. By assumption, this list
will include x| 6 x, with noticeable probability. However, in the ideal-world execution,

HNote that by definition of FBB [57] protocols, # = (wq,..., 1) and each of the 7;’s is an oracle
machine which can query the function f is trying to compute (see Sect. 4).
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the simulator, even if it knows «, will be unable to produce a list of values containing
X1 6 xp with noticeable probability, since x; and x; are chosen uniformly at random,
and a simulator corrupting a single party cannot learn both x; and x». This implies that
the above adversary cannot be simulated, which contradicts the protocol’s privacy.

Letnow R denote the set of all (r, x, x2, o) such that in the above experiment, neither
event (A) nor (B) occurs. From the above argument we know that Pr[(r, x1, x2, @) €
R] > 1 — v(k), for a negligible function v.

Next, as in [43, Theorem 1], we consider the coupled experiment in which we use
the same r, x1, x2 as above, but run the protocol 7 le* where o* = X1 D xp. Asin [43,
Theorem 1], we can prove that this experiment proceeds identically as the original one
(which, recall differs only on the oracle calls); in particular, all oracle queries will be
answered by 0° to all parties. The reason for this is that an oracle query (p, g, A, ..., L)
is answered by a value other than 0“ in the first experiment only if p & ¢ = « and
in the second experiment only if p & g = x1 @ x2, which for the combinations of
(r,x1,x2, ) € R does not occur. This in particular implies that the output vector
y = (1, ..., yp) that the parties Py, ..., P, receive from the protocol will be identical
in both experiments for (r, x1, x2, @) € R.

It follows that, since Pr[(r, x1, x2, ) € R] > 1 — v(k), the distribution of y in both
experiments can be at most negligible apart. However, since the protocol is required to
output the correct value with overwhelming probability, in the first experiment (where
X1, x2, o are uniformly distributed) Pr[y = (0)"] = 1 — negl(x) and in the second
experiment (where «* = x1@®x2) Pr[y # (0)"] = 1—negl(x). This creates a noticeable
advantage in distinguishing the outputs of the two experiments leading to contradiction.
O

Lemma 6.9. For the above function class C, letC; = Cforeachi € [M]. Then, any FBB
protocol for computing Wfﬁx (.7:5(’;5 I - see) With hybrid access to all Wﬂz; (]-'SCFiE) S
needs to invoke at least two rounds of every hybrid Wﬂz; (fsc;E).

Proof Assume toward contradiction that there exists a protocol m computing
W@X (.7:&,5 . ]-'SCFE) such that for some i, protocol r might execute at most one

round of Wﬂ o (fch). We will prove that no such protocol can exists for a uniformly ran-
dom choice of « = (y, ..., ocM).12 This is sufficient, since by an averaging argument,
it implies that there exists no such protocol that is secure for all choices of &, as required
by the definition in [57]. (Indeed, if there exists a protocol that is secure for all choices
of & (independent of &) there exists one that is secure for a randomly chosen a.)

First, we observe that any call to a functionality Wfﬁ'f( (fscl;{;) that executes less than
two rounds can be simulated by the protocol that does nothing during this execution
(without of course increasing the round complexity). The reason is that, by definition of
flexibly wrapped CSFs (Sect. 2.2), any such call gives no output (the first round is an

12Consistently with [57], we assume that although « is chosen uniformly at random, it is known to the
environment, the adversary and the simulator in the proof (in particular, we can assume that the environment
chooses & to be uniformly random in each of the experiments and hands it to the adversary/simulator).



12 Page 38 of 57 R. Cohen et al.

input-only round). Thus, we can assume without loss of generality that 7 makes no call

D; ;
to Wi (FSL).
Next, observe that any protocol that computes W@X( e | fs(;”fg) can

be adjusted to compute Wﬁ;(]—fg}i) for any i € [M]. Indeed, one simply needs
to invoke the protocol for WﬂDex( s ol or) and take its i’th out-
put as the output of W@; (.7-'51!}3). Hence, m can be trivially turned to a protocol
for computing Wﬁ;(ffp"l;) (without ever accessing W‘%;((fSCFiE)). Note that since
we assume that w is FBB, the parties are given access to all other functionali-
. D Jfa D;_ S D; Jo; D So
ties Wiy (Fest )s -« s Wiaae (Fest s Weed (Fest ™)+« o, Waes (Fest'), and can make
oracle queries to all underlying functions { fy,, ..., fa} \ {fo; }-

Finally, we observe the argument of Lemma 6.8 can be easily extended to the above
scenario, where the aim is to compute {F foi } fur €C in an FBB manner, but where the
parties have oracle access to the function f,, (as required by the definition of FBB pro-

tocols [57]) and, in addition, have oracle access t0 fu,, ..., fo;_1s faiyys---» Jay and
. D fe Di_ Joi_ D; o D fo

ideal access t0 Wyl (Fést)s oo Wiax ' (Fest ) When | (Fest ™)y - oy W (Fési).
The reason is that the behavior of functions fy,,..., fo;_1s fajyy»---» Jay 1S inde-

pendent of f,, and can be therefore trivially simulated by means of an information-
theoretic MPC protocol (recall we only have one corruption) that implements a
globally accessible oracle to fy,,..., fo;_1» foisy» -+ Jow and ideal functionalities

Ja Dj_ Ja;_ D; Ja; @ . .
Wik (Fesh, -, W' (Fest )y Wik ' (Fest ™) e WﬂDeﬁ(fcfS#). (Since a is cho-

ser?eﬁniformly at random their role in computing f,, can be emulated by choosing
independent o ;s for j € [M]\ {i}.) Thus, if there were a protocol which would compute
(Fai) f..ec in the above hybrid world, then it can be trivially converted to a protocol
which does not access the hybrids or the oracle calls to the functions other than f,,
which would contradict Lemma 6.8. Observe that the above extension is independent
of the round complexity, and adding a PT structure to the hybrids does not affect the

impossibility. (]

We complete the proof of the theorem by proving Property 3 for the above choice of
Cl,...,CManle,...,DM.

Lemma 6.10. There exists no functionally black-box batched-parallel composition
protocol for computing Wf?cx(}'g; | ]:SCF’é) in the (Fsur, Wég(fgg),
W@; (]:Sc}:’é))-hybrid model, tolerating a static adversary actively corrupting any one
of the parties.

Proof As before, it suffices to prove that there exists no batched-parallel compo-

sition protocol m that is secure for computing Wﬁx (FS];‘;] - fsj;‘z‘“) in the

(Fsmrs WﬂDe; (.7-'5];”,31 )y ..o, WﬁDe’f( (féogM))—hybrid model, for a uniformly random choice

ofx = (ay, ..., ay).

Assume toward contradiction that such a protocol 7 exists, which is secure against a
malicious (i.e., active) adversary corrupting any one party, and assume without loss of
generality that party P; is corrupted. Let (p, j), (0, j'), and € denote the values that
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are assumed to exists by the fact that 7 is a batched-parallel composition protocol and
. fa . D fO( ! . . .. .

denote by Wé)e; (Fee ) and Wy (Fge ) the corresponding functionalities indexed by

j and j’. We will denote by x; = (x1,...,x1) € ({0, 1})™ the input of P and by

x2 = (x3,..., ) € ({0, 1}*) the input of P; to Wifex(fsj;‘;‘ -l .7-"5};0{;”). Consider
an environment that chooses all inputs to the parties uniformly at random but hands its
adversary the first « — 2 bits of the input x%. (Recall that the batched-parallel composition

. . D; Joi . D Jo oy .
requires that P> inputs x} to Wy.. (Feed ) in round p and to W, (Fge! ) in round p'.)

Denote the output from the evaluation of erx(fs";‘g | fSJ;“EM) as (¥1, .-+, Yn)s
where each y; = ( yil, ceey ylM) is the output of P;. Because all inputs are independently

and uniformly distributed, the simulator gains no information on the missing (i.e., last)

two bits of xﬁ neither by using its knowledge of the o, nor by the inputs and outputs of

any of the parallelly composed Wﬁx(ﬂﬁ‘ |-l }';;‘;M) other than its £’th output. In

other words, the only way that the simulator might learn additional information on the

missing two last bits of the input xﬁ of the honest party P> is from the corrupted P;’s

£’th output yf of the ideal functionality V\/ﬂDex (fsﬁl -l ]:S};‘”EM).

In the analysis below we use the following notation. Givenastringx = (xy, ..., X;) €
{0, 1}, denote by x[i, ..., jl, fori < j, the substring (x;, ..., x;). Consider the fol-

lowing cases for the input xf that S hands to the £’th functionality in W2 (fs{.;‘g | |

flex
Sy .
SFE /-

Lox{[l, ...,k =21 # x50, ...,k — 21 e[, ..., k — 2]. In this case, by correct-
ness of m, the £’th output yf equals 0“ independently of the last two bits of xf.
Hence, in this case the simulator is able to output the last two bits of xze with
probability 1/4 (i.e., the best he can do is guess).

2. x8[1, .o e =21 = x4[1, ...,k — 2]@ayll, ..., k — 2].Inthis case, we consider
the following event

E: xf[ic —1,k] = xﬁ[x — 1, k] ®arlc — 1, k].

— If Ey occurs, then the simulator will see that the output y’f # 0, so can output
xf[/c —1,x] = xf[/c — 1, k] @ aglk — 1, k] as his guess for the last two bits of
xﬁ, which will always (with probability 1) be the correct guess (by definition
of the function). Note that Pr[E(] = 1/4 since the simulator knows «; (by the
definition of FBB [57]) and has no information on xﬁ [« —1,«].

— If E{ does not occur, then S will see that yf = (0, from which it can deduce
that xf[/c —1,k] # xf[/c — 1, k] ® ae[x — 1, k], but gets no more information
on xf [« — 1, k]. Hence, the probability of outputting xf [« — 1, k] in this case
is at most 1/3 (i.e., the probability of guessing among the 2-bit strings that are
not equal to x{[x — 1, k] @ ate[kc — 1, k).

Hence, the total probability that a simulator outputs a correct guess for xé [« —1,k]is

Ps = 1/4+@3/H(1/3) =1/2.
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To complete the proof, we will describe an adversary who outputs the two last bits
of x%, ie., xf [« — 1, k], with probability noticeably higher than 1/2; this implies a
noticeable distinguishing advantage between the real world and the ideal world.

The adversary chooses two different random two-bit strings b, b’ € {0, 1}> and

inputs (xf[l, ...,k —2],b) ® a; on the execution of Wfﬁi(fsj;(g) in round p and

()céz [1,...,x—2], b/)éBotjr on the W:e';: (Fsﬁiﬂ )inround p’. Once the adversary receives
P1’s outputs from the above two functionalities (denote them as $;_; and J, j,)‘3 he does
the following: If 1 ; # 0 or y; j» # 0 (an event that happens with probability 1/2
since there are four possible two-bit strings and one of them makes the output # 0°) then
the adversary outputs b® «j[x — 1, «] (or o) aj/[k — 1, k], respectively) as his guess
of the last two bits of xf. By correctness of the protocol, except for negligible probability
the guess will be correct in this case. Otherwise, the adversary outputs a random string
from T = {00, 01, 10, 00} \ {b, b'}; the probability of outputting a correct guess in this
case is 1/2 since it has to be one of the strings in 7. Hence, the overall probability that
this adversary outputs the right guess for the last two bits of x; is 3/4 — v, where v is a
negligible function implied by the error probabilities in the above protocol. Hence, the
output of the adversary is distinguishable from the output of the best simulator which
contradicts the assumed security of 7. U

This completes the proof of Theorem 6.7. (]

A. Preliminaries (Cont’d)

A.l. Error-Correcting Secret Sharing

Definition A.1. A (¢, n) error-correcting secret sharing (ECSS) scheme over amessage
space M consists of a pair of algorithms (Share, Recon) satisfying the following
properties:

1. t-privacy For every m € M, and every subset Z C [n] of size |Z| < t, the
distribution of {s;};c7 is independent of m, where (sg, ..., s,) < Share(m).

2. Reconstruction from up to t erroneous shares For every m € M, every § =
(S1,...,8,), and every s = (s}, ..., s,) such that Prg_share(m) [S = s] > 0 and
Hi | si = slf}| > n — t, it holds that m = Recon(s’) (except for a negligible
probability).

ECSS can be constructed information-theoretically, with a negligible positive error prob-
ability, when t < n/2 [12,22,56].

A.2. Information-Theoretic Signatures

Parts of the following section are taken almost verbatim from [42].

3Recall that, by definition of probabilistic-termination SFE, the adversary is always able to learn the output
in the second round.
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Key Generation: The algorithm for key generation Gen(1%,n,/s) is as follows:

1. For (j,k) € {0,...,n—1} x{0,...,€s}, choose a;; €r F uniformly at random and set the
signing key to be (the description of) the multi-variate polynomial

ls n—1 f£s
k k
sk = f(y17.4.7yn,1,1:):2a07k1 +ZZaj,kij .
k=0 j=1k=0
2. For i € [n], choose vector @ = (vj1,...,Vin-1) Eg F"~1 uniformly at random and set the

i’th verification key to be
vk; = (Ui, f5,(2)),
where fz,(z) = f(vi1, ., Vin—1,2).

Signature Generation: The algorithm for signing a message m € F', given the above signing key, is
(a description of) the following polynomial

Sign(”"# Sk) = g(yl-, o 7;’/7271) = f(z/l-, e 73/77.—17771’)

Signature Verification: The algorithm for verifying a signature o = g(y1, . . ., y») on a given message
m using the ¢’th verification key is

1, if g(v;) = fg,(m
Ver(m, 0, vki) :{ 0; otiirv&)fisef o

Fig. 6. Construction of information-theoretic signatures [60].

‘P -verifiable Information-Theoretic Signatures We recall the definition and construc-
tion of information-theoretic signatures [58,59] but slightly modify the terminology to
what we consider to be more intuitive. The signature scheme (in particular the key-
generation algorithm) needs to know the total number of verifiers or alternatively the list
‘P of their identities. Furthermore, as usually for information-theoretic primitives, the
key-length needs to be proportional to the number of times that the key is used. Therefore,
the scheme is parameterized by two natural numbers £5 and £y which will be upper
bounds on the number of signatures that can be generated and verified, respectively,
without violating the security.

A ‘P-verifiable signature scheme consists of a triple of randomized algorithms
(Gen, Sign, Ver), where:

1. Gen(1“,n, s, Ly) outputs a pair (sk, vk), where sk € {0, 1}¥ is a signing
key, vk = (vki,...,vky,) € ({0, 1}¥)" is a verification-key-vector consisting of
(private) verification sub-keys, and £s, £y € N.

2. Sign(m, sk) on input a message m and the signing-key sk outputs a signature
o € {0, 1}Polv(),

3. Ver(m, o, vk;) on input a message m, a signature o and a verification sub-key
vk;, outputs a decision bit d € {0, 1}.

Definition A.2. A P-verifiable signature scheme (Gen, Sign, Ver) is said to be
information-theoretically (£s, £y )-secure if it satisfies the following properties:

— (completeness) A valid signature is accepted from any honest receiver:

Pr[Gen — (sk, (vVki,...,vky)); fori € [n]: (Ver(m, Sign(m, sk), vk;) = 1)] = 1.
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— Let ng denote a signing oracle (on input m, ng outputs o = Sign(m, sk)) and
(’)\‘,/k denote a verification oracle (on input (m, o, i), ng outputs Ver(m, o, vk;)).

Also, let Ang’OXk denote a computationally unbounded adversary that makes at
most £s calls to O, and at most £y calls to OY, , and gets to see the verification
keys indexed by some subset Z C [n]. The following properties hold:

- (unforgeability) _A(ng,OXk cannot generate a valid signature on message m’
of his choice, other than the one he queries ng on (except with negligible
probability). Formally,

Gen — (sk, vk); for someZ C [n] chosen by Aogk’OXk
Pr (AO_fk,O\‘,’k (vk|I) — (m,0o,j)| A (m wasnot queried to ng) A

(j €mI\D) A (Ver(m,o,vkj)=1)
= negl.

N \4
- (consistency)' A%Ou cannot create a signature that is accepted by some

(honest) party and rejected by some other even after seeing £ valid signatures
and verifying £y signatures (except with negligible probability). Formally,

Gen — (sk, vk); for someZ C [n] chosen by .Aogk’oyk (sk):
Pr A%3:%% (sk, vk|7) — (m, o)
3i, j € [n]\ T s.t. Ver(m, o, vk;) # Ver(m, o, vk;)

= negl.

In [59,60] a signature scheme satisfying the above notion of security was constructed.
These signatures have a deterministic signature generation algorithm Sign. In the fol-
lowing (Fig. 6) we describe the construction from [59] (as described by [60] but for a
single signer). We point out that the keys and signatures in the described scheme are
elements of a sufficiently large finite field F (i.e., |[F| = O(2P?Y®)); one can easily
derive a scheme for strings of length £ = poly(x) by applying an appropriate encoding:
for example, map the i’th element of F to the i ’th string (in the lexicographic order) and
vice versa. We say that a value o is a valid signature on message m (with respect to a
given key setup (sk, vk)), if for every honest P; it holds that Ver(m, o, vk;) = 1.

Theorem A.3. ([60]) Assuming |F| = Q(2°) and £s = poly(k) the above signa-
ture scheme (Fig. 6) is an information-theoretically (£s, poly(k))-secure P-verifiable
signature scheme.

14This property is often referred to as transferability.
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B. Synchronous Protocols in UC (Cont’d)

In this section, we give complementary material to Sect. 2.1 and in particular we include
a high-level overview of the formulation of synchronous UC from [46]. More concretely,
Katz et al. [46] introduced a framework for universally composable synchronous com-
putation. For self containment we describe here the basics of the model and introduce
some terminology that simplifies the description of corresponding functionalities.

Synchronous protocols can be cast as UC protocols which have access to a special
clock functionality F¢; ock, Which allows them to coordinate round switches as described
below, and communicate over bounded-delay channels.!® In a nutshell, the clock func-
tionality works as follows: It stores a bit b which is initially set to 0 and it accepts from
each party two types of messages: CLOCK-UPDATE and CLOCK-READ. The response to
CLOCK-READ is the value of the bit b to the requestor. Each CLOCK-UPDATE is forwarded
to the adversary, but it is also recorded, and upon receiving such a CLOCK-UPDATE mes-
sage from all honest parties, the clock functionality updates b to b @ 1. It then keeps
working as above, until it receives again a CLOCK-UPDATE message from all honest
parties, in which case it resets b to b & 1 and so on.

Such a clock can be used as follows to ensure that honest parties remain synchronized,
i.e.,nohonest party proceeds to the next round before all (honest) parties have finished the
current round: Every party stores a local variable where it keeps (its view of) the current
value of the clock indicator b. At the beginning of the protocol execution this variable is O
for all parties. In every round, every party uses all its activations (i.e., messages it receives)
to complete all its current-round instructions, and only then sends CLOCK-UPDATE to the
clock signaling to the clock that it has completed its round; following CLOCK-UPDATE,
all future activations result to the party sending CLOCK-READ to the clock until its bit b
is flipped; once the party observes that the bit b has flipped, it starts its next round. For
the sake of clarity, we do not explicitly mention F¢ock in our constructions.

In [46], for each message that is to be sent in the protocol, the sender and the receiver
are given access to an independent single-use channel.'® We point out, that instead of the
bounded-delay channels, in this work we will assume very simple CSFs that take as input
from the sender the message he wishes to send (and a default input from other parties)
and deliver the output to the receiver in a fetch mode. Such a simple secure-channel SFE
can be realized in a straightforward manner from bounded-delay channels and a clock
Ferock-

As is common in the synchronous protocols literature, throughout this work we
will assume that protocols have the following structure: In each round every party
sends/receives a (potentially empty) message to all parties and hybrid functionalities.
Such a protocol can be described in UC in a regular form using the methodology from
[46] as follows: Let & € N denote the maximum number of messages that any party

15As argued in [46], bounded-delay channels are essential as they allow parties to detect whether or not a
message was sent within a round.

16 Ag pointed out in [46], an alternative approach would be to have a multi-use communication channel;
as modeling the actual communication network is out of the scope of the current work, we will use the more
standard and formally treated model of single-use channels from [46].
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P; might send to all its hybrids during some round.!” Every party in the protocol uses
exactly u activations in each round. That is, once a party P; observes that the round has
changed, i.e., the indicator-bit b of the clock has being flipped, P; starts its next round
as described above. However, this round finishes only after P; receives u additional
activations. Note that P; uses these activations to execute his current round instructions;
since 1 is a bound to the number of hybrids used in any round by any party, u activations
are enough for the party to complete its round (If P; finishes the round early, i.e., in less
than p activations, it simply does nothing until the x activations are received.) Once p
activations are received in the current round, P; sends CLOCK-UPDATE to the clock and
then keeps sending CLOCK-READ messages, as described above, until it observes a flip
of b indicating that P; can go to the next round.

In addition to the regular form of protocol execution, Katz et al. [46] described a way of
capturing in UC the property that a protocol is guaranteed to terminate in a given number
of rounds. The idea is that a synchronous protocol in regular form, which terminates after
r rounds, realizes the following functionality F. The functionality F keeps track of the
number of times every honest party sends p activations/messages and delivers output as
soon as this has happened r times. More concretely, imitating an r-round synchronous
protocol with w activations per party per round, upon being instantiated, F initiates a
global round-counter T = 0 and an indicator variable 7; := 0 for each P; € P; as soon
as some party P; sends @ messages to F, while the round-counter 7 is the same, F sets
7; := 1 and performs the following check:'3 if 7; = 1 for every honest P; then increase
T :=t+landreset; = Oforall P, € P. Assoon as 7 = r, the functionality F enters a
“delivery” mode. In this mode, whenever a message fetch-output is received from
some party P;, F outputs to P; its output. (If F has no output to P; is outputs L.)

We refer to a functionality that has the above structure, i.e., which keeps track of
the current round 7 by counting how many times every honest party has sent a certain
number p of messages, as a synchronous functionality. To simplify the description of
our functionalities, we introduce the following terminology. We say that a synchronous
functionality F is in round p if the current value of the above internal counter in F is
T=p.

We note that protocols in the synchronous model of [46] enjoy the strong composition
properties of the UC framework. However, in order to have protocols being executed in
a lock-step mode, i.e., where all protocols complete their round within the same clock-
tick, Katz et al. [46] make use of the composition with joint-state (JUC) [9]. The idea is
the parties use an F¢p ock-hybrid protocol 7 that emulates toward each of the protocols,
sub-clocks and assigns to each sub-clock a unique sub-session ID (ssid). Each of these
sub-clocks is local to its calling protocol, but 7 makes sure that it gives a CLOCK-UPDATE
to the actual (joint) clock functionality F¢;ock, only when all sub-clocks have received
such a cLOCK-UPDATE message. This ensures that all clocks will switch their internal bits
at the same time with the bigger clock, which means that the protocols using them will

71n the simple case where the parties only use point-to-point channels, © = 2(n — 1), since each party
uses n — 1 channels as sender and n — 1 as receiver to exchange his messages for each round with all other n
parties.

18T make sure that the simulator can keep track of the round index, F notifies S about each received input,
unless it has reached its delivery state defined below.



Round-Preserving Parallel Composition Page 45 of 57 12

Functionality FZL(P)

Fese proceeds as follows, parametrized by a function f: ({0,1}* U {L})"*! x R — ({0,1}*)" and a
leakage function I: ({0,1}* U{L})" — {0,1}*, and running with parties P = {P1,..., P,} and S.

e Initially, set the input values x1,...,z,, output values yi,...,y,, and adversary’s value a to L.
e Inround p=1:

— Upon receiving (adv-input, sid, v) from the adversary, set a « v.
— Upon receiving a message (input,sid,v) from some party P; € P, set z; < v and send
(leakage,sid, P, l(x1,...,x,)) to the adversary.
e In round p = 2:
— Upon receiving (adv-input,sid,v) from the adversary, if y; = ... =y, = L, set a + v. Other-
wise, discard the message.

— Upon receiving (fetch-output,sid) from some party P; € P, if y; = ... =y, = L, then choose
r « R and compute (y1,...,yn) = f(@1,...,%n,a,r). Next, send (output,sid,y;) to P, and
(fetch-output,sid, P;) to the adversary.

Fig. 7. The canonical synchronous functionality.

be mutually synchronized. This property can be formally proved by a direct application
of the JUC theorem. For further details the interested reader is referred to [9,46].

C. The Probabilistic-Termination Framework (Cont’d)

In this section, we provide supplementary material for Sect. 2.2.

C.1. Canonical Synchronous Functionalities

The description of the canonical synchronous functionality (CSF) is given in Fig. 7.
As a generalization of the SFE functionality, CSFs are powerful enough to capture any
deterministic well-formed functionality. In fact, all the basic (unwrapped) functionalities
considered in this work will be CSFs.

The functionality Fc is parametrized by a (possibly) randomized function f that
receives n + 1 inputs (n inputs from the parties and one additional input from the
adversary) and a leakage function / that determines what information about the input
values is leaked to the adversary. In the first (input) round, all the parties hand Fg their
input values, and in the second (output) round, each party receives its output. Whenever
some input is submitted to Fcgr, the adversary is given some leakage function of this
input; the adversary can use this leakage for deciding which parties to corrupt and which
input values to use for corrupted parties. For example, in a broadcast protocol such
as [25] the adversary may decide to adaptively corrupt the broadcaster and replace its
message based on the leakage received. Additionally, the adversary is allowed to input
an extra message that for some functionalities (e.g.,Byzantine agreement) might affect
the output.

We now describe a few standard functionalities from the MPC literature as CSFs, we
refer the reader to [16] for additional examples.
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— SECURE MESSAGE TRANSMISSION (AKA SECURE CHANNEL). In the secure message
transmission (SMT) functionality, a sender P; with input x; sends its input to a
receiver P;. The function to compute is fSiMjT(xl, o xm,a) = (A, X, )
(Where x; is the value of the j’th coordinate) and the leakage function is
sm(xl, ..., Xy) =y, where y = |x;| in case P; is honest and y = x; in case
P; is corrupted. We denote by }_sm the functionality Fcsz when parametrized with

the above functions fs and lSMT, for sender P; and receiver P;.

— BroaDCAST. In the (standard) broadcast functionality, a sender P; with input
x; distributes its input to all the parties, i.e., the function to compute is
f;c (x1,...,xy,a) = (x4, ..., x;). The adversary only learns the length of the mes-
sage x; before its distribution, i.e., the leakage function is l]’;C X1, ..., x0) = |x;].
This means that the adversary does not gain new information about the input of
an honest sender before the output value for all the parties is determined, and
in particular, the adversary cannot corrupt an honest sender and change its input
after learning the input message. We denote by Fl. the functionality Feg when
parametrized with the above functions f,.. and [._, for sender P;.

— SECURE FUNCTION EVALUATION. In the secure function evaluation functional-
ity, the parties compute a randomized function g(xy, ..., x,), i.e., the function
to compute is fsiE(xl, cevyXp,a) = g(x1,...,x,). The adversary learns the
length of the input values via the leakage function, i.e., the leakage function is
I (X1, ..., Xn) = (Ix1], ..., |x,]). We denote by Fa.p, the functionality Fes when
parametrized with the above functions f&; and lsg, for computing the n-party
function g.

C.2. Reactive CSFs

We proceed to extend the notion of CSF to reactive CSFs (RCSFs), i.e., CSFs with
multiple input/output phases. Correspondingly, a reactive CSF is parametrized by two
vectors of functions f = (f1,..., fy) andl = (Iy, ..., ;). The description of reactive
CSFs can be found in Fig. 8.

Definition C.1. Let Fii. be a reactive CSF, with f = (fi,....f,) and I =
(I1,...,1y), lett < n/2, and let IT = (Share, Recon) be a (z, n) error-correcting
secret-sharing scheme. For every k € [q], denote by fx the function that on inputs
(X1, ..., X0, ), with X; = (x;, s;), first reconstructs the state s = Recon(sy, ..., s,),
next samples random coins r and computes (y1, ..., Yu) = fk(s, X1, ..., X, a,r), and
finally shares the new state s’ = (s, x1,...,X,,a,r) as (s}, ...,s,) < Share(s’) and
outputs y; = (y;, s)) to P;.

A protocol m UC-realizes qtrlct( RCSF) for a vector of distributions D =
(D1, ..., Dy),if m consists of g sub-protocols (71, . . ., 74), such that for every k € [q],

strict FCSFZ" ). In addition, each party P; in 7 keeps a value
si, initially set to _L, that is used as the second input for each sub-protocol. Upon com-
pleting the execution of each sub-protocol, party P; updates s; to be the second output
value received.

sub-protocol 7 UC-realizes W 2*
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Functionality FL.(P)

Frese Proceeds as follows, parametrized by two vectors of functions f = (f1,..., fy) andl = (l1,...,1,),

where fi,: (({0,1}* U {L})"+! x R)"' — ({0,1}")" and y: (({0,1}* U{L})™)"* = {0,1}* for cach
k € [¢], and running with parties P = {Py,..., P} and an adversary S.

o Initially, set the input values x1,1,...,2n,4, the output values yi1,...,yn,q and the adversary’s
values ai,...,aq to L; in addition, set the state so = L.

e Inround p =2k — 1, with k € [¢]:
— Upon receiving (adv-input, sid, v) from the adversary, set aj « v.

— Upon receiving a message (input,sid,v) from some party P; € P, set x;; < v and send
(Leakage,sid, P;, lk(z1,1,...,%nk)) to the adversary.

e In round p = 2k, with k € [¢]:

— Upon receiving (adv-input,sid,v) from the adversary, if y1p = ... = ynr = L, set ap < v.
Otherwise, discard the message.

— Upon receiving (fetch-output,sid) from some party P, € P, if y1, = ... = ypp = L,
then choose 7, < R and compute (y1k,---,Ynk) = f(Sk—1,%1k, - Tnk, Gk, 7). Next, set,
Sk = (Sk—1,%1.ks- - - Tn,k, K, k) send (output,sid,y; ;) to P; and (fetch-output,sid, P;) to the
adversary.

Fig. 8. The reactive canonical synchronous functionality.

C.3. Execution Traces

As discussed in Sect. 2.2, a computation with probabilistic termination is modeled in
[16] by augmenting CSFs that capture the actual computational task, with output-round
randomizing wrappers that capture the round structure of the protocol realizing the task.
The underlying idea is to ensure that an environment, that can always observe how many
rounds the execution of a protocol takes, will see an indistinguishable round structure
in the corresponding ideal computation. Before formally describing the wrappers in
“Appendix C.4”, we illustrate the notion of execution traces, which is central to enable
the simulator emulating the round structure.

Recall that the randomizing wrappers are parametrized by a round sampler D, that
may depend on a specific protocol implementing the functionality. The round sampler
D samples a round number pterm by which all parties are guaranteed to receive their
outputs no matter what the adversary strategy is. The strict wrapper Wiict ensures that
all (honest) parties terminate together in the round pterm, Whereas the flexible wrapper
Whex allows the adversary to deliver outputs to individual parties at any time before
round pterm.

Consider an arbitrary functionality F that is realized by some protocol 7. If F is to
provide guaranteed termination (whether probabilistic or not), it must enforce an upper
bound on the number of rounds that elapse until all parties receive their outputs. If the
termination round of 7 is not fixed (but may depend on random choices made during its
execution), this upper bound must be chosen according to the distribution induced by 7.

Thus, in order to simulate correctly, the functionality F and 7’s simulator S must
coordinate the termination round, and therefore, 7 must pass the upper bound it samples
to S. However, it is not sufficient to simply inform the simulator about the guaranteed-
termination upper bound pierm. Intuitively, the reason is that protocol m may make
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probabilistic choices as to the order in which it calls its hybrids (and, even worse, these
hybrids may even have probabilistic termination themselves). Thus, F needs to sample
the upper bound based on 7 and the protocols realizing the hybrids called by 7. As &
needs to emulate the entire protocol execution, it is now left with the task of trying to
sample the protocol’s choices conditioned on the upper bound it receives from F. In
general, however, it is unclear whether such a reverse sampling can be performed in
(strict) polynomial time.

To avoid this issue and allow for an efficient simulation, we have F output all the
coins that were used for sampling the round pterm to S. Because S knows the round-
sampler algorithm, it can reproduce the entire computation of the sampler and use it in
its simulation. In fact, as we discuss below, it suffices for our proofs to have F output
a trace of its choices to the simulator instead of all the coins that were used to sample
this trace.

Execution traces As mentioned above, in the synchronous communication model, the
execution of the ideal functionality must take the same number of rounds as the protocol.
For example, suppose that the functionality F in our illustration above is used as a hybrid
by a higher-level protocol r’. The functionality G realized by 7’ must, similarly to F,
choose an upper bound on the number of rounds that elapse before parties obtain their
outputs. However, this upper bound now depends not only on 7’ itself but also on 7 (in
particular, when 7 is a probabilistic-termination protocol).

Given the above, the round sampler of a functionality needs to keep track of how the
functionality was realized. This can be achieved via the notion of a frace. A trace basi-
cally records which hybrids were called by a protocol, and in a recursive way, for each
hybrid, which hybrids would have been called by a protocol realizing that hybrid. The
recursion ends with the hybrids that are “assumed” by the model, called atomic function-
alities (in this paper atomic functionalities are the secure point-to-point communication
functionality and the correlated-randomness functionality for broadcast).

Building on our running illustration above, suppose protocol 7’ (realizing G) makes
ideal hybrid calls to F and to some atomic functionality . Assume that in an example
execution, 77 happens to make (sequential) calls to instances of 7 and F in the following
order: F, then H, and finally F again. Moreover, assume that F is replaced by protocol
7 (realizing F) and that 7 happens to make two (sequential) calls to H upon the first
invocation by 7', and three (sequential) calls to H the second time. (We assume that
both 7 and 7’ call exactly one hybrid in every round.) Then, this would result in the
trace depicted in Fig. 9.

Assume that 7 is a probabilistic-termination protocol and 7’ a deterministic-
termination protocol. Consequently, this means that F is in fact a flexibly wrapped

functionality of some CSF F, i.e., F = Wz

flex

(from a distribution induced by ) depth-1 traces with root Wﬂ.g (F') and leaves H. '
Similarly, G is a strictly wrapped functionality of some CSF G, i.e., G = Wsl;igct(g/),

where the distribution Dg first samples (from a distribution induced by 7’) a depth-1

(F), where the distribution D £ samples

D
19Note that the root node of the trace sampled from D £ is merely labeled by Wy ef (F"), i.e., this is not a
circular definition.
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Fig. 9. Example of an execution trace.
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Fig. 10. An execution trace with probabilistic-termination and deterministic-termination protocols.

trace with root Wslflfa(g’ ) and leaves WﬁDef (F’) as well as H. Then, each leaf node

Wﬁf (F) is replaced by a trace (independently) sampled from Dx. Thus, the example
trace from Fig. 9 would look as in Fig. 10.

C.4. Strict and Flexible Wrappers

This section contains the definitions of the strict wrapper Wiyict and of the flexible
wrapper Wiex.

Strict-wrapper functionality The strict-wrapper functionality, formally defined in
Fig. 11, is parametrized by (a sampler that induces) a distribution D over traces, and
internally runs a copy of a CSF functionality F. Initially, a trace T is sampled from D;
this trace is given to the adversary once the first honest party provides its input. The
trace T is used by the wrapper to define the termination round pterm < ctr (7). In the
first round, the wrapper forwards all the messages from the parties and the adversary to
(and from) the functionality F. Next, the wrapper essentially waits until round pterm,
with the exception that the adversary is allowed to send (adv-input, Sid, -) messages
and change its input to the function computed by the CSF. Finally, when round pterm
arrives, the wrapper provides the output generated by F to all parties.

Flexible-wrapper functionality ~The flexible-wrapper functionality, defined in Fig. 12,
follows in similar lines as the strict wrapper. The difference is that the adversary is allowed
to instruct the wrapper to deliver the output to each party at any round. In order to accom-
plish this, the wrapper assigns a termination indicator term;, initially set to 0, to each
party. Once the wrapper receives an (early-output, Sid, -) request from the adver-
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Wrapper Functionality WZ,; . (F)
Witrict, parametrized by an efficiently sampleable distribution D, internally runs a copy of F and
proceeds as follows:

e Initially, sample a trace T' +— D and compute the output round prerm < ¢ (7). Send (trace,sid, T)
to the adversary.®

e At all times, forward (adv-input,sid, -) messages from the adversary to F.

e In round p = 1: Forward (input,sid, -) messages from each party P; € P to F. In addition, forward
(1eakage, sid, -) messages from F to the adversary.

e In rounds p > 1: Upon receiving a message (fetch-output,sid) from some party P; € P, proceed
as follows:

— If p = prerm, forward the message to F, and the response (output,sid,y;) to P;.
— Else, send (fetch-output,sid, P;) to the adversary.

“Technically, the trace is sent to the adversary at the first activation of the functionality along with the
first message.

Fig. 11. The strict-wrapper functionality.

Wrapper Functionality WL _(F)
Whex, parametrized by an efficiently sampleable distribution D, internally runs a copy of F and
proceeds as follows:

o Initially, sample a trace T < D and compute the output round prerm ¢ ¢ (T'). Send (trace,sid, T')
to the adversary.® In addition, initialize termination indicators termy, ..., term, < 0.

e At all times, forward (adv-input,sid, -) messages from the adversary to F.

e In round p = 1: Forward (input,sid, -) messages from each party P; € P to F. In addition, forward
(leakage, sid, -) messages from F to the adversary.

e In rounds p > 1:

— Upon receiving (fetch-output, sid) from some party P; € P, proceed as follows:
x If term; = 1 or p = prerm (and P; did not receive output yet), forward the message to F, and
the output (output,sid,y;) to P;.
x Else, send (fetch-output,sid, P;) to the adversary.

— Upon receiving (early-output,sid, P;) from the adversary, set term; < 1.

“Technically, the trace is sent to the adversary at the first activation of the functionality along with the
first message.

Fig. 12. The flexible wrapper functionality.

sary for P;, it sets term; <— 1. Now, when a party P; sends a (fetch-output, sid)
request, the wrapper checks if term; = 1, and lets the party receive its output in this
case (by forwarding the (fetch-output, sid) request to F). When the guaranteed-
termination round pterm arrives, the wrapper provides the output to all parties that did
not receive it yet.
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Wrapper Functionality WS . (F)
Wilstrict, parametrized by an efficiently sampleable distribution D and a non-negative integer ¢, in-
ternally runs a copy of F and proceeds as follows:

e Initially, sample a trace 7' +— D and compute the output round preym < Be-c(T'), where B, = 3c+1.
Send (trace,sid,T') to the adversary.® Initialize slack counters cy,..., ¢, < 0.

e At all times, forward (adv-input,sid, -) messages from the adversary to JF.
e Inrounds p=1,...,2c+ 1: Upon receiving a message from some party P; € P, proceed as follows:

— If the message is (input,sid,-), forward it to F, forward the (leakage,sid,-) message F subse-
quently outputs to the adversary, and set P;’s local slack ¢; < p — 1.
— Else, send (fetch-output,sid, P;) to the adversary.
e In rounds p > 2¢ + 1: Upon receiving a message (fetch-output,sid) from some party P; € P,
proceed as follows:
— If p = prerm + i, send the message to F, and the output (output,sid,y;) to P;.
— Else, send (fetch-output,sid, P;) to the adversary.

“Technically, the trace is sent to the adversary at the first activation of the functionality along with the
first message.

Fig. 13. The slack-tolerant strict-wrapper functionality.

C.5. Slack-Tolerant Wrappers

Slack-tolerant strict wrapper The slack-tolerant strict wrapper Wsll)_ ’sirict’ formally
defined in Fig. 13, is parametrized by an integer ¢ > 0, which denotes the amount
of slack tolerance that is added, and a distribution D over traces. The wrapper W strict
is similar to Wiict but allows parties to provide input within a window of 2¢ 4 1 rounds
and ensures that they obtain output with the same slack they started with. The wrapper
essentially increases the termination round by a factor of B, = 3¢ + 1, which is due
to the slack-tolerance technique used to implement the wrapped version of the atomic

parallel SMT functionality (see [16]).

Slack-tolerant flexible wrapper The slack-tolerant flexible wrapper Wsll)_ hcex’ formally
defined in Fig. 14, is parametrized by an integer ¢ > 0, which denotes the amount of
slack tolerance that is added, and a distribution D over traces. The wrapper W] fex 1S
similar to Whex but allows parties to provide input within a window of 2¢ + 1 rounds and
ensures that all honest parties will receive their output within two consecutive rounds.

The wrapper essentially increases the termination round to
pterm = Be - cyr(T) + 2 - flexy (T) + c,

where the blow-up factor B, is as explained above, and the additional factor of 2 results
from the termination protocol of Bracha [7] used for every flexibly wrapped CSF, which
increases the round complexity by at most two additional rounds (recall that flex (T')
denotes the number of such CSFs), and ¢ is due to the potential slack. Wg|_gex allows
the adversary to deliver output at any round prior to pterm but ensures that all parties
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Wrapper Functionality W25 (F)

sl-flex

Wl-fiex, parametrized by an efficiently sampleable distribution D and a non-negative integer ¢, inter-
nally runs a copy of (the public-output functionality) F and proceeds as follows:

o Initially, sample a trace T' <— D and compute the output round prerm < Be - cu(T) + 2 - flexe (T) +
¢, where B, = 3c+ 1. Send (trace,sid,T) to the adversary.” Initialize termination indicators
termy, ..., term,, < 0.

e At all times, forward (adv-input,sid, -) messages from the adversary to F.
e Inrounds p=1,...,2c+ 1: Upon receiving a message from some party P; € P, proceed as follows:
— If the message is (input,sid, ), send it to F and forward the (leakage,sid,-) message F subse-
quently outputs to the adversary.

— Else, send (fetch-output,sid, P;) to the adversary.
e In rounds p > 2c+1:

— Upon receiving a message (fetch-output,sid) from some party P; € P, proceed as follows:

x If term; = 1 or p = prerm, forward the message to F, and the output (output,sid,y) to P;.
Record the output value y.
x Else, output (fetch-output,sid, P;) to the adversary.

— Upon receiving (get-output, sid) from the adversary, if the output value y was not recorded yet,
send (fetch-output,sid) to F on behalf of some party P;,. Next, send (output,sid,y) to the
adversary.

— Upon receiving (early-output,sid, P;) from the adversary, set term; < 1 and prem <
min{pterma P + 1}

“Technically, the trace is sent to the adversary at the first activation of the functionality along with the
first message.

Fig. 14. The slack-tolerant flexible wrapper functionality.

obtain output with a slack of at most one round. Moreover, it allows the adversary to
obtain the output using the (get-output, sid) command, which is necessary in order
to simulate the termination protocol.

C.6. Compilers and Composition Theorems

Deterministic-termination compiler Let F, Fy,...,F, be canonical synchronous
functionalities, and let 7 be an SNF protocol that UC-realizes the strictly wrapped
functionality )/Vslt)rict (F), for some depth-1 distribution D, in the (F1, ..., F,)-hybrid
model, assuming that all honest parties receive their inputs at the same round. The
compiler Comps,,, parametrized with a slack parameter ¢ > 0, receives as input the
protocol 7 and distributions Dy, ..., D,, over traces and replaces every call to a CSF
F; with a call to the wrapped CSF whi-e (Fi). We denote the output of the compiler

sl-stric
by n" = Compy,, (, Dy, ..., Dp).

full
The compiled protocol 7’ realizes Wsll)_ Strigt(]:), for a suitably adapted distribution
ptl, assuming all parties start within ¢ + 1 consecutive rounds. Consequently, the com-
piled protocol 7’ can handle a slack of up to ¢ rounds while using hybrids that are real-

izable themselves. Calling the wrapped CSFs instead of the original CSFs F1, ..., Fy,
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affects the trace corresponding to F. The new trace phull — full-trace(D, Dy, ..., D,,)
is obtained as follows:

1. Sample a trace T < D, which is a depth-1 tree with a root label Strlct(]-') and
leaves from the set {F1, ..., Fpn}.

2. Construct a new trace T’ with a root label W? :tlrllct (F).

3. For each leaf node 7' = F;, for some i € [m], sample a trace T; <« D; and
append the trace T; to the first layer in T’ (i.e., replace the node F’ with T;).

4. Output the resulting trace T'.

To illustrate what a full trace is, consider a two-round SFE protocol m that uses a
broadcast channel in both rounds (e.g., the protocol from [20] that is adaptively secure
and guarantees output delivery). That is, the SNF protocol & is defined in the Fppc-
hybrid model, where Fppc is an uninstantiable two round CSE.2% The distribution D,
outputs a trace consisting of a root labeled with WPz trict (]—'SFE) and two (ordered) children
(Frencs Feac). Now, consider the compiled protocol 7/ = Comp§, . («r, D1, D), where
D; and D, are the distributions corresponding to the protocol of Dolev and Strong
[25], consisting of ¢ + 1 point-to-point rounds, i.e., a root labeled with Wsll)_ ‘S;;'ict(]-'pBC),
and (r + 1)(3¢ 4+ 1) (ordered) children (Fpsyr, - - -, Fpsur) (recall that each round is
replaced by 3¢ + 1 rounds to support a slack of ¢ rounds) Then, the full trace Df“"

full- trace(D,,, Dy, Dy) outputs a root labeled with Wsl Strict (]—'SFE) with two (ordered)

children WY ol slrlc[(]:PBC) and Wle» itfict(}"mc), each has ( +1)(3¢ + 1) (ordered) children
(Fpsmrs - - - » Fpsur)- (To simplify the example and focus on the meaning of a full trace,
we swipe some details under the rug, such as the correlated randomness functionality
that is needed for the protocol from [20] and that the protocol from [25] achieves unfair

broadcast rather than broadcast.)

Probabilistic-termination compiler Let F, Fy,...,F,; be canonical synchronous
functionalities, and let w be an SNF protocol that UC-realizes the flexibly wrapped
functionality WﬁDex (F) in the (Fq, ..., Fy)-hybrid model, for some depth-1 distribu-
tion D, assuming all parties start at the same round. Define the following compiler
Compyg,, parametrized by a slack parameter ¢ > 0. The compiler receives as input
the protocol 7, distributions Dy, ..., Dy, over traces, and a subset / C [m] indexing
which CSFs F; are to be wrapped with Wq1_fex and which with Wsl strict; every call in
7 to a CSF F; is replaced with a call to the wrapped CSF V\/sl fex (Fi) if i € I or to

Wi Fi) i ¢ 1.

In addition, the compiler adds the termination procedure, based on an approach orig-
inally suggested by Bracha [7], which ensures all honest parties will terminate within
two consecutive rounds:

e As soon as a party is ready to output a value y (according to the prescribed proto-
col) or upon receiving at least t + 1 messages (end, sid, y) for the same value y
(whichever happens first), it sends (end, sid, y) to all parties.

20 A recent lower bound shows that Byzantine agreement is unlikely to be realized in two rounds, even in
expectation [19].
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e Upon receiving n — ¢ messages (end, sid, y) for the same value y, a party outputs
y as the result of the computation and halts.

This termination technique only applies to public-output functionalities; therefore, only
CSFs with public output can be wrapped by Wi_gex. We denote the output of the compiler
by 7’ = Comp§,(w, Dy, ..., Dy, I).

The compiled protocol 7" UC-realizes the wrapped functionality Wsll)_ f;!;f (F), for the
adapted distribution D' — full-trace(D, D, ..., D). Consequently, the compiled
protocol 7t/ can handle a slack of up to ¢ rounds, while using hybrids that are realizable
themselves, and ensuring that the output slack is at most one round (as opposed to 7).
Calling the wrapped hybrids instead of the CSFs affects the trace corresponding to F in
exactly the same way as in the case with deterministic termination.”!

The probabilistic-termination compiler Compy,,, is suitable for SNF protocols that
implement a flexibly wrapped functionality, e.g., the (adjusted) protocol of Feldman
and Micali [27] that realizes randomized Byzantine agreement. Indeed, such protocols
introduce new slack; hence, the slack-reduction technique described above is needed to
control the new slack and reduce itto ¢ = 1. As pointed outin [16], in some cases the SNF
protocol may realize a strictly wrapped functionality; however, some of the hybrids are
to be wrapped using the flexible wrapper. An example for the latter type of probabilistic-
termination protocols is the BGW protocol [6] that has deterministic termination in the
broadcast model, yet, once the broadcast channel is implemented using randomized
protocols, the obtained protocol has probabilistic termination. For that reason, a second
probabilistic-termination compiler Compy,,, without the slack-reduction procedure, was
introduced in [16].

To continue with our illustration, consider again a two-round SFE protocol 7 that
uses a broadcast channel in both rounds, where the distribution D, outputs a trace
consisting of a root labeled with Wslt)r’fct (Fsee) and two (ordered) children (Fppc, Fppc)-
Now, instead of using the protocol of Dolev and Strong [25], consider the parallel-
broadcast protocol from Theorem 3.5 that consists of r constant-round phases, followed
by two rounds for slack-reduction; the number of rounds in a phase is denoted by const,
and the number of phases r is sampled from a geometric distribution. The compiled

protocol is #’ = Comp;, (7, D1, D), where Dy and D, are the distributions that
output a root labeled with W£ h’gx (Fppc), and r - const - (3¢ + 1) + 2 (ordered) children
(Fpsmrs - - - » Fpsur), Where 7 is sampled from the corresponding geometric distribution

(recall that each round is replaced by 3¢ + 1 rounds to support a slack of ¢ rounds). Then,

full
the full trace DIT“" = full-trace(D,,, D1, D;) outputs a root labeled with Wi ’ﬁe; (Fsre)
with two (ordered) children W2LC (Fppe) and W2 (Fope), where the first child has

sl-flex sl-flex
r1 -const - (3¢ + 1) + 2 (ordered) children (Fpsur, - - -, Fesur) and the second child
has r; - const - (3¢ + 1) + 2 (ordered) children (Fpsyrs - - -, Fesur), Where 71 and r; are

independently sampled from the corresponding geometric distribution.

210f course, the root of the trace T sampled from D is a flexibly wrapped functionality WS[I)_ hcex (F) in the
probabilistic-termination case.
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