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Abstract. Almost perfect nonlinear (APN) functions play an important role in the
design of block ciphers as they offer the strongest resistance against differential crypt-
analysis. Despite more than 25 years of research, only a limited number of APN functions
are known. In this paper, we show that a recent construction by Taniguchi provides at
least @ ’72’;—;1—‘ inequivalent APN functions on the finite field with 22m elements,
where ¢ denotes Euler’s totient function. This is a great improvement of previous results:
for even m, the best known lower bound has been @ (L%J + 1); for odd m, there
has been no such lower bound at all. Moreover, we determine the automorphism group

of Taniguchi’s APN functions.
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1. Introduction

A function f : Fon — Fon is called almost perfect nonlinear (APN) if the equation
fx+a)+ fx)=>

has exactly O or 2 solutions for any » € [Fo» and any nonzero a € Fo». APN functions
were introduced in 1994 by Nyberg [28]. She defined them as the mappings with the
highest resistance to differential cryptanalysis, which is one of the most important crypt-
analyst tools for block ciphers and was introduced in 1991 by Biham and Shamir [3].
APN functions and other functions with low differential uniformity are widely used in
the design of symmetric key cryptographic algorithms such as the S-boxes in nonlinear
layers of block ciphers. For instance, in the hardware-oriented MISTY ciphers [27], the
16-bit state is split into two parts of different odd lengths on which two APN permuta-
© International Association for Cryptologic Research 2021
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tions are used; in the AES algorithm [15], an affine transformation of the inverse function
over [F,s which has differential 4-uniformity was chosen as the S-box. Blondeau and
Nyberg [4] provide an overview of theoretical results and applications of APN functions
in cryptography.

APN functions are also strongly connected with coding theory and finite geometry. In
particular, quadratic APN functions are equivalent to a special type of dimensional dual
hyperovals; see the work by Yoshiara [31], Edel [21], and Dempwolff and Edel [16] for
more details.

Since their introduction, APN functions have been studied intensively. For an extended
overview of these functions, we refer to the survey by Pott [29]. For a long time, only
very few APN functions were known, all of which power functions of the form x > x¢.
In 2006, Edel et al. [20] reported the first two examples of non-power APN functions
on 510 and F,12. Since then, quite a few infinite families of non-power APN functions
have been found. A recent list of them was given by Budaghyan et al. [10, Table 3].

Except for some sporadic examples, every known non-power APN function is equiva-

lent to a quadratic APN function that can be writteninthe form } 5o _; -,y @i,; X2 4

D 0<i<n—i Bix? +y witha; j, Bi,y € Fonfori, j=0,...,n—landnotallo; ; = 0.
By equivalent, we mean there exists a CCZ-equivalence transformation between func-
tions over Fy». This equivalence relation was introduced in 1998 by Carlet et al. [14], it
preserves the APN property, and it is the most general equivalence relation of functions
from Fon to Fypn.

When 7 is odd, several known APN functions are also permutations on F,». The most
fascinating problem regarding APN functions is to find APN permutations on [F>» where
n is even. So far, only one such function is known: it was found by Browning et al. [7]
on F,6. This sporadic example is also equivalent to a quadratic APN function.

A very basic and natural question concerning APN functions is the following.

Question 1. How many CCZ-inequivalent APN functions on Fo» exist for a given n?

Despite its simplicity, this question has not been satisfactorily answered yet. By check-
ing the known APN functions, see Sect. 3, we first notice that all the power APN functions
only provide very few inequivalent examples. Little is known, however, about the num-
ber of inequivalent non-power APN functions as it is, in general, a very hard problem
to prove the non-equivalence of two functions. Only for small dimensions, this problem
can be solved computationally; for larger dimensions, one has to solve it theoretically.
Studying a special family of non-power APN functions introduced by Pott and the sec-
ond author [33], the present authors [26] recently presented a first benchmark to answer
Question 1 for certain fields: they showed that there are at least %(p(m) (Lm/4] + 1)
inequivalent APN functions on [F,2» with m even, where ¢ is Euler’s totient function.

In this paper, we considerably improve this lower bound and extend it to 5. for any
m > 2. We investigate a family of APN functions defined on F,2. for any m > 2 that has
been found by Taniguchi [30]. By completely determining the equivalence of members
among this family, we show that the number of inequivalent APN functions on F,2m is
at least
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o(m) "2’” + 1—‘
2 3m '

As a corollary, our results enable us to determine the automorphism group of the
Taniguchi APN functions.

The paper is organized as follows. In Sect. 2, we introduce all necessary definitions
and notations. In Sect. 3, we give an overview of the known classes of APN functions
and introduce the constructions by Taniguchi [30] and Pott and the second author [33].
Afterwards, we solve the equivalence problem for the Taniguchi APN functions and
present their automorphism group in Sect. 4. In Sect. 5, we use these results to establish
the aforementioned lower bound on the total number of inequivalent APN functions
on Fy.. To conclude, we point out several open problems regarding APN functions in
Sect. 6.

2. Preliminaries

In this section, we present all the definitions and basic results needed to follow the
paper. Denote by I the n-dimensional vector space over the finite field I, with two
elements. A function from Fg to IE"Z" is called a vectorial Boolean function if m > 2
or simply a Boolean function if m = 1. In this paper, we will only consider vectorial
Boolean functions from I5 to IF5, we say functions on ;. In most cases, we identify
the n-dimensional vector space IF’z' over [, with the finite field [Fo» with 2" elements.
This will allow us to use finite field operations and notations. Note that any function on
the finite field Fo» can be written as a univariate polynomial mapping of degree at most
2" — 1. Furthermore, denote by I3, the multiplicative group of Fon.

Besides our definition given above, there are several equivalent definitions of almost
perfect nonlinear functions. We refer to Budaghyan [9] and Pott [29] for an extended
overview of these functions. In this paper, we will only consider quadratic APN func-
tions. We define this term using the coordinate function representation of a function on

Definition 1. Let f : F} — IF5 be a vectorial Boolean function defined by n Boolean
coordinate functions fi,..., f, : F’z' — [F; that are given in their algebraic normal
form, that is,

filxr, ..o, xp)
f&r, .o x) = :
Su(xi, .o x0)
The maximal degree of the coordinate functions f1, ..., f, is called the algebraic degree

of f. We call a function of algebraic degree 2 quadratic and a function of algebraic degree
1 affine. If f is affine and has no constant term, we call f linear.

In polynomial mapping representation, any quadratic function f on [Fo» can be written
in the form
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n—1 ) ) n—1 )
20427 2!
fO) =) i x4y g 4y,
i,j=0 i=0
i<j

and any affine function f : Fo» — Fo» can be written as
n—1 )
fo) =) pix* +v.
i=0

If f is affine and y = 0, then f is linear. Similar terms are used to describe polynomials
over [Fo». Denote by Fp»[X] the univariate polynomial ring over . A polynomial of
the form

P(X)=> X

i=0

is called a linearized polynomial. Note that there is a one-to-one correspondence between
linear functions on [ and linearized polynomials in Fox[X]/(X X ). In the same
way as for univariate polynomials, we define a linearized polynomial in the multivariate
polynomial ring Fo«[ X1, ..., X,] as a polynomial of the form

r

P(Xy,...,X,) = Z ZO[,’JXJZ'[

j=1 \i=0

We will use such polynomials to study the equivalence of APN functions. In this
paper, we are interested in inequivalent APN functions. There are several notions of
equivalence between vectorial Boolean functions that preserve the APN property. We
list them in the following definition.

Definition 2. Two functions f, g : Fon — [Fon are called

o Carlet—Charpin—Zinoviev equivalent (CCZ-equivalent), if there is an affine permu-
tation C on Fo» x [Fon such that

C(Gyr) =Gy,
where G ¢ = {(x, f(x)) : x € Fon} is the graph of f,

o extended dffine equivalent (EA-equivalent) if there exist three affine functions
A1, Az, Az : Fon — TFon, where A1 and Aj are permutations, such that

f(A1(x) = A2(g(x)) + A3(x),

e extended linearly equivalent (EL-equivalent) if they are EA-equivalent and A1, A>
and Aj are linear,
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e dffine equivalent if they are EA-equivalent and A3(x) = 0,
e linearly equivalent if they are EL-equivalent and A3 (x) = 0.

In the case of EL- or linear equivalence, we usually write L, N, M instead of
A1, Az, Az to underline the linearity of these functions. CCZ-equivalence is the most
general known notion of equivalence that preserves the APN property. Obviously, linear
equivalence implies affine equivalence, and affine equivalence implies EA-equivalence.
Similarly, linear equivalence implies EL-equivalence, and EL-equivalence implies EA-
equivalence. Moreover, it is well known that EA-equivalence implies CCZ-equivalence,
but, in general, the converse is not true. For quadratic APN functions, however, Yoshiara
[32] proved that also the converse holds.

Proposition 2.1. [32, Theorem 1] Let f and g be quadratic APN functions on a finite
field Fon with n > 2. Then, f is CCZ-equivalent to g if and only if f is EA-equivalent
to g.

In this paper, Proposition 2.1 will allow us to prove the CCZ-inequivalence of certain
quadratic APN functions by showing that they are EA-inequivalent.

We characterize some of the mappings that define an equivalence of two functions
in the sense of Definition 2 in more detail. Let f, g be functions on Fy», and denote
their graphs by G and G, respectively. We call an affine permutation C on Fon x Fan
such that C(Gy) = G4 a CCZ-mapping from g to f. Similarly to [12], we define an
EL-mapping Cgr = (L, M, N) from g to f as a linear CCZ-mapping from g to f
satisfying

J(L(x)) = N(g(x)) + M(x),

where L, N are linear permutations on Fy» and M is a linear map on F,». Such an
EL-mapping Cgr from g to f may be represented as a formal matrix

L 0
CEL—|:MN1|

corresponding to the calculation

et = [y o] = L1t
MN]|g@)] T [N+ M@ ] T o]

We, moreover, define an EA-mapping Cga = (L, M, N, a, b) from g to f as a CCZ-
mapping from g to f whose linear part is an EL-mapping. It is characterized by L, M, N
as above and two elements a, b € Fp» such that

J(L(x)+a) = N(gx) +Mx)+b. (D

Of particular interest are equivalence mappings from f to f, that are mappings pre-
serving the graph of f.
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Definition 3. For a function f : Fon — Fan with graph G 7, we call an affine permuta-
tion A on Fon x Fon with A(G ) = G an automorphism of f. We denote the set of all
such mappings by Aut( f). If Ais an EA-mapping, we say that A is an EA-automorphism
of f, and we denote the set of all EA-automorphisms by Autg 4 (f). Analogously, if A
is an EL-mapping, we say that A is an EL-automorphism of f, and we denote the set of
all EL-automorphisms by Autgr, (f).

Note that Aut(f), Autg4 (f) and Autgy (f) each form a group under composition, see
[12], and Autgy (f) is a subgroup of Autg4 (f), which in turn is a subgroup of Aut( f).
Hence, we simply call Aut( f) the automorphism group of f, and we call Autg 4 (f) and
Autg (f) the automorphism group of f under EA- or EL-equivalence, respectively.

All the functions we study in this paper are quadratic and have no constant term.
We show that if any two such functions f and g are EA-equivalent, they are also EL-
equivalent.

Proposition 2.2.  Suppose f and g are EA-equivalent quadratic functions on I with

f(0) = g(0) =0, and denote by Cpg4 = (L, M, N, a, b) an EA-mapping from g to f.
Define a mapping Dy, .q on F5 as

Dypa(x) = f(L(xX)+a)+ f(L(x)) + fla).

Then, b = f(a), the functions f and g are EL-equivalent, and Cg s uniquely defines an
EL-mapping Cgp = (L, M + Dy, 4, N) from g to f.

Proof. Recall that Cg 4 satisfies (1). As f is quadratic, it is easy to confirm that D7,y 4

is linear for a # 0 and zero for a = 0. Combining (1) with the definition of D,z 4, we
obtain

fLX) =NEx)+Mx)+ Dypqx)+b+ f(a).

As f(0) =g(0) =0and L, N, M, Dy, , have no constant part either, it follows that
b = f(a), which implies

J(L(x)) = N(gx) + M(x) + Dy.pa(x).

Consequently, Cg4 corresponds to an EL-mapping Cgy, from g to f of the shape

L 0
M+ D fLa N |’
that is uniquely determined by Cg 4. (]

With the help of Proposition 2.2, we can also establish a connection between the auto-
morphism groups Autg 4 (f) and Autgr (f) of a quadratic function f with no constant
part. Proposition 2.3 may be well-known. We need the definition of a semidirect product
first. Let G be a group with identity element e. Let H and N be two subgroups of G.
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If Nisnormal, G = NH and N N H = {e}, then we say G is a semidirect product of
N and H and write

G=NxH.
Proposition 2.3. Let f be a quadratic function on Fo» with f(0) = 0. Then,

Autpa(f) =Ty x Autpp(f),
where Ty is isomorphic to the additive group (Fon, +) of Fon.

Proof. By Proposition 2.2, every EA-automorphism of f givenby (L, M, N, a, b) can
be uniquely written as the composition of an EL-automorphism ¢ of the shape

- 15308

where M = M + D f.L,a for D1 , as defined in Proposition 2.2, and a map 1, of the

shape
X I 0Of[x a
o [y] "~ [Df,l,u 1] u + [f(a)} ’

where [ is the identity map on Fon.

Note that the set of all ¢ is Autgy (f). Clearly, t, is also an EA-automorphism of
f mapping (x, f(x)) to (x + a, f(x + a)) for any x € Fon. The set of all 7, with
a € [Fon forms a subgroup T of Autga(f), which is isomorphic to (IF2#, +). Hence
Autga(f) = TrAutgp (f). Moreover, it is obvious that the identity map on Fon x [Fan
is the unique common element of Ty and Autgy (f)

It remains to show that 7' is a normal subgroup of Autg 4 (f). We do so by verifying
that

Tao0@Q =¢@o TL—l(a). (3)

A similar result was given by Dempwolff and Edel [16, Lemma 2.5]. The left-hand side
of (3), 7, o ¢, is exactly the EA-automorphism (L, M, N, a, b) we decomposed above.
The right-hand side of (3), ¢ o 7; -1 (a)> MAPS (x, f(x)) to

v ] [Lo][ x+L 7@
YoTL-1(g) fO| | MN||fx+L )

_ |: L(x)+a ] @
TIN(fx+ LN @)+ Mx+L )|

We consider )
N(f(x + L7 a)) + M(x + L7 (a)). )
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Adding N(f(x)) + N(f(L™"(a))) twice and using the definition of M, (5) equals

N(f(x) + M)+ N(F (L @) + ML (a))
+Dpra(x) +N(f(x+ L7 Na) + N(f(x) + NFL @)+ Dyp oL (@)).

First, note that Df,L,a(L’] (a)) = 0.Second, aswehave f(L(x)) = N(f(x)+M(x)+
Dy, 1 4(x) by the definition of ¢, it follows that

N(f(x+ L™ @) + N(f(x) + N(F (L @)))
= f(L(x) +a)+ f(L(x)+ f(@) = Dy a(x).

Third, using the same reasoning as before and recalling that D, L’a(L_1 (a)) =0, we
have

N(f(L™ @) + ML @) = f(@) + Dsr.o(L7 (@) = f(a).
Consequently, we obtain
N(f(x+ L @)+ M(x + L7 (@) = N(f(x) + M(x) + f(a),

which, considering (4), means that ¢ o 7;-1(, also describes the EA-automorphism
(L,M, N, a,b). Therefore, by definition, Autgs(f) = Ty x Autgr (f). O

We remark that Proposition 2.3 enables us to determine the automorphism group
Autg 4 (f) under EA-equivalence of any quadratic function f on [y, also if f(0) # 0.
To obtain Autg 4 (f), we only have to apply a conjugation of a translation on Autg 4 (f +
f(0)), which we can determine with Proposition 2.3.

Regarding the automorphism groups of quadratic APN functions, we may say even
more: the following lemma follows from Yoshiara’s [32] proof of Proposition 2.1 in
combination with a result by Dempwolff and Edel [16, Theorem 4.10].

Lemma 2.4. Let f be a quadratic APN function on the finite field Fon, where n > 4.
Then,

Aut(f) = Autga(f).

We close this section by introducing the general framework we use to study the
equivalence of functions in the remainder of this paper. We will mostly consider functions
on finite fields of even extension degree. Such functions can be represented in a bivariate
description as a map on F%m = TFom x Fom with two coordinate functions. As all the
functions we study are quadratic and have no constant term, we may use Proposition 2.1
in combination with Proposition 2.2 to study their CCZ-equivalence by focusing on EL-
mappings. We describe EL-equivalence as follows: Two functions f, g : IF%,,I — ]F%m,
where

fx,y) = (filx,y), fa(x,y)) and glx,y) =(g1(x,y), g2(x,y)
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Table 1. List of known APN power functions x +— x4 [29, Table 3].

Exponents d Conditions Reference
Gold functions 21 +1 ged(i,n) =1, i < L%j [22,28]
Kasami functions 22 _ i 4] ged(i,n)=1,1 < L%j [24,25]
Welch function 2k 43 n=2k+1 [19]
k
Niho function 2k 423 — 1, keven n=2k+1 [18]
3k+1
2k 42737 — 1,k odd n=2k+1
Inverse function 22k _q n=2k+1 [2,28]
Dobbertin function 2%k 4 93k 4 22k 4 ok n =5k [17]

for coordinate functions f1, f2, g1, &2 : F%m — [Fom, are EL-equivalent, if there exist
linear functions L, N, M : F3,, — F3,, where L and N are bijective, such that

f(L(x,y)) =N(gx,y) +M(x,y).

Write
L(x,y) =(La(x,y),Lp(x,y)) and  M(x,y) = (Ma(x,y), Mp(x, y))
for linear functions L 4, Lg, M4, Mp : F%m — [Fom and
N(x,y) = (Ni(x) + N3(y), Na(x) + Na(y))

for linear functions Ny, ..., Ng : Fom — Fom. Interms of these newly defined functions,
f and g are EL-equivalent if both

Ji(La(x, ), Lp(x, y)) = Ni(g1(x, y)) + N3(g2(x, y)) + Ma(x, y), (6)
Ja(La(x,y), Lp(x,y)) = N2(g1(x, y)) + Na(g2(x, y)) + Mp(x, y) )

hold. They are linearly equivalent if M (x, y) = 0.
Equations (6) and (7) will form the general framework in the proof of our main
theorem.

3. Known Classes of APN Functions

In this section, we give a short overview of the currently known APN functions. In
Table 1, we present the known APN power functions. This list is conjectured to be
complete. APN power functions and their equivalence relations are very well studied. It
is well known that the classes in Table 1 are in general CCZ-inequivalent. Moreover, it
is, for example, known that Gold functions are inequivalent for different values of i; see
Budaghyan et al. [11].

As far as non-power APN functions are concerned, the situation becomes much less
clear than for power functions. Several infinite families of non-power APN functions
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have been found, but only for few of them their equivalence relations are known. This
includes equivalence relations both between functions from different classes as well
as between functions coming from the same class. A current list of known families
of APN functions that are CCZ-inequivalent to power functions was recently given by
Budaghyan et al. [10, Table 3]. This list contains 13 distinct classes, all of which are
quadratic.

In the present paper, we study the family (F12) from this list. It was introduced by
Taniguchi [30] who used a criterion developed by Carlet [ 13] to prove the APN property
of his functions. In Theorem 3.1, we restate Taniguchi’s [30] construction in bivariate
representation. Its univariate form can be found in the list by Budaghyan et al. [10].

Theorem 3.1. [30, Theorem 3] Let m > 2 and k be positive integers such that
ged(k,m) = 1. Let a, B € Fom and B # 0. Then, the function fi o p : Fpom — Foom,
where

2k 9k 2k Ak k

is APN if and only if the polynomial X2+ + aX + B € Fon[X] has no root.

We remark that the Taniguchi APN functions from Theorem 3.1 are quadratic. In the
following lemma we specify the case o« = 0.

Lemma 3.2. A Taniguchi function fi 0, on Fom is APN if and only if m is even and
B is a non-cube in F%,,.

Proof.  According to Theorem 3.1, the function f o s is APN if and only if the poly-

nomial P(X) € Fym[X], where P(X) = x2+1 + B, has no root. Recall that m and k
are coprime. Hence,

1, if m is odd,
ged@ 12" —p=1{ " B0

3, if m is even.
Consequently, if m is odd, P(X) is a permutation polynomial and, thus, always has a
root. If m is even, however, then P (X) has a root if and only if f is a cube. O

The following lemma provides insight on the total number of Taniguchi APN func-
tions for given m and k—without considering equivalence—by giving the number of
admissible B € 5, . This result is due to Bluher [5, Theorem 5.6] who proved it in
a more general setting. In the specific form of the present paper, the result was also
obtained by Helleseth and Kholosha [23].

Lemma 3.3. Let k, m be coprime integers such that 0 < k < m. The number of
B € I, SZCh that the polynomial X2+ X+ B has no root in Fom is % if mis
even and % if mis odd.
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In Theorem 3.4, we present another family of APN functions, which is closely related
to Taniguchi’s [30] construction from Theorem 3.1. It was introduced by Pott and the
second author [33], and Anbar et al. [1] showed that the conditions on the parameters are
not only sufficient but also necessary. The equivalence problem of these APN functions
was recently solved by the present authors [26].

Theorem 3.4. [33, Corollary 2] and [1, Proposition 3.5] Let m be an even integer and
let k, s be integers, 0 < k,s < m, such that gcd(k,m) = 1. Let o € F;m The function
8k.s.a - Foom — Foom defined as

k s (nk
8k (X,y) = (x2 T ay? D, xy)
is APN if and only if s is even and « is a non-cube.

In the following Lemma 3.5 and Theorem 3.6, we restate two results by the present
authors [26] about the equivalence between Pott—Zhou APN functions that we will need
to study the equivalence relations between Taniguchi APN functions in Sect. 4.

Lemma 3.5. [26, Lemma 5.1] Let m > 2 be an even integer. Let k, { be integers
coprime to m such that 0 < k, £ < m, and let s, t be even integers with 0 < s,t <
m. Let a, o' € F%, be non-cubes. The two APN functions gk s.a, 8.1, 01 Fpom from
Theorem 3.4 are linearly equivalent

(a) ifk = £ and s = t, no matter which non-cubes a and o’ we choose,
(b) ifk = x££ (mod m) and s = £t (mod m).

Theorem 3.6. [26, Theorem 1.1] Let m > 4 be an even integer. Let k, £ be integers
coprime to m such that 0 < k, £ < %, let s, t be even integers with0 < s,t < 2, and
leta,a’ € %, be non-cubes. Two Pott—Zhou APN functions gy s.«, 8¢,1,a' 01 Fyom from

Theorem 3.4, are CCZ-equivalent if and only if k = £ and s = t.

4. On the Equivalence of Taniguchi APN Functions

In this section, we study the equivalence problem of the Taniguchi APN functions
on F,y., which were introduced in Theorem 3.4. We will answer the question for
which values of the parameters k, , 8 two Taniguchi APN functions f; « g are CCZ-
inequivalent.

As we have pointed out before, Taniguchi APN functions are quadratic. Moreover,
they have no constant term. Hence, by Proposition 2.1 and Proposition 2.2, two Taniguchi
APN functions are CCZ-equivalent if and only if they are EL-equivalent, and, by
Lemma 2.4, their automorphism groups under CCZ- and EA-equivalence are the same.
We begin by studying the case = 0. Recall from Lemma 3.2 that f o,g is APN if and
only if m is even and g is a non-cube.

Proposition 4.1.  Let m > 2 be an even integer, and let 0 < k < % such that k and m
are coprime. Let B,y € 3, be non-cubes. The Taniguchi APN function fi o g on Fyom
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from Theorem 3.1 is linearly equivalent to the Pott—Zhou APN function gi 2k, on Fyom
from Theorem 3.4.

Proof. 1f B is a non-cube in IF;Z,,,, then % is as well. From Lemma 3.5 (a), we know
that the Pott—Zhou APN function g o« is linearly equivalent to 8k ok, % . We will show
that fi o0,p is linearly equivalent to g, », 3

By (6) and (7) and the explanations below, the two functions fj o, and 8k ok, % are lin-

early equivalent if there exist bijective mappings L, N on F%m , represented by linearized
polynomials LA(X,Y),Lp(X,Y) € Fom[X, Y] and N{(X), ..., Na(X) € Fon[X],
respectively, such that the two equations

2k i~k k k 2k i~k
LA(X, y)Z 2°+1) +,3LB(X, y)(2 +1) — N1(x2 +1 + %yQ 2 -H)) + N3(xy),

k 2k (ok
LG, Lpx,y) = No(P 4 532 @4D) 4 Ny(xy)

hold for all x, y € Fom. The functions f 0,5 and g, ,, ! are linearly equivalent by

La(X,Y)=Y Lp(X,Y)=X,
Ni(X) = BX, N2(X) = N3(X) =0, N4y(X) = X.

Consequently, fi 0, is linearly equivalent to gx o« - O
From Proposition 4.1, we immediately obtain the following results.

Corollary 4.2. Letm > 4.
(a) Two Taniguchi APN functions fi 0, and f_k 0,8 on Fym are CCZ-equivalent.

m

(b) Two Taniguchi APN functions f0,p and fy.0,p on Fym where O < k, £ < 5 are
CCZ-equivalent if and only if k = £.

Proof.  Statement (a) follows from Proposition 4.1 in combination with Lemma 3.5 (b).
Statement (b) follows from Proposition 4.1 in combination with Theorem 3.6. Il

We remark that for m = 2, all Taniguchi APN functions, no matter if « is zero or
not, are CCZ-equivalent to the Gold APN function x +— x3. From now on, we focus
on the case a # 0. In the following Lemma 4.3, we summarize several results about

polynomials of the shape X 21 + X + B that we need to solve the equivalence problem
of the Taniguchi APN functions.

Lemma 4.3. Letm > 2 and k < m be positive integers, and let a, B € F3,,.

(a) The polynomial P(X) = X2+l + aX + B has no root in Fom if and only if
— y2k+1
P(X)=X + X+ T
(b) The polynomial P(X) = x2+1 + X + B has no root in Fam if and only if P'(X) =
X2+ x4 B2 has no root in Fon fori € {0, ..., m —1}.

has no root in Fom .
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(c) The polynomial P(X) = x2+1 + X + B has no root in Fam if and only if P'(X) =
X2+ 4+ X + B has no root in Fon.

Proof.  (a) Substitute X by o2 X in P(X) to obtain a2 “H1 X2+ 4 o2 1 x 4 B.

Factoring out &2~ 1 gives the result.

(b) For any i € {0,...,m — 1} we can transform P(X) into P'(X) by applying the
automorphism x — x2 on the coefficients of P(X).

(¢) We can transform P’(X) into P(X) using the substitution X > (X + l)zk. Il

‘We now focus on the equivalence relations between Taniguchi APN functions. Propo-
sition 4.4 (a) was also observed by Taniguchi [30, Proposition 2].

Proposition 4.4. Let m > 2 be an integer. Let k be an integer coprime to m such that
0 <k <m, and let o, B € F3,.. Then, the following pairs of Taniguchi APN functions
on Fyom from Theorem 3.1 are linearly equivalent:

(a) fkaﬂandfkl kl
o2+

(b) fk g7 and fkl,gforl € {0, . — 1},
(¢) f-k1,pand fi1.p.

Proof. 1t follows from Lemma 4.3 that all the functions in Proposition 4.4 are APN.

By (6) and (7) and the explanations below, two Taniguchi APN functions f; « g and
fe.a,pr are linearly equivalent if there existinvertible mappings L, N on F%m ,represented
by linearized polynomials Lo (X, Y), Lp(X,Y) € Fon[X, Y]and N1 (X), ..., N4(X) €
Fom [ X ], respectively, such that the two equations

2k ik 2k k k
LaGe,»)> @Y+ aLa(x, y>2 Ly(x,»)? +BLp(x, )@Y
= Ny (D2 L P2 gy N3(xy)

La(x, Y)Lp(x,y) = Np(x@+D2" L o/x? 32 4 g2+ 4 Ny (xy)

hold for all x, y € Fon. We will give such polynomials for (a)—(c). As we have No(X) =
N3(X) = 01in all three cases, we will not restate these polynomials in every case.

(a) The functions fr g and f, | _ s  are linearly equivalent by
B

LaX.V)=X., LpX.Y)=—5Y, Ni(X)=X, NyX)= X
(b) The functions f} ; gz and fi 1 p are linearly equivalent by
Lax., ") =X, Lyx, ") =YY", NMX) =X, NaX)=

(c) We first show that f_4 1,4 and f; 1 1 are equivalent. This can be seen choosing

m\
ba\

Lax. V) =Y>" Lpx.v)=Xx2", Ni(X)=BX, NyX)=
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Using (a), it follows that fk, % 1 is linearly equivalent to fk’l’ gk which, by (b),
is linearly equivalent to fx 1 g.

=

O

Next, we present our main theorem. We remark that it only holds form > 3 asform =
2, all Taniguchi APN functions are CCZ-equivalent to the Gold APN function x > x3.
According to Proposition 4.4, for m > 3, every Taniguchi APN function fi « g, where
a # 0, is linearly equivalent to a Taniguchi APN function fy 1 g/, where 0 < £ < 7.
Hence, we will only consider functions fi 1,5 where 0 < k < & in our theorem. Note
that the structure of the proof of Theorem 4.5 is similar to the structure of the proof
of Theorem 3.6 by the present authors [26]. To keep the paper self-contained we will

restate some parts that also appear in [26].

Theorem 4.5. Letm > 3 be an integer;, and let k, £ be integers, 0 < k, £ < %, coprime

tom. Let B, B’ € F%, such that the polynomials X2 L X+ Band XX+ X + B
have no roots in Fom. Two Taniguchi APN functions fi 1.8, fe,1,p on Foom, where

2k (~k 2k k k
feap =2 CFD L2792 4 gy2 L xy)

and
20 b 20 14 l
ferp =@ FD 4272 4 plyT T gy,

are CCZ-equivalent if and only if k = £ and B’ = ,32i forsomei € {0,...,m —1}.

Proof. We have shown in Proposition 4.4 that fj 1 g and fk’ | g2 are linearly equivalent
and thereby CCZ-equivalent. We will now show the converse: if fi 1,5 and fy 1 g are
CCZ-equivalent, then k = £ and B’ = ﬂzi for somei € {0,...,m — 1}.

For m = 3 and m = 4, the result can be easily confirmed. If m = 3, then k = 1 and,
according to Lemma 3.3, there are three distinct 8 € 75 such that X 3+ X + B has no

root in Fy3. Clearly, if 8 meets this condition, then 2 and ,34 do as well. Consequently,
for m = 3, all three Taniguchi APN functions belong to the same equivalence class. If
m = 4, then k = 1 and there are five distinct 8 € ]F;4 such that X3 + X + B has no
root, namely 1 and B, g2, B*, B® for some B # 1. Hence, for m = 4, there exist two
equivalence classes: f1,1,1 and f1,1,4, where B # 1. The existence of these two classes
was also observed by Taniguchi [30], who computed the I'-ranks for these functions.

For the remainder of the proof, let m > 5. Assume f; 1,5 and f; g are CCZ-
equivalent. By Propositions 2.1 and 2.2, this implies that the functions are also
EL-equivalent. Hence, analogously to the proof of Proposition 4.4, there exist lin-
earized polynomials L4 (X,Y),Lp(X,Y), Ms(X,Y), Mp(X,Y) € Fom[X, Y] and
Ni(X), ..., Na(X) € Fom[X], where
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L(X,Y)=(La(X,Y), Lp(X,Y))
and
N(X,Y) = (N1(X) + N3(Y), Nao(X) + Na(Y))
are invertible, such that the equations
LaGe, )X @ 4 Ly ) Ly, ) + BLpx, 9)*

e 2€ 20 e 14
= Ny (x@ T2 4 22792 4 By ) 4 Na(xy) + Ma(x, ), (8)
e 20 20 e e
La(x, y)Lp(x,y) = Np(x® D27 152792 1 gy Ty 4 Ny(xy) + Mp(x, y) (9)

hold for all x,y € Fom. We write LAo(X,Y) = Li(X) 4+ L3(Y) and Lp(X,Y) =
L>(X) + L4(Y) for linearized polynomials L1(X), ..., L4(X) € Fo»[X]. Hence,

L(X,Y) = (L1(X) + L3(Y), La(X) + L4(Y)).

Write
m—1 _ m—1 )
LiX)=) aX* LyX)= )Y bX*,
i=0 =0
m—1 _ m—1 »
Ly(Y)= Y a@Y* Ly(¥Y) =) biY*.
i=0 i=0

Analogously, define linearized polynomials M1(X), ..., M4(X) € Fon[X] such that
M(X,Y) = (M(X) + M3(Y), Ma(X) + Ma(Y)).

For the remainder of the proof, let x, y € Fom. We first prove the following claim.

Claim. If fr1,p and fy1 p are EL-equivalent, then k = £ and each of the linearized

polynomials L1(X), L2(X), L3(Y), L4(Y) is a monomial or zero.

We will prove the result for y = 0 and obtain statements for L1 (X) and L, (X). Using the

same approach with x = 0, identical statements can be obtained for L3(Y) and L4(Y).
Let y = 0. Then, it follows from (8) and (9) that

2k (~k 2k k k 14 20
Li)* &) 4 L) L) +BL2(x0)* T = N 27 4 My (x),  (10)
4 20
Li(x)La(x) = No(x® T2 1 Mr(x) (1)

for all x € [Fom. Write

m—1 m—1
MX) = ex? and NX) =Y dix?
i=0 =0
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Note that, for convenience, we shift the summation index of N (X).

As L(X, Y) has to be invertible, it is not possible that both L{(X) and L, (X) are zero.
First, suppose L1(X) # 0 and L,(X) = 0. For the case L1(X) = 0 and L>(X) # 0,
an identical result can be obtained by symmetry. If L1(X) # 0 and L,(X) = 0, then
it follows from (11) that N>(X) = M»(X) = 0 as the left-hand side is zero, and (10)
becomes

L) @D = Ny @D 4oy (). (12)

From (12), it follows that the Gold APN functions x > x2*! and x > x2+! on
Fom have to be EA-equivalent. It was shown by Budaghyan et al. [11, Theorem 2.1] that
this implies k = £. The present authors [26, Theorem 4.1], moreover, showed that if
m > 5, the equivalence mappings between equivalent Gold APN functions are linearized
monomials. In our case, this means the polynomial L (X) is a linearized monomial. In
summary, we obtain

Li(X) =a, X and Lr(X) =0 (13)

for some u € {0,...,m — 1} and a, € F%,. If we consider the case Li(X) = 0 and
L>(X) # 0, we analogously obtain

Li(X)=0 and Ly(X) = b, X* (14)

for some u € {0, ..., m — 1} and b, € [F},,. In both cases, M1(X) = M>(X) = 0.
Now, let both L{(X), L2(X) # 0. Then, (11) becomes

m—1 m—1 m—1
S abi 3w = 3 a2 ). (15)
=0 i,j=0, i=0

J#

Note that the first sum on the left-hand side of (15) is linearized. Hence, set M»(X) =
;":_01 aib; X* . We rewrite (15) as

m—1
i j i i+l
E (a,'bj + ajbi)xz 20 E dixz +2
O<i<j<m-—1 i=0

which implies that the equations

aibiy¢ + ajy¢b; = d; foralli, (16)
aibj +ajb; =0 forj #i,i=x¥, 17

where the subscripts are calculated modulo m, have to hold. We separate the proof into
two cases: first, the case thatd; = Oforalli =0, ..., m — 1, and, second, the case that
d, #0forsomeu € {0,...,m — 1}.
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Case 1. In this case, we show that if d; = O for alli = 0,...,m — 1, similarly
to (12), the problem can be reduced to the equivalence problem of Gold APN functions

that has been studied by the present authors [26, Theorem 4.1]. Assume d; = O for all
i=0,...,m— 1, which means N,(X) = 0. In this case, (16) and (17) combine to

aibj+ajb; =0 for j #i. (18)

As L1(X) and L,(X) are both nonzero, each polynomial has at least one nonzero
coefficient. Assume a, and b, are nonzero, where u,u’ € {0,...,m — 1}.If u = u’,
the corresponding term in (11), that is, a, b, X 2““, is linearized and only contributes to
My (X). If u # u’, then, by (18),

a,b, +ayb, = 0.
Consequently, a,/ and b, have to be nonzero as well, and a,,, a,, b,, b,y have to meet

the condition #* = 7%, Define A = ¢ and note that A # 0. It follows that (a;, b;)
satisfies either

a;i=b; =0 or 4 _ A (19)
J — Y] = bj_

forall j =0, ..., m—1.Consequently,b; = a;, where§ = %,forallj =0,...,m—1,
and L, (X) is a multiple of L{(X), namely

Ly(X) = 8L1(X). (20)
We plug L1(X) and L,(X) into (10) and obtain
Ll()C)22k(2k+1)+(32kLl(x)2k(2k+l)+l382k+lL1()C)zk_H _ Nl(x(2z+l)22“)+M1(x). Q1)
Define a polynomial 7'(X) € Fon[X] as
T(X) = x¥* 6% x% 4 ps¥+1x
and rewrite the left-hand side of (21) as
T(Li)* ).

We show that 7'(X) is a permutation polynomial. Since 7 (X) is linearized, it is
sufficient to show that T (X) has no nonzero roots. If 7 (X) had a nonzero root, it would
also be a root of the polynomial

T/(X) = X22k—1 +52kX2k—1 +ﬂ52k+1_
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Substitute X2~ by Z. Note that this substitution is one-to-one since ged(2F — 1, 2" —
1) = 28cd®m) _ 1 = 1. We obtain

T'(2) = 22 + 6% 7 + ps? 1.

By Lemma 4.3, the polynomial 7'(Z) has no root if and only if P(X) = X2+ x4 B
has no root. This holds by the definition of 8.
Hence, we denote by T—1(X) the inverse of T (X) and rewrite (21) as

L) H = 77 N e @02 4 T (M (x)). (22)

Since T~ 1(X) is also linearized, (22) describes the equivalence problem of two Gold
APN functions as in the case that exactly one of L{(X) and L,(X) is zero. By [26,
Theorem 4.1], it follows that L{(X) is a monomial. Because of (20), the polynomials
L1(X) and L,(X) are monomials of the same degree:

Li(X) = a,X* and Ly(X) = b, X*". (23)

Moreover, Ma(X) = ayb, X2 and M;(X) = 0.

Case 2. Consider (16) and (17) again and assume d,, # 0 forsomeu € {0, ..., m —1}
which means N2(X) # 0. We will show that in this case, similarly to Case 1, the
polynomials L1(X) and L,(X) need to be monomials. In contrast to Case 1, however,
now L(X) and L,(X) will have different degrees. If d,, # 0, then, by (16), a,, and b,
cannot be zero at the same time. We will separate the proof of Case 2 into two subcases:
first, Case 2.1, where both a, and b, are nonzero, and second, Case 2.2, where exactly
one of a, and b, is nonzero. Both these cases will be separated into several subcases
again.

Case 2.1.  Assume a, # 0 and b, # 0. It follows from (17) that all pairs (a;, b;),
where j # u,u £ ¢, satisfy (19). We will first show that the only possible nonzero
coefficients are aj, bj for j = u, u & €, u = 2¢.

By way of contradiction, assume there exists £’ # 0, £¢, +2¢ such that a,, and
b, +¢ are nonzero. By (19), this implies Z:—:z: = A.Since u + €' £ € # u £ ¢, it follows

from (16) with i = u + ¢ that both (ay+¢, by+¢) and (a,—¢, by—¢) also have to satisfy
one of the equations in (19). Hence, (19) holds for all j = 0, ..., m — 1 which means
that L,(X) is a multiple of L1 (X). However, now (11) implies N>(X) = 0. This is a
contradiction.

Hence, we assume a; = b; = Ofor j # u, u=£{, uz2¢ for the remainder of Case 2.1.
We separate its proof into two subcases, both will lead to contradictions.

Case 2.1.1.  Suppose ay+2¢ = by+2¢ = 0. In this case, we obtain only one equation
from (16), namely

ay—¢byyo + ayreby—¢ = 0.
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Hence, either

1) ay—¢ = ayy¢ =0o0rb,_y = by4+¢ = 0, meaning that one of L{(X) and L,(X) is
a monomial and the other one has at most three nonzero coefficients, or
(i1) ay—¢ = by—¢ = 0ora,4¢ = by4+¢ = 0, meaning that both L (X) and L,(X) have
at most two nonzero coefficients, or
(iil) ay+e, byre # 0 and Z::ﬁ = Z“” meaning that both L{(X) and L, (X) are trino-
mials.

We will consider each of these three subcases.

Subcase (i). Assume b,_y = by4¢ = 0. The case a,—¢ = ay4¢ = 0 follows by
symmetry. We consider polynomials

LiX) = apo X2 + @ X +auseX® and  Ly(X) = buX*
which we plug into the left-hand side of (10). We obtain

Ll(x)22k(2k+l) 22k(2k+1) u— [+2k(2k+1) + a22k(2k+1)x2u+2k(2k+1)
u

u —L
zjl_(ézk+1) 2u+€+2k(2k+1) + a23k a22kx2u+2k(2k72+1)
u
23k 2% 2u+e+2k(2k (1) 2% 22k pu—t+2k (Qk+2e )
+ a, au+£ +a au—(ix
23k 2k 2u+z+2k(2k “2 1y 23k 22k qu—t+2k (pk+e 4 1)
tay Ay X ta, a_x
3k 2k u+2k (nk+L
+aggay x0T (24)
and
2 2 2k 2u+A(2k (+1) 22k 2k 2u+k(2k+1)
Li(x)" Ly(x)* = a b a, b, x
2% ok Autk (ok+e
+ az b2 UKk HE4T) (25)
and . . .
k41 pp 2kl 21 (2k41)
BL2(x) = Bb, T x . (26)

Recall that the right-hand side of (10) is

m—1

i+20 e
Zcixz @ +1)+M1(x).
i=0

We will show that not all of the first three terms of (24) that all contain the factor X2
can be canceled simultaneously. First, as 0 < £ < %, the terms cannot cancel each
other. Second, if £ = % — k, the exponent of x in the sixth term can be written as
24— 32k 2k 4 1), but by the same reasoning as above, the sixth term cannot cancel any
of the first three terms. Third, if m is odd and k < %, it is possible that £ = 2k. In this
case, the term in (26), the first term of (25) and the first term of (24) all contain the
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factor x2 @“+1 and could potentially cancel each other, but the second and third terms
of (24) cannot be canceled. Analogously, the third term of (24) could be canceled if m
isodd and 7 < k < 7 and £ = —2k, but the first and second terms would remain.
Fourth, if £ = k, the first and the second terms of (24) could be canceled by the second
term of (25) and the seventh term of (24), respectively. However, the third term would
remain. In summary, for arbitrary k and ¢, the third term of (24) can never be canceled.

We now compare the left-hand side and the right-hand side of (10): The summands
on the left-hand side that contain the factor x2 @+ can only be represented on the
right-hand side, if k = £. Hence, assume k = £. Now, the fourth and the fifth summands
of (24) as well as the first summand of (25) become linearized. Consequently,

2k k u+k+1 3k 2k u+2k+1 3k 2k u+3k+1
Mi(X) =a2 b2 X* +arar X? al ai  X*
Next, consider the eighth and the ninth terms of (24) where the eighth term can be
summarized with the third term of (25):

a23l\ 22k 2u+2k (22k+1) 23/\' 22k 22k ) 2M+k (22k+ 1

u+kGu (au Ay—k +a u+kb

Asm > 5 and ged(k, m) = 1, we have 2k # £k (mod m). Hence, these terms cannot
be represented in the form cileHk(zkH) on the right-hand side of (10) which means
that their coefficients have to be zero. As a, # 0, it follows that a,+; = 0 which then

implies a,—; = 0. Hence, L{(X) and L,(X) are monomials of the same degree. As this
implies N2 (X) = 0, it contradicts the assumption of Case 2.

Subcase (ii). Assume a,_¢ = b,_y = 0. The case a,+¢ = by,4+¢ = 0 follows by
symmetry. In our case

2u+( 2u+£

Li(X) = ayX* + ayeX and Lo(X) = by X* + byseX

On the left-hand side of (10), we obtain

L] (x)22k(2k+1) _ a22k(2k+1)x2u+2k(2k+1) + azj/—(l(zk+l)x2u+[+2k(2k+l)
u u

3k 2k u++2k (nk—t 3k 2k u+2k (Hk+¢
—i—a,f angz 2841 +a5+£a5 x2 2841
and
22k 2k 22/(, 2k 2u+k 2k+1 22k 2k 2M+l+k 2k+1
Li)* Lo =ay by XD pag by D
22k 2u+z+k(2k7/é+l) 22k 2k 2u+k(2k+i+1>
bu-i—l + au+8bu X
and

,BLz(x)Zl‘—i-l zﬂb2k+l 242k +1) +ﬂb2k+1 20+ (2K 4+1)

2 2u+[ 2k L 1 QU 2k+( 1
+ BB b ex® D g2 b, D,
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By similar reasoning as in Subcase (i), not all summands containing the factor X2+
can be canceled simultaneously. Consequently, we need k = ¢ for these terms to be
represented on the right-hand side of (10). If k = ¢, the following terms, which cannot
be canceled, occur on the left-hand side of (10):

2'5/\ 22k 2u+2k(22k+1) 22k 2/{ 2u+k(22k+1) 22/\ 2u 22k+1)
Dk a, by x Bb; .

As they cannot be represented in the form c,-xzi”k(zk“) on the right-hand side of (10),
their coefficients need to be zero. Hence ay,+r = b,4+x = 0, which means L{(X) and
L>(X) are monomials of the same degree. As in Subcase (i), this is a contradiction.

Subcase (iii). Now,

u—~L u u+el
Li(X) = ay—¢X*  +aX* + aupeX?
2u+[

and Lr(X) = by e X2 4+ buX?" + buse X

where all coefficients are nonzero and Z“—:ﬁ = Z“—iﬁ. We plug these polynomials into

the left-hand side of (10). By similar reasoning as in Subcases (i) and (ii), not all terms

.. k .
containing the factor x2+1 can be canceled. Hence, k = ¢. Now, the left-hand side
contains the following two summands that cannot be canceled:

23k 2k 2u+2k 2%k 22k qu—k (2 4 |
Ay iy ( ) ﬂbu by—ix ( )-

As none of them can be represented on the right-hand side of (10), their coefficients
need to be zero, which means that a,+; = b,,—x = 0. This contradicts our assumption.

Case 2.1.2.  Suppose that not all of a,+2¢, b,+2¢ are zero. Recall that all pairs (a;, b;)
where j # u, u £ € have to satisfy (19). We consider the case that a,,+2¢ and b, 42 are
nonzero. One can obtain an almost identical result by symmetry when assuming that
a,—»¢ and b, _oy are nonzero.

If ay+20, byt # 0, then, by (19), ”"*2‘ = A. It follows from (17) that also
(ay—2¢, by—2¢) and (ay,—_¢, b,—¢) have to satlsfy (19). However, (17) does not provide
any restriction on the values of a,¢ and b, 4. If (a,+4¢, by+e¢) satisfies (19), then all
(aj, bj) do and we know from the beginning of Case 2.1 that this implies N> (X) = 0.
As before, this is a contradiction. If (ay+¢, by+¢) does not satisfy (19), then it follows
from (17) thata; = b; = 0 for j = u — £, u — 2£. Hence,

u+2¢

u u+L
Li(X) = auX* + ayse X + augeX?
u+2¢
and Ly(X) = by X + by e X2 4 by X

As Z“ = a”f“ this case is similar to Case 2.1.1, Subcase (iii), when we substitute u

by u + £, with the only difference that now, one of the middle coefficients a, ¢, by,+e¢
can be zero. However, the arguments used in the previous case leading to the conclusion
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k = £ still hold. If k = ¢, the left-hand side of (10) contains the following terms that
cannot be canceled:

23k 22k 2u+2k (23k+1) 22k 2/( 2u+k (23k+1) 2k Qu (23k+1)
Aok dy X ’ au+2kbu x ’ leu+2kb”x :

They cannot be represented on the right-hand side of (10), hence, their coefficients need
to be zero. This contradicts our assumption that a,,, a, 42k, by, by+2x are nonzero.

Case 2.2.  Assume, exactly one of a, and b, is nonzero. We show the case a,, # 0 and

b, = 0. The case a, = 0 and b,, # 0 can be proved analogously. So, assume a, # 0
and b, = 0. From (16) with i = u, we obtain the equation

aybyte = dy.
As d, # 0, it follows that b, ., # 0. From (17) with i = u, we obtain
aybj =0 forj#u,uxl.
Consequently, b; = 0 for j # u & £. Now, it follows from (17) with i = u + £ that
ajbyye =0 forj#u—4Lu,u+L€,u+2L.
Consequently, a; = 0 for j # u — £, u,u + £, u + 2¢. We will separate the proof of
Case 2.2 into two subcases: in Case 2.2.1, we consider b,_, # 0, in Case 2.2.2, we
suppose b,_¢ = 0.
Case 2.2.1. Assume b,y # 0. From (17) withi = u — £ and j = u + 2¢, we obtain
ay20by—¢ =0,
which implies a,4+2¢ = 0, and
ay—¢byte + ayyeby—¢ =0,

which, recalling that b, ¢ is nonzero, implies eithera,_y = a,+¢ = 0ora,—¢, ay4+¢ # 0

ay— a
and 7=t = 74t We separate these two subcases:
by—¢ bu+£

Subcase (i). Assume a,_y = a,4+¢ = 0. Then,

qutt

Li(X) = a, X" and Lo(X) = by X2+ by x>,
We plug these polynomials into the left-hand side of (10) and obtain

2k (nk 2k (Hk u+2k ok
Ly(0) @D — 2@, 27k
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and

L] (x)22k Lz(x)zk 22kb 21(*€+k (2k+l+1) 22k bzk ut+k (2k7[+1)

and
241 2kp1 2umt2k 41 2641 2nHl2k )
ﬁL(X)+—,8b+ (+)+ﬁbu+‘;x 2%+1)
u+L (nk—2¢ k u—~t Hk+2¢
4 BB by ex® QTN g2 by 2D, 27)
As in previous cases, if k # £, not all terms containing the factor x2+1 can be canceled

simultaneously. Thus, we need k = ¢. However, if k = £, the left-hand side of (10)
contains the term

22k bzk ou (22k+1)
. i+2k ok . .
that cannot be represented in the form cile+ @*+D on the right-hand side of (10).
Hence, its coefficient needs to be zero which contradicts our assumption.

Subcase (ii). Assume a, ¢, ay4¢ # 0 and 3= Z = Z“:Z Then,

2u+(

u—~t u
Li(X) =ay—X>  +ayX* +aupeX
Lo(X) = bue X2 4+ bupe x> ™.

and

We plug these polynomials into the left-hand side of (10). Then, L; (x)22k @41 g as
in (24) and BL>(x)*+! is as in (27). Moreover,

22k 2k 22k 21¢—K+k 2k+1 22k Qu+t+k 2k+1
Li(x)? La(x)* =a_ Zb @+D 4 buH @+
22/<

eb Z 2u+(+k(2/\' 2{+1) 22kb2k 2u—K+k(2k+4‘f+l)
u+
22k 2u+l+k 2k—l+1 22k 2/( 2u—l+k 2k+2£+1
2 R 2 2R g

By the same reasoning as in Subcase (i), it follows that k = £. However, if k = ¢, then the
fourth term of (28) cannot be canceled by any other terms on the left-hand side of (10),
neither can it be represented on the right-hand side of (10). This implies b,,_y = 0 which
contradicts our assumption.

Case 2.2.2. Assume b,_y = 0. From (17) withi = u + £ and j = u — ¢, it follows
that

ay—tby+e =0



4 Page 24 of 37 C. Kaspers, Y. Zhou

which, recalling that b, # 0, implies a,,_¢ = 0. Then,
LX) = au X + e X + a0 X and LX) = bpe x>

Plugging these polynomials into (10), the expressions L (x)22k(2k+1), Ly (x)22k Lg(x)2k
and ,BLz(x)zk‘H are as in (24), (25) and (26), respectively, where we substitute u by
u + £. By the same reasoning as in Case 2.1.1, Subcase (i), it follows that k = ¢. If

k = £, analogously to Case 2.1.1, Subcase (i), the following terms occur on the left-hand
side of (10):

23k 22]\' 214+2k(23k+]) 23k 22k 22k 2k 2u+2k(22k+])
Ayl X , (@ pa;  +a; by )x .

As neither of them can be represented on the right-hand side of (10), their coefficients
need to be zero. As a, # 0, it follows that a7 = 0, and, consequently, a,+x = 0.
Hence, L{(X) and L,(X) are monomials of the form

Li(X) = a, X" and Ly(X) = by x>, (29)
and Ml (X) _ al%Zkbi:kX21¢+2k+l

Note that if we consider Case 2.2 with ¢, = 0 and b,, # 0, we obtain
Li(X) = ausi X2 and Ly(X) = b, X*" (30)

and M (X) = aﬁkbﬁk X2 from Case 2.2.2. This concludes the proof of our Claim.
We summarize the results we have obtained so far. If the Taniguchi APN functions f; 1 g
and fy 1 g are EL-equivalent, then k = ¢ and L{(X) and L»(X) meet the following
conditions: either, one of the polynomials L (X) and L (X) is zero and the other one is
a monomial, see (13) and (14), or both L{(X) and L,(X) are monomials, either of the
same degree or of degrees 2" and 2utk gee (23), (29) and (30). Vice versa, the same
statements hold for L3(Y) and L4(Y). It remains to be shown that the EL-equivalence
of fi1,p and fi 1 p implies g/ = g2 for some i € {0,...,m — 1}. Combining the
resultson L1(X), L2(X), L3(Y), L4(Y) mentioned above, it is clear that the polynomials
La(X,Y)and Lp(X,Y) have to be of one of the following forms:

(@) LAa(X,Y) = ayX* +awY? and L(X,Y) = by X% + byY?",

() La(X,Y) = auX? +auY2" and Lg(X,Y) = by X2 + byr V2",

©) La(X,Y) = ayX?" +@par V> ™ and Ly(X, Y) = by X2 + Dby, Y2,

) La(X,Y) = auX? +@u¥?" and Lg(X,Y) = by X2 + 5y ¥2",

) La(X,Y) = ayx X2 +a,7?" and L(X,Y) = by X2 + by, Y2,

(0 LaX,Y) = a X +a,Y*" and Lp(X, Y) = by X2 + by Y2,
(@) La(X,Y) = auX? +@w Y2 " and L(X, Y) = by X2 + b, ¥?",
(h) La(X,Y) = ausrx X2 + @2 and Lp(X, V) = by X2 + by ¥2"™,
() LaX,Y) = ayx X2 + @i Y2 and L(X, Y) = by X2" + by Y.
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Note that, as L(X,Y) = (La(X,Y), Lp(X, Y)) has to be a permutation polynomial,
it is neither possible that L4 (X, Y) or Lp(X,Y) is zero nor that both L4 (X, Y) and
Lp(X,Y) depend only on X or only on Y. We will show that all cases listed above lead
to the conclusion that L 4 (X, Y) and L 5 (X, Y) need to be monomials of the same degree
of the shape

LA(X,Y) =a,X* and Lg(X,Y)=b,Y*. (31)
We rewrite (8) and (9) considering k = £:

2k -~k 2k k k
Lo, " @ 4 Lyx, »)? Lg(x, y)* +BLpx, y)* !

2k i~k 2k k k
= N EHD 4272 4 gyE ) 4 N3 (xy) + Ma(x, y),
(32)

2k (~k 2k k
La(x,y)Lp(x,y) = Na(x2 @FD 4 272

+ B2 o+ Na(xy) + Mp(x, y). (33)

We will plug all the possible combinations (a)—(i) into these equations. We begin
with (b). By proceeding analogously, the cases (c)—(e) lead to the same result. If we plug
the polynomials of (b) into the left-hand side of (33), we obtain

u+1 R w nk
La(x, VL(x,y) = aybyx® +aybyy* @Y

+ aubyx® " @by (34)

Note that the first term of (34) is linearized. As there is no term containing the fac-
tor x2k+1, we need N»(X) = 0 on the right-hand side of (33). This implies, first, that
the coefficient szerk of the second summand of (34) has to be zero, and second, that
the third and the fourth summands of (34) cannot be represented simultaneously on the
right-hand side of (33). The coefficient of the second summand of (34) is zero if a,, or
by 1k is zero. We separate the proof into two cases:

Case 1. Assume a,, = 0. Note that this implies a, # 0 and Ew+k # 0 as otherwise
L(X,Y) would not be a permutation polynomial. If a,, = 0, then (33) holds only if
u=w+k.Setu = w+ k and plug L4(x, y) and Lp(x, y) into the left-hand side of
(32). We obtain

LA(x, y)22k(2k+1) _ asz(2k+1)x2u+2k(2k+l) (35)

and

2K Sut2k  utk
x2 y2

2k k 2k k u+k (Hk 2k =
La(x, ) Lpx, y)? =a> b2 x¥" ) 1275, (36)

and
u —2k 1 u
BLg(x, y)2k+1 _ ﬂbik-sz k41 + b, + yz k1)

_— u g u — k u u
+ B2 Bux® Y2 4 BB by (37)
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The fourth summand of (37) cannot be canceled by any other sgrnmand of (35)—(37)
and it cannot be represented on the right-hand side of (32). As 8, b, # 0, it follows that
b, = 0. Consequently, L4 (X, Y) and Lg(X, Y) are monomials of the same degree as
in (31).

Case 2. Assume b, = 0. By the same reasoning as above, this implies b, # 0 and
a, # 0. Now, (33) holds for u = w. Set u = w and plug L4(x, y) and Lp(x, y) into

the left-hand side of (32). The summand L 4 (x, y)ZZkLB(x, y)zk contains the term

_22k 2k 2u+k 2u+2k
a, b, x" 'y

u )

that has a nonzero coefficient and cannot be canceled by the other terms on the left-hand
side of (32). However, it cannot be represented on the right-hand side of (32). This is a
contradiction.

We next study (f). By symmetry, the same result also holds for (i). Moreover, an
analogous approach gives identical results for (g) and (h). If we plug L4(X, Y) and
Lp(X,Y) of (f) into (33), we obtain

u (~k — w ~k
LaGx, Y)Lp(x, y) = aubyix® @ + @by gy &

— ou 211)+k _ 2u+k w
+ ayby4kx”y + dybytix v

(38)
If all coefficients are nonzero, we need u = w + 2k to represent the first and the second
summands of (38) on the right-hand side of (33). Then, however, the fourth term of (38)
cannot be represented on the right-hand side of (33), which is a contradiction.

Now assume one of the coefficients is zero. We show the case b, = 0. If we
assume @, = 0 instead, we end up with the same contradiction as in Case 2 of the
study of (b). By symmetry, analogous results can be obtained when assuming a,, = 0 or
Ew+k = 0. If b4, = 0, it follows that a,, and Ew+k are nonzero as otherwise L(X, Y)
would not be a permutation polynomial. Moreover, as the first term of (38) vanishes,
we need N>(X) = 0. Then, also the second term of (38) cannot be represented on the
right-hand side of (33) and @by, 1« has to be zero. As by x # 0, we need @,, = 0 for
the second coefficient to be zero. Moreover, we need u = w + k to represent the third
summand of (38) on the right-hand side of (33). Consequently, L4 (X, Y)and Lp(X,Y)
are monomials as in (31).

Finally, we study (a). If we plug L4 (X, Y) and Lp(X, Y) of (a) into (33), we obtain

2m+1

La@. )Lp@.y) = abux® +aubuy>" + (@ubw +@ub)x®y* . (39)
We separate two cases: in the first case, the third term of (39) vanishes; in the second
case, its coefficient is nonzero.

Case 1. We first show that the third term of (41) can only vanish if all coefficients
are nonzero. Suppose a,, = 0. Then, a,,b, has to be zero as well. However, this is not
possible, as a,, = 0 implies that a,, and b, are nonzero. By symmetry, the same result
is obtained if we assume that any other coefficient is zero. Consequently, assume all

coefficients are nonzero and ”bi = %—“ Then, (39) does not provide any information, as
u w
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the left-hand side is a linearized polynomial. We plug L 4 (X, Y) and L (X, Y) into the
left-hand side of (32) and obtain

LA(_x y)22k(2k+1) _ a22k(2k+l)xzu+2k(2k+l) + 5221\'(2/{+1)y2w+2k(2k+])
’ u w

23k _n2k ou+3k w+2k _p3k 92k Hut2k w+3k

+a, a, x y +ay, a, x y (40)
and

2k k 2% Ak Autk ik _2k=2k  Awtk ok
LaGe, ) Lgx, ) =a; by x> F+D @27 p, y*" &+

222K Sut2k quwtk o2

k
+a, b,x y +a% b2 x

qutk yw+2k
y

(41)
and

k k u(k —2k+1 w yk
BLp(x, y)z +1 _ ,31?,3 +1,2°2°+D + 6D, yz @+

2w+k

k— u+k w —2k u
+ By bux®y* 4 b, bux™'y (42)
No matter how we choose © and w, the third and the fourth summands of (40) cannot be
canceled by the terms of (40)—(42) and they cannot be represented simultaneously on
the right-hand side of (32). Hence, at least one of the coefficients needs be zero which
is a contradiction.

Case 2. Assume a, by, + @by # 0. As there are no terms on the left-hand side of (33)
containing the factors x2k+1 and y2k+1, it follows that N>(X) = 0, and we need u = w
to represent the third summand of (39) on the right-hand side of (33). We plug L4 (X, Y)
and Lp(X,Y) into (32) and obtain the same expressions as in (40)—(42) with u = w.
Analogously to Case 1, the third and the fourth term of (40) cannot be represented on
the right-hand side of (32) at the same time. Hence, a,a,, has to be zero. Assuming
a, = 0, we obtain, by similar reasoning as in the previous cases, that L4 (X, Y) and
Lp(X,Y) have to be monomials of the same degree as in (31). Assuming a, = 0, we
obtain the same contradiction as in the study of (b), Case 2.

In summary, the only possible choice of L 4 (X, Y) and L p(X, Y) that can satisfy (32)
and (33) is Ls(X,Y) = a,X?" and Lg(x,y) = b,Y?". Considering (33) for these
monomials, it follows that N> (X) = 0, N4(X) = auEuXqu, and Mp(X,Y) =0.If we
plug L4(X,Y) and Lp(X, Y) into (32), we obtain

k k
22k(2k+1) 2u+2k(2k+1) 22k—2 2u+2k 2u+k —254+1 21((2k+1)
a, X +a, b, x y +Bb, 'y

2k i~k 2k k k
= N2 EFD 42792 4 gy DY L Ny () + Max,y). (43)

Obviously, N3(X) = 0and M4 (X, Y) = 0 and N (X) has to be a monomial of degree u,
the samedegreeas L 4 (X, Y)and Lp(X, Y). Write N1 (X) = cquu . Then, (43) becomes
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22k ok 1y pu+2k(nk 11 22k =0k Hut2k putk 2K 41 pupk g
au(+)x (+)+au b, x y + Bb, y(+)

u+2k (nk u+2k
— 2@ 2

k u u (yk
Y2 e g2 2D

and the coefficients have to meet the following conditions:

220k 4 22k -2k —2k 41 P
a, 4D = ¢, a, b, =cy, Bb, =c.p”. (44)

— _nk
The first two equations of (44) imply b, = aﬁZk and ¢, = bi +1. Combining the later
result with the third equation of (44), it follows that 8 = 8’ 2 (Il

From the proof of Theorem 4.5, we can deduce the order of the automorphism group
of the Taniguchi APN functions. Note that Theorem 4.6 only holds for m > 4. For
m = 2, the unique Taniguchi APN function fi 1,1 on Fy4 is CCZ-equivalent to the
Gold APN function x +— x3. Its automorphism group has order 5760. If m = 3, the
unique Taniguchi APN function fi 1,5 on Fy6 is CCZ-equivalent to the APN function
x = x5+ ux®* + x1°, where u is primitive in 56, that was first given by Browning et
al. [8]. In this case, |[Aut(f1,1,8)| = 896.

Theorem 4.6. Letm > 4, and let fi o g be a Taniguchi APN function from Theorem 3.4
on Foon. Define B/ = —L—. Then,

a2 k41
3m@2™ — 1) ifa =0andm = 4,
3 m .
Aut _ 5m(2 —1) ifoa =0andm > 5,
|AutgL(fr,e,p)] 2" — 1) oy
o
min{u > 1: g2 = g’} :
and
3m22m (2" — 1) ifa =0andm = 4,
3m22m=lm — 1) ifa=0andm > 5
Aut = = 9,
[Aut( fi,e.p) 22 am _ 1) |
ifa #0.

min{u > 1 : B2 = B}

Proof. Wedetermine |Autgy (fi,«,p); then, |Aut( fi o, p)| follows from Proposition 2.3
and Lemma 2.4. If « = 0, according to Proposition 4.1, a Taniguchi APN function f o, g
is linearly equivalent to the Pott—Zhou APN function gi 2¢, g whose automorphism group
was determined by the present authors [26, Theorem 5.2].

If o # 0, we know from Proposition 4.4 (a) that f; « g is linearly equivalent to f; 1 g
We study the case @ = 1. For m = 4 the results can be confirmed computationally with
Magma [6]. Assume m > 5. Then, the proof of Theorem 4.5 holds. We count the number
of equivalence mappings that map fy | g onitself. Therefore, we consider the conditions
given in (44) which the coefficients of the linearized monomials L4 (X, Y), Lp(X,Y)
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and N1(X) have to meet. We have shown that (44) implies

— 2% —2k41 u_
by =a>", cu=b, ", and gt =1.

The number of u such that 8/2~1 = 1 is given by

m
min{u > 1: B2 = g/}’

Next, we have 2" — 1 choices for a,. By choosing a,, the coefficients b, and ¢, are
uniquely determined. (]

From Theorem 4.6, we easily deduce the following result about the inequivalence of
Taniguchi and Pott—-Zhou APN functions. Recall that Pott—Zhou APN functions only
exist on [Fyon where m is even and that we have already solved the case « = 0 in
Proposition 4.1.

Corollary 4.7. Let m > 4 be even. Let fi o g, where o # 0, be a Taniguchi APN
function from Theorem 3.1 on Fyom, and let gy 5, be a Pott—Zhou APN function from
Theorem 3.4 on Foom. Then, fi o p and g¢ s, are CCZ-inequivalent.

Proof. The order of the automorphism group of a vectorial Boolean function is invariant
under CCZ-equivalence. For a Taniguchi APN function f; o g on Fy2m, we determined
the order of the automorphism group Aut( f; «,g) in Theorem 4.6. For a Pott—Zhou APN
function g¢ ., on Fpom, the present authors [26, Theorem 5.2] showed that

3m22m@2m — 1) ifs € {0, %},
3m22m=1(2m _ 1) otherwise.

|AUt(g£,s,y)| = {

As clearly — < m, it follows that < %m < 3m. Hence,

m m
nfu=1:2"=g'} min{u>1:"2"=p'}
the automorphism groups of fi « g and g¢ s, are of different order which implies that

the functions are CCZ-inequivalent. (]

From Corollary 4.7, we derive the final piece to determine the complete equivalence
of Taniguchi APN functions.

Corollary 4.8. Let m > 4 be even. Two Taniguchi APN functions fy0,s, and fo o g
where o' # 0, from Theorem 3.1 on Fyom are CCZ-inequivalent.

Proof.  According to Proposition 4.1, fi 0, is CCZ-equivalent to a Pott-Zhou APN
function gi 2,,, from Theorem 3.4. The result now follows from Corollary 4.7. U
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5. On the Total Number of CCZ-Inequivalent Taniguchi APN Functions on Fyom

The results from Sect. 4 allow us to determine the number of CCZ-inequivalent Taniguchi
APN functions on F,2. for any m. This will be done in Theorem 5.5 by counting the
number of parameters k, o and § that lead to inequivalent functions. Recall from Propo-
sition 4.4 that every Taniguchi APN function fi o g where o # 0 is CCZ-equivalent to
a function fi 1 g for some B’ € F%,. Hence, we only need to consider functions with
a = 0ora = 1. As we know from Proposition 4.1 that f; o g is equivalent to a Pott—
Zhou APN function, whose equivalence problem was solved by the present authors [26],
we focus on o = 1 first.

Recall from Theorem 4.5 that two Taniguchi APN functions f 1,5 and fi 1, onFpom
are CCZ-equivalent if and only if 8/ = B2 forsomei € {0, ..., m — 1}. Consequently,
to obtain the exact number of 8 providing inequivalent functions for fixed k, we need to
determine the number of orbits of 8 such that X 241 + X + B has no root in Fo» under
the action of the Galois group Gal(IFo» /IF2). We will do this in Proposition 5.4 with the
help of the following series of technical lemmas.

Lemma 5.1. [Ifk > 1 is an integer with gcd(k, 3) = 1, then 3k does not divide 2k 4 1.

Proof. Assume, by way of contradiction, that 3k | 2€ 4 1. By the Chinese Remainder
Theorem, 28 = —1 (mod 3) which means that & is odd.

Letk = ptl1 ... py, where py, ..., ps are prime numbers such that 3 < p; < pr <

-<psandt; > 1fori = 1,...,s. For convenience, we set p = p; and r = #; in the
remainder of this proof.

By the Chinese Remainder Theorem, it also follows that 2k = —1 (mod p"). Denote

by ¢(x) the Euler’s totient function of x. Since 2 =1 (mod p") and the unit group
of the integer ring Z, has order ¢(p"), it follows that ord  (2) | ged(2k, ¢(p’)). Note
that p(p') = (p — Dp' ' As p—1 < p; forall i € {I,...,s}, the number p —

1 is not divisible by any of the p;. Recalling that k = pp3--- pg, it follows that

ged(2k, p(p')) = 2p'~!. Consequently, 227" _ 1 =0 (mod p'). Thus, 2P — 1 =
1

4" —1=0 (mod p). As 4”7 = 4 (mod p), we obtain 4 — 1 = 0 (mod p) which
means p = 3. This is a contradiction to the assumption 3 < p. O

Lemma 5.2. Suppose that k and m are positive integers satisfying gcd(k,m) = 1.
Write m = rp for an integer r and a prime p. For € For, suppose that the polynomial
P(X) = X241 + X + B has no root in Fyr.

(a) If p # 3, then P(X) has no root in Fom.
(b) If p = 3, then P(X) has exactly three roots in Fom.

Proof. Seto(x) = x2" for x in any extension of [Fyr.
We show (a) first. Suppose that P(X) has at least one root xo € Fom. Then, x¢, o (xg),
..,oP71(xp) have to be p distinct roots of P(X) in Fom because o (P(x9)) =
G(xo)zk-u + o (xp) + B = 0 and p is prime. Helleseth and Kholosha [23, Theorem 1]
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showed that if P(X) has more than one root, then P(X) has exactly three roots in Fom
which contradicts the assumption that p # 3.

We next prove (b). Now m = 3r. If P(X) has at least one root in Fy=, by the proof
of (a), it has exactly three roots in [Fo» and we are done. Assume, by way of contradiction,
that P (X) has no root in Fom. First, if k = 1, then P (X) has degree 3 and is irreducible
over [For. Therefore, P (X) splits over [Fo» which contradicts our assumption.

From now on, assume k > 1. Write P(X) = P;(X)P>(X) - - - Py(X) for irreducible
polynomials P (X), ..., Ps(X) € Fon. Since deg(P (X)) = 2k 4+ 1 is odd, there exists
apolynomial P;(X), where j € {1, ..., s}, of odd degree. Denote by Joqq the set of all
Jj €{l,..., s} such that deg(P; (X)) is odd, and let j* € Joqq such that deg(P;«(X)) <
deg(P;(X)) forall j € Jogq. Set £ = deg(Pj+(X)) and note that £ > 1 and £ is odd.
Then, Pj+(X) splits over Fyme, which is an extension of Fom with [Fome : Fom] = £.
Consequently, P(X) has a root in [Fyme, and there is no root of P(X) in any proper
subfield of [F,me containing [Fom. Define h = ged(m#, k). As m and k are coprime, this
implies 7 = gcd(¢, k) and, in particular, /2 | £. Then, For = Fome N For. As £ is odd,
according to Bluher [5, Theorem 5.6], P(X) has exactly 2" 4+ 1 roots in Fome . If h =1,
then the roots of P(X) in Fyue are also elements of Fo» as m = 3r. This contradicts our
assumption. Hence, assume 2 > 1. We may regard o as an element in Gal(IFyme /For).
If 3 1 ¢, then it is clear that xg, o (xg), - . . , o3¢(xp) are pairwise distinct for any root xg
of P(X) in Fyme. If 3 | £, then xo, o (x0), . . ., o3¢ (xo) are still pairwise distinct for any
root xg of P(X) in Fyme. The reason is as follows. Suppose that o7 (xp) = xo for some
Jj < 3¢ with j | 3¢. This means [[For (x¢) : For] = j. Thus,

[Fom (x0) : Fom] = J %fﬂj.’
j/3 if3]].

For the first case, 3 1 j, as Fyue = Fom(xg) by definition, we get j = ¢ which is a
contradiction to the assumption that 3 | £. For the second case, 3 | j, we get £ = [Fpme :

Fom] = [Fom (x0) : Fom] = j/3 which contradicts the assumption j < 3¢.
Therefore, 3¢ divides 2" + 1, in particular, as & | £, we obtain 34 | 2h 4. By
Lemma 5.1, this is only possible if ged(%, 3) > 1 which implies gcd(m, k) > 1. This is
a contradiction. O

For any two relatively prime positive integers k and m, define
®(m) = { € Fan : X**+1 £ X + B has no root in Fam} 45)
and
M(m) = [ (m)]

and
N(m)=|{B € ®(m): B ¢ Fy withm' <m andm’ | m}]|. (46)
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According to Lemma 3.3,
om -1 m+1
M(m) = % (47)

In the following Lemma 5.3, we determine the exact value of N (m).

Lemma 5.3. Suppose that m = 3™ ]—H:l pf” where ng is a non-negative integer,
P, --., pr are distinct prime numbers, and ny, ..., n; are positive integers. If t = 0,
that means m = 3" and, in particular, includes the case m = 1, then

2m 4+ 1
N = .
(m) 3
Ift > 1, then
1 r t m
=—(2m - 2w wirj
N(m) = 3(2 Zzp +.Z 200P) — ..
i=1 i,j=1,
J#i
d m m
et (_1)5 Z 2P Pie o (= 1) 2P — g>, (48)
i1,ig=1
pairwise distinct
where

)2 ift=1landm =2 (mod 4),
"o otherwise.

Proof. By definition, to determine N (), we have to exclude each element in @ (m) N
F o’ from @ (m) for every proper subfield Fzm/ of Fom. We first consider the case t = O:

If no = 1, which means m = 1, then X2*! + X + 8 has no root in F, if and only if
B =1.Hence, N(1) = 1.If ng > 1, by Lemma 5.2,

®(m) N F %] if 3m’ | m,
m m =
2 d(m') if 3m’ tm.

Hence, we get N(3"0) = M (3") and, by (47), M (3"0) = 2m3—+1 From now on, assume
t > 1. Then, by the inclusion-exclusion principle,

N(M)=M(m)—2l:M<Z)+ 3 M< m >_

=1 i ij—=1, PiPj
J#i

¢ ! m ' m
e VY M<—>+~-+(—1)M<—>.
pil"'pl'g pl...pt

i, ig=1
pairwise distinct

(49)
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If m is odd, then m’ is odd for all m’ | m. If 4 | m, then m’ is even for all m’ =
that occur in (49). Consequently, in these two cases, by (47), we have M (m') =

ptl't

M occurring in (49). Plugging M (m’) into (49), we

for any m’ = n
y iy iy
obtain

N(m) = (2’" ZZ”I+ZZ"'“—-~-+(—1)‘2”;”””’)

i,j=I1,
J#

(_l)m—H t t ,
E (=) (5) v o) (50)

Note that the last sum of (50) equals zero which can be seen by using the binomial
identity

n

N A

k=0

with x = 1 and y = —1 (or vice versa).
Ifm =2 (mod 4), we set p; =2 and n; = 1. By (47),

o' 4]

ifm = —2—
Mmy=1 7 2Py P | (51)
23_1 if m’ :pil."fpie andiy,...,ig # 1.

Plugging (51) into (49), we obtain

m

oMo

i,j=1,
J#

1 o (=1 t—1
A5 ((2)-(7))

We show where the last sum of (52) is coming from and which values it can take.
If t = 1, then m = 3" . 2. Note that m is even and % is odd. Hence, in this case,
N(m) = M(m) — M(%) =2m_27 — 2, and the last sum of (52) equals —2. Now
assume ¢t > 1. Consider the sum

ot (_1)’2mrf’2n---pt)

! m
Z M <—) (53)
Piy -+ Dig

iy sip=1
pairwise distinct

from (48) for some £ € {1, ..., t}. This sum consists of (2) terms. Assume p;; < pj, <
- < pi,. If iy = 1, which means p;, = 2, then T ’",pi is odd. In this case, we have
2 14
(2:11) possibilities to choose pj,, ..., pi,. On the contrary, if iy # 1, then " is
ll l[
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even, and we have (’21) possibilities to choose pj,, . .., p;,. Combining these results
with (51), we have (zj) terms of the form 2 + 1 and (’;1) terms of the form 2" — 1
in the sum from (53). Note that, by similar reasoning as in the case m odd or 4 | m, this

sum is zero if ¢t > 1. O

Consider ®(m) as in (45). We have shown in Lemma 4.3 that if XZk+1 + X+ 8
has no root in Fpm, then neither has szJrl + X + /32' foralli € {0,...,m — 1}.
Consequently, ® (m) decomposes into orbits of 8 € F%,, under the action of the Galois
group Gal(IFom /IF2). In Proposition 5.4, we count this number of orbits.

Proposition 5.4. Let ®(m) as in (45), and define
B(m) = {{,32[ ief0,....m—1)):B¢ (D(m)}

as the set of orbits of B € F%,, such that X2+ X 4 B has no root in Fom under the
action of the Galois group Gal(Fom /). Moreover, define b(m) = |B(m)|. Then,

N /
NOED D

m'|m, 3{%

where N (m') is defined as in (46) and can be calculated as in Lemma 5.3.

Proof.  For any subfield F,,,» of Fom, we count the number of orbits of 8 € ®(m)N ]F;m’

under the action of Gal([F,, /IF2) that have full length m’. This number is given by
%"}/). It follows from Lemma 5.2 that we only need to consider the orbits in IFz,,,/ with
3¢ ([Fom : IFQ,,,/ ]. Adding all these numbers gives b(m). O

With the help of Proposition 5.4, we can eventually determine the number of CCZ-
inequivalent Taniguchi APN functions on Fy2» in Theorem 5.5. We give a nice lower
bound on this number in Corollary 5.6.

Theorem 5.5. Let m > 3, and denote by n(m) the number of CCZ-inequivalent
Taniguchi APN functions fi o g from Theorem 3.1 on Fyom. Then,

—(p(m)zb(m) if mis odd,
n(m) =

em)(bm)y+1) . |

S — if m is even,

where @ denotes Euler’s totient function and b(m) is as in Proposition 5.4.

Proof. Letm > 3. Thanks to Proposition 4.4, we only need to consider « € {0, 1} and
0 < k < 5. We count the number of CCZ-inequivalent Taniguchi APN functions fi 1 s
first: According to Theorem 4.5, for 0 < k, £ < % two functions fi 1,4 and f; 1 g are
CCZ-equivalent if and only if k = £ and 8 = B> for some i € {0,...,m — 1}. We

count the number of pairs (k, ) that lead to inequivalent APN functions: As 0 < k < 5
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and ged(k, m) = 1, we have @ choices for k. The number of admissible 8 € F3,
equals b(m) from Proposition 5.4. If m is odd, then these are all inequivalent Taniguchi
APN functions.

If m is even, according to Lemma 3.2, there also exist Taniguchi APN functions with
a = 0. In this case, it follows from Corollary 4.8 in combination with Corollary 4.2
that for every valid choice of k, there is additionally exactly one equivalence class of
Taniguchi APN functions fx o g that is inequivalent to all functions with o # 0. As

before, we have @ choices for k. O

Note that Corollary 5.6 shows that the number of APN functions on Fy2. increases
exponentially in m.

Corollary 5.6. Let m > 3, and define n(m) as the number of CCZ-inequivalent
Taniguchi APN functions from Theorem 3.1 on Fyom. Then,

o(m) "2’” + 1—‘

> I
nim) z = 3m

where ¢ denotes Euler’s totient function.

Proof. Define B(m) and b(m) as in Proposition 5.4. The value of b(m) is minimal if
all the orbits in B(m) have full length m. By Lemma 3.3, this implies

PZ"ZI—I if m is even,
b(m) >

[ 25EL] it is odd,

and it is easy to see that {2'"—1"‘ = ’72';—;1—‘ for all m > 3. O

3m

In Table 2, we list the exact number of CCZ-inequivalent Taniguchi APN functions
obtained from Theorem 5.5 for certain values of m. Recall that for m = 2, there is only
one unique Taniguchi APN function. We, moreover, compare these numbers to the lower
bound that we have established in Corollary 5.6. It can be seen that the bound is very
close to the actual number of Taniguchi APN functions.

6. Conclusion and Open Questions

In the present paper, we establish a new lower bound on the total number of CCZ-
inequivalent APN functions on the finite field FF52». We show that the number of APN
functions on Fy2» grows exponentially in m. For even m, our result presents a great
improvement of the lower bound previously given by the present authors [26]. For
odd m, this is the first such lower bound.

Our result now shifts the focus on the following open problems concerning APN
functions:
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Table 2. Number of CCZ-inequivalent Taniguchi APN functions on ]F22m for certain values of m.

m 2 3 4 5 6 7 8
# 1 1 3 6 5 21 26

Bound 1 1 2 6 4 21 22

m 9 10 11 12 13 14 15 16

# 57 74 315 234 1266 1185 2916 5492
Bound 57 70 315 228 1266 1173 2916 5464
m 17 18 19 20 25 50 100

# 20,568 14,595 82,791 69,988 4,473,950 A~ 7.5x103 &85 x 10%8

Bound 20,568 14,565 82,791 69,908 4,473,930 ~7.5x1013  ~~8.5x 1028

e Establish a lower bound on the total number of CCZ-inequivalent APN functions
on the finite field [F2» with n odd.

e As itis confirmed now that there are very many quadratic APN functions on [F5om,
the efforts of finding new constructions of APN functions should focus on the search
for non-quadratic ones.

e It was shown by Anbar et al. [1] that Taniguchi APN functions have the classical
Walsh spectrum. It would be interesting to find more APN functions with non-
classical Walsh spectra.
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