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Abstract. We provide a provable-security treatment of “robust” encryption. Robust-
ness means it is hard to produce a ciphertext that is valid for two different users. Robust-
ness makes explicit a property that has been implicitly assumed in the past. We argue that
it is an essential conjunct of anonymous encryption. We show that natural anonymity-
preserving ways to achieve it, such as adding recipient identification information before
encrypting, fail. We provide transforms that do achieve it, efficiently and provably. We
assess the robustness of specific encryption schemes in the literature, providing simple
patches for some that lack the property. We explain that robustness of the underlying
anonymous IBE scheme is essential for public-key encryption with keyword search
(PEKS) to be consistent (meaning, not have false positives), and our work provides the
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first generic conversions of anonymous IBE schemes to consistent (and secure) PEKS
schemes. Overall, our work enables safer and simpler use of encryption.

Keywords. Anonymity, Identity-based encryption, Robustness.

1. Introduction

This paper provides a provable-security treatment of encryption “robustness.” Robust-
ness reflects the difficulty of producing a ciphertext valid under two different encryption
keys. The value of robustness is conceptual, “naming” something that has been unde-
fined yet at times implicitly (and incorrectly) assumed. Robustness helps make encryp-
tion more misuse resistant. We provide formal definitions of several variants of the goal;
consider and dismiss natural approaches to achieve it; provide two general robustness-
adding transforms; test robustness of existing schemes and patch the ones that fail; and
discuss some applications.

THE DEFINITIONS. Both the PKE and the IBE settings are of interest, and the explication
is simplified by unifying them as follows. Associate to each identity an encryption key,
defined as the identity itself in the IBE case and its (honestly generated) public key in
the PKE case. The adversary outputs a pair idy, id; of distinct identities. For strong
robustness, it also outputs a ciphertext C*; for weak, it outputs a message M*, and C* is
defined as the encryption of M* under the encryption key ek of id. The adversary wins
if the decryptions of C* under the decryption keys dkg, dk; corresponding to ekg, ek are
both non-_L. Both weak and strong robustness can be considered under chosen-plaintext
or chosen-ciphertext attacks, resulting in four notions (for each of PKE and IBE) that
we denote WROB-CPA, WROB-CCA, SROB-CPA, SROB-CCA.

WHY ROBUSTNESS? The primary security requirement for encryption is data privacy, as
captured by notions IND-CPA or IND-CCA [13,16,29,35,45]. Increasingly, we are also
seeing a market for anonymity, as captured by notions ANO-CPA and ANO-CCA [1,7].
Anonymity asks that a ciphertext does not reveal the encryption key under which it was
created.

Where you need anonymity, there is a good chance you need robustness too. Indeed,
we would go so far as to say that robustness is an essential companion of anonymous
encryption. The reason is that without it we would have security without basic com-
munication correctness, likely upsetting our application. This is best illustrated by the
following canonical application of anonymous encryption, but shows up also, in less
direct but no less important ways, in other applications. A sender wants to send a mes-
sage to a particular target recipient, but, to hide the identity of this target recipient,
anonymously encrypts it under her key and broadcasts the ciphertext to a larger group.
But as a member of this group I need, upon receiving a ciphertext, to know whether or
not I am the target recipient. (The latter typically needs to act on the message.) Of course
I can’t tell whether the ciphertext is for me just by looking at it since the encryption is
anonymous, but decryption should divulge this information. It does, unambiguously,
if the encryption is robust (the ciphertext is for me iff my decryption of it is not L)
but otherwise I might accept a ciphertext (and some resulting message) of which I am
not the target, creating mis-communication. Natural “solutions,” such as including the
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encryption key or identity of the target recipient in the plaintext before encryption and
checking it upon decryption, are, in hindsight, just attempts to add robustness without
violating anonymity and, as we will see, don’t work.

We were led to formulate robustness upon revisiting public-key encryption with key-
word search (PEKS) [12]. In a clever usage of anonymity, Boneh, Di Crescenzo, Ostro-
vsky and Persiano (BDOP) [12] showed how this property in an IBE scheme allowed
it to be turned into a privacy-respecting communications filter. But Abdalla et. al [1]
noted that the BDOP filter could lack consistency, meaning turn up false positives. Their
solution was to modify the construction. What we observe instead is that consistency
would in fact be provided by the original construct if the IBE scheme was robust. PEKS
consistency turns out to correspond exactly to communication correctness of the anony-
mous IBE scheme in the sense discussed above. (Because the PEKS messages in the
BDOP scheme are the recipients identities from the IBE perspective.) Besides resurrect-
ing the BDOP construct, the robustness approach allows us to obtain the first consistent
IND-CCA-secure PEKS without random oracles.

Sako’s auction protocol [47] uses anonymous PKE to hide the bids of losers. We
present an attack on fairness whose cause is ultimately a lack of robustness in the
anonymous encryption scheme.

All this underscores a number of the claims we are making about robustness: that
it is of conceptual value; that it makes encryption more resistant to misuse; that it has
been implicitly (and incorrectly) assumed; and that there is value to making it explicit,
formally defining and provably achieving it.

WEAK VERSUS STRONG. The above-mentioned auction protocol fails because an adver-
sary can create a ciphertext that decrypts correctly under any decryption key. Strong
robustness is needed to prevent this. Weak robustness (of the underlying IBE) will yield
PEKS consistency for honestly encrypted messages but may allow spammers to bypass
all filters with a single ciphertext, something prevented by strong robustness. Strong
robustness trumps weak for applications and goes farther toward making encryption
misuse resistant. We have defined and considered the weaker version because it can
be more efficiently achieved, because some existing schemes achieve it and because
attaining it is a crucial first step in our method for attaining strong robustness.

ACHIEVING ROBUSTNESS. As the reader has surely already noted, robustness (even strong)
is trivially achieved by appending the encryption key to the ciphertext and checking for
it upon decryption. The problem is that the resulting scheme is not anonymous and, as
we have seen above, it is exactly for anonymous schemes that robustness is important.
Of course, data privacy is important too. Letting AI-ATK = ANO-ATK + IND-ATK
for ATK € {CPA, CCA}, the target notions of interest are AI-ATK + XROB-ATK for
ATK € {CPA,CCA} and X € {W, S}. Figure 1 shows the relations between these
notions, which hold for both PKE and IBE. We note in particular that AI-CCA does
not imply any form of robustness, refuting the possible impression that CCA-security
automatically provides robustness.

TrANSFORMS. Toward achieving robustness, it is natural to begin by seeking a general
transform that takes an arbitrary AI-ATK scheme and returns a AI-ATK 4+ XROB-ATK
one. This allows us to exploit known constructions of AI-ATK schemes, supports mod-
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AI-CCA «——— WROB-CCA + AI-CCA «——— SROB-CCA + AI-CCA

AI-CPA

WROB-CPA + AI-CPA «——— SROB-CPA + AI-CPA

Fig. 1. Relations between notions. An arrow A — B is an implication, meaning every scheme that is A-secure
is also B-secure, while a barred arrow A /4 B is a separation, meaning that there is a A-secure scheme that
is not B-secure (Assuming of course that there exists a A-secure scheme in the first place).

Transform WROB-ATK | SROB-ATK
Encryption with unkeyed redundancy (EuR) No No
Encryption with keyed redundancy (EkR) Yes No
Scheme || setting AI-CCA WROB-CCA | SROB-CCA | RO model

&) PKE Yes [7,27] Yes No No
cs* PKE Yes Yes Yes No
DHIES PKE Yes [5] Yes No Yes
DHIES* PKE Yes Yes Yes Yes
BF IBE Yes [1,15] Yes Yes Yes
BW IBE Yes [23] No No No

Fig. 2. Achieving Robustness. The first table summarizes our findings on the encryption with redundancy
transform. “No” means the method fails to achieve the indicated robustness for a/l redundancy functions, while
“yes” means there exists a redundancy function for which it works. The second table summarizes robustness
results about some specific AI-CCA schemes.

ular protocol design and also helps understand robustness divorced from the algebra
of specific schemes. Furthermore, there is a natural and promising transform to con-
sider. Namely, before encrypting, append to the message some redundancy, such as the
recipient encryption key, a constant, or even a hash of the message, and check for its
presence upon decryption. (Adding the redundancy before encrypting rather than after
preserves AI-ATK.) Intuitively this should provide robustness because decryption with
the “wrong” key will result, if not in rejection, then in recovery of a garbled plaintext,
unlikely to possess the correct redundancy.

The truth is more complex. We consider two versions of the paradigm and summarize
our findings in Fig. 2. In encryption with unkeyed redundancy, the redundancy is a
function RC of the message and encryption key alone. In this case, we show that the
method fails spectacularly, not providing even weak robustness regardless of the choice
of the function RC. In encryption with keyed redundancy, we allow RC to depend on a
key K that is placed in the public parameters of the transformed scheme, out of direct
reach of the algorithms of the original scheme. In this form, the method can easily
provide weak robustness, and that too with a very simple redundancy function, namely
the one that simply returns K.

But we show that even encryption with keyed redundancy fails to provide strong
robustness. To achieve the latter we have to step outside the encryption with redun-
dancy paradigm. We present a strong robustness conferring transform that uses a (non-
interactive) commitment scheme. For subtle reasons, for this transform to work the
starting scheme needs to already be weakly robust. If it isn’t already, we can make it so
via our weak robustness transform.

In summary, on the positive side we provide a transform conferring weak robustness
and another conferring strong robustness. Given any AI-ATK scheme the first transform
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returns a WROB-ATK + AI-ATK one. Given any AI-ATK + WROB-ATK scheme the
second transform returns a SROB-ATK + AI-ATK one. In both cases, it is for both
ATK = CPA and ATK = CCA and in both cases the transform applies to what we call
general encryption schemes, of which both PKE and IBE are special cases, so both are
covered.

The Fujisaki-Okamoto (FO) transform [32] and the Canetti-Halevi—-Katz (CHK)
transform [9,25] both confer IND-CCA, and a natural question is whether they con-
fer robustness as well. It turns out that neither transform generically provides strong
robustness (SROB-CCA) and CHK does not provide weak (WROB-CCA) either. We do
not know whether or not FO provides WROB-CCA.

ROBUSTNESS OF SPECIFIC SCHEMES. The robustness of existing schemes is important
because they might be in use. We ask which specific existing schemes are robust, and,
for those that are not, whether they can be made so at a cost lower than that of applying
one of our general transforms. The decryption algorithms of most AI-CPA schemes
never reject, which means these schemes are not robust, so we focus on schemes that are
known to be AI-CCA. This narrows the field quite a bit. The main findings and results
we discuss next are summarized in Fig. 2.

The Cramer—Shoup (CS) PKE scheme is known to be AI-CCA in the standard model
[7,27]. We show that itis WROB-CCA but not SROB-CCA, the latter because encryption
with 0 randomness yields a ciphertext valid under any encryption key. We present a
modified version CS* of the scheme that disallows 0 randomness. It continues to be
AI-CCA, and we show is SROB-CCA. Our proof that ¢5* is SROB-CCA builds on
the information-theoretic part of the proof of [27]. The result does not need to assume
hardness of DDH. It relies instead on pre-image security of the underlying hash function
for random range points, something not implied by collision resistance but seemingly
possessed by candidate functions. The same approach does not easily extend to variants
of the CS scheme such as the hybrid Damgéard-ElGamal scheme as proved secure by
Kiltz et al. [41]. We leave their treatment to future work.

In the IBE setting, the CCA version B¥ of the RO model Boneh—Franklin scheme
is AI-CCA [1,15], and we show it is SROB-CCA. The standard model Boyen—Waters
scheme BWis AI-CCA [23], but we show it is neither WROB-CCA nor SROB-CCA. Of
course it can be made robust via our transforms. We note that the B¥ scheme is obtained
via the FO transform [32] and B via the CHK transform [9,25]. As indicated above,
neither transform generically provides strong robustness. This doesn’t say whether they
do or not when applied to specific schemes, and indeed the first does for B¥ and the
second does not for BW.

DHIES is a standardized, in-use PKE scheme due to [5], who show that it is AI-CCA.
The situation for robustness is analogous to that for CSdiscussed above. Namely, we show
DHIES is WROB-CCA but not SROB-CCA (due to the possibility of the randomness in
the asymmetric component being 0) and present a modified version DHIES* (it disallows
0 randomness and is still AI-CCA) that we show is SROB-CCA. This result assumes
(only) a form of collision resistance from the MAC.

Our coverage is intended to be illustrative rather than exhaustive. There are many
more specific schemes about whose robustness one may ask, and we leave these as open
questions.
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SumMMARY. Protocol design suggests that designers have the intuition that robustness is
naturally present. This seems to be more often right than wrong when considering weak
robustness of specific AI-CCA schemes. Prevailing intuition about generic ways to add
even weak robustness is wrong, yet we show it can be done by an appropriate tweak
of these ideas. Strong robustness is more likely to be absent than present in specific
schemes, but important schemes can be patched. Strong robustness can also be added
generically, but with more work.

RELATED WORK. There is growing recognition that robustness is important in applications
and worth defining explicitly, supporting our own claims to this end. Thus, the strong
correctness requirement for public-key encryption of [8] and the correctness requirement
for hidden vector and predicate encryption of [24,40] imply a form of weak robustness. In
work that was concurrent to, and independent of, the preliminary version of our work [3],
Hofheinz and Weinreb [38] introduced a notion of well-addressedness of IBE schemes
that is just like weak robustness except that the adversary gets the IBE master secret key.
These works do not consider or achieves strong robustness, and the last does not treat
PKE. Well-addressedness of IBE implies WROB-CCA but does not imply SROB-CCA
and, on the other hand, SROB-CCA does not imply well-addressedness. Also in work
that was concurrent to, and independent of, the preliminary version of our work [3],
Canetti et al. [26] define wrong-key detection for symmetric encryption, which is a form
of robustness. The term robustness is also used in multi-party computation to denote the
property that corrupted parties cannot prevent honest parties from computing the correct
protocol output [18,36,37]. This meaning is unrelated to our use of the word robustness.

SUBSEQUENT WORK. Since the publication of a preliminary version of our work in [2,3],
several extensions have appeared in the literature.

Mohassel [44] observes that weak robustness is needed to ensure the chosen-ciphertext
security of hybrid constructions and provides several new robustness-adding transforms
providing different trade-offs between ciphertext size and computational overhead. He
also proposes a new relaxation of robustness, known as collision-freeness, which may
already be sufficient for certain applications. Informally, collision-freeness states that a
ciphertext should not decrypt to the same message under two different decryption keys.

Other security notions related to robustness have also been proposed in [11,14]. While
the notion of decryption verifiability in [14] can be interpreted as a weak form of robust-
ness in the context of encryption schemes, the notion of unambiguity in [11] can be seen
as an analogue of robustness for signatures.

Libert et al. [43] show that robustness is important when building anonymous broad-
cast encryption generically from identity-based encryption. In their construction, the
correctness of the broadcast encryption crucially depends on the weak robustness of
the underlying identity-based encryption scheme. The relation between robustness and
anonymous broadcast encryption was also observed in an earlier work by Barth et al. [8].

Farshim et al. [31] introduce further notions of robustness including a strengthening
and simplification of our strong robustness that they call complete robustness. They show
that Sako’s protocol [47] is still vulnerable to attacks even if it uses a strongly robust
encryption scheme, a gap addressed by complete robustness.
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Boneh et al. [21] remark that our robustness conferring transforms also applies to
function-private identity-based encryption schemes since they do not change the decryp-
tion keys and hence preserve function privacy.

Seurin and Treger [48] propose a variant of Schnorr-Signed ElGamal encryption
[39,50] and show that it is both AI-CCA and SROB-CCA. While the proof of AI-CCA
relies on the hardness of DDH in the random oracle model, the proof of SROB-CCA
only assumes collision resistance security of the underlying hash function.

VERSIONS OF THIS PAPER. A preliminary version of this paper appeared at the Theory of
Cryptography Conference 2010 [3]. This full version, apart from containing full proofs
for all security statements, adds a discussion about the robustness of other schemes and
transforms in Sects. 6 and 7, as well as more details about the application of our results
to auctions and searchable encryption in Sects. 8 and 9.

2. Definitions

NOTATION AND CONVENTIONS. If x is a string then |x| denotes its length, and if S
is a set then |S| denotes its size. The empty string is denoted ¢. By ay|| ... |la,, we
denote a string encoding of ay, ..., a, from which ay, . .., a, are uniquely recoverable.
(Usually, concatenation suffices.) By ai|| . .. ||a, < a, we mean that a is parsed into its
constituents ai, ..., a,. Similarly, if a = (a1, ..., a,), then (ay, ..., a,) < a means
we parse a as shown. Unless otherwise indicated, an algorithm may be randomized.

By y E A(x1, x2, ...), we denote the operation of running A on inputs x1, x2, ... and
fresh coins and letting y denote the output. We denote by [A(x1, x2, ...)] the set of all
possible outputs of A on inputs xi, x2, .... We assume that an algorithm returns _L if
any of its inputs is L.

GAMES. Our definitions and proofs use code-based game playing [20]. Recall that a
game—Ilook at Fig. 3 for an example— has an Initialize procedure, procedures to
respond to adversary oracle queries, and a Finalize procedure. A game G is executed

proc Dec(C, id)

If id ¢ U then return L

If (id,C) € T then return L

M «— Dec(pars, EK[id], DK[id], C)
Return M

proc LR(id3, id}, Mg, M;)

If (idy € U) V (id] € U) then return L
If (id§ € V) V (id] € V) then return L
If |Mg| # |M{| then return L

proc Initialize

(pars, msk) < PG; b < {0,1}

S, T, UV —0

Return pars

proc GetEK(id)

U —Uu{id}

(EK[id], DK[id]) < KG(pars, msk, id)
Return EK[id]

proc GetDK(id) C* & Enc(pars, EK[id}], My)
If id ¢ U then return L S — Su{id, id}}

If id € S then return L T « T U{(id;,C*), (id},C*)}
V — VuU{id} Return C*

Return DK[id] proc Finalize(')

Return (V' =b)

Fig. 3. Game Algg defining AI-ATK security of general encryption scheme GZ = (PG, KG, Enc, Dec).
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with an adversary A as follows. First, Initialize executes and its outputs are the inputs to
A. Then A executes, its oracle queries being answered by the corresponding procedures
of G. When A terminates, its output becomes the input to the Finalize procedure. The
output of the latter, denoted G*, is called the output of the game, and we let “G4” denote
the event that this game output takes value true. Boolean flags are assumed initialized
to false. Games G;, G; are identical until bad if their code differs only in statements
that follow the setting of bad to true. Our proofs will use the following.

Lemma 2.1. [20] Let G;, G; be identical until bad games, and A an adversary. Then

‘Pr[GlA] —Pr[G;‘]‘ < Pr[G;‘ sets bad]. |

The running time of an adversary is the worst case time of the execution of the adver-
sary with the game defining its security, so that the execution time of the called game
procedures is included.

GENERAL ENCRYPTION. We introduce and use general encryption schemes, of which both
PKE and IBE are special cases. This allows us to avoid repeating similar definitions and
proofs. A general encryption (GE) scheme is a tuple GE = (PG, KG, Enc, Dec) of
algorithms. The parameter generation algorithm PG takes no input and returns common
parameter pars and a master secret key msk. On input pars, msk, id, the key genera-
tion algorithm KG produces an encryption key ek and decryption key dk. On inputs
pars, ek, M, the encryption algorithm Enc produces a ciphertext C encrypting plaintext
M. On input pars, ek, dk, C, the deterministic decryption algorithm Dec returns either
a plaintext message M or _L to indicate that it rejects. We say that GE is a public-key
encryption (PKE) scheme if msk = ¢ and KG ignores its id input. To recover the usual
syntax, we may in this case write the output of PG as pars rather than (pars, msk) and
omit msk, id as inputs to KG. We say that GE is an identity-based encryption (IBE)
scheme if the encryption key created by KG on inputs pars, msk, id only depends on
pars and id. To recover the usual syntax, we may in this case write the output of KG as
dk rather than (ek, dk). It is easy to see that in this way we have recovered the usual prim-
itives. But there are general encryption schemes that are neither PKE nor IBE schemes,
meaning that the primitive is indeed more general.

CorrECTNESS. Correctness of a general encryption scheme GE = (PG, KG, Enc, Dec)
requires that, for all (pars, msk) € [PG], all plaintexts M in the underlying message
space associated with pars, all identities id, and all (ek, dk) € [KG(pars, msk, id)],
we have Dec(pars, ek, dk, Enc(pars, ek, M)) = M with probability one, where the
probability is taken over the coins of Enc.

AI-ATK securiTy. Historically, definitions of data privacy (IND) [13,16,29,35,45] and
anonymity (ANON) [1,7] have been separate. We are interested in schemes that achieve
both, so rather than use separate definitions we follow [17] and capture both simulta-
neously via game Algg of Fig. 3. A cpa adversary is one that makes no Dec queries,
and a cca adversary is one that might make such queries. The ai-advantage of such an
adversary, in either case, is
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%ﬂﬂalﬂlze proc Finalize(M, ido, id1) / WROBgz
(pars, msk) < PG; U,V « 0 If (ido ¢ U) V (idy ¢ U) then return false
Return pars If (idy € V) V (id1 € V) then return false
proc GetEK(id) If (idg = idy) then return false
U« UU{id} My « M ; C < Enc(pars, EK[ido], Mo)
(EK[id], DK[id]) < KG(pars, msk, id) | M1 < Dec(pars, EK[id,], DK[id,],C')
Return EK[id] Return (Mo # L) A (M1 # 1)
proc GetDK(id) proc Finalize(C, ido, id1) / SROBgz
If id ¢ U then return L If (ido ¢ U) V (idy ¢ U) then return false
V — VU {id} If (idg € V') V (idy € V') then return false
Return DK[id] If (idy = i?1> then 1['etu]rn fal[se Lo

. My «— Dec(pars, EK[ido], DK[ido], C
proc Dec(C, id) M, — Dec(pars, EK[id,], DK[id, ], C)
If id ¢ U then return L Retwrn (Mo # L) A (M # L)
M « Dec(pars, EK[id], DK[id], C)
Return M

Fig. 4. Games WROB 4 and SROB gz defining WROB-ATK and SROB-ATK security (respectively) of
general encryption scheme GE = (PG, KG, Enc, Dec). The procedures on the left are common to both
games, which differ only in their Finalize procedures.

Advi,(A) =2 Pr [AIQE] ~1

We will assume an ai-adversary makes only one LR query, since a hybrid argument
shows that making ¢ of them can increase its ai-advantage by a factor of at most g.

Oracle GetDK represents the IBE key extraction oracle [16]. In the PKE case, it is
superfluous in the sense that removing it results in a definition that is equivalent up to
a factor depending on the number of GetDK queries. That’s probably why the usual
definition has no such oracle. But conceptually, if it is there for IBE, it ought to be there
for PKE, and it does impact concrete security.

The traditional notions of data privacy (IND-ATK) and anonymity (ANO-ATK) are
obtained by adding a restriction to the AI-ATK game in Fig. 3 so that a LR query
returns | whenever idj, # id] or M§ # M, respectively. It is easy to see that ai
security is implied by ind security and ano security, i.e., for each ai-atk adversary A,
there exist an ind-atk adversary B and an ano-atk adversary B, such that Advig;@atk (A) =
AQVET(B1) + AdvE K (By).

ROBUSTNESS. Associated with general encryption scheme GE = (PG, KG, Enc, Dec)
are games WROB, SROB of Fig. 4. As before, a cpa adversary is one that makes no Dec
queries, and a cca adversary is one that might make such queries. The wrob and srob
advantages of an adversary, in either case, are

Advgg’b(A)=Pr[WR0BgZ] and Advsgr%b(A)zPr[SROBgf].

The difference between WROB and SROB is that in the former the adversary produces
a message M, and C is its encryption under the encryption key of one of the given
identities, while in the latter it produces C directly and may not obtain it as an honest
encryption. It is worth clarifying that in the PKE case the adversary does not get to
choose the encryption (public) keys of the identities it is targeting. These are honestly and
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RKG RC(K, ek| M) RV(K, ek||M,r)
Return K — ¢ Return ¢ Return 1
Return K «— ¢ Return 0F Return (r = 0F)
Return K — ¢ Return ek Return (r = ek)
Return K « & L & {0,1}F; Return L||H (L, ek||M) | L||h < r; Return (h = H(L, ek||M))
Return K < {0,1}* Return K Return (r = K)
Return K < {0,1}% Return H(K, ek||M) Return (r = H(K, ek||M))

Fig. 5. Examples of redundancy codes, where the data x is of the form ek || M. The first four are unkeyed and
the last two are keyed.

independently chosen, in real life by the identities themselves and in our formalization
by the games.

RELATIONS BETWEEN NOTIONS. Figure 1 shows implications and separations in the style
of [13]. We consider each robustness notion in conjunction with the corresponding Al
one since robustness is interesting only in this case. The implications are all trivial.
The first separation shows that the strongest notion of privacy fails to imply even the
weakest type of robustness. The second separation shows that weak robustness, even
under CCA, doesn’t imply strong robustness. We stress that here an implication A — B
means that any A-secure, unaltered, is B-secure. Correspondingly, a non-implication
A #/ B means that there is an A-secure that, unaltered, is not B-secure. (It doesn’t mean
that an A-secure scheme can’t be transformed into a B-secure one.) Only a minimal set
of arrows and barred arrows is shown; others can be inferred. The picture is complete
in the sense that it implies either an implication or a separation between any pair of
notions.

3. Robustness Failures of Encryption with Redundancy

A natural privacy-and-anonymity-preserving approach to add robustness to an encryp-
tion scheme is to add redundancy before encrypting, and upon decryption reject if the
redundancy is absent. Here we investigate the effectiveness of this encryption with redun-
dancy approach, justifying the negative results discussed in Sect. 1 and summarized in
the first table of Fig. 2.

REDUNDANCY CODES AND THE TRANSFORM. A redundancy code RED = (RKG, RC,
RV) is a triple of algorithms. The redundancy key generation algorithm RKG generates
a key K. On input K and data x the redundancy computation algorithm RC returns
redundancy r. Given K, x, and claimed redundancy r, the deterministic redundancy
verification algorithm RV returns 0 or 1. We say that RED is unkeyed if the key K
output by RKG is always equal to ¢, and keyed otherwise. The correctness condition
is that for all x we have RV(K, x, RC(K, x)) = 1 with probability one, where the
probability is taken over the coins of RKG and RC. (We stress that the latter is allowed
to be randomized.)

Given a general encryption scheme GE = (PG, KG, Enc, Dec) and a redundancy
code RED = (RKG, RC, RV), the encryption with redundancy transform associates
to them the general encryption scheme GE = (PG, KG, Enc, Dec) whose algorithms
are shown on the left side of Fig. 6. Note that the transform has the first of our desired
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Algorithm PG Algorithm Enc(pars, ek, M)
v 8 e o
(pars, msk) £ PG; K £ RKG G = Enc"(pars, ek, M)
Return C'

Return ((pars, K), msk)

Algorithm KG((pars, K), msk, id) Algorithm Dec(pars, ek, dk, C')

M « Dec*(pars, ek, dk, C)

(ek, dk) < KG(pars, msk, id) If M = 1 then
Return ek M — M*(pars)|RC(e, ek|| M*(pars); 0!)
Algorithm Enc((pars, K), ek, M) Return M

r & RC(K, ek|| M)

C & Enc(pars, ek, M||r) Algorithm Enc(pars, ek, M)

C* & Enc*(pars, ek, M)

Ret c

et Return 1||C*
Algorithm Dec((pars, K), ek, dk, C) Algorithm Dec(pars, ck, dk, C)
M]||r «— Dec(pars, ek, dk, C) bCr —C

If RV(K, ek|[M,r) =1 then return M If b= 1 then return Dec*(pars, ck, dk, C*)
Else retwrn L Else return M*(pars)||RC(C*, ek||M*(pars); 0')

Fig. 6. Left transformed scheme for the encryption with redundancy paradigm. Top right counterexample for
WROB. Bottom right counterexample for SROB.

properties, namely that it preserves AI-ATK. Also if GEis a PKE scheme then so is G,
and if GE is an IBE scheme then so is GZ, which means the results we obtain here apply
to both settings.

Figure 5 shows example redundancy codes for the transform. With the first, GZ is
identical to GZ, so that the counterexample below shows that AI-CCA does not imply
WROB-CPA , justifying the first separation of Fig. 1. The second and third rows show
redundancy equal to a constant or the encryption key as examples of (unkeyed) redun-
dancy codes. The fourth row shows a code that is randomized but still unkeyed. The hash
function H could be a MAC or a collision-resistant function. The last two are keyed
redundancy codes, the first the simple one that just always returns the key, and the second
using a hash function. Obviously, there are many other examples.

SROB FAILURE. We show that encryption with redundancy fails to provide strong robust-
ness for all redundancy codes, whether keyed or not. More precisely, we show that for
any redundancy code RED and both ATK € {CPA, CCA}, there is an AI-ATK encryp-
tion scheme G such that the scheme G resulting from the encryption-with-redundancy
transform applied to GE, RED is not SROB-CPA. We build GZ by modifying a given
AI-ATK encryption scheme GE* = (PG, KG, Enc*, Dec"). Let [ be the number of
coins used by RC, and let RC(x; @) denote the result of executing RC on input x with
coins w € {0, 1}. Let M* be a function that given pars returns a point in the message
space associated with pars in GE*. Then GE = (PG, KG, Enc, Dec) where the new
algorithms are shown on the bottom right side of Fig. 6. The reason we used 0/ as coins
for RC here is that Dec is required to be deterministic.

Our first claim is that the assumption that GE* is AI-ATK implies that GE is too. Our
second claim, that GZ is not SROB-CPA, is demonstrated by the following attack. For a
pairidy, id of distinct identities of its choice, the adversary A, oninput (pars, K), begins
with queries ekq & GetEK(idy) and ek E GetEK(id). It then creates ciphertext
C < 0] K and returns (idg, id;, C). We claim that Adv%b(A) = 1. Letting dko, dk
denote the decryption keys corresponding to ekg, ek, respectively, the reason is the fol-
lowing. For both b € {0, 1}, the output of Dec(pars, ek, dky,, C) is M*(pars) ||rp(pars)



318 M. Abdalla et al.

where rp,(pars) = RC(K, eky,||M* (pars); 0'). But the correctness of RED implies that
RV(K, ekp||M*(pars), rp(pars)) = 1 and hence Dec((pars, K), ekp,, dkp,, C) returns
M*(pars) rather than L.

WROB FAILURE. We show that encryption with redundancy fails to provide even weak
robustness for all unkeyed redundancy codes. This is still a powerful negative result
because many forms of redundancy that might intuitively work, such as the first four of
Fig. 5, are included. More precisely, we claim that for any unkeyed redundancy code RED
and both ATK € {CPA, CCA}, there is an AI-ATK encryption scheme GZ such that the
scheme g_f resulting from the encryption-with-redundancy transform applied to GE and
RED is not WROB-CPA. We build GE by modifying a given AI-ATK + WROB-CPA
encryption scheme GE* = (PG, KG, Enc*, Dec*). With notation as above, the new
algorithms for the scheme GE = (PG, KG, Enc, Dec) are shown on the top right side
of Fig. 6.

Our first claim is that the assumption that GE* is AI-ATK implies that G is too. Our
second claim, that g_z is not WROB-CPA, is demonstrated by the following attack. For
a pair idy, idy of distinct identities of its choice, the adversary A, on input (pars, €),

makes queries ek E GetEK(idy) and ek E GetEK(id ) and returns (idy, id{, M),
where M can be any message in the message space associated with pars. We claim that
Adv%)b(A) is high. Letting dk| denote the decryption key corresponding to ek, the

reason is the following. Let 7o <~ RC(e, eko||M) and C < Enc(pars, eko, M |ro). The
assumed WROB-CPA security of GE* implies that Dec(pars, ek, dk;, C) is most proba-
bly M*(pars)||ri (pars) where ri(pars) = RC(e, ek1||M*(pars); Ol).B_ut the correctness
of REDimplies that RV (e, ek ||M* (pars), ri(pars)) = 1 and hence Dec((pars, ¢), ek,
dky, C) returns M*(pars) rather than L.

4. Transforms That Work

We present a transform that confers weak robustness and another that confers strong
robustness. They preserve privacy and anonymity, work for PKE as well as IBE, and for
CPA as well as CCA. In both cases, the security proofs surface some delicate issues.
Besides being useful in its own right, the weak robustness transform is a crucial step in
obtaining strong robustness, so we begin there.

WEAK ROBUSTNESS TRANSFORM. We saw that encryption-with-redundancy fails to pro-
vide even weak robustness if the redundancy code is unkeyed. Here we show that if
the redundancy code is keyed, even in the simplest possible way where the redun-
dancy is just the key itself, the transform does provide weak robustness, turning any
AI-ATK secure general encryption scheme into an AI-ATK + WROB-ATK one, for
both ATK € {CPA, CCA}.

The transformed scheme encrypts with the message a key K placed in the public
parameters. In more detail, the weak robustness transform associates with a given general
encryption scheme GE = (PG, KG, Enc, Dec) and integer parameter k, representing
the length of K, the general encryption scheme GE = (PG, KG, Enc, Dec) whose
algorithms are depicted in Fig. 7. Note that if GZ is a PKE scheme then so is G and if
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o Algorithm KG((pars, K), msk, id)
Algorithm PG (ek, dk) & KG(pars, msk, id)
(pars, msk) <& PG Return (ek, dk)
K& {0, 13" Algorithm Dec((pars, K), ek, dk, C)
Return ((pars, K), msk) M « Dec(pars, ek, dk, C)
Algorithm Enc((pars, K), ek, M) | If M = L then return L
C & Enc(pars, ek, M||K)) M||K* — M -
Return C If (K = K*) then return M
Else Return L

Fig. 7. General encryption scheme GE = (PG, KG, Enc, Dec) resulting from applying our weak robustness
transform to general encryption scheme GE = (PG, KG, Enc, Dec) and integer parameter k.

GEis an IBE scheme then so is ﬁ, so that our results, captured by Theorem 4.1, cover
both settings.

The intuition for the weak robustness of G is that the GE decryption under one key,
of an encryption of M||K created under another key, cannot, by the assumed AI-ATK
security of GZ, reveal K, and hence the check will fail. This is pretty much right for
PKE, but the delicate issue is that for IBE, information about K can enter via the
identities, which in this case are the encryption keys and could be chosen by the adver-
sary as a function of K. Indeed, the counterexample from Sect. 3 can be extended to
work for any keyed redundancy code if the key can be encoded into the identity space.
Namely, the adversary can encode the key K into the identity id; = ek;, while the
counterexample decryption algorithm could decode K from its input ek and output
M <« M*(pars)|RC(K, ek||M*(pars); 0') as a default message. We show, however,
that this can be dealt with by making K sufficiently longer than the identities.

Theorem 4.1. Let GE = (PG, KG, Enc, Dec) be a general encryption scheme with
identity space {0, 1}", and let GE = (PG, KG, Enc, Dec) be the general encryption
scheme resulting from applying the weak robustness transform to GE and integer param-

eter k. Then

1. AI-ATK: Let A be an ai-adversary against GE. Then there is an ai-adversary B
against GE such that

Adv%(A) = AdvagiE(B).

Adversary B inherits the query profile of A and has the same running time as A.
If A is a cpa adversary, then so is B.

2. WROB-ATK : Let A be a wrob adversary against GE with running time t, and let
£ =2n + [log,(t)]. Then there is an ai-adversary B against GE such that

Adv%’b(A) < Advgf(B)Jrz@*k.

Adversary B inherits the query profile of A and has the same running time as A.
If A is a cpa adversary, then so is B. |

The first part of the theorem implies that if GEis AI-ATK then GE is AI-ATK as well.
The second part of the theorem implies that if GEis AI-ATK and & is chosen sufficiently
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larger than 2n 4+ [log,(#)] then ﬁ is WROB-ATK. In both cases, this is for both
ATK € {CPA, CCA}. The theorem says it directly for CCA, and for CPA by the fact
that if A is a cpa adversary then so is B. When we say that B inherits the query profile
of A we mean that for every oracle that B has, if A has an oracle of the same name and
makes g queries to it, then this is also the number B makes.

Proof of Theorem 4.1.  The proof of Part 1 of Theorem 4.1 is straightforward and is
omitted. The proof of Part 2 of Theorem 4.1 relies on the following information-theoretic
lemma.

Lemma 4.2. Let £ < k be positive integers and let Ay, Ay be arbitrary algorithms
with the length of the output of Ay always being L. Let P denote the probability that
A>(A1(K)) = K where the probability is over K drawn at random from {0, 1} and the
coins of A1, Ay. Then P < 2tk

Proof of Lemma 4.2.  'We may assume A1, A are deterministic for, if not, we can hard-
wire a “best” choice of coins for each. For each £-bit string L let S; = {K € {0, 1}* :
A1(K) = L}andlets(L) = |S.|. Let £ be the set of all L € {0, 1}‘Z such that s(L) > 0.
Then

P=3 PrlAxL)=K | Ai(K)=L]-Pr[Ai(K)=L]
Lel

s
_L;s(m' 2k

1
:Zz_k

Lel

zefk

which is at most as claimed. I

Proof of Part 2 of Theorem 4.1. Games Gg, G of Fig. 8 differ only in their Finalize
procedures, with the message encrypted at line 04 to create ciphertext C in G being a
constant rather than M in Go. We have

AdviP () = Pr[ Gf | = (Pr[Gf | Pe[ Gt ]) +Pr[ G |.
we design B so that
Pr|Gf |~ Pr| Gf | = Advii(B)
0 1= Gge\P):
On input pars, adversary B executes lines 02,03 of Initialize and runs A on input
(pars, K). It replies to GetEK, GetDK and Dec queries of A via its own oracles of the

same name. When A halts with output M, idy, id1, adversary B queries its LR oracle with
ido, idg, 0™M1]|0%, M| K to get back a ciphertext C. It then makes query GetDK(id) to
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proc Finalize(M, ido, id;) / Go
01 If (ido ¢ U) V (id1 ¢ U) then return false

proc Initialize / Go, Gy

01 (pars, msk) < PG 02 If (idg € V) V (id1 € V) then return false
02 K < {0,1}* 03 If (idg = idy) then return false

03 U,V —1 04 My — M ; C < Enc(pars, EK[ido], Mo K)
04 Return (pars, K) 05 M < Dec(pars, EK[idy], DK[idy], C)
proc GetEK(id) / Go, G, 06 If M = 1 then M, « L

01 U« UU{id} 07 Else

02 (EK[id], DK[id]) & KG(pars, msk,id) | 08~ Mil|K* <M

03 Return EK[id] 09 If (K # K~) then My — L

proc GetDK(id) | Go,G1 10 Return (Moij_) AN(My#1)

01 If 4d ¢ U then return L proc Finalize(M, idy, id1) / Gh

02 V «— VU{id} 01 If (idg € U) V (id1 € U) then return false
03 Return DK([id] 02 If (idg € V)V (idy € V) then return false

03 If (idp = id1) then return false

04 My — M ; C & Enc(pars, EK[ido], 0170l ||0%)
05 M « Dec(pars, EK[id1], DK[id4], C)

06 If M = 1 then My «— L

07 Else

08  M||K* —M

09  If (K # K*) then My « L

10 Return (Mo # L) A (M, # 1)

proc Dec(C,id) [/ Go, Gy

01 If id ¢ U then return L

02 M « Dec(pars, EK[id], DK][id], C)
03 If M = L then return L

04 M||K*— M

If (K = K*) then return M

05 Else Return L

Fig. 8. Games for the proof of Part 2 of Theorem 4.1.

get back DK[id]. Note this is a legal query for B because id; is not one of the challenge
identities in its LR query, but it would not have been legal for A. Now B executes lines
01-09 of the code of Finalize of G1, except that it sets the value C on line 04 to be its
own challenge ciphertext. If M| # L it outputs 1, else 0.

To complete the proof, we show that Pr[Gf‘] < 2f=k We observe that M as computed
at line 05 of Finalize in G| depends only on pars, EK[id}], EK[ido], DK[id1], [My|, k.
We would have liked to say that none of these depend on K. This would mean that the
probability that M # L and parses as M|/ K is at most 2%, making Pr[G‘l“] <27k,
In the PKE case, what we desire is almost true because the only item in our list
that can depend on K is |My|, which can carry at most log,(¢) bits of informa-
tion about K. But idy, id; could depend on K so in general, and in the IBE case
in particular, EK[idy], EK[id ], DK[id] could depend on K. However, we assumed
that identities are n bits, so the total amount of information about K in the list
pars, EK[id], EK[ido], DK[id1], |Mo|, k is at most 2n + log,(¢) bits. We conclude
by applying Lemma 4.2 with £ = 2n + [log,(1)]. 1

ARBITRARY IDENTITIES. Theorem 4.1 converts a scheme GZ with identity space {0, 1}"
into a scheme GZ with the same identity space {0, 1}". The condition that G has identity
space {0, 1}" is not really a restriction, because any scheme with identity space {0, 1}*
can be easily converted by restricting the identities to n-bit strings. At the same time, by
hashing the identities with a collision-resistant hash function, GZ can be made to handle
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arbitrary identities in {0, 1}*. Itis well known that collision-resistant hashing of identities
preserves AI-ATK [6] and it’s also easy to see that it preserves WROB-ATK. Here, it is
important that the transformed scheme calls the underlying encryption and decryption
algorithms Enc and Dec of GE with the hashed identities, not the full identities. In
practice we might hash with SHA256 so that n = 256, and, assuming ¢t < 2128 setting
k = 768 would make 2¢7% = 27128,

COMMITMENT SCHEMES. Our strong robustness transform will use commitments. A com-
mitment scheme is a 3-tuple CMT = (CPG, Com, Ver). The parameter generation algo-
rithm CPG returns public parameters cpars. The committal algorithm Com takes cpars
and data x as input and returns a commitment com to x along with a decommittal key dec.
The deterministic verification algorithm Ver takes cpars, x, com, dec as input and returns
1 to indicate that accepts or O to indicate that it rejects. Correctness requires that, for any
x € {0, 1}*, any cpars € [CPG], and any (com, dec) € [Com(cpars, x)], we have that
Ver(cpars, x, com, dec) = 1 with probability one, where the probability is taken over
the coins of Com. We require the scheme to have the uniqueness property, which means
that for any x € {0, 1}*, any cpars € [CPG], and any (com, dec) € [Com(cpars, x)]
it is the case that Ver(cpars, x, com™, dec) = 0 for all com™ # com. In most schemes,
the decommittal key is the randomness used by the committal algorithm and verifica-
tion is by re-applying the committal function, which ensures uniqueness. The advantage
measures

AdVIke(A) = 2 Pr | HIDEf, ;= true | ~ 1 and

AdVIEE(A) = Pr[ BINDY, = true |,

which refer to the games of Fig. 9, capture, respectively, the standard hiding and binding
properties of a commitment scheme. We refer to the corresponding notions as HIDE and
BIND. We refer to the corresponding notions as HIDE and BIND.

THE STRONG ROBUSTNESS TRANSFORM. The idea is for the ciphertext to include a com-
mitment to the encryption key. The commitment is not encrypted, but the decommittal
key is. In detail, given a general encryption scheme GE = (PG, KG, Enc, Dec) and a
commitment scheme CMT = (CPG, Com, Ver) the strong robustness transform asso-
ciates with them the general encryption scheme g_f = (%, E ﬁ, @) whose
algorithms are depicted in Fig. 10. Note that if G is a PKE scheme then so is GE and
if GEis an IBE scheme then so is g_z, so that our results, captured by the Theorem 4.3,

cover both settings.

cpars £ CPG i b & {0,1} ; Return cpars cpars £ CPG; Return cpars

m proc Finalize(com, xy, decy, 1, decy)
(com, dec) & Com(cpars,xp) ; Return com | dy «— Ver(cpars, zy, com, decg)

proc Finalize(b') dy « Ver(cpars, z1, com, decy)
m Return (79 # 21 Adp =1 Ady = 1)

Fig.9. Game HIDE (7 (left) captures the hiding property, while Game BIND 7 (right) captures the binding
property. The adversary may call LR only once.



Robust Encryption 323

Algorithm PG Algorithm KG((pars, cpars), msk, id)

(pars, msk) & PG (ek, dk) < KG(pars, msk, id)

epars < CPG Return (ek, dk)

Return ((pars, cpars), msk) Algorithm Dec((pars, cpars), ek, dk, (C, com))

M « Dec(pars, ek, dk, C)

Algorithm Enc((pars, cpars), ek, M) If M — L then reburn L

(com, dec) & Com(cpars, ek) M dec — M

N P 0 I -
C — Enc(pars, ek, M||dec)) If (Ver(cpars, ek, com, dec) = 1) then return M
Return (C, com) Else Return L

Fig. 10. General encryption scheme GE = (PG, KG, Enc, Dec) resulting from applying our strong
robustness transform to general encryption scheme GE = (PG, KG, Enc, Dec) and commitment scheme
cMT= (CPG, Com, Ver).

In this case the delicate issue is not the robustness but the AI-ATK security of GZ in
the CCA case. Intuitively, the hiding security of the commitment scheme means that a
GE ciphertext does not reveal the encryption key. As a result, we would expect AI-ATK
security of G to follow from the commitment hiding security and the assumed AI-ATK
security of GE. This turns out not to be true, and demonstrably so, meaning that there is
a counterexample to this claim. (See below.) What we show is that the claim is true if
GE is additionally WROB-ATK. This property, if not already present, can be conferred
by first applying our weak robustness transform.

Theorem 4.3. Let GE = (PG, KG, Enc, Dec) be a general encryption scheme, and let
GE = (PG, KG, Enc, Dec) be the general encryption scheme resulting from applying
the strong robustness transform to GE and commitment scheme CMT = (CPG, Com,

Ver). Then

1. AI-ATK : Let A be an ai-adversary against GE. Then there is a wrob adversary
W against GE, a hiding adversary H against CMT and an ai-adversary B against
GE such that

Advi(A) < 2- AV (W) +2 - Advysi(H) + 3 - AdviL(B).

Adversaries W, B inherit the query profile of A, and adversaries W, H, B have
the same running time as A. If A is a cpa adversary then so are W, B.

2. SROB-ATK : Let A be a srob adversary against g_f making q GetEK queries.
Then there is a binding adversary B against CMT such that

degL;b(A) < Advbm%(B)+< > Coll .

Adversary B has the same running time as A. |

The first part of the theorem implies that if GEis AI-ATK and WROB-ATK and CMTis
HIDE then GZis AI-ATK, and the second part of the theorem implies that if CMTis BIND
secure and G has low encryption key collision probability then GE is SROB-ATK. In
both cases, this is for both ATK € {CPA, CCA}. We remark that the proof shows
that in the CPA case the WROB-ATK assumption on GZ in the first part is actually
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not needed. The encryption key collision probability Collgz of GE is defined as the
maximum probability that eko = ek in the experiment

(pars, msk) 2 pPa i (eko, dko) & KG(pars, msk, idy) ;
(eky, dky) bl KG(pars, msk, idy) ,

where the maximum is over all distinct identities id, id1. It is easy to see that GE being
Al'implies Coll g is negligible, so asking for low encryption key collision probability is
in fact not an extra assumption. (For a general encryption scheme, the adversary needs
to have hardwired the identities that achieve the maximum, but this is not necessary for
PKE because here the probability being maximized is the same for all pairs of distinct
identities.) The reason we made the encryption key collision probability explicit is that
for most schemes it is unconditionally low. For example, when GE is the EIGamal PKE
scheme, it is 1/|G| where G is the group being used.

Proof of Part 1 of Theorem 4.3. Game G of Fig. 11 is game Alﬁ tailored to the case

that A makes only one LR query, an assumption we explained we can make. If we

wish to exploit the assumed AI-ATK security of GE, we need to be able to answer Dec

queries of A using the Dec oracle in game Algz. Thus, we would like to substitute the

Dec(pars, EK[id], DK[id], C) callinaDec((C, com), id) query of Gg with aDec(C, id)

call of an adversary B in Al 5¢. The difficulty is that C might equal C* but com # com*,

so that the call is not legal for B. To get around this, the first part of our proof will show

that the decryption procedure of Gg can be replaced by the alternative one of G4, where

this difficulty vanishes. This part exploits the uniqueness of the commitment scheme

and the weak robustness of GE. After that we will exploit the AI-ATK security of GE
to remove dependence on dec* in LR, allowing us to exploit the HIDE security of CMT
to make the challenge commitment independent of EK[id}]. This allows us to conclude

by again using the AI-ATK security of GE. We proceed to the details.

In game Gy, if A makes a Dec((C*, com), id;) query with com # com™ then the
uniqueness of CM7Timplies that the procedure in question will return L. This means that
line 02 of Dec in Gy can be rewritten as line 02 of Dec in G; and the two procedures
are equivalent. Procedure Dec of G, includes the boxed code and hence is equivalent to
procedure Dec of G;. Hence

%Jr %Adv‘;—f(A) =Pr[Gg] =Pr[G{‘] =Pr[GQ]
=Pr[Gf]+Pr[cs | -pr[cf]
< Pr[Gf] —l—Pr[G? sets bad].

The inequality above is by Lemma 2.1 which applies because G;, G3 are identical until
bad. We design W so that

Pr [Gg1 sets bad] < Adv‘gg’b(W).
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proc Initialize | Go-Gg

(pars, msk) < PG

cpars < CPG

b {0,1}

S,UV —0; C*— L; com” «— L
idy «— L id} «— L

Return (pars, cpars)

proc GetEK(id) / Go-Gg

01

02
03

U—UU {Zd}
(EK[id], DK[id]) < KG(pars, msk, id)
Return EK{id|

proc GetDK(id) / Go-Ge

01
02
03
04

If id ¢ U then return L

If id € {idy, id}} then return L
V — Vu{id}

Return DK[id|

proc Finalize(t/) ) Go—Ge

01

Return (V' = b)

proc LR(id}, id}, My, M,) [ Go-Cy

If (id ¢ U) V (id] ¢ U) then return L
If (idg € V) V (id] € V) then return L
(com*, dec*) < Com(cpars, EK[id}])
C* & Enc(pars, EK[id}], M, ||dec”)
Return (C*, com*)

proc LR(id}, id}, My, M,) [ Gs

01

If (idg ¢ U) V (id} € U) then return L
If (idy € V) V (id] € V) then return L
(com*, dec*) < Com(cpars, EK[id}])
C* & Enc(pars, EK[id}], M, | 0%)
Return (C*, com®)

proc LR(id}, id}, My, M,) [ Ge

01
02
03

04
05

If (idg € U) V (id} € U) then return L
If (idy € V)V (id] € V) then return L
(com*, dec*) < Com(cpars, 0°)

C* & Enc(pars, EK[id}], M, | 0%)
Return (C*, com™)
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proc Dec((C, com),id) /| Go

01
02
03
04
05
06
07
08
09

If id ¢ U then return L

If (id = idy) A (C, com) = (C*, com*) then return L

If (id = 4dj_,, # idy) A (C, com) = (C*, com™) then
Return L

M «— Dec(pars, EK[id], DK[id], C)

If M = L then return L

M||dec — M

If Ver(cpars, EK[id], com, dec) = 1 then return M

Else return L

proc Dec((C, com),id) | Gy

01
02
03
04
05
06
07
08
09

If id ¢ U then return L

If (id = id}) A (C = C*) then return L

If (id = idi_, # idyy) A (C, com) = (C*, com*) then
Return L

M « Dec(pars, EK[id], DK[id], C)

If M = 1 then return L

M]||dec — M

If Ver(cpars, EK[id], com, dec) = 1 then return M

Else return L

proc Dec((C, com),id) ,G3

01
02
03
04
05
06
07
08
09
10
11
12

If id ¢ U then return L

If (id = idy) A (C = C*) then return L

If (id = idj_, # idy) A (C, com) = (C*, com*) then
Return L

M «— Dec(pars, EK[id], DK[id], C)

If (id = idj_, # idy) A (C = C*) A (com # com™) then
M* — M
If M # L then bad — true; M «— L ;

If M = 1 then return L

M| dec — M

If Ver(cpars, EK[id], com, dec) = 1 then return M

Else return L

proc Dec((C, com),id) [ GaGg

01
02
03
04
05
06
07
08

If id ¢ U then return L

If (id = 4dgy) A (C = C*) then return L

If (id = id}) A (C' = C*) then return L

M «— Dec(pars, EK[id], DK[id], C)

If M = L then return L

M]||dec «— M

If Ver(cpars, EK[id], com, dec) = 1 then return M
Else return L

Fig. 11. Games for the proof of Part 1 of Theorem 4.3.

On input pars, adversary W executes lines 02,03,04,05 of Imitialize and runs A
on input (pars, cpars). It replies to GetEK, GetDK, Dec queries of A via its own
oracles of the same name, as per the code of G3. When A makes its LR query
id}, id?, My, M, adversary W executes lines 01,02,03 of the code of LR of Gj. It
then outputs M), ||dec*, id}, id}_, and halts.

procedure Dec of Gz, so

pr[cs | =pr[cf | = (pr[cf]-Pr[cd])+Pr[cd]

Next we bound Pr[Gg“], Procedure Dec of G4 results from simplifying the code of
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The step from G4 to Gs modifies only LR, replacing dec* with a constant. We are
assuming here that any decommitment key output by Com, regardless of the inputs to
the latter, has length d bits. We design B so that

Pr [Gf] —Pr [Gg‘] = Adv,(B).

On input pars, adversary B executes lines 02,03,04,05 of Initialize and runs A on input
(pars, cpars). It replies to GetEK, GetDK, Dec queries of A via its own oracles of the
same name, as per the code of G4. Here we make crucial use of the fact that the alternative
decryption rule of Dec of G4 allows B; to respond to Dec queries of A without the need
to query its own Dec oracle on (C*, id{j) or (C*, id}). When A makes its LR query
id}, id?, My, M, adversary B; executes lines 01,02,03 of the code of LR of Gy. It then
queries idy, idy, A_/IZ 104, Zl_/IZ ldec* to its own LR oracle to get back a ciphertext C*, and
returns (C*, com*) to A. When A halts with output a bit b’, adversary B; outputs 1 if
b = b’ and 0 otherwise.

Next we bound Pr[Gg‘]. Procedure LR of Gg uses a constant 0° rather than EK[id} ]
as data for Com at line 03. The value of e is arbitrary, and we can just let ¢ = 1. Then

Pr[Gg‘] = (Pr[G?] —Pr[Gg4 ]) +Pr[Gé].
We design H so that
Pr[Gg‘] —Pr[Gg‘] < Advhi9e (),

On input cpars, adversary H executes lines 01,03,04,05 of Initialize and runs A on
input (pars, cpars). It replies to GetEK, GetDK, Dec queries of A by direct execution
of the code of these procedures in Gs, possible since it knows msk. When A makes its
LR query idé, id T, A_/Ig, MT, adversary H executes lines 01,02 of the code of LR of Gs.
It then queries 0°, EK[id};] to its own LR oracle to get back a commitment com*. It
executes line 04 of LR of Gs and returns (C*, com™*) to A. When A halts with output a
bit b’, adversary H returns 1 if b = b’ and 0 otherwise.
Finally we design B, so that

2.Pr [Gg] — 1< Advi(By).

On input pars, adversary B executes lines 02,04,05 of Initialize and runs A on input
(pars, cpars). It replies to GetEK, GetDK, Dec queries of A via its own oracles of
the same name, as per the code of Gg. Again we make crucial use of the fact that the
alternative decryption rule of Dec of Gg allows B, to respond to Dec queries of A without
the need to query its own Dec oracle on (C*, idé) or (C*, id}). When A makes its LR
query idg, id’l‘, 1\_48 MT, adversary Bj executes lines 01,02,03 of the code of LR of Gg.
It then queries idy), id], MS 104, MT ldec™ to its own LR oracle to get back a ciphertext
C*, and returns (C*, com*) to A. When A halts with output a bit 4’, adversary B; outputs
b.
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Adversary B of the theorem statement runs Bj with probability 2/3 and B, with
probability 1/3.

Proof of Part 2 of Theorem 4.3 In the execution of A with game SROB; let cOLL be
the event that there exist distinct ido, id queried by A to its GetEK oracle such that the
encryption keys returned in response are the same. Then

srob _ A A —_—
AdvIP(A) = Pr [SROBﬁ A COLL] 4 Pr [SROBE A COLL]

< Pr[coLL]+ Pr [SROB% A COLL ]
But
Pricor] < (4) - Con
=1, GE
and we can design B such that
Pr [SROB% A COLL:I < Adv?g?fq(B).

We omit the details. I

THE NEED FOR WEAK ROBUSTNESS. As we said above, the AI-ATK security of g_f
won’t be implied merely by that of GE. (We had to additionally assume that GE is
WROB-ATK). Here we justify this somewhat counterintuitive claim. This discussion is
informal but can be turned into a formal counterexample. Imagine that the decryption
algorithm of G returns a fixed string of the form (M, dec) whenever the wrong key is
used to decrypt. Moreover, imagine CMT is such that it is easy, given cpars, x, dec, to
find com so that Ver(cpars, x, com, dec) = 1. (This is true for any commitment scheme
where dec is the coins used by the Com algorithm.) Consider then the AI-ATK adversary
A against the transformed scheme that that receives a challenge ciphertext (C*, com™)
where C* < Enc(pars, EK[id}], M*|dec*) for hidden bit b € {0, 1}. It then creates
a commitment com of EK[id] with opening information dec, and queries (C*, com)
to be decrypted under DK[idp]. If b = 0 this query will probably return L because
Ver(cpars, EK[ido], com, dec*) is unlikely to be 1, but if b = 1 it returns M, allowing
A to determine the value of b. The weak robustness of GE rules out such anomalies.

5. A SROB-CCA Version of Cramer-Shoup

Let G be a group of prime order p, and H: Keys(H) x G3 — G a family of functions.
We assume G, p, H are fixed and known to all parties. Figure 12 shows the Cramer—
Shoup (CS) scheme and the variant CS* scheme where 1 denotes the identity element of
G. The differences are boxed. Recall that the CS scheme was shown to be IND-CCA in
[27] and ANO-CCA in [7]. However, for any message M € G the ciphertext (1, 1, M, 1)
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Algorithm Ki 92, K
Algorithm PG gorithm G(.‘]l,.‘lzq$ %

;. g &
K & Keys(H); g1 & G*; w & Z Tz }?;/2.' P v i 21 %2
g2 — g{": Return (g1, 92, K) e 01'9y": f = 9rg5" i h— 91 g
Jrmons e G192 Return ((e, f, h), (x1,22,91,92, 21, 22))

Algorithm Enc((g1, 92, K), (e. £, h), M) Algorithm Dec((g1, g2, K). (e, f, h)., (1,22, y1,Y2, 21, 22), C)

s
U= Z? (ar,a2,¢,d) — C; v H(K,(a1,az,¢)); M —c-a] " a5 ™
a1 —gi's az —gh; bRt If d# a3 ™" Then M — L
c—b-M;v— H(K,(a,az,c)) TFa, =1 Then M — L
d — e"f*; Return (a1, as,c,d)

Return M

Fig. 12. Original CS scheme [27] does not contain the boxed code, while the variant ¢5* does. Although not
shown above, the decryption algorithm in both versions always checks to ensure that the ciphertext C € G*.
The message space is G.

in the CS scheme decrypts to M under any pars, pk, and sk, meaning in particular that
the scheme is not even SROB-CPA. The modified scheme CS* —which continues to be
IND-CCA and ANO-CCA— removes this pathological case by having Enc choose the
randomness u to be nonzero —ENC draws u from Z’; while the CS scheme draws it
from Z,— and then having Dec reject (a1, a2, ¢, d) it a; = 1. This thwarts the attack,
but is there any other attack? We show that there is not by proving that CS* is actually
SROB-CCA. Our proof of robustness relies only on the security—specifically, pre-image
resistance—of the hash family H': it does not make the DDH assumption. Our proof uses
ideas from the information-theoretic part of the proof of [27].

We say that a family H: Keys(H) x Dom(H) — Rng(H) of functions is pre-
image resistant if, given a key K and a random range element v*, it is computationally
infeasible to find a pre-image of v* under H (K, -). The notion is captured formally by
the following advantage measure for an adversary I:

AdVEME ()

=Pr[H(K,x) —v* : K < Keys(H): v < Rng(H): x < I(K, v*)] .

Pre-image resistance is not implied by the standard notion of one-wayness, since in
the latter the target v* is the image under H(K, -) of a random domain point, which
may not be a random range point. However, it seems like a fairly mild assumption on
a practical cryptographic hash function and is implied by the notion of “everywhere
pre-image resistance” of [46], the difference being that, for the latter, the advantage is
the maximum probability over all v* € Rng(H). We now claim the following.

Theorem 5.1. Let B be an adversary making two GetEK queries, no GetDK queries
and at most ¢ — 1 Dec queries, and having running time t. Then, we can construct an
adversary I such that

- 2 1
AdvEP(4) = AdvlTTE(D) + 2

&)

Furthermore, the running time of 1 is t + q - O (texp) Where texp denotes the time for one
exponentiation in G.
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Since CS* is a PKE scheme, the above automatically implies security even in the pres-
ence of multiple GetEK and GetDK queries as required by game SROB . Thus, the
theorem implies that CS* is SROB-CCA if H is pre-image resistant. A detailed proof of
Theorem 5.1 is below. We begin by sketching some intuition.

We begin by conveniently modifying the game interface. We replace B with an adver-
sary A that gets input (g1, g2, K), (eo, fo, ho), (e1, f1, h1) representing the parameters
that would be input to B and the public keys returned in response to B’s two GetEK
queries. Let (xo1, X02, Yo1, Y02, Zo1, 202) and (x11, X12, Y11, Y12, 211, 212) be the corre-
sponding secret keys. The decryption oracle takes (only) a ciphertext and returns its
decryption under both secret keys, setting a WIN flag if these are both non-_L. Adversary
A no longer needs an output, since it can win via a Dec query.

Suppose A makes a Dec query (aj, a2, ¢, d). Then the code of the decryption algorithm
Dec from Fig. 12 tells us that, for this to be a winning query, it must be that

d = af01+y01va;02+y02v — aif11+yllva;€12+y12v
where v = H(K, (ai,az,c)). Letting u; = loggl (ap),ur = logg2 (ap) and 5 =
loggl (d), we have

s = ui(xo1r + yorv) +wuz(xe2 + yoov) = ui(x11 + y11v) + wuz(x12 + y12v)

(@)

However, even acknowledging that A knows little about xp1, x32, yp1, Yb2 (b € {0, 1})
through its Dec queries, it is unclear why (2) is prevented by pre-image resistance—or in
fact any property short of being a random oracle—of the hash function H. In particular,
there seems no way to “plant” a target v* as the value v of (2) since the adversary
controls 11 and u;. However, suppose now that a; = a’. (We will discuss later why we
can assume this.) This implies wus = wu or u» = uy since w # 0. Now from (2) we
have

u1(xo1r + yorv) + wuy(xo2 + yoov) — up(x11 + y1v) — wug(xi2 + yppv) = 0.

We now see the value of enforcing a; # 1, since this implies u; # 0. After canceling
11 and rearranging terms, we have

v(yor + wyo2 — y11 — wyr2) + (xo1 + wxg2 — x11 —wx2) = 0. 3)

Given that xp1, xp2, Y1, Y2 (b € {0, 1}) and w are chosen by the game, there is at most
one solution v (modulo p) to (3). We would like now to design I so that on input K, v* it
chooses xp1, Xp2, b1, Yp2 (b € {0, 1}) so that the solution v to (3) is v*. Then (ay, az, ¢)
will be a pre-image of v* which I can output.

To make all this work, we need to resolve two problems. The first is why we may
assume ay = a’—which is what enables (3)—given that a;, ay are chosen by A. The
second is to properly design / and show that it can simulate A correctly with high
probability. To solve these problems, we consider, as in [27], a modified check under

which decryption, rather than rejecting whend # af' o Uagﬁy 2Y rejects whena, # ay’
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proc Initialize Game G, | proc Dec((ay,az,¢c,d)) Game Go

000 g1 < G*; w & Z; g2 gV 010 v — H(K, (a1, a2,c))

01 K & Keys(H) 011 For b=0,1 d_oz .
012 My «—c-a; "ay,™

002 Forb=0,1d 2+Yp2v
oo or o . ’ 013 1t d;éajf”l+yhlu .aazvbz+yhz Then M, «— L
Ibl-,%g;ﬁbgj)/bz«, Zb1, 262 < Lup 014 If (Mg # L) A (M;y # L) Then WIN « true
015 Return (M, M)

faurt

004 ey < g1 g5
005 fy 97" 93"

006 hy « gi*tgst? proc Dec((ay,az,c,d)) Games |Gy ‘,Gz
007 Return (g1, g2, ), (eo, fo, ho), (€1, f1, 1) | 110 v — H(K, (a1,az,c))
proc Initialize Games Gp,Ga,G3,Gy | 111 Forb=0,1do

112 My < c-aj *tay "

5 (. $ .
100 g1 & G* 5w & 25 go — g 113 If (ag # a® Vd # a* ") Then

101 K & Keys(H)

114 My — L

102 For b=10,1 do 115 Ifd= a&f51+yb1v ) a;b2+yb2v Then

s >
103 Tp1, Tv2, Yoi, Y2, 2615 202 — Ly ey Ee—
104 @p — Tp1 + WTb2 ; Yo — Yoy T WYb2 116 bad «— true;
105 ey gt fo e g} hy — g7 g5"? 117 If (Mo # L) A (M; # L) Then WIN « true
106 Return (g1, g2, K), (eo, fo, ho), (e1, f1, 1) | 118 Return (Mo, M)
proc Finalize Games Gg,G1,Gy | Proc Dec((a1, as, ¢, d)) Game G3
020 Return WIN 310 v « H(K, (a1, az,c))

311 For b=0,1 do
312 M, —c-aj] ™ay ™
313 If (a2 # af’) Then

proc Finalize Game Gg
320 Return true

proc Finalize Game G4 | 314 My — L
420 For b=0,1do 315 If d = aj"*"¥" . a5* 9" Then bad « true
421 For all (a1, ag,c,d,v) € S do 316 Return (M, M)

_ _Tp1tYp1vU Tp2+Yb2v
422 If d=ay* ™" a7 Then proc Dec((a1,az,¢,d)) Game Gy
423 bad « true

410 v — H(K, (a1, az2,c))

411 For b=0,1do M, — c-a; ™ ag >

412 If (ag # a¥’) Then

413 S« SuU{(a1,a2,¢,d,v)}; Mo, My — L
414 Return (Mo, My)

424 Return true

—_

Fig. 13. Games G, G1, G2, G3, and G4 for proof of Theorem 5.1. Gy includes the boxed code at line 116
but G does not.

ord # afﬂv, where x = x| + wxz, y = y; + wyz, v = H(K, (a1, as, ¢)) and
(a1, az, c, d) is the ciphertext being decrypted. In our proof below, games Go—G, move
us toward this perspective. Then, we fork off two game chains. Games G3—Gg are used
to show that the modified decryption rule increases the adversary’s advantage by at most
2q/p. Games G7—-Gj| show how to embed a target value v* into the components of the
secret key without significantly affecting the ability to answer Dec queries. Based on
the latter, we then construct / as shown below.

proof of Theorem 5.1. The proof relies on Games Go—Gq; of Figs. 13, 14 and 15 and

the adversary I of Fig. 16.
We begin by transforming B into an adversary A such that

AdvIP(B) < Pr[Gf |. 4)

Oninput (g1, g2, K), (eo, fo, ho), (e1, f1, h1),adversary A runs B oninput (g1, g2, K).
Adversary A returns to B the public key (eq, fo, ko) in response to B’s first GetEK
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proc Initialize Games Gs5,G¢ | proc Finalize Game Gg
500 g1 < Gy w & LYy gy gt 520 For b=0,1do
501 K & Keys(H); S — 0 521 T, Y2 < 7y
502 For b=0,1do 522 Tp1 Ty — WTh2 5 Yol < Yo — WYb2
50: o 523 For all (a1,az,¢.d,v) € S do
503w,y 21, 22 — Lp . ,( To1+Ys1v | Tua+ynev
504 ey gt i — gl s hy — g g3 524 If d = aj - ay Then bad « true
505 Return (g1, g2, K), (eo, fo. ho), (e1, f1,h1) 525 Return true
proc Dec((ay, az, ¢, d)) Games G5,Gg | Proc Finalize Game Gg
510 v — H(K, (a1, az,c)) 620 For b=0,1do
511 For b=0,1do My « c-a; *"a; ™ 621 w2, Y2 < Zp
512 If (az # ay’) Then 622 Ty — Ty — WTh2 ; Y1 < Yo — WYh2
513 S« SU{(a1,az,¢,d,v)}; Mo, My — L | 623  Forall (a1,a2,¢,d,v) € S do
514 Return (Mo, M) 624 ur « logy, (a1) ; uz < logy, (az)
625 s log, (d); ty < s — wray + wrypv
626 o — w(ug —uy); §— wo(ug —uy)
627 If ¢, = axps + Bype Then bad « true
628 Return true

Fig. 14. Games G5 and Gg for proof of Theorem 5.1.

proc Initialize , eS| proc nitialize Game G/
700 g1 G* 5w Zy; g2 gi 800 g1 & G*; w7k go — g K < Keys(H)
$ P
701 K < Keys(H) 801 For b= 10,1 do
702 For b= 0,1 do . 802 Ty, U, 261, 202 = Zip
703 Ty, Yb, 261, 262 — Ly 803 ep — g1 fo = 91" 5 b — 97" 95"
704 ey — gi°; fo gl hy — g g3 U =1
b Jo 91 e 917 92 804 If y; = yo Then
705 Return (g1, g2, K), (eo, fo, ho), (e1, f1,h1)

805  bad «— true; |y1 < Zg — {30}

proc Dec((a1, az,c,d)) Games G7-Gqy :
806 Ret .92, K, (€0, fo: ho), (€1, f1, h
710 0 — H(K, (ar,a2,¢)) eturn (g1, g2, K), (o, fo, ho), (e1, f1, h1)
711 For b=0,1 do proc Initialize Game Gig
712 My —c-ay"ay 1000 g < G* 5 w & Zy; g2 g K & Keys(H)

713 If (a2 £ a¥ Vd # a ") Then My — L | 1001 20, yo, 21 < Zys < 7y — {10}
714 If (Mo # L) A (M # L) Then WIN « true | 1002 For b= 0,1 do

715 Return (Mo, M;) 1003 241, 20 < Zy: ey — g

proc Finalize Games G7—Gqq | 1004 fi < gi"; hy — g7** g5*

720 Return WIN 1005 Return (g1, g, K), (eo, fo, ho), (e1, f1, h1)
proc Initialize Game Gy

1100 g1 < G*; wiZ;; g2 — g% K & Keys(H); v* iZq

101 20,50 < Zq 3 y1 < Zg — {yo} 5 ©1 — 20 — (Y1 — yo)v*

1102For b= 0,1 do zp1, 252 = Zys en—gi"; fo— g1 hp — g7 g3
1103 Return (g1, g2, K), (o, fo, ho), (e1, f1,h1)

Fig. 15. Games G7—-Gjq for proof of Theorem 5.1. Gg includes the boxed code at line 805 but Gg does not.

query idy, and (e, f1, h1) in response to its second GetEK query id{. When B makes
a Dec query, which can be assumed to have the form (a1, a2, ¢, d), id}, for some b €
{0, 1}, adversary A queries (aj, a2, ¢, d) to its own Dec oracle to get back (Mo, M1)
and returns M, to B. When B halts, with output that can be assumed to have the form
((ay, a2, c,d), idy, id1), adversary A makes a final query (ay, a2, ¢, d) to its Dec oracle
and also halts.

We assume that every Dec query (ay, az, ¢, d) of A satisfies a; # 1. This is without
loss of generality because the decryption algorithm rejects otherwise. This will be crucial
below. Similarly, we assume (ay, a2, ¢, d) € G*. We now proceed to the analysis.

Games Gy, G start to move us to the alternative decryptionrule. In Gy, ifa; = a}’ and
d Xp+ypv then d = afbl+)’h1va;b2+yb2v

=a , so Dec in Gy returns the correct decryption,
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Adversary I(K,v*)
9SG w S L go— g5 w090 < Zps y1 < Zp — {yo} s w1 — xo — (y1 — yo)v*
For b=10,1 do
21,202 S Ly ey — G175 fy e gl s hy gt g3t
Run A on (g1, 92, K), (eo, fo, ho), (e1, f1,h1)
On query Dec((aq,ag, ¢, d))
v — H(K, (a1,a2,c))
For b=10,1 do

2b1 262

My« c-a; " ay
If (ag #aP’ Vd# uf”y”v) Then My «— L
If (Mo # L) A (My # L) Then (a}, a3, c¢*) — (a1, a2,c)
Return (Mo, M) to A
Until A halts
Return (a}, a3, c*)

Fig. 16. Adversary I for proof of Theorem 5.1.

like in Go. If a» # @ ord # a;"™"" then, if d # a}*' ™" - a;"*™"2"  then Dec in G,

returns L, else it returns ca; *'a, %, so again is correct either way. Thus,

pr[Gi | =Pr[ Gt ]
=pPr[Gf ]+ @r[Gf |-Pr[c)
§Pr[G?]—i—Pr[G§x setsbad], 5)

where the last line is by Lemma 2.1 since Gy, G, are identical until bad. We now fork
off two game chains, one to bound each term above.

First, we will bound the second term in the right-hand side of Inequality (5). Our goal
is to move the choices of xp1, Xp2, Vb1, Vb2, 261, 262 (b = 0, 1) and the setting of bad
into Finalize while still being able to answer Dec queries. We will then be able to bound
the probability that bad is set by a static analysis. Consider Game G3. If ay # a}’ and

d = af“ﬂb'va;”ﬁy”zv then bad is set in Go. Butay = a}’ and d # afbﬂ"’v implies
d # af’”ﬂ”]va;bﬁy”zv, so bad is not set in G». So,
Pr [Gf sets bad] = Pr [Gg‘\ sets bad]. (6)

Since we are only interested in the probability that G3 sets bad, we have it always return
true. The flag bad may be set at line 315, but is not used, so we move the setting of bad
into the Finalize procedure in G4. This requires that G4 do some bookkeeping. We have
also done some restructuring, moving some loop invariants out of the loop in Dec. We
have

Pr [Gg‘ sets bad] = Pr [Gf sets bad]. (7N

The choice of xp1, xp2, Xxp at lines 404, 405 can equivalently be written as first choosing
xp and xpp atrandom and then setting x,1 = xp —wxpy. This is true because w is not equal
to 0 modulo p. The same is true for yp1, yp2, y». Once this is done, xp1, Xp2, Vb1, Vb2 are
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not used until Finalize, so their choice can be delayed. Game Gs makes these changes,
so we have

Pr [Gf sets bad] = Pr [G? sets bad]. )

Game Gg simply writes the test of line 524 in terms of the exponents. Note that this
game computes discrete logarithms, but it is only used in the analysis and does not have
to be efficient. We have

Pr [Gg‘ sets bad] = Pr [Gg4 sets bad]. 9)
We claim that
A 2q
Pr Gy setsbad | = =2, (10)
p

(Recall g is the number of Dec queries made by A.) We now justify (10). By the time
we reach Finalize in Gg, we can consider the adversary coins, all random choices of
Initialize, and all random choices of Dec to be fixed. We will take probability only over
the choice of xp2, yp2 made at line 621. Consider a particular (ay, az, ¢, d, v) € S. This
is now fixed, and so are the quantities u1, us, s, fo, t;, « and B as computed at lines
624-626. So we want to bound the probability that bad is set at line 627 when we regard
tp, o, B as fixed and take the probability over the random choices of xp7, yp2. The crucial
fact is that up # uj because (aj, az, ¢, d, v) € S, and lines 612, 613 only put a tuple in
Sifay # a}’. So a and B are not 0 modulo p, and the probability that 7, = axp2 + Bys2
is thus 1/p. The size of S is at most g so line 627 is executed at most 2¢g times. (10)
follows from the union bound.

We now return to (5) to bound the first term. Game G7 removes from G, code that
does not affect outcome of the game. Once this is done, xp1, Yp1, Xp2, Vb2 are used only
to define xp, yp, so G7 picks only the latter. So we have

Pr[Gg‘] - Pr[Gg‘]. (11)

Game Gg is the same as G7 barring setting a flag that does not affect the game outcome,
SO

pr[Gf | =pr|G{]

=Pr[Gf | +Pr[Gf|-Pr[GH]
A
9

| +Pr[ G sets bad | (12)

r 1
<pr[G)]+-. (13)
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(13) is by Lemma 2.1 since Gg, Go are identical until bad. The probability that Gg sets
bad is the probability that y; = yg at line 805, and this is 1/p since y is chosen at
random from Z,, justifying (12). The distribution of y; in Gy is always uniform over
Zg — {yo}, and the setting of bad at line 805 does not affect the game outcome, so

Pr[Gg‘] = Pr[Gﬁ)]. (14)

Game G picks xp, yp differently from G, but since y; — yg # 0, the two ways induce
the same distribution on xg, x1, yo, y1. Thus,

pr[cfy] = [t . (15)
We now claim that
Pr[Gf‘l] < AdVPEIE()) (16)

where I is depicted in Fig. 16. To justify this, say that the A makes a Dec query
(a1, az, ¢, d) which returns (Mo, M1) with My # L and M| # L. This means we
must have

X0+yov X1+y1v
d = " = g (17)

where v = H(K, (a1, a,c)). Letu; = logg] (a;) and s = logg] (d). Now, the above
implies u1(xg + yov) = ui(x; + yiv). But (ay, az, ¢, d) is a Dec query, and we know
that a; # 1, so uy # 0. (This is a crucial point. Recall the reason we can without loss
of generality assume a; # 1 is that the decryption algorithm of CS* rejects otherwise.)
Dividing u out, we get xo + yov = x1 + yjv. Rearranging terms, we get (y; — yo)v =
xo — x1. However, we know that y; # yp, sov = (y; — yo)_l(xo — x1). However, this
is exactly the value v* due to the way I and Game Gy define xg, Yo, x1, y1. Thus, we
have H(K, (a1, az, ¢)) = v*, meaning that / will be successful.
Putting together Egs. (4)—(11), (12)-(16) concludes the proof of Theorem 5.1. I

6. A SROB-CCA Version of DHIES

Let G be a group of prime order p, let SE and MAC be a symmetric encryption and
message authentication code (MAC) scheme with key lengths ksg and kyg, respectively,
and let H : G > {0, 1}¥ET& be a hash function. The DHIES public-key encryption
scheme depicted in Fig. 17 was shown to be IND-CCA in [4] and, in Sect. 6.1, we
show it to be ANO-CCA as well. In terms of robustness, it suffers from a similar prob-
lem as the CS scheme: the ciphertext (1, y*, 7*) decrypts to M under any key sk for
SK*|MK* < H(1), y* < SEnc(SK*, M), and t* < Tag(MK*, y*), meaning that it
isnot SROB-CPA. Similarly to the CS* scheme, we show that a modified scheme DHIES*
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Algorithm PG Algorithm KG(g)
$ $ .
g—G* T Lpsy—g°
Return g Return (y, z)
Algorithm Enc(g,y, M) Algorithm Dec(g,y,z, (R,v,7))
,.izl;fl; Reg X — R*; SK||MK — H(X)
X —y"; SK|MK — H(X) If Vf(MK,~v,7) =0 Then M «— L
~ « SEnc(SK, M) ; 7 — Tag(MK,~) | [If R=1 Then M — 1
Return (R,~,7) M — SDec(SK,v); Return M

Fig. 17. Original DHIES scheme [5] does not contain the boxed code while the variant DHIES* does.

proc Initialize

MK & {01} Q — 0

Return proc Initialize
proc Tag(M) SK & {0,1}kse

7 & Tag(MK, M) b {0,1}
Q—QU{(M,1)} Return

Return 7 proc LR(M, M;)
proc Verify (M, 7) If | M| # | M| then return L
b & VE(MK, M, T) v* & SEnc(SK, My)
Return b Return v*

proc Finalize(M*, 7*) proc Finalize(b')

b & VE(MEK, M*, %) Return (' = b)
Ifb=1A (M*7")¢Q

Then return 1 else return 0

Fig. 18. Games SUF 4.4, (left) and OTE ¢ (right) defining the strong unforgeability of MAC scheme MAC =
(Tag, Vf) with key length kyj and the one-time security of symmetric encryption scheme S = (SEnc, SDec)
with key length kgg, respectively.

that excludes the zero randomness and rejects ciphertexts with 1 as first component is
SROB-CCA.

SYMMETRIC ENCRYPTION. A symmetric encryption scheme SE = (SEnc, SDec)
consists of an encryption algorithm SEnc that, on input a ksg-bit key SK and
a message M, outputs a ciphertext y; and a decryption algorithm SDec that, on
input a key SK and ciphertext y outputs a message M. Correctness requires that
SDec(SK, SEnc(SK, M)) = M with probability one for all M € {0, 1}* and all
SK € {0, 1})*sE. We require one-time encryption security (OTE) for SE as defined in
Fig. 18.

MESSAGE AUTHENTICATION CODES. A message authentication code M4¢ = (Tag, Vf)
consists of a tagging algorithm Tag that, on input a ky-bit key MK and a message M,
outputs a tag t; and a verification algorithm Vf that, on input a key MK, a message
M, and a tag 7, outputs O or 1, indicating that the tag is invalid or valid, respectively.
Correctness requires that Vf(MK, M, Tag(MK, M, t)) = 1 for all M € {0, 1}* and all
MK € {0, 1}fm,

Apart from the strong unforgeability (SUF) defined in Fig. 18, for robustness we
also require collision resistance of the MAC scheme, in the sense that it be hard for
an adversary to come up with two keys MKy, MK, a message M, and a tag t that is
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proc Initialize proc Initialize

b<{0,1} b {0,1}
g,YﬁG*;xiZZ g,YiG*;xo,xliZ;

X —g* Xo = g% ; Xp — g™
Ifo=0 Ifo=0

Then Z — H(Y®) | Then Zo — H(Y%); Z; — H(Y®)
Else Z < {0,1}¢ Else Zo, Z1 < {0,1}*
Return (g, X,Y, Z) Return (g, Xo, X1,Y, Zo, Z1)
proc HDH(W) proc HDH2(W)
EW=YorW¢gG | IEW=YorW¢G

Then return L Then return L

Return H(W*#) Return (H(W?®0), H(W?*))
proc Finalize (V') proc Finalize(V)

Return (V' = b) Return (' = b)

Fig. 19. Games ODHg y (left) and ODH2g g (right) defining the oracle Diffie-Hellman (ODH) problem
and the double ODH problem in G with respect to hash function H : G — {0, ¢, respectively.

valid under both keys, i.e., such that VI (MK, M, t) = V(MK , M, t) = 1. Collision-
resistant MAC schemes are easy to construct in the random oracle model and the HMAC
scheme [10], where Tag(MK, M) = H(MK @ opad, H(MK & ipad, M)), naturally
satisfies it if the underlying hash function H is collision resistant. We define the collision-
finding advantage Adv;‘zgc(A) of an adversary A for MAC as the probability that A
outputs a collision as described above. Note that a proper definition of collision resistance
would require MAC schemes to be chosen at random from a family, as is done when
formally defining collision resistance for hash functions. We refrain from doing so to
avoid overloading our notation.

ORACLE DIFFIE-HELLMAN. We recall the oracle Diffie-Hellman (ODH) problem from
[4] in Fig. 19. The adversary’s goal is to distinguish the hash of a Diffie-Hellman
solution from a random string when given access to an oracle that returns hash values
of Diffie-Hellman solutions of any other group elements than the target group element.
The advantage of an adversary A to solve the ODH problem is defined as

Advih (4) =2 Pr [ ODHE ; = true | - 1.

The proof by [4] that DHIES is IND-CCA relies on the assumption that ODH is hard;
we use the same assumption here to prove that is also ANO-CCA.

We also introduce a double-challenge variant of ODH called ODH2 in Fig. 19 and its
associated advantage as Adv%d.l}g (A)=2-Pr [ODHZé, = true] — 1. The following
lemma shows that the hardness of the ODH2 problem is implied by that of the ODH
problem, but the ODH2 problem is easier to work within our proofs.
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proc Initialize Game G | proc Initialize Game Gy
000 g,V & G5 zo, 21 < Z 100 g,Y & G*; wo, 21 <& 2}

001 Xo — g™ ; X; « g 101 Xo < g™ ; Xq < g™

002 Zog — H(Y™); Zy — H(Y*1) 102 Zo < {0,1}; 7y — H(Y™)

003 Return (g, Xo, X1,Y, Zo, Z1) 103 Return (g, Xo, X1,Y, Zo, Z1)

proc HDH2(W) Games Gg, G1, G2 | proc Initialize Game Go
04 TW=Y or W¢G 20 gY &G ;29,1 & I

005 Then return L 201 Xo — g™ ; X1« g™t

006 Return (H(W®), H(W™)) 202 o, 71 & {0, 11

proc Finalize()') Game Go, G, G2 | 203 Return (g, Xo, X1,Y, Zo, Z1)

007 Return (V' = 0)

Fig. 20. Games G, G1, and G, for the proof of Lemma 6.1.

Lemma 6.1. Let A be an adversary with advantage Advg% (A) in solving the ODH2
problem. Then there exists an adversary B such that Adv%fﬂ}_% (A)<2. Advﬁéﬂ}{(B).

Proof. Consider the sequence of games Gg, G1, and G3 in Fig. 20. Game Gy is identical
to the ODH2¢, i game in the case that b = 0. Game Gy is almost identical to ODH2¢ g
in the case that b = 1, except that it returns true when ODH2¢_p returns false and vice
versa. We therefore have that

AdvE2(4) :2-Pr[ODH2(éT’H:>true] —1
= Pr [ ODH2{ ; = true | b=0]
+Pr[ ODH24 ;= true | b=1] 1
:Pr[Gg*:nrue]—Pr[Gg‘:nrue]. (18)

Game G differs from Gq in that Zg is chosen at random from {0, l}e, instead of
computed as H (Y*?). We claim that there exists an algorithm B; such that

Pr[ Gf = true | — Pr[ G = true | = Advel; (B1). (19)

Namely, on initial input (g, X, Y, Z), By chooses x| 5 Z; and sets Xo < X, X; <
g9, Zy < Z,and Z| < H(Y™").Itthen runs A on initial input (g, X9, X1, Y, Zo, Z1),
answering its HDH2(W) queries as HDH(W) || H (W*). When A outputs &', B; also
outputs b’.

It is clear that B provides A with a perfect simulation of game Gy if the challenge
bit b in B;’s ODH2g g game is zero, and of game G if b = 1. We therefore have
that

Adv® (B)) = Pr [ ODHZ',, = true | b= 0]

+Pr[0DH§1H=>true | b= 1]—1
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= Pr[Gg‘ :>true] +a —Pr[Gf‘ :>true]) —1

=Pr [G()‘ = true] —Pr [G{‘ :>true].
By a similar reasoning, there exists an algorithm Bj such that
Pr [Gf‘ - true] —Pr [GQ = true] — Adv¥™, (By). (20)

Putting Eqs. (18), (19), and (20) together and letting B be the algorithm of B or B>
with the highest advantage yields the lemma statement. [l

6.1. Anonymity of DHIES

The DHIES scheme was already proved to be IND-CCA secure [4], so to prove AI-CCA
security, we only have left to prove ANO-CCA security. As mentioned in Sect. 2, the
ANO-CCA security game is the AI-CCA game in Fig. 3 with an added restriction that
two equal challenge messages M; = M| must be submitted to the LR oracle.

Theorem 6.2. Let DHIES be the general encryption scheme associated with group G,
symmetric encryption scheme SE, message authentication code MAC, and hash function
H : G > {0, 1))+ g per Fig. 17. Let A be an ano-cca adversary against DHIES
that makes two GetEK queries, no GetDK queries and at most q Dec queries. Then
there exist an ODH2 adversary B against G and an adversary C against the strong
unforgeability of MAC such that

AdVITEA(A) < 2- AdvER(B) + Advi (C).

Adversaries B, C have the same running time as A, and adversary B makes q Dec
queries.

Since DHIES is a PKE scheme, the above implies security for multiple GetEK and
GetDK queries as required by the ANO-CCA game. The above result easily extends
to DHIES* as well, because the exclusion of » = 0 from encryption and R = 1 from
decryption only affect the ANO-CCA game if R* = 1 in the challenge ciphertext C*,
which only happens with probability 1/ p.

Proof of Theorem 6.2. In Fig. 21, we depict Games Gg and G used in the proof.
Game Gy differs from the original ANO-CCA game in that the challenge ciphertext
uses symmetric encryption and MAC keys that are randomly chosen (in line 002) rather
than computed as SK*||MK* <« H(R*). The changes to Dec are purely cosmetic. We
first show that for any ANO-CCA adversary A, there exists an ODH2 adversary B such
that

AdvE"3(By) = Pr[ ANO-CCAR, = true | + Pr[ G = true | = 1. 21)
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proc Initialize Game G, Gy

000 g & G*; b {0,1}

001 R* & G* proc LR(idy, id}, Mg, M7) Game Gg, Gi
N e 8 —

002 SK* & {0,110 ; MK* & (0,1} 013 If (idj ¢ U) V (idi ¢ U) then return L

003 S,T,U,V «— 0 014 If (idg € V) V (id7 € V) then return L

004 Return g 015 If My # M7 then return L

proc Dec(C = (R,v,7), id) Game /G,1 016 4* « SEnc(SK™, My); 7* — Tag(MK*,~")

e o o 017 C* — (R*,v*,77)

005 If id € U then return L N . PR

006 If (id, C) € T then return L 018 5 — 5L {ids, idi}
id, 0) then return 019 T T U {(id§, C*), (idi, C*)}

007 If R = R" then 020 Return C*

008 M~ L o

000 Tf VA(MK*,~,7) = 1 then proc Finalize(}') Game Go, G

010 bad < true; | M « SDec(SK*,~) 021 Return (b’ = b)

011 Else M — Dec(pars, EK[id], DK[id], C)

012 Return M

Fig. 21. Games G and G for the proof of Theorem 6.2. Game G includes the boxed code at line 009 but
G does not.

Namely, on initial input (g, Xo, X1, Y, Zo, Z1), adversary B, chooses b & {0, 1} and
runs A on initial input g and returns X and X as the two public encryption keys of A’s
GetEK queries idg and id.

To simulate A’s LR query, B, sets R* < Y, parses Zj as SK*||MK*, and computes

y* & SEnc(SK*, M;) and T* S Tag(MK*, y*). It returns C* = (R*, y*, ¥) as the
challenge ciphertext.

To answer A’s Dec((R, y, T), idg) queries, By proceeds as follows. If R # Y, then
B> queries its ODH2 oracle to obtain SK||MK < ODH2(R).If R =Y, it parses Zg
as SK||MK. In both cases, it checks that Vf(MK, y) = 1, and, if so, returns M <
SDec(SK, y). When A outputs its guess b’, By outputs (b = b').

Let b, be the random bit chosen by B;’s challenger in the ODH2 game that B; has to
guess. In the case that b, = 0, we have that Zg = H(Y*°) and Z| = H(Y*!), so that all
symmetric encryption and MAC keys that B> used for the challenge ciphertext and to
simulate A’s decryption queries are exactly as in the real DHIES scheme. In the case that
b, =1, Zp and Z; are random strings, so that the challenge ciphertext and decryption
responses are exactly as in Game Gy. We therefore have that

1 I
Pr| ODH2{,, = true | = = - Pr| ANO-CCA 5 = true | + 3 - Pr | Gyl = true |.

so that (21) follows.
Games Gg and G are identical until bad on line 009 in Fig. 21, so by Lemma 2.1,
we have that

‘Pr[Gg‘ = true | - Pr| Gf :true]‘ < Pr[ Gf' setsbad | 22)

For any adversary A that makes Game G, set bad, we construct an adversary C against
the strong unforgeability of the MAC scheme so that

Pr [Gf sets bad] = AV (O). (23)
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Namely, C chooses g, R* bl G*, SK* bl {0, 1}kSE, and b bl {0, 1} as in Game
G, but rather than choosing a MAC key MK™, it uses its Tag and Verify oracles for
all operations involving MK*. More precisely, when answering A’s LR query, it sets
¥ < Tag(y™*). When A sets bad, i.e., makes a query Dec(C = (R, y, 7)) with R = R*
and Verify(y, t) = 1, then C returns its forgery (y, r). By line 006, we have that
C # (R*, y*, t%),so that (y, T) # (y*, t™) and therefore (y, 7) is a valid forgery.
Note that because Mg =M i‘, A’s view in Game G is independent of the bit b, hence

4 1
Pr[G1 étrue] =3 (24
By the definition of ANO-CCA advantage, we have

AdVESTEE(A) = 2+ Pr | ANO-CCA 5 = true | — 1
=2 AV (By) — 2 Pr[G{)‘ :>true] +1
<4.Adv™t (B)—2- (Pr [G{)‘ =>true] —Pr [G{* =>true]>
—2-Pr[Gj‘ :>true] +1
< 4-Advi™, (B) +2 - Adviiac(O)

where the first step is due to (21), the second is by considering the ODH adversary B
from Lemma 6.1, and the third is due to (22), (23), and (24). I

6.2. Robustness of DHIES

Theorem 6.3. Let DHIES® be the general encryption scheme associated with group G,
symmetric encryption scheme SE, message authentication code MAC, and hash function
H : G — {0, 1}ksethm g per Fig. 17. Let Hy : G — {0, 1AM pe the Sfunction that
outputs the last kyy bits of H(x) on input x € G.

Let A be an srob-cca adversary against DHIES, making at most qGetEk queries to its
GetEK oracle. Then there exist collision-finding adversaries B and C against Hyy and
MAC, respectively, such that

Advip, (A) < Advil(B) + Adviga(C) + (CIGeztEK) /.

Adversaries B and C have the same running time as A.

The proof intuition for the strong robustness of DHIES* is quite straightforward. Let
(C, idy, id1) be the output of a SROB-CCA adversary A where C = (R, y, 7) and
(idy, idy) are the identities associated with two different public keys yg = g™ and
yi = g"'. Let SKy||MK}, < H(y,) for b € {0, 1}. First, y; # y| since R # 1
and yo # y1 # 1 with overwhelming probability. Second MKy # MK; with all but
negligible probability since the probability that Hy (yg) = Hwm(y]) is negligible due to
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the collision resistance of Hyy. Third, the probability that C is valid with respect to both yq
and y; (i.e., Dec(g, yo, xo, C) # L and Dec(g, yi, x1, C) # L) is negligible since the
probability that VI (MK, y, t) = Vf(MK, v, t) = 1 is negligible due to the collision
resistance of MAC. Finally, the latter is true even when A knows the corresponding secret
keys xo and x| associated with yg and y; so GetDK and Dec are of no help to A.

Proof of Theorem 6.3. In order to prove the strong robustness of DHIES, we consider
a SROB-CCA adversary A that even knows the secret decryption key associated with
each public key that it obtains via GetEK queries (and therefore can decrypt all the
ciphertexts that it wants). That is, whenever A issues a GetEK query id, the challenger
in the SROB-CCA game runs the key generation algorithm KG(g) to obtain a fresh pair
of secret and public keys (x, y = g¥) for id and returns both values to A. Hence, A can
compute the answer to GetDK and Dec queries on its own.

Let (C, idy, id1) be the output of a SROB-CCA adversary A where C = (R, y, 7)
and (idy, id) are the identities associated with two different public keys yg = g*° and
y1 = g*'. Moreover, let MK, < Hw(y;,) for b € {0, 1} denote the corresponding MAC
keys. In order for A to be successful, one of the following cases needs to occur:

(1) yo=y1;
(2) Hu(yy) = Hu(y));
(3) VI(MKy, y, 1) = VI(MK 1, y,7) = 1.

Since public keys are generated honestly, the probability that yo = y; (i.e., Case (1))
can be upper-bounded by the probability that GetEK oracle generates the same public
and secret keys for two different id values, which is at most (764¥%) / p.

Assuming that yp # y; and since R # 1, it is easy to construct a collision-finding
adversary B against Hy; such that the probability that Hyvi(yy) = Hm(y}) (i.e., Case (2))
is at most Advi}ﬂ(B). Adversary B works as follows. B starts by running A, providing
the latter with a generator g for the group G. Whenever A issues a GetEK query id,
B runs the key generation algorithm KG(g) to obtain a fresh pair of secret and public
keys (x, y = g*) for id and returns both values to A. Finally, when A issues a Finalize
query (C, idy, id1), where C = (R, y, 1), let (xp, yp = g**) be the secret and public
key pair associated with idj for b € {0, 1}. B simply outputs R*® and R*! as a collision
for Hy. Clearly, B wins whenever Hv(y;) = Hwm(y]). Hence, the probability that
Hyi(yg) = Hyi(y]) is at most Adv§l (B).

Finally, if we assume that Hyv(yg) # Hwm(y]), then it is easy to construct a collision-
finding adversary C against MAC such that the probability that Vf(MKy, y, 1) =
Vf(MK, y, ) = 1(i.e., Case (3)) is at most Advg\‘}EC(C). Adversary C works as follows.
C starts by running A, providing the latter with a generator g for the group G. Whenever
A issues a GetEK query id, C runs the key generation algorithm KG(g) to obtain a fresh
pair of secret and public keys (x, y = g*) for id and returns both values to A. Finally,
when A issues a Finalize query (C, idy, id1), where C = (R, y, 1), let (xp, yp = &)
be the secret and public key pair associated with id, and let MK;, < Hy(R*?) for
b € {0, 1}. C simply outputs (MK, MK 1) as the two MAC keys, y as the message, and
T as the tag. Clearly, C wins whenever Vf(MKy, y, t) = Vf(MK1, y, t) = 1. Hence,
the probability that VI(MKy, y, t) = Vf(MK, y, t) = 1 is at most Adv;‘ﬁqlC(C). |
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7. Other Schemes and Transforms

In this section, we show that neither of two popular IND-CCA-providing transforms,
the Fujisaki-Okamoto (FO) transform [32] in the random oracle model and the Canetti—
Halevi-Katz (CHK) transform [9,25] in the standard model, yield robustness. Since
the FO transform even provides the stronger notion of plaintext awareness [19], the
counterexample below is at the same time a proof that even plaintext awareness does
not suffice for robustness. The fact that neither of the transforms confer robustness
generically does not exclude that they may still do so for certain specific schemes. We
show that this is actually the case for the Boneh—Franklin IBE [15], which uses the FO
transform to obtain IND-CCA security, and that it is not the case for the Boyen—Waters
IBE [23], which uses the CHK transform.

THE FO TRANSFORM. Given a public-key encryption scheme PKE = (PG, KG, Enc,
Dec) the FO transform yields a PKE scheme PXE = (PG, KG, Enc, Dec) where a
message M is encrypted as

( Enc(pars, pk, x; H(x,M)) , G(x) EBM) ,

where x & {0, l}k, where G(-) and H(-) are random oracles, and where H (x, M) is
used as the random coins for the Enc algorithm. To decrypt a ciphertext (Cy, C3),
one recovers x by decrypting Cp, recovers M <« Cy @& G(x), and checks that
Enc(pars, pk, x; H(x,M)) = Cj. If this is the case then M is returned, otherwise
L is returned.

Given a scheme PKE* = (PG, KG, Enc*, Dec*), we show how to build a scheme
PKE = (PG, KG, Enc, Dec such that PKE obtained by applying the FO transform to
PKEis not SROB-CPA. Namely, for some fixed x* € {0, 1}" and M*, let encryption and
decryption be given by

Algorithm Enc(pars, pk, x; p) Algorithm Dec(pars, pk, sk, b||C*)
If x = x* and p = H(x*, M™*) then return 0 If b = 0 then return x*
Else return 1||Enc* (pars, pk, x; p) Else return Dec* (pars, pk, sk, C*) .

It is easy to see that if PKE" is one-way (the notion required by the FO transform), then
S0 is PKE, because for an honestly generated ciphertext the random coins H (x*, M*)
will hardly ever occur. Moreover, it is also straightforward to show that, if PKE* is y-
uniform, then PXE s y’-uniform for y’ = max(y, 1/2¢), where ¢ is the output length of
H (please refer to [32] for the definition of y-uniformity). It is also easy to see that the
scheme PKE obtained by applying the FO transform to PKE is not robust: the ciphertext
C = (0, G(x*) ® M*) decrypts correctly to M* under any public key.

THE BoONEH--FRANKLIN IBE. Boneh and Franklin proposed the first truly practical
provably secure IBE scheme in [15]. They also propose a variant that uses the FO
transform to obtain provable IND-CCA security in the random oracle model under the
bilinear Diffie—-Hellman (BDH) assumption; we refer to it as the BF-IBE scheme here.
A straightforward modification of the proof can be used to show that BF-IBE is also
ANO-CCA in the random oracle model under the same assumption. We now give a proof
sketch that BF-IBE is also (unconditionally) SROB-CCA in the random oracle model.
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Let e: G x G| — G be a non-degenerate bilinear map, where G| and G, are
multiplicative cyclic groups of prime order p [15]. Let g be a generator of G;. The
master secret key of the BF-IBE scheme is an exponent s 52 Z;, the public parameters
contain § <« g*. For random oracles H : {0, 1}* — G, Hy : Go — {0, 13K, H3 :
{0, 1} x {0, 1}¢ — Z’;, and Hy : {0, 1}¥ — {0, 1}¢, the encryption of a message M
under identity id is a tuple

(¢", x @ Ha(e(S, Hi(id))") , M & Ha(x)) ,

where x & {0, 1}" and r < H3(x, M). To decrypt a ciphertext (Cy, Ca, C3), the user
with identity id and decryption key dk = H| (id)* computes x < C, & H,(e(Cy, dk)),
M <« C3 @ Hy(x),and r < Hz(x,M).If C; # g" he rejects, otherwise he outputs M.

Let us now consider a SROB-CCA adversary A that even knows the master secret s
(and therefore can derive all keys and decrypt all ciphertexts that it wants). Since Hj
maps into G7, all its outputs are of full order p. The probability that A finds two identities
idy and id> such that H(id) = H, (id>) is negligible. Since S € G7 and the map is non-
degenerate, we therefore have that g4, = e(S, H(id1)) and giy, = e(S, H1(id2)) are
different and of full order p. Since H3 maps into Z;, we have that r # 0, and therefore
that g ) and g} 4, are different. If the output of H; is large enough to prevent collisions
from being found, that also means that H> (g, dl) and H> (g, dz) are different. Decryption
under both identities therefore yields two different values x; # x», and possibly different
messages M1, M>. In order for the ciphertext to be valid for both identities, we need that
r = H3(x1, M) = Hiz(x2, M>), but the probability of this happening is again negligible
in the random oracle model. As a result, it follows that the BF-IBE scheme is also
SROB-CCA in the random oracle model.

THE CANETTI--HALEVI--KATZ TRANSFORM. The CHK transform turns an IBE scheme
and a one-time signature scheme [30,42] into a PKE scheme as follows. For each cipher-
text, a fresh signature key pair (spk, ssk) is generated. The ciphertextis atuple (C, spk, o)
where C is the encryption of M to identity spk and o is a signature of C under ssk. To
decrypt, one verifies the signature o, derives the decryption key for identity spk, and
decrypts C.

Given a scheme IBE* = (Setup, Ext, Enc*, Dec*), consider the scheme IBE =
(Setup, Ext, Enc, Dec) where Enc(pars, id, M) = 1||Enc*(pars, id, M) and where
Dec(pars, id, dk, b||C*) returns Dec*(pars, id, dk, C*) if b = 1 and simply returns C*
if b = 0. This scheme clearly inherits the privacy and anonymity properties of IBE*.
However, if I'BE is used in the CHK transformation, then one can easily generate a
ciphertext (0||M, spk, o) that validly decrypts to M under any parameters pars (which
in the CHK transform serve as the user’s public key).

An extension of the CHK transform turns any IND-CPA secure £+ 1-level hierarchical
IBE (HIBE) into an IND-CCA secure ¢-level HIBE. It is easy to see that this transform
does not confer robustness either.

THE BOYEN--WATERs IBE. Boyen and Waters [23] proposed a HIBE scheme which
is IND-CPA and ANO-CPA in the standard model, and a variant that uses the CHK
transform to achieve IND-CCA and ANO-CCA security. Decryption in the IND-CPA
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secure scheme never rejects, so itis definitely not WROB-CPA. Without going into details
here, it is easy to see that the IND-CCA variant is not WROB-CPA either, because any
ciphertext that is valid with respect to one identity will also be valid with respect to
another identity, since the verification of the one-time signature does not depend on the
identity of the recipient. (The natural fix to include the identity in the signed data may
ruin anonymity.)

The IND-CCA-secure variant of Gentry’s IBE scheme [34] falls to a similar robust-
ness attack as the original Cramer—Shoup scheme, by choosing a random exponent
r = 0. We did not check whether explicitly forbidding this choice restores robustness,
however.

COMPOSITE-ORDER PAIRING-BASED SCHEMES. As mentioned in the introduction, a number
of encryption schemes based on composite-order bilinear maps satisfy a variant of our
weak robustness notion [24,40]. They achieve this by restricting the message space to
a negligible fraction of the group and by proving that decryption of a ciphertext with an
incorrect secret key yields a message with a random component in one of the subgroups.
This message has a negligible probability of falling within the valid message space. It
is unclear whether the same approach can be used to satisfy our robustness notions or
whether it extends to other schemes.

There is growing recognition that robustness is important in applications and worth
defining explicitly, supporting our own claims to this end. In particular, the strong cor-
rectness requirement for public-key encryption [8] and the correctness requirement for
hidden vector and predicate encryption [40,41] imply a form of weak robustness. In
work concurrent to, and independent of, ours, Hofheinz and Weinreb [38] introduced a
notion of well-addressedness of IBE schemes that is just like weak robustness except
that the adversary gets the IBE master secret key.

Neither of these works considers or achieves strong robustness, and neither treats
PKE. Well-addressedness of IBE implies WROB-CCA but does not imply SROB-CCA
and, on the other hand, SROB-CCA does not imply well-addressedness. Note that
the term robustness is also used in multi-party computation to denote the prop-
erty that corrupted parties cannot prevent honest parties from computing the cor-
rect protocol output [18,36,37]. This meaning is unrelated to our use of the word
robustness.

8. Application to Auctions

RoBUSTNESS OF ELGAMAL. The parameters of the ElGamal encryption scheme consist
of the descrlptlon of a group G of prime order p with generator g. The secret key of a

useris x < Z »» the correspondmg public key is X = g*. The encryption of a message

M is the pair (g", X" - M) for r < Z,. A ciphertext (R, §) is decrypted as M < R/S™*.
Since the decryption algorithm never returns L, the ElGamal scheme is obviously not
robust. Stronger even, the ciphertext (1, M) decrypts to M under any secret key.

It is this strong failure of robustness that opens the way to attacks on applications like
Sako’s auction protocol [47].
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THE PrROTOCOL. Sako’s auction protocol [47] is important because it is the first truly
practical one to hide the bids of losers. Let 1,..., N be the range of possible bid-
ding prices. In an initialization step, the auctioneer generates N ElGamal key pairs
(x1, X1), ..., (xny, Xn) and publishes g, X1, ..., Xy and a fixed message M € G. A
bidder places a bid of value v € {1, ..., N} by encrypting M under X, and posting the
ciphertext. Note that the privacy of the bids is guaranteed by the anonymity of ElGamal
encryption. The authority opens bids C1 = (R, S1), ..., C, = (R,, S,) by decrypting
all bids under secret keys xy, . .., x1, until the highest index w where one or more bids
decrypt to M. The auctioneer announces the identity of the winner(s), the price of the
item w, and the secret key x,,. All auctioneers can then check that S; / R;‘w = M for all
winners i.

AN ATTACK. Our attack permits a dishonest bidder and a colluding auctioneer to break
the fairness of the protocol. (Security against colluding auctioneers was not considered
in [47], so we do not disprove their results, but it is a property that one may expect the
protocol to have.) Namely, a cheating bidder can place a bid (1, M). If w is the highest
honest bid, then the auctioneer can agree to open the corrupted bid to with x,, 1, thereby
winning the auction for the cheating bidder at one dollar more than the second-highest
bidder.

Sako came close to preventing this attack with an “incompatible encryption” property
that avoids choosing » = 0 at encryption. A dishonest bidder, however, may deviate
from this encryption rule; the problem is that the decryption algorithm does not reject
ciphertexts (R, S) when R = 1. While such a ciphertext would surely look suspicious
to a human observing the network traffic, it will most likely go unnoticed to the users
if the software doesn’t explicitly check for such ciphertexts. It is therefore up to the
decryption algorithm to explicitly specify which cases need to be checked and up to the
security proof to show that, if these cases are checked, the system indeed has the desired
properties.

The attack above can easily be prevented by using any of our robust encryption
schemes, so that decryption under any other secret key than the intended one results in
L being returned. Note that for this application we really need the strong robustness
notion with adversarially generated ciphertexts.

Though necessary, our notion of strong robustness may not be sufficient to guar-
antee the fairness of the protocol in the case where a dishonest bidder has access the
secret key held by the colluding auctioneer or when the public key of the scheme is not
honestly generated, as our notion does not take these settings into account. Hence, to
achieve fairness in Sako’s auction protocol, it would be important to consider encryp-
tion schemes that achieve an even stronger notion of robustness in which public keys
may be maliciously generated by the adversary [31]. Interestingly, as pointed out in
their paper, our strong robustness transform in Sect. 4 already achieves this stronger
notion.

It is worth noting that, to enforce that all bids are independent of each other even in the
presence of a colluding auctioneer, all bidders would also need to commit to their sealed
bids (using a non-malleable commitment scheme) during a first round of communication
and only open their commitments once all commitments made public.
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proc Initialize

(pk. sk) <& KG; b < {0,1}

W «—0; C* — L; Return pk

proc TD( )

TTw] & Td(sk,w); W — WU {w}; Return TT[w]
proc LR(wj, wf)

proc Initialize
(pk, sk) & KG(pars)

Return pk
cr & PEKS(pk, w)) ; Return C* proc Finalize(w, v')
proc Test(w, C') c& PEKS (pk, w)
If (C=C*) N (w e {w, w]*%}) Then return L ¢ & Td(sk, w')
If TT[w] = L Then TT[w] < Td(sk, w) Return (w # w') A (Test(t', C))

Return Test(TT[w], C)

proc Finalize(d')

If ({wg,w;} N W #0) Then return (b= 0)
Return (b =1V')

Fig. 22. PEXS = (PG, KG, PEKS, Td, Test) is a PEKS scheme. Games IND-CCA pzg and IND-CPA pr
are on the left, where the latter omits procedure Test. The LR procedure may be called only once. Game
CONSIST pgs is on the right.

9. Applications to Searchable Encryption

PUBLIC-KEY ENCRYPTION WITH KEYWORD SEARCH. A public-key encryption with key-
word search (PEKS) scheme [12] is a tuple PEXS = (KG, PEKS, Td, Test) of algo-
rithms. Via (pk, sk) A KG, the key generation algorithm produces a pair of public and
private keys. Via C < PEKS (pk, w), the encryption algorithm encrypts a keyword w

to get a ciphertext under the public key pk. Via t,, E Td(sk, w), the trapdoor extrac-
tion algorithm computes a trapdoor t,, for keyword w. The deterministic test algorithm
Test(t,,, C) returns 1 if C is an encryption of w and 0 otherwise.

PRIVACY AND CONSISTENCY OF PEKS scHEMES. We formulate privacy notions for PEKS
using the games of Fig. 22. Let ATK € {CPA, CCA}. We define the advantage of an
adversary A against the indistinguishability of PEXS as follows:

Advinbatk(4) =2 Pr [IND ATK s = true] 1.

We re-formulate the consistency definition of PEKS schemes of [1] using the game of
Fig. 22. We define the advantage of an adversary A against the consistency of PEXS as
follows:

Adv consﬁ"(A) Pr [CONSIST?’EKS = true ]

Furthermore, we also recall the advantage measure Advg%sm(A), which captures the
notion CONSIST of computational consistency of PEKS scheme PEXS.

TRANSFORMING IBE 1O PEKS. The bdop-ibe-2-peks transform of [12] transforms an
IBE scheme into a PEKS scheme. Given an IBE scheme 3£ = (Setup, Ext, Enc,
Dec), the transform associates with it the PEKS scheme PEXS = (KG, PEKS, Td,
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Test), where the key generation algorithm KG returns (pk, sk) L Setup; the encryption
algorithm PEKS (pk, w) returns C < Enc(pk, w, 0%); the trapdoor extraction algorithm

Td(sk, w) returns ¢ bl Ext(pk, sk, w); the test algorithm Test(¢, C) returns 1 if and
only if Dec(pk,t, C) = 0. Abdalla et al. [1] showed that this transform generally
does not provide consistency and presented the consistency-providing new-ibe-2-peks
transform as an alternative. We now show that the original bdop-ibe-2-peks transform
does yield a consistent PEKS if the underlying IBE scheme is robust. We also show that if
the base IBE scheme is ANO-CCA, then the PEKS scheme is IND-CCA, thereby yielding
the first IND-CCA-secure PEKS schemes in the standard model, and the first consistent
IND-CCA-secure PEKS schemes in the RO model. (Non-consistent IND-CCA-secure
PEKS schemes in the RO model are easily derived from [33]).

Proposition 9.1. Let IBE be an IBE scheme, and let PEXS be the PEKS scheme asso-
ciated with it per the bdop-ibe-2-peks transform. Given any adversary A running in
time t, we can construct an adversary B running in time t + O(t) executions of the
algorithms of IBE such that

AdvRS(A) < Adv}g;b'cpa(B) and  AdVRESN(A) < AdviT(B).

To see why the first inequality is true, it suffices to consider the adversary B that on input

parstuns (w, w') A (pars) and outputs these keywords along with the message 0. The
proof of the second inequality is an easy adaptation of the proof of the new-ibe-2-peks
transform in [1], where B answers A’s Test queries using its own Dec oracle.

SECURELY COMBINING PKE AND PEKS. Searchable encryption by itself is only of lim-
ited use since it can only encrypt individual keywords, and since it does not allow
decryption. Fuhr and Paillier [33] introduce a more flexible variant that allows decryp-
tion of the keyword. An even more powerful (and general) primitive can be obtained
by combining PEKS with PKE to encrypt non-searchable but recoverable content. For
example, one could encrypt the body of an email using a PKE scheme and append
a list of PEKS-encrypted keywords. The straightforward approach of concatenating
ciphertexts works fine for CPA security, but is insufficient for a strong, combined
IND-CCA security model where the adversary, in addition to the trapdoor oracle, has
access to both a decryption oracle and a testing oracle. Earlier attempts to combine
PKE and PEKS [22,51] do not give the adversary access to the latter. A full IND-CCA-
secure PKE/PEKS scheme in the standard model can be obtained by combining the
IND-CCA-secure PEKS schemes obtained through our transformation with the tech-
niques of [28]. Namely, one can consider label-based [49] variants of the PKE and
PEKS primitives, tie the different components of a ciphertext together by using as a
common label the verification key of a one-time signature scheme, and append to the
ciphertext a signature of all components under the corresponding signing key. Though
we omit the details, we note that the same techniques can be used to handle multiple
encrypted keywords and avoid reordering attacks such as those mentioned by Boneh et
al. [12].
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