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Abstract An optimized scheme for watermarking based on zerotrees is proposed in
this paper. Digital watermarking is an effective means for protecting copyrights with
three of the most fundamental requirements: watermark imperceptibility, watermark
robustness, and watermark capacity. Conventional techniques in the literature mainly
perform watermark embedding and extraction processes in the transform domain, in-
cluding the discrete Fourier transform, discrete cosine transform, and discrete wavelet
transform domains. The three watermarking requirements above are in conflict with
each other; therefore, finding a way to obtain a trade-off among them is the major
purpose of this paper. We first perform watermarking in the wavelet domain. Next,
we properly select zerotrees in a wavelet transform with the genetic algorithm. Our
simulation results not only demonstrate better performances of the watermarked im-
ages after optimization, but also reveal the robustness of the extracted watermarks
under common attacks.
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1 Introduction

In response to the increasing demand of distributing multimedia clips over the In-
ternet, watermarking technology has received considerable attention in the past few
years. Aimed at copyright protection, arbitration, and authentication, watermarking is
the process of embedding extra information into a media clip. Major implementations
for digital watermarking are focused on transform domains, especially the discrete
Fourier transform (DFT) [10, 11], discrete cosine transform (DCT) [6, 10, 17], and
discrete wavelet transform (DWT) [5, 8] domains.

There are requirements and constraints in designing effective watermarking algo-
rithms. An invisible and robust watermark may be the most difficult challenge among
all the types of watermarks. Considering all the requirements for watermarking re-
search and applications, the three most fundamental ones are (i) watermark imper-
ceptibility, or the quality of the watermarked image, (ii) watermark robustness, or the
capability to resist malicious image processing, called attacks, and (iii) watermark
capacity or the number of bits for embedding [2, 7]. With these requirements, people
often perform image watermarking in the transform domain to embed the watermark
bits into certain transform coefficients.

The three watermarking requirements above are in conflict with each other [1, 11].
Heuristically speaking, to ensure the robustness and imperceptibility while retaining
a reasonable capacity, many researchers proposed to embed the watermark bits into
the “middle frequency bands” of the transform coefficients [6, 16]. In this paper, we
propose a systematic way for designing a wavelet-based watermarking algorithm by
taking the requirements into account. Wavelet-based scalable-coded multimedia ap-
plications, including MPEG scalable video coding (SVC) [15] and JPEG2000 [18],
are getting more and more attention nowadays. With the experience that watermark-
ing has been applied to DCT-coded multimedia, we can expect that its counterpart
for wavelet-coded multimedia should be an important application for research. We
employ the genetic algorithm (GA) [3] to select appropriate zerotrees in the wavelet
transform [5, 8] to pursue both the watermarked image quality, and the robustness
of an extracted watermark under planned attacks. The proposed algorithm can be
extended to the application of scalable-coded multimedia [1].

Taking practical applications into account, we choose to keep the watermark ca-
pacity fixed, while optimizing the requirements of imperceptibility and robustness.
We do this because most algorithms in the literature [9, 12] use a fixed size for wa-
termark embedding. The two remaining requirements, namely, imperceptibility and
robustness, are in conflict with each other, and they need to reach a trade-off to be
optimized by the GA. By properly selecting the fitness function, we are able to op-
timize both the imperceptibility of the watermarked image quality, measured by the
peak signal-to-noise ratio (PSNR), and the robustness of the watermarking algorithm,
measured by the bit correct rate (BCR), between the watermark extracted from the at-
tacked watermarked image and the embedded counterpart. Simulation results demon-
strate the effectiveness of the proposed scheme.

This paper is organized as follows. We briefly describe the fundamental concepts
of wavelet transform and zerotrees in Sect. 2. Section 3 discusses the background of
the GA. Section 4 describes the data embedding and extraction schemes employed in
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this paper. Section 5 depicts the watermarking algorithm with genetic zerotree selec-
tion. We differentiate the trade-off between image quality and watermark robustness
in Sect. 6. Next, Sect. 7 illustrates the simulation results, and we also show the su-
periority of our scheme over the results proposed by other researchers in this section.
We conclude this paper in Sect. 8.

2 Wavelet Transform and Zerotrees

A wavelet transform decomposes signals based on certain basis functions. With the
wavelet transform, people can inspect a signal from different aspects and obtain valu-
able insights. Among other basis functions, Haar functions have been used inten-
sively in the realm of image processing. The Haar function-based wavelet transform
recursively applies low-pass and high-pass filtering along the horizontal and vertical
directions. In this paper, we implement with Haar functions to verify the usefulness
of the proposed schemes, and they can be extended to other basis functions in wavelet
transforms.

There exists an inherent parent-child relationship among the coefficients between
successive decomposition levels in the wavelet domain. As illustrated in Fig. 1, those
marked coefficients from different levels form a quadtree. A quadtree is defined to
be a zerotree if all the coefficients have values below a certain threshold. In some
sense, a zerotree represents a visually less significant region in the original image,
and it is therefore an excellent candidate for watermark embedding. A watermark bit
is embedded by adding or subtracting a pre-defined value to or from the coefficients
of a selected zerotree.

Fig. 1 Illustration of a zerotree
structure in the DWT domain
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3 Background of Genetic Algorithm

Conventional search techniques are often incapable of optimizing nonlinear functions
with multiple variables. One scheme called the “genetic algorithm” (GA) [3], based
on the concept of natural genetics, is a directed random search technique developed
in 1975. In the GA, parameters are represented by an encoded binary string, called the
chromosome. The elements (or bits) in the binary strings, or the genes, are adjusted
to minimize or maximize the fitness value. The fitness function generates its fitness
value, which is composed of multiple variables to be optimized by the GA. For every
iteration in the GA, a pre-determined number of individuals will correspondingly
produce fitness values associated with the chromosomes.

The GA begins by defining the optimization parameters, the fitness function, and
consequently the fitness value, and it ends by testing for convergence. Three major
building blocks in the GA include selection, crossover, and mutation. They are briefly
described as follows:

• Selection: In the training process, a large portion of the low fitness individuals is
discarded through this natural selection step.

• Crossover: Two individuals are chosen from the mating pool of Ngood individuals,
meaning those with larger fitness values or those with a better chance for survival,
to produce two new offsprings. A crossover point is selected between the first and
last chromosomes of the parent individuals. Then the fraction of each individual
after the crossover point is exchanged and concatenated.

• Mutation: This step can introduce traits not found in the original individuals and
keeps the GA from converging too fast. The simplest way to do this is intention-
ally flip some randomly selected bits in the chromosome. Generally speaking, by
following the findings in genetics, the probability for mutation is supposed to be
low.

According to the applications for optimization, designers need to carefully define
the necessary elements for training with the GA. Then, the fitness function in addi-
tion to the terminating criteria is evaluated with the natural selection, crossover, and
mutation operations [3]. We will describe in detail the relationships of optimizing a
zerotree-based watermarking algorithm with the GA in Sect. 5.

4 Data Embedding and Extraction with Zerotrees

Let the input image be X with size M × N . Our goal is to embed a robust water-
mark in the DWT domain, and to have a watermarked reconstruction X′. We assume
that the binary-valued watermark to be embedded is W , which has the capacity of
MW × NW bits.

First, the input image X is divided into 8 × 8 blocks bi,j ,

X =
M/8⋃

i=1

N/8⋃

j=1

{bi,j }. (1)
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We perform a DWT independently to every block bi,j , 1 ≤ i ≤ M
8 , 1 ≤ j ≤ N

8 ,

W i,j (k) = DWT(bi,j ), (2)

where k denotes the frequency coefficients in the wavelet domain.
The selection of zerotrees plays a major role in embedding the watermark. First, a

threshold value is chosen to aid the zerotree selection. For one block bi,j , we first cal-
culate the maximum value, Mi,j , among all the wavelet coefficients W i,j (k) within
such a block,

Mi,j = max
(
W i,j (k)

)
. (3)

Next, we choose a weighting factor α to determine the threshold,

Ti,j = α · Mi,j , (4)

and we set α = 0.5 to be the initial value for the threshold in this paper.
Now, with the determined thresholds, the zerotrees are ready to be selected. The

whole image can be changed into an M × N binary matrix such that

B =
M/8⋃

i=1

N/8⋃

j=1

8⋃

p=1

8⋃

q=1

{B8(i−1)+p,8(j−1)+q}, and (5)

Bp,q =
{

0, if Wi,j (k) < Ti,j ;

1, if Wi,j (k) ≥ Ti,j .
(6)

Based on the B matrix, the zerotrees are ready to be selected. The number of
zerotrees should be four times the capacity of the watermark, 4 × MW × NW . Thus,
the weighting factor α should be adaptively adjusted. If the number of zerotrees is
larger than four times the watermark capacity, the threshold should be decreased;
otherwise, it should be increased. Hence, we propose an equation to adaptively adjust
the threshold value, which is a modification of (4),

Ti,j ←
{

0.5 · Ti,j , if too many zerotrees generated;
1.5 · Ti,j , otherwise. (7)

This procedure is adjusted repeatedly until the correct number of zerotrees, or four
times the watermark capacity, is generated.

As we know, the watermark is embedded by systematically modifying certain co-
efficients, for instance, the zerotrees in the wavelet domain in this paper. Here we set
the watermarking strength P for watermark embedding. We use direct replacement
of coefficient values for watermark embedding based on one of the two rules below.

• If the embedded bit is 1, the value P is employed to replace the existing zerotree.
• If the embedded bit is 0, the value −P is used to replace the existing zerotree.

We can see that the watermarking strength P plays an important role to balance
the watermark imperceptibility and watermark robustness. If P is too small, the ro-
bustness may be degraded while we reach a good level for imperceptibility. If P is
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too large, imperceptibility will be sacrificed but the robustness may improve. Based
on our experiments, we set P = 10 to obtain a trade-off for imperceptibility and ro-
bustness.

After embedding the watermark, the inverse DWT (IDWT) is performed, and we
have a watermarked reconstruction X′. According to the definitions in statistics, the
mean-squared error (MSE) between the original and watermarked images is defined
by

MSE = 1

M × N

M∑

i=1

N∑

j=1

(
X(i, j) − X′(i, j)

)2
, (8)

where X(i, j) and X′(i, j) denote the pixel value at position (i, j) of the original
image X and the watermarked reconstruction X′, respectively. Consequently, the wa-
termarked image quality is represented by the PSNR between X and X′, formulated
by

PSNR = 10 · log10

(
2552

MSE

)
(dB). (9)

As we know, the larger the PSNR value, the more imperceptible the watermarked
image. This value can be regarded as the measure for imperceptibility.

Next, we study the watermark robustness. The watermarked image is supposed
to be delivered to the receiver. During transmission, we can expect that the water-
marked image may face intentional or unintentional image processing, called attacks.
A watermarking algorithm is considered robust if some data relating to the embedded
watermark can be extracted from the attacked images. A commonly used measure for
watermarking robustness is the BCR, which can be represented by

BCR =
(

1 − 1

MW × NW

MW ×NW∑

t=1

(
Wt ⊕ W ′

t

)
)

· 100%, (10)

where Wt and W ′
t represent the embedded and extracted watermark bits, MW × NW

denotes the watermark size, and ⊕ means the exclusive-or (XOR) operation. We can
see that BCR is the percentage of correctly extracted bits to the embedded watermark
capacity. When BCR reaches 100%, all the embedded bits are correctly extracted.

5 Genetic Zerotree Selection

Although previous works [5, 8] on zerotree-based watermarking had achieved
promising results, we anticipate that better performances in terms of imperceptibility
and robustness can be expected if we judiciously select the zerotrees by consider-
ing the impact of watermarked image quality and potential attacks. Obtaining the
required number of zerotrees from N given candidates, while at the same time taking
into account the effect of possible attacks, is a difficult optimization program with
a complexity of order O(N !). We have developed a new scheme, named genetic ze-
rotree watermarking, to solve this challenging problem. The proposed algorithm uses
the GA as its core mechanism for zerotree selection.
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Let the input image be X with size M × N , and the watermark be W , with a
capacity of MW × NW bits. The algorithm is outlined below in detail.

Step 1 (Wavelet transformation) The carrier image is partitioned into 8 × 8 blocks.
Each block is subject to wavelet transform to obtain their wavelet coefficients, hence,
there are M

8 × N
8 blocks.

Step 2 (Candidate generation) The zerotree threshold value determines how many
zerotrees a block can possess. An interval-halving method is employed to decide an
appropriate threshold value, which is shown in (4).

Step 3 (Chromosome encoding) The first issue in applying the GA is to design an
adequate coding scheme to represent potential solutions in the form of chromosomes.
We use binary string coding in our algorithm. In our simulations, each chromosome
is a binary string of length 4 × MW × NW . Each bit reflects the selection status of its
corresponding candidate zerotree.

Step 4 (Fitness evaluation) We are now going to evaluate the imperceptibility and
robustness of the zerotree configuration encoded in each chromosome, with the fit-
ness function

fc = PSNRc + λ · BCRc, (11)

where the subscript c denotes the current iteration for training, fc is the fitness score,
and λ denotes the weighting factor to balance the effects between imperceptibility
and robustness.

Each chromosome is decoded and used to guide the watermark embedding process
by following schemes in [8]. Watermarked images are then subjected to planned at-
tacks. There is a watermark attacking benchmark, called “Stirmark” [14], to evalu-
ate the robustness of the watermarking algorithms. Moreover, transmission of water-
marked media can also be regarded as an alternative means of attack [9, 12]. Not all
watermarking applications require robustness to all possible signal processing oper-
ations. In addition, the watermarked image after attack needs to be worthy of being
used or transmitted by others; therefore, an attack like image cropping is not em-
ployed in our GA training procedure. In this paper, we consider three major attacking
schemes from Stirmark, namely, low-pass filtering (LPF) attack [4], median filtering
(MF) attack [4], and JPEG attack with a quality factor of 80% [13]. The watermark
extracted from the attacked carrier image, by employing schemes in [8], is com-
pared with the original watermark to evaluate the robustness of the corresponding
zerotree configuration. Objective measures, such as PSNR in (9) for representing im-
perceptibility, and BCR in (10) for representing robustness, can be employed for the
evaluations.

Step 5 (Selection and crossover) Rank-based selection is adopted in our system
with a chosen selection probability ps . In our simulations, we set ps = 0.2. That is,
those with ranks within the top 20% of individuals, or the 20% of individuals with
the larger fitness values, are used in the next iteration.
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Fig. 2 Flowchart for zerotree-based watermarking with GA optimization

Step 6 (Mutation) Except for the best chromosome, all the other chromosomes are
subject to mutation in order to generate new solutions with a small mutation proba-
bility pm. In our simulations, we set pm = 0.05, meaning that 5% of the bits in the
chromosomes are randomly selected and intentionally flipped.

Step 7 (Termination check) Repeat Steps 4 through 7 until a pre-determined number
of iterations is reached.

The flowchart of the proposed schemes is depicted in Fig. 2.

6 The Trade-off between Image Quality and Watermark Robustness

Corresponding to Step 4 in Sect. 5, we consider both the received image quality and
the watermark robustness for optimization by fixing the watermark capacity. Equa-
tion (11) is rewritten for convenience:

fc = PSNRc + λ · BCRc,

where fc,PSNRc, and BCRc denote the fitness value, PSNR value of the water-
marked image, and BCR value of the extracted watermark in the cth iteration, or
the current iteration, in GA, respectively.

It is found that watermarked PSNR values are generally larger than 35 dB based
on DWT in our simulations, while BCR values lie between 0 and 1, thus we include
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Table 1 Comparisons of PSNR
and BCR values with or without
optimization, with λ = 30 in the
fitness function

Different With GA Without GA

attacks PSNR BCR PSNR BCR

LPF 45.13 dB 81.54% 44.56 dB 35.45%

MF 44.95 dB 85.06% 39.26%

JPEG 45.35 dB 96.29% 47.27%

the weighting factor λ in (11) to balance the effects caused by both image quality and
robustness. By doing so, we are able to take both the conflicting factors into account
by optimizing with the GA.

7 Simulation Results

In our simulations, we take the well-known test image, Lena, with size 256 × 256,
as the original source. We have the embedded watermark with size 32 × 32, hence,
the watermark capacity is 1024 bits. The original source is divided into 8 × 8 blocks
for wavelet transform. We employ the BCR between the extracted watermark and
the embedded one, in addition to the PSNR of the received, watermarked image,
for evaluating the effectiveness of our algorithm. Three sets of experiments are con-
ducted to test the robustness under LPF, MF, and JPEG attacks. We also make com-
parisons to show the superiority and usefulness of the GA-optimized results with
those in [8].

Simulation results with the existing scheme and our schemes are presented in
Figs. 3, 4, and Table 1 after training 150 iterations in the GA. We set the weight-
ing factor λ = 30 in (11) to balance the effects from the watermarked PSNR and ex-
tracted BCR under three different attacks. After optimization, regarding watermark
imperceptibility objectively, our results have higher PSNR values. To subjectively
make comparisons with watermarked image quality and watermark imperceptibility,
Fig. 3(a) shows the original image with size 256 × 256, while Fig. 3(b)–(e) demon-
strate the watermarked ones. We find that the watermark is imperceptibly embedded
into the original image.

In addition, to measure the watermark robustness objectively, we obtain much
higher BCR values in the extracted watermark with our schemes. From a subjective
point of view, the characters in the watermark, KUAS, are easily recognizable in
Fig. 4(b), (d), and (f), hence, the copyright can be protected. On the contrary, without
GA training, the extracted watermarks in Fig. 4(c), (e), and (g) are incomprehensible.

To sum up, results with GA training outperform those without optimization. This
verifies the effectiveness of the proposed algorithm with the GA.

8 Conclusion

We proposed an optimized scheme for zerotree-based image watermarking in this
paper. Our work contributes to this by pioneering the idea of genetic selection of
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Fig. 3 Comparisons among the original and watermarked images. (a) Original Lena. (b) Watermarked
image for optimizing with LPF attack. PSNR = 45.13 dB. (c) Watermarked image for optimizing with MF
attack. PSNR = 44.95 dB. (d) Watermarked image for optimizing with JPEG attack. PSNR = 45.35 dB.
(e) Watermarked image with schemes in [8]. PSNR = 44.56 dB
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Fig. 4 The embedded
watermark (a), and extracted
ones (b)–(g). The numbers
denote the corresponding BCR
values. (a) 32 × 32 binary
watermark for embedding.
(b), (c) Extracted watermark
under LPF attack with/
without GA. (d), (e) Extracted
watermark under MF attack
with/without GA.
(f), (g) Extracted watermark
under JPEG attack with/
without GA

niches for watermark embedding. With the GA, we can search for both optimized,
watermarked image quality, and better robustness of the proposed algorithm. There-
fore, applying optimization techniques into watermarking algorithms is practical and
effective in designing and implementing watermarking systems and applications. Fi-
nally, the idea proposed in this paper can be a general philosophy, not limited to
zerotree-based watermarking, but also applicable to other architectures of digital wa-
termarking.
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