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Abs t r ac t  The concept of proxy signature introduced by Mambo, Usuda, and Okamoto 
allows a designated person, called a proxy signer, to sign on behalf of an original signer. However, 
most existing proxy signature schemes do not support nonrepudiation. In this paper, two secure 
nonrepudiable proxy multi-signature schemes are proposed that overcome disadvantages of the 
existing schemes. The proposed schemes can withstand public key substitution attack. In addition, 
the new schemes have some other advantages such as proxy signature key generation and updating 
using insecure channels. This approach can also be applied to other E1Gamal-like proxy signature 
schemes. 
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1 I n t r o d u c t i o n  

The concept of proxy signature introduced by 
Mambo, Usuda, and Okamoto [12] allows a desig- 
nated person, called a proxy signer, to sign on 
behalf of an original signer. Mambo[ 1,2] et al. 
showed proxy signature should have properties of 
proxy signer's deviation, unforgeability, verifiabil- 
ity, distinguishability, identifiablity, and undenia- 
bility. The proxy signature plays an important  role 
in many  applications and receives great at tent ion 
after it was proposed. So far, three types of dele- 
gation, full delegation, partial  delegation and dele- 
gation with warrant, have been proposed. Zhang [31 
and Kim [4] et al. proposed a threshold proxy signa- 
ture which is a variant of proxy signature, respec- 
tively. Sun [51 et al. showed that  their threshold 
proxy signature suffered from some weaknesses and 
gave a modified scheme. Later, Sun [6] proposed 
an efficient nonrepudiable threshold proxy signa- 
ture. But Hwang[ 7] et al. showed Sun's scheme had 
two disadvantages and proposed a modified scheme 
which remedied the weakness of Sun's scheme. Sun 
and Chen [s'9] proposed a t ime-s tamped proxy sig- 
nature scheme with traceable receivers which can 
ascertain whether a proxy signature is created at 
a certain time, and can trace the receivers who re- 
ceived the proxy signature from the proxy signer. 

Recently, Yi LiJiang [1~ et al. proposed a proxy 
multi-signature scheme. 

In some proxy signature schemes[ 1-4,1~ it is 
possible for the original signer to generate a proxy 
signature instead of the proxy signer if the origi- 
nal signer can derive the proxy signature key from 
original signature key. Therefore, it is impor-  
tant  and sometimes necessary to identify exactly 
who signs the proxy signature. This proper ty  is 
called nonrepudiation. Hence, a part ial  proxy with 
the property of nonrepudiation is ideal. Hwang 
and Shi [n] proposed a specifiable proxy signature 
scheme, which provides the fair security of protec- 
tion for the proxy signer and the original signer. 

The paper  is organized as follows. In Section 
2, two secure nonrepudiable proxy multi-signatures 
are proposed. The security anMysis, performance 
analysis and advantages of our schemes are given 
in Section 3. Finally, we draw the conclusions in 
Section 4. 

2 P r o p o s e d  N o n r e p u d i a b l e  P r o x y  M u l t i -  
S i g n a t u r e  S c h e m e  

The proxy signature schemes of Mambo [1'2] et 
al., Kim [4] et al. and Yi LiJiang [1~ et al. do not 
provide nonrepudiation. It  is impossible to decide 
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who is the actual signer of a proxy signature in 
their schemes. The original or the proxy signer can- 
not  disavow a valid proxy signature.  In  practice, it 
is impor tan t  and sometimes necessary to exact ly 
identify who is the actual  signer of a proxy signa- 
ture for internal audit ing purpose or when there is 
abusing of signing capability. We call this prop- 
erty nonrepudiat ion.  Ano the r  drawback of their 
schemes [1'2'4'1~ is tha t  they  require a secure chan- 
nel to t ransmit  the proxy signature key from the 
original signer to the proxy signer. Anyone  who 
can intercept this proxy signature key can imper-  
sonate the proxy signer. In  addition, their  schemes 
are insecure against public key subst i tu t ion attack.  
Next we will propose two modified schemes which 
overcome these shortcomings.  

2.1 N o n r e p u d i a b l e  P r o x y  M u l t i - S i g n a t u r e  
S c h e m e  1 

Let A 1 , . . . , A ~  be n original signers. They  
joint ly ask a proxy signer to carry out  signing a 
document  rn for t hem altogether.  Ai (i = 1 , . . . ,  n) 
selects si ER Zq as a secret key and corresponding 
public key is V~ = g~ m o d p .  P roxy  signer selects 
sp E~ Zq as his secret key and corresponding public 
key is Vp = g~p rood p. 

1) Original signer Ai (i = 1 , . . . , n )  selects ki E Zq 

and computes Ki = gk~ modp and then sends Ki to 
proxy signer. 

2) Proxy signer selects ai ER Zq and computes Ki 
= g~iB2~ modpmodq .  He sends K, to original signer 
Ai. 

3) Original signer Ai computes 8"i = KiVisi + 
k~Ki rood q and sends 8e to proxy signer. 

4) Proxy signer computes cq = &i + Kicei rood q, 
and checks if the following equality holds: 

g~ = V Ki vi K K` modp. 

If it holds, proxy signer accepts c~ as a valid proxy 
signature key from original signer Ai. Otherwise, he 
rejects it and requests another one, or he stops the pro- 
tocol. 

5) Proxy key generation: if proxy signer confirms 
the validity of all (c~, K~). Then he computes c~ = 

n Vpsp + ~j=l ~ "  

6) Signing by proxy signer: when proxy signer 
signs a document m on behalf of A1,.- .  ,A~, he uses 

as his signature key. Then the proxy signature 
is (m, signr K t , . . .  ,K=), where sign~(ra)is com- 
puted by using any existing signature scheme based on 
discrete logarithm (121 . 

7) Verification of proxy signature: the verifier firstly 
computes the verifying key 

V' = V T P V (  1V1.. . I/~K"V=KK . . . .  K., 5" modp, 

then checks the validity of the signature sign~ (ra) by 
using the same verification process as the ordinary sig- 
nature scheme. 

2.2 N o n r e p u d i a b l e  P r o x y  M u l t i - S i g n a t u r e  
S c h e m e  2 

Let h( ) be a public collision resistant  function.  
T is t ime-s tamped,  rn~ is a war ran t  which contains 
the original signer's ID, the p roxy  signer 's ID, the 
delegation period, etc. The  other  sys tem parame-  
ters are the same as in Subsect ion 2.1. 

1) Original signer A~ (i = 1 . . . . .  n) selects k~ C• 
Z~_l and computes ~'i = gs modp  and then sends Ki 
to proxy signer. 

2) Proxy signer selects ai  ER Z~_I and computes 

Ki = g~i~2imodpmodq.  He sends Ki to original 
signer Ai. 

3) Original signer Ai computes ei = h(m,o,Ki,  
V~, . . . ,  V,~, Vv, T),  g,~ = e~s~ + k~ mod (p - 1) and sends 
~i to proxy signer. 

4) Proxy signer computes cri = &~ + ai rood (p - 1) 
and checks if the following equality holds: 

9 ~i = V~ ~i - Ki modp  

If it holds, proxy signer accepts cri as a valid proxy 
signature key from original signer A~. Otherwise, he 
rejects it and requests another one, or he can stop the 
protocol. 

5) Proxy key generation: if proxy signer con- 
firms the validity of all (c~i,Ki). He computes ep = 
h ( m ~ , K 1 , . . . , t ( ~ ,  V1 , . . . ,V~ ,T )  and cr = evs p + 

E j = I  O'i. 
6) Signing by proxy signer: proxy signer uses cr as 

his signature key when he signs a document m on behalf 
of A 1 , . . . , A ~ .  The proxy signature is (re, s ign,(m),  
K t , . . . , K , ~ , m ~ , T ) ,  where sign~(rn) is computed by 
using any existing signature scheme based on discrete 
logarithm [12]. 

7) Verification of proxy signature: the verifier first 
computes e m el (i -- 1 , . . . ,  n), the verifying key V' = 
V~P VF 1 . . .  V,~" K1 . . .  K,~ modp, then checks the valid- 
ity of the signature signo(m) by using the same verifi- 
cation process as the ordinary signature scheme. 

3 S e c u r i t y  A n a l y s i s  a n d  P e r f o r m a n c e  
A n a l y s i s  

Clearly, security analysis and performance anal- 
ysis of above two modified schemes are similar. In 
this section, we only analyze nonrepudiable  proxy 
mult i-s ignature Scheme 1 as follows. 
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3.1 S e c u r i t y  Ana lys i s  

In the following, it will be shown that the nonre- 
pudiable proxy multi-signature Scheme 1 is secure 
and nonrepudiable. 

A t t a c k  1. The difficulty in finding the cor- 
responding proxy signature key cr from the equa- 
tion v '=  K& 
modp  for the attacker knowing K1 , . . .  ,IG~ is 
equivalent to solving discrete logarithm hard prob- 
lem. Hence, it is computationally infeasible for the 
attacker to derive proxy signer's signature key or. 

A t t a c k  2. Without loss of generality, we as- 
sume that the original signer A1 intends to forge 
a proxy signature key cr at the cost of having his 
secret key unknown by public key substitution at- 
tack in which A1 can forge a valid proxy signature 
by updating his own public key. He firstly selects 
~, K1 , . . .  ,K~ ER Z~, then solves 

=( ( . . . . . . 

K K" ) - lg~)  m~-~) VS 1 modp 

such that 

g~ = V' = VV, vKlVl . . .  V2~V~K~l . . .  KK~ modp. 

But this problem is more diffficult than discrete log- 
arithm hard problem. 

A t t a c k  3. Without  loss of generality, we as- 
sume n = 2. An attacker may try to forge proxy 
signature secret key ~ by finding r K~, K2 such 
that  the congruence 

g~ VGV~v~v~K~V~KK~K~modp 

holds. Let 

then 

= V;V#Vf d modp, 

K2 = V~V/v2h g ~ modp 

go" =_vpVp+Kl a+K2evtK1VI +Kl b+K2f 

v2K1V2+Klc+K2hg Kld+K2w modp. 

Thus, the following four equations must hold: 

Vp + K l a  + K2e = Omodq, 

K1V1 + I < l b + K 2 f  = 0 modq 

K2V2 + K l c  + K2h = 0 modq, 

~r = K id  + K~wmodq  

But the only way to  determine K1 and/<~ is to fix 
a, b, c, d, e, f ,  h, w. Thus, the first three equations 

will hold with a negligibly small probability. This 
attack fails to work. 

Now let us consider the public key substitution 
attack. An attacker, taking the role of proxy signer, 
must compute ~r, Vp, K1, Ks such that  the congru- 
ence 

holds. Let 

Vp = l,~V~bg ~ modp,  

K1 = VJV~g f modp, 

K2 = V~V~g q modp, 

such that 

go- =v'IK1 V1 +Vva+KI d+K2 h V?2  v~ +V v b+K1 e+K2 w 

gVpc+Klf +K2q modp, 

where a, b, c, d, e, f ,  h, w, q are integers to be deter- 
mined. Therefore, the following three equations 
must hold: 

K1V1 + Vva + K id  + K2h = 0 modq,  

K2V2 + Vvb + Kle  + K2w = 0 m o d q  

Vpc + K l f  + K2q = ~ m o d q  

The attacker must first fix d, e, f ,  h, w, q to deter- 
mine K1,K2. However, it is infeasible to solve a,b 
such that  the first two equations hold. This is be- 
cause lip depends on a, b and hence any change of 
a,b will lead to the change of Vp. If the attacker 
fixes Vp such that  it is independent of a, b, then 
he has to solve c from V v = V~V~gCmodp such 
that Vpc + K t f  + K2q = a m o d q  holds. It is dis- 
crete logarithm hard problem. Thus the first two 
equations will hold with a negligibly small prob- 
ability. Finally, if the attacker lets a, b, c, d, e, f ,  
h ,w,q  En Zq, then it is believed that  above three 
equations will hold with a negligibly small proba- 
bility. 

3.2 Performance  Analys is  

We only analyze nonrepudiable proxy multi- 
signature Scheme 1. The performance of Scheme 
1 is measured by the time complexity and the total 
communication cost. ~Ve analyze the performance 
of Scheme 1 as follows. 

Let TE, TM and T~ be the times for comput- 
ing modular exponentiation, multiplication and in- 
verse, respectively. The time complexity required 
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by the original signer is riTE + 3nTM, which heav- 
ily depends on the computat ion of Steps 1), 3). 
The time complexity required by proxy signer is 
(4n + 1)TE + (4n + 3)TM + TI,  which contains 
the time complexity of s ign , (m) ,  which heavily 
depends on the computat ion of Steps 2), 4)-6). 
The time complexity contributed by the verifier is 
(2n + 4)TE + (3n + 1)TM which contains the t ime 
complexity of verification of sign~ (m), which heav- 
ily depends on the computat ion of Step 7). 

Denoted by Ixl is the bit length of an integer 
x. In the proposed scheme, the size of proxy sig- 
nature (m, sign=(m), K 1 , . . . , / ( n )  for message m is 
IPl + (n + 1)]ql + I m  I which contains the communica- 
tion cost of s ign , (m)  and the total  communication 
cost is (n + 1)lpl + (3n + 1)lql + Iml which heavily 
depends on the communication cost of Steps 1)-6). 

R e m a r k  1. The time complexity and the to- 
tal communication cost s ign , (m)  are measured by 
E1Gamal [12] signature scheme. 

R e m a r k  2. In Scheme 1, proxy signa- 
ture key a contains information of the origi- 
nal signer Ai's secret key si and verifying key 
V ' =  V p V P V g l v 1 . . . v g ~ v - K K 1 . . . K g ~ m o d p c o n  - 

tains information of Ai's public key 17/. Hence, the 
verifier can be convinced that  the proxy signature 
is authorized by the original signer Ai. On the 
other hand, since proxy signature key ~ contains 
information of the proxy signer's secret key sp and 
verifying key V' contains information of the proxy 
signer's public key Vp, so the proxy signer does not 
disavow his signature. 

R e m a r k  3. In Scheme 1, another merit of our 
protocol is that  communications between an origi- 
nal signer and a proxy signer need not use secure 
channel, because an attacker does not know cr and 
the secret key sp of the proxy signer. Even if an at- 
tacker knows all the messages t ransmit ted between 
an original signer and a proxy signer, he does not 
obtain proxy signature key ~7. 

R e m a r k  4. Since we use one-way hash func- 
tion h ( ) ,  t ime-s tamped T, warrant  rn~ in nonrepu- 
diable proxy multi-signature Scheme 2, the security 
of this scheme is be t ter  than that  of nonrepudiable 
proxy multi-signature Scheme 1. Security analysis 
is similar with nonrepudiable proxy multi-signature 
Scheme 1. 

4 C o n c l u s i o n s  

In this paper, we propose two secure nonrepudi- 
able proxy multi-signature schemes that overcome 

the disadvantages of schemes proposed by Yi Li- 
Jiang et al., Mambo et al. and Kim et al., respec- 
tively. The proposed schemes can withstand pub- 
lic key substitution attack. In addition, our new 
schemes have some other advantages such as proxy 
signature key generation and updat ing using inse- 
cure channels. Our approach can also be applied to 
other E1Gamal-like proxy signature schemes. The 
security analysis and performance analysis of the 
modified schemes are given. 
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