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Abstract

This paper gives two varieties of the public key cryptosystem in [1] which can also be used to
implement digital signatures.

1. Introduction

The concept of public key cryptosystems was introduced by Diffie and Hellman in 1976 [2].
In a public key cryptosystem, each user has a public encryption algorithm £ and a secret
decryption algorithm D. These algorithms satisfy the following conditions. 1) D is an inverse of E.
2) E and D are easy to calculate. 3) Each easily calculated algorithm equivalent to D is
computationally infeasible to derive from E. And the public key cryptosystem can be used to
implement digital signatures if £ is an inverse of D . Many concrete schemes of public key
cryptosystern have been invented [3-6, 9-15]. Among the others, the RSA cryptosystem is drawn
from number theory which can be use to implement digital signatures, and the trapdoor knapsack
system from combinatorial mathematics *+°1, All the systems [3-6, 9-15] are block cryptosystems.
In 1984, we introduced a public key cryptosystem based on invertibility theory of finite
automatal'! of which security rests on the difficulties of finding weak inverses of nonlinear finite
automata and of factoring matrix polynomials over Galois field . Because this is , to our knowledge,
the first sequential (or stream ) public key cryptosystem, its implementation is easy and the size of
its public key is relatively small. This paper gives two varieties of the public key cryptosystem in
[1] which can also be used to implement digital signatures and have slight improvement in the size
of public key.

2. Preliminaries
For any finite automata M = (X, Y, 5,5, A>and M =<V, X, 5,0, ' >, M issaid to be a
weak inverse with delay t'of M if for any s in S there exists 5" in S such that s’ and s is a match pair
with delay 7, i.e. for any z;, x;,---in X, the equation

A{s, Msimory -+ )) = x_, - x_  xox;

holds for some x__, --- ,x_ in X. And M is said to be an inverse with delay t of M if for any s in S
and 5" in &', 5" and s is a match pair with delay 7 .
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Proposition 1. Let M=( X, Y, S, 0, idand M =( Y. X, §, 84 dbe two finite
automata and X = Y. Then for any states s of M and s' of M, s" and s is a match pair with delay
free if and only if s and s’ is a match pair with delay free.

Proof. Suppose that 5" and s is a match pair with delay free.- We prove by reduction to
absurdity that s and s’ is a match pair with delay free. Suppose to the contrary that for some
sequence y (0) y (1) ---over Y, A(s,A'(s', y{0) y (1) --- }), denoted by y’ (0) ¥'(1) -+, is not equal to ¥(0)
¥{1)---. Then {0)--- {n)#£y'(0) --- y(n) for some n > 0. Since 5" and s is a patch pair with delay
free, we have 2(s', y'(0) -y (n)) = Z'(s, ¥(0) - y(n)). From X = ¥, A’ (s, V"7 ') # X** ' It
follows that there exists x(0)---x"(n) in X"*! — Z'(s, Y"*'). Denote i(s, z'(0)-:-x"(n})
=y"(0)--y"(n). Since s’ and s is a match pair with delay free, we have '(s, y"(0) - ¥"(n))
=z"(0)---x"(n). Thus z"(0)---x"(n) is in A'(s', Y**!). This is a contradiction. From
symmetry, the proposition is proven.

Let My = (X, V', S0, 80, Aoand M, =< Y, Y, S, 8,, 2, be two finite automata. We use
C (M,, M,)to denote the finite automaton M =< X, Y, S, x S, §, 1), where

({0,510, %) = <‘5o(50:x)r 51(451"10(50"”))%
A(CsgrsyDsx) = Ay(s, Ag{s0, 7))

Let M, = (Y, Y, 8, 8}, 4, ) be a t-order input-memory finite automaton, defined by [16,p. 10]

() =fly(i—t),-A)), i=01,-. ()

Let My = (Y, X, Sy, 85, Ay ) be a r-order input-memory finite automaton defined by [16, p. 10]

(1) =gy (i=r),x (), i=0,1,---. @)

We use C'{ M, M,) to denote the (¢+r)-order input-memory finite automaton with input
alphabet Y and output alphabet X, defined by

X(i)=g(flyli—r—1t)yli=r)) JSli—t), - y(0)),  i=0L-. @)

Theorem 1. Assume that M| is a weak inverse with delay free of M. Assume that My isa
(1, r)-order memory finite automaton and for any states sq = {y'(=r1), -, ¥(—=1), s(—1), -,
A{—1)> of My and sy = (y'(—1), -, y(=1)D of My, sy and sy is a match pair with delay t. Then
for any state s; of M, there exist y(—t),--- ., {—1) in Y such that for any y{ —r—1t), -,
y(—t—1)in Y and any 2(—71), -, 2(—1) in X the state {{ —r —t), - (= 1)) of C( M,
My) and the state (so, sy of C(My, M) is a match pair with delay t, where
so =<y (=1 (=D —1), - A= 1)) is a state of M, and

y()=flyli=e) (i), i==1, -r @)
Proof. Given anystaie s, in My and y(—r — ), -~ (=t — 1) in Y. Since M is a weak inverse

with delay free of M, there exists a state s} = {y(—1¢), -~ ,y{—1)> of M| such that s and s, is a
match pair with delay free. For any x{0), x(1),--- in X. we denote

£o(0,2(0)x(1) ) = ¥ (0)y' (1),

';-1(51v,V,(0)9'l(1)"’)=7(O)7(1)""
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Thus 2, (s}, Y(0)¥{(1)---) = ¥(0)y(1)--- holds. It follows that

From the hypothesis of the Theorem, s, and s, is a match pair with delay 1, where sp =

<yl(_r)’ T y’(~1)>- Then o (so, }”(O)}"(l) ) = %/(0) ex(t — l)x(O)x(l) -+~ holds for some
z(0), -, (- 1) in X.It follows immediately that '

x(i—r)=g(y'(é—r),-‘-,y’(i)), i=t,t+1,--. {6)
From (4), (5) and (6), we have

2(i= ) = gy li=r= )es yli = ), F(i =)oy ¥(0)))
i=1,7+ 1,
Thus {y{—r— t), ,y(—l)) and {sqg, s; ) is a match pair with delay 1.

Theorem 2. Assume that My is an inverse with delay r of My, and M, is a weak inverse
with delay t of M, , where My and M are defined by (2) and (1) respectively. Then C'( My, My)
is a weak inverse with delay r+1t of C(M,, M,). _

Proof. Given any state (s, s; ) of C(M,, M, ). Since M} is a weak inverse with delay t of
M, there exists a state 5} = {y(~—¢t), -+, ¥(— 1)> of M, such that s} and s, is a match pair with
delay 7. Let s’ = (y( —r—t), -, y( —1)) be a state of C'( M}, Mo-),where y(=r—t), -,
y(—t— 1) are arbitrary elements in Y. Below we prove that s’ and ( so, s, > are a match pair with
delay r+1. Given any x(O), x(l), - in X, denote

Ao(s0,%(0)x(1)-+) =y (0)y (1),
A (s7'(0)y (1)) = 5(0)y(1) .
Let 4\ (s1, #0)y(1)---) = y"(0)y"(1)--. Then y"(i) = y(i — 1), i = 7, t+1, ---. It follows that
yYii—t)=flyli—1t), i), i=1,74+1,--. (7N
Let (', {0)5(1)---) = x(0)x'(1) -+, A’ being the output function of C'( My, Mp). It is evident
that
(i) =g(fly(i—r—2t).y(i=r)), Sy(G—=1),x(i))),i =01,
Using (7), we have
Z(i)=g(y(i—r—1),y(i~1)), di=r4+tr+1+1,--. ®
Since Mj, is an inverse with delay r of M,, for any state s, of M,
%o(50'(0)y' (1)) = x( =)+ 2( = 1)x(0)2(1)

holds for some x(—r), e, x(—l) in X. It follows that

-

x(i—r)=g(y’(i—r),---,y'(i)), i=rr+1,-. (
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From (8) and (9), we have :c'(i):x(i——r—r), i=r+1, r+17+1,--.

The following Proposition is a special case of the Corollary in [1].

Proposition 2. Let s’ = (y{ —r—t),--, ¥(—1)) be a state of C' (M), M), s =
A —=t) s {=1)>and so =¥ (=1), . (1)), where y'(i) = A{i — ), H{(D)) i = =1,
o,—r. Then (s}, so ) is a state of C(M), My) and equivalent to s'.

Below we give an expression for (3). It is well known that any n-ary function over GF(q) can
be expressed by a polynomial

with coefficients bil...i" sin GF(q). Let X, Y and Y be column vector spaces over GF{(g) with
dimension [, m and m’, respectively. We use 7(ug, ---,u;)to denote a column vector of which all
components are just monomials of some components of u,, -+, u; containing at least a component
of ug and of u;. n{ug, -, u;) is said to be the monomial vector with span j+ 1. Clearly, f can be
expressed as the following

f(y—n"'a)’o) =F+ kZOthFkhn(y—h"“O’—k)» (10)

where F is a m’-dimensional column vector over GF(¢) and F,, is a m’ x n matrix over GF(q) for
some 7.
Let M, be linear, that is,

g(_'y,—r’.“’yl—l’ylo)z ‘ZOBJ._y’_J. (11)
j=

for some [ x m’' matrices By, ---, B, over GF(q). Then (3) can be expressed by

1

x'(i)z,-g‘oBf[F+ Y X Furn(y(i—j—=h),y(i=j— k)],  i=0L-,

Lo
that is,
(D)= C+ T T Canlyli = k) ay (i) im0, 12)
where
C=(Y B)F,
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t—h
Fh(z)=.ZOFj'j+hzf’ h=0,1,-,r,
=

r+t—h
Ch(z)z _zo C]-.j+hzj, h=011,"',7‘.
j=

3. Several Public Key Cryptosystems and Digital Signatures

Throughout this section, X and Y are taken as the column vector spaces over GF(q) with
dimension [ and m, respectively.

To construct a public key cryptosystem based on the invertibility theory of finite automata,
people can choose a common ¢ and [, and take m = [ for the sake of digital signatures. In other
words, the cleantext alphabet and ciphertext alphabet are all the same to every users, that is, [-
dimensional column vector space over GF(q).We first restate the public key cryptosystem based
on the invertibility theory of finite automata introduced by the authors in [1], then introduce two

varicties.
3.1. The system in {1]

An user, say A, can choose his (her) own encryption key and decryption key according to the
following procedure. 1) Choose a t-order input-memory linear finite automaton M, = (7, X, 5},
0y, A1), M) being an inverse with delay 7, defined by

(i)=Y 4;y(i—j), i=0,1,-- (14)
j=0
(for detail see [16] §2.6). 2) From M, make a (t,7)-order memory linear finite automaton M,
=(X,Y,5.,8,,4, ),M| being an inverse with delay t of M,, defined by

Ajy(i—j)+ 2 Bix(i~j), i=0]1

1 i=0

Md

y(i)=

i

(for detail see [16] §2.6). 3) Choose a (r+ 1)-ary nonlinear function f{ vg, -+ ,v, ) over X such that
for any vy, -+ ,u, in X,f( Uy * " ,v,.) as an unary function of argument v, is invertible. 4) From A,
and f make a (7+r, T) -order memory finite automaton M defined by

T T

y(i)= 3 Ap(i=i)+ 3 Bf(x(i—j),wali=j=r))  i=0l. (19

ji=1 j=0

5) Choose arbitrary a{—1), -+, {—7) in X. Then (M, s) is the public encryption key of user 4,
where s ={x{—r), ---, x(—1)>. 6) From f make a (r+1)ary function f’ such that
f'(flvo, -+ w,),vq, - ,v,) = vg holds for any vy, -+ v, in X. Then (M, f') is the secret decryption
key of user A.

When another user B wishes to send a message %(0) - - x(n) to user A in secrecy, B first extends
arbitrary t digits x(n-+-1), TN x(rH-r) in X, then chooses arbitrary y(— 1), - _v(—r) in Y and
x(—r— 1, ---, x(——r— r) in X and calculates, using A’s public key, the ciphertext y(O)
y(n+r) according to (15) which is sent to user A thereafter. On receipt, user A first calculates
values x"(t), -++, x"(n+ t) according to (14), then calculates values x(0), -+ ,x(n), using f" in A's
secret key and s in A's public key, by
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x(t)=f(2"(i + t)x(i—1), - x(i— r)h i=01,-,n
This public key cryptosystem can be slightly modified to implement digital signatures. That
is, A's public key is extended to (M, s, so), where sq = <(H{ —1),, { —1), o —1 =), -,
x{ —1)) satisfying

ZA‘,u,y )+ZB,+Jf( V(= =) =0,

Notice that, in case of £(0,---,0)} = 0, we may take sq = <0, --- ,0>. When user A4 needs tosign a
message ¥(0)---y(n), A first extends arbitrary v digits y(n + 1),--,5(n + 7) in Y, then
calculates x{(0)---x{n + 1) by

(i) =f (5 () x(t=1), - x(i—7)), i=01,,n+1,

using A’s secret key and s in 4's public key, where x(0)}---x(n + 7) = 410, #{0) --- An+ 1))
Every one, say B, validates A's signature x(0)--- x{n + t) on message y(0) - ¥(n) by calculating
M6 (s, {(0) - x(t—1))x{1) -~ 2(n + 7)) using A’s public key, which is equal to ¥{0) --- ¥{n).

3.2. The first variety

Symmetrically, using Theory 1, we can construct a public key cryptosystem which can also be
used to implement digital signatures.

A user, say A, can design his (her) own secret key and public key as follows. 1) Choose a r-
order input-memory linear finite automaton My = ( Y, X, S, 86, 40 > » M being a weak inverse
with delay v, defined by (2) (for detail see [16] §2.4).. 2) From My, make a (t, r)-order memory
linear finite automaton My = {( X, Y, S, 8¢, 49 > such that M} is a weak inverse with delay 7 of
M and for any states of the form so = {¥( —r),--,5( =1)a{ —7), -+ ,a( —=1)) of M, and s
= {y{=r), ¥ —1)) of My, s and 5, is a match pair with delay 7 (for detail see [16] p. 141
Theorem 8). 3) Choose a t-order input-memory nonlinear finite automaton M, = (Y, ¥, S}, 6},
A} » defined by (1) and a finite automaton M, = (Y, Y, S,, §,, A, such that M, is a weak inverse
with delay free of M,. 4) From M} and M, make the finite automaton C'( M, M, ) expressed in
the form of (12). 5) Choose a state s, of M, and astate s} = {y{ —t),--,5{ —1)) of M} such that
sy and s, is a match pair with delay free. Choose y{ —r—t),---,){ —t —1)in Y. Let 55 =
(Y(=r) sy (—1)>, where y'(i)=Axi— t),-xi ~1)), i=—1,---,—r. Then (C(My,
M), <A =r—t).--. (i —1)),1)and { My, My, My, sp, s, ) are the public key and the secret
key of user A, respectively.

When another user B wishes to send a message 3(0) - y{n) to user A in secrecy, B first extends
arbitrary 7 digits y(n + 1), ---, ¥(n + 7) in ¥, then calculates x'(0) --- x(n + ) according to (12)
using A's public key. The ciphertext x(0)---x'(n + 1) is sent to A. On receipt, user A first
calculates Ao(0, x'(0) -~ 2'(n + 1) — Ag( s, 0"***1}) denoted by y/(0)---y"(n + ) using M,
Mj and s; in A's secret key, then calculates (s, ¥"(t) -~ y"(n + 7)) using M, and s, in A's secret
key which is equal to ¥{0)--- ¥{(n).

To prove A s,y (1) (n+1))=50)yn), denote (s}, /{0)--Hrn+1))=
¥'(0)---¥(n + t). From Proposition 2, we have Ay(sp, ¥(0) - y(n + T)) %(0)---x'(n + 7).
Since M, is linear, we have x(0) - x'(n + 1) — Ag( sy, 0" ) = 45(0, ¥(0) -+ ¥'(n + 7)). Since
My, is a weak inverse with delay T of M, and they are linear, we have y"{0} .- y"{n + 1) = 4o(0,
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25(0, ¥(0) -+ y(n + 7)) = 0° (0} --- ¥'{n). It follows immediately that y" (1) --- ¥"{n + 1) = ¥'(0)
-+ ¥'(n). Since 8| and s, is a match pair with delay free, from Proposition 1, s; and s} is a match
pair with delay free also. Therefore,

Ai(sy, ¥ () - y'(n + ) = A(sy, A (s1.x(0) - y(n) = ¥(0) - ¥{(n).

This public key system can be used to implement digital signatures. User 4 can sign a
message x(0) --- x(n) by the following steps. 1) User A first chooses arbitrary 27 digits x(—1),
x(—l), x(n + 1), -, %(n + 7)in X. 2) Then 4 calculatesy(O) ~oy(n+ 1) = 4y (s, 4o (So> x(O)
x(n + 1)) using My, My, sp and s, in A’s secret key, so being &= ¥ (=1), o—1), -,
x(—1)>. Every one, say B, can validate A’s signature ¥(0) -+ y(n + 7) on x(0) --- x(n) by
calculating A'({—r—¢),- . (—=1)>, H0)---y(n + 7)) using A's public key, where ' is the
output function of C’(M’l, M, ) From Theorem 1, it is easy to.see that ).’((y( —-r— t), -y
¥(—1)2.0) -+ y{n + 1)) is equal to x(0) --- x'(¢ — 1) (0) - -- z(n) for some £(0),---,%(t—1)in
X.

3.3. The second variety

Another public key cryptosystem which can also be used to implement digital signatures is
based on Theorem 2. A user, say 4, can design his (her) own secret key and public key as follows. 1)
Choose a r-order input-memory linear finite automaton My, = ( Y, X, S;, 85, 4p ), My being an
inverse with delay r, defined by (2) (for detail see [16] §2.6). 2) From M, make a (r, r)-order
memory linear finite automaton M, = ( X, Y, Sy, &, 4 ) such that My is an inverse with delay r
of My (for detail see [16] p.169 Theorem 3). 3) Choose a t-order input-memory nonlinear finite
automaton M, = Y, Y, S}, 8, | ) defined by (1), a finite automaton M, =< Y, ¥, S5,,8, 4, )
and a finite automaton My = { Y, Y, 57, 81, 2] > such that M is a weak inverse with delay 1 of M,
and M is a weak inverse with delay t’ of M. (Such M,, M and M are existent, for example, see
[16] pp- 182—183.) 4) From M} and M, make the finite automaton C'( M}, M}, ) expressed in the
form of (12). 5) Choose a state s, of M, a state s} = (y{—¢),--,y(—1)) of M} and a state s} of
M7 such that 5| and s, is a match pair with delay 7 and s} and s is a match pair with delay 7'.
Choose y( —r—t),--.,{—t—1) in Y, and let sy =<y(=r).y(—1)D.where y(i)=
AAi =), i), i==1,---,—r. Then (C(My, My) A —=r—=2), - A-YD>r+1,r+ )
and (M,, My, M, M, s,, s, s]) are the public key and the secret key of user A, respectively.

When another user B wishes to send a message y{0) --- ¥{n) to user A4 in secrecy, B first extends
arbitrary r + 1" digits y( n+ 1), TN y{ n+r+ ‘r’) in Y, then calculates the ciphertext x'(O) x'( n
+ r + v’} according to (12) using A4's public key, which is sent to user 4. On receipt, user A4 first
calculates Ao(0, '(0) -+ x(n + r+ 7') — Ap(sh, 0"*"***1)) denoted by y"(0)---y"(n + r + ')
using My, My and s; in A's secret key, then calculates 2{(s7, y"{r) -~ ¥"(n + r + ")) using M7and
s in A’s secret key which is equal to 30} --- (7" — 1 )y(0) --- 1{n) for some #0), --- Ht —=1)in Y.

To prove Aj(s}, ¥ (1) y(n+r+ 7)) =H0) A1 — 1)y0) - ¥{n) for some ¥0), -+,
77 —1) in Y, we denote A\(s}, ¥{0)---An+r+7))=%(0)-y(n+r+ 1) From Propo-
sition 2, we have Ay(sy; ¥(0)--¥(n+r+ ) =2(0)--2(n + r + 7'). Since M is linear, we
have 2(0)-+-x'(n +r+ 1) — Ag{so, O**7* %) = 25(0,5(0) - ¥'(n + 7 + 7')).Since M is an
inverse with delay r of My and they are linear, we have y"(0) - y"(n + r + t') = 44(0, 4o(0, ¥'(0)

~ ¥(n+r+19)))=0y(0) -y (n + 7). It follows immediately that y(r) --- y"(n +r + )
=y(0)---y'(n + 7). Since s{ and s| is a match pair with delay 7', we have (s1y'(r) -
Y{n+r+ 7)) =27, Als, 1O Hn+7)))=H0) A —1)5{0)--Hn) for some
H0), -\ H ¥~ 1) in ¥,
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This public key cryptosystem can be used to implement digital signatures. User A4 signs a
message x(0)---x(n) as follows. 1) User A first extends arbitrarv r + t digits x(n + 1),
Hdn +r+71)in X, 2) Then A chooses any state s, of M, and calculates {0} ---y{n + r + T)
A(s1s Aok sos 2(0),---.x(n + r + 7))) using My, M, and s, in A's secret key. Every one, say B,
validates A's mgnature A0 y{n+r+ ) on x{0)---x(n) as follows. 1) User B first chooses
arbitrary { —r—¢),--,{ —t—1) in Y. 2) Then B calculates X(0) - x(n+r+1)=
~'((ﬂ—r—l) o (=t =)A=t A=1)>, HO)--¥{n +r+ 1)) using 4’s public key,
where 1’ is the output function of C{ M, Mj). From Theorem 2 and its proof, it is easy to see that

Ar+t)x(r+r + n) = x(0)-- x(n).

4. Security

For the varieties of finite automaton public key cryptosystem stated in previous section, their
security may be analogously discuss as in [1]. As pointed out there, the security of these
cryptosystems is determined by the complexity of finding weak inverse finite automaton of C'( My,
M, ) or of C{ My, M) (of finding weakly invertible finite automaton with weak inverse C'( My,
M, ) or C(M],Mjy) for digital signatures). But the mathematics does not vet provide a systematic
method to estimate the precise lower bounds of computing time and storage amount for finding
weak inverses of nonlinear finite automata (for finding weakly invertible finite automata of which a
given nonlinear finite automaton is a weak inverse). So the only way available is to design a good
algorithm and to estimate the precise upper bound of computing time and storage amount which is
regarded as a loose approximation of the lower bound.

For the sake of avoiding repetition, we only discuss the problem for the case in §3.2, the case
in §3.3 can be analogously discussed. For finding a weak inverse with delay 1 of C'(M7], Mp), the
first method is a general one which is fit to any weakly invertible finite automata with delay 7.
Denote the output function of C'(M}, Mg) by A'. Suppose that C'(M}, My) is weakly invertible
with delay 7" and 1" < 1. Since €’ (M Mo) s an mput memory finite automaton, it is strongly
connected. For finding a weak inverse with delay " of C'(M], Mj), according to this method, we
need for each state s' = (y(—r —t), -+, y(—1) of C'(M}, My) to calculate all x(0) --- x (') = A'(s’,
¥(0) --- (7)) for ¥(0), -+, ¥(r) in Y. from which a function f can be deduced with f(s', =(0) -
x(7')) = ¥(0). Since the state number of C'(M7, Mp)is ¢""*? and there are ¢ * ) sequences over ¥’
with length 7 + 1, we need to calculate q“'““yl+ b values of function 4. In case of ¢ = 2,1 =8,
r=t=10and v = 0, we have ¢/""**¥*1 = 2168 5 10501 Hence, this method is impractical for
moderate r + ¢ + 7.

For finding an automaton of which C'(M, M) is a weak inverse, a general method is given in
[22]. This method spends more computing time and storage amount than the general method
above.

The second method is a special one for C'(M}; Mp). The centre of this method is to
decompose C'(M7, Mg). My and M, can be easily found out as soon as M and M| are obtained
from decomposing C'(M}, Mp). Since C'(Mj, M) is given by (12) and the coefficients in (12)
satisfy (13), decomposition of C'(M7], Mp) is equivalent to factorization of matrix polynomials over
GF(g). Since the matrix ring over GF(q) is noncommutative and contains divisors of zero,
establishing divisibility theory for matrix polynomials over GF(g) with singular leading coefficient
seems rather difficult [23]. Although polynomial time algorithms for factorization of polynomials
over GF(q) are existent, for example, see [24, 25], vet no feasible algorithm exists for factoring
matrix polynomials over GF(g). A possible straight way is to reduce (13) to a ‘simultaneous
quadratic equation over GF(g) and solve it. But it is well known that solving nonlinear equations
over GF(q) is very difficult if its argument number is great.
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From above discussion, security is relative to the size of parameters ¢, i, r, t and 7’. Usually, ¢
= 2. Werecommend ¢ 2 8, r 2 10 and ¢ 2 10. And nonlinear function f may be chosen such that
its polynomial expression (10) contains a few monomials with span > 2. For example, take f as the
following form:

f(’V_, ’yO) F0+ Z j.}' j+ Z }+lj’/—jy—j‘-l’ (16)

where Fo, F;and Fj;,, ave [ x 1, [ x [ and { x [ matrices over GF(q), and y_; y_;_; = [a,b,,
ab]  foranyy.; =[a,.---.a]"and y_;_ = [by, ---, b]". In this instance, (12) is simplified
as the foliowing:

r+e r+vi—1

( ) Co + Z CJJ’(L + Z CJJ"ly( —j)y(i—j—l),

i=0,1,--, (17
where
Co= 3B
C(z)=B(z)F(z),
¢ ()= B=)F ()
B(z) = z B;z,

=0

(18)

Since C'(M}, M;) in the public key is given by coefficients Cy, Cy;, i =0, -+, 7 + t,and Ci ;4,1
=0, -, r+t— 1, both the lengths of the public keys in two varjeties are about

[I (1 +12r + 2t + 1)) + I{r + t)]log,q bits. Letting ¢ = 2 and { = 8, the length of public key is
about 349 x 8 = 2792 bits in case of r =t = 10, 519 x 8 = 4152 bits in case of r = ¢t = 15, and
689 x 8 = 5512 bits in case of r=1 = 20.
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