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Abstract F A P K C 4 ,  a public key cryptosystem based on automata theory, is generalized so that 
component automata of compound automata in user's public key would not be restricted to mem- 
ory finite automata. The generalized F A P K C 4  can be used in encryption and implementing digital 
signatures as well. 
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DIFF'IE and  ellm man'" introduced the concept of public key cryptosystems. Many concrete schemes have 
been proposed and have witnessed important applications in the area of information security. Among the 

others, there are several public key cryptosystems based on finite automata theory, such as FAPKCO[*I ,  
FAPKCl and F A P K C ~ ' ~ '  , F A P K C ~ ~ ' )  , F A P K C ~ ' ~ '  , and F A P K C ~ ' ~ '  . A  user' s public key of the above 
FAPKCs consists of a compound of two memory finite automata with some invertibility and initial states. On 
the other hand, in ref. [6] , we research into the invertibility theory for general finite automata of which 
states consist of finite input history, finite output history and finite "inner state" history. Those theories 
laid a foundation for generalizing FAPKC so that component automata of compound automata in user' s pub- 
lic key are such general finite automata. In ref. [7]  , we have made such generalization for FAPKC3. In 
this note, we generalize FAPKC4.  

1 Theoretical foundation 

Let M = ( X ,  Y , s " '  x x', 6 ,  A )  be a finite automaton defined by 
A ( ( s ( i ) ; . . , s ( i  - p ) ,  x ( i  - I ) ,  ..., x ( i  - r ) ) ,  x ( i ) )  = y ( i ) ,  
G ( ( s ( i ) ; . * , s ( i  - p ) ,  x ( i  - I ) ,  ..., x ( i  - r ) ) ,  x ( i ) )  

= ( ~ ( i  + l ) ; . * , s ( i  + 1  - p ) ,  x ( i ) ,  ..., x ( i  + 1  - r ) ) ,  

where 
y ( i )  = f ( s ( i ) ; . . , s ( i  - p ) ,  x ( i ) , . - . , x ( i  - r ) ) ,  

~ ( i  + 1 )  = g ( s ( i ) , - . . , s ( i  - p ) ,  x ( i ) ; . - , x ( i  - r ) ) .  (2)  
Let M * = ( Y ,  X  , X' x  Sp +' x Y , 6 * , A " ) be a finite automaton defined by 

A "  ( ( x ( i  - l ) ; . . , x ( i  - r ) , s ( i ) ; . . , s ( i  - p ) , y ( i  - l ) , . . . , y ( i  - r ) ) ,  y ( i ) )  = x ( i ) ,  
6 " ( ( x ( i  - I ) , . . . , x ( i  - r ) , s ( i ) , . . . , s ( i  - p ) , y ( i  - l ) ; . . , y ( i  - r ) ) ,  y ( i ) )  

= ( x ( i ) ; . . , x ( i  + 1 - r ) , s ( i  + l ) ; * . , s ( i  + 1 - p ) , y ( i ) ; . . , y ( i  + 1 - r ) ) ,  ( 3 )  
where 

x ( i )  = f: ( x ( i  - l ) ; . . , x ( i  - r > , s ( i ) ; . . , s ( i  - p ) ,  y ( i ) ; . . ,  y ( i  - r ) ) ,  
s ( i  + I )  = g ( s ( i ) ; . . , s ( i  - P ) ,  x ( i ) ; . - , x ( i  - r ) ) .  ( 4 )  

Let M' = ( z ,  Y ,  yk x w n + '  x z h ,  c Y r ,  A ' )  be a finite automaton defined by 
A f ( ( y ( i  - l ) ; . . , y ( i  - k ) ,  w ( i ) ; . . , w ( i  - n ) ,  z ( i  - I ) ,  . - . , z ( i  - h ) ) ,  z ( i ) )  = y ( i ) ,  
s f ( ( y ( i  - l ) , . . . , y ( i  - k ) ,  w ( i ) ; . . , w ( i  - n ) ,  z ( i  - I ) ,  . - . , z ( i  - h ) ) ,  z ( i ) )  

= ( y ( i ) ; . . , y ( i  + I  - k ) ,  w ( i  + l ) ; . . , w ( i  + 1 - n ) ,  z ( i ) , . . . , z ( i  + 1  - h ) ) ,  ( 5 )  
where 

Y ( i )  = Y 7 ( y ( i  - I ) ; . . , y ( i  - k ) ,  w ( i ) ; * . , w ( i  - n ) ,  z ( i ) ; . - , z ( i  - h ) ) ,  
w ( i  + 1 )  = $ ( y ( i  - I ) ; . - , y ( i  - k ) ,  w ( i ) ; . - , w ( i  - n ) ,  z ( ' i ) , * . . , z ( i  - h ) ) .  (6) 

Let M ' "  = ( y , Z , z h x  V + ' X  x'+~, 6 1 X ,  A I X )  beafiniteautomatondefinedby 

1) Gao Xiang, Finite automaton phlic.  key cryptosystems arrrl digital signatures--analysis, design and implementation, DL- 
sertntion ( in  Chinese) , Institute of Software, Chinese Acatlerny of Srirnces, Hrijing, 1994. 
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A r * ( ( z ( i  - ~~~~~*,z(i - h ) ,  w ( i ) ; . . , w ( i  - n ) ,  y ( i  - I ) ,  - - + , y ( i  - r '  - k ) ) ,  
y ( i ) )  = z ( i ) ,  

a r * ( ( z ( i  - 1 ) ; - * , z ( i  - h ) ,  w ( i ) , - - - , w ( i  - n ) ,  y ( i  - I ) ,  * - - , y ( i  - r' - k ) ) ,  y ( i ) )  
= ( z ( i ) ; . . , z ( i  + 1  - h ) ,  w ( i  + I ) ,  " * , w ( i  + 1 - n ) ,  y ( i ) , - . . , y ( i  + 1  - r r  - k ) ) ,  

(7) 
where 

z ( i )  = ? ? ( z ( i  - l ) ; . . , z ( i  - h ) ,  w ( i ) , - 0 - , w ( i  - n ) ,  y ( i ) ; - . , y ( i  - r' - k ) ) ,  
w ( i  + 1 )  = $ ~ ( ~ ( i  - r '  - l ) ,  - - . , y ( i  - r' - k ) ,  w ( i ) ; - - , w ( i  - n ) ,  

z ( i ) ; . . , z ( i  - h ) ) .  ( 8 )  
Let C' ( M ,  M' " ) be the compound finite automaton of M and M' * , that i s ,  C' ( M ,  M' * ) = 

(',z,zh w n + I  s r l + k + p + l  x r ' + k + r  , Y ,  A " ) ,  where 
~ " ( ( z ( i  - 1 ) ; - - , z ( i  - h ) ,  w ( i ) ,  . * - , w ( i  - n ) ,  s ( i ) , . . - , s ( i  - r' - k  - p ) ,  
x ( i  - 1 ) ; - . , x ( i  - T' - k  - r ) ) ,  x ( i ) )  

= z ( i ) B " ( ( z ( i  - l ) , " - , z ( i  - h ) ,  w ( i ) ,  ..., w ( i  - n ) ,  s ( i ) , . . . , s ( i  - T' - k  - p ) ,  
x ( i  - l ) ; . . , x ( i  - r' - k  - r ) ) ,  x ( i ) )  

= ( z ( i ) ; . . , z ( i  + 1  - h ) ,  w ( i  + I ) ,  ..., w ( i  + 1  - n ) ,  
s ( i  + l ) ; . . , s ( i  + 1  - r' - k  - p ) ,  x ( i ) ; . . , x ( i  + I - r '  - k  - r ) ) ,  

and 

z ( i )  = qrr: ( z ( i  - l ) , . . . , z ( i  - h ) ,  w ( i ) , . . . , w ( i  - n ) ,  f ( s ( i ) , . . . , s ( i  - p ) ,  
x ( i ) , . . . , x ( i  - r ) ) ; * * , f ( s ( i  - r' - k ) , . . - , s ( i  - r r  - k  - p ) ,  
x ( i  - r' - k ) , . . . , x ( i  - r' - k  - r ) ) ) ,  

w ( i  + 1 )  = $ ( f ( s ( i  - r' - l ) ; * * , s ( i  - r' - 1  - p ) ,  x ( i  - r' - 1 ) ; - - , x ( i  - r1 - 1  - r ) ) ,  
- . - , f ( s ( i  - r' - k ) , - - - , s ( i  - r' - k - p ) ,  x ( i  - r' - k ) , : . . ,  
x ( i  - rr - k - r ) ) , w ( i ) , - a - , w ( i  - n ) ,  z ( i  - l ) ; - * , z ( i  - h ) ) ,  

s ( i  + 1 )  = g ( s ( i ) , . . . , s ( i  - p ) ,  x ( i ) ; . . , x ( i  - r ) ) .  (9) 
We use P,,,, ,,,( M " , M )  to denote the following condition: for any state 

so' = ( x ( -  l ) , . . . , x ( -  r ) , s ( O ) , " . , s ( -  p ) , y ( -  l ) ; . . , y ( -  r ) )  
of M * , the state 

so = ( s ( o ) ; . . , s ( -  p ) , x ( -  l ) ; . - , x ( -  r ) )  

of M  matches s t  with delay r  . 
We use PSig, out( M' , M' * ) to denote the following condition: for any state 

sb = ( y ( -  l ) , . . . , y ( -  k ) ,  w ( O ) ; . . , w ( -  n ) ,  z ( -  l ) ; . . , z ( -  h ) )  
of M' and any z ( 0 ) ,  z ( l ) , . . . €  2 ,  if 

y ( O ) y ( l ) . . .  = A ' ( s 6 ,  z ( O ) z ( l ) . . . ) ,  
then 

z ( O ) z ( l ) . . .  = A'* (sr , :  , y ( r f ) y ( r '  + I ) . . . ) ,  
where 

I x 
s  ., = ( z ( -  1) , . . - , z (  - h ) ,  W ( O )  ;.a, w ( -  n ) ,  y ( r '  - 1 )  ;.., y ( -  k ) ) .  

Theorem 1 .  Assume that M  * , M )  and P ,,,, .,,( M' , Mr * ) hold. Given any state 
sb = ( Y ( -  k ) ,  w ( O ) , - . . , w ( -  n ) , z ( -  1 ) ; - . , z ( -  h ) )  

of M' and any state 

s_Xk = ( x ( -  k  - l ) , . . . , x ( -  k  - r ) ,  s ( -  k ) , - . - , s ( -  k  - p ) ,  y ( -  k  - l ) , - . - , y ( -  k  - r ) )  

of M  * , let 

x ( i )  = f : ( x ( i  - l ) ; . - , x ( i  - r ) ,  s ( i ) ; * - , s ( i  - p ) ,  y ( i ) , . . + , y ( i  - r ) ) ,  
s ( i  + 1 )  = g ( s ( i ) , . . . , s ( i  - p ) ,  x ( i ) ; . . , x ( i  - r ) ) ,  

i  = - k , . . .  9 - 1 .  ( 1 0 )  
Denote 
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s," = ( x ( -  1 ) ; - . , x ( -  r ) , s ( O ) , - . - , s ( -  p ) ,  y ( -  l ) ; . . , y ( -  r ) ) .  
For any z ( 0 ) ,  z ( l ) ,  ...€ Z ,  if 

A * (s," , A 1 ( s k ,  z ( O ) z ( l ) - a * ) )  = x ( O ) x ( l ) . . .  ( 1 1 )  
and 

s" = ( z ( -  I ) , . . . , z ( -  h ) , w ( O ) , . . . , w ( -  n ) ,  s ( r  + r ' ) ; . . , s ( r  - k  - P ) ,  
x ( r  + r' - l ) ; . ' , x ( r  - k  - r ) ) ,  

then 
A n ( s " ,  x ( r  + r f ) x ( r  + r' + 1 ) " ' )  = z ( O ) z ( l ) . . * ,  ( 1 2 )  

where 
s ( i  + 1 )  = g ( s ( i ) , - . . , s ( i  - p ) , x ( i ) ; . . , x ( i  - r ) ) ,  i  = 0 ,  ..., r  + r' - 1 .  ( 1 3 )  

Proof. Assume that ( 1  1  ) holds. Denote 
~ ' ( s b ,  z ( O ) z ( l ) . . . )  = y ( O ) y ( l ) . . . .  ( 1 4 )  

Then we have 

A  * (so" , y ( O ) y ( l ) . . . )  = x ( O ) x ( l ) . . - .  ( 1 5 )  
From ( l o ) ,  

S * ( s x k ,  y ( -  k ) . . . y ( -  1 ) )  = s , " ,  

A * ( s ; * ~ ,  y ( -  k ) - . . y ( -  1 ) )  = x ( -  k ) . . . x ( -  1 ) .  
Using ( 15 ) , it follows that 

A *  ( s _ X k ,  y(- k ) . . . y ( -  l ) y ( 0 ) y ( l ) . . . )  = x ( -  k ) . . . x ( -  I ) x ( O ) x ( Z ) . . .  . ( 1 6 )  
From ( 1 0 )  and ( 1 3 ) ,  

s ( i  + 1 )  = g ( s ( i ) ,  - . . , s ( i  - p ) ,  x ( i ) ; . - , x ( i  - r ) ) ,  
i  = - k ,  -.., - l , O ; . . , r  + r' - 1 .  ( 1 7 )  

Since P,,g,,,n(M * , M )  holds, from ( 1 6 ) ,  there exist y l ' ( 0 )  ;.. , y " ( r  - 1 )  such that 
A ( s - k ,  x ( -  k ) - . . , x ( -  l ) x ( O ) x ( l ) - . a )  

- - y " ( 0 ) - . . y " ( r  - I )  y ( -  k ) . . . y ( -  1 )  y ( O ) y ( i ) . . . ,  ( 1 8 )  
where s - ~ = ( s ( -  k ) ; . - , s ( -  k - p ) ,  x ( -  k - I ) , - . . , x ( -  k -  r ) ) .  Fromthe  definitionof M ,  
using ( 1 7 )  , it follows that 

y ( i  - r )  = f ( s ( i ) ,  - . - , s ( i  - p ) ,  x ( i ) ; . . , x ( i  - r ) ) ,  
i  = r  - k ,  ..., r  + r' - I, ( 1 9 )  

and 
S ( S - ~ ,  x ( -  k ) . " x ( r  + r' - 1 ) )  = s r c r f ,  ( 2 0 )  

where s,+,, = ( s ( r  + r ' ) ; - - , s ( r  + r' - p ) ,  x ( r  + r '  - l ) ; - . , x ( r  + r' - r ) ) .  From ( 1 8 )  and 
( 2 0 ) ,  we have 

A(s ,+, , ,  x ( r  + r l ) x ( r  + r' + I ) . . . )  = y ( r ' ) y ( r r  + I) . . .  . (21 

On the other hand, since P  ,,,,,,, ( M '  , M' * ) holds, from ( 1 4 ) ,  we have 

A'" (s f , :  , y ( r f ) y ( r '  + I ) . . . )  = z ( O ) z ( l ) . . . ,  ( 2 2 )  

where st,: = ( z ( -  l ) ; . . , z ( -  h ) , w ( O ) ; . . , w ( -  n ) , y ( r l  - 1 ) , . . . , y ( -  k)). Since ( 1 9 )  holds, 

from Theorem 1  in  ref. [ 7 ] ,  the state s" of C' ( M ,  M' ) and the state ( s ,  + ,, , s' ", ) of C( M ,  M' * ) 
are equivalent. From ( 2 1 )  and ( 2 2 )  , it immediately follows that 

A 1 ' ( s " , x ( r  + r 1 ) x ( r  + r' + 1 ) " ' )  = z ( O ) z ( l ) - * . .  Q .  E .  D .  
We use P,,,, ,,, ( M , M  * ) to denote the following condition : for any state 

so = ( s ( o ) ; . - , s ( -  p ) , x ( -  I ) ; . . , x ( -  r ) )  

of M  and any x ( O ) ,  x ( l ) ; . . €  X ,  if 
y ( O ) y ( l ) . . -  = A ( s o , x ( o ~ x ( l ) ~ ~ - ~ ,  

then 

x ( O ) x ( l ) - . a  = A" ( s , "  , y ( r ) y ( r  + I ) . . . ) ,  
where 
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We use Pen,, ,,,,( M' , M' ) to denote the following condition: for any state 

sb' = ( z ( -  l ) : . . , z ( -  h ) , w ( O ) ; . . , w ( -  n ) ,  y ( -  l ) ; . . , y ( -  r' - k ) )  

of M" and any y ( O ) ,  y ( l ) , . . . E  Y ,  if 

z ( O ) z ( l ) . . .  = A' ( s b *  , y ( O ) y ( l ) . . . ) ,  

then 
y ( O ) y ( l ) . . .  = A'(s: ,  , z ( r ' ) z ( r f  + I ) - - - ) ,  

where 
st,, = ( y ( -  l ) ; . . , y ( -  k ) ,  w ( r f ) , - - . , w ( r f  - n ) ,  z ( r '  - I ) ; . - , z ( r l  - h ) ) ,  

and 
w ( i  + 1 )  = ( ~ ( y ( i  - r' - I ) ; . - , y ( i  - r' - k ) ,  w ( i ) ; . . , w ( i  - n ) ,  z ( i ) , . . - , z ( i  - h ) ) ,  

i = O;. . ,r l  - 1 .  ( 2 3 )  
Theorem 2.  Assume that Pen,, ,,,, ( M ,  M " ) and P ,,,,, ".,( M' , M' ) hold. For any state 
s+ ( z ( -  l ) , . . . , z ( -  h ) ,  w ( O ) ; . . , w ( -  n ) ,  s ( O ) , . . . , s ( -  r'  - k - p ) ,  x ( -  I ) ,  

..., x ( -  r' - k - r ) )  
of C f ( M ,  M ' " )  andany x ( O ) ,  x ( l ) , . . . E  X ,  if 

and 

then we have 

A ( s J  , y ( r )  Y ( r  + I ) . . . )  = z ( O ) x ( I ) . . . ,  
where 

s: = ( x ( -  l ) , - . - , x ( -  r ) ,  s ( O ) ; . - , s ( -  p ) ,  y ( r  - l ) , . . . , y ( O ) ) ,  
s> = ( y ( -  l ) , . . . , y ( -  k ) , w ( r ' ) , . . . , w ( r f  - n ) ,  z ( r l  - I ) , - . - , z ( r l  - h ) ) ,  

~ ( 1 ) ; - . , w ( r l )  are computed by ( 2 3 ) ,  and 
y ( i )  = f ( s ( i ) , - . . , s ( i  - p ) ,  z ( i ) ; . . , x ( i  - r ) ) ,  i  = - r' - k;.., - 1 .  ( 2 7 )  

h f .  Denote 
so = ( s ( ~ ) , - . . , s ( -  p ) , x ( -  l ) ; - . , x ( -  r ) ) ,  

sb* = ( z ( -  l ) ; . . , z ( -  h ) ,  w ( O ) ; * . , w ( -  n ) ,  y ( -  I ) , . . . , y ( -  r' - k ) ) .  

Since ( 2 7 )  holds, from Theorem 1  in ref. [ 7 ]  , tlie state s'b of C' ( M  , M' * ) and the state ( so, sb* ) of 

C( M , M' ' ) are equivalent. For any x  (0) , x  ( 1 ) , € x , suppose that ( 2 4 )  and ( 2 5 )  hold. Denot- 
ing 

A ( s 0 .  x ( o ) x ( ~ ) - . - )  = j ( o ) y ( ~ ) - * . ,  ( 2 8 )  

since s\ and ( so ,  sL0 ) are equivalent, from ( 2 4 )  , we have 

A ' "  ( s h *  , ; ( o ) y ( l ) . . . )  = z ( O ) z ( l ) . . .  . ( 2 9 )  

Since P,,,,, ..,( M' , M' ) holds, from ( 2 9 )  , we have 
r ( o ) j ( l ) . . .  = A'(.s:. , z ( ~ ' ) z ( T '  + I ) . . . ) .  

From ( 2 5 ) .  it follows that 
y ( O ) y ( l ) . . .  = y ( o ) y ( l ) . . .  . 

Thus (28) yields 
A ( s o , x ( 0 ) x ( l ) . . . )  = y ( 0 ) y ( I ) - . - .  ( 3 0 )  

Since M , M ) holds, fmm ( 3 0 )  , we obtain ( 2 6 )  . Q . E . D .  
Corollary 1. In case of n  = - 1 , replacing ( 2 7 )  by 

y ( i )  = f ( s ( i ) , , - - , s ( i  - x ( i ) , - - . , x ( i  - r ) ) ,  i  = - k ,  me., - 1 ,  
the theorem still holds. 
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2 Basic algorithm 

According to results in the previous section, the public key cryptosystem FAPKC4 may be extended. 
In this system, each user has a pair of keys in which one is public to all users and the other is secret. 

Take alphabets X and Z as the column vector spaces over GF ( q )  with dimensions 1 and m , re- 
spectively. 

To construct a public key cryptosystem, choose a common q and 1 ,  and take rn = 1 for the sake of 
digital'signature. In other words, all users use the same alphabet to communicate with each other. 

Generating a public key and a secret key for a user, say A , is as follows. 

( i ) Construct afinite automaton M  = ( x ,  Y ,  S P + '  x X I ,  & , A )  defined by ( 1 )  and ( 2 )  and a 

finite automaton M  = ( Y ,  X ,  Xr x SP + ' x Y , (5 , A ) defined by (3  ) and (4)  , satisfying condi- 

tions P ,,,, ,,,(M, M ' )  and Psig, i n n ( M *  , M I .  

( ii ) Construct a finite automaton M' = ( Z ,  Y ,  x W + ' x zh,  8' , A ' )  defined by ( 5 )  and (6) 
and a finite automaton M' ' = ( Y ,  2 ,  .Zh x W + ' x Y' + ', 6' ' , A' ) defined by (7) and ( 8 ) ,  satis- 

fying conditions P ,,,, ,,,( M' ' , M' ) and P ,,,, ,,,,( M' , M' ) . 
( iii ) Construct the finite automaton Cf ( M , M' " ) = ( X , Z  , Z* x W + ' x S" + + + I x 

,yr' + k + r , 6",  A") from M  and M' * . 
( iv ) Choose arbitrary state 

st: = ( I ( -  I ) , . - , z ( -  h ) ,  w ( O ) ,  w ( -  n ) ,  ~ ( 0 ) ; - - ,  
s ( -  r' - k - p ) ,  x ( -  l ) ; . . , x ( -  r' - k  - r ) )  

of C 1 ( M ,  M " ) .  
Compute 

Y ( i )  = f ( s ( i ) ,  ..., s ( i  - p ) ,  x ( i ) ; - . , x ( i  - r ) ) ,  i = - r' - k , . . . ,  - 1 .  
Denote s: , , ,~= ( y (  - l ) ; . . ,  y (  - r' - k ) ) .  

Choose arbitrary state 
s', = (;(- I ) ; . . , ; . ( -  k ) ,  L ( o ) , . . . , ~ ( -  n ) ,  i(- l ) ; . . , E ( -  h ) )  

of M' . Choose arbitrary state 

s_lk = (X(- k  - l ) , " . , X ( -  k  - r ) , S ( -  k ) .  " ' , J ( -  k - p ) ,  i ( -  k - l ) ; . . , i ( -  k  - r ) )  

of M  and compute 

i ( i )  = f: ( i ( i  - l ) , . - . , i ( i  - r ) ,  s ( i ) ; . - , i ( i  - p),i(i),*-*,i(i - r ) ) ,  

I ( i  + I )  = g ( i ( i ) , . - . , i ( i  - p ) ,  i ( i ) ; . . , i ( i  - r ) ) ,  
' i  = - k; . . ,  - 1 .  

Denote 

s ;  = (i(- 1 ) , . - . , 4 ( -  r ) ,  i ( ~ ) , . . . , i ( -  p ) ,  j ( -  ~ ) , , . - , j ( -  r ) ) .  
Denote 

s"~, , , ,~  = ( z ( -  I ) ; - - , Z ( -  h ) ) ,  
s ' ) , , ~ , ~  = ( W ( O ) , . * ' , W ( -  n ) ;  I ( o ) ; . . , i  ( -   ma^(^,^ + k  - r ) ) ) ,  

s'!,,,,. = (X(- l ) , * . - , i ( -  m a x ( r , r  + k  - r ) ) ) .  
( V ) The public key of the user A is 

C' ( M , M' ) , s': , s'6 ,,,. 1. , slLed. ,, , s'!,,, , , r + r 1  . 
The secret key of the user A is 

, M ' ,  M * ,  s6:,,,j. s , ,  s S  , r .  r f .  
Encryption. Any user, say B , wants to send to the user A a plaintext x  ( 0 )  x  ( 1  ) ..- x ( b  ) in 

secret. 3 first ~Uffixes any r  + r' digits, say x ( b + 1  ) -.. x ( b + r + r' ) , to the plaintext. Then using 
A ' s public key B computes the ciphertext z ( 0 )  z ( b  + r + r' ) as follows: 

z ( O ) z ( l ) . . . z ( b  + r  + r ' )  = A"(.sf:, x ( O ) x ( l ) . . - x ( b  + r  + r ' ) ) .  

Decryption. From the ciphertext z ( 0 )  z ( b + r  + r' ) , A can retrieve the plaintext using his (her) 
secret key as follows. First using M' , s : , , , ~  in his (her)  secret key and s", in his (her) public key, A 
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compules 

y ( 0 ) Y ( l ) . . . y ( b  + r )  = Af(s:,, z ( r ' ) z ( r l  + I ) - - - z ( b  + r + r ' ) ) ,  
where 

s:, = ( y ( -  k ) ,  w ( r f ) ; . . , w ( r f  - n ) ,  z ( r l  - I ) , - * ' , z ( r f  - h ) ) ,  
w(1) ; a * ,  w ( r f  ) are computed by 
w ( i  + 1 )  = # ( y ( i  - r' - l ) ; . . , y ( i  - r' - k ) ,  w ( i ) , . . - , w ( i  - n ) ,  z ( i ) ,  . - . , z ( i  - h ) ) ,  

i = 0 ; - - , r '  - 1.  

Then using M ' in his (her) secret key and sf: in his (her) public key, from Theorem 2 ,  A retrieves the 
plaintext : 

x ( O ) x ( l ) . . . x ( b )  = A * ( s : ,  y ( r ) y ( r  + 1 ) - - . y ( b  + r ) ) ,  
where 

s: = ( x ( -  l > , . . . , x ( -  r ) , s ( O ) , - * ' , s ( -  p ) ,  y ( r  - I ) , . . . ,y(O)) .  
Signing. The user A to sign a message i (0 )  ( b ) , first suffixes any r + r' digits, say i ( b + 

1 ) , , i ( b + r + r '  ) , to the message. 'fien using his (her) secret key M' , M , s: , s: , computes 
the signature i (0)  i ( 1 ) *.- x ( b + r + r' ) as follows : 

A*(s : ,  / \ ' ( s t ,  Z ( o ) z ( l ) - . . z ( b  + r + r ' ) ) )  = x ( o ) x ( l ) . . . x ( b  + r + r ' ) .  

Validcuion . Any user, say B , can verify the validity of the signature x ( 0 )  x ( 1 ) ...x ( b + r + r' ) 
for i ( ~ > - - . i ( b )  as follows. Using C f ( M ,  M I * )  and s'b,,,,, sibed,,, in A ' s  public key, B first 
computes 

i ( i  + 1)  = g ( s ( i ) , . . . , i ( i  - p ) , x ( i ) ; . . , i ( i  - r ) ) ,  i = 0; - . , r  + rf  - 1 ,  
then computes 

AV(s",, i ( r  + r f ) i ( r  + r1 + l ) " -X(b  + r + r ' ) )  
which would coincide with the message (O)...z ( b)  from Theorem 1 ,  where - 

s", ( i ( -  l ) , . . - , i ( -  h ) , i ( ~ ) , . . . , w ( -  n ) ,  s ( r  + r l ) , . - - , i ( r  - k - p ) ,  
i ( r  + rf  - I ) , - . - , i ( r  - k - r ) ) .  

Remark 1. Randomness of signing for special sc:lection of parameters. 

In case of k = 0 ,  so' in Theorem 1 is arbitrarily given. It follows that ( - 1 ) , ,; ( - r ) in s: in 

the signing process may be arbitrarily chosen. In this case, we may replace s; in secret key by so:,, , = 

(X( - l > , . . . , X  ( -  r ) ) ,  s i ed , ,  = ( S ( O ) , . . . , S (  - p ) j .  
Incaseof k = O a n d g ( s ( 0 ) , . . . , s ( - p ) , x ( O ) , - . . , x ( - r ) )  d o e s n o t d e p e n d o n x ( - r + r -  

l ) ; . . , x ( -  r ) ,  (13) in Theorem 1 does not depend on x (  - r +  r - l ) ; . . ,x(  - r )  which are arbi- 

trarily given. ~tfollowsthat y ( -  1 ) ; . - , y ( -  r )  a n d % ( -  r +  r -  l ) , . . . , i ( -  r )  ins :  inthesigning 

process may be arbitrarily chosen. In this case, we may replace s: in secret key by so",,, , = ( x  ( - 1 ) , 
* . - , i ( -  r +  r ) ) ,  s i s d , $ =  (S(O);- . ,s(  - p ) ) .  

In case of k = O  and g(s(O);. . ,s(  - p ) , x ( O ) , - . . , x (  - r ) )  does not depend on s (  - p + r - 
1)  , , s ( - p ) , ( 13) in Theorem 1 does not depend on s ( - p + r - 1 ) , , s ( - p )  which are arbi- 

trarily given. ~tfollows that y (  - l ) , . . . , y (  - r )  and ; ( - p +  r -  1) , . .* , ; (  - p )  in s: inthe signing 

process may be arbitrarily chosen. In this case, we may replace s: in secret key by so",,, = ( i  ( - 1 ) , 
. . . ,X ( -  r ) ) ,  S ~ ~ , ~ = ( J ( O ) , . - - , S (  - p +  r ) ) .  

I n c a s e o f k = O a n d g ( s ( 0 ) , ~ ~ ~ , s ( - p ) , x ( O ) . ~ ~ ~ , x ( - r ) )  d o e s n o t d e p e n d o n x ( - r + r -  
l ) , - . . , x ( - r )  and s ( - p + r - l ) , * ~ ~ , ~ ( - p ) ,  (13)  inTheorem 1 does not dependon x ( -  r + r  
- 1 1 ,  ..., x ( -  r ) ,  s ( - p + r - I ) ,  . . a ,  s ( - p )  whicharearbitrarilygiven. ~ t f o l l o w s t h a t ) . ( - I ) ,  
. . . , j  ( -  r ) , x ( -  r +  r -  l ) , * - . , X ( -  r )  and i ( - p +  r - I ) , . . - , d ( - p )  in.s: in the signingpro- 

cess may be arbitrarily chosen. In this case, we may replace s : in secret key by so:,, , = ( .; ( - 1 ) , ... , x 
( -  r +  r ) ) ,  s :~ , ,=  (S(O), . . . ,s(  - p +  r ) ) .  

Remark 2. Randomness of encryption for special selection of parameters. 
( TI, be coniinrred on page 790) 
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( Conhued from puge 789) 

In case of n = - 1 , from Corollary 1 of Theorcm 2 ,  components z  ( - r' - h - 1  ) , , z ( - h ) , 
s ( -  k - p - I ) ; . . , s ( -  r ' -  k - p ) , x ( -  k -  r -  1 ) ; - . , x ( -  r' - k -  r )  of s'bam arbitrarily giv- 
e n .  It follows that components z (  - r '  - h -  l ) , . . - , z ( -  h ) , s (  - k - p  - I ) ; . . , s (  - r' - k  - p ) ,  
x ( - k  - r  - 1 )  , , x (  - r' - k  - r )  of sUo in the encryption process may be arbitrarily chosen. In this 
case, we may replace s", in public key by sz  ,,,,, = ( z (  - 1 ) , , z (  - h + r' ) )  , s:,,:~,,= ( s ( - 1 ) , ..-, 
~ ( - k - ~ ) ) .  s" ,,,,, = ( x ( - l ) ; . - , x ( - k - r ) ) .  
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