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Abstract The  distribution of 0 and 1 is studied in the highest level a,- I of primitive sequences over Z / (2 ' ) .  
and the upper and lower bounds on the ratio of the number of 0 to the number of 1 in one period of a,-, are obtained. 

It is revealed that the larger e is, the closer to 1 the ratio will be. 
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Let Z be the ring of integers, and let Z /(2')  be the residue ring of Z modulo 2e .  Let f ( x )  

= xn + c, - zn - + "' + c0 be a monic polynomial with coefficients in Z / (2 ' ) .  We say that the 

sequence u = ( a o ,  a 1 ,  a 2 ,  over Z / (2e )  satisfying the linear recursion 

a , + "  = - ( C O U ,  + C ~ U , + I  + .'. + c,- lu ,+,- l ) ,  i = 0 ,1 ,2 , " '  ( 1 )  

is a linear recurring sequence generated by f ( x ) ,  and f ( x )  is called a characteristic polynomial 

of a .  G (  f (z)), denotes the set of all sequences over Z /(2')  generated by f ( x ) .  

Remurk. Recursion(1) isequivalent to f ( x )  u = O = ( O , O , O , . - . ) ,  whe rex  is thelef t -  

shift operator; that is, xu = ( a 1 ,  u2,  a 3 ,  - . a ) .  

For each element b in Z /(2'),  there exists a unique binary decomposition 

h = ho + h12 + -.. + he-12e-1, 

where hi = 0 or 1, and b; is called the i th level bit of h . 

Similarly, the sequence u over 2 /(2')  has a unique binary decomposition 

U = (Lo + a 1 2  + -.. + c(e_12'-1, 

where a ,  = (a ,0 ,  a,1, a,2, '..) is binary sequences with u,, = 0 or 1, a ,  is called the i th  level se- 

quence of a , and a, - 1 is called the highest level of u . 

For a monic polynomial f ( x ) over Z / (2') ,  if f ( 0 )  ( i. e.  co)  is an invertible element, then 

there exists a positive integer T such that f ( x )  divides xT - 1 over Z /(2') ,  and the smallest T 
is called the period of f ( x )  over Z / (2 ' ) ,  denoted by per( f ( x ) ) , .  By ref. [ I ] ,  per( f ( x ) ) , <  

2 P - 1 ( 2 N - 1 ) ,  where n = d e g f ( x ) .  If p e r ( f ( x ) ) = 2 ' - ' ( 2 " - I ) ,  f ( x )  iscalledaprimitive 

polynomial over Z / (2' ) with degree tz . Ref. [2]  provides a coefficient criterion for primitiveness 

of polynomials over 2 / (2 ' ) .  The sequences generated by a primitive polynomial are called primi- 
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tive sequences over O / ( 2 ' ) .  Ref. [3] has shown the following entropy-preservation theorem with 

significance of cryptography. 

Let f ( x )  be a primitive polynomial over 7 /(2') and u ,  h E G (  f ( x ) ) ,  . Then u = h if and 

only if up - = - I -  

Reference [4]  presented the lower bounds on linear complexity of u p - ,  and ref. [5] studied 

the minimal polynomial of a,- ,. These results have shown the prospects for application of the 

highest level sequences as cryptographic sequences. 

For another problem of cryptographic sequences, we shall study the distribution of 0 and 1 in 

a,- 1. The results show that if e is sufficiently large, the ratio of the number of 0 to the number 

of 1 in one period of a, - is close to 1 .  

1 The distribution of 0 and 1 in a, - 

We always let f ( x )  be a primitive polynomial of degree n over Z / (2 ' ) ,  u € G (  f ( x )  ). and 

a g o  mod 2, i. e .  uo#O. By ref. [5 ] ,  the period per ( a k )  of kth level sequence a k  of a is 2kT,  

where T = 2 "  - 1 .  By refs.[1,5],  for l < k < e - 1 ,  ove r2 / (2 ' )  we have 
2C-'r 

x - 1 = 2 'hk(x)  mod f ( z ) ,  

where hk ( x  ) is a polynomial over 2 /(2')  with degree less than n and hk ( x  )$O mod 2. 

Set d = [e /2]  and set s r  h ( x )  a (mod 2") to be a sequence over 2 / (2d ), where 

Remurk. ( i )  . ~ E G ( f ( x ) ) ~ a n d . ~ $ O m o d 2  

(ii) While u (mod 2") takes over all sequences with aof 0 in G (f  ( x  ) )d, s takes over all 

sequences with so#O in G (f  ( x )  ) too. 

(iii) The period per(.s)J of s over z / (2")  is 2"- '  T .  

N( s ,  0 )  denotes the number of 0 in one period of s ,  N(ue - 0 )  and N(a,- 1) denote the 

numbers of 0 and 1 in a period of up - . We obtain the following result of the distribution of 0 and 

Theoreml. L e t f ( x )  heupr i rn i t i vepoLy~lomiuLofdegreenover%/ (2 ' ) ,  d = [ e / 2 ] ,  T 
= 2 "  - 1, a E G (  f (x ) ) , u r l d  ~ ~ $ 0 ,  s = h ( x ) a  mod 2", where h ( x )  isdefined by ( 2 ) .  Then 

To prove Theorem 1, we first introduce the following lemma. 

Lemmal. Let u ,  v E Z / ( 2 "  ~ 7 l d V f O .  Set 

S ( i )  = { k  E Z / ( 2 " )  1 the ( d  - 1)thleveLof u + k v i . s i / ,  

i = 0 , 1 .  Then /S (O) I  = IS (1 ) I  =2" -  ' .  
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Proof. Since v#O, we let the binary decomposition of v be 

V = V12' + V,+12' " + ." + V j 1 2 " ' ,  

where O<j<d- 1, v, = 1. 

Set v ' =  vl + v,+12+ .+. + vd- 12d - '  . Then v = v'2'. Since v, = 1, v' is an invertible ele- 

ment i n ~ / ( 2 ' ) ,  i .e .  thereexists s E ~ / ( 2 ~ )  such that v ' s = l .  We have v.s=2'. Then for any 

t E Z / ( 2 d )  and t O  mod2', thereexists W E Z / ( ~ ~ )  such that t = v w .  And for any W'FW 

m 0 d 2 ~ - ' ,  v w ' = v w = t .  

So while k takes over all elements in Z / (2" ) ,  kv takes over all elements with the form 2't 

in Z / (2d ) and every such element occurs 2' times. Let 

u = uo + u12 + ... + u,-12~-1 + Uj2j + ... + Ud-12d-1, 

and let u '  = uo + u12 + + ~ , _ ~ 2 j - ' .  Then while k takes over all elements in % / ( 2 d ) ,  u + kv 

takes over all elements with form u' + 2't in Z /(2" and every such element occurs 2j times. It is 

easy to get I S ( 0 )  I = I S(1) I . Since 

I S ( 0 )  1 + 1 S ( 1 )  I = 2d,  

we have 

I S ( 0 )  I = I S ( 1 )  I = 2"l. 

Proof of Theorem 1. First let e = 2 d .  Since x 2'1-1T - 1 = 2 d h ( x )  mod f ( z ) ,  over 

% /(2') we have 

(x2c t -1~  - 1 ) a  = 2 d h ( x ) a .  

By = a0 + a12  + a.0 + ~ , - ~ 2 ' - '  and per ( a , ) = 2 " ' ~ ,  over 2 / ( 2 ' )  we have 

(x2'-IT - l ) ( a d  + udT12 + ... + at.-12d1)2d = h ( r ) ( a o  + a12 + "'ad-12d-1)2d. 

SO over ~ / ( 2 ~ )  we get 

(.Z2"-"' - l ) ( a d  f U&12 + "'Ue-12d-1) = h ( x ) ( a 0  f a12  + '.' + ~ d - 1 2 ~ - ' ) .  ( 3 )  

set  t = a d  + ad+12 + ... + ae-12d-1 = ( t o ,  t l ,  t2, -.a), t i  E ~ / ( 2 ~ ) ,  i = 0 ,1 ,2 ,  - . . .  Then by (3)  

( x2d-LT - l ) t  = s .  (4 )  
Let s = ( so ,  s l ,  s2, --.), and set R = 2d-1 T .  Then by (4), for any integer i>O, t i +  R = ti 

+ s i  . So for any positive integer k , 
- ti+kR - t i+ (k -1 )~  + Si+(k-1)~.  

Since per( s = R ; that is s, + R = S, , we have 

t i+  kR = t i  + Rs;. ( 5 )  

While i takes over 0 to R - 1 and k takes over 0 to 2d - 1 ,  t i  + kR exactly takes over first period of 

t .  

For a fixed i ,  0 < i < R - 1, if si # 0,  then while k takes over 0 to 2d - 1 and by Lemma 

1, the ( d - 1)  th level bit of t i  + kR takes 0 and 1 2d - ' times, respectively. If si = 0, then while k 

takes over 0 to 2" 1, the ( d - 1 ) th level bit of t i  + kR always takes the ( 2 - 1 ) th level bit of ti. 

If N( s , 0 )  denotes the number of 0 in one period of s , then the number of nonzero in one period 

of s ~ s ~ ~ - ' T - N ( . s , o ) .  S o t h e n u m b e r N ( t d l , O ) o f O  inone periodof the (d-1)thlevelcom- 

ponent of t satisfies 

( 2 d - 1 ~  - N ( S , O ) ) ~ ~ - '  < N(td-1,O) < ( 2 d 1 ~  - N ( ~ , 0 ) ) 2 ~ - l  + ~ ( , s , 0 ) 2 ~ ,  
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Similarly 

( 2 d 1 ~  - ~ ( s , 0 ) ) 2 ~ - '  < N ( t d l ,  1 )  < ( 2 d 1 ~  - N ( ~ , 0 ) ) 2 ~ - '  + ~ ( s , 0 ) 2 ~  

Since td -, = u r - l r  we get 

where 

So when e = 2 d ,  Theorem 1 holds. 

Next suppose e = 2 d  + 1 . Since x2"' - 1 = 2," h ( x )  mod f ( x ) ,  over 2 / ( 2 ' )  we have 

(x2'I' - 1 ) u  = 2 d t 1 h  ( x ) u  ; 

( X 2 ' 1 ~  - I ) ( U , + ~  + adi22 + '.' + up-l  2 d + 1 ) 2 d + '  = h ( x ) ( u 0  + a 1 2  + + ad-12d-1)2d+1.  

So over z / ( 2 d )  

( x 2 d ~  - l ) ( u d t I  + udi22 + ... + a e - 1 2 d - 1 )  = h ( x ) ( u O  + a12 + + u d - 1 2 ~ - ' ) .  

Applying the proof method in case e = 2 d ,  we can get 

Remark.  Let s be a random variable taken from G (  f ( x ) ) ~  with so#O. Then by the fol- 

lowing Lemma 2 ,  the average of N ( s ,  0 )  is 2" - ' - 1 ,  where n = deg f ( x ) . If the average could 

substitute for N(  s , 0 )  in Theorem 1 ,  we could get estimates of 
N(ae-1 ,  0 )  

in 
N ( a e - 1 ,  1 )  

N (  a,-1, 
When e is sufficiently large, the ratio is close to 1 .  This would be a good distribution 

N ( a , - l ,  1 )  
of O and 1 .  But now there are no good estimates of upper bound of N ( s ,  0 ) .  It is not known if 

there exists a primitive sequence which contains a lot of zero. If such a sequence exists, them using 

Theorem 1 we cannot deduce whether the distribution is good or bad. 

The upper bound of N ( s , 0 )  has not been solved. However, we shall show that when e is 

N(u?-17 0 )  
sufficiently large, there are few a of which is not close to 1 .  

N ( a e - l ,  1 )  

Lemma 2. Let f ( x  ) be u primitive polynomiul of  degree n over Z / ( 2 d )  . Set 

G f ( f ( x ) ) d  = 1 3  E G ( f ( x ) ) d  I S O  # o / .  
For s ,  t E G ' (  f ( x )  ), , i f  there exists a non-negative integer i such that s = x't  , then s is shift- 
equivulent to t . G I (  f ( x ) ) ~  can he clas.\ified by shift-equivulence . Then 

(i)  There are 2'" - ' ) ( , -  ' )  shift-equivalent clusses in G' ( f ( x ) ), and each class has 2 ,  - ' T 
sequences, where T = 2 " - 1 .  

(ii) Let . s ( l ) ,  s ( z ) ,  .", s ( , )  be the representatives of all clusses, where w = 2 ( " -  - '). 

Then 
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Proof. ( i )  For a state u  = ( u o ,  u l ,  ..., u , , - ~ ) ,  u ,  € 5 / ( 2 " ) ,  if u  $ 0  = ( 0 ,  -.-,O)mod 

2 ,  then u  must be a state of one and only one sequence in 1 .s(l) ,  s ( , )  1 . Conversely, each 

state u  of some sequence in { s(,), ---, s ( , )  }must satisfy u$O mod 2 .  Since the number of states 

over Z / ( 2 9  with u$O mod 2  is 
2nd - 2n(d-1) = 2ri(d-l) (211 - 1 )  = 271(d-l) T 

9 

271(d-1) T 
and each s ( , )  has 2 d 1  T states, the number of equivalent classes is = 2(n-l)(d-1) 

2d-1  T 

1L' 

(ii) By the process in the proof of ( i )  , Z N (  s (  ;), 0 )  is the number I U o  I of elements in the 
; = I  

set : 

U O  = I u = ( 0 ,  u l ,  U , > - I )  I U ;  E , ~ / ( 2 ~ ) ,  and u  $ 0  mod 21. 

Since 
I Uo / =2d-l2d(n-2) + 22(d-1)2d(n-3) + ... + 2(d-l)i2d(11-i-l)  + ... + 2(d- l ) (n - l )  

- - 2(d- l ) (n - l )  (2"  - 11, 
where2(&l) i2d(~l- i - l )  is the number of u  = ( 0 ,  u  l ,  ... , u,!- ) which satisfies the condition that 

u  l ,  -- .  , ui  - 1 are zero divisors and ui  is an invertible element in 2 / ( 2 d  ), 1  < i  < n - 1 ,  we have 

Lemma3. Let O<k<d-1.  Then thenurnherof . sequence .s inf l=  I . s ( ~ ) , . . . , s ( , ) /  wi th  

N ( s ( , ) , 0 ) > 2 ' ( 2 " ~  - 1 )  is 2 ( d 1 ) ( n 1 ) b  ut rnost . 

Proof.  Let S b e t h e n u m b e r o f s e q u e n c e s s ( , ) i n f l  ~ i t h N ( s ( ~ ) , O ) > 2 ' ( 2 ~ - ~ - 1 ) .  Then 
~ 2 k ( 2 n - l  - 1) ( 2(d- l ) (n - - l ) (2n- l  --- - 1 ) .  

so s ( 2(d- l ) (n- l ) -b  --. 
Remark.  By Lemma 3, the proportion of the number S  to I fl 1 = w is 1/2' at most. So 

the proportion of sequences s  with N ( s , O )  ), 2 q 2 " '  - 1 )  in G ' (  f ( ~ ) ) ~  is 1 / 2 ~  at most; that 

is, the proportion of sequences s w i thN( . s ,O)  < 2 k ( 2 n - 1  - 1 )  in G ' (  f ( ~ ) ) ~  is (2" 1 ) / 2 ' ,  at 

least. 

Theorem 2. The condition is the sume us that in Theorem 1 .  Then in  G' ( f  ( x ) ) ,  the pro- 
portion of sequences wi th  

2d-" 1  N ( U , - ~ ,  0 )  2 d - h  + 1  
2d -/ + 1  N ( u , - ~ , ~ ) < ~ ~ - ~ - I  

is (2' - 1)/2 '  at  Least. 

Proof. Le tu  € G ' ( f ( x ) ) , , . s =  h ( x ) u  m 0 d 2 ~ .  I f N ( s , O )  < 2 ' ( 2 " - ' - I ) ,  thenby 
Theorem 1 ,  

2 d - 1 ( 2 n  - 1 )  - 2'(2"-l  - 1 )  N ( u , - I ,  0 )  P 1 ( 2 "  - 1 )  + 2 k ( 2 n - 1  - 1 )  < < 
2d-1(2"  - 1 )  + 2 k ( 2 n - 1  - 1 )  N u l  1  z d - l ( Z n  - 1 )  - 2 k ( 2 n - 1  - 1 )  ; 
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By Lemmas 2 and 3 and the above remark, the result is true. 

Now we give examples for some r and examine the distribution of 0 and 1 in u ,  - 1 

( i )  Set e = 3 2 ,  d = 1 6 ,  and take k = 8 .  Then 

So for any primitive polynomial of degree TI over 2 / (2 ' ) ,  in G' ( f ( x ) ), the ~roportion of se- 

quences with 

is at least 9 9 . 6 % .  

(ii) Set e = 64, d  = 32, and take k  = 16. Then 

So for any primitive polynomial of degree n over Z / (2') , in G' ( f ( x ) , the ~ r o ~ o r t i o n  of se- 
quences with 

0 .99996948 < N ( U , - ~ ,  0)  
N ( u , - l ,  1)  

< 1.000030 52 

is at least 99.998 474 % . 

So if e is sufficiently large and a  is taken at random from G r (  f ( x ) ) , ,  then the distribution 
of 0 and 1 in u ,  - is very good. 
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