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Abstract: Based on the bimatrix game theory, the network
data transmission has been depicted in a game theory way: the
actions of the attacker and defender (legitimate users) are de-
picted within a two-person, non-cooperative and bimatrix
game model, this paper proves the existence of the Nash
equilibrium theoretically, which is further illustrated by the
experimental results,
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0 Introduction

M any researchers have studied network security using
game theory, Ref.[1] proposes a network security be-
havior model based on game theory, describes the actions,
strategies and utilities qualitatively, but fails to addresses a
concrete case study; In order to make data transmission more
secure, many protocols and arithmetic are proposed in
Ref. [2]-[9]. Ref.[10] puts forward a stochastic routing pro-
tocol; routers randomly choose a next-hop node to prevent da-
ta from attacks during transmission and minimize the trans-
mission cost; Ref . [11] analyzes how to distribute network
traffic in peer-to-peer transmission to achieve minimum cost
and avoid being attacked.

In real life, the attacker and defender may obtain differ-

02.13) " even both sides evaluate

ent and incomplete information!
their utilities in a different way. this paper puts forward a
game theoretical model of security transmission based on
bimatrix utility matrix. In this model, the attacker tries to
maximize his utility via attacking some node along the trans-
mission path, while the user attempts to choose a most suit-

able path from the network topology to achieve minimum cost.

1 A Network Game

The network topology:G=(N,L), the set of nodes N=
{1,240}, the set links L=1{1,2,--+,/}; data is transferred
from node 0(0€ N) to node d(d € N).

1.1 Framework of Game

(n

Defense strategy a''’: The strategy space is the set of

available paths connecting node o and d;C*={ry ,ry s+ 47}
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(assume the number is m).

Attack strategy a'*’ ; The set of all nodes in the net-
work N={a;,az,*,a,}. we explain the utility func-
tions in the following,

Defender utility A, =[«'" (r;14;)],x,: The av-
erage transmission time T of path 7; when no attack hap-
pens minus the transmission time when a certain amount
of data are transmitted along ;.

UV (riva)) = T— (TG +600r, 0 8a)To) s

0<pa) <1,
1,ifa €r
0,ifa, &r
where §(a;) denotes the degree of importance of node «;.

(9(7','9(1;‘) :{ (1)

T(r,) denotes the time it takes to transmit data through
path 7, when no attack happens. T, denotes the average
transmission delay.

Attacker utility B,,«,=[u® (r;,a;)],.x, : The delay
time of defender’s data transmission by the attacker and
the payoff of attacking this node, the more the node’s
importance is, the more payoff the attacker needs.

w? (riya;) = 60rva)fa) Ty — fla)C (2
C, represents the unit cost for the attacker, namely the
minimum cost of implementing an attack; (r, ,a;)8(a;)7T,
denotes the attacker’s benefit, while 3(a;)C, denotes the
attacker’s cost, 0(r;va;)3(a; )T, —Ba; )G, represents the
attacker’s utility when assaulting a certain node.

Definition of node’s importance (a;): Take Fig. 1
for example, assume data are transmitted from source o
to destination . For the nodes on the transmission path,
the smaller the number of least hops between the node
and the source or destination node is, the more important
this node is.

Fig. 1 Network topology

1.2 Existence of Nash Equilibrium

The strategy discussed is the mixed strategy; the
defender chooses transmission path in C* based on a cer-
tain probability distribution; while the attacker assaults
nodes in N according to one probability distribution.
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Definition of two-person bimatrix equilibrium: in
A=(X,Y;A,B), if there is a mixed strategy pair (x,y)
€ (XXY) satislying:

KAy >xAy, x € X
{35 >y, ye v

Proof: assume (x, y) is one mixed strategy pair in I'

=(X,Y;A,B), and
{c‘,- = max{A,y" — x4y’ ,0}

3)

4
d; = max{xB, — xBy',0} )

For strategies of x and y, ¢; denotes the degree of
improvement of the improvable parameter i of x. d; de-
notes the degree of improvement of the improvable pa-
rameter 7 of y. then we get

I,('l) = I,"f_C,‘ (

Y = Y +dl
3% 14 D
k k

if (x,3 is not the equilibrium point, which indicates that
there exists some strategy x satisfying xAy" > xAy" or
y satisfying xBy" > xBy", assume the strategy x exists
without a loss of generality. AsxAy" is the weighted av-
erage of all the A, y", then there must be an index i sat-
isfying A, y' >xAy". Namely as ¢; >0 and all ¢, is non-

(%)

negative, Zc‘k >0, because xAy" is the weighted av-
b

erage of all A,y ", the weighted coefficient is z;, then we
infer that there is an index (denoted as i) satisfying x; >

X
1+ Z('k

3
< x;, this indicates x'V # x. Similarly, for xBy~ " >
xBy', it can prove that y* #y. Then it can be conclu-
ded that (x'",y*)=(x,y) is the sufficient and essential
term for (x,y) to be the equilibrium point, Because all
the strategies make up a closed, limited and protruding

0, A,y <xAy", ¢;=0, and then 7!V =

set, and the transformation T(x,y)=(x"",y" ) is con-
tinuous, there must be a stable point, namely the equi-
librium point for the transformation TH2,

2 Numerical Results and Analysis

In the experiment, we set the network topology as
shown in Fig. 1. For the defender, the 5 spare paths are
presented as below

rnw—=>1->2->3->7>11->4d,;
rpi0—>1->5->6->10->14—>d;
rii0—>1—->2->6->10->11->d;
ro—4—>8->12->13->14 > d;
riw—=>4—->5->9->10>14—>(d
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From Eq. (1) and Eq. (2), we can obtain the utility

36
36
A= |36
45
45
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45
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45
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45
45
45
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45
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45
45
45
39
45

45
45
45
45
42

45

5.4

matrix of both sides shown as below:
36 45 45 45
45 45 45 36
36 45 45 45
45 42 39 36
45 45 45 36
—0.6 -0.3—0.3 81 —0.3—-0.6—0.9

—0.6 —0.6 —0.3 2.7 —0.9—-0.3 —0.6 8.1
—0.6 —0.6 -0.3 2.7 81 —0.3—0.6—0.9

p* = (0.519 103 0,222 283 0. 080 833 0, 034 293 0. 143 488)
0223774 0.025416 0,000 794 0.150 953 0.010 925 0,028 258 0,153 537
1 :(0.038113 )

we define the g value of nodes (see Table 1),

In Figs. 2-5, the £,(;=1,2,3,4) represents defend-
er payoff, attacker payoff, defender payoff at NE, at-

tacker payoff at NE.

Table 1

Node’s importance value

Node

2 3
id

4

7 8

11

12 13

14

B 0.9 0.6 0.30.90630.30.60.60.30.3¢0.90.30¢0.6089
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Fig. 4 Defender payoff at NE

0.014 354 0.044 810 0.187 424 0.028 678 0,047 490 0.045 472

Figure 2 and Figure 3 display the utility distribution
of the attacker and defender when both sides adopt differ-
ent mixed strategies. According to Eq. (3), we simulated
the strategies of both sides and got the mixed Nash Equi-
librium strategies p* . g for the attacker and defender
respectively,

At this point, the utilities for the defender and attack-
er are (41,250 727, 3.024 620). Figure 4 and Figure 5 dis-

Fig. 5 Attacker payoff at NE
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play the attacker’s (defender’s) utility when the strategy
of defender (attacker) changes provided that the attacker
(defender) keeps his strategy at the Nash Equilibrium
point, The maximum utility of the defender is 41. 062 797,
and the attacker’s maximum utility is 2. 820 441.

From the experiment, it can be seen that there exists
a saddle point (p* , ¢*) in this game, because of no more
income, neither the defender nor the attacker will change
his strategy at the point, on the other hand, it can be con-
cluded from the proof of the existence of Nash equilibrium,
there exists likely more than one saddle point in this game
process, it just depends on the selection of the defender or
the attacker’s initial mixed strategy.

3 Conclusion

This paper analyzes the actions of both the attacker
and defender during the network data transmission in a
game theory way, and proposes a security transmission
model based on nonzero-sum utility matrix, According to
the incompleteness and asymmetry of the information of
the attacker and defender, we define the utility matrix of
both sides, which is in agreement with the psychology of
the attacker and defender in real network environment.
Furthermore, we prove the existence of the Nash Equi-
librium point theoretically, which is also illustrated by
the experiment,
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