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Abstract: Reconfigurable computing has grown to become
an important and large field of research, it offers advantages
over traditional hardware and software implementations of
computational algorithms. The Advanced Encryption Stand-
ard (AES) algorithm is widely applied in government depart-
ment and commerce. This paper analyzed the AES algorithms
with different cipher keys, adopted a novel key scheduler that
generated the round key real — time, proposed a dynamically
reconfigurable encryption system which supported the AES
algorithm with different cipher keys, and designed the archi-
tecture of the reconfigurable system. The dynamically recon-
figurable AES system had been realized on FPGA. The result
proves that the reconfigurable AES system is flexible, lower
cost and high security level,
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0 Introduction

fter three rounds of evaluation on the 15 candidate algo-

rithms, the National Institute of Standards and Technol-
ogy (NIST) selected the Rijndael as the Advanced Encryption
Standard (AES) algorithm. The AES algorithm is a symmet-
ric block cipher that processes data block of 128 bits using a
cipher key of length 128, 192, or 256 b. The AES algorithm,
which is safer than Data Encryption Standard (DES), is used
in a wide range of application in Internet, electronic com-
merce, digital signature and wireless communication in order
to protect sensitive data!*?J,

Nowadays, the implementations of the AES algorithm
are hardware implementation and software implementation®’,
The software implementation is convenient, more flexible,
and also easily upgraded. The hardware implementation is fas-
ter than software, and a special cryptographic chip is also safer
than software. In the literature, there are some AES hardware
implementations for both Application Specific Integrated Cir-
cuit (ASIC) and Field Programmable Gate Array (FPGA),
but ASIC has less flexibility***J. Configurable AES processor
is complex, not easy to operate and holds more hardware re-

[81 Considering the speed, flexibility and security, a

source
reconfigurable encryption system, which has the advantages of
software and hardware, has been proposed. The reconfigu-
rable encryption system is much easy and lower cost, while
dynamical configuration saves the configuring time. Mean-
while the reconfigurable technology lays the foundation for re-
alizing more flexible and safer cryptographic algorithm,

Based on reconfigurable technology, this paper designs an
AES reconfigurable system which supports 128, 192, and 256

b keys. A novel key scheduler is also proposed to generate the
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round key dynamically. The key generators generate the
round keys concurrently during the encryption or decryp-
tion procedure without extra memory to store the sub-
keys, which saves a lot of hardware resource. The dy-
namically reconfigurable AES system which supports

AES-128, AES-192, AES-256 is realized on Xinlinx Vir-
tex-E FPGA.

1 The AES Algorithm

The AES algorithm is a symmetric block cipher that
processes data blocks of 128 b, using cipher key with
three different lengths: 128, 192, or 256 b. Its opera-
tions are performed in the State. The State is a two-di-
mensional array of bytes, consisting of four rows and N,
column, where Ny is the block length divide by 32. At
the start of the cipher operation the input block is copied
to the State. After an initial Round Key addition, the
State is transformed by a round function implemented N,
times. Number of rounds in an AES implementation de-
pends on key length (see Table 1). There are four trans-
formations in round function, as shown in Fig, 177+%/,

Table 1 Number of rounds according to key length

Algorithm F[S]Y Lengl‘h Block Size Number of

« words) (N, words) Rounds(N,)
AES-128 4 4 10
AES-192 6 4 12
AES-256 8 4

Cipher key
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key
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Last round
- - Addround - T
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Fig. 1 Encryption structure of the AES algorithm

AddroundKey () ; In this transformation a Round
Key is added to the state by a simple bitwise XOR opera-
tion, The length of a Round Key equals the size of the
State,

SubBytes ( ): This is a non-linear transformation
that operates independently on each byte of the state
using a substitution table (called S-box). The S-box is a
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one-to-one mapping table and consequently it is inverti-
ble. This operation provides the non-linearity in the ci-
pher. ‘
ShiftRows() : The ShiftRows block operates on the
rows of the state; it cyclically shifts the bytes in each row
by a certain offset. For the algorithm, the first row is left
unchanged. Each byte of the second row is shifted one to
the left. Similarly, the third and fourth rows are shifts
by offsets of two and three respectively. In this way,
each column of the output state of the ShiftRows block is
composed of bytes from each column of the input state,
MixColumns() ; In the MixColumns block, the four
bytes of each column of the state are combined using an
invertible linear transformation, The MixColumns func-
tion takes four bytes as input and outputs four bytes,
where each input byte affects all four output bytes. Each
column is treated as a polynomial over GF (2%) and is
then multiplied modulo 2" + 1 with a fixed polynomial
o(x)=32*+ 2"+ x+2. The MixColumns block can also
be viewed as a matrix multiply in Rijndael’s finite field.
This transformation operates on the state column-by-col-

uanE) 1] .

2 Implementation of the Dynamically
Reconfigurable AES System

This paper combines software with hardware to re-
alize the reconfigurable system which suits to AES-128,
AES-192, AES-256. At first, according to the control
data, the key length of the AES has been chosen, and
then the hardware realizes the AES algorithm, The ar-
chitecture of the system is shown in Fig. 2. Program
compiled by Visual C++ is used to read the control da-
ta, choose the bit file, and then download the plaintext
and the key to the SRAM, The software flowchart of the
reconfigurable system is shown in Fig. 3. The input data
includes plaintext, key, and control data, The Visual

AES-128 afs192]  [AEs-2s6] .
s

Date processing(Hardware
implementation on RC1000)

J

Fig. 2 The architecture of the reconfigurable AES system
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C++ program configures the bit file, reads the data
from the card, and shows the results,

The hardware resource of the reconfigurable AES
system is RC1000 from the Celoxica Company, and the
core circuits in RC1000 are the Xinlix Virtex-E FPGA,
several SRAMs and interface control circuit, The Virtex-
E FPGA is based on the SRAM, and needs to download
the bit file to internal memory to realize the customiza-
tion. The Handle-C language is used to perform hard-
ware design of the AES algorithm, whose hardware
structure is shown in Fig. 4. The structure includes: data
input unit, key generator, and data processing unit. The
data input unit stores the control data, key and plaintext,
The key generator generates the round keys real-time,

The data processing unit completes the operations of Ad-
droundKey, SubBytes, ShiftRows, MixColumns.

Input

No
@*.Bit
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Calculate transfer
rate to the card

[

Calculate transfer
rate from the card

(o}

Fig. 3 Software flowchart of reconfigurable AES system
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Fig. 4 Hardware structure of reconfigurable
AES hardware implementation

The AES algorithm requires different round key
used in every round, so it is important to generate a new
round key real-time. This paper adopts a novel key
scheduler that generates round keys dynamically, The
key generator generates the round keys concurrently dur-
ing the encryption or decryption procedure. The method,
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adopted in this paper, 1s safer and more convenient, and
also saves the encryption time which improves the imple-
menting speed.

The design criteria of S-box in key expansion and
SubByte transformation are inspired by the use of alge-
braic manipulation, But the algebraic manipulation needs
more hardware resource and more time. S-box in this pa-
per is in form of Look-up Table (LUT), which saves the
time to generate the S-box.

The MixColumns transformation of the AES cipher
algorithm mixes the bytes in each column by the multipli-
cation of the state with a fixed polynomial modulo with
its coefficient in GF(2*). The method of multiplication
holds a lot of resource, so shift and XOR operation are
used to realize the MixColumns transformation which re-
duces logic resource, simplifies the circuit and improves
the computing speed.

3 Results

The dynamically reconfigurable system which sup-
ports the AES-128, AES-192, AES-256 has been real-
ized on RC1000. According to the control data, the key
length and bit file are chosen. The key length is differ-
ent, the encryption round and the security are also differ-
ent. The longer the key length is, the higher security
level the AES algorithm has. The transmission rates of

the dynamically reconfigurable AES system are shown in
Table 2.

Table 2 Transmission rates of the dynamically

reconfigurable AES system Mb/s
. Writing speed to Reading speed
Algorithm the card from the card
AES-128 111,30 116. 40
AES-192 110. 31 108. 16
AES-256 111. 30 114, 29

From the Table 2, It is concluded that the key
length do not influence the data throughput of the AES
algorithm, The difference of AES-128, AES-192, AES-
256 1s the round number of the encryption which do not
influence the speed much. The hardware implementation
ensures that the three algorithms are same on realizing
speed.

The key generators generate the round keys concur-
rently during the encryption or decryption procedure
without extra memory to store the sub-keys. The meth-
ods of this paper and using extra memory to store sub-
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key are both emulated on FPGA. The hardware re-

sources of the two methods are shown in Table 3.

Table 3 Hardware resource with memory
and without memory (NANDs)

The method adopted ~ Adopting extra memory

Algorithm in this paper to store the sub-keys
AES-128 49 404 87 356
AES-192 96 580 115 924
AES-256 126 693 150 043

Comparing to the method that uses extra memory to
store the sub-keys, the method adopted in this paper is
safer, lower cost, and not easily attacked. From Table
3, it is concluded that if increasing the key length, the
cost is increased too. The reconfigurable system reduces
a huge amount of resources that only needs 126 693
NANDs (Not AND gate), while the conventional AES
system needs much more than 126 693 NANDs. 126 693
NAND:s are used to realize AES-256 which is the biggest
cost in the three algorithms, and these hardware re-
sources are enough to realize the AES-128, AES-192.
The dynamically reconfigurable AES system is optimized
for achieving lower cost.

4 Conclusion

A dynamically reconfigurable system is designed to
implement the AES-128, AES-192, AES-256, Accord-
ing to the control data, the algorithm is chosen to encrypt
the data. Meanwhile, a novel key scheduler is proposed
to generate the round keys concurrently during the en-
cryption or decryption procedure, and the security of ci-
pher key is improved. This dynamically reconfigurable
system is suited to the AES algorithm with different ci-
pher key lengths and different surroundings. The dynam-
ically reconfigurable AES system is realized on Virtex-E
FPGA, and achieves higher speed, lower cost and higher
security level,
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