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Abstract: Along with the development of Internet, Web 
Services technology is a new branch of Web application pro- 

gram, and it has become a hotspot in computer science. 

However, it has not made great progress in research on Web 
Services security. Traditional security solutions cannot satisfy 
the Web Services security require of selective protection, end- 
to-end security and application layer security. Web Services 
technology needs a solution integrated in Web Services frame- 
work to realize end-to end security. Based on cryptography 

and Web Services technology and according to W3C, XMI. 

encryptkm specification, XMI. digital Signature specification 
and W&Security, which proposed by IBM and Microsoft,  a 
new Web services security model based on message layer is 
put forward in this paper. The message layer is composed of 

message handlers. It is inserted into the message processing 

sequence and provides transparent security services for Web 
S, ervices. To verify the model,  a Web .Services security sys 
tern is realized on . net platform. The implementation version 

of the model can provide various security services, and has 
advantages such as security, scalahility, security controllabilb 

ty and end-to end security in message level. 
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0 Introduction 

W eb Services technology is a new branch of Web appli- 
cation program with the properties of self-containing, 

self-description and modularization and can be released, loca- 
ted and called by Web. It is composed of a series of protocols 

and criterions, such as XML, SOAP, WSDI. and UI)DI. It is 

an innovatory technology based on XML, and its naissance 
will have great influence on traditional software design. A new 
generation of Web application will upgrade to Web Services- 
oriented design pattern. And besides, due to XML's flexibil- 
ity and platform independent function, Web Services will inev- 
itably get broad application in many fields, such as E-com- 
merce, system integration and platform-independent operation 
etc { a q. 

However, Web Services security is just like western re- 
gion waiting for exploration and development. The current 
circumstance is that software development based on Web Serv- 
ices is very simple, but it is very difficuh to achieve Web Serv 
ices on the safe side. So, the urgent affairs are to design and 
achieve secure Web Services system. 

1 Deficiencies of Existing Security Tech- 
nologies on Protecting Web Services 

The existing security technologies are quite mature on 
protecting Web information, and these technologies can be 
adopted directly to protect Web Services security. The prima- 
ry technologies include SSL (Secure Sockets I.ayer), VPN 
(Virtual Private Network), Firewall technology and HTTP 
authentication. However, as a new technology, Web Services 
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technology has its special security requirement, so there 
are certain deficiencies of existing security technologies on 

protecting Web Services. 
1) SSL (Secure Sockets Layer) 
At present, SSL (Secure Sockets Layer) is essen- 

tially a security communication standard on Web. But it 
has certain deficiencies mainly in performance, intermedi- 
ate nodes and selective protection etc [2]. 

2) VPN(Virtual Private Network) technology 
VPN technology can provide good protection for 

Web Services, but its application is limited in a finite 
scope. To those large enterprises that have built VPN, 
Web Services can be protected without increasing invest 

ment. But when we want to release services to the Web, 

we aren't able to demand everyone use VPN. Further- 
more, to construct VPN needs to purchase corresponding 
software and hardware, which would increase system ex- 
penditure. Therefore, VPN can only be used as an auxil- 
iary method and it cannot realize universal security'. [32 . 

3) Firewall technology 
By using firewall, IP addresses trying to access ille- 

gally can be shielded off. If an organization uses proxy 
server to get Web Services, all requirements from it 
would show a same IP address. If this IP address were 
shielded off, those legal users' access would also be re- 
stricted. And besides, other security services, such as 
digital signature and encryption, could not be realized 
yet. So, firewall technology is also regarded as an auxil- 

Services . iary method to protect Web [42 

4) Authentication technology 

There are many kinds of security authentication 
mechanisms at present, and different authentication 
mechanisms usually are in different protocol layers. Ap 
plying these mechanisms often needs complicated equip 
ments and installations, and considering the different 
software environments it will become more complicated. 
The security of Web Services demands an integrated ex- 
tendible authentication mechanism. So the existing au 
thentication mechanisms cannot satisfy this require 
ment [51 

On all accounts, new security requirements presen 

ted by Web Services technology are. selective encryption, 

end-to end security, security based on application layer 
and security integrated in Web Services system. Appar- 
ently, the present security technologies cannot meet all 
these requirements. 

2 Web Services Security Model Based 
on Message Layer 

2.1 Presentation of the Model 
Aiming at the characteristics of Web Services securi- 

ty requirements and combining the existing security mod 
els, this paper puts forward a Web Services security sys- 
tem model based on message layer. The architecture of 
the model is given in Fig. 1. 

Fig. 1 shows that this model adds a message pro- 
cessing layer at both Web server side and client side. And 
some relative components to enhance security, such as 

digital certification library and user' s database, are add- 
ed too. Each layer's function is introduced in detail as 
follows E61o2 
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Fig. 1 Web Services security model based on 

message layer 

1) Services client layer 
This layer is Web Services' client layer, and its pri- 

mary functions are shown in two aspects. On the one 
hand, when client requests services, it serializes the re- 

quest information to SOAP message of XML format and 
sends the message to the next layer. On the other hand, 

when it receives message, it parallelizes the message to 
corresponding objects and passes them to client to call 
methods and deal with data. Different from traditional 
application programs, client mentioned here is multi- 
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form, besides traditional C/S and B/S application pro- 
grams, and it also can be components of enterprise appli 
cation system or other Web Services. 

2) Client message processing layer 

This layer's responsibility is to deal with correspond 
ing message and request information. It is composed of a 
series of message processors including encryption/decryp- 
tion processor, signature/verification processor etc. And 
each group of processors can realize certain function. ()f 
course, this layer provides a special message processing 
mechanism and users can define message processor conven- 

iently, thus the custom-buih commercial logic can be real- 
ized. In order to implement security processing, the layer 
must acquire some additional messages and among them the 
most important message is user's cipher key. 

3) Server message processing layer 
Similar to client message processing layer, this lay- 

er ' s  responsibility is to perform security processing on 
SOAP message but the operations here is more compli- 
cated. Not only encryption/decryption processing and 
signature/verification processing are needed by security, 
but also user's databases are required to authenticate us- 

ers, implement access control policy, register accessing 

users and form log etc. 
4) Web services layer 
Web Services layer is mainly composed of SOAP 

processor and transaction components. S()AP processor 
is in charge of formatting the request information to ob- 
ject calling information, and then calling corresponding 
transaction components. Afterwards, the transaction 
components get calling results and transform them to the 
message with XML format and create response message, 
then through security processing layer send the message 

to services client. 
From Fig. 1 we know that security processing has 

been implemented before sending message to client. Even 
if Web Services hackers captured the message and fabri 
cated or destroyed it, message~processing layer could 
easily discover whether the message were true or false 
and modified. 
2.2 Message Processing Workflow 

In Fig. 2 we give a elient message processing work- 

flow from sending out requirement to receiving response 

information. 
Steps of message processing are as follows: 
1) Client sends out the original object calling infor 

mation and serializes it to XMI. document by SOAP for- 

Web services client 

SOAP formatting program 

Output- Input- ] -?roeessor I-P r~176 

?lient message process layer 

Message transport layer 

Web services 

SOAP formatting program 

Output- Input- [ -?roco sor I-processor 

Server message process layer 

Message transport layer 

Fig. 2 Web service message processing workflow 

matting program. 
2) When request information passes through mes- 

sage processing layer, the corresponding processor will 
pick up system parameters and process the message. The 
typical operation is that adding user's authentication in 
formation, putting the digital signature to the message 

and encrypting them. Finally, some compressing work 
can be done too. After these processes the message will 
be transferred to the transport layer. 

3) Request information which has been preprocessed 

at upwards steps is sent to client through some transport 

layer protocols, such as HTTP etc. 
4) When Web server receives the request informa- 

tion, it first decompresses the message with decompres 
sion processor, then authenticates users, and finally, de- 
crypts the message and validates the digital signature. 

5) The message processed by a set of input proces 
sors is to be translated into original request information 
and then becomes corresponding object-calling informa- 

tion through SOAP formatting program. 
6) The response message repeats the upwards steps 

and is transmitted to the client. 
The preceding part is a typical request/response 

message model, from which we can know that message 
processing layer captures the message and deals with 
them and makes them have a secure format both before 
message sending and after receiving. Consequently, the 
message is secure during the course of message sending. 

3 Realization of Web Services Securi- 
ty Model 

3.1 Environment of the System 
We adopt Micorosoft. NET as system realizing envi 
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ronment and Windows 2000 Server as operating system. 

Our development tool is Visual Studio. NET 2003. 
NET adapts CryptoAPI into System. Security. Cryp- 

tography name@ace and makes cryptography services get 

rid of mystery of SDK platform and become simple using 
of.  net namespace. Owing to sharing with the whole 
frame components, it is much easier to realize cryptogra 
phy services. Classes in System. Security. Cryptography 
namespace can realize almost all the kinds of algorithms. 

If users want to realize their algorithms themselves, the 
basic framework is also supplied. And users can easily 
realize relative algorithms by extending corresponding 
basic classes El3 . 

3.2 Realization of Web Services Security Compo- 
nent Library 
3.2.1 Implementation scheme 

Implementation of processors and XML security cri- 

terion in the model are encapsulated in a component li- 
brary ultimately, and the physical form is shown as a file 

named MonicaSoft. WebServices. dll. Users can use this 
file to redevelop secure Web Services. 

The root name@ace of this component library is 
MonicaSoft. WebServices. Basic classes and interfaces are 
defined in this name@ace to support secondary develop- 
ment, and the main parts of which include security com- 
ponent deployment interface class, message processor 
model class, message processing layer class, security 
message integrated processor and access control processor 
which are implemented ultimately and so on. Interfaces 
to process class of XML elements are also defined in the 

namespace. 
In the root namespace, there is a sub-namespace, 

MonicaSoft. WebServices. Security namespace. In this 
namespace, there are another three namespaces: gncryp 
tion, Signature and Token, and they represent a set of 
components that are used to realize XML encryption, 
XML digital signature and security token. This part is 
kernel code of the whole Web Services security compo- 
nent library and it realizes three criterions about XML 

and Web Services concretely, and they are XML encryp- 

tion criterion, XML digital signature criterion and WS- 
Security criterion. 

The implementation of the component library mainly 
includes implementation of security token, XML data en- 
cryption criterion, XML digital signature, message pro- 
cessing layer and access control policy. Limit to the 
length of the article, we only introduce the implementa 
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tion of message processing layer. 
3.2.2 Implementation of message processing layer 

The basic unit of message processing layer is mes- 
sage processor. It is the least function unit to process 
message but very important. There are two types of mes- 
sage processor: InputMessageProcessor and OutputMes- 
sageProcessor. Accordingly, two abstract classes, Soap- 
InputFilter and SoapOutputFilter, are defined. We have 
also defined abstract method of message processing, Pro- 
cessMessage, in both two classes. The practical task of 
message processor is to realize self-defined message pro- 
cessing mechanism in that method. For example, user 

can define an EncryptionOutputFilter processor and in its 
ProcessMessage method to get eneryption algorithms and 
cipher key by accessing user 's  database and set other 
properties, and to call Enerypt method of EncryptedData 
object. Thus, encryption processing is done. And mes- 
sage processor defines a Collection class to manage several 
kinds of message processors. This class is integrated in 
CollectionBase class to realize ICloneable interface. 

Message inputting processing layer includes two ob- 
jects: output-message-processor collection and input-mes- 
sage-processor collection. There are two methods to deal 
with input message and output message: ProcessInput- 
Message() and ProcessOutputMessage (). 

During user calling Web Services methods with 
SOAP protocol, method-calling is first serialized to 
SOAP message and then sent to the server, finally server 
anti-serializes SOAP message to method-calling and exe- 

cutes corresponding operation. The process that client 
gets results from Web Services is similar to that men- 
tioned upwards. In order to extend SOAP message, net 
provides a SoapExtension class. Users can add their own 
processing to change SOAP message before or after mes- 
sage serialization and anti serialization by inheriting the 
class, and they can even do it to both client side and 
server side at the same time. By this way, we can solve 
the interface problem between message processing layer 
and Web Services. 

Fig. 3 is a sketch map of Web Services lifespan. 

According to it, by the means of capturing SOAP mes- 
sage in the different stages of life-span, message process- 
ing layer can gain the goal of processing message trans- 
parently. 

On the basis of the definition of So@Extension 
class, SecurityExtension class is realized. And we use 
message layer objects to process message in it. Class dia- 
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Fig. 3 Life-span of Web Services message 

gram of SecurityExtension class is given in Fig. 4. 
Each Web Service has a file, Web. config, which is a 

XML document. By setting the document's correspond- 
ing XML configuration nodes, SecurityExtension class 
can be inserted into message processing sequence, and 
thereby, message layer can process message transparent 

ly. 

SecurityExtension 

baseStream: Stream 

newStream: MemoryStream 

pipeline: Pipeline 

Getlnitializer(in methodlnfo: LogicalMethodlnfo, 

in attribute:SoapExtensionAttribute): object 

Getlnitializer(in type: Type): object 

Initialize(in initializer:object) 

lnitializePipeline0 

ProcessMessage(in message: SoapMessage) 

ChainStream(in streaan: Stream): Stream 

AfterDeserialize(in message: SoapMessage) 

AfterSerialize(in message: SoapMessage) 

AfterSerializeClient(in message: SoapMessage) 

AfterSerializeServer(in message: SoapMessage) 

BeforeSerialize(in message: SoapMessage) 

BeforeDeSerialize(in message: SoapMessage) 
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Fig. 4 Class diagram of Web Services interface classes 

4 Conclusion 

According to W3C, XML encryption criterion pro- 
posed by Microsoft and IBM, XML digital signature cri- 
terion, XML security criterion (WS-Security etc) and se- 
curity technology such as access control technology, this 
paper presents a Web Services security model based on 
message layer and realizes a Web Services security system 
in .  net platform. After analyzing and validating, this 
system has shown a good many advantages in lots of as- 
pects, such as security, extensibility, service transparen- 
cy, security controllability and end-to-end security in 
message level and it is proved with important significance 
to Web Services security. 
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