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Abstract. In this paper we consider the problem of identifying cheaters in secret sharing schemes. Rabin and
Ben-Or presented a perfect and unconditionally secure secret sharing scheme in which the honest participants are
able to identify the cheaters. We present a similar scheme, but one in which the information distributed to each
participant is smaller.

1. Introduction

In 1979 Blakley [2] and Shamir [10] gave protocols to solve the following problem: divide
a secret s in n shares in such a way that:

i) the knowledge of k£ or more shares makes s computable,
ii) the knowledge of k — 1 or less shares leaves s completely indeterminate.

This problem, known in the literature as “(k, n) Threshold Secret Sharing”, has received
considerably attention in the last few years because of its many applications to several
fields, as data security, secure computation and others [6]. For an extensive bibliography
and illustration of the main results in the area the reader is referred to [12] and [13]. Let
P = {Py,..., P;} be a finite set of n participants. Informally, a (k, n) threshold secret
sharing scheme is a method to distribute shares of a secret s to the participants in P in such
a way that any k participants can calculate s, but no subset of fewer than k participants
can do so. A (k, n) threshold secret sharing scheme is said to be “perfect” if no subset of
fewer than k participants can determine any partial information regarding the secret s (in
an information theoretic sense), even with infinite computational resources.

In the last decade various researchers have considered the problem of guarding against
the presence of cheaters in threshold secret sharing schemes [1], [3], [5], [9], [11], [15].
It is conceivable that a subset of the participants may attempt to cheat, that is, to deceive
any of the other participants by lying about the shares they possess. A threshold secret
sharing scheme is said to be unconditionally secure (against cheating) if the probability of
successful cheating is limited to a specify probability even if the cheaters are assumed to
have infinite computational resources.

The first researchers to address the problem of cheaters in threshold secret sharing schemes
were McEliece and Sarwate [9]. They use an error-correcting code to construct a threshold
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secret sharing scheme in which any group of k + 2e participants which includes at most e
cheaters can correctly calculate the secret.

Tompa and Woll [15] considered the following scenario: let us suppose that k — 1 par-
ticipants want to cheat a k-th honest one. Let 5 be the correct secret, that is, the secret the
participants would reconstruct if they pooled together their shares. The £ — 1 cheaters, not
knowing the share of the honest participant, could return forged shares in an attempt to force
the honest participant to reconstruct a secret s’ # s. Tompa and Woll showed that Shamir’s
scheme [10] is insecure against this attack in the sense that even a single participant, with
high probability, can deceive other k£ — 1 honest participants. However, they also modified
Shamir’s scheme to make it secure against such cheating. Briefly, they proposed a sharing
algorithm that specifies a subset Syegq; Of the set S of possible secrets. A secret will be
accepted as authentic only if it is an element of Sy.zq. If a set of k& participants calculate
the secret to be an element of Sjjegar = S — Siegar, then they realize that at least one of
them is cheating. In Tompa and Woll’s scheme the probability that the k¥ — 1 cheaters cheat
successfully is at most 1 — k'—&}ﬂ'. However, even though participants can detect when
cheating has occurred, they cannot determine who is cheating.

Brickell and Stinson [3] proposed a modified version of the Blakley’s construction [2] in
which honest participants are able to identify cheaters. Brickell and Stinson considered a
somewhat different scenario from Tompa and Woll’s: there is an honest participant and the
remaining n — 1 participants form a coalition in order to deceive him. If s is the correct
secret, some k — 1 participants of the n — 1 cheaters could return forged shares in an attempt
to force the n-th honest one to reconstruct a secret s’ # 5. Suppose that the honest participant
can somehow check the shares in such a way that he is able to identify which shares are
falsified. As the honest participant would like to reconstruct the correct secret, each time
he identifies a forged share, he asks the remaining participants for another share. Then the
n — 1 cheaters can return forged shares untill at most » — & + 1 participants are identified as
cheaters. In Brickell and Stinson’s construction even if there is only one honest participant
and the remaining n — 1 participants form a coalition in order to deceive him (as described)
the probability of cheating successfully is "I‘s‘l"_"'ll , where S is the set of secrets.

Independently and simultaneously, Rabin and Ben-Or [1] developed a threshold secret
sharing scheme, based on [ 10], having properties very similar to Brickell and Stinson’s con-
struction. In Rabin and Ben-Or’s scheme, every participant in P receives extra information
along with his share, over a finite field, to guard against cheating. Indeed, each participant
P; in P receives his share d; and #n — 1 random elements v; ;, for j = 1,...,nand j # i.
Moreover, each participant P; in P — { P;} receives n — 1 pairs (wj;, zj.¢), fori =1,...,n
and i # j, where w;; # 01s a random element and z;; is calculated as z;; = d; + v; jw; ;.
When the participant P; wants to let P; know his share, he returns the pair (d;, v;,j). Then P;
can calculate d; + v; jw;; and he accepts d; only if the result is z; ;. In Rabin and Ben-Or’s
scheme the probability that a coalition of n — 1 participants cheat successfully the remaining
honest participant is 1 — (I — )" ™! < %—l’i_'—*l—l-, where S is the set of secrets.

An important issue in the implementation of secret sharing schemes is the information
distributed to participants since the security of the system degrades as the amount of the
information that must be kept secret increases. Even though in Brickell and Stinson’s
construction the secret information given to each participant (n + 2k — 3 elements of a
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finite field) is smaller than the information given in Rabin and Ben-Or’s scheme (3n — 2
elements of the field), their scheme is not perfect and is not computationally efficient if &
and n are large. Conversely, Rabin and Ben-Or’s scheme is perfect and can be implemented
in polynomial time. In this paper we present a perfect and unconditionally secure (%, n)
threshold secret sharing scheme having the same properties of Rabin and Ben-Or’s scheme,
but in which the information given to each participant is smaller (k¢ + 2(n — 1) elements of
a finite field).

2. The Construction

Let GF(g) be a finite field with g elements, where g is a prime power such that g > n.
Assume that the secret s is chosen in the finite field G F(g) by a special participant called
the Dealer. The Dealer is denoted by D! and assume D! ¢ P. The construction is based on
Shamir’s threshold secret sharing scheme [10]. When DI wants to share the secret s among
the participants in P, he gives a k-dimensional vectord; = (d; o, ..., d;x—1), where k < n,
over G F(q) as a share to participant P;, fori = 1, ..., n. The Dealer chooses the shares as
follows. Letay, ..., ar—; be elements chosen uniformly at random in G F (g) and unknown
to all the participants. Let ¢y, ..., «, be distinct and non null elements in G F(g) known
by all the participants. If g(x) is the polynomial s + a1x + asx? + - -+ + a1 x*71, then
dio = q(oy) and d; 1, ..., d;ix—1 are elements chosen uniformly at random in G F(g), for
i =1,...,n. Toguard against cheating, DI distributes extra information to the participants
along with their shares. The extra information consists of # — 1 pairs of elements in G F (g)
for each participant P; in P. Let g;; be non null elements chosen uniformly at random in
GF(qg),fori=1,...,nandi # j. D calculates b;; = gjidio+a;di1+- -+ 'dig
and, then, he gives the participant P; the pair (g;;, b;;), fori = 1,...,nand i # j.
Thus, when the participant P; returns his share d;, P; can check the authenticity of d; by
verifying that it is a solution vector of the equation g;;yo + oy +--- + a}'.“l Vi1 = bj,
where Yo, . . ., ye—1 are the unknowns, g, o, ..., af !

;T are the coefficients and b; ; is the
constant, fori = 1,...,nandi # j.

3. Properties

The properties of the construction described in Section 2 can be summarized as follows.

LEMMA 1 Any k participants can calculate the secret s, but no subset of fewer than k
participants can determine any partial information regarding s.

Proof.  Since Shamir’s scheme [10] is a perfect threshold secret sharing scheme, any k
participants can calculate the secret s by interpolation [6],[8], but no subset R C P ofr < k
participants, pooling their own shares, can determine any partial information regarding s.
Consider the system of r equations g; ;o +o;y1 + - + a]’-‘_l}’k—l =bj;, forall P e R
and where P; € P — R. Since «j, for all P; € R, are non null and distinct elements in
G F(q), the determinant of the coefficient matrix of such a system, where the first k — r
columns are discarded, is a non null multiple of a Vandermonde determinant. Then the r
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equations are linearly independent and for each possible unknown yo € G F(q) there are
q*~"~! possible solutions. Then the participants in R can determine no partial information
regarding d; ¢, if P; € P — R, and therefore the secret 5. ]

LEMMA 2 Any participant who attempts to cheat will be identified by any honest participant
with probability 1 — q+1 .

Proof.  Suppose the participant P; tells participant P; that his share is d; instead of d;. Since
P; wants to force P; to reconstruct a secret s” # s, d; is such that d; ; # d; 9. Depending on
the element g;; € GF(g) — {0} given by the Dealer, the participant P; could have g — 1
equations to check the share of P;. Consider the equations g; ;yo+a;y1 +- - -+ a]’.‘“ V-] =
by and g yo + oyyr + - + of "' yey = b}, such that g;; # g/, If d] and d; were
solution of both the equations we would have that, subtracting the members of the equations,
(8j.i — 8;)dio = bji — b ; and (g; — &; )di oy = bj; — b};. Since it is g} ; # g;; this
contradicts d; ; # d; 0. It follows that d;, where d; , % di o, satisfies only one of the possible
equations that the participant P; could have to check the share of P;. Then the probability
that participant P; cheats successfully participant P; is at most 711_1 and therefore P; is

identified by P; with probability not lower than 1 — q+l' [

LEMMA 3 Even if there is only one honest participant and the remaining n — 1 participants
form a coalition in order to deceive him, their probability of cheating successfully is only
1-(1- L)n—k+l < n—ktl
g1 gq—1

Proof. Let C be some subset of n — 1 participants in P. Suppose that the participants in
C form a coalition in order to try to convince P; € P — C that the secret is s’ # 5. The
participants in C conspire, that is, they pool any information in cheating the participant P;.
Recall from [3] that the best strategy the n — 1 cheaters can follow is to leave k — 2 of their
shares unchanged and lie about the remaining n — k + 1 shares. Let d be the forged share
given by some participant P; € C, instead of d;. Even if the n — 1 cheaters conspire, they
only know that P; has one of ¢ — 1 equations gj;yo +a;y1 +--- + oe;‘"’yk_l = bj;, for
gj.i € GF(q) — {0}, to check the share of P;. By the same argument used to prove Lemma
2, we have that d’;, where d] , # d, o, satisfies only one of such equations. It follows that
the probability that participant P; is identified as a cheater by P; is 1 — -q—l—l-. Since the
elements g;; of the equations of P; are chosen uniformly at random, the n — 1 cheaters
have probability 1 — (1 — q—il)"‘k“ of cheating the participant F;. [ ]

LEMMA 4 The secret information given to each participant consists of k+2(n — 1) elements
of the finite field G F(q).

Proof. This follows from the construction, since each participant receives k elements of
G F(q) as his share and 2(n — 1) elements of extra information to calculate his equations.
n

LEMMA 5 The construction can be implemented in polynomial time.



A PERFECT THRESHOLD SECRET SHARING SCHEME 187

Proof. 'We shall briefly review only how much time is taken by the Dealer to calculate
the constants b;; of the n — 1 equations for each participant P;. First DI calculates the

powers of a; in "("2_ D multiplications. Then the constants b;; are calculated in k(n — 1)
multiplications. Therefore DI needs "("2—_” + k(n — 1) multiplications. |

Remark. 1t is conceivable that the Dealer gives every participant P; the pairs (g;.;, b;,i),
where g;; is the same element chosen uniformly at random in GF(g), fori = 1,...,n
and i # j. In this case, all the lemmas still hold, except Lemmas 3 and 4. Indeed, even if
the information distributed to each participant consists of k¥ + n elements of G F(q), the

probability that a coalition of n — | participants cheat successfully the remaining honest

.. . k1
participant is Z;;:H' q—l7.
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