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Abstract. We introduce a fast evaluation algorithm for R6dei functions of complexity 
O(log2 n). R6dei functions are of interest in cryptographic applications and primality 
testing. 
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Introduction 

Let R an arbitrary commutative unitary finite Ring and let t (x)  = x 2 - a x  - b denote 
a polynomial over R with the two different roots ~, ~. It can easily be shown that 
there always exist unique elements rk, Sk ~ R such that 

O~ k = r k d- o~s k and ~k = rk + ~S k for all k e N .  

So for n __> 1 by the binomial theorem we have 

(x + ~)" = F, ~kx"-k 
k = 0  

k = 0  

= g. (x)  + eh , (x )  

where g.(x) ,  h , ( x ) e R [ x ]  are coprime over R. 
The rational function 

R . ( x )  - g . (x )  
h . (x)  

is called Rddei  f unc t ion  o f  degree n wi th  respect  to t(x). 

* This paper was partially supported by the Osterreichischen Fonds zur F6rderung der wis- 
senschaftlichen Forschung under FWF project P9272 
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R6dei functions R. (x )  over finite fields with respect to t(x) = x 2 - b and b not a 
square were introduced by R6dei [14], with slight modifications in the definition as 
moving to 7/m and using arbitrary quadratic polynomials t(x) by R. N6bauer [,8], 
[9] and W. N6bauer [10], [11] as well as moving to arbitrary commutative unitary 
finite rings by Pieper [13]. The results by Pieper still hold using arbitrary quadratic 
polynomials t(x) since the extension ring R [x]/( t(x))  is R-isomorphic to the quadratic 
R-algebra R [x/-~], t / �9 R • (cf. [, 12]). 

R6dei functions R, (x )  over R are closed with respect to composition and satisfy 
the commuting property 

R, , ( x )  o R,2(x  ) = R.1.2(x ) = R,2.1(x ) = R,2(x)  o R , l ( x  ). 

The commuting property is one of the main reasons why R6dei functions are of 
interest in cryptographic applications for secret-key and public-key cryptosystems 
as proposed by Lidl and Mtiller [2] and investigated by R. N6bauer [5], [6], for 
key distribution systems as proposed by R. N6bauer [7] and for primality testing 
as proposed by Lidl and Miiller [-3]. A comprehensive up-to-date collection of 
results concerning R6dei functions and their relations to Dickson polynomials is 
given by Lidl, Mullen and Turnwald [1]. 

All these applications require a fast evaluation algorithm. The algorithms 
proposed by Lidl, Mullen and Turnwald [-1, Lemma 2.29] and by More [-4] are 
restricted to R6dei functions invented by R6dei and the first one is also restricted 
to calculations in the extension ring R[x] / ( t ( x ) ) .  These restrictions can be dropped 
by the following algorithm maintaining same complexity O(logz n). 

Recurring Sequences 

The following Lemma can be obtained easily by induction on n from the defining 
equation (x + ~)" = 9.(x)  + ~h.(x)  of R6dei functions. 

Lemma. T h e  polynomials  9,(x)  and h,(x)  satisfy the recurrence relations 

g.(x)  = x g , _  i(x) + b h , _ l  (x) 

h.(x)  = g ,_  i(x) + (x + a)h,_  i(x) 

f o r  all n > 1 with initial values 91(x) = x and hl(X ) = 1. 

As an immediate consequence follows 

Corollary. R, ( x )  satisfy the recurrence relation 

xR._ l(X) --[- b 
R, (x )  = 

R , _ I  (x) + (x + a) 

for  all n > 1 with initial value Ra(x  ) = x. 

Substituting 2n + 1 for n and combining with the commuting property for n 1 = 2, 
n 2 = n leads to a fast evaluation algorithm of complexity O(log 2 n) with respect to 
addition, subtraction and multiplication in R using 

x R z , ( x  ) + b RZ.(x) + b 
Rz"+x(x) = Rz,(X ) + (x + a) Rz"(X) = R z ( x ) ~  2R,(x) + a' 
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Fast Evaluation Algorithm 

This  a l g o r i t h m  eva lua tes  the R6dei func t ion  R,(x)  of degree n > 1 with respect  to 
t(x) = x 2 - ax  - b. 

A1. [ In i t ia l ize . ]  l k �9 Let  ~ k  = o ba2 the b i n a r y  r ep re sen t a t i on  of n > 1 with ba ~ {0, 1 }. 
Set i ~ l - 1 a n d  R(x)  ~ x. 

A2. [i < 0?] If i < 0, the a l g o r i t h m  te rmina tes ,  with R(x)  as the answer .  

R2(X) + b 
A3. [Eva lua t e . ]  Set R(x)  

2R(x) + a" 

x R ( x )  + b 
If  b i = 1, set R(x)§  

R(x)  + (x + a)" 

Set i ~ i - 1 a n d  r e t u r n  to step A2. 
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