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Abstract. With the rapid development of network technology, the num-
ber of mobile devices is increasing at a phenomenal speed. However,
many wireless communications are established on public wireless net-
works, which makes it a challenge to ensure the message confidentiality
and user privacy. Besides, mobile devices usually have limited resources.
It is necessary to design a secure and efficient cryptographic scheme
for wireless communication. In this paper, we propose an identity-based
mutual authentication scheme for resource-constrained mobile devices.
With the help of random oracle model, we show that the scheme is prov-
ably secure under extended Canetti-Krawczyk (eCK) security model.
Finally, through comparative experiments with six related works, we
demonstrate that the proposed scheme is the most suitable for resource-
constrained mobile devices in wireless communications.

Keywords: Mutual authentication - Identity-based cryptography -
Key exchange - Mobile devices - Wireless communication

1 Introduction

In recent years, 5th generation (5G) network has been gradually popularized
with the rapid development of network technology. Meanwhile, a large quantity
of emerging applications based on wireless network are integrated into people’s
daily life. Vehicle ad hoc networks (VANETS) improve the transportation effi-
ciency and driving safety by providing reliable information services for vehicles
[32]. Wireless body area networks (WBANSs) collect real-time biomedical data
through the sensors placed in or around patients’ bodies and send it to remote
medical personnel for diagnosis [27]. Unmanned aerial vehicle (UAV) technol-
ogy has been filtering down to ordinary consumers, which can be used for aerial
photography, media filming, package delivery, emergency rescue and so forth
[33]. Since most applications like the above are established on public wireless
networks, the messages transmitted may be intercepted, modified, replayed etc.
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In those cases, users’ privacy data can be revealed and the validity of messages
cannot be guaranteed. It is crucial to ensure the security of wireless communica-
tion, which includes user authentication, data confidentiality, message integrity,
privacy preservation and so on. In addition, most mobile devices are considered
to have relatively low computation power and small storage space. Therefore, it
is necessary to design a cryptographic scheme with high security and efficiency
for wireless communication. To reduce the cost of mobile devices, we propose an
identity-based mutual authentication scheme for wireless communication. Then,
we prove that the proposed scheme is secure under the well-known extended
Canetti-Krawczyk (eCK) [12] security model. Through comparison with related
works, our scheme is the most suitable for resource-constrained mobile devices
in wireless communications.

Related works are discussed in Sect.2. Section3 describes preliminaries.
Then, we give the concrete construction of the scheme and provide the secu-
rity analysis in Sect.4 and 5, respectively. In Sect. 6, we show the comparison
results between our scheme with other schemes. Finally, we conclude this paper
in Sect. 7.

2 Related Works

Shim [23] introduced an identity-based signature scheme and constructed a con-
ditional privacy-preserving authentication scheme for vehicular sensor networks.
The authentication scheme could also support batch verification process. Sub-
sequently, Liu et al. [14] found that [23] was proved only secure against chosen-
identity and no-message attack and it had non-negligible error in batch verifica-
tion. To reduce the computation overhead of message processing in VANET, He
et al. [10] designed a pairing-free authentication scheme with conditional privacy
protection. To achieve secure communication and driver privacy in a vehicular
sensor network, Lo and Tsai [16] developed an identity-based signature scheme
and proposed a novel anonymous authentication scheme. To deal with the issue
that too many valid identities were held by one user to protect identity pri-
vacy, Wang and Yao [26] presented a local identity-based anonymous message
authentication protocol based on a hybrid authentication scheme. However, the
aforementioned works were designed to support one-way authentication.

In 2008, Yang and Chang [30] put forward an identity-based remote mutual
authentication scheme on elliptic curve cryptosystem (ECC). Their scheme also
supported a session key agreement between two participants. Later, Yoon and
Yoo [31] found out that [30] was not secure against impersonation attack and
could not satisfy perfect forward secrecy. They provided an improved scheme
which not only solved the security issues in [30] but also reduced computation
overhead. In 2012, He et al. [5] came up with a more efficient identity-based
remote mutual authentication scheme. It was proved secure under random ora-
cle model (ROM). In the next year, Chou et al. [4] introduced two authentica-
tion with key agreement schemes, which included a two-party and three-party
identity-based mutual authentication scheme respectively. They claimed that
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the two schemes were able to achieve strong notions of security. Unfortunately,
Farash and Attari [7] demonstrated that two schemes in [4] were both insecure
against impersonation attack. Besides, they presented an improved one to elim-
inate the security flaws of the first scheme in [4]. Wang and Zhang [27] came
up with an anonymous authentication scheme for WBANs and analyzed the
security by means of BAN [2] logic. However, Wu et al. [29] demonstrated that
[27] was vulnerable to impersonation attack and presented another anonymous
authentication scheme under ROM. To provide secure communication in mobile
healthcare social networks (MHSNs), He et al. [8] introduced a framework for
handshake scheme in MHSNs and proposed a cross-domain handshake scheme
which supported symptoms-matching in MHSNs. However, the communication
cost in [8] was too expensive. Odelu et al. [20] presented a new provably secure
authenticated key agreement scheme for smart grid. They demonstrated that the
scheme was secure under Canetti-Krawczyk (CK) [3] model. However, it suffers
from denial of service (DoS) attack since the smart meter must send a third
message to complete the session. Saeed et al. [22] put forward an authentication
key agreement scheme for wireless sensor networks and proved it secure under
extended Canetti-Krawczyk (eCK) [12] model. Kumar and Chand [11] designed
an identity-based anonymous authentication and key agreement protocol for
WBAN, and they showed that the protocol was provably secure under BRP [1]
model. Unfortunately, it could not provide perfect forward secrecy because an
attacker was able to recover the ephemeral key after a key extraction query, and
then calculate the session key.

Besides, Mezrag et al. [18] and Fanian et al. [6] proposed clustering mecha-
nism to extend the wireless sensor networks lifetime. Mezrag et al. [19] presented
an identity-based authentication and key agreement scheme, which achieved
all desirable security properties of key agreement and prevented specific cyber-
attacks on clustered wireless sensor networks. Wang et al. [25], Tao et al. [24] and
Liu et al. [15] researched cross-domain authentication key agreement protocol
for heterogeneous cryptosystem, where the protocol initiator used PKI and the
responder used IBC. However, the communication cost in the above three proto-
col was too expensive due to too many interaction rounds. Li et al. [13] and He
et al. [9] studied on heterogeneous anonymous mutual authentication, where the
protocol initiator belonged to IBC while the responder belonged to PKI. Zhang
et al. [33] and Wazid et al. [28] worked on lightweight remote authentication
protocols for UAV communications.

3 Preliminaries

3.1 Bilinear Pairing

G4 is an additive group with order ¢ and G5 is a multiplicative group with order
q, where ¢ is a large prime number. é : G; X G; — G» is a bilinear map and it
satisfies the following three properties.

— Bilinearity: é(rP, sQ) = é(P, Q)" for any r,s € Z; and P,Q € G;.
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— Non-degeneracy: é(P, Q) # lg, for any P,Q € Gy, where 1g, is the identity
element of Gs.
— Computability: é(P, Q) can be computed efficiently for any P,Q € G;.

3.2 Collusion Attack Algorithm with k Traitors (k-CAA) Problem
Given (hy,hy, ..., hx) € Z} and (P, sP, (s+h1) "' P, (s+ha) "' P, ..., (s+hy) ' P) €
Gy, it is difficult to compute (s + h)~1P for some h € Zy.

3.3 g-Strong Diffie-Hellman (¢g-SDH) Problem

Given a generator P € G; and ¢ elements (sP,sP, ..., s9P) € Gy, finding a pair
(t, (s +t)~1P) is hard.

3.4 Computational Diffie-Hellman (CDH) Problem

Given two randomly selected rP, sP € Gy, it is difficult to compute rsP.

3.5 System Architecture

The communication system model is depicted in Fig.1. It is composed of the
three participants, namely PKG, User A and User B. All users should register
with PKG. It verifies a user’s identity and generates a long-term secret key
based on the identity. A and B is the initiator and responder of the scheme,
respectively. They intend to achieve mutual authentication.
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Fig. 1. Communication system model
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3.6 Security Model

We adopt the well-known extended Canetti-Krawczyk [12] (eCK) security model.
Let F}DU denote user U’s i-th session. We say that F}DU is accepted if the
proposed scheme is finished successfully in the session. Every accepted session
has a session key K, a session identification sid. We say that session I }DU
and session I IJ p, are partnered if they share a same K and a same sid. The
eCK security model can be defined by a game played by an adversary F and a
challenger C as follows.
F is allowed to adaptively query the following oracles.

— H,;(M): It takes as input M and returns a random hash value.

~ Send(I'fp, ,m): It simulates that user U receives message m and replies with
the corresponding message according to the proposed scheme.

— Extract(ID;): It reveals the long-term secret key of ID,;.

— Ephemeral Key Reveal(I'f, ): It reveals the ephemeral key chosen by user U
in I IZ Dy

~ Reveal(I'f, ): It reveals the session key of I'/p, .

— Test (I} DU): This query can be issued only once. It randomly chooses a bit
b e {0,1}. If b = 0, it responds with a random K € Gz; Otherwise, it responds
with the session key of I'fp, .

When F finishes the query phase, it outputs a bit &' € {0,1} as the guess of
b. F wins the game if b’ = b and F}DU is accepted and clean. Assume that I’}DU

and I" IJ p, are partnered, we say that I’ K py s clean if neither of the following
conditions is met.

1. User U or V is an adversary-controlled party. It means that the long-term
secret key and ephemeral key are both selected by F.

2. F reveals both the long-term secret key of user U and ephemeral key chosen
by user U in F}DU.

3. F reveals both the long-term secret key of user V' and ephemeral key chosen
by user V in I'fp, .

4 QOur Scheme

We provide the concrete construction of the proposed scheme in this section,
which is composed of three phases namely Setup, Registration and Authentica-
tion. The symbols involved are shown in Table 1.

4.1 Setup

According to security parameter A, PKG sets public parameters pp as follows.

1. It selects a large prime number ¢, a g-order additive group G, a g-order
multiplicative group Go, a bilinear pairing é : G; x G; — G» satisfying the

properties in Sect. 3.1. P is a generator of Gy and g = é(P, P) is a generator
of GQ.
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Table 1. Symbols and descriptions

Symbol | Description

A Security parameter

pp Public parameters

q A large prime number

é A bilinear map from G; to G2

G An additive group with order ¢

Go A multiplicative group with order ¢
P A generator in Gy

g A generator in Gg

H; The i-th Hash function

Pouv/s | Master public/secret key pair

1Dy The identity of user U

S1py The long-term secret key of user U

2. It selects five secure one-way hash functions: H; : {0,1}* — Z7, where i = 1
to 5.

3. It chooses master secret key s € Z; and calculates master public key Py, =
sP.

Finally, PKG publishes public parameters pp = {q,G1,Go, P, g,é, Hy, Ho,
Hj, Hy, Hs, Py} and keeps s secret.

4.2 Registration

User A sends its identity I D4 to PKG for registration. PKG takes as input s
and ID 4, then calculates a long-term secret key Syp, for user A.

1

Sip,=———P
TPA =S4 H(IDy)

PKG transmits Srp, to user A secretly. After receiving Sip,, user A computes
sa = Ho(IDy,Sip,). Similarly, user B registers with PKG for its long-term
secret key Srp, and calculates sp.

4.3 Authentication

After both users register with PKG, they start a communication session for
mutual authentication.

1. In the beginning, user A randomly picks r4 € Z; and calculates

Ty = (TA =+ SA)(Hl(IDB)P+ Ppub)7
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KA = g(TA+SA)7
h1 = Hs(IDa,Ta, Ka4),
o4 =(ra+sa+h1)Sip,,
ca=Hy(Ka,IDB) ® (IDa,04),

then delivers message my = (Ta,c4) to user B through an open public net-
work.
2. Upon receiving message m1, user B first computes

Ka =é(Sipy,Ta),
and recovers the sender’s identity and the corresponding signature
(IDa,04) =ca @ Hy(Ka,IDp).
Then user B calculates
hi = H3(IDa,Ta, Ka),
and verifies the validity of the signature
é(0a, Hi(IDA)P + Ppy) = g™ Ka

If the above equation does not hold, the verification fails and user B abandons
the session. Otherwise, the authentication of user A is completed. Afterwards,
user B randomly selects rp € Zj and does the following computations.

KB — gTB+SB’KBA — K£B+SB7

ho = Hs(IDA,IDp,Ka,Kp,Kpa).

Then user B accepts Kpa as the session key and transmits mo = (Kp, hs)
back to user A.
3. After receiving message ms from user B, user A computes

Kapg = K;A+SA,
then verifies the following equation.
h2 = H5(IDA7I-DBa KA7 KBa KAB)

If it holds, the authentication of user B is finished and user A accepts Kap
as the session key. Otherwise, user A closes the session.
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4.4 Correctness

We prove the correctness of our scheme as below. User B computes

Ky

é(Stpy.Ta)

1
s+ Hi(IDg)
(P, p)ratsa)

(rat+sa)
b)

I
>
—~

Pa (TA + SA)(Hl(IDB)P+ Ppub))

=g
hi1 = H3(IDa,Ta, Ka),

then user B verifies the validity of o4 as follows.

é(ca, HHI(IDA)P + Pyusp)

1
=¢ hi)—————=—=P,Hi(IDA)P + P,
é((ra+sa+ 1)3+H1(IDA)  H1(ID4)P + Ppup)
= ¢(P, P)(T‘A+SA+h1)
= Kag"

After that, user B calculates the session key as

KBA _ KX"B-FSB) _ g(TA+3A)(TB+SB).
In the side of user A, it calculates the session key as

KAB — KgAJFSA) — g(T‘B"rSB)(TA—‘rSA) — KBA

5 Security Analysis

5.1 Mutual Authentication (MA)

Theorem 1. If the k-CAA problem is difficult, the proposed scheme can achieve
matiator-to-responder authentication.

Proof. If there is a probabilistic polynomial time (PPT) adversary F who can
forge a valid intialization message, we can construct another PPT algorithm C
using F as a subroutine to solve the given k-CAA instance (q1, g2, ..., gk, P, SP,
(s+q1)7LP, (s+q2) 1P, ..., (s+qx) "1 P). C’s task is to find a pair (¢*, (s+¢*) "1 P)
for some ¢* € Zj. C sets the challenge initiator identity as /D", generates public
parameters pp = {q, G1, G2, P, g, Ppus = sP} and sends pp to F.

Without loss of generality, we suppose that Send and Extract queries are
preceded by an H; query, and k is larger than the number of H; query. C
generates initially empty lists Ly, , Lu,, Lu,, Lx, and Ly, to store the query
results of five hash functions respectively. C answers F’s queries as follows.
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— Hy(ID;): If ID; = ID*, C responds with ¢*. Otherwise, C answers with g;
and adds (ID;,q;, (s + ¢;) "' P) to Ly, .

— Hy(m;): C randomly chooses s; € Zy,
Ly,.

— Hs(m;): C randomly chooses hy; € Zy, answers with hy; and adds (mg, hy;)
to LH3~

— Hy(m;): C randomly chooses k; € Zj, answers with k; and adds (m;, k;) to
Ly,.

— Hs(m;): C randomly chooses hq; € Zy, answers with hg; and adds (my, ha;)
to LH5~

- Send(F}DU,m): If IDy = ID* and m = ‘Start’, C randomly selects r, h € Z,
calculates

answers with s; and adds (m;, s;) to

T =rq*"P+ 1Py — hqyP — hPpyuy,
1

s+qv

o= ! P,
s+qv

¢ = Hy(K,IDy)® (ID*,0)

K =&

P, T),

and answers with (7', c), where V is the responder in I IiDu' Otherwise, C
answers according to the specification of the proposed scheme. In both cases,
(T, c) is a valid initialization message.

— Extract(ID;): C finds (ID;, q;, (s + ¢;)~ ' P) from Ly, and answers with (s +
¢;)"1P. Here F is not allowed to query ID*.

— Ephemeral-Key-Reveal (I'} DU): C answers with the corresponding ephemeral
key chosen by user U in I7, .

— Reveal(I'fp, ): C answers with the session key of I'fp, .

— Test(I'fp, ): C randomly chooses a bit b € {0,1}. If b = 0, C answers with a
random K € Ga; Otherwise, C answers with the session key of I'} Du-

After query phase, F forges a valid initialization message (T4, c4) from ID*
to I Dy . We replays C with the same tape but different choices of Hs, as in forking
lemma [21], so that F outputs another valid initialization message (T, ).
C first recovers (Ka,04) and (K'4,0’y) from two messages respectively, then
computes hq and b} respectively. Finally, C calculates S;p« = (hy —h}) (01 —02),
and outputs S;p+ as the solution of the given k-CAA problem. O

Theorem 2. If the DL problem and 1-SDH problem are difficult, the proposed
scheme can achieve responder-to-initiator authentication.

Proof. Assume that an adversary F intercepts an initialization message (T4, ca)
from user A to user B, F tries to forges a valid response message from user B
to user A. Due to the collision resistance of hash functions, F has to extract the
correct K4 from T4. There are three cases that F can recover K 4 successfully,
which are shown below.
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Case 1: F just guesses the right value of ho.

Case 2: F extracts s from P,,;, = sP so that F is able to compute user B’s
long-term secret key Syp, = (s + H1(IDp))™' P and recover K 4.

Case 3: F calculates S;p, = (s + H1(IDg)) ! P and recover K 4.

Apparently the probability of Case 1 is 1/2*, which is a negligible number.
Since DL problem and 1-SDH problem are difficult, Case 2 and 3 can hardly
happen. To sum up, forging a valid response message is hard to achieve. (I

Based on Theorem 1 and Theorem 2, no adversary can forge a valid initial-
ization message or a valid response message. Therefore, mutual authentication
is achieved.

5.2 Key Agreement

From Sect. 4.4, it can be easily seen that user A and user B finally agree on a
same session key if the proposed scheme is executed successfully.

5.3 Session Key Security (SKS)

Theorem 3. If k-CAA, DL, 1-SDH and DBDH problems are difficult to solve,
the proposed scheme is able to satisfy SKS under eCK security model.

Proof. An adversary F can get advantage in attacking SKS of the proposed
scheme in the following two cases:

Case 1: F intercepts and forges authentication transcripts, which means F may
impersonate a user.
Case 2: F does not alter any transcripts.

From Sect. 5.1 we can get that, if k-CAA, DL and 1-SDH problems are dif-
ficult, the probability of F forging a valid message is negligible. Therefore, The
advantage in Case 1 is negligible too.

Then we discuss Case 2. Given an instance of DBDH problem (aP, bP, ¢P, X),
C needs to decide if X = é(P, P)%%¢. C selects s € Zy, generates public parameters
pp = {q,G1, Go, P, g, Pyu» = sP} and sends pp to F. C guesses « such that F
queries Test with the a-th session.

Without loss of generality, we suppose that Send and Extract queries are
preceded by an H; query. C generates initially empty lists Ly, , Lu,, Lu,, La,
and Lpg, to store the query results of five hash functions respectively. C answers
queries as follows.

— Hi(ID;): C randomly chooses g; € Zj, responds with ¢; and adds (ID;, g;) to
Ly,

~ Hy(m;): C randomly chooses s; € Z;,
Ly,

— Hs(m;): C randomly chooses hy; € Z
to LH3~

answers with s; and adds (m;, s;) to

*

7> answers with hy; and adds (m;, h1;)
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~ Hy(m;): C randomly chooses k; € Zj, answers with k; and adds (m;, k;) to
Ly,.

— Hs(m;): C randomly chooses ho; € Zy, answers with hg; and adds (my, ha;)
to LH5._

— Send(I7} DU,m): When F queries the the a-th session, C calculates

Tv = (s+ Hi(IDy))aP, Ky = é(aP, P),

hy = Hs(IDy, Ty, Ky),
1

S+H1(IDU)

cy = Hy(Ky,IDy) @ (IDy,ov),

and answers (Ty, cy) as the initialization message. C then computes
KV = é(bP,CP),KVU = X,
he = Hs(IDy, I Dv, Ky, Kv, Kvu),

and answers (Ky, ho) as the response message. Otherwise, C answers accord-
ing to the specification of the proposed scheme.

— Extract(ID;): C finds (ID;,¢;) from Ly, and answers with (s + ¢;) "' P.

~ Ephemeral-Key-Reveal(I'}, ): C answers with the corresponding ephemeral
key chosen by user U in I'], .

~ Reveal(I'fp, ): C answers with the session key of I'fp, .

— Test(I']p, ): If F queries the a-th session, C answers with X. Otherwise, C
randomly chooses a bit b € {0,1}. If b = 0, C answers with a random K € Go;
If b =1, C answers with the session key of I'f, .

oy = (aP + h1P),

The probability of F querying Test with the a-th session is at least 1/gs,
where ¢g is the maximum number of Send query. If F can win the game with a
non-negligible advantage ¢, C is able to solve the given DBDH problem with an
advantage larger than (1/gg)e. O

5.4 Perfect Forward Secrecy (PFS)

If Syp, and Srp, are revealed, the attacker can calculate sy = Hi(IDa, Srp,)
and sp = Hi(IDp,Sipy). It can get Kp = ¢("BF$8) from transcripts and
recover K, = g("a*t$4) from T, then compute g"4 and ¢"5. However, it is not
capable of computing the session key ¢("4154)("5+558) hased on K4 and Kp due
to the CDH problem. Only if the attacker gets r4 or rp, it can calculates the
session key. Nevertheless, it is difficult for the attacker to derive r 4 or rg because
of the DL problem. Therefore, perfect forward secrecy is achieved.

5.5 Identity Privacy

The transcript of a session consists of two messages, (T4, ca) and (K g, ha). Only
ca contains the identity information of user A. However, an attacker is not able
to extract ID,4 from ca since it cannot extract K4 from T4 without knowing
user B’s long-term secret key Srp,. Hence, the identity privacy is preserved.
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5.6 Resistance Against Attacks

Since the proposed scheme is proved capable of satisfying mutual authentication,
impersonation attack and man-in-the-middle attack will not work.

Owing to the collision resistance of hash functions, the proposed scheme can
defend against replay attack if we add two timestamps to Hs and Hj respectively.

For the responder B, the session will be immediately abandoned if the ver-
ification equation does not hold. If B successfully responds message ms, the
proposed scheme is finished in B’s side. For the initiator A, if A does not receive
message mo from B within a set time interval after A sends message my, A closes
the session. In other words, the proposed scheme is secure against DoS attack.

Even if an attacker has the access to the ephemeral keys (r4,rp), the session
key is secure since the attacker does not know two users’ long-term secret keys
(Srp4,Sip,;) and is not able to compute s4 or sp. Therefore, the proposed
scheme can resist against ephemeral key compromise attack.

6 Comparison

We compare the proposed scheme with six related works [8,9,11,20,22,29] in
terms of security, computation overhead and communication cost. Table 2 shows
the security comparison. SP-1, SP-2, SP-3, SP-4, SP-5, SP-6 and SP-7 denote
seven security properties respectively, namely MA, SKS, PFS, identity privacy,
resistance against replay attack, resistance against DoS attack and resistance
against ephemeral key compromise attack. Our scheme can satisfy all security
properties even under eCK model while other schemes cannot.

Table 2. Security comparison

Scheme | SP-1 | SP-2 | SP-3 | SP-4 | SP-5 | SP-6 | SP-7 | Security model
[29] |Yes |Yes [No |Yes |Yes |Yes No |BRP

[9] Yes |Yes |Yes |Yes |Yes |Yes |[No |BRP

[8] Yes |Yes |Yes |Yes |Yes |Yes No |BRP

[

[

22 |Yes |Yes |Yes No |Yes |Yes |[No |CK

20 | Yes |Yes |Yes |Yes |Yes |[No |No |CK

[11] |Yes |Yes [No |Yes |Yes |Yes |No |BRP
Ours |Yes |Yes |Yes | Yes |Yes |Yes |Yes |eCK

We show the comparison of computation overhead in Table3. Thntp, Top, Tpm
and T, denote the time of a map-to-point function, a bilinear map, a point
multiplication and an exponentiation respectively. In Table 3, we neglect other
fast operations such as hash function, point addition, XOR etc.

The comparison of communication cost is shown in Table4. |G|, |G|, |Z}| and
|ID| are the length of an element in G1, an element in Go, an element in Zy and
an identity respectively.
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Table 3. Computation overhead
Scheme | Initiator Responder
[29]  |3Tpm + 2T | Top + 3Tpm + 2T
9] Trtp + AT pm | Tontp + 2Top + 4Tpm
[8] 6T pm 6T pm
[22] 6Tpm 6T pm
[20] 2Tpm + 2T | 2Ty + 2Tpm + Te
[11] ATpm 6Tpm
Ours 3Tpm + 2T | 2Ty + Tpm + 3Te
Table 4. Communication cost
Scheme | Initialization message | Response message Rounds
[29] | 3|Gi|+1Z5| + |ID] | |Gz + |Z;] 2
9]  12[Gi|+|ID] |G| + 1Zqg] 2
8] 3|G1| +3|Z;| + 2|ID| | 3|G1| + 3|Z;) +2|ID] | 3
22] | 2|Gi|+2|Z;| +|ID| |2|Gi|+2|Z:| + |ID| |2
(20] | 2[Ga| +3|Zg| + [ID] | |G2| + |Zq| 3
[11] 3|G1| + |Z3| + |1D] |G1| + |Zy| 2
Ours 2|G1| + |ID| |G2| + |Z3] 2

We did the experiments on a computer with 3.60 GHz AMD Ryzen 5 3600
CPU, 16.0 GB memory and Windows 10 operating system. We used type-A
curve in PBC library [17], which is an elliptic curve y*> = 2% + z over F,
based on a prime order p = 3 mod 4. Figure 2, 3 and 4 depict the experimental
results under 80, 112 and 128 security strength respectively. Under 80 security
strength, the total computation overheads of seven schemes are 20.8 ms, 38.5 ms,
30.0ms, 33.0ms, 19.3ms, 26.2ms and 18.6 ms respectively. Under 112 security
strength, the total computation overheads of seven schemes are 75.4 ms, 163.1 ms,
105.8 ms, 110.0ms, 72.5ms, 90.9ms and 73 ms respectively. Under 128 security
strength, the total computation overheads of seven schemes are 177 ms, 434 ms,
234 ms, 238 ms, 179 ms, 198 ms and 183 ms respectively.

It can be seen that, our scheme performs better than [8,11,22] in every aspect.
The communication cost of [9] is the same as ours, but its computation overhead
is higher much than ours and it cannot resist against ephemeral key compromise
attack under eCK model. [29] and [20] have similar computation overhead as
ours. However, [29] cannot provide PFS and resistance against ephemeral key
compromise attack under eCK model. [20] is not able to defend against DoS
attack and ephemeral key compromise attack under eCK model. In addition,
our scheme has the lowest computation overhead under 80 security strength
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while has the highest security and lowest communication cost. It means that our

scheme is the most suitable for resource-constrained mobile devices in wireless
communications.

7 Conclusion

In this paper, we propose a mutual authentication scheme for wireless commu-
nications. We prove that the proposed scheme can achieve mutual authentica-
tion, session key security, perfect forward secrecy, identity privacy and resistance
against various attacks under eCK model. Besides, through comparative experi-

ments, we demonstrate that the proposed scheme is the most suitable for mobile
devices with limited resources.
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