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Abstract. Quantum identity authentication (QIA) can theoretically realize the
unconditional security of identity information. The current QIA protocols gener-
ally assume that the pre-agreed keys are not leaked. However, the keys themselves
may be compromised. In this paper, adouble-blind quantum identity authentication
protocol based on scalar product computation is proposed. In the key generation
stage, the scalar product of the two keys is stored in the database of a third-party
platform. The two parties calculate the scalar product of their keys using a quantum
private query (QPQ) protocol and compare the results with the expected results
for authentication. Our protocol allows the two parties to be double-blind, i.e.,
they do not know each other’s key. In this way, even if one party’s key is leaked,
the other party’s key cannot be obtained.
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1 Introduction

In modern network communication, it is an extremely important issue for two parties to
securely verify the identity of the other party without disclosing their respective identity
information to any eavesdroppers. Traditionally, people rely on classical cryptographic
techniques for identity authentication. However, quantum computing poses a serious
threat to classical cryptography, such as cracking the RSA scheme [1] and accelerating
the analysis of symmetric ciphers [2, 3]. Utilizing the inherent properties of quantum
communication, such as unconditional security, for identity authentication, i.e., quantum
identity authentication (QIA), has become a current hotspot.

Since Crepeau et al. [4] proposed the first QIA scheme using Oblivious Transfer
(OT) in 1995, many QIA protocols have emerged. For example, some schemes [5-7]
are based on the properties of entangled states. Other schemes [8—11], based on single
photons or separable states. Most schemes are based on specific quantum cryptography
technologies, such as quantum key distribution [12—-13], quantum teleportation [14],
quantum secret sharing [ 15-16], quantum direct communication [ 17-18], blind quantum
computation [19, 20], etc. However, these QIA protocols mainly focus on protecting
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identity information during the authentication process, and generally assume that the
pre-shared keys are not leaked. However, after the key sharing is completed, it will still
be stored in the hardware, which inevitably leads to the possibility of the key itself being
stolen in advance.

In this paper, we propose a double-blind quantum identity authentication protocol
using the principle of scalar product calculation between bit strings. When generating
keys, the scalar product results between the keys are only stored in the database of
the third-party platform, and the authentication participants are not aware of it. When
authenticating the identity, the authentication participants use the phase-encoded quan-
tum private query protocol [21] for scalar product calculation, and compare it with the
expected results known only to third-party platforms to authenticate the identity. The
nature of phase-encoded query allows two participants involved in authentication to be
unaware of each other’s keys, thus achieving double blindness. In this way, even if one
party’s key is leaked, the other party’s key cannot be obtained.

The rest of this paper is arranged as follows. In Sect. 2, we introduce the quantum
operations to be used, the scalar product of bit strings, and the phase-encoded quantum
query protocol. In Sect. 3, we present our quantum identity authentication protocol. The
protocol is analyzed in Sect. 4. The paper is concluded in Sect. 5.

2 Preliminary

2.1 Quantum Operations

The quantum operations we will use are shown here.

e PauliXgate X : |a) »> la® 1),a € {0, 1};
e PauliZgate Z : |a) — (—1)%a),a € {0, 1};
e Hadamard gate H : |0) — |+) = % ) — |=) = %;
e XOR gate XOR : |a)|b) — |a)|a @ b), where “@” means bit-wise XOR. Especially,
0 represents a bit string composed of multiple single bits 0;
e Phase-flip gate F : |a) — ja,a =0 ;
—la),a #0

2.2 Scalar Product of Bit Strings

For each two n-bit strings a = ay|| ... ||ay, b = by|| ... ||b, (|| means the connection
of bits), the scalar product a - b is defined as a - b = @_,a;b;. If a # 0, ¢ € {0, 1}, the
probability that a - b = ¢ holds is 5.

2.3 Phase-Encoded Quantum Private Query [21]

Assume that a sever SE has N bits d (x) € {0, 1}, numberedasx = 1, ..., N — 1. A client
CL wants to query SE’s x-th bit d (x), but does not want SE to learn the query index x.
They completed the private query by following the steps below.
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Step 1 Denote n = [logy N, Sy = {ilx; #0,i=1,...,M}. Cl prepares an n-qubit
particle ¢ initiated as |0), then performs H gate on the k-th qubit #;, where k € S, is the
least element of Sy. Now Vj € Sy, j # k, Cl applies XOR gate on #; and t;:

[0}, +|1) 10);, ®jes,.jzk 10}, + 1), ®jes, jzk 1)
XOR : % ®jes,jk 0), = — fﬁ . -, (D
e _ 10),+1x),
to prepare a superposition state |x ), = A

Step 2 Cl now sends his particle ¢ to SE via a verified quantum channel. After receiving
it, SE performs an Oracle operator on ¢:

la),a=0
U , 2
la) — {(_l)d(%m o @
g 10+, 10), + (=D x), 3)

V2 V2

Now SE sends 7 to Cl.
Step 3 Vj € Sx,j # k, Cl applies XOR gate again:
0 —1)4® 0), + (=M1

xor: Wit CDTW O+ DT o), @

V2 V2

then performs H gate on #; again, and measures #. If |0) is obtained, then d(x) = 0,
otherwise d (x) = 1.
10),+1x),

A simple description of the above process is: Cl prepares A and sends ¢ to

_1)de . .
SE; SE flips its phase: W, and returns it to CI; Cl measures it on base
10),£1x),

|x4+), = R To prevent attacks, Shi et al. [22] introduce an additional particle A,
and use XOR gate to entangle it with ¢: w. Cl holds A, and then he can detect

cheating if the returned 7 is not entangled with 4.

3 Double-Blind Quantum Identity Authentication Protocol Based
on Scalar Product Computation

Assume that there are three parties: Alice and Bob are the two parties involved in authen-
tication, where Alice wants to prove her identity to Bob. Charlie is a third-party platform.
Our QIA protocol consists of a key generation stage and an authentication stage, and the
specific process is as follows.

3.1 Key Generation Stage

Step 1 Alice, Bob and Charlie first agree on three integers g, m, n. Alice prepares mgq
pairs n-qubit particles (h', 1), (h%, %), ..., (W™, "), where b = (h’l, . ,h’,,), ¥ =
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(t’l tﬁ) Vj = 1, ..., mq, she prepares state ’z’+>h1, where 7/ € {0, 1} is selected

randomly. She uses XOR gate to entangle /#/, ¢/:

100 + |#) 10)410)5 + ), |#),
V2 V2 ’

and inserts several decoy qubits in randomly selected states (|0), |1), |[+), |—)) into #.
Then she sends all # to Charlie.

XOR : 10y, — (5)

Step 2 Charlie now performs eavesdropper testing: Alice tells Charlie the details of
those decoy qubits, then Charlie measures them. If the accuracy of the results is not
enough, this communication will be terminated. After the testing, Charlie selects mqg
bits &/ € {0, 1} randomly. Vj = 1, ..., mgq, if P =1,he performs F gate on Ik

10,510) + [y 1), 100100 + DY), |2),
V2 V2 ‘

Now he inserts several decoy qubits as well and then sends # to Bob.

Fbi:

(6)

Step 3 After eavesdropper testing, Bob selects mgq strings s/ € {0, 1}". For each bitsﬁ of
s/, if s; = 1, he performs Z gate on the i-th qubit £, of #:

20 00 ORI 00+ 1, ),
. - ’ |

Then he inserts decoy qubits too, and then sends # to Alice.

(N

Step 4 After eavesdropper testing, Alice first applies XOR gate on //, ¢/ again:

010} + (D" ), ), (0 + (DY)
V2 V2

then measure #. If obtaining |0), continues; Otherwise, terminates the protocol.

XOR : 10, (8)

Step 5 Alice measures # on base ‘z’i>h] If ‘zﬂr) is obtained, she takes 7/ as a part of

her key; Otherwise, she discards it. When m valid n-bit strings z/ are obtained, she tells
Charlie and Bob the indexes j of these strings.

Step 6 Alice, Bob and Charlie hold their 7/, s/, b/ respectively.

3.2 Authentication Stage

Step 1 Bob prepares m pairs n-qubit particles (h', t!), ..., (W™, ™). Vj = 1, ...,m, he
prepares ‘s{r>m and uses XOR gate on #/, ¢/:

10}, + |s/)
V2

10)410), + |5/),] ),

XOR : ,
V2

10y, —

)
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then inserts several decoy qubits into # and sends it to Charlie.

Step 2 After eavesdropper testing, if »# = 1, Charlie performs F gate on #:

0101y + 1)), | 100100 + ), |5,
V2 V2 '

Now he inserts several decoy qubits as well and then sends # to Alice.

Fbj:

(10)

Step 3 After eavesdropper testing, for each bit Hl of /, ifzf: = 1, Alice performs Z gate
on the i-th qubit t{ of :

;10100 + DY) L), 10100 + DYEE]), 1),

VAR 1D
V2 V2
Then she inserts decoy qubits and sends them to Bob.
Step 4 After eavesdropper testing, Bob first applies XOR gate on #/, ¢/ again:
0),,10); + (=D?SEI|g) 1) 10), + (—1)PEEY)|5)
XOR . | >h/| >t] ( ) | )h/| )tj N | >h/ ( ) | >h/ |0>ﬂ_’ (12)

V2 V2
then measures #. If obtaining |0), continues; Otherwise, terminates the protocol.
Step 5 Bob measures // on base ‘s’i>l "

Wi

Step 6 They perform the above process again and obtain another group of results. If
these two groups are the same, continue; Otherwise, terminate the protocol.

Step 7IfVj =1, ..., m, the result is ‘s@) then Alice is successfully authenticated.

4 Protocol Analysis

4.1 Correctness
In the key generation stage, if ’Z/+>h1 is obtained, then z/ - ¢/ = b/; Otherwise, 2/ - ¢/ # b/.

As the same, in the authentication stage, if Bob gets )s’ +>h]_, itmeans 7 - ¢ = ¥, ie.,

Alice is authenticated. To ensure that they can generate m pairs of -5/, g = 0(1), since
Pr(z’ -5 = b’) = %

4.2 Security

Key generation stage. In this stage, Alice, Bob and Charlie all do not want the others,
or any external attackers, to learn their own information 2/, &/, b/, respectively. We first
consider an external attacker Eve who may try the following attacks:
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Intercept-and-resend attack. When any party sends particle #, Eve may intercept and
measure it. Then she prepares a forged particle #” and resends it to the expected receiver.
However, since the states of the decoy qubits in # are randomly selected, she cannot
prepare a correct forged particle, and the receiver will detect it.

Entangle-and-measure attack. Eve may intercept particle #, but only entangle it with an
additional particle e, and send # to the receiver. She will measure e at one point. Assume
two decoy qubits in # is |0) d;» 1), To ensure that each |0) 4, will still be measured as
|0), the entangling operation should be as:

U :la)il0), — la)ile(a)),. 13)

However, the other qubit |+),, will be entangled as —= (|0) b 1V0) + (1) g [¥1)). If
the receiver measures it on base |+)4,, |—)g4,, then

1 1
ﬁ(m)dzwa) + Mgy ly) = ﬁ(|+>d2|¢0) + =g lo1), (14)

where |¢,) = % (I Yo) + (— D%y )). Then the receiver can obtain | —) 4, with probability
p— = %|(¢>1 | <j>1)|2 > (. Therefore, this attack can be detected.
Now we consider insider attacks. Alice may try the following attacks:

Measurement attack. When Charlie performs his phase-flip operation on #, Alice

measures # on base ’z/ +> R 7> _to learn &/. However, since the state is:
W W

o+ (— DY |2 RN IE
f’z,> +f/§1) ) \/_‘ > f/§) |z)

she will obtain ’zﬁr)h/ or ‘zL >h/’ with half probability, and get no information.

5)

Forgery attack. Alice may prepare a forged state. However, since Bob or Charlie will
only perform phase- ﬂip, she can only prepare a superposition state of multiple inputs

W(IO) + |ay) + |az) + ...+ |a;)). Then she will obtain
«/—zlﬁ (100 + (DY@ Djay) + (P2 ja) 4 4 (—pP e ).

(16)

However, if [ > 1, she cannot extract a piece of valid information, since the two states
ﬁ(IO) + |a1) + ... £ |a;)) are not orthogonal. Therefore, this attack is ineffective.

Now we consider the attack from Charlie. He may do the following:

Intercept-and-resend attack. When Charlie receives the particle # from Alice, he may
intercept it and resend a forged particle |a),; to Bob. Then he will measure #, and obtain
2/ with probability 7. However, the entanglement between # and # is broken. When
Alice receives #, she will perform XOR gate on them:

XOR : ( ) la) — ‘z]>h/_‘a69zj>_. (17)

v
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To ensure that the measured result of #’ is |0), | }zf ) must hold. Now

- e,

After the measurement, Alice will get ‘zﬂ'r>m, ' >h1_ in a uniform probability. Since

7 - §/ = b/ doesn’t hold, this key cannot be used to authenticate.

Entangle-and-measure attack. Charlie may intercept particle #, but only entangle it with
an additional particle e, and send # to Bob. After Bob performs his phase-flip operation,
Charlie will measure e to steal s/. Considering that Alice will use XOR gate and check
if the measured result is |0), the entanglement should be as

U :la}il0), — la)ile(@)),, 19)
After Bob’s phase-flip, # changes to
10),110)51£(0)), + (=177 [2),,|), | ())),
7 .

Charlie cannot obtain s/ by measurement, the same as Alice’s measurement attack.
Now consider Bob’s attack. He may do the following attacks:

(20)

Intercept-and-resend attack. When Bob receives # from Charlie, he may intercept it and
resend a forged particle |a),;, to Alice. He measures #, and obtains z/ with probability
%. Just like Charlie, the zZ Bob gets cannot be used for authentication.

Entangle-and-measure attack. This attack is the same as Charlie’s, i.e., he cannot get
any valid information of Charlie, and therefore, the zZ Bob gets is invalid.

Authentication stage. In this stage, in addition to protect the three parties’ information,
Alice should not be impersonated also.

Impersonation attack. Eve wants to impersonate the real Alice. She randomly prepares a
group of forged keys 2/ and performs the authentication. However since the probability
of 7 -5/ =V is 3 , the probability that all 7 is correct is 2,,,

Other external and insider attacks is similar to the key generation stage, only except
for Charlie or Alice’s intercept-and-resend attack, and Alice’s entangle-and-measure

attack. The decisive loophole lies in Bob’s result, as a random selection between ‘S]i)hi'

However, because of Step 6, if they perform the above attacks, the two groups of results
cannot be the same, and Bob will detect it.

4.3 Complexity

At first, the complexity of all the operations in Sect. 2.1 is O(n) at most. For example,
F gate can be realized as follows: first, using n times X to invert all the qubits of |a),
then |a) = |1)®" only if @ = 0. Prepare an additional qubit |1) ¢» then perform X on g
controlled by all the qubits of |a), and perform Z on g.

Since g = O(1), the phase-encoded query is performed O(m) times, the complexity
is O(mn) = O(M ), where M = mn. Consider M as the length of a key.



5

Double-Blind Quantum Identity Authentication Protocol 79

Conclusion

In this paper, we propose a double-blind quantum identity authentication protocol based
on scalar product computation. We realize the double blindness by using phase-encoded
quantum private query and introducing a third-party platform. Our protocol allows two
participants involved in authentication to be unaware of each other’s keys. Even if one
party’s key is leaked, the other party’s key cannot be obtained.
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