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Abstract. Nowadays, with rapid development of cloud computing,
many information systems are running on the cloud platform. However,
the cloud servers are not fully trustworthy, for the purpose of privacy pre-
serving, the users need to encrypt their data before uploading it to the
cloud. However, this also brings challenges in utilizing the data. Generally
speaking, several desirable properties should be achieved for data pro-
cessing on the cloud platform. First, the cloud servers should be able to
perform computations on the encrypted data without learning users’ sen-
sitive information. Second, fine-grained access control should be enforced
on the computed results. Third, flexibility requires that the identities
who can access the computed results should be unknown when these
results are generated. Fourth, the scheme should have low overheads on
computation and communication. To the best of our knowledge, most of
the existing schemes cannot satisfy these requirements simultaneously.
In order to address this issue, we propose a secure and efficient privacy
preserving data processing scheme for cloud computing with fine-grained
access control, using a homomorphic proxy re-encryption scheme and an
efficient attribute-based encryption scheme. Security analyses prove that
it satisfies all the desirable security properties, and performance eval-
uation demonstrates that it is more efficient than the state-of-the-art
schemes targeting similar problems. In particular, the size of cipher-
texts and the decryption time for the computed results are constant
in our scheme, regardless the access structure. Therefore, our scheme
contributes to a more practical data processing scheme for the cloud
platform with fine-grained access control.

1 Introduction

Thanks to the appealing properties, such as reliability, mobility and cost saving,
cloud computing has attracted great attentions nowadays and many informa-
tion systems are running on the cloud platform. For example, wearable devices
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and smart medical services are widely deployed, providing great convenience for
healthcare. In this application, cloud computing can help to reduce the heavy
burden of edge devices [16]. In the era of big data, the storage and processing of
data in the smart grid also need the assistance of cloud computing [17].

However, privacy preserving is a crucial requirement for most cloud-based
applications, as the cloud servers are not fully trustworthy in many circum-
stances [11]. If users’ sensitive information is leaked, their privacy will be vio-
lated, and sometimes it can cause catastrophic consequences. Recently, many
countries have issued laws and regulations for data protection. One feasible solu-
tion is that the users encrypt their data before uploading it to the cloud platform,
but this also brings challenges in utilizing the data. To address this issue, many
research efforts have been devoted in privacy preserving computations, where
homomorphic encryption and multiparty computation are two popular crypto-
graphic techniques. In both approaches, the encrypted data can be processed or
analyzed without leaking its underneath plaintexts [8,18,20].

In some scenarios, not only users’ sensitive information but also the process-
ing results should be protected. In the literature, a few researchers have also
investigated this issue and some solutions have been proposed with fine-grained
access control on the computed results. However, most of these schemes are
either inflexible or inefficient. For example, some schemes [23] require that the
identities who can access the computed results are known by the time these
results are generated, making them less versatile in real-world applications. For
example in smart grid, the staffs responsible for data management need to rotate
frequently, hence some staffs will take this position after the computed results
are generated. In some other schemes [5,21], the computational complexity in
decrypting the computed results is relatively high, i.e. the size of ciphertexts and
the decryption time are proportional to the number of attributes.

To the best of our knowledge, very few schemes can satisfy the above desir-
able features simultaneously. In order to fulfil these requirements, we propose
a secure and efficient data processing scheme for cloud computing with fine-
grained access control, using a homomorphic proxy re-encryption scheme and
an efficient attribute-based encryption scheme as the main building blocks. Our
contributions can be summarized as follows:

– Our scheme not only allows users’ encrypted data to be processed without
leaking their sensitive information, but also achieves fine-grained access con-
trol for the computed results in a flexible way, i.e. the identities who can access
the computed results can be configured after these results are generated.

– Our scheme is more efficient than the state-of-the-art schemes that satisfy
similar properties. In particular, the size of ciphertexts and the decryption
time for the computed results can be made constant in our scheme, regardless
the access structure.

2 Related Works

Cloud computing provides sufficient storage space and computing power, and
it has become an important infrastructure for information systems. Privacy
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preserving and access control are two security issues that need to be consid-
ered for processing and utilizing the data in the cloud platform. In this section,
we review some existing works on privacy preserving data processing and fine-
grained access control.

Multiparty computation allows several participants to jointly generate the
outputs for some function without leaking each individual input, and it has
already been demonstrated that any Turing computable function can be evalu-
ated by MPC [15]. For example, it has already been designed for various different
tasks, such as federated learning [2], computation of biomedical data [12], and
avoidance for satellite collision [13]. Therefore, this technique can be used for
privacy preserving data processing in cloud computing. However, for general
purpose MPC, it is still impractical for large scale applications due to the heavy
overheads in computation and communication.

Homomorphic encryption enables to perform computations on the encrypted
data, and the same effect applies as if the operations are performed on the corre-
sponding plaintexts. This technique can be further divided into two categories:
fully homomorphic encryption [9] and partial homomorphic encryption [4]. The
first type is more versatile, i.e. it supports both addition and multiplication.
However, its performance still cannot meet the demands in real-world applica-
tions due to the large key size and high storage overheads. The second type only
supports either addition or multiplication. But it is more efficient and many
schemes have already been deployed in large scale applications. For example, it
has been used to design secure e-voting, privacy preserving data aggregation and
federated learning.

Fine-grained access control requires that the information can only be accessed
by the designated recipient whose attributes satisfy the access control policy. In
cryptography, there are two approaches to guarantee this property: proxy re-
encryption (PRE) and attribute-based encryption (ABE). The first type allows
the ciphertext encrypted under one entity’s public key to be transformed into a
different ciphertext encrypted under another entity’s public key. In [23], Zhang et
al. used PRE to propose a privacy preserving data aggregation scheme for smart
grid with fine-grained access control. However, it requires that the identities
who can access the computed results are known in advance before these results
being generated. The second type also solves this issue, and it is more flexible [1,
10], but it suffers some limitations. First, most existing ABE schemes do not
have the additive homomorphic property that is required for privacy preserving
computations. And second, their computational overheads are relatively high
when the access structure is complex, because the size of ciphertexts and the
decryption time are proportional to the number of attributes [5,21].

Recall that our purpose is to design a secure and efficient data processing
scheme with privacy preserving and fine-grained access control. Based on the
above analyses, it is non-trivial to achieve the purpose just using either PRE or
ABE. Instead, our design integrates a homomorphic PRE scheme and a novel
ABE scheme. The advantage is that it not only satisfies the desirable security
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features, but also is more efficient than the state-of-the-art schemes with similar
properties.

3 Preliminaries

In this section, we briefly review some cryptographic primitives that will be used
to design our proposed scheme.

3.1 A Homomorphic Re-encryption Scheme

In [4], Bresson, Catalano and Pointcheval have proposed an encryption scheme,
called the BCP scheme, with the additive homomorphic property. Compared
with Paillier encryption, the BCP scheme has two unique features. First, it
contains two trapdoors: the master trapdoor can decrypt any ciphertext, while
a user’s trapdoor can only decrypt the ciphertexts under her public key. Second,
its mathematical structure contains a finite cyclic group of quadratic residues in
which the discrete logarithm assumption holds, and this feature enables it to be
extended into a proxy re-encryption scheme. The BCP scheme works as follows:

– Initialization. Given the security parameter κ, one chooses two large safe
primes p, q, such that p = 2p′ + 1, q = 2q′ + 1 where p′, q′ are also primes.
Denote n = pq and λ = p′q′. Let G = QRn2 be the cyclic group of quadratic
residues modulo n2. We have ord(G) = nλ. Then, one randomly chooses a
value α ∈ Z

∗
n2 and compute g = α2 mod n2. Now, g is a random element in G

and it has maximal order with overwhelming probability. Finally, the system
parameters (n, g) are made public.

– Key generation. The user randomly chooses a value a ∈ [1, ord(G)] and sets
h = ga mod n2. Her public key is h and her private key is a.

– Encryption. Given a message m ∈ Zn, one randomly chooses a value r ∈
[1, ord(G)] and computes the ciphertext C = (A,B) as:

A = gr mod n2 B = hr(1 + n)m mod n2

– Decryption. The user can decrypt the ciphertext using her private key as:

m =
B/Aa − 1 mod n2

n

Some Remarks. Note that the value ord(G) should be unknown in the key gener-
ation and encryption algorithms, because this value reveals the master trapdoor
and it enables one to decrypt any ciphertext. Instead, one can randomly select
a value in [1, n2/4) instead of [1, ord(G)]. The statistical distance between these
two sets is O(n−1/2), which is indistinguishable for any probabilistic polynomial
time (PPT) adversary. In the rest of the paper, we will ignore this issue and
simply use ord(G) in the description. Besides, we assume that all computations
are modular n2 unless otherwise stated.



Data Processing with Fine-Grained Access Control 191

In [7], Ding et al. have extended the BCP scheme into a proxy re-encryption
scheme, such that a ciphertext can not only be decrypted, but also be trans-
formed into a different ciphertext under another public key. The proxy re-
encryption process is implemented by two proxies, but it also can be done in
the distributed fashion by arbitrary number of proxies as shown in [22]. Ding’s
scheme works as follows:

– Initialization. Same as in the BCP scheme.
– Key generation. Two proxies generate their key pairs separately. The first

proxy randomly selects a ∈ [1, ord(G)] and sets ha = ga. The second proxy
randomly selects b ∈ [1, ord(G)] and sets hb = gb. The public keys (ha, hb)
are published. Moreover, they negotiate a Diffie-Hellman key as h = ha

b =
hb

a = gab, and publish h.
– Encryption. Same as in the BCP scheme. We assume that the message is

encrypted under the public key h.
– Proxy re-encryption. Denote H : {0, 1}∗ → [1, ord(G)] as some crypto-

graphic hash function. To re-encrypt a ciphertext (A,B) = (gr, hr(1 + n)m)
under the public key h = gab to a different ciphertext under another public
key ĥ = gx, the first proxy computes σ1 = H(ĥa) and (A′, B′) = (Aagσ1 , B),
and sends the result to the other proxy. Then, the second proxy computes
σ2 = H(ĥb) and (A′′, B′′) = (A′bgσ2 , B′), and sends the result to the desig-
nated recipient with public key ĥ.

– Decryption. This recipient can decrypt the ciphertext (A′′, B′′) by comput-
ing σ1 = H(ha

x), σ2 = H(hb
x) and

m =
B′′ · hb

σ1 · gσ2/A′′ − 1 mod n2

n

3.2 An Efficient ABE Scheme

In [14], Li et al. have introduced a novel ABE scheme with AND-gate access
structure. Compared with the traditional ABE schemes in which the decryption
costs increase linearly with the number of attributes, the size of ciphertext and
the number of bilinear pairing operations in Li’s scheme remain constant in the
decryption process. This scheme consists of four algorithms: Setup, Encrypt,
KeyGen, and Decrypt, and it works as follows.

Setup. It takes as input the security parameter κ, and outputs the public param-
eters and system keys. The key generation center (KGC) first chooses two finite
cyclic groups G1, G2, both with order p. g is denoted as the generator of G1 and
e is a bilinear map: G1 × G1 → G2. The system parameters (e, g, p,G1, G2) are
made public. Then, the KGC randomly picks 3n elements h1, h2, · · · , h3n in G1,
where n = |U | is denoted as the number of attributes in the system. hi, hn+i and
h2n+i denote three types of attributes: positive, negative and wildcard. Finally,
the KGC randomly picks α, a ∈ Zp and calculates Y = e(g, g)α and ga. Now,
the public key is PK = (e, g, Y, ga, h1, h2, · · · , h3n), and the master private key
is MK = (gα, a).
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KeyGen. It takes as input the user’s attribute set S, and outputs the private
key for this user. For each i ∈ U ∧ i ∈ S, the KGC sets the tag i′ = +i. For
each i ∈ U ∧ i /∈ S, the KGC sets the tag i′ = −i. Note that the attributes not
in S are considered as negative states. The KGC randomly chooses r, c ∈ Zp

and sets L′ = c. It then computes D = g−r, L = g−ar. For each attribute
i ∈ U , it sets Di = hi

r if i′ = +i; and it sets Di = hn+i
r if i′ = −i. For each

i ∈ U , it computes Fi = h2n+i
r. The KGC chooses a random value j ∈ U and

computes Dj
′ = gα/(a+c) · Dj , Fj

′ = gα/(a+c) · Fj . As follows, the values Dj , Fj

are replaced by D′
j , F

′
j . Note that for any PPT adversary, such a substitution is

indistinguishable. Finally, the KGC outputs SK = (D,L,L′, 〈Di, Fi〉 | i ∈ U).

Encrypt. It takes as input the access structure W = Λi∈I i
′ and a message, and

outputs a ciphertext. Note that AND-gate is employed in the access structure,
while I denotes the attribute set of access policy and i′ denotes the state of the
attribute i. Each attribute has three different states: positive (+i), negative (−i),
and wildcard. The last type means that the attribute is not mentioned in the
access structure. To encrypt a message M , one first randomly picks s ∈ Zp and
calculates C = M · Y s, C1 = gs, and C2 = gas. Then, for each i ∈ I ∧ i′ = +i, it
sets Hi = hi. For each i ∈ I ∧ i′ = −i, it sets Hi = hn+i. For each i ∈ U ∧ i /∈ I,
it sets Hi = h2n+i. Finally, it computes C3 = (

∏
i∈U Hi)s. The ciphertext is

CT = (W,C,C1, C2, C3).

Decrypt. It takes as input a ciphertext and the user’s secret key, and outputs
⊥ or a plaintext. If the set S does not satisfy W , it outputs the symbol ⊥.
Otherwise, for each i ∈ I: if i′ = +i ∧ i ∈ S, it computes A1 =

∏
Di; if i′ =

−i∧ i /∈ S, it computes A2 =
∏

Di. For each i /∈ I, it computes A3 =
∏

i∈U\I Fi.
Then, it calculates

K = e(A1 · A2 · A3, C1
L′ · C2) · e(DL′ · L,C3) = e(g, g)αs

Finally, the plaintext M can be derived by computing M = C/K.

4 Models and Definitions

In this section, we outline the models and definitions, including the system
model, the communication model, the adversary model, the security require-
ments, and the security assumptions.

4.1 System Model

There are five types of entities in our proposed scheme: authority, data ser-
vice provider (DSP), computation party (CP), data provider (DP), and data
requester (DR). The system model is shown in Fig. 1:

– Authority: Its main responsibility is to initialize the system parameters and
generate secret keys for the users.
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Fig. 1. The System Architecture

– DSP: It takes in charge of data storage, data sharing and data processing. For
example, it stores the encrypted data uploaded by the DPs, performs data
processing, collaborates with the CP for proxy re-encryption, and outputs
the computed results to the DRs. The DSP is normally run by some cloud
platform.

– CP: It is responsible for enforcing fine-grained access control on the computed
results, collaborating with the DSP to perform proxy re-encryption.

– DP: The data providers are the data owners. They encrypt their data before
uploading it to the cloud platform, where the uploaded data can be used for
data analysis.

– DR: The data requester is a consumer of the computed results, subject to
proper access control. In other words, if its attributes satisfy the access struc-
ture, it can decrypt the computed results. Otherwise, it learns no information
of the computed results.

4.2 Communication Model

We assume that secure channels exist between the authority and the DRs as
well as between the DSP and the CP. All other communications are assumed
to be exchanged through authenticated channels. The adversary can neither
intercept nor tamper with the messages transmitted through the secure channels.
And in authenticated channels, the authenticity and integrity of the received
messages can be verified. Note that the assumption of these channels enables us
to focus on the protocol design without digging into low-level technical details,
and these channels can be implemented by standard cryptographic primitives,
such as encryption and digital signature.
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4.3 Adversary Model

In our proposed scheme, the authority is assumed to be fully trustworthy. All
other entities are assumed to be semi-honest, i.e. they will follow the protocol but
be curious to learn information beyond their authorization. Besides, we assume
that the DSP and the CP will not collude, e.g. parties with conflicting interests
can be chosen. And an adversary A with the following capabilities is considered.

– A can eavesdrop the exchanged messages on the authenticated channels, but
it cannot eavesdrop on the secure channels.

– A may compromise the DSP or the CP, but not both, with the purpose of
learning DP’s sensitive information or the computed results.

– A may compromise some DRs, trying to combine their attributes to form a
larger set so that it can access the computed results that none of these DRs
is authorized.

To prevent trivial break of our proposed scheme, we assume that A will not
compromise a DP to learn its uploaded data, and A will not compromise a DR
to obtain its decryption privilege.

Some Remarks. Note that in real-world applications, the authority’s power can
be distributed among multiple parties and the behavior of all entities can be
verified by zero-knowledge proofs. Hence, there is no need to assume that the
authority is fully trustworthy and all entities are semi-honest. The assumption
here is only to simplify the description of our proposed protocol.

4.4 Security Requirements

The following security requirements are considered in our proposed scheme.

– Correctness. If all participants honestly follow the protocol, the uploaded
encrypted data can be processed in the privacy preserving way and the com-
puted results can only be decrypted by the designated recipient.

– Privacy. A can neither learn the data stored in the cloud platform nor the
computed results output by the CP.

– Fine-grained access control. Only the designated recipient whose
attributes satisfy the access structure can decrypt the computed results.

– Flexibility. The identities who can access the computed results should be
unknown when these results are generated, i.e. some parties can register after
the computed results are generated and still be able to decrypt them.

– Collusion resistance. The DRs cannot collude to gain more decryption
privilege by combining their attributes.

4.5 Security Assumptions

DDH Assumption over Z∗
n2 [4]: Given two large safe primes p, q, and n = pq.

G is denoted as the cyclic group of quadratic residues modulo n2, and g is the
generator of G. x, y ∈ [1, ord(G)] are randomly selected and X = gx, Y = gy.
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For every PPT adversary A, it cannot distinguish the two elements Z0 = gz,
Z1 = gxy with non-negligible advantage. This statement can be expressed as:

Pr[A(g,X, Y, Z0) = 1] − Pr[A(g,X, Y, Z1) = 1] ≤ ε

where the probability is taken over the random choice of g in G, the random
choice of z ∈ [1, ord(G)], and the random bits used by A.

l-BDHE Assumption [3]: Given a bilinear map e : G × G → G1, where both
G and G1 are finite cyclic groups with prime order p. g, h are two generators
of G. Given a vector of 2l +1 elements (h, g, gα, g(α

2), ..., g(α
l), g(α

l+2), ..., g(α
2l)),

for every PPT adversary A, it cannot compute the value e(g, h)αl+1 ∈ G1 with
non-negligible probability. This statement can be expressed as:

Pr[A(h, g, gα, g(α
2), ..., g(α

l), g(α
l+2), ..., g(α

2l)) = e(g(α
l+1), h)] ≤ ε

where the probability is taken over the random choice of generators g, h in G,
the random choice of α ∈ Zp, and the random bits used by A.

5 The Proposed Scheme

In this section, we describe our proposed privacy-preserving data processing
scheme with fine-grained access control. We first give a high-level overview of
the scheme and then present its technical details.

5.1 An Overview

Our proposed scheme consists of the following seven algorithms:

– System setup. Given the security parameter, the authority initializes both
the PRE scheme and the ABE scheme. Moreover, it selects a cryptographic
hash function that maps from the plaintext space of ABE scheme to the
plaintext space of the PRE scheme. Note that this step is crucial as the
plaintext spaces for these two encryption schemes are not compatible.

– Key generation. The DSP and the CP each generates a key pair in the
PRE scheme. They also negotiate a Diffie-Hellman key as the system-wide
public key. Moreover, each DR registers with the authority, and receives her
private key.

– Encryption. Each DP can encrypt her data using the BCP scheme, and
uploads it to the cloud platform.

– Data processing. The DSP can perform data analysis and data mining
using the stored data. Note that all operations are done on encrypted data
without disclosing DPs’ privacy.

– Proxy re-encryption I. Once the computed results are generated, the DSP
first performs partial decryption as well as re-encryption on the computed
results.
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– Proxy re-encryption II. The CP continues to perform partial decryption
and re-encryption on the computed results. In the output, the computed result
have been transformed from a ciphertext in the BCP scheme into a ciphertext
in the ABE scheme.

– Decryption. Finally, only the designated recipients whose attributes satisfy
the access structure can decrypt the computed results

5.2 The Details Scheme

System Setup. In this phase, the authority initializes the protocol and gener-
ates the public parameters. First, given the security parameter κ, the author-
ity chooses two large safe primes p′, q′ and computes n = p′q′. G is denoted
as the cyclic group of quadratic residues modulo n2 and ḡ is the generator
of G. Next, the authority chooses two finite cyclic groups G1, G2, both with
prime order p. g is denoted as the generator of G1 and e is a bilinear map
e : G1×G1 → G2. Then, the authority randomly picks 3k elements h1, h2, . . . , h3k

in G1, where k = |U | is denoted as the number of attributes in the system.
hi, hk+i and h2k+i denote three types of attributes: positive, negative and
wildcard. As follows, the authority randomly picks α, a ∈ Zp, and computes
Y = e(g, g)α and ga. Finally, two cryptographic hash functions are selected:
H : {0, 1}∗ → [1, ord(G)], H′ : G2 → Zn. It publishes the public parame-
ters PK = (ḡ, n,G, e, g,G1, G2, Y, ga, h1, h2, . . . , h3k,H,H′) and keeps the master
secret key MK = (gα, a) private.

Key Generation. Each entity generates its key pairs. For example, the DSP
randomly chooses a value x ∈ [1, ord(G)] as its secret key and computes the
public key pkDSP = ḡx. The CP randomly chooses a value y ∈ [1, ord(G)] as its
secret key and computes the public key pkCP = ḡy. Afterwards, they negotiate
a Diffie-Hellman key h̄ = pkDSP

skCP = pkCP
skDSP = ḡxy. Each DR registers

with the authority to obtain her private key. Suppose a particular DR is with the
attribute set S. For each i ∈ U ∧i ∈ S the authority sets the tag i′ = +i; for each
i ∈ U ∧ i 	∈ S the authority sets the tag i′ = −i. Then, the authority randomly
chooses r, c ∈ Zp and sets L′ = c. It then computes D = g−r and L = g−ar. For
each i ∈ U , it sets Di = hi

r if i′ = +i, and it sets Di = hk+i
r if i′ = −i. For each

i ∈ U , it computes Fi = h2k+i
r. The authority then randomly chooses a value

j ∈ U and computes Dj
′ = gα/(a+c) · Dj and Fj

′ = gα/(a+c) · Fj . As follows,
the values Dj , Fj are replaced by Dj

′, Fj
′. Finally, the authority publishes the

public keys pkDSP , pkCP , h̄, and sends the private key SK to each DR through
secure channels.

SK = (D = g−r, L = g−ar, L′ = c, 〈Di, Fi〉 | i ∈ U)

Encryption. Each DP encrypts its data mi ∈ Zn and uploads the ciphertext
(ḡr, h̄r(1 + n)mi) to the cloud platform.

Data Processing. The DSP can process the encrypted data according to the
specific requirement. Note that the BCP scheme already enjoys the additive
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homomorphic encryption, and Ding et al. [7] have also introduced a toolkit of
basic operations over ciphertexts. Suppose that the computed result is a cipher-
text (A,B) = (ḡr, h̄r(1 + n)m).

Proxy Re-encryption I. The DSP randomly selects w1 ∈ G2 and encrypts
it as CT1 = (W,C,C1, C2, C3), where W = Λi∈I i

′ is the access structure for
the designated recipients, C = w1 · Y s1 , C1 = gs1 and C2 = gas1 . For each
i ∈ I ∧ i′ = +i, it sets Hi = hi. For each i ∈ I ∧ i′ = −i, it sets Hi = hk+i. For
each i ∈ U ∧ i 	∈ I, it sets Hi = h2k+i. And C3 = (

∏
i∈U Hi)s1 . The DSP then

transforms the ciphertext (A,B) into (A′, B′) = (ḡxr, hr(1 + n)m+σ1), where
σ1 = H′(w1), and sends (A′, B′) and CT1 to the CP through a secure channel.

Proxy Re-encryption II. The CP randomly selects w2 ∈ G2 and encrypts
it as CT2 = (W,C ′, C ′

1, C
′
2, C

′
3), where C ′ = w2 · Y s2 , C ′

1 = gs2 , C ′
2 = gas2

and C ′
3 = (

∏
i∈U Hi)s2 . The CP then transforms the ciphertext (A′, B′) into

(A′′, B′′) = (ḡxyr, h̄r(1 + n)m+σ1+σ2), where σ2 = H′(w2), and sends (A′′, B′′),
CT1 and CT2 to the designated DR.

Decryption. The DR first computes m′ = m + σ1 + σ2 by

m′ =
B′′/A′′ − 1 mod n2

n

Then, it decrypts CT1 and CT2, obtaining w1 and w2, respectively. For example,
to decrypt CT1, the DR computes

w1 =
C

e(A1 · A2 · A3, CL′
1 · C2) · e(DL′ · L,C3)

where A1 =
∏

Di for each i ∈ I where i′ = +i ∧ i ∈ S, A2 =
∏

Di for each
i ∈ I where i′ = −i ∧ i 	∈ S, and A3 =

∏
i∈U\I Fi. The ciphertext CT2 can be

decrypted similarly. Finally, The plaintext m can be derived by computing

m = m′ − H′(w1) − H′(w2) mod n

6 Security Analyses

In this section, we prove that the proposed scheme achieves the desirable security
properties, such as correctness, privacy, fine-grained access control, flexibility and
collusion resistance.

Theorem 1. The proposed scheme satisfies the correctness property.

Proof. First, we prove that if the DSP and the CP are honest, the computed
result can be correctly transformed into a ciphertext under some access structure.
Second, we prove that the party whose attributes satisfy the access structure can
decrypt the computed result. To see the first point, once receiving a ciphertext
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(A,B) = (ḡr, h̄r(1 + n)m), the DSP first partially decrypt it, and then uses a
random value σ1 ∈ Zn to blind the plaintext as

(A′, B′) = (Ax, B · (1 + n)σ1) = (ḡxr, h̄r(1 + n)m+σ1)

Similarly, once the CP receives (A′, B′), it will partially decrypt it, and uses
another random value σ2 ∈ Zn to further blind the plaintext as

(A′′, B′′) = (A′y, B′ · (1 + n)σ2) = (ḡxyr, h̄r(1 + n)m+σ1+σ2)

At this moment, anyone can derive m′ = m + σ1 + σ2 as

m′ =
B′′/A′′ − 1 mod n2

n

where σ1 = H′(w1), σ2 = H′(w2), and w1, w2 are randomly chosen in G2. There-
fore, if a party can decrypt the ciphertexts for w1, w2, she can decrypt the
computed result. Recall that w1, w2 are both encrypted using an ABE scheme
according to some access structure. Therefore, the party whose attributes satisfy
this access structure can decrypt these values. Therefore, our proposed scheme
satisfies the correctness property.

Theorem 2. The proposed scheme satisfies the privacy property.

Proof. To prove that the adversary A cannot learn any information in our pro-
posed scheme. We need to prove that neither A can learn information from DP’s
uploaded encrypted data, nor A can learn information from the transformed
ciphertext. Recall that DP’s uploaded data is encrypted using the BCP scheme,
and this scheme is semantic secure under the DDH assumption over Z

∗
n2 [4].

Hence, A cannot learn the stored data on the cloud platform. During the proxy
re-encryption phase, the DSP and the CP each just performs a partial decryp-
tion and then uses some random value to blind the plaintext. Hence, even if
A can collude with either DSP or CP, it cannot learn any information of the
plaintext during this phase. Finally, the transformed ciphertexts are encrypted
using an ABE scheme that is semantic secure under the l-BDHE assumption [14].
Hence, A cannot learn any information from the transformed ciphertext. There-
fore, based on the DDH assumption over Z

∗
n2 and the l-BDHE assumption, the

proposed scheme satisfies the privacy property.

Theorem 3. The proposed scheme satisfies the fine-grained access control prop-
erty.

Proof. After the proxy re-encryption, the computed result is blinded by two
random values σ1, σ2, and these two values are encrypted by an ABE scheme.
Hence, only the parties whose attribute satisfy the access structure can decrypt
them and derive the computed result. This proves that fine-grained access control
has been enfored on the computed results.

Theorem 4. The proposed scheme satisfies the flexibility property.
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Proof. In theory, fine-grained access control also can be achieved through proxy
re-encryption, i.e. the information can be re-encrypted so that only the desig-
nated recipients can decrypt it. However, this requires the re-encryption to be
performed in real-time when the recipients’ identities are known. In our proposed
scheme, although proxy re-encryption is also used, it is only used to transform
a ciphertext into an ABE ciphertext. In this way, the identities do not need to
be known by the time these results are generated, and users can join afterwards.
Hence, it is more versatile than the proxy re-encryption approach.

Theorem 5. The proposed scheme satisfies the collusion resistance property.

Proof. In our proposed scheme, when generating private keys for the DRs, the
authority will assign a unique value r for each DR. Therefore, the private keys
for different DRs will be associated with different values. Hence, they cannot put
their attributes together to form a larger attribute sets. And this implies that
multiple DRs cannot collude to gain more decryption privilege.

7 Efficiency Analyses

In this section, we analyze the performance of our scheme and compare it with
two related works: called the PYS scheme [19] and the DTD scheme [21]. In
the PYS scheme, a CP-ABE scheme is proposed based on the AND-Gate with
wildcard access policy. In the DYD scheme, a privacy-preserving data processing
scheme with flexible access control is proposed, using the KP-ABE scheme [10]
for access control.

7.1 Communication Costs

As shown in Table 1, we compare the communication costs considering three
aspects: size of public parameters, size of the secret key, and size of ciphertext.
Let n be the number of attributes in the system. Let |G1| be the size of an
element in the group G1, and let |G2| be the size of an element in the group G2.
|W | is the size of the access policy and λ is the number of attributes in W .

Although the size of public parameters and the size of secret key are larger
in our proposed scheme. This information only generates once, and the size of
ciphertext will dominates the communication costs. The size of ciphertext can
remain constant in our proposed scheme, while it is proportional to the number
of attributes in the DYD scheme. Hence, our scheme is more efficient in com-
munication, compared with the DYD scheme. The PYS scheme just introduced
an en efficient ABE scheme. Although it is more efficient than ours, it has not
considered the privacy preserving data processing requirement and it cannot be
used to solve the research problems in this paper.
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Table 1. Comparison of communication costs

Public parameters Ciphertext Secret Key

PYS Scheme (n + 4)|G1| + 2|G2| 3|G1| + |G2| + |W | (n + 6)|G1|
DYD Scheme (n + 1)|G1| + |G2| λ|G1| + |G2| + |W | λ|G1|
Our scheme (3n + 2)|G1| + |G2| 3|G1| + |G2| + |W | (2n + 2)|G1| + |G2|

7.2 Computation Costs

To compare the computation costs, we have performed some experiments on
the Windows platform with an Intel(R) Core(TM) i7-8550U CPU at 1.80 GHz
and 8.00 GB RAM. Since the exponentiation operation and the bilinear pairing
operation dominate the costs in computation, only these two operations are
considered. In the experiment, we have used a Type A elliptic curve with 512
bits in the JPBC library [6]. The comparison of computation costs between these
three schemes is shown in Fig. 2. In our proposed scheme, the computation costs
are constant, while in the PYS and DYD schemes, they are linear to the system
parameters, i.e. the number of attributes. Therefore, our proposed scheme is
more practical, especially in large scale applications.

(a) Setup (b) KeyGen

(c) Encryption (d) Decryption

Fig. 2. Comparisons of Computation Cost
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8 Conclusion

In this paper, we proposed a secure and efficient data processing scheme for
cloud computing with fine-grained access control, using a homomorphic proxy
re-encryption scheme and an efficient ABE scheme as the main building blocks.
Our scheme supports privacy preserving computations on encrypted data, and
fine-grained access control can be enforced on the computed results. Moreover, it
is more efficient than the related schemes that satisfy similar properties. In par-
ticular, the size of ciphertexts and the decryption time for the computed results
can be made constant. Therefore, our scheme contributes to a more practical
data processing scheme for the cloud platform with fine-grained access control.
For example, when it is used in smart grid, users’ power consumption data can be
stored and processed by the cloud platform and the results can only be utilized
by the designated recipients, harmonizing security, scalability and usability.
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