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Abstract Digitalization efforts are rewarding as InformationTechnology is bringing
changes in almost every sector. Virtual Private Network (VPN) was expected to
be a safeguard for sensitive and personal information for individuals. The focus
of India’s cybersecurity watchdog, Indian Computer Emergency Response Team
(CERT-In), focuses on safeguarding or prevention with feasible effort. It is difficult
to maintain data privacy without hampering user identity. CERT-In directives try to
enhance cybersecurity by bridging the gap in cyberincidence analysis. VPN is ever
growing with Bring Your Own Device (BYOD), Work From Home (WFH) in place.
A VPN allows users to browse the Internet while masking their device’s IP address,
encrypting data, and routing through secure networks in other states or countries with
no logs. The newCERT-In directives emphasize obligatory data collection, retention,
and integration for Virtual Private Server (VPS) providers, VPN services, and Cloud
providers for aminimumof 5 years. There is an urgent need to increase the security of
the country’s digital infrastructure in the best feasible ways, but some new directives
may not be privacy-friendly hampering user identity and data protection framework.
It has major market implications and an increase in operational costs. Thus, making
an Un-CERT-In time for VPN providers in India. This directive does not only defeat
the purpose of VPNs but is also possibly aimed at state-sponsored surveillance. We
have proposed a few solutions to go through this new rule for the end users.
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1 Introduction

CERT-In aims at strengthening the country’s cybersecurity infrastructure and is
taking adequate steps for the same. The new directives that were released byCERT-In
on April 28, 2022 aim at logging of the user data and presenting it to the govern-
ment as and when required. The services that need to adhere to this directive are
the cloud service providers, data centers, and VPN companies. The directives come
out to be the complete opposite of what these service providers claim to provide,
that is, “anonymity” [1]. There are two sides to the coin one being the cybersecu-
rity concerns pertaining to the country and the second being the breach of privacy
and mass surveillance by the government. We aim to emphasize and pinpoint the
important aspects of the directives and provide a viable solution for the same.

VPN is developing exceptionally quickly. The impact of recent innovations and
COVID-19 has led to major changes in the industry with Bring Your Own Device
(BYOD) and Work From Home (WFH) increasing the need for security [2]. VPN
was expected to be a safeguard for sensitive and personal information for the individ-
uals. Our examination demonstrated that almost 50% of users use VPNs for general
security reasons, such as staying away from identity theft. While 40 percent involved
VPNs for general protection from hackers and their snooping on public networks [3].
The other 10% used it for more uncommon reasons which were bypassing school,
office, school, or government restrictions set by firewalls [4]. VPN provides a sense
of security as it ensures the traffic is encrypted and passes through a secure tunnel
preventing any leaks. Thus making it a preferred choice over proxy servers. India is
one of the countries with the most noteworthy VPN use. This might be somewhat
in light of the fact that there isn’t a lot of web opportunity in India [5]; occupants
have limited admittance to virtual entertainment and “negative substance” which can
incorporate the accompanying pornography, psychological oppression, extortion,
hate speech, misleading data, defamation, etc.

• The other major use cases of VPN are as follows:
• Data privacy from your ISP.
• Data privacy from the Government.
• Safety on a public Wi-Fi.
• Blocking malware when accessing the Internet.
• Secure access to networks when accessed remotely.
• Access to geolocation-specific content.

A user installs a VPN client which helps them encrypt the data that is being
sent over to the VPN server using VPN protocols. The ISP is unable to identify the
encrypted data and simply forwards the requests to the VPN server. The VPN server
does the rest by hiding the IP and geolocation of the user. The user is able to surf the
Internet anonymously while connected to the VPN (Fig. 1).

Secure Sockets Layer (SSL) and Transport Layer Security (TLS) together create
a VPN connection where the host is a web browser and the user has restricted access
to the application. Online shopping portals commonly use these protocols. Web
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Fig. 1 A figure caption is always placed below the illustration. Short captions are centered, while
long ones are justified. The macro-button chooses the correct format automatically [6]

browsers can easily switch to SSL as they are embedded with both SSL and TLS.
“HTTPS” in the first part of the URL denotes a SSL connection instead of “HTTP”.
The ISP, however, sees the following information when you use a VPN:

• The IP address of the VPN server.
• The timestamp of when you connected.
• The port your VPN protocol is using.
• The amount of data you’re sending or receiving.
• Encrypted and unreadable data traveling between you and the VPN server.

1.1 VPN Protocols

PPTP—The point-to-point tunneling protocol developed by Microsoft is one of
the oldest protocols in existence [7]. The protocol was essentially used for dial-up
connections.

L2TP/IPSec—PPTP was replaced by the Layer 2 Tunneling Protocol. The
protocol itself is not very secure and needs to be used in unison with a security
protocol. It is usually clubbed with the IPSec protocol [8].

SSTP—Secure Socket Tunneling Protocol is a very popular protocol that has been
used by Microsoft ever since Windows Vista was introduced [9]. This protocol is
popular because of the 2048 SSL/TLS for encryption and 256-bit SSL keys.

OpenVPN—This is an open-source protocol with the strongest encryption. Being
open source, the underlying code of the protocol can be accessed and modified
according to the requirements of the developer [10]. This protocol is more popular
because of its open source and strong encryption capabilities.

There have been a lot of research papers on the technical aspects of VPN, the secu-
rity they use, and the technologies that they use for encryption or data transmission.
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A case study based on a real-world scenario has never been published or discussed.
There are works based on GDPR and its impacts on privacy and advertisement-
providing companies (Tobias Urban, Dennis Tatang, Martin Degeling; June 2020)
[11]. Our research focuses mainly on the average Indian user and the repercussions
of the new directives by the governing body. The ways to deal with the scenario
change that will be brought forth with it. We aim to emphasize and pinpoint the
important aspects of the directives and provide a viable solution to manage the data
privacy from CERT-In new directives and VPN mass surveillance, impacting the
Indian companies.

2 Discussion

2.1 New CERT-In Guidelines and Its Repercussions

The Indian Computer Emergency Response Team (CERT-In) released a new privacy
rule in April 2022 asking all the VPN companies, cloud companies, and data centers
functioning in India to hold customer data and Information and Communication
Technology (ICT) transactions for a period of 5 years. They released this in an effort
to counter cyberattacks and strengthen the online security of the country. The new
guidelines would require VPN administrations and other cloud specialist co-ops to
log all client information and ICT exchanges over a period of time. TheVPNbusiness
has reproved the new mandates, saying that such tough regulations conflict with the
essential reason and strategy of Virtual Private Networks. Some of the top VPN
providers have already eliminated their actual Indian servers.

The detailed analysis of the rule mentioned in Directive 5 is that the Data Centers,
VPS providers, Cloud Service providers, and VPN companies need to hold the user’s
information for 5 years or longer and hand it over to the government as and when
required by them. The data should be held even after the user has canceled their
subscription [12]. This meant that any VPN company residing in India with physical
servers need to store the following information:

• Full name and address.
• Phone number.
• Email address.
• Actual IP address.
• New IP address (issued by the VPN).
• Timestamp of registration.
• Ownership pattern of customers.
• Purpose of using the VPN.

The study demonstrates a correlation between the many VPN-providing compa-
nies that have already pulled off their business from India by taking down physical
servers [13]. They will however continue to operate in India by providing virtual
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servers. A virtual server is a software representation of a physical server. It surely
provides the functionality of a physical server but also lacks the underlyingmachinery
and power. The issueswith virtual servers are that they are very high resource hogging
and perform low. A physical server that hosts many virtual servers creates this issue
and users face the issues of lower bandwidth and slower load times [14]. Thus, the
biggest advantage of virtual servers is that they can redirect the data and don’t force
the user to abide by the new Section 70B directives for VPS services. Moreover,
these guidelines also issue a statement regarding the cloud service providers and
crypto- or virtual asset-providing companies. According to the directives, virtual
asset exchange providers and custodian wallet providers as defined by the Ministry
of Finance from time to time shall mandatorily maintain all Know Your Customer
(KYC) details [12] and records of financial transactions for a period of 5 years. These
again hint toward the breach of the identity of an individual.

According to reports, India is pushing for international action to stop unauthorized
access to technologies like virtual private networks (VPNs), end-to-end encrypted
messaging services, and blockchain-based products like cryptocurrencies. Indian
officials made recommendations to members of a United Nations Ad Hoc committee
that was debating a comprehensive international convention on combating the use
of information and communication technologies for criminal purposes saying that
“the anonymity, scale, speed, and scope offered to (terrorists) and the increasing
possibility that they will remain untraceable to law enforcement agencies” by using
these technologies continues to be one of the major challenges the world faces.

This came as a shock to the VPN companies as it is the exact opposite of what they
advertise. The VPN companies offer complete anonymity and follow a strict no-log
policy. This means that they do not hold or retain any of the customer data. They
function on volatile RAM-based servers [15] and as soon as they are powered off
the data is lost. The new laws also have created a backlash regarding the privacy of
users in India. The Internet Freedom Foundation (IFF) [16] has actively been asking
questions regarding the new laws and appealing the annulment of this decision. They
claim that the collection of data will prove to be a bigger threat to the cybersecurity
of the country and also will result in a breach of privacy of the individuals. It would
also mean that the costs of these services will increase as the companies will have
more data centers to hold such volumes of data.

Currently, the directives placed in order to curb cybercrime in India are seeking
integration challenges to the existing system. There is no law in the country like the
GeneralDataProtectionRegulation (GDPR).Abill that is pending, knownas thePDP
bill (personal data protection), is an Indian adaptation of the GDPR of the EU [17].
We have outlined some of the most crucial factors that must be taken into account
in the PDP bill in order to address the security implications of the new directives.
Once passed as an act, there would be more clarity on the data retention policies and
privacy of the user’s data held by the VPN, cloud, and data center companies.
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2.2 Proposed Solution

This proposed method as per the compliance aspect—The new directives by CERT-
In create a lot of ambiguity for the VPN-providing companies as currently there is
no law in India governing data privacy and data protection. A bill that is pending,
known as the PDP bill 2019 (personal data protection), is an Indian adaptation to the
General Data Protection Regulation (GDPR) of the EU. Once passed as an act, there
would be more clarity on the data retention policies and privacy of the user’s data
held by the VPN, cloud, and data center companies.

Currently, the ITAct 2000 is the governing umbrella under which some provisions
that safeguard the privacy of the user exist. For example, Section 43 dealswith the loss
or damage to the personal computer and the compensation that the victim is entitled
to by the attacker. Section 43-A [18] specifically deals with the Compensation for
Failure to Protect Data. But many organizations or service-providing companies find
loopholes and get past them. A PDP bill [19] if enforced will protect the interests of
the consumer further and more efficiently. Some of the important aspects of the PDP
bill are mentioned below:

1. Right to Access Data Handling—This gives the individuals a right to request
information about their data from the data fiduciary. They can also request to
ask if their data has been processed by the data fiduciary or not. Organizations
engaged in profiling or observing the behavior of Indian citizens will be subject
to additional requirements. The individuals can request a summary of how their
data has been processed. The data fiduciary needs to submit the information to
the individual in a clear and readable format.

2. Right to Control Personal Data—The individuals have a right to correct
misleading or inaccurate personal data. They have the right to complete/update
the incomplete personal data. They also have the right to erase personal data
that is no longer required by the data fiduciary for the purpose for which it was
processed. Organizations must adopt security procedures that enable them to
keep track of information and activity and safeguard information by creating
contracts in writing with vendors.

3. Right to Data portability—The individuals have the right to obtain their personal
data in a structured and machine-readable format from the data fiduciary. This
will enable them to transfer, copy, move, and reuse their personal data across
different IT environments and services.

4. Right to Data Ownership—Individuals have the right to restrict or prevent the
disclosure of their personal data when the data has served the purpose for which
it was being collected by the data fiduciary.

5. Right to Data Breach Notification: Data breaches must be reported by orga-
nizations to the appropriate authorities and, in some cases, the impacted
individuals.

The PDP bill is based on the guidelines of the GDPR of the EU and is directed
toward the data privacy and protection of individuals. Once this bill is passed as an
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Fig. 2 GDPR and data logs

act there would be less ambiguity and confusion related to any of the new directives
that may be released by CERT-In in the future pertaining to data and its privacy and
protection.

This other proposed method of creating and implementing most secured, open-
source, and self-reliant VPN—currently, VPN companies are not bound to audits as
there are no trails left behind. After these laws come into action, there would be ease
of auditing and the service-providing companies would be kept in check (Fig. 2).

If the PDP bill is not passed by the government and things continue to function
as they are, the users could create a self-hosted VPN [20] and continue surfing the
Internet without the interference of the new directives. Self-hosted VPNs are nothing
but a user creating a VPN of his own by purchasing a VPS of his choice. Self-hosted
VPNs are simply VPNs that a user creates on his own by selecting and paying for a
VPS. Users with an IP from that particular country are able to browse the Internet
owing to the VPS of that nation. Data is encrypted over a tunnel while the user’s
original IP address is hidden, ensuring their anonymity. Numerous websites offer
the option for customers to buy a VPS and browse incognito. These virtual private
servers are governed by local laws in that area. This is due to the fact that the physical
servers needed to route user traffic are situated there. CERT-recommendations In’s
advise keeping logs on people who use the services.

Thewhole purpose of this solution is to have a secure and reliableVPN connection
to be able to access the Internet. The new laws according to CERT-In would not be
applicable to self-hosted VPNs. The main emphasis is on security and which is why
we would be using the most secure protocol currently available which is OpenVPN.
This protocol being virtually unbreakable and open source can bemodified according
to the requirements and also makes use of SSL/TLS tunneling making it highly
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secure in setting up a connection. It uses AES-256-bit encryption and 2048-bit RSA
authentication and a 160-bit SHA1 [21] hashing algorithm.

The users can set up a VPS using Linux, purchase a VPS, and use the OpenVPN
protocol as the underlyingmechanism for creating aVPN. The users can then connect
to the Internet using this VPN connection to safeguard their data. We will also add
another layer of security which would be Time-Based One Time Password (TOTP)
for authentication [22]. This would assure that the users are authenticated well before
using the VPN services (Fig. 3).

If the users wish to connect to the Internet to access specific geolocated services
or content, they can purchase a VPS (multiple available online) and set up a VPN to
access that content.

Fig. 3 Flowchart for
configuring customized VPN
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3 Conclusion

There are many operational and market implications that hinder the idea of imple-
menting new directives laid down by CERT-In. Reporting within 6 hours will impair
the efficiency of flow management [23]. An adequately structured laid-down risk-
based approach should be followed to improve the approach to collection and
management of data logs for VPS, VPN, and cloud providers keeping the operational
costs and risk appetite of the business in regard. Therefore, achieving a cyber-secured
nation is a constant effort, it is essential to being a positive game plan by balancing
cybersecurity with the right to privacy, market implications, and security concerns.
The proposed solution aims to alter the PDP bill with GDPR directives that give the
right to the end user that can be edited/deleted/stored/manipulated [24]. The alternate
approach is to configure a VPS to set up your own VPN server that can be configured
with no data logs, data privacy, and multi-factor authentication.

4 Future Aspects

The reporting of cyberincidents from the security perspective is complex, and the
new directives are vague in terms of data privacy stated by IFF (Internet Freedom
Foundation). The new rules are exempted from central agencies and rigorous clauses
around storing data logs within the permitted area of the country could lead to some
major VPN and cloud providers diverting advantageous future investments in India.
On August 3, 2022, the center withdrew the Personal Data Protection Bill 2019 after
the Joint Committee of Parliament recommended 81 changes in the proposed law. A
clearer picture of the Personal Data Protection (PDP) bill is required considering the
Personal Identifiable Information (PII) [25] and Protected Health Information (PHI)
for ease in portability, and other important information. For laying down an important
bill like this, the cyberwatchdog, CERT-In, should refer to the industry standards and
requirements for stating important rules and regulations for data processing.
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