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Abstract Numerous potential social advantages are offered by fog computing,
including personalized healthcare, smart cities, agri technology, automated trans-
portation, consumer [oT, and many more. Ambient computing at previously unfath-
omable scales is made possible by the extremely dynamic and complex nature of fog
computing and its low latency communication networks connecting sensors, devices,
and actuators. The need to look for digital forensic methods that may effectively be
used to solve computer-related crimes utilizing IoT devices is being driven by the
rise in IoT devices. Fog computing adds greater threats to privacy and security as it
is becoming challenging given the increasing number of linked devices. The existing
forensics models are not sufficient to handle data from the fog cloud. In this paper,
we present a thorough review of the existing state-of-the-art forensic models that can
be applied to fog cloud environment and this work can further be used to promote
extensive research and development of fog forensic models.
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1 Introduction

1.1 Fog Versus Cloud Computing

In recent years, an enormous increase in the amount of devices connected to the
Internet has been observed. According to [1], currently, the amount of IoT appliances
having access to the web in 2022 reached 14.4 billion and is predicted to increase by
2025 to 27 billion.

So far, the most popular used solution to process data is based on cloud computing.
As defined by NIST (National Institute of Standards and Technology), cloud com-
puting is a model for enabling ubiquitous, convenient, on-demand network access to
a shared pool of configurable computing resources (e.g., networks, servers, storage,
applications, and services) that can be rapidly provisioned and released with minimal
management effort or service provider interaction [2]. Consequently, cloud comput-
ing can be understood as resources available online (usually as a service) by a third
party. The most popular example of cloud computing is web file storage and man-
agement (e.g., Google Drive, Dropbox, and AWS). In this model, data collected on
adevice (e.g., smartphone, surveillance camera, temperature sensor, etc.), is sent via
the Internet to a remote server located far away. In industrial applications, data in var-
ious formats, which are generated by IoT devices and sensors, are then transferred to
remote cloud services (e.g., AWS or Microsoft Azure). Next, the information is pro-
cessed and the results are sent back to the source device. Unfortunately, this solution
could encounter many issues and limitations due to the unstable internet connection,
security, bandwidth limit, and latency. However, not all data generated by the sensors
needs to be sent immediately to the cloud. There are many cases where latency is
critical for the system and the response is needed in real time (e.g., autonomous cars,
emergency power cut sensors, etc.). In such cases, the processing needs to happen
faster, then the time it takes to send data to a cloud server and receive an answer.

In order to outcome these limitations, fog computing has been introduced. The
term “fog computing” has been used initially by Cisco, and is sometimes used inter-
changeably (incorrectly) with “edge computing”. Fog and edge are two different
and separate layers. Fog is a layer placed between cloud and end (edge) devices.
Fog computing devices receive data directly from the sensors. They process them,
do the filtering, and return the result directly to the edge resource. Obviously, data
can still be sent to the cloud, but this process does not have to be applied with each
request. Information can be aggregated and sent to cloud less often for archiving
or further analyses. Fog computing was introduced as an alternative to widely used
“cloud computing”, but at the same time being complimentary. The main difference
distinguishing these two approaches is data storage and processing location. In fog
computing, a remote cloud is usually not used to store large amount of data. Instead,
information is being kept in a more decentralized location, which is way closer to
the source of the data (device which generates it).

Thanks to the reduced distance, all data transfer processes can be accomplished
locally, which is much less complex. Fog computing layer (Fig. 1) can be compared to
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Cloud

Fig. 1 Cloud, fog, and edge computing layers

amediator between the edge device and the cloud. Such a solution makes transferring
data using fog computing infrastructure quicker and much more efficient compared
to the “traditional” cloud computing model.

Fog computing is widely used in a wide range of systems like road traffic control,
air quality monitoring, waste management, and many others.

1.2 Digital IoT Forensics

These years due to the emerging amount of small portable devices, being able to con-
nect to the Internet, cybersecurity and digital forensics are disciplines, which evolve
extremely fast. Internet of Things (IoT) can be defined as an environment/system
of interconnected and interrelated computing devices. IoT devices use technologies
such as machine-to-machine communication, context-aware computing, or radio-
frequency identification (RFID). Due to exchanging data with devices all around
the world, IoT appliances have become a target for hackers, who try to expose the
transmitted and stored information. According to [3], in 2021, there have been over
1 billion IoT attacks conducted, from which nearly 900 million were IoT-related
phishing attacks. If an attack is successful and data is stolen, tampered, or encrypted,
digital forensic specialists are in charge to trace the attacker. Digital forensics can be
defined as the process of identification, preservation, analysis, documentation, and
presentation (Fig.2) of the results from digital evidence. This order of digital evi-
dence processing has to be preserved to be officially accepted in a court. Following
this scheme also reduces the opportunity for criminals to tamper with the evidence
[4]. During many years, special tools have been developed to help and assist forensic
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investigators with capturing, analyzing, and preserving the most valuable informa-
tion.

IoT devices are most widely used in the fog computing environment. Due to this
fact, the need to look for digital forensic methods that may effectively be used to
solve computer-related crimes utilizing [oT devices is being researched.

Researchers are estimating that fog computing market is going to grow exponen-
tially in the next 5 years as shown in Fig. 3. According to the authors, we can see the
multi-fold growth only in the United States [5]. Considering the growth globally, we
can estimate that the cyber attacks on fog computing would also grow at the same rate
and we would need to have robust digital forensics methods and processes to handle
the large number of forensics request that may be coming in to the law enforcement
agencies.

In this paper, we present a thorough review of the existing state-of-the-art forensic
models that can be applied to the fog cloud environment and this work can further
be used to promote extensive research and development of fog forensic models.
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2 Fog Forensics—Literature Survey

Nowadays, more and more cybercrime investigators, use digital forensics methods
in order to solve cases. Big amount of data and the state-of-the-art technology used
by criminals make conducting the analysis extremely challenging. The field of fog
computing is a layer rich in data and information, which can be crucial to solving
cases. Unfortunately, at the same time, diversity of available technology and various
platforms, where fog computing can be applied, make it difficult to define universal
forensic models for fog computing.

The authors in [6] investigate the methodological, technological, legal, and geopo-
litical challenges associated with digital forensic investigations in fog computing. The
authors present a comprehensive review of the areas that require greater investiga-
tions. A framework to stimulate further consideration and discussion regarding the
challenges associated with extracting digital evidence from fog computing systems
is also presented in the article. This paper gives a clear understanding about the areas
that need more concentration and development of intelligent technologies and digital
forensics methods required in those areas to tackle the increasing number of cyber
attacks.

Authors of [7] have reviewed various fog computing forensic methods. They have
put most focus on Advanced Persistent Threat (APT) attacks. APT attacks are usu-
ally conducted by whole campaigns (group of hackers), who target military, govern-
ment, or financial institutions in order to steal high sensitive data. According to [8],
2.8 billion malware attacks were recorded in the first half of 2022 and a sharp 77%
rise in IoT malware and a 132% leap in encrypted threats sent via HTTPS. Taking
into account the amount of cybersecurity attacks conducted so far in 2022 is highly
possible that an organization or individual is going to be sooner or later targeted
with a cyberattack and its data might be compromised. In order to gain knowledge
and ways of conducting APT attacks aforementioned authors of [7], have proposed a
method to implement an enhanced particle swarm optimization PSO algorithm. It is
designed for detecting APT attack infections and studying their spread across the fog
environment. As the authors describe, their aim is to develop a new approach in order
to “Integrate Cyber Threat Intelligence with Digital Forensics analysis in a proactive
security approach.” Such a solution will open possibilities to detect the APT attacks
in the cloud and fog environment before they reach the destination environment.
Afterward, data types affected by the APT attack and their prevalence behavior
could be analyzed. Another APT attack was studied in [9]. Researchers analyzed
Shamoon malware in fog computing using FPSO (Frequency Particles Swarm Opti-
mization) based on the Travelling Salesman approach (TSP). The proposed system
(experiment) consisted of the following steps [9]:

1. Fog nodes initialization (three data types: industrial, medical, and educational).
2. Creation of Shamoon attack—followed by distance matrix evaluation. Attack
focuses on industrial data.

FPSO parameters initialization, along with particle function evaluation.

4. Finding the shortest path (nearest neighborhood).

»
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5. Detecting local best and global best solutions.

Researchers evaluated the performance of the proposed system and observed attack
distribution of Shamoon data. As a result, the authors [9] proposed a threat intel-
ligence scheme for analysis and investigative behavior of Shamoon attacks spread
(fog computing edges).

As fog computing is executed mostly on small processing units, many researchers
covered in their works and papers IoT Fog Forensics. These days modern cars are
equipped with multiple small computers and sensors. Fog computing is useful within
vehicular processing. As presented in [10], such solution enhances the communi-
cation efficiency and overcomes multiple limitations such as latency or real-time
response. The mentioned factors and relevant in terms of autonomous cars, where
decisions based on multiple sensor data have to be made immediately. End fog pro-
cessing nodes can be located at the end of vehicular networks. Thanks to such solution
they can acquire, process, and store traffic and in-vehicle parameters in real time.

According to [11], a typical modern car has the power computing of 20 personal
computers. The software contains over 100 million lines of code and with the use of
over 100 sensors collects over 25GB of data per hour. Significantly, higher values
appear when taking into consideration autonomous vehicles. As presented in [12],
during autonomous test drives, a car can generate on average up to 20 TB of data
a day. When a test drive is performed with a more advanced sensor set, this num-
ber can increase even to up to 100 TB/day. Such big amount of data is caused by
multiple parameters measured by modern vehicles, e.g., location (GPS coordinates),
performance (velocity, RPM), and physical parameters (G-force), usually several
times per second [13]. It is worth mentioning that sensors, which provide data to the
processing units are not always 100% reliable. If a sensor is faulty, the reliability is
compromised. The authors of [14] proposed a hybrid algorithm which is designed
to solve problem by making proper decision, even if some of the input data is faulty.

Such a big amount of data established various security and forensic challenges in
vehicular fog computing. Unfortunately, the awareness of potential threats and mit-
igating risks in the field of vehicular fog forensics is at a very low level. According
to [10], attacks directed in vehicular fog computing (VFC) systems can be catego-
rized into passive and active. Attacks may be conducted by an external (without
the knowledge of key computing components) or internal attacker, who is equipped
with information originating from compromised fog nodes or other smart vehicles.
Passive attacks aim at compromising private information stored in the car systems,
whereas active attacks try to interrupt properly functioning VFC systems. As pre-
sented by the authors of [10], a secure VFC system implementation should have
the following features: confidentiality, integrity, authentication, access control, non-
repudiation, availability, reliability, and forensics. The purpose of forensics is to
ensure fog nodes data collection, identification, and analysis in order to trace and
compromise the source of attack. Most of the forementioned requirements can be
fulfilled by applying various encryption techniques, but this only protects the VFC
system from passive attacks—aimed to steal data. Unfortunately, in order to detect
fog nodes compromises, more elaborate forensic techniques need to be applied. The
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authors of [10] analyzed an attack to compromise fog nodes in a fog-assisted traffic
control system. Afterward, in order to increase security, they proposed fog foren-
sic models as countermeasures for attackers. The first and most important step is
to identify the compromised fog nodes, without disturbing the performance of the
functioning system. A solution, the use of evidence-based digital forensic approach
combined with traffic-based analysis approach based on real-time and historical traf-
fic data has been proposed in [10]. Evidence-based digital forensic approach focuses
on smart vehicle data and (possibly) compromised fog node artifact analysis. In this
approach, the authors prepared a traffic simulation, with smart vehicles having prob-
abilities to properly identify compromised nodes or mistakenly badly mark proper
nodes. Unfortunately, due to data noise generated by the smart vehicles, it is hard
to detect compromised nodes. The second fog forensic analysis approach uses deep
learning algorithms and big data analysis. Information from a compromised node,
which usually differs from normal data, could be identified and downloaded from
cloud servers containing historical and archive evidence. Relation between the fog
nodes can be examined to identify the compromised nodes based on the real-time
traffic changes [10]. Described solutions, combined with other approaches [15, 16]
for detecting abnormalities in traffic network, show how challenging in terms of
forensics this topic is. Authors of [17] have even proposed a dynamic traffic con-
gestion management algorithm. It was based on social interactions between vehicles
and commuters—Social Internet of Vehicles (SIoV) concept.

Fog computing processing is usually completed on IoT devices, which play a
major role in three main domains: Society, Environment, and Industry. As presented
in [18], the field of medicine and health care is a part of the society domain. Thanks
to the high response time, low latency, and real-time data processing, fog process-
ing takes healthcare applications to the next level. In the following paper [19], the
authors have presented a systematic literature review of fog computing technologies
in healthcare IoT systems. Researchers have reviewed a total of nearly 100 arti-
cles. Only papers on fog computing in healthcare applications have been included in
the review. Results were divided into three major classes; frameworks and models,
systems (implemented or architecture), and review and survey.

As presented in [19], patients’ vital sign monitoring is one of the most important
aspect in healthcare systems [20]. This is the reason many researchers focus on
exploring and enhancing data collection solutions. An interesting example of a fog-
based monitoring system was presented by the authors of [21]. They proposed a
secure ‘“Health Fog” framework of where fog computing was used as a layer between
the cloud and the end users. In order to enhance privacy and security, additional cloud
access security broker was implemented within the solution. As presented in [22],
fog computing has the ability to handle a variety of devices and sensors in addition
to provide local processing and storage. According to [19], fog computing is the
most suitable technique for healthcare IoT systems, which due to the importance and
highly sensitive data, require specific features. Mostly used solutions in healthcare
IoT systems (based on cloud computing) cannot withstand excessive demands of
healthcare systems like reliability, processing speed, or energy awareness.



38 K. Sniatata et al.

In addition, a very important aspect concerning the analysis of systems with
distributed data sources connected via fog computing is precision and accuracy,
which is very difficult to maintain due to the distributed structure and the emerging
noise in the system. Many sensor fusion algorithms can be found in the literature,
which can help to determine the precision of the system. The paper [23] presents
several approaches to information fusion such as Byzantine agreement, Marzullo’s
interval-based approach, and the Brooks—Iyengar fusion algorithm. Furthermore,
the article [24] presents an information fusion approach for blockchain. Ensuring
precision at an appropriate level is also crucial from the point of view of system
security and the possibility of detecting potential attacks that affect precisely the
precision.

As commonly known devices within fog computing environment might contain
important data related to criminal activity, essential for forensic investigations. In
the work [25], the author has conducted different experiments with fog networks
and evaluated existing digital forensic frameworks for IoT fog devices. Research
and testing were done in a specially prepared simulated fog environment. Such an
approach gave the possibility to observe the way in which the dynamic service move-
ment can affect the evidence location and nodes data storage possibilities. Conducted
experiments were aimed to check the usability of digital forensic methods with IoT
fog devices. Author of [25] prepared three scenarios of possible attacks on an IoT
fog device:

1. Surveillance camera that captured footage of a criminal activity. This device was
placed within a fog network.

2. IoT device located within fog network was infected with malware and further
used as a part of a botnet attack.

3. IoT device located within a large-scale fog network, contained sensitive data. A
criminal found and stole this data.

In the research paper [25], the author tested multiple frameworks implemented to help
investigators with the forensic process. Scenario type and network scale significantly
affected the applicability of the tested frameworks. The third case with the most large-
scale and complex network, was the scenario where all of the tested frameworks were
relevant give. In the first case, which differed from the two others, tested frameworks
would not give any significant results. On the other hand, in this example due to the
smaller network, it is easier to locate and identify the infected node. As stated by [25],
usually specific frameworks focusing on fog IoT are aimed at detecting abnormalities
in the network and stopping further incidents, which might not be applicable in all
fog-based IoT networks.

The forensics methods that are currently employed by law enforcement agencies
are not befitting the collection of evidence about an attack involving IoT and fog
systems [26]. To bridge this gap, authors introduced “FoBI: fog-based IoT forensic
framework” which is suitable for IoT systems which produce and handle large amount
of data and when a large number of devices are deployed. The authors propose to
filter the data that requires transmission and to obtain the evidence based on the
interaction of the devices. Once the model detects an unusual activity, it alerts the
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devices of potential threat. By doing this, an attack on all the other devices can be
prevented and will not be propagated to the other connected devices.

The authors present two use cases to demonstrate the proposed model: Smart
Refrigerator Use Case and Smart City Network of Sensors.

An interesting and comprehensive work, concerning fog computing privacy and
security has been presented in [27]. Authors have marked two main fog comput-
ing privacy and security challenges: “Proximity of the fog nodes” and “Stringent
requirements in fog computing”. A malicious attack, which later has to be analyzed
using forensic methods, is a significant threat in the fog computing environment.
According to the authors [27], these attacks can be categorized as follows:

e Attacks against the Network infrastructure (Denial of Service, Man-in-the-middle,
and Rogue gateway).

e Attacks against the edge data center (Data leakage, Privilege escalation, Service
manipulation, and Rogue data center).

e Attacks against the core infrastructure (Illegal data access, Service manipulation,

and Rogue infrastructure).

Attacks against virtualization infrastructure (Denial of Service, Misuse of

resources, Data leakage, Privilege escalation, and VM manipulation).

Attacks launched by user devices (Data injection and Service manipulation).

e Web-based attacks.

Malware-based attacks.

In order to protect the devices and defend such attacks, it is required to apply
certain countermeasures, e.g., secure the API and apply policy enforcement access
mechanisms or intrusion detection systems. The authors [27] have also discussed the
cross-border issues and fog forensics. It has been proven that fog forensic challenges
are more difficult compared to cloud forensics. As an example, collecting logged
data from the numerous fog network devices is way harder than getting data from, a
cloud computing server (Fig.4).

As stated in [27] fog forensics needs international legislation and jurisdictions
in order to try to unify the forensic models, which could be used on fog computing
devices.

Extracting digital evidence from fog architecture is a time-consuming and very
challenging task. The most important difficulties are mentioned in the following
points:

1. various manufacturers—fog layer devices are manufactured by different compa-
nies. Although there are some common communication protocols, many manu-
facturers equip their devices with unique systems. In such cases, forensic inves-
tigators need to initially analyze the operating systems in order to get access and
download data.

2. dataformats—some devices save data in specific unpopular formats or structures.
This lack of standardization makes the information more secure and safe, but
on the other hand, requires more complex and sophisticated forensic expert
solutions and approaches to extract it.
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Fig. 4 Multiple fog nodes (devices) from which logs need to be collected, compared to one log file
on cloud server. Based on [27]

3. data complexity and volume—currently, many fog devices collect as many data
as possible (often send it further for cloud computing). In some cases, such a
large amount of data is unstructured. It is a big challenge for the investigators
to extract useful information from such big data portions. Usually, such process
requires time-stamping and correlating obtained data with other information in
order to make certain conclusions.

4. security mechanisms—forensic experts often need to decrypt data stored on fog
layer devices, which may require additional computing resources.

Despite the technical aspects, fog layer devices may also collect sensitive data
(e.g., medical and personal information), which are protected under different laws.
Forensic experts in order to get access to such information need to obtain certain per-
missions, which may also slow down the data acquisition and investigation process.

3 Conclusions

There is a tremendous increase in the number of IoT devices in the last decade.
IoT devices and sensors have become a requisite in most of the sectors including
healthcare, transportation, agriculture, and so on. With the increase in such devices,
there is also a huge explosion of data that is being generated every day. Computation
of data over fog is revolutionary IoT. The enormous increase in data has led to increase
in cyberattacks, hence the need of digital forensics for fog computing. Most of the
digital forensics processes and principles that are being used by the law enforcement
agencies are not suitable when fog computing and [oT is in picture. In this work, we
have summarized the existing state-of-the-art forensic methods and principles that
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can be applied and is compatible with fog computing and IoT devices. This work
can potentially be used by researchers and technology experts around the world to
develop new and advanced intelligent forensics methods that can be applied to IoT
and fog computing.
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