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Foreword 

Climate change issues are the major challenges of today’s mankind, the root causes 
of which include burning too much fossil fuel for energy production, producing enor-
mous food waste and dumping it in landfill, and contaminating our water sources. A 
circular economy is the paradigm shift for transforming a linear supply chain (make, 
use, and throw) to a circular (take, make, distribution, use, and recover) giving equal 
emphasis to economic, environmental, and social performance using reduce, reuse 
and recycle principle, adopting resource and energy efficiency, renewable energy 
and waste management across the supply chain. Technology (both conversion and 
communication) is one of the enablers for transforming the supply chain. Although 
larger organizations have effectively implemented a circular economy, measures for 
carbon footprint reduction in their supply chains within small and medium-sized 
enterprises are lacking. This book addresses these issues and focuses on the trans-
formational aspects of industrial supply chains using communication technologies 
(e.g., Industry 4.0, Blockchain, IoT, and other tools). 

The primary focus of the book revolves around sustainable design, planning, 
implementation, and operations of the industrial supply chain. It extensively covers 
various aspects such as challenges, opportunities, and issues while utilizing Industry 
4.0. The book encompasses fundamental principles of Industry 4.0 and explores 
the practical implementation of AI, Big Data, Procurement 4.0, Logistics 4.0, Lean 
4.0, and Machine Learning to foster resilience within the supply chain. It not only 
provides the theoretical foundation for sustainable supply chain operations but also 
delves into the practical implications of adopting Industry 4.0. Furthermore, the book 
sheds light on the current state of Industry 4.0 adoption in the industrial supply chain, 
highlighting associated challenges, opportunities, and factors that enable improve-
ment. The transformation of the supply chain through Industry 4.0 necessitates 
cultural, technological, organizational, and structural modifications. Additionally, 
the book identifies emerging research questions that require attention in order to 
further promote the adoption of Industry 4.0 in the sustainable manufacturing supply 
chain. 

The authors and editors possess extensive expertise in sustainable supply chains 
and the implementation of Industry 4.0. This book delves into case studies from
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vi Foreword

both developed and emerging economies within the manufacturing industry. On 
the one hand, it presents theories on operations and supply chain management, 
while on the other, it showcases methods, frameworks, and practical applications 
of tools and techniques for organizational transformation in adopting Industry 4.0 to 
address climate change challenges. Having collaborated with the editorial team on 
numerous sustainability-related projects, I have witnessed their exceptional compe-
tence in research design, planning, and execution. The inclusion of real-world cases 
throughout the chapters enhances comprehension of the topic’s theoretical foundation 
and its practical implications. I firmly believe that this book will captivate students, 
academics, and professionals alike. Thus, I extend my heartfelt congratulations to 
all those involved in bringing this project to fruition. 

Prasanta Kumar Dey 
Professor of Operations Management 

Aston Business School 
Aston University Birmingham, UK



Preface 

Industry 4.0 technologies, representing the fourth industrial revolution, help busi-
nesses be more transparent and competitive, balancing resilience and sustainability 
in manufacturing supply chains. Though the literature comprehends some theoret-
ical frameworks, challenges and opportunities for sustainable manufacturing supply 
chains, further insights are required. Therefore, this book presents various aspects of 
Industry 4.0 for the manufacturing supply chains, and includes contributions focused 
on adopting such technologies, challenges, opportunities, implementation frame-
works and requirements to create a sustainable and resilient manufacturing business 
environment. 

Chapter 1 outlines the digital supply chain towards technological advancement and 
enablers. Chapter 2 investigates the applications of digital technologies like artificial 
intelligence and data analytics and the critical challenges for managing supply chain 
decision-making. A pilot study to demonstrate the use of blockchain technology for 
tracking and ensuring the compliance of olive oil in Jordan has been documented in 
Chap. 3. A significant improvement towards sales, transparency and export capabili-
ties is gained through this study. Chapter 4 suggests connecting sustainable manufac-
turing and Logistic 4.0 towards sustainable value creation and a triple-bottom-line 
viewpoint. Chapter 5 offers a case study from the food sector in Jordan focused on 
assessing Industry 4.0 technologies in resource-efficient and cleaner production prac-
tices and helps to monitor carbon footprint accurately. A holistic understanding of 
recent advancements and applications of machine learning and how these techniques 
can enhance supply chain operations is presented in Chap. 6. Chapter 7 highlights the 
benefits of using the fourth industrial revolution framework of technologies and their 
enabling components in the manufacturing sector using a mixed methods approach. 
Chapter 8 presents an overview of the digital twin to build an efficient supply chain 
along with its benefits and challenges in adopting the digital twin. 

Chapter 9 provides a critical discussion and SWOT analysis of Industry 4.0 tech-
nologies like big data, Internet of things, additive manufacturing, and blockchain 
technology for the sustainable supply chain management. On the other hand, Chap. 10 
analyses the modern theories, available information, and research gaps through a

vii



viii Preface

bibliometric study. Insights on the performance metrics to supply chain manage-
ment activities are provided in Chap. 11. Various key performance indicators and 
their significance towards the digital supply chain have been elaborated. Finally, 
Chap. 12 highlights many general and technology-specific hurdles of implementing 
Industry 4.0 technologies and emphasizes addressing these challenges to enable the 
effective incorporation of Industry 4.0 technologies for sustainability goals. 

Tiruchirappalli, India 
Patna, India 
Birmingham, UK 
Northampton, UK 
Amman, Jordan 

K E K Vimal  
Sonu Rajak 

Vikas Kumar 
Rahul S. Mor 

Almoayied Assayed
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Digital Supply Chain Paradigm 

M. Nishal, K. Ram Prasad, and R. Kumanan 

Abstract Technological advancement and globalization have created the opportu-
nity to compete and flourish in business. For organizations to maintain sustainability 
and competitiveness at the global level in the corporation of digital technologies 
has become inevitable and the fourth industrial revolution has changed the way 
of communication and interact with their environment. The operational processes 
involved in the production and delivery of goods and services to clients are taken 
care of independently at the current organizational levels. The orthodox supply chain 
has facilities in different geographical locations to assist in establishing and main-
taining logistics transportation connections within them. Supply chain management 
is always evolving as a result of the quickening development and changes in many 
markets and the economic, financial, social, and technological spheres. The supply 
chain will never be static but continuous changes in shape, size, configuration, and 
the way it is coordinated, controlled, and managed but never been static. The impact 
of the industrial revolution and supply chain applications was accelerated that made a 
transformation that is essential for the digital conversion of the organizations. In this 
chapter, the key constituents of supply chain management are described and through 
extended works of literature, the digital technology enablers are identified which 
would enhance the supply chain constituents. An insight into value drivers with key 
digitization technology for enhancing the supply chain management is discussed in 
detail which would enable supply chain analysts and researchers to have a deeper 
analysis of them in the context of the digitization of SCM. 

Keywords Supply chain management · Digitalization · Digital supply chain ·
Industry 4.0 · Value chain drivers
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1 Introduction 

The introduction and wider usage of consumer gadgets like mobiles, computers, 
drones, wearables, and tablets have completely changed the way of information 
sharing. Be it using voice-controlled intelligence to real-time tracking of consumer 
goods, technologies used through these gadgets have minimized labor costs by 
streamlining data capture and reducing error-prone manual processes. With the avail-
ability of low-cost sensors and computing power, companies are able to generate, 
store, and analyze large volumes of data. These data provide insight into business 
management to take necessary action to mitigate loss and generate revenue [11]. 

The supply chain has started to be digitalized to embrace digital products and 
services as the process within the companies is undergoing these rapid changes. In 
the context of gaining an advantage in the digital supply chain, novel approaches 
are necessary including technologies for digital transformation. From the economic, 
environmental, and social perspective, the present global supply chain management 
(SCM) and logistics policies of freightage, stowage, and managing cargo are not 
sustainable for the upcoming scenario [20]. Supply chain and logistics operations 
have become a critical part of a day-to-day routine for administrative and individual 
activities and they contribute to global development. A conventional supply chain is 
a sequence of interconnected connections involving collaboration, outlining, control, 
and services among the customer and supplier. Supply chains are usually multitiered 
and sometimes involve multiple geographies requiring specialized raw materials and 
components, which depend on other services for effective functioning. A report from 
Mckinsey states that a conventional supply chain creates greater social and environ-
mental costs than its own operations. More than 80% of greenhouse gas emissions and 
90% of the impact on air, land, water, biodiversity, and geological resources are due 
to the supply chain activities performed related to the consumer’s company, which 
has raised questions about the self-sustainable nature of the conventional supply 
chain [31]. Many technology giants have moved to digital platforms for their supply 
chain activities. For example, Google’s digital twin uses real-time data received from 
sensors and the Internet of Things (IoT) to develop a digital replica of the physical 
supply chain. This can create dashboards and alert uses to critical users like poten-
tial disruptions [32]. On the other hand, Amazon which is already an online retailing 
business has integrated millions of buyers and sellers through its AWS (Amazon Web 
Services) cloud infrastructure to build a cloud-based data warehousing for managing 
its logistics operation [33]. Other companies which are in existence for decades and 
more are forced to change to incorporate digital technologies for competition in the 
current era. The term digitization is creating the digital version of paper documents, 
images, sounds, values, and more. That is converting the non-digital component to 
a digital layout to be used with calculating systems for numerous activities. This 
would result in an uninterrupted flood of information in digital form which directs to 
fast transfer and operation authenticity in turn creating a baseline for digitalization 
and automation of the operation process [2, 5].
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The blockchain has revolutionized the supply chain by providing an efficient and 
transparent way to track the product in the supply chain. Blockchain is also used for 
ensuring product authenticity and origin. This digital ledger technology has enabled 
different categories of business for good. The implementation of QR codes with 
blockchain technologies has enabled cheap solutions to mitigate counterfeit medicine 
in African countries [18]. Because of the availability of huge reliable industry data, 
reduction of cost in computational devices, reliable internet connectivity (CPS), 
development of usable machine learning algorithms, the popularity of data science 
concepts to analyze data, and willingness of top management to adopt results of an 
analysis to improve business has been a paradigm shift from conventional human 
expert depended on methodologies [28]. 

2 What Supply Chain Management Is All About? 

Supply chain management encloses all the methodologies that metamorphose the 
supplies into manufactured goods by administering the movement of goods and 
services. SCM demands the conscious universalization of a company’s supply-side 
administration for enhancing customer services and coming into possession of a 
gladiatorial boundary in the market. 

The group of people, undertakings, assets, challenges, and progression of tech-
nology utilized to forge and sell goods or services is known as a supply chain [1]. 
When the supplies are handed over from a seller to an industrialist and the ultimate 
good or service is shipped to the consumer is where the supply chain begins. 

Supply chain management is a critical process because it can help in earning 
many professional missions. Managing production methodology, for example, we 
can increase the commodities attribute by reducing the probability of remembering 
and legitimate action and supporting the development of a powerful consumer brand. 
Control over shipping processes can also enhance customer service by preventing 
expensive shortages or periods of inventory overproduction [1]. 

Implementation of SCM varies for each company as each company’s SCM process 
is unique due to its defined objectives, limitations, and advantages. Figure 1 shows 
the overview of various phases of supply chain management.

2.1 Upgradation to Digital Supply Chain Management 

Digital supply chain provides value to its clients through the adoption of new tech-
nologies to gradually alter how the company runs and provides value to its clients. 
Digital supply chains have a wide range of advantages for businesses, including: 

• Improved effectiveness; 
• Lower expenses;
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Fig. 1 Overview of supply chain management

• Improved operational visibility; 
• Enhanced client services. 

The most intruding issue in conventional supply chain management is its transfor-
mation to digital context wherein implementing new technology and business models 
can enhance the data-intensive operations that are not practiced to a greater extent 
in conventional supply chains [7]. The goal is to increase transparency throughout 
the whole supply chain to speed up order fulfillment for customers and cut costs for 
both manufacturers and suppliers. 

In the last 10 years, there has been a stupendous growth in supply-chain capa-
bilities and technology, with digital transformation playing a key role [13]. Supply 
networks have been more automated in recent years. Companies have been able 
to streamline their supply chains while cutting costs thanks to the deployment of 
intelligent robots and other technologies. 

Companies that are dedicated to supplying chain execution excellence, which 
aims for maximal utilization of available supply chain resources, manage costs at 
each stage, and deliver products to customers on time and by specifications, should 
already be moving in the direction of a digital strategy. 

Johnson & Johnson’s planning team has been assigned with developing an 
advanced full end-to-end infrastructure of the supply chain and enhancing its 
customer experience by utilizing digital technology to create new experiences. This
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transition is made possible by integrating digital technology into its supply chain 
operations in several ways, including personalization of service to customers. A 
digital ecosystem developed analyzes patient’s data through predictive analysis and 
provides personalized treatment advice [34]. 

(This is given as additional information in the context of the digital supply chain). 

2.2 Seven Steps to a Digital Supply Chain Management 

1. Make sure you have the fundamentals in order: 

If the present setup is having issues with supply chain performance, identify any 
necessary process adjustments before introducing new technologies. 

2. Converge different functions: 

Avoid categorizing tasks into separate categories like production and buying. Pay 
attention to how different stakeholders accomplish the intended business objective. 
Consider conducting a poll to gather information on needs and gauge awareness. 

3. Set goals for your business that go beyond operational effectiveness: 

An illustration would be better demand planning. A digital supply chain can respond 
to queries like Supplier A has missed a purchase order and how could affect our 
product catalogue by providing a much clear view of the relationship between raw 
materials and finished goods. 

4. Get everybody involved: 

I hope your tiger team is ready. You must now broaden the message: Make sure that 
everyone in the organization, from senior leadership to the shop floor, is aware of 
the supply chain strategy message. Bringing cross-functional teams can give way to 
agile development methodology on the technical side. 

5. Make a list of your own data: 

Consider the supply chain data that the business is already gathering and how it 
might be improved. For instance, can an algorithm be used to precisely estimate 
needs rather than manually determining safety stock? 

6. Look outside yourself: 

Start considering what data you can share with your suppliers and what they can 
share with you through IoT and API’s. 

7. Determine the projects that need to be prioritized: 

Which ones have the best chance of success? With predictive analytics getting into 
usage, it becomes easier for greater end-to-end transparency and real-time disrup-
tion response The dependability on order processing, smarter logistics planning, 
warehouse automation, or better demand planning can also be made effective.
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Fig. 2 Seven steps to a 
digital supply chain 

The above-mentioned seven steps as shown in Fig. 2 may help to facilitate easier 
transformation to a digital supply chain. 

3 Digital Supply Chain Management (DSCM)—The Trend 

There is currently no “Toyota Way” of the digital supply chain that may serve as a 
model for other firms to follow, according to an interesting finding made by McKinsey 
in its analysis. Businesses may be prone to become bogged down by focusing only
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on one procedure or measure [31]. The project can also become overly IT-focused, 
lack a solid business champion, and never advance beyond the pilot stage. 

However, according to 66% of 234 supply chain professionals who responded to a 
study by benchmarking firm American Productivity & Quality Center (APQC), inte-
grating new technology and competencies was a high priority prior to the pandemic. 
Technology is the top area where CFOs are open to extra expenditure. 

Building more resilient supply chains is essential, thus these investments should 
be accelerated given the persistently unpredictable climate. According to Boston 
Consulting Group, digital supply chains may boost EBITDA, increase revenue by 
up to 6%, save expenses by up to 20%, and improve customer service by up to 30%. 
Digital supply chains are at the center of whole new business models as they develop 
and turn become profit centers rather than cost centers. 

Walmart’s recent digital supply chain transformation has made it possible for them 
to give customers more precise information about when their orders will reach their 
doorsteps—a capability that was previously only accessible for items purchased 
directly from customers. A customer can be kept informed of the progress of his or 
her order up until the time it is delivered to him or her, for example, by using the 
automated tracking system offered by the provider and thereby making them more 
involved in the process by incorporating digital technologies into the supply chain. 

(This is given as additional information in the context of Digital Supply chain). 

4 Enhancing Digital Supply Chain Through Industry 4.0 
(I 4.0) 

Disruptive impact due to the pandemic on global supply chain has heightened the need 
for organizations to focus on risk mitigation and increasing resiliency [13]. Industry 
4.0 involves the usage of digital technology for its effective operative functions 
which has transformed from the advent of smart manufacturing to digitization of 
entire value delivery channels. Across the globe, various companies are considering 
the options of integrating their engineering, manufacturing, and planning systems— 
horizontal integration. On the other hand for vertical integration, they are binding 
together the other components—hardware, automation equipment, and data lakes. 
For this to happen, it requires standards and common reference architecture for quick 
and easier ways of connecting various components. Various technologies in Industry 
4.0 assists in this vertical and horizontal integration of supply chain activities which 
are shown in Fig. 3.

The digitization of the supply chain can boost its resilience by reducing ineffi-
ciencies and lower costs while improving flexibility [17]. Table 1 lists the different 
I4.0 technologies/tools that can aid in effortless transition to digital supply chain. 
With many technological tools to its support, I4.0 can be that cushion for industries 
looking for a smooth transition from conventional supply chain to digital mode.
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Fig. 3 Industry 4.0 technologies for enhancing digital supply chain

4.1 Big Data 

Big data analytics refers to the use of sophisticated analytical methods to enormous 
data volumes. Big data analytics integrates data and quantitative approaches which 
improves decisions across the whole supply chain [5]. Beyond the standard internal 
data kept in ERP systems, it expands the dataset for analysis. Additionally, it uses 
powerful statistical techniques to examine both recent and historical data sources. 
Fresh insights are generated as a result, helping supply chain decision-makers with 
everything from operational decisions like choosing the ideal supply chain operating 
models to more strategic ones like front-line operations. Businesses that use big data 
analytics can better understand their consumers’ needs, deliver services that satisfy 
those needs, boost sales and revenue, and diversify into new markets [2, 9]. 

4.1.1 Top 5 Applications of Big Data Analytics 

1. Relationship Management with Suppliers 

Usage of big data and machine learning can help supply chain partners to effectively 
organize supply chain activities. Although many companies at present do not employ 
big data analytics extensively, it is to be firmly believed that future supplier relation-
ship management methods will largely rely on both big data analytics and machine 
learning [8]. A successful creation of effective relationship management strategies 
depends mainly on the supplier data which must be reliable and largely qualitative.
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Table 1 I4.0 technologies/tools that can aid in effortless transition to digital supply chain 

S.no Industry 4.0 
technology/tools 

Explanation/Usage Area of application 
in SCM 

1 Big data analytics Processing and extracting information from 
a lot of different datasets. In conventional 
databases, used for decision-making by 
combining data quantitative methodologies 

Logistics, Inventory 

2 Data analysts Data analysts use this information for 
creating methods and carrying analytical 
procedures through which informed 
decisions can be made with better accuracy. 
It also assists businesses by saving costs and 
boost profitability 

Demand forecasting, 
Inventory planning, 
Quality management 

3 IoT The IoT tools refers to Internet of Things 
tools. It is an interrelated network of 
computing devices, mechanical elements 
and machinery with embedded electronics, 
home appliances, structures, and more. This 
facilitates the gathering and exchange of 
many types of data 

Forecasting of 
product demand, 
Logistics 

4 IIoT A network of interconnected industrial 
devices is called the “Industrial Internet of 
Things.” The benefit of IIOT networks’ 
connected devices is that they transmit data 
without requiring human or computer 
involvement 

Manufacturing, 
Maintenance, 
Tracking 

5 Sensors Detect and record various physical attributes 
of a product and transform them into digital 
insights which can be used to create new 
values in supply chain 

Manufacturing, 
Shipping, Retailing 

6 Robotics Robotic systems are defined as those that 
interact with their environment, including 
people, using a variety of sensors, actuators, 
and human interfaces to provide intelligent 
services and information 

Administration, 
delivery, 
Warehousing, and 
inventory control 

7 Blockchain A decentralized, constant database for 
easier tracking of goods and commodities. It 
helps to develop digital ledger which can be 
shared for complete data visibility across 
the chain in a corporate network 

Tracking and 
Transaction 
recording 

8 Cloud A cloud-based utility is a software that uses 
cloud application technology to store data 
centrally and give all users access to the 
most recent information 

Warehouse, 
purchase, 
Marketing, etc.

(continued)
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Table 1 (continued)

S.no Industry 4.0
technology/tools

Explanation/Usage Area of application
in SCM

9 Enterprise resource 
planning 

The integrated management of key company 
processes is known as enterprise resource 
planning (ERP) 

Purchase, 
Marketing, 
Production planning 
control, Purchase 
schedule entry, 
Quality, Logistics, 
Warehouse, etc. 

10 Predictive analytics A part of advanced analytics procedure that 
uses historical data along with statistical 
modeling, data mining, and machine 
learning. to forecast future results. Through 
predictive analysis, it becomes easier to 
determine ideal requirement in inventories 
and minimize stock pile-up at the retailers 

Warehouse, 
production, 
Manufacturing 

11 Automated 
warehousing 

It helps in reducing human intervention at 
the warehouses where most time is spent on 
movement into, within, and out of 
warehouses. Improves supply chain 
visibility and can assist in automating 
inventory levels at warehouse 

Warehouse 

12 Forecasting The act of forecasting involves making 
predictions about an industry’s demand, 
supply, and pricing 

Purchase, 
manufacturing, 
Warehouse, 
Production 

13 Automated product 
delivery system 

The automated product delivery system was 
created in response to the requirement for 
an easy method of moving products across a 
manufacturing environment 

Warehousing, 
Inventory, 
Management, 
Transportation 

14 AI-Drones and 
robots 

Now, autonomous robots and drones can 
examine equipment, carry out preventive 
maintenance, and provide analogue data to 
the operations crew 

Inventory process, 
Warehousing 

15 Machine learning An application of AI which can predict 
consumer/market behavior from their past 
performance and making the supply chain 
more resilient to disruptions 

Predictive Analysis, 
Quality Inspection, 
production Planning, 
Warehouse, etc.

2. Design and Development of Products 

Big data Analytics can benefit manufacturers by creating plans and sharing data and 
can benefit them during critical times for decision-making [9]. In addition, big data 
analytics can help supply chain partners in scheduling order pickup and delivery as 
well as allocating orders to appropriate agents.
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3. Demand Forecasting 

Orders that are either unfinished or incomplete might harm a company’s reputation. 
In the age of the customer, keeping customers happy and loyal requires providing 
the ideal product to the right customers at right time and at the ideal location. Smart 
companies can use big data to get a full analysis of their clients from their perspective 
which enables them to more accurately predict customer needs, comprehend their 
preferences, and offer a distinctive brand experience [2]. 

4. Logistics Administration 

Optimizing service experiences for logistics systems, such as delivery speed, resource 
application, and geographic coverage, is a recurring challenge. Both late and early 
delivery would be costly for logistics companies. The time difference between the 
planned and actual deliveries is one of the main risks that logistics companies are 
concerned about. It is advantageous to apply big data analytics in supply chain 
management to lessen the risk of inaccurate delivery timings [5]. 

5. Maintenance of Machines 

Big data is increasingly being used in maintenance, and this development is 
improving how the maintenance team functions. The move toward data analytics 
is improving operational uptime by increasing the effectiveness of the maintenance 
department [8]. The operation can efficiently assess the health and performance of 
its equipment by combining machine data with other area data. Installing sensors 
and using the collected data to simulate the device’s operation are the main methods 
used to do this. 

4.2 Data Analysts 

By using real-time data to simulate failure or defect situations around every conceiv-
able scenario, data analytics helps to identify the underlying causes of problems. It 
can pinpoint probable sources of mistakes or faults by repeatedly analyzing data from 
several historical timeframes [3]. As a result, analytics contributes to the extension 
of quality coverage to upstream manufacturing operations, a crucial component of 
end-to-end quality improvement projects [10]. 

With the aid of analytics, producers can find pertinent information on the utiliza-
tion of raw materials, throughput of machinery and equipment, and operating environ-
ment optimization that can improve factory output volume without sacrificing quality. 
To increase throughput inside a manufacturing plant, analytical tools can provide real-
time insights into anticipated production effort and raw material requirements, labor 
and machine deployment schedules, and coordinated logistics [19]. In furtherance 
of boosting production output while maintaining quality assurance, data patterns 
inside processes and workflows can be analyzed to identify the best candidates for 
optimization, be it of processes, machines, or staff schedules.
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By additionally considering the demands and lead times of your organization, 
inventory management involves using large amount of historical data from sales and 
forecasting future demand for your inventory. Any type of organization formerly 
found it challenging to balance product availability versus projected market demand. 
With the use of data analytics, inventory management has become less complex, 
and demand forecasting has become possible. Additionally, data analytics offers 
perceptions of consumer behavior. both the channel’s and the product’s performance 
[19]. All of them enable all types of merchants, even those with large databases, to 
manage everything from stock availability to demand sales to product returns. 

4.2.1 Utilizing Data Analytics for Inventory Control 

By effectively managing the inventory, data analytics can assist reveal patterns and 
trends that can be used to enhance corporate operations. 

• Increasing operational efficiency—Managers in operations can get a real-time 
perspective of the operations and a greater understanding of the metrics with the 
use of data analytics. This helps in eliminating all bottlenecks, enhancing the 
effectiveness of your sales. 

• Efficiency enhancing. 
• It helps prevent product overselling and running out of stock. 
• Aids in hastening the order fulfillment procedure. 
• Maximization of sales and profits. 

4.3 IoT 

In supply chain management, “IoT” indicates incorporating numerous data points 
(devices utilized in the supply chain) to produce an optimal result through improved 
operational efficiency or more accurate demand forecasting for products. Even for 
tiny businesses, it is a rising habit. IoT connectivity is rapidly expanding in this 
crucial business practice because it allows for more accurate tracking of items across 
the supply chain. An IoT-powered supply chain not only helps big enterprises that 
trade goods internationally but also benefits smaller businesses with fewer resources 
[4, 28]. 

That definition is significantly altered by the Internet of Things to include 
equipment that gathers more data automatically compared to getting data manually. 

An IoT supply chain is a system that uses device connection to more effectively 
distribute a product to a consumer while still achieving the same goals. On the basis 
of how they connect IoT devices, entrepreneurs gain access to a more dynamic 
production environment on a smaller scale [28].
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4.4 IIoT 

IIoT connects a wide range of supply chain linkages to give all parties involved coher-
ence, transparency, speed, and scalability in the development and delivery of their 
products [11]. Due to globalization and the Internet’s ability to bring people closer 
together, there are now even more levels in the supply chain across all industries. 
Despite this, businesses continue to confront challenging issues as they attempt to 
meet these expectations. 

1. The assets can be traced using an RFID sensor all through the chain rather than 
manually logging them in a spreadsheet. Instead of individually scanning the 
products with a barcode, RFID scanners in each of the factories and warehouses 
ensure accurate capture of the goods in one batch [17]. 

2. Warehouse automation enables robots or collaborative robots to collaborate with 
workers on the warehouse floor. People can take on more complicated, low-level 
jobs that help the organization since they are programmed to perform a variety 
of functions and connected to the Internet [27]. 

3. The data of the materials on each stage of the chain is effectively linked, enabling 
effective communication among all parties. As well as using real-time informa-
tion on the location and environment the goods are in, if there are delays in 
the chain, each level can be contacted to determine what is causing them and 
where they are occurring. It guarantees safe delivery and track-and-trace models 
to provide end-to-end live support for clients when they receive their orders and 
items by working with significant delivery businesses that also employ RFID and 
IIoT procedures. 

4.5 Sensors 

Sensors have been widely used for detecting inputs from a physical world like light, 
heat, motion, wetness, pressure, or any other environmental changes. In the supply 
chain, sensors help with location, vehicle temperature, vehicle pressure, and more. 
Supply chain executives may utilize these inputs to track a shipment or vehicle’s 
whereabouts and determine its exact state and destination. The ability of sensors to 
provide real-time behavior status is what makes them valuable in supply chains (e.g., 
location and speed of vehicles). 

As previously discussed, the usefulness of connecting sensors for the supply chain 
creates the capacity to provide predictive insights into the process as well as real-time 
activity [21]. Supply chain executives now have the ability to comprehend the current 
and future health of their interdependent supply networks thanks to these predictive 
data produced by IoT sensors.
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4.5.1 Benefits of Smart Sensors in the Supply Chain 

Smart sensors have given space for supply chain partners to rapidly increase auto-
mated data collecting and processing, improve asset efficiency, and provide manage-
ment visibility throughout the supply chain to assist businesses in lowering opera-
tional costs, maximizing asset performance, and generating additional income. Smart 
supply chain sensors can benefit enterprises by: 

• Automate operations to improve efficiency. 
• Track inventories in real-time while improving demand planning. 
• Encourage the creation of new products and improve product life cycle manage-

ment. 
• Improve customer service through developing a stronger relationship with the 

client 

It is now necessary for businesses to evaluate their supply networks in preparation 
for testing smart sensors. Smart sensor connections can give managers insights into 
every stage of the supply chain, resulting in increased efficiency, lower costs, and 
new income prospects. 

4.6 Robotics 

Businesses in any part of the world always aim lower their long-term costs and provide 
labor and utilization stability in their operations. In such scenarios, businesses look 
for assistance from robots for increasing worker productivity, decreasing error rates, 
and reducing the frequency of inventory checks. Also, they have been commonly 
utilized for optimizing picking, sorting, and storing times, and increasing access to 
challenging or hazardous locations [7]. 

Robotics have the ability to enhance operations and present fresh chances to 
boost output, lower risk and lower costs. With the expectations of customers going 
high every year, conventional methods find difficulty in data collection, especially 
as consumer expectations and the volume of packages, shipments, and orders reach 
levels that are varying in every sector. Robots give supportive solutions to these issues 
by their flexibility to work in diversified places. 

4.7 Blockchain 

The supply chain can be made more transparent thanks to blockchain, which can also 
lower costs and risks. Few of the benefits that blockchain supply chain technologies 
can specifically provide includes:
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Primary possible benefits 

• Increasing material supply chain traceability will help to ensure that corporate 
standards are met. 

• Lower losses from gray market/counterfeit trading. 
• Enhance transparency and compliance with regard to outsourced contract manu-

facturing. 
• Cut back on administration and paperwork expenses. 

Additional potential advantages 

• Bolster corporate brand by making the materials used in products transparent. 
• Boost the credibility and provide wide acceptance of the data shared. 
• Activate stakeholders. 

A decentralized immutable record of all transactions and the digitization of phys-
ical assets by organizations and usage of decentralized record of all transactions 
enhance the possibility to track assets from manufacture to delivery or end-user 
use. This has enabled more transparency and precise tracking of end-end customer 
services in supply chain [24]. With this improved transparency, it gives a win-win situ-
ation for both businesses and consumers as they now have a better visibility into the 
supply chain [6]. 

Few companies which have outsourced their production will have more control 
over production flow by using blockchain for reducing errors in communication or 
data transfers as it gives all participants of an active supply chain the access to same 
information [20]. This could speed up the data verification process and utilize the 
available time for delivering goods and services by raising quality, lowering costs, 
or doing both. 

Finally, by enabling a successful audit of supply chain data, blockchain can 
improve administrative processes and lower expenses. 

4.8 Cloud 

Cloud enables tasks to be automated in a business, gain fresh insights for decision-
making, and innovate processes at every stage of their supply chain. from planning 
and sourcing through production, transportation, and distribution. Supply networks 
are made more robust and intelligent as a result [12]. 

A connected, intelligent, scalable, and quick supply chain made possible by the 
cloud gives enterprises unprecedented visibility, robustness, agility, and flexibility. 

(1) A Linked Supply Chain 

Connectivity of the supply chain network improves through cloud solutions by 
utilizing the structured and unstructured data generated throughout the supply chain. 
This makes it simpler for businesses to communicate with their clients, vendors, and
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suppliers. Additionally, the cloud makes it possible for datacenter efficiency, greater 
server usage, and dynamic provisioning. 

The integrated supply chain’s advantages. 

• instantaneous visibility, 
• Effortless cooperation, 
• modern operating systems. 

(2) A Smart Supply Chain 

For every business, getting right information at the apt moment is essential for 
ideal decision-making, which cloud computing provides through its cognitive intel-
ligence and predictive analytics. Potential dangers are identified through analytics, 
and the corresponding decision-making is done proactively through cognitive intelli-
gence. Cloud technology provides useful information that enable sophisticated digital 
supply networks. 

Advantages of an intelligent supply chain include: 

• shortened period of disruption mitigating, 
• better automation, 
• increased inventiveness. 

Supply chain that is scalable: Scaling up and down the supply chain network 
depending on consumer demands and market conditions is made much easier as the 
cloud solutions operate on a flexible, usage-based paradigm making the network and 
storage required to be more flexible to the given change. 

(3) The Scalable Supply Chain’s Advantages 

• maximal effectiveness, 
• business-level adaptability, 
• increased client satisfaction, and 
• reduced costs. 

4.9 ERP 

The importance of the ERP system for SCM can’t be hyped. This software has 
significantly turned how to operate in the industry. This effective system was crucial 
for corporate development. The SCM technology was acquired from professionals 
like QAD, Merge the SCM operation into a particular cell, enhancing visibility and 
streamlining cooperation between vendors and suppliers [23]. In the production unit, 
ERP system finds out the lagging area and is used to improve it. 

The ERP system calculates the market demand and plans, It produces when orders 
are getting. which is calculated by the program when the order is placed. In order 
to boost performance, it is possible to automate or streamline the administration of 
inventory resources, and other supply chain procedures [24].
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Although there are on-premises ERP system options, cloud ERP software has 
grown in popularity recently. Mobile access and dedicated data security are two of 
cloud ERP’s main advantages. If you use an ERP solution that is hosted in the cloud, 
you can access the system from any location at any time using a mobile device if 
you have an internet connection. Due to the fast-moving nature of supply chains, this 
enables rapid action without necessitating the presence of the entire team. 

4.10 Predictive Analytics 

Businesses may now choose the ideal sales volumes to boost supply while reducing 
inventories thanks to data analytics. Supply chain managers may determine the 
precise inventory needs by region, demand, and region using analytical techniques. 
Safety stock can be reduced as a result, and inventory can be placed where it is needed 
[25]. 

Logistics and shipping: 

The cost of transportation is often included in the price of the finished product. 
Forecasting can be used to establish the optimal supply frequency and amount to 
fulfill demand and lower costs [29]. Proactive route planning can help choose the 
optimal routes by taking delivery locations, location, climate, and busy highways 
into account. Furthermore, intelligent items may continuously monitor things like 
air density, driving habits, and vetting. 

Strategies for supply chain preventive maintenance: 

The requirement for service can be foreseen with prospective site monitoring, which 
also provides ample notification of system problems. By keeping more outdated 
components on hand, businesses can save on inventory and prevent unanticipated 
equipment breakdowns by using this information to place item orders as needed. 
Using the Airbus Points Management program, which regularly checks on Eastern 
Air Lines aircraft and keeps track of the state of the gear, is a great example. This 
enables the airline to schedule servicing on the aircraft in advance and decrease 
unplanned downtime. 

4.11 Automated Warehousing 

The automated processing of inventory coming into, going through, and leaving 
warehouses for delivery to customers is known as Industry 4.0. Automation enables 
a company to do away with labor-intensive processes including physical entering 
data, analytics, and ongoing backbreaking labor. 

Distribution network robotics is the use of digitalization to activities in the 
supply chain to improve efficiency, integrate apps, and expedite processes. Emerging
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methods including AI technology, algorithms, automation of robotic procedures, and 
virtual intelligent systems are often used. 

A linked distribution network supported by Industry 4.0 might relieve workers of 
these tiresome tasks. 

4.12 Forecasting 

The act of estimating consumption, supply, or viability for a resource or a selection 
of goods in a certain industry is known as supply chain projection. 

For instance, a prediction model’s computations can predict a sales volume by 
looking at data from vendors and consumers [1]. The computer may also take into 
account external factors like the environment or other disrupting circumstances to 
increase the costing estimate’s precision. 

Merchandise forecasting is the strategy of estimating how often stuff you might 
acquire over a certain amount of time, and it is used to determine how much resources 
organization will be required to satisfy rising client wants. To be as precise as possible, 
our projections consider for historical sales information, anticipated bonuses, and 
outside factors. 

4.13 Automated Product Delivery System 

Automated processes are the overseeing of the movement of commodities into, 
within, and out of warehouses for delivery to customers. As part of an optimiza-
tion effort, a corporation can cut the number of employees performing manual data 
input, repetitive physical labor, and analytical work [22]. 

For illustration, a warehouse worker may load bulky objects onto a moving robot 
system. The software keeps all data up to date while inventory is drone-moved from 
one section of storage to the delivery zone. These robots boost the effectiveness, 
speed, reliability, and accuracy of this task. 

The use of technology to replace a labor-intensive manual system is commonly 
referred to as “industry 4.0,” but the technology need not be physical or mechanical. 

4.14 AI-Drones and Robots 

Without the assistance of a human controller, a robot can reach out and grasp an object 
thanks to AI. Motion control and navigation increased by AI. Robots become more 
autonomous thanks to improved machine learning capabilities, which eliminates the 
need for humans to organize and control process flows and navigation paths. The
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future of warehouse management is going to be done only by the robots in future 
[26]. 

Drones can fly, carry a certain amount of weight, move objects, and access inacces-
sible places (this includes geographic areas, like isolated villages, and deep shelves 
or places that are higher in a warehouse). 

Drones in inventory 

Drones are used in warehouses to complete activities including stock searching, 
cycle counting, and inventory audit. They fly independently, recognize and count the 
inventory held in the warehouse, and compare it with the data recorded “virtually” 
to enable safe and cost-effective inventory operations. 

Drones in logistics 

Unmanned delivery is already a reality which has been used recently through 
Amazon which provided much easier and quicker delivery of products to the 
customers. Commercial drone delivery services are timelier and more cost-effective 
than traditional delivery services. 

4.15 Machine Learning 

Usage of machine learning algorithms has made the supply chain managers to opti-
mize the route for their fleet of vehicles by analyzing and learning from real-time 
data and historical delivery records, which has resulted in reduced driving time, cost 
savings, and higher productivity. 

ML in inspection 

The machine learning testing technique offers accuracy and efficiency advantages in 
the quality assurance process. It helps with the identification of redundant and unsuc-
cessful test cases as well as the forecasting and averting of code issues. Inspections 
carried over are uploaded in real-time to the customized digital platform. ML algo-
rithms provide advanced analyzation and to the given data, which provides greater 
insights into the process which is not possible using legacy manual methods. 

ML in production 

Continuous improvement is a feature of machine learning. Therefore, in demand 
planning, the machine learning engine assesses the model’s forecast accuracy and 
considers if the forecast would be better if the model were altered in some way. 
Forecasts are continuously and iteratively improved.
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5 Industry 4.0: How Digitization Makes the Supply Chain 
More Efficient and More Effective 

Most business processes need to be more digitalized if the Industry 4.0 goal is to be 
achieved. It is this transformation of conventional supply chains which has become 
a crucial factor. The change into an ecosystem of interconnected, intelligent, and 
highly effective supply chains will make the ecosystem more effective and efficient 
[30]. 

The new age supply chain has different phases on its own that start with marketing, 
continue through product development, manufacturing, and distribution, and end with 
the customer receiving the goods. Some hurdles which are once considered disrupting 
the chain have been broken down by digitization. The entire flow of chain has been 
made into a fully integrated ecosystem that is transparent to all of the participants, 
starting from the purchase of raw materials, components, and part suppliers to the 
carriers of those supplies and finished goods. 

The current technologies and tools exponentially increase the supply chain 
network functions. The re-modeling of the supply chain network by developing 
what-if cases and with real-time data would result in an increase in responsiveness to 
any condition and to anticipate them. This will give pathway to digital supply chain 
with more resilience and responsiveness instantly to the demand of the customer 
which allows to beat the competition and enable system transparency. The research 
would enable us to see how these would pave the way for digital supply chain. 

6 Value Drivers for Digital Supply Chain Management 
(DSCM) 

The current technologies disrupt the value chain; organization has to look for sustain-
able ways to design their supply chain and how to integrate the latest tools. There 
are some visible drivers such as big data and optimization tools, there are other few 
value drivers which will push towards digitization of supply chain. Few of the key 
value drivers and their respective technologies/tools that drive businesses towards 
digitization of supply chain are listed in Table 2.

1. Collapsing product lifecycles 

The product lifecycle has been reduced by 50% in the last decade and would reduce 
even more in the recent upcoming years. This is mainly due to the upcoming of new 
product in the market and replacing within two years as per the norms of the industry. 
If a company doesn’t come up with a new product as soon as possible, it would risk 
losing the market or beaten by a competitor.
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Table 2 Key value drivers and their respective technologies/tools driving towards digitization of 
supply chain 

Value drivers Technologies/tools 

Supply chain strategy Dynamic network configuration 

Collaboration Cloud supply chain, End-to-end connectivity 

Order management Reliable online monitoring, real-time planning 

Performance management Automated root cause analysis, Online Transparency 

Physical flow Warehouse automation, Autonomous smart vehicles, 
Human–machine interface, smart logistics, 3D planning 

Planning Predictive analysis in demand planning, closed-loop planning, 
and scenario planning

2. Outsourced Manufacturing 

The latest supply chain strategy is to outsource the product of different variants so 
as to decrease the level of risk. This enables the company to concentrate more on the 
core product of the company. Also, this would strategic advantage for supplying and 
manufacturing. 

3. Generational Expectations 

In the current era people expect everything to be unique and customized to satisfy 
their needs that is they research their need, sustainable product, embrace sharing 
model, and instant access to customized product. 

4. Supply Chain Savvy in the C-Suite 

The supply chain management change in the current era requires digitization as 
this would give a competitive edge with their competitors in the global market. The 
current supply chain model has outgrown the conventional model to encounter the 
demand by utilizing flexibility, actionable insight, and real-time data with the help 
of digital platforms. 

7 Conclusion and Future Work 

International markets getting widened up and being globalized and penetrated into 
international boundaries, it has become utmost necessary for businesses to survive 
and to maintain a competitive advantage and attain sustainability in global market. 
They, by all means, have to identify suitable identify emerging digital technologies 
that can be used to develop a new business model for their organization. This chapter 
throws light on principles and practices for digitized SCM, and the technologies/ 
tools that drive the firm towards digitized SCM. The corresponding areas of supply 
chain wherein they can be applied to utilize its potential for a digitized platform of 
SC activities have been elaborated, enabling firms and other researchers in deploying
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further conceptual and empirical works linked to the subject herein explored. This 
work expedites identification of important themes and areas for practitioners to look 
for modes of implementation of Industry 4.0 standards in supply chains. Future 
researchers needed to develop more real-time models that will assist in easier imple-
mentation of Industry 4.0 all through the chain. As real-time visibility all through the 
supply chain has become a necessity, long-term collaboration between the different 
stages of the chain through I4.0 technologies can drive them to have a fully digitized 
platform for all SC activities. For future researchers and SC practitioners, this article 
adds valuable insights, by providing them a platform to explore the upcoming and 
unexplored concept of the Industry 5.0 phenomenon in the supply chain context, 
which could extensively provide greater supply chain solutions in future. 
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Artificial Intelligence and Data Analytics 
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Abstract This chapter examines the use of artificial intelligence, data analytics 
and other digital technologies in the management of the supply chain decision-
making. The study highlights the challenges faced by supply chain managers and 
how the application of AI and data analytics can help in making better and more 
informed decisions with respect to sustainability. Data analytics, AI techniques, such 
as machine learning, natural language processing and other digital technologies that 
include Internet of Things, Robotics and Cloud computing and their applications to 
different areas of supply chain management, such as demand forecasting, inventory 
management and logistics optimisation are discussed. Some of the challenges (initial 
cost of physical and cloud resources, change management, ethical and legal-related 
issues) that the supply chain managers need to put into consideration when adopting 
these technologies are also presented. The chapter concludes that continuous data 
collection and storage across all the stakeholders in the supply chain must be ensured 
to enable transparent and efficient use of AI algorithms to support quick and timely 
supply chain decision-making. 

Keywords Artificial intelligence · Data analytics · Supply chain management ·
Decision-making

L. A. Akanbi (B) 
Big Data, Enterprise and Artificial Intelligence Laboratory, University of the West of England, 
Bristol, UK 
e-mail: Lukman.Akanbi@uwe.ac.uk 

K. I. Adenuga 
Department of Digital Technologies (Pearson) Global Banking School, Birmingham, UK 

H. Owolabi 
Greater Manchester Business School (GMBS), University of Bolton, BL3 5AB, Bristol, UK 
e-mail: h.owolabi@bolton.ac.uk 

© The Author(s), under exclusive license to Springer Nature Singapore Pte Ltd. 2024 
K E K Vimal et al. (eds.), Industry 4.0 Technologies: Sustainable Manufacturing Supply 
Chains, Environmental Footprints and Eco-design of Products and Processes, 
https://doi.org/10.1007/978-981-99-4819-2_2 

25

http://crossmark.crossref.org/dialog/?doi=10.1007/978-981-99-4819-2_2&domain=pdf
mailto:Lukman.Akanbi@uwe.ac.uk
mailto:h.owolabi@bolton.ac.uk
https://doi.org/10.1007/978-981-99-4819-2_2


26 L. A. Akanbi et al.

1 Introduction 

Nowadays, supply chain decision-making is becoming increasingly complex [6]. 
As businesses strive to remain competitive and efficient, they must be able to make 
decisions quickly and accurately in order to stay ahead of the competition. Artifi-
cial intelligence (AI) and data analytics are two powerful technologies that can help 
organisations to make better-informed decisions about their supply chains [14, 15]. 
AI-based systems can process large amounts of data quickly while providing insights 
into trends and patterns that may not have been previously noticed. By leveraging AI 
technology, companies can gain insight into customer demand for goods or services 
as well as analyse past performance metrics such as delivery times or inventory levels 
to enable optimisation of future operations accordingly. In addition, AI-driven predic-
tive analytics allows companies to anticipate potential problems before they arise by 
predicting possible outcomes based on current market conditions and historical data 
points [44]. Data analytics also plays a critical role in effective supply chain decision-
making by helping organisations to identify areas where improvement is needed 
within their processes or systems so that resources can be allocated appropriately 
for maximum efficiency gains throughout the entire operation cycle from procure-
ment through distribution channels all the way down to the final sale at point-of-sale 
locations worldwide [4]. Through advanced analytics techniques such as machine 
learning algorithms which automate tasks such as forecasting demand patterns over 
time, businesses are able to take advantage of real-time insights regarding pricing 
strategies, product availability and other important factors leading them towards 
improved profitability. By utilising both AI and Data Analytics together, enterprises 
are well-equipped with necessary information required for successful supply chain 
decision [25]. 

As the world population continues to grow and projected to reach 8.6 billion by 
2030 [45], the demand for goods and services would also increase as a consequence 
of the population growth. Therefore, the need for manufacturing organisations to 
embrace sustainability in their operation cannot be overemphasised because, as the 
need for goods and services increase, the resources required for their production 
remain limited. According to Bag et al. [4], the only way to tackling the social, 
economic and environmental problems associated with the increased production is 
through the towing of the path of sustainable development, by ensuring that respon-
sible production and consumption patterns are maintained. While big organisations 
at the centre of goods and services production and delivery are showing commitment 
to sustainability in their operation, the commitment of tier 1 suppliers and others 
in the supply chain vertical network are difficult to evaluate. Data analytics, AI and 
other digital technologies can provide the much-needed technology ecosystem to 
enable all the actors in a supply chain to transparently engage sustainability in their 
operation.
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2 Sustainable Manufacturing 

Sustainable manufacturing is an important concept in today’s global economy. It 
refers to the practice of goods and services production in an environmentally friendly 
way and at the same time ensuring socio-economic benefits [28]. Sustainable type 
of production involves waste minimisation, energy consumption reduction, use of 
renewable materials and ensuring safe working conditions for employees [3, 28]. The 
United States Environmental Protection Agency (EPA) report gave a more succinct 
description of sustainable manufacturing as the production of goods and services 
using energy-efficient and economically sound processes that are with less negative 
impacts on the environment [18]. The benefits of sustainable manufacturing extend 
beyond just the environment [21, 28], organisations can reduce their carbon foot-
print while simultaneously increasing efficiency through improved processes such 
as efficient resource utilisation and better product design practices [38]. Addition-
ally, sustainable manufacturing can help companies save money by cutting down on 
costs associated with pollution control and disposal fees for waste and hazardous. 
Business may also be eligible to receive tax credits from governments if they make 
efforts towards sustainability initiatives like recycling programmes or green building 
strategies which further incentivises companies to adopt sustainable practices within 
their operation materials [2, 40]. 

The advantages associated with sustainable manufacturing have made it to become 
increasingly popular among businesses. These benefits make sustainable manufac-
turing an appealing option for any company looking to stay competitive in nowa-
days marketplace while still preserving the environment at large. To achieve sustain-
able manufacturing, a sustainable supply chain is a prerequisite where all processes 
undertaken by the supply chains’ stakeholders are sustainable. Both suppliers and 
customers in the supply chain networks must transparently embrace sustainable 
practices. 

3 Sustainable Supply Chain Management 

Sustainable development is described as the process through which the present meets 
their need through the manufacturing of goods and services with a conscious effort 
to allow the future generations to meet their needs also [30, 37]. To expand the 
discussion, sustainable manufacturing refers to the development of environmentally 
and socially friendly systems to process raw materials into economically viable 
goods. Increased population with high demand for industrialisation has continued to 
create increasing pressure on the planet, and the need for sustainable development 
continues to be the greatest challenge in human history [13]. The manufacturing 
sector has a major role in ensuring a sustainable society. The motivations for doing 
so are closely linked to cost reduction as there was a dramatic increase in material 
and energy inputs, including disposal costs that deplete non-renewable resources
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over the last decade [7]. Thus, increased environmental degradation has resulted in 
stricter legislation, fines for non-compliance and public campaign initiatives that have 
driven companies toward creating socially and environmentally friendly products and 
services [12]. 

Sustainable manufacturing supply chain management is an all-encompassing 
concept that has recently sparked a growing body of knowledge and interest. 
While the term supply chain deals with the coordinated activities of all companies’ 
resources, aggregated towards developing, manufacturing and delivering a product, 
supply chain management refers to material sources coordination, production, inven-
tory management and transportation to maximise efficiency and customer experience 
[7, 38]. Thus, supply chain management ensures that companies comply with the 
environmental standards and societal values which includes tackling global chal-
lenges, i.e. climate change variables and related social issues and combining all 
the related components. The goal of sustainable supply chain is to reduce environ-
mental harm that could result from various activities of the supply chain actors. These 
concerns are in addition to the traditional corporate supply chain concerns around 
revenue and profit [27]. Recently, companies and businesses have faced an increasing 
need to focus on the implications of the business activities of their supply chain on 
both the social and environmental components of society. [22]. They are being held 
accountable to sustainable utilisation of resources [10]. Supply chain management 
ensures cost control, customer experiences, quality, challenges and opportunities 
[36]. It focuses more on sustainable business models than product delivery [5]. Most 
challenges with the supply chain do not occur at the final stage of the product but 
during the process of sourcing, production, delivery and logistics. Thus, it suffices 
to say that all activities that took place in the supply chain constitute threats in some 
ways to society in the form of environmental, social and economic threats. [39]. A 
growing number of works conclude that over 90% of carbon-related emissions are 
caused by activities related to the supply [41], sparkling researchers’ renewed interest 
in the area of sustainable supply chains to curtail the environmental and social threats 
posed by the supply chain activities. Supply chain activities’ by-products include 
electronic waste, pollution (particulate matters) and greenhouse gas emissions [1]. 
Thus, it becomes imperative to ensure that an effective mechanism is put in place 
to manage the challenges within the operational and marketing framework of the 
supply chain [39]. Although companies have adopted various strategies to tackle 
challenges impeding efficient supply chain networks [24]. There have been calls to 
ensure that a more robust and responsive supply chain is created through artificial 
intelligence and big data to ensure effective monitoring, forecasting and optimisation 
[36]. Although businesses have started investing in, and adopting AI technologies 
for improving the operation of their supply chains’ end-to-end activities [11, 23], 
more needs to be done to embrace the use of the latest development in data analytics 
and AI for maximum benefits and good return on investment. Natural language 
processing, machine learning and robotics are some of the AI technologies that have 
been demonstrated as potential enablers of supply chain transformation [36].
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4 AI and Data Analytics in Supply Chain Management 

Artificial intelligence is a branch of computer science that deals with the creation of 
intelligent systems that perform tasks ordinarily meant for only human to undertake 
[35]. It is a field that impersonates human capabilities to understand their envi-
ronment, process information and makes decisions to achieve a set goal. AI has 
aided decision-making in many sectors, including banking, farming and autonomous 
systems. For instance, AI and digital technologies have optimised land use by farmers 
to yield large harvests and ultimately enhance biodiversity [9, 29, 31]. Studies have 
shown that the AI technologies’ share of the global economic stands at circa £11 
trillion by 2030, thereby leading to a 1.2% increase in the global GDP per year [8]. 
AI has enjoyed massive patronage from businesses, including IBM Watson, (used 
in diverse areas from medical diagnosis to insurance), Fleet learning system devel-
oped by Tesla (which makes it easy for vehicles to continuously share their changing 
condition data with the rest of the fleet). 

In recent times, the advancement in AI and other innovative digital technologies 
has made it possible to surmount many challenges in the supply chain [33]. There is a 
growing trend to achieve sustainability in business by applying many digital technolo-
gies that include Internet of Things (IoT) for real-time data collection from the field, 
big data analytics for data extraction, transformation, loading, storage and insights 
generation and AI for predictive model development [39]. Moreover, the application 
of AI and other digital technologies has progressed in wider areas of endeavour [34], 
it has allowed tasks to be automated and decisions made autonomously by machines 
[36]. This is so because AI can equip machines with human-like reasoning capabil-
ities [43]. Some of the challenges relating to speed and accuracy can be solved with 
digital technologies, especially when larger inputs are involved. Evidence shows 
that many companies across the globe have integrated digital applications into their 
supply chain management [26]. Many corporations are now using machine learning 
techniques of AI to manage product development through intelligent distribution of 
information to facilitate sustainable supply chain management [32]. In the same vein, 
supply chain managers have started focusing on the use of AI to aid decision-making 
by using big data analytics to predict supply chain uncertainties more accurately 
[20]. Although the potential use of AI has increased, the successful implementation 
poses several challenges such as high initial cost of hardware, software and cloud 
infrastructure. Other challenges include training requirements and change manage-
ment of personnel involved in the supply chain processes being automated, ethical 
and legal issues for all the stakeholders. Therefore, for AI to be successfully applied 
in the management of sustainable supply chain, it is essential to have a more compre-
hensive view of the process and ensure that all the macroenvironmental factors are 
considered to assure high confidence among all the stakeholders. The following 
subsections discuss the role of AI and its associated technologies in managing the 
supply chain in the manufacturing sectors and subsequently discuss benefits and 
implications.
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4.1 Potentials of AI and Data Analytics in Supply Chain 
Management 

The use of AI and associated technologies have aided companies in serving their 
customers better through the creation of a more efficient, automated and collabora-
tive supply chain system. The benefits derivable from the adoption of AI and digital 
technologies are twofold; (1) internal benefits derived from disruptive technologies 
to aid supply chain management and (2) customer satisfaction benefits. Besides, 
most emerging digital solutions help to mitigate the socio-environmental risks asso-
ciated with the supply chain operations and by implication thereby offering increased 
sustainability. Blockchain technology, for instance, provides a translucent process 
that offers increased consumers’ trust on product’s quality and supply chain visi-
bility as well. New technologies’ application in the supply chain would produce a 
huge dataset that can be used to develop predictive and prescriptive AI models and 
advance analytical methods that can assess the impacts of the new technology on 
supply chain management. 

Cloud computing is another digital technology that offers operational intelligence 
in supply chain management. With cloud computing infrastructure, companies can 
gather real-life consumer and supplier data that can reveal customer and supplier 
requirements, especially in creating a match between demand and supply. Robotics, 
on the other hand, has played a significant role in supply chain management and 
sustainability. With the proliferation of autonomous and collaborative robots, compa-
nies now have access to new opportunities that can reduce costs in terms of labour 
and productivity (B2be, 2022), error rate reduction, sorting and storage time opti-
misation. Over the years, the impressions people have about the robot’s primary 
function is to replace humans in doing all complex activities; however, the purpose 
of robots today (i.e. collaborative robots (cobot)) is to collaborate with humans to 
reduce the time to carry out a specific task. Robotic systems now exhibit autonomy 
with the ability to be context-aware and act accordingly since they are equipped 
with advanced sensors which coordinate their movements in relation to their envi-
ronment. Cognitive robotics is a concept that some companies have adopted, and it 
will continue to grow significantly in supply chain management. The presence of 
expert technicians is no longer required for the industrial robots to be programmed 
and installed as the end users can manipulate these programs independently. Most 
warehouses are becoming increasingly automated, and autonomous mobile robotics 
is becoming prevalent. As such, in supply chain management, robots are expected 
to be natural collaborators but not an alternative to human [16, 19]. Robotic process 
automation helps supply chain management automate tasks, streamline operations 
and eliminate human error. It allows supply chains to speed up and meet supply as 
demand escalates. Robotics also allows greater workforce efficiency, provides safety 
for workers by taking over complex tasks and improves delivery times.
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4.1.1 Supply Chain Decision Support System 

In the past years, statistical analysis of the key performance indices of the supply 
chain’s demand planning and forecasting was the only form of data analytics avail-
able. Excel spreadsheets were usually used for storing and processing the supply 
chain data from different stakeholders. By 1990, enterprise resource planning (ERP) 
and electronic data interchange (EDI) systems were used by organisations for supply 
chain data and information processing. The ERP and EDI systems support busi-
nesses by providing easy access to data that aids in designing, planning and fore-
casting. In 2000, businesses became more intelligent and gave birth to predictive 
analytics software solutions. Thus, predictive analytics software assists corporations 
in gaining deeper insights into how their supply chains function and consequently 
aided decision-making and network optimisation. Although this has some setbacks 
since a large amount of data is expected to be generated, there is growing concern 
about how this large amount of data can be best utilised in the supply chain network. 
For instance, in 2017, it was estimated that more data (50 times and above) were 
accessed by the supply chain companies than in the period between 2011 and 2016 
together [17], but more than three-quarters of the data remained unanalysed. 

According to [46], supply chain data is usually composed of more than 80% 
of unstructured data and about 20% of structured and easy to analyse data. Thus, 
organisations’ primary challenge lies in analysing unstructured data. However, recent 
studies identify AI as the game-changing technology in supply chain management. 
AI is not limited to processing and retaining information but also, it can reason, learn 
and behave like a human. It can process a large amount of structured and unstructured 
data and provide a summary of the analyses instantly. AI does not only correlate and 
interpret data across various sources in the network. It also enables companies to 
analyse real-time supply chain data to generate required insights and intelligence. 
The AI technique that is at the centre of the possibilities mentioned above is Machine 
Learning (ML) which combines the power of algorithms, data science and software 
to learn without any particular programming. ML models learn to understand trends 
and patterns and identify irregularities over time before rendering predictive insights. 
Once patterns are detected through frequently generated data, ML model can suggest 
the next line of actions that can prevent final breakdown, especially in the supply 
chain companies, likewise having the capacity to predict upcoming faults and route 
optimisation in the supply route channel. The challenges of unstructured data are 
handled by the AI through the use of supervised, unsupervised and reinforcement 
learning as appropriate for the development of the ML models. AI and data analytics 
technology can help supply chain managers make quick and informed decisions 
that ensure stock availability and map transportation routes to reduce idle time and 
fuel consumption. AI can also highlight areas for improvement, especially in areas 
where humans might have missed, thereby drastically reducing any future adverse 
occurrence [42].
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5 Conclusion 

As the clamour for sustainable development penetrates the manufacturing industry, 
the need to ensure that manufacturing supply chains are sustainable becomes more 
important. Supply chain managers should embrace AI and its associated technologies 
for managing their supply chains. Concerted effort must be put into data collection 
and storage by all the stakeholders in the supply chain to enable transparent and 
efficient use of AI algorithms to support quick and timely decision-making. 
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Using Blockchain for Agro-Food 
Traceability: A Case Study from Olive 
Oil Industry 

Abdlerahman Habashneh, Almoayied Assayed, and Amro AlMajali 

Abstract Ensuring the safety and high quality of food is becoming increasingly 
important. Traceability of food products along the supply chain, particularly in the 
olive oil industry, is highly necessary to ensure their quality and provenance. There 
are multiple methods for traceability in the agro-food industry, such as Near-Field 
Communication (NFC), Radio Frequency Identification (RFID), and molecular anal-
ysis. In the era of Industry 4.0, blockchain has emerged as an appealing approach for 
food traceability due to its ability to provide end-to-end traceability, from raw mate-
rials acquisition to product delivery to end customers. It also creates time-stamped, 
unalterable, auditable, and immutable transactions. This pilot research, documented 
in this chapter, aims to demonstrate the use of blockchain technology to track and 
ensure the compliance of olive oil in a selected olive mill in Jordan. The Decapolis 
Food Guard (DFG) platform was adopted to achieve the objectives of this study. The 
process began with receipt processing, which involved entering data on farmers and 
olives into the DFG application, including weight, olive type, source, and other rele-
vant information. This was followed by entering all the data related to oil processing 
and implementing procedures for tamper-proofing and label registration. Tamper-
proof labels were applied to the spout of each container and registered in the DFG 
system. These labels are protected to prevent copying onto other containers with 
unknown contents or provenance. The users of blockchain-based technology (DFG) 
to validate the provenance of olives, production processes, and handling of olive oil 
expressed high satisfaction with the system. The owner of the olive mill confirmed 
a 15–25% increase in sales after introducing this technology, as customers became 
much more confident about the authenticity of the oil. Additionally, the technology 
has improved the mill’s capability to export its products to other Middle Eastern 
and North African (MENA) and EU countries, as the oil has become compliant with 
international standards. It is recommended to scale up this technology and to raise
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awareness of all stakeholders about the importance of this technology in improving 
the agro-food industry. 

Keywords Traceability · Olive Oil · Blockchain · Decapolis Food Guard (DFG) ·
Radio Frequency Identification (RFID) 

1 Introduction 

Traceability refers to the capacity to track a product’s journey through each stage, 
including production, processing, and distribution, while monitoring the origin and 
history of materials. This capability is crucial for preventing intentional or accidental 
mislabeling [1, 14]. In sectors like the food-agro industry, such as olive oil production, 
traceability, etc., plays a vital role due to the involvement of multiple stakeholders 
from production to consumption [4]. Globally, approximately 3 million tons of olive 
oil are produced each year from around 750 million productive olive trees, with the 
majority concentrated in the Mediterranean region [6]. Various types of olive oil exist, 
including extra virgin oil, virgin olive oil, ordinary virgin olive oil, refined olive oil, 
and olive pomace. Olive oil holds significant cultural and dietary importance in the 
Mediterranean region and contributes significantly to the socio-economic well-being 
of local communities, especially in Jordan. However, due to its relatively high cost, 
olive oil is susceptible to adulteration and mislabeling, underscoring the need for 
reliable methods to verify its quality. 

There are several methods available to verify the quality of olive oil. Some of these 
methods involve DNA isolation, known as molecular traceability, while others rely on 
chemical analysis using techniques such as amplified fragment length polymorphism, 
proton transfer reaction mass spectrometry (PTR-MS), nuclear magnetic resonance 
spectroscopy (NMR), or high-performance liquid chromatography (HPLC) [9, 10]. 
However, these methods are laboratory-based, expensive, and not easily accessible 
to consumers. With the advent of digital transformation in the current era, consumers 
now have the ability to obtain product information through the use of smart tags, such 
as radio frequency identification (RFID) and near-field communication (NFC) [14]. 
RFID has been successfully demonstrated by Yu-Chia et al. [5] and Rahman et al. 
[13] for traceability of fish throughout the supply chain. Papetti et al. [11] proposed 
the use of RFID for Italian cheese traceability and found it to be effective. However, 
RFID is a centralized process, and not all stakeholders have direct access to the data. 

More recently, near-field communication (NFC) has been introduced in oil bottles. 
NFC serves as a link to a website without integration with a food traceability system, 
allowing consumers to access product details using smartphones and NFC tech-
nology. The main difference between NFC and RFID lies in the fact that NFC has 
been widely integrated into mobile devices such as smartphones and tablets. This has 
enabled the development of applications specifically designed for end-users. Figure 1 
illustrates the different tracing methods available.
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Fig. 1 Different traceability systems adapted from Pigini and Conti [12] 

However, most of the traceability systems for food nowadays rely on central-
ized infrastructure and require third-party intermediary that result in a lack of trans-
parency and security threats. They also hinder external stakeholders from checking 
for regulatory compliance. 

In conventional systems, this process is costly, not feasible, or even unattain-
able. Business systems typically involve diverse data types originating from various 
sources. Auditing such inputs by “replaying” the sequence can present significant 
technical difficulties. Additionally, auditing may necessitate reliable knowledge and 
confirmation of operator identity, which can be compromised or unreliable in systems 
involving multiple actors. By incorporating robust and flexible data systems that 
ensure complete authenticity for every interaction, it becomes possible to establish 
resilient frameworks that are resistant to coercion and human-related issues at their 
core. 

Presently, a novel technology known as blockchain introduces a new perspec-
tive on food traceability. The blockchain is a recent advancement in the techno-
logical realm that utilizes global peer-to-peer consensus networks to establish an 
open platform capable of offering neutrality, transparency, reliability, and security. 
Originally conceived as a solution for managing the shared accounting ledger of the 
Bitcoin digital currency, the underlying mechanism of blockchain has evolved. This 
technology enables comprehensive traceability throughout the entire flow, from the
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acquisition of raw materials to the delivery of products to customers [2]. It generates 
transactions that are time-stamped, unchangeable, auditable, and immutable (Fig. 2). 

Blockchain technology has the potential to significantly improve recourse effi-
ciency in a variety of industries. By creating a decentralized and immutable ledger 
of transactions, blockchain can reduce costs, increase transparency, and streamline 
processes. In industries such as food and agriculture, blockchain can be used to track 
the movement of goods from production to delivery. By creating a transparent and 
secure ledger of transactions, blockchain can help to reduce fraud, minimize waste, 
and increase efficiency. It can also enable companies to track the origin of their 
products, allowing them to ensure that they are ethically sourced and produced. 

The blockchain only accepts authenticated information, which takes the form of an 
unforgeable digital signature, a cryptographic mechanism that allows individuals to 
prove their identity while preventing impersonation. Regardless of one’s job or access 
capabilities, interaction with the blockchain is only possible by providing the unique 
digital access code associated with the user’s ownership. In other words, unless
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Fig. 2 Architecture in food traceability systems as adapted from Burke [2] 
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the ownership of the account is cryptographically proven, no one else can modify 
it. This approach eliminates the need for elevated privilege levels and significantly 
reduces the security risk associated with operators and IT administrators, who are 
often considered the weakest link in security systems. 

The purpose of this paper is to document using blockchain technology in olive 
oil production in Jordan in order to validate the provenance of olives, production 
processes, and handling of olive oil. The rationale behind this idea was to secure the 
16-L container that stores the finished oil at the olive mills vicinity, in a way that 
allows easy detection of tampering. Most of the finished oil in Jordan is stored in a 
16-L metal container that has a single spout on it. This spout is the only place where 
oil can be put into and taken from the container. This spout can be secured in a way 
that makes it clear that the container has been opened by using some marker that 
will be altered if the container has been opened. Some information about the oil can 
be also identified through this marker. This idea has been first tested in Jordan by a 
start-up named “Decapolis”, where blockchain traceability guard was developed, by 
which each batch of oil production can easily be referred to. 

2 Methodology 

Decapolis Food Guard (DFG) platform was used in this pilot study (https://www.dec 
apolis.io/). The Decapolis Food Guard (DFG) platform uses blockchain technology to 
store tamper-proof data and smart contracts for quality assessments and procedures 
to be executed during all the stages of farming, production, and delivery of the 
product. Each stakeholder applies certified processes targeted to each stage under 
the guidelines and tools provided by Decapolis. Decapolis platform implements 
contractual relationships with each stakeholder to abide by the quality processes 
agreed upon by contract to be executed. 

To showcase the capabilities of the Decapolis Food Guard system, the research 
team chose a specific olive mill situated in the southern region of Jordan. This partic-
ular mill has a seasonal production output of approximately 170 oil containers. The 
chosen olive mill is owned by a prominent figure who holds the position of Head 
of Syndicate of Olive Mills Owners in Jordan, making them an influential leader 
within the industry. The underlying assumption behind selecting this mill was that if 
the pilot implementation proves successful, it would likely encourage other mills to 
adopt the system as well. 

The tamper-proofing approach that was used in the selected olive mill is summa-
rized in Fig. 3. The process started by receipt processing which includes entering 
farmers and olive data into the DFG application (weight, olive type, source, and 
others). This is followed by entering all data related to the oil processing and then 
implementing tamper-proofing and label registration procedures, which includes 
affix tamper-proof labels over spout of each container that are registered at the DFG 
system (Fig. 4). All labels are associated with the traceability batch number during 
the registration. A website/portal is provided with a standard URL encoded in the

https://www.decapolis.io/
https://www.decapolis.io/
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Fig. 3 Decapolis tamper-proofing steps for olive oil containers

label. Once the label is scanned, two sets of information can be displayed,off i.e., 
customers and miller production information. The miller is able to login in with 
credentials for private access to detailed production information, while the consumer 
needs to provide the telephone number that is verified by the OTP process to access 
the consumer information screen (Fig. 5). 

The miller has the authority to determine which information from the factory 
should be recorded and which standards and regulations should be implemented 
for validation purposes. With the Decapolis Food Guard (DFG) system, all relevant 
quality and monitoring organizations, including the Jordan Food and Drug Associa-
tion (JFDA), have access to comprehensive traceability data provided by the millers. 
The marker placed on each container cannot be replicated, ensuring that it cannot 
be transferred to other containers with unknown contents or uncertain origins. As a 
result, the DFG system ensures that the container remains tamper-proof, and when 
properly sealed and secured, guarantees that the contents comply with the required 
standards for olive oil. 

3 Results and Discussion 

The pilot research conducted using the Decapolis Food Guard (DFG) system exam-
ined the application of blockchain technology to validate the origin of olives, produc-
tion processes, and handling of olive oil. The targeted olive mill expressed a high 
level of satisfaction with the system. They reported a significant increase in sales, 
ranging from 15 to 25%, after implementing this technology, as customers gained
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Fig. 4 The oil container labeled with DFG fixed on the spout

greater confidence in the authenticity of the oil. The technology also enhanced the 
mill’s ability to export its products to other regions such as the Middle East, North 
Africa, and European Union countries, as the oil met international standards. 

Consumers also expressed high satisfaction with the system, highlighting its 
simplicity in retrieving all necessary traceability data through a quick scan using 
their mobile phones (Fig. 6). These findings align with existing literature that docu-
ments the sales growth and export potential facilitated by blockchain traceability 
systems [2, 4, 12, 14].

However, it is crucial to raise awareness among customers and other stakeholders 
about the importance of such technology. The lack of collaboration among actors 
in the supply chain, along with limited digital skills, were identified as the main 
challenges for the full integration of the DFG system. These challenges are consistent 
with the observations made by Kamilaris et al. [7] and Kumar et al. [8].
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Fig. 5 The two sets of information that are displayed off when the QR of DFG is scanned

Name of the Mill: X 

Fig. 6 A screenshot of the DFG system that appears upon scanning the QR code fixed on the olive 
container
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Table 1 The main differences between DFG that was used in this study and RFID 

Decapolis food guard (DFG) RFID 

Simple labels uniquely identify contents of a 
container with a QR code 

RFID tags can be placed on the container to 
identify contents 

QR code encodes address of website with 
unlimited content 

Simple, cheap passive RFID tags properties, 
limited data storage, ~128 bits, 16 bytes, not 
enough to encode a website address 

QR codes will be preprinted on an inexpensive 
roll dispenser 

Tags will be programmed with serial number 
data at the tag manufacturer 

No special printing hardware required Expensive printer required to program the 
RFID tag 

Labels are branded with Miller logo Branded RFID Tags are more expensive 

No special reader hardware needed. Only a 
mobile phone 

Tags require reader hardware to be purchased 
by the Miller and available for all places where 
the tags need to be read; mobile readers, cost 
~$500 

QR code scanning distance 500 cm, sufficient 
for convenient access 

RFID tags for scanning larger quantities of 
product at a longer distance requires more 
expensive tags 

Tamper-proofing based on QR code scanning 
software. Access to data requires valid 
telephone number 

Not possible to build-in tamper-proofing using 
RFID without expensive self-destruct 
capability 

Scanning software resolves Duplication 
problem 

The Duplication problem was not resolved by 
RFID tags: many copies can be made and be 
valid through RFID tag and thus applying to 
many containers of unknown origin 

Through this pilot study, the DFG system has proved to be much more reliable 
comparing to RFID (Table 1). As a result of this pilot study, 10 of the biggest olive 
oil mills in Jordan out of the 135 mills showed high interest to subscribe in DFG so 
as to create trust in their products and increase sales while guaranteeing safety and 
quality. 

4 Conclusions 

The following conclusions can be withdrawn from this article: 

1. Blockchain-based technology (DFG) has been proven to be a promising tech-
nology to prevent olive oil fraud and mislabeling. However, it can be extended 
to cover other products that are subject to alteration such as honey. The proof 
of concept shown in this pilot research was successful as the demand for DFG-
labeled containers was high due to the blockchain technology which creates an 
unbroken chain of tamper-proof records.
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2. Blockchain-based technology (DFG) is more reliable and robust when compared 
with other digital traceability systems such as RFID. 

3. Decapolis Food Guard (DFG) has improved the value of olive oil containers 
where the consumers were willing to pay 30% more to buy DFG labeled 
containers. 

4. Awareness and digital education of local farmers and all actors along the supply 
chain are quite crucial to achieve full integration of digital food traceability in 
the agro-food sector. 

5. Overall, blockchain has the potential to significantly improve recourse efficiency 
in a variety of industries. By creating a decentralized and immutable ledger of 
transactions, blockchain can reduce costs, increase transparency, and streamline 
processes, leading to greater efficiency and sustainability. 
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Logistics 4.0 for Sustainable 
Manufacturing Supply Chain 

L. Aravindh Kumaran, M. Ramasubramaniam, and K. Sivakumar 

Abstract Logistics 4.0 concepts have been made in recent years have close collabo-
ration with Industry 4.0. Customization of products on large scale and developments 
in sustainability result in higher complications and requirements on logistics systems. 
To manage this complexity, a mechanism for handling the manufacturing supply 
chain to become automatic and sustainable is required. Sustainability and digitaliza-
tion are transverse themes intersecting all parts of the manufacturing supply chain. 
While Industry 4.0 put forward modification in manufacturing in an astonishing way, 
Logistic 4.0 encourage the metamorphosis in an organization starting from procure-
ment, manufacturing, distribution, warehousing, selling, and delivery of products 
to the customers to become supply chain more sustainable because where all the 
system depends on logistics. This chapter attempts to connect the link between the 
concept of sustainable manufacturing and Logistic 4.0 and make certain that the 
use of advanced technologies of Logistics 4.0 along with the operation principles 
can create value in all dimensions of sustainability. Also, the existent research work 
related to sustainable manufacturing and Logistics 4.0 are summarized along with 
conceptual framework developed by integrating the technologies and principles of 
Industry 4.0 with sustainable outcomes with a triple bottom line viewpoint. The 
human interface in Logistics 4.0 for accomplishing sustainable supply chain with 
the use of technologies is well defined. Also, adoption of Logistics 4.0 propelled 
by smart technologies will provide new services-products to the customers and will 
encourage the closed-loop life cycles in supply chain. 

Keywords Logistics 4.0 · Sustainable manufacturing · Sustainable logistics ·
Logistics decentralization · Logistics virtualization · Human–machine interface
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1 Introduction 

Customer expectations and supply of the physical products are not matching in supply 
chain which makes manufacturers little disturbance in planning their manufacturing 
[1], which intrudes on the functions of logistics. To become a profitable part of the 
global economy company must concentrate on logistics to bring improvements to 
become competitive advantage. Now, it is essential for the manufacturing compa-
nies should focus on logistics as one of the major areas to face the competition in 
global markets. Global logistics market value reached US$ 4.92 Trillion in 2021 
and expecting to reach US$ 6.75 Trillion in 2027. It indicates the growth of the 
logistics sector is tremendous after COVID lockdown restrictions and demands a 
major revolution in the logistics sector to face the growth which has already begun 
as part of the fourth industrial revolution. This brings transformation in the manu-
facturing value chain and logistics networks. Transformation supports widespread 
connections which allow the manufacturing, warehousing, and logistics equipment 
systems to communicate and exchange information, encouraging autonomous move-
ments to control one another. This system promises transparency in information and 
management from supplier to customer with cost-effective material movement, this 
system is Logistics 4.0 [2, 3]. This transparent system aims to help the manufac-
turing firms forecasting to delivery of the product, part of the system depends on 
logistics. It is possible by the logistics to coordinate with manufacturing system only 
when digitalization of logistics activities to ensure a faster, flexible, and transparent 
system. Digitalization enables cooperation, connectivity, and adaptiveness in logis-
tics activities, as it can react to the changes in the customer and market requirements 
[4]. 

Logistics 4.0 systems have concerned manufacturing industry to enable effec-
tive, adaptable, and individual services to attain customer expectations [5]. This 
system is impacted by many technologies, such as route optimization software, inven-
tory management, optimized storage techniques as part of modern manufacturing 
systems, automated storages and retrieval using robots with tracking and real-time 
information sharing systems [6, 7]. Due to dynamic business situation in the contem-
porary world, the modern manufacturing systems are facing sustainability related 
measured to be embedded in the manufacturing and logistics process problems 
[7, 8]. In addition to the manufacturing sustainability measures, Logistics 4.0 
provides solutions to sustainability challenges using the above technologies [5]. 

This chapter attempts to discuss the importance of Logistics 4.0 for sustainable 
manufacturing supply chain. The structure of the chapter is constructed as follows. 
Section 2 highlights the basic idea of sustainable manufacturing and detailed liter-
ature work on sustainable manufacturing supply chain. The concept, technologies, 
and principle of Logistics 4.0 are presented in Sect. 3. Section 4 discusses the role of 
Logistics 4.0 to achieve the sustainable outcomes, in particular Logistics 4.0 human– 
machine interface for sustainable supply chain is explained. Conclusion is described 
in Sect. 5.
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2 Sustainable Manufacturing Supply Chain 

Sustainable manufacturing aims for quality products using integrated processes 
and systems with minimal input resources. This manufacturing is conducive for 
employees, community surrounding the facility, and customers with respect to 
sustainability from procurement till disposal of the product. This system and process 
are attracting labor with less attrition, cost reduction in manufacturing using effi-
cient resources, and improved brand image [9, 10]. To achieve this, integration of 
supply chain in the development of a product with various stages of supply chain 
has become essential, which demands a significant consumption of resources and 
facility [11]. Logistic 4.0 plays the central role in this integration of sustainable 
manufacturing system with the supply chain [12]. Logistics 4.0 is capable of handling 
complex distribution networks within sustainable manufacturing system and supply 
chain through its digitalization and transparency. The objective of sustainability is 
distributed initially and embedded in all the stages of supply chain with the nuances 
of Logistic 4.0 and adaptability of supply chain, thus the emergence of sustainable 
manufacturing supply chain as a significant area in research [11]. 

Automation, waste reduction in manufacturing, process flexibility, and collabora-
tion in design will help for sustainable manufacturing using cloud data management 
system [13]. This system captures real-time data for efficient resource management 
and develops integrated cloud manufacturing system, which part of the sustain-
able manufacturing system [14]. It uses IoT infrastructure, which is used to enable 
a control mechanism in logistics integration as part of the sustainable manufac-
turing system using cloud enablers [15]. This sustainable manufacturing is part of 
circular economy, which recover and regenerate the used products and materials 
[16]. This circular manufacturing approach explores new manufacturing models 
and related supply chains, which includes collaboration with partners in each stage 
of supply chain and automation [17, 18]. Robust manufacturing route is also used 
with cloud facility for making intelligent decision for collaboration and automation 
in sustainable manufacturing supply chain [19]. Sustainable manufacturing supply 
chain faces few barriers like sort of domain expertise and assessment of quantitative 
data regarding the impact on the environment due to manufacturing processes, which 
can be supported by cloud manufacturing [20]. In addition, this system minimizes the 
negative impact on ecosystem and society [21] which becomes a good competitive 
manufacturing system in the long run [22]. 

In sustainable manufacturing supply chain, this sustainability is used to address 
the social challenge, mainly to improve the knowledge and skill level of employees 
by intrinsic motivation and training. In addition, analytics tools are also helping these 
systems analyze the data in real time from the source for rational decision-making 
[23]. The real-time data from different stakeholder touchpoints in the sustainable 
manufacturing supply chain has a potential possibility for improving sustainability 
and its triple bottom line by enhancing scraped goods, usage of raw material, and 
carbon footprint. This will result in the expansion of value creation of products 
due to retrieval of resources from post-usage of goods, that will result in revenue
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generation opportunity [24]. In addition, the toxicity in the production process is 
eliminated using stainable design, lean and green manufacturing, reverse logistics, 
and recycling and is possible through digitalization [25, 26]. Thus, sustainable manu-
facturing supply chain can result in faster lean production systems, predictive mainte-
nance, reduction in waste, energy consumption, and better stakeholder collaboration 
with the help of connecting production system, information system in a closed loop 
network [26–28]. 

A sustainability system in manufacturing company has created a digital dimen-
sion which interacts with other sustainability systems with casual relations and 
with some magnitude This enhances the inter-sustainability system commitment 
to sustainability [29–31]. It is due to the collective success of planning in diverse 
manufacturing system and measuring the system performance [32]. The transparency 
in supply chain of most of the manufacturing systems could provide information to 
enhance environmental factors, which leads to achieving supply chain sustainability 
[33–35]. The environmental factors need to be embedded in industrial value chain 
and oriented towards sustainable manufacturing supply chain [36]. Innovation is 
the key to enhance the value chain in manufacturing, each stage of the product 
life cycle should have innovative operations in an ethical and sustainable manner 
[37, 38] which demands investments, knowledge, and training sustainability concepts 
to each stakeholder [39]. To achieve this economy in developing stages should invest 
in operational, technology, and human resources for enhancing sustainable manufac-
turing supply chain [40]. Thus, the sustainable manufacturing supply chain consists 
of value recovery in all the stage of its process to recapture the original distinctive 
characteristics from its end-of-life stage [41, 42]. 

3 Logistics 4.0 

Logistics sector is an inherent component of any supply chain that moves huge 
quantities of freight and passengers. The sector has an important role to play in 
future sustainable manufacturing supply chains for several reasons. First, the logis-
tics network connects major cities and smaller cities and integrates manufacturers and 
retailers in the supply chain. The connectivity materializes through the multi-modal 
nature of this system. The multi-modal network enables huge quantities of shipping 
movement through a dense inter-connected network of train stations, roads, railways, 
highways, seaports, and dry ports [43, 44]. Second, flows that happen in logistics 
network must rely on the inter-dependencies this sector has on energy supply chains 
such as fossil fuel, solar, electric, and wind. Third, the sector cuts across diverse 
geographies within countries serving both urban and rural areas that have different 
demographic characteristics which impact the demand. Fourth, the advent of Logis-
tics 4.0 technologies has significant implications in the way the supply chains func-
tion to achieve the UN sustainable development goals (SDGs). Therefore, such an 
important system requires a comprehensive approach in terms of Logistics 4.0 frame-
work to integrate all aspects of logistics within supply chain. The subsequent section
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attempts to highlight the role and nature of Logistics 4.0 technologies in achieving 
a sustainable manufacturing supply chain. It also provides a Logistics 4.0 planning 
framework which can be used for ensuring the sustainable nature of operations in its 
implementation. 

3.1 Technologies of Logistics 4.0 

Internet of Things (IoT): A technological model that intends for linking everything 
and everyone, at any moment and anyplace is IoT [45]. IoT will make to achieve 
contemporary and pioneering services and utilizations. Logistics is one of the fields 
gained with the implementation of IoT [46]. IoT offers real-time data on position 
and control of things circumstances [47]. 

Cloud Computing: A computing exemplar where tasks are allocated to amal-
gamation of software, services and connections obtained on the network [48]. In 
cloud, users can retrieve the resources as required and it can cope with wide range 
of diversified workloads. In logistics, cloud supply chain (CSC) is utilized as per the 
requirements of customers for supplying end products and package services [46] and 
to access the actual operational data over the supply chain [47]. 

Big data Analytics (BDA): The rise in the quantity of data made a necessity for 
establishment of technologies for analyzing the business are outlined by the concept 
of big data analytics [49]. The concept of “5 V” is applied in BDA are volume, 
velocity, variety, veracity, and value to deal with the huge quantity of data [46]. BDA 
assists in logistics process optimization and enhance the visibility in supply chain 
[47]. 

Digital twins: It is a holographic representation of a physical resource and all 
its processes updated from actual data, and employs machine learning, simulation, 
and thinking to assist in making decisions. Digital twins push the logistics sector to 
improve their operational efficiency, transparency, and triple bottom line. 

Augmented Reality (AR): It is a mixture of four peripheral devices such as camera, 
computer, pointer, and the real-time world. AR can be viewed as placement of these 
four diverse elements in the physical world in a three-dimensional view. Industry 
started to search the way to optimize the logistic process due to its impact on the 
total cost of the product. From the perspective of logistics, AR can assist logistics 
industry in shipping, warehousing, raising the order and so on [50]. Augmented 
reality has potential application in warehouse management, especially in operations, 
inventory, collection and delivery, training personnel, examining the product and 
assist in assembly activity [51]. 

Autonomous Vehicles and Material Handling System: Autonomous vehicles that 
can go en route in the absence of driver interference through sleuthing the flow of 
traffic, road conditions, and environment. It uses technologies like lidar, odometry, 
GPS, radar, and computer vision to detect objects along with them. In logistics, the 
delivery and supply of materials by existing vehicles are replaced by autonomous 
vehicles to reduce the pollution and dependency on fossil fuel [50].



52 L. A. Kumaran et al.

3.2 Principles of Logistics 4.0 

The Logistics 4.0 framework relies on the underlying principles which lay the ground-
work for design of any Industry 4.0 system [52]. These principles are generic in nature 
and suit the application in any logistics setup. 

Fleet interoperability: The thought of interoperability from Industry 4.0 can be 
disseminated to vehicles. This is the ability to exchange vehicles in a fleet that perform 
the same function either from self-owned fleets or even from different manufacturers 
and fleet owners. Such a setup gives rise to a logistics network operating in a trusted 
environment, allowing the vehicles to communicate with each other enabling an 
awareness among the Internet work at forms the basis of intelligent decision-making 
[53]. 

Logistics Decentralization: This is the ability of logistics companies including 
the logistics personnel and the vehicle fleet to make decisions that are relevant for the 
movement of goods from one location to the other [54]. Instead of using a centralized 
server to pass on the decisions hierarchically downwards, such a decentralized system 
allows the local logistic operators to make decisions that may be more efficient. This 
system will also pay way for a self-regulated logistic network, increasing the ability 
of the network to meet the growing demand of consumers across the world. 

Logistics Virtualization: Logistics virtualization refers to the use of data collected 
from Internet of Things to build a digital copy of the real world. Data collected from 
sensors connected to different vehicles are sent to the digital models which use this 
data to develop an abstract copy of the logistics network. It can identify the different 
logistical assets in use along with their current geographical locations. Using such a 
network allows different scenarios to be captured [55]. Different scenarios of failures 
can be simulated and all the necessary information such as the next steps in decision-
making connected to logistics can be provided by such systems to human beings. 
In addition, this virtualization ability can also identify the next steps in the safety 
provisions that need to be incorporated when a breakdown or a failure occurs in the 
logistics network. The cyber-physical systems enable efficient information sharing 
by promoting decentralized communication and decision-making with a detailed 
level of granularity and minimum latency. Simulations can be carried out using the 
real-time data allowing the logistics network tool to optimize the available resources 
to enable efficient freight transport of goods from one site to other. 

Real-time Logistics Capability: The idea of real-time capability in a Logistics 
4.0 network includes collection of real-time data, analysis, and proactive decision-
making. Specifically, pro-active decision making is the ability to react to failure of a 
vehicle in the logistics fleet with either the substitution of the failed vehicle with an 
alternative vehicle, replacement of failed parts, or re-routing of parts to appropriate 
centers for re-distribution. All these decisions happen in real time, allowing for 
faster responses to changes in demand [56]. In an ideal Logistics 4.0 network, the 
interconnection of humans and vehicles is set to change the way in which the current 
logistics networks are organized. The real-time logistics capability is expected to
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remove the bottlenecks in a traditional logistics network, bringing much-needed 
flexibility to the network. 

Optimal Fleet Composition: The principles laid above in this section also pave 
way for a significant improvement in the way the Logistics 4.0 networks are orga-
nized. The cyber-physical systems can bring in a significant change in the way logis-
tical fleets are organized. An efficient Logistics 4.0 network is dynamic in nature with 
fleet compositions adjusted constantly in response to changing demand conditions 
[57]. The configuration and re-configuration of such a system will be closely related 
with the manufacturing operations enabling a smooth transition between production 
and logistics activity. 

Logistics Service Orientation: Logistics service orientation principle is derived 
from flexibility that can be built in a logistics network to make time-bound decisions 
through the collective use of the cyber-physical systems, Internet, and other stake-
holders inside the logistics network which may include even other logistics compa-
nies [58]. This enables organizations to become more agile and flexible to react to 
changes in the market more quickly than they used to. It also allows compilation of 
huge volume of data that lie in unstructured format. 

4 Logistics 4.0 and Sustainable Manufacturing 

Sustainable manufacturing has been a focus in the past few decades. The term sustain-
ability includes economic, social, and environmental dimensions. Being an intelli-
gent decision-making setup, Logistics 4.0 is expected to contribute towards sustain-
ability of the manufacturing supply chains. This is because the Industry 4.0 frame-
work has the potential for efficient resource allocation across manufacturing thereby 
conserving the utilization of natural deposits like materials, energy, products, and 
water. The trends in recent years point to increasingly data-driven intelligent deci-
sions made by various organizations. These organizations are exhibiting improved 
coordination and collaboration characteristics that underlie the efficient resource 
allocation models. For instance, closed-loop supply chain research has successfully 
demonstrated the ability to coordinate material, information, and financial flows 
between different stakeholders both in the forward and the reverse loop, where logis-
tics play a crucial role. This enables the supply chains to plan intelligently for reman-
ufacturing, recycling, or reusing the products and components. Future interconnected 
supply chains can leverage the efficient use of these resources by exchanging them 
in an intelligent fashion. 

Traditionally, logistic activities are characterized by the use of capital-intensive 
assets that are used for a longer period before they are scrapped or sold. The advent 
of Logistics 4.0 brings a coordinated decision-making where these vehicles’ life can 
be extended through intelligent use. The vehicles can be upgraded with suitable IoT 
hardware and connected to analytics software to prolong the use and extend the life of 
these vehicles and equipment. Such a Machine-IoT integration can also address the 
issue of heterogeneity among the inter-connected manufacturing networks through
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the appropriate use of software interface. The Logistics 4.0 network can dynamically 
plan the routes to use its capacity to the fullest, thereby increasing utilization of such 
valuable assets (Fig. 1). 

Fig. 1 Logistics 4.0 and sustainable supply chains framework
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4.1 Logistics 4.0 Human–Machine Interface for Sustainable 
Supply Chains 

The Logistics 4.0 framework throws significant opportunities for humans to redefine 
their relationship with machines. Unlike the doomsday prediction made for human 
employment, Logistics 4.0 envisages a more creative, innovative value-creation by 
humans compared to previous industrial revolutions. The role of humans is only 
going to increase by the way of creative and innovative designs of the Logistics 4.0 
network. The human–machine interface in Logistics 4.0 context can follow a two-
pronged approach. The first one is humans assisting machines to train in performing 
the required tasks. Humans are expected to train, explain, and sustain the machine 
operations. For instance, training the truck to operate in a complex-driving scenario. 
Therefore, training machines is a crucial phase where humans are expected to period-
ically assist the machines in making the right decisions. In the context of autonomous 
trucks, this could be training the truck to avoid human or other obstacles that come 
along the way. Vehicles also need to be trained for empathy. Although autonomous, 
trucks require intervention of humans in a difficult situation. This implies the pres-
ence of humans in the vehicles for a prolonged time. Autonomous trucks can be 
empathetic towards humans in such situations for which they need to be trained. 
The Explanation phase is where the people involved in the human–machine inter-
face are expected to explain the process of decision-making done by the machines. 
This is especially crucial in the context of vehicle accidents and the following insur-
ance claims. The role of explainers therefore becomes crucial. In the third phase 
of Sustaining, the humans involved in the design of such systems are expected to 
monitor the progress of machines for any required course correction mechanisms. 
This is extremely important to ensure the relevance and time-bound nature of machine 
decisions. 

In the second approach, machines are expected to assist humans in three different 
ways. The first phase is the amplification phase, where machines can be a creative 
assist for decision-making. For instance, in the autonomous driving scenario, the 
vehicle can show dynamic routes to humans foreseeing a traffic jam thereby enabling 
humans to plan better. They can also become creative in the vehicle design phase, 
where thousands of vehicle designs can be seamlessly made in a matter of seconds. 
The second phase of interaction will be interesting. In this phase, the machines can 
interact with humans in several ways. For instance, logistics service delivery infor-
mation can be stored for access by natural language assistants built-in the vehicles. 
This enables customers to efficiently interact with the Logistics 4.0 network. All 
such queries can be stored for future use by the system. The third phase is an inno-
vative phase where machines embody humans. Intelligent agents can be embodied 
in autonomous vehicles with sophisticated sensors and actuators to recognize the 
flow of materials within a shop floor and during customer delivery. The autonomous 
material handling systems are expected to carry out complementary tasks alongside 
humans with minimal attention to safety aspects.
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5 Conclusions 

This chapter contributes to Logistics 4.0 for sustainable manufacturing supply chain 
through utilization of advanced technologies which can afford Logistics 4.0 to have 
beneficial effects on the dimension of sustainability. Furthermore, the concept of 
Logistics 4.0 and sustainable manufacturing supply chain are well defined with the 
thorough literature along with the links between Logistics 4.0 and sustainable manu-
facturing supply chain. In addition, the implementation of Logistics 4.0 could aid 
the manufacturing industry supply chain to become sustainable from the design to 
delivery of products to consumers through adopting the 4.0 principles and utilizing 
the emerging technologies. This was also clearly explained with human–machine 
interface in Logistics 4.0 for attaining sustainable supply chain. In future, the focus 
can be shifted to opportunities linking other aspects of sustainable manufacturing 
with Logistics 4.0 to make industry to accomplish maximum benefits. 
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Industry 4.0 in Resource Efficient 
and Cleaner Production: A Case Study 
from the Food Sector in Jordan 

Almoayied Assayed, Jehan Haddad, Husam Kilani, Rawia Abdallah, 
and Vikas Kumar 

Abstract The concentration of CO2 in the atmosphere has reached 400 ppm, a 
higher level than at any time in the history. As clearly referred at IPCC reports, 
human activity has been behind this extraordinary increase. Transition to a net-zero 
at industries is one of the crucial measures to meet the international commitments 
regarding climate change and thus keep global warming below the 1.5 °C limit. 
Resource Efficient and Cleaner Production (RECP) provides a practical example 
of de-coupling between economic growth from environmental degradation and thus 
supports achieving the net-zero transition. In that context, RECP has been applied to 
12 industries in Jordan that resulted in saving of over 1.6 million Jordanian Dollars 
(JOD) annually, 22,181 MWh/year of energy; 63,844 m3/year of water; 404 tons/ 
year of raw material; and reduction of 8,086 tons/year of CO2 emissions. Integrating 
Industry 4.0 tools into RECP has been shown to be very efficient as the industries have 
become able to monitor and validate all saving data on real-time bases and optimize 
using natural resources accordingly. Saving measures and performance evaluation 
were linked with IoT sensors and blockchain at one food industry in Jordan and found 
to be accurate and very helpful to assess input–output outflow within the industry 
boundary. Employing IoT with blockchain to facilitate collecting data related to 
RECP at the industry level can be a great advantage to RECP and help in monitoring 
carbon footprint accurately. It is recommended to scale up RECP-Industry 4.0 model 
to other industries and leverage this experience to expedite transition to circular 
economy. 
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1 Background 

The rapid population growth and improvement in life standards have led to a large 
volume of natural resources being extracted. Resource extraction increased from 
almost 27 billion tons in 1970 to 92 billion tons in 2017 [1]. In recent decades, 
material extraction has become more concentrated in upper-middle-income coun-
tries, while the higher-income countries maintain the highest material footprint of 27 
tons per capita representing 13 times of the low-income group [2]. Over the past two 
decades, there has been a rapid acceleration in the extraction and processing of natural 
resources, which is responsible for over 90% of biodiversity loss, water stress, and 
approximately 50% of the impacts related to climate change [3]. Therefore, decou-
pling is needed to stop environmental degradation while attaining economic growth 
[4]. The environmental impact of the industrial sector shows a continuous increase, 
which has coincided with continuous change in environmental strategies moving 
from passive to proactive through a cleaner production strategy [5]. 

Industrial food processing plants are characterized by significant water, energy, 
and material consumption. The agri-food sector is a major consumer of energy and 
water, where almost 30% of the world’s energy is consumed within agri-food systems 
[6]. The agri-food industry relies on energy for various purposes, including machinery 
and equipment operation, transportation, processing, refrigeration, and packaging. 
Energy consumption can vary across different stages of the food supply chain, from 
farm operations to processing plants and distribution networks. Water consumption 
in the agri-food industry is substantial due to various activities such as irrigation 
for crop production, livestock watering, and food processing. It is estimated that 
globally, the agri-food sector accounts for around 70% of freshwater withdrawals. 
This includes both direct waters use in agricultural activities and indirect water use in 
food processing and production. The global average water footprint for sugar crops, 
for example, is estimated at 200 m3/ton, fruits 1000 m3/ton, cereals 1600 m3/ton, 
and oil crops 2400 m3/ton [7]. Nevertheless, exact figures for water and energy 
consumption in the agri-food industry vary by region and specific practices. 

Companies themselves play a major role in optimizing the resources being used in 
production. It is estimated that 40–50% of raw materials of food delivered to compa-
nies are rejected for quality issues [8]. Once a food processing plant is operational 
and its products are available in the market, one of the most efficient methods to miti-
gate environmental impacts is by implementing the Resource Efficient and Cleaner 
Production approach (RECP). RECP is an enterprise-level approach that focuses on 
resource optimization, minimizing environmental pollution, and fostering sustain-
able industrial development [9]. By implementing RECP, the generation of waste is 
reduced, and the full potential of raw materials is maximized. The RECP is basically 
underpinned by the concept of de-coupling of economic growth from environmental 
degradation and is part of the global efforts to enhance the transition to the circular 
economy. In essence, cleaner production is a key component of the Circular Economy, 
as it helps to ensure that materials and products are produced in a way that is sustain-
able and environmentally responsible. By integrating cleaner production practices
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with the Circular Economy model, companies can work toward a more sustainable 
and circular economic model, which can ultimately help to promote economic, social, 
and environmental sustainability. There are multiple methods to do the RECP such 
as SCORE—Sustaining competitive and responsible enterprises; TEST—Transfer 
of Environmentally Sound Technology and PREMA—Profitable resource-efficient 
management [10], each of which has different features, yet with one goal, which is 
minimizing the ecological footprint of the products while improving the financial 
performance of the industries. 

2 RECP Demonstration in Jordan 

The RECP was demonstrated in Jordan during the period from 2015 to 2018 within 
the SwitchMed project. The SwitchMed initiative was a regional project funded by 
the European Union (EU) and implemented by the United Nations Industrial Devel-
opment Organization (UNIDO) [11]. In Jordan, the project applied the TEST method 
for implementing RECP in the targeted industries. TEST was organically developed 
by UNIDO and is underlined by the concept of Material Flow Cost Accounting 
(MFCA) and supported by the material and energy flow information system [12]. By 
embracing the TEST methodology, businesses can implement sustainable produc-
tion models, leading to a range of benefits. These include enhanced productivity, 
lowered operational expenses, improved product quality, optimized investments, 
reduced costs associated with environmental compliance, minimized environmental 
impact, expanded opportunities to enter new market segments, resilient supply chain, 
and stronger relationships with stakeholders. 

As part of the SwitchMed project, the TEST methodology has been successfully 
demonstrated in 12 companies in the food and beverage sector in Jordan during 
the period 2015–2018. Initial assessments (IAs) were conducted to assess each 
company’s environmental, energy, and economic potentials as well as the manage-
ment motivation. TEST is implemented on the basis of the Plan-Do-Check-Act 
(PDCA) cycle as shown in Fig. 1. RECP teams from external consultants and internal 
companies’ staff (finance, production, operation, quality assurance, and mainte-
nance) were established at each targeted industry and together demonstrated the 
TEST assessment. Figure 1 shows an overview of the TEST methodology that was 
applied to the 12 industries in Jordan.

Applying the TEST method has led to the discovery of significant savings poten-
tial in 12 food and beverage plants that participated in the program. These savings 
include an annual energy reduction of 22,181 MWh, water savings of 63,844 m3 per 
year, 404 tons per year of raw material savings, a decrease of 8,086 tons per year in 
CO2 emissions, and the avoidance of 83 tons per year of solid waste going to landfills 
[14]. In total, the RECP team identified 214 resource efficiency measures across the 
12 demonstration companies. Out of these, 161 measures (approximately 75% of 
the total) were approved by company management and included in the companies’ 
plans for action. Most of these interventions had a Pay Back Period (PBP) of less
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Fig. 1 Overview of the TEST approach. Source UNIDO TEST Tool Kit [13], available at: https:// 
www.test-toolkit.eu/

than 6 months (48%), with an investment requirement of less than 7,000 JOD (9,300 
Euros). Furthermore, around 23% of the measures were categorized as good house-
keeping measures, highlighting their high profitability. Table 1 provides examples 
of RECP measures identified in two medium-sized food industries (with fewer than 
100 employees) through the TEST approach, along with their respective payback 
periods.

Interestingly, most of the saving measures identified during the TEST were imple-
mented by the companies themselves. After a year of implementation, a performance 
evaluation was conducted considering the benchmark and information system that 
was set from the very beginning to control inefficiencies that are related to resource 
productivity. The effective implementation of RECP options led to significant perfor-
mance enhancements toward reaching the established benchmark. Figure 2 shows 
the performance of the water and energy-saving measures implemented in one of the 
Food Companies producing mainly frankfurter, frozen burgers, mortadella, breaded 
meats, and meatballs. The energy measures such as using LED lights, installing sub-
meters to refrigerators and compressors, fixing all steam leakages, and optimizing 
the temperature of refrigerators, were able to reduce energy consumption by 17%. 
Likewise, water measures such as the reuse of treated wastewater, monitoring water 
supply, and installing water sub-meters, achieved an 11% drop in water consumption.

However, the regular collection of data and coordination among different depart-
ments for effective data management at the company level posed challenges in vali-
dating the RECP measures. This highlights the significance of integrating Industry 
4.0 tools into the RECP concept.

https://www.test-toolkit.eu/
https://www.test-toolkit.eu/
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Table 1 Saving opportunities at two food industries that applied TEST methodology 

Measures/ 
saving 
opportunities 

Main financial figures Saving in resources per year 

Investment 
(e) 

Savings/ 
year (e) 

PBP/ 
year 

Materials and 
water 

Energy 
(MWh) 

Pollution 
reduction 

Carbonated soft drinks industry 

Optimization 
of 
clean-in-place 
(CIP) 

6,600 27,755 0.2 8,160 m3 water 276 Total: 
1,190 tons 
CO2 
35.9 tons 
solid waste 
677 kg 
BOD5 
1,221 kg 
COD 
40,000 m3 

recycled 
wastewater 

Water 
conservation 

10,133 225,060 0.1 18,210 m3 water, 
329.6 t and 
40.5 m3 raw 
materials 

886 

Raw materials 
savings 

2,933 20,744 0.1 12 m3 water 
4 t of sugar and 
1.3 t of preform as 
raw materials 

1 

Lighting and 
cooling 
systems 

23,860 108,555 0.2 – 866 

Steam and 
compressed air 
systems 

62,240 71,245 0.9 – 616 

Dairy industry 

Reducing the 
losses of raw 
materials and 
water 

1,002,030 196,220 5.1 7.1 tons raw 
materials 
7,505 m3 water 

205.2 Total: 
209 tons 
CO2 
4.0 tons 
solid wasteHeat recovery 

and 
conservation 

13,730 10,140 1.4 262 m3 water 179.4 

Lighting and 
compressed air 

2,030 2,610 0.8 – 24.2 

Cooling system 30,330 18,210 1.7 – 168.7 

Source SwitchMed Magazine [14], available at https://www.unido.org/sites/default/files/files/2020-
01/SwitchMed%20Magazine%20-%20Jordan.pdf

3 Applying Industry 4.0 in RECP 

Industry 4.0 is a term used to describe the ongoing automation and digitalization of 
industrial processes. It encompasses technologies such as the Internet of Things (IoT), 
Artificial Intelligence (AI), Big Data Analytics, and Advanced Robotics. Industry 4.0 
is characterized by the ability to connect machines, devices, and people in real time, 
allowing for greater efficiency, productivity, and customization in manufacturing 
processes [15].

https://www.unido.org/sites/default/files/files/2020-01/SwitchMed%20Magazine%20-%20Jordan.pdf
https://www.unido.org/sites/default/files/files/2020-01/SwitchMed%20Magazine%20-%20Jordan.pdf
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Fig. 2 a, b Reduction in energy and water consumption at one food company after applying RECP 
measures

As already mentioned, the agri-food industry consumes a vast amount of resources 
(materials, energy, and water) and generates a huge amount of food waste. It has 
been shown above that RECP offers significant benefits to the industries including 
cost saving and providing more sustainable food products. However, industries that 
apply RECP are struggling to digitally audit, monitor, verify, and store savings in 
resources, which in many cases hinder the continuous improvement of resources 
management at a company level. Therefore, by collecting and analyzing RECP data 
at the industry level in real time, better management decisions can be made to improve
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resource efficiency [16]. Therefore, the integration of Industry 4.0 technologies into 
cleaner production processes has the potential to significantly reduce the environ-
mental impact of manufacturing. By utilizing real-time data and advanced analytics, 
companies can identify areas of inefficiency and waste in their production processes 
and optimize them for greater efficiency and reduced environmental impact. So, 
Industry 4.0 is seen as a key driver of sustainable development in manufacturing, 
and an important step toward a more circular and sustainable economy. For example, 
the use of advanced sensors and machine learning algorithms can help manufacturers 
optimize energy consumption, reduce waste, and improve the use of raw materials. 

The utilization of Industry 4.0 tools in the food industry has recently gained 
significant attention and has been discussed in various academic literature. Noor 
et al. [15] examined the practical implementation of Industry 4.0 technologies in the 
food processing sector. They identified nine key technological advancements that are 
driving Industry 4.0 and explored their application areas within the food industry. 
These areas included intelligent manufacturing, food safety, training, and marketing. 
The authors emphasized the crucial role of Industry 4.0 in enhancing resource effi-
ciency, reducing costs, expanding market access, improving customer satisfaction, 
implementing systematic management practices, ensuring enhanced food safety, and 
promoting transparency. Kumar [17] further highlights the importance of Industry 
4.0 technologies in addressing the challenges faced by the food sector. In their study, 
Jagtap et al. [16] introduced a framework that leverages the Internet of Things (IoT) 
for monitoring food waste generation, as well as the consumption of energy and 
water in the food industry. The framework comprises three key stages: defining 
the necessary datasets for tracking food waste, water usage, and energy consump-
tion; designing an IoT system to monitor and enhance resource efficiency in waste 
generation and consumption; and developing a decision support tool to model and 
design strategies for managing food waste, water usage, and energy consumption. The 
research paper establishes a conceptual basis for employing IoT-based technologies 
to monitor waste generation, water usage, and energy consumption on an indus-
trial scale, with the aim of providing real-time information to factory management 
through intuitive dashboards. 

The application of blockchain technology for food traceability has also received 
considerable attention in the existing literature. In their study, Prince et al. [18] 
proposed a hybrid model that combines recurrent neural networks (RNN) algorithms 
with IoT and blockchain technologies to forecast the supply and demand of food. 
The model utilizes long short-term memory (LSTM) and gated recurrent units (GRU) 
as prediction models while employing the Genetic Algorithm (GA) optimization to 
optimize the hybrid model’s parameters. The research offers supply chain practi-
tioners the opportunity to leverage cutting-edge technologies and develop policies 
based on the predictions generated by advanced deep learning (ADL) techniques. 

Furthermore, Kayikci et al. [19] and Casino et al. [20] extensively explored 
the potential implementation opportunities and obstacles associated with adopting 
blockchain technology in the food supply chain, considering the aspects of people, 
process, performance, and technology. The authors highlighted that blockchain tech-
nology has the capability to address trust-related concerns within the supply chain



68 A. Assayed et al.

by facilitating secure data storage with inherent privacy and management features. 
Kasten [21] focused on the application of blockchain technology to ensure that the 
results of milk analysis remain unaltered and tamper-proof, thereby preventing unau-
thorized modifications by any involved stakeholders, notably regulatory agencies. 
This implementation was crucial for enhancing protection not only for consumers 
but also for producers, safeguarding their reputation in case of any downstream 
food-related issues and ultimately bolstering the security of the food supply chain. 

As part of the ongoing work by the Royal Scientific Society (RSS) of Jordan 
with the Royal Academy of Engineering (RAE), UK, a novel framework has been 
introduced to improve RECP management and data collection at the food industry 
level. The framework links the IoT systems and blockchain together and was installed 
at the chicken breast production line in one food industry in Jordan. The main goal 
was to monitor product quality, environmental conditions, production process, power 
consumption, waste generation, and any up-normal events. The structure of the digital 
framework includes, (1) System typology where communication channels and type 
of data are programmed; (2) Data sources by which multiple data sources are identi-
fied, i.e., weighing sensor, metal sensor, temperature sensor for output meat, power 
consumption sensors, and shock freeze temperature sensor; and (3) IoT gateways are 
where the data are collected to IoT gateways and then connected to the blockchain 
(Fig. 3). 

Input data type: Metal detector, 
weight of meat, weight of spices, 
total weight after mixing, 
temperature of meat, temperate 
of shock freeze, input water, 
output water and power 
measurements.  

Connection method: Wired and 
Wireless  

Blockchain: unaltered blockchain 
using Decapolis platform.  

IoT gateways: Raspberry Pi with 
IoT gateway, Elan Intels, RS845 
Converter, Energy gateway.   

Fig. 3 The framework of IoT and blockchain that was applied at chicken breast production line at 
one food industry in Jordan
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The data streams of energy, raw materials, water consumption, and factory emis-
sion data are then stored in an unalterable way on the Decapolis Blockchain platform. 
Decapolis is a Jordanian technology enterprise that provides traceability solutions for 
food safety using blockchain technology (https://www.decapolis.io/). This will allow 
the company to assess the costs of production and provide a basis for making produc-
tion processes more efficient and more accurately. Figure 4 shows an example of how 
data is being displayed via web and mobile phone on a real-time basis and provides 
actual data on natural resources consumption based on the RECP assessment. 

This allows the company to have an RECP database that stores transaction-based 
records, continually recording all completed transactions in a block of data. More 
importantly, this process is important to facilitate the transition to a circular economy 
to ensure regulatory compliance in various sectors for better processing across focal 
points and other actors in supply chains.

Fig. 4 Data displayed on real-time bases and stored at a blockchain software 

https://www.decapolis.io/
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4 Conclusions 

The following conclusions can be drawn from this paper: 

1. There are various approaches to implementing RECP, one out of which is TEST, 
which was demonstrated in 12 industries in Jordan and was behind in saving 
22,181 MWh/year; 63,844 m3/year of water and 404 tons/year of raw material. 

2. The RECP measures ranged from simple measures (quick wins) to high invest-
ment measures. Yet, most of the measures were economically feasible with a 
pay-back period falling between 2 months and 5 years. 

3. Integration of Industry 4.0 tools into RECP has improved the ability of RECP 
teams in industries to take timely decisions in terms of natural resource consump-
tion. More importantly, it improved transparency, and greatly reduced inefficient 
manual performance evaluation and costs. 

4. Blockchain will help to track data and more accurately monitor carbon foot-
print and ensure integrity. Linking blockchain with RECP would also establish a 
reliable relationship between actors without a mediator, which will significantly 
support the transition toward a circular economy. 

The study shows the tremendous potential the integration of the RECP approach 
and Industry 4.0 provides to industries in helping them to improve operational effi-
ciency while also reducing the environmental impact. We therefore recommend 
rolling out integrated RECP with 4.0 to other industries across all sectors. 
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Applications of Machine Learning 
in Supply Chain 
Management—A Review 

P. Thejasree, N. Manikandan, K E K Vimal, K. Sivakumar, 
and P. C. Krishnamachary 

Abstract Machine learning (ML) has emerged as a powerful tool in supply chain 
management (SCM), enabling organizations to accomplish valuable insights from 
numerous data and attain informed decisions. This paper presents an inclusive review 
of the recent advancements and applications of ML in SCM. The objective is to 
provide a holistic understanding of how ML techniques are being utilized to enhance 
various aspects of supply chain operations. The review begins by outlining the funda-
mental concepts of ML and its relevance to SCM. It then discusses the key challenges 
faced by supply chain professionals and how ML can address these challenges. The 
paper presents an overview of different ML techniques, including regression anal-
ysis, clustering, classification, time series analysis, neural networks, genetic algo-
rithms, reinforcement learning, and ensemble methods, highlighting their specific 
applications in SCM. Furthermore, the review discusses the recent research trends 
and developments in the field, focusing on demand forecasting, inventory optimiza-
tion, supplier selection and risk assessment, logistics optimization, supply chain risk 
management, and sustainability initiatives. The paper also explores the integration 
of ML with emergent technologies such as blockchain, IoT, and edge computing 
in the context of SCM. The findings of the review indicate that ML has demon-
strated significant potential in improving decision-making, optimizing operations, 
enhancing supply chain resilience, and addressing sustainability challenges.
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Fig. 1 Overview of machine learning methods 

1 Introduction 

1.1 Machine Learning (ML) Techniques 

Machine learning techniques have gained significant attention and popularity in 
various fields because of their capability to analyze and interpret large volumes 
of intricate data [1, 2]. In recent years, these techniques have found widespread 
applications in supply chain management, revolutionizing traditional approaches to 
decision-making and optimization. Machine learning refers to the usage of algo-
rithms which may absorb data and offer forecasts or decisions without being clearly 
programmed [3–5]. By leveraging statistical models and computational power, 
machine learning algorithms can recognize patterns, extract insights, and make accu-
rate forecasts based on past and real-time data. The overview of machine learning 
methods has been depicted in Fig. 1 and the general system configuration of machine 
learning is illustrated in Fig. 2.

1.2 Supply Chain Management (SCM) 

In the background of SCM, machine learning techniques offer immense potential for 
improving various aspects of operations, including demand forecasting, inventory 
management, logistics optimization, and risk assessment. These techniques enable 
supply chain professionals to analyze vast amounts of data from diverse sources, 
uncover hidden relationships, and make data-driven decisions [3].
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Fig. 2 Machine learning system configuration

One popular machine learning technique used in supply chain management is 
regression analysis, which aims to establish the correlation among dependent and 
independent parameters. Regression models can be adopted for sales forecasting, 
predicting demand patterns, and identifying influential factors that impact supply 
chain performance. Another widely used technique is clustering, which groups same 
kind of information composed based on their characteristics or attributes. Clustering 
algorithms have been adopted to segment customers, products, or suppliers, facil-
itating targeted marketing strategies, personalized recommendations, and efficient 
supplier management. Classification algorithms are also valuable in supply chain 
management, as they help categorize data into distinct classes or categories. For 
example, these algorithms can be used to classify products based on demand patterns, 
identify high-risk suppliers, or predict the likelihood of quality defects. Furthermore, 
time series analysis techniques, such as autoregressive integrated moving average 
(ARIMA) and long short-term memory (LSTM) models, are commonly used for 
forecasting future values based on past observations. These techniques are particu-
larly effective in capturing temporal dependencies and seasonality patterns in supply 
chain data. Additionally, optimization algorithms, such as linear programming and 
genetic algorithms, are employed to solve complex supply chain optimization prob-
lems, such as production scheduling, inventory optimization, and route optimization 
[3–6]. 

The advent of big data and advancements in computing power has further fueled 
the usage of “ML” techniques in supply chain management. With the ability to 
process and analyze vast amounts of structured and unstructured data, machine 
learning algorithms can generate actionable insights, enhance decision-making 
processes, and enhance overall supply chain performance. Hence, machine learning 
techniques have emerged as powerful tools in supply chain management, enabling 
organizations to extract valuable insights from data, optimize operations, and gain
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a competitive edge. By leveraging these techniques, supply chain professionals can 
make more informed decisions, enhance efficiency, and adapt to dynamic market 
conditions. As the field of machine learning continues to advance, its applications in 
supply chain management are expected to evolve and drive further innovation in the 
industry [5–8]. 

2 Challenges in SCM 

Supply chain professionals face various challenges in managing complex and 
dynamic supply chains such as demand volatility in which fluctuations in customer 
demand make it challenging to accurately forecast and plan inventory levels, leading 
to either excess inventory or stockouts [9]. Also, the lack of visibility across the 
supply chain hampers the ability to track inventory, monitor supplier performance, 
and identify bottlenecks or disruptions. Modern supply chains involve multiple tiers 
of suppliers, diverse product portfolios, global networks, and intricate logistics. 
Managing this complexity requires effective coordination and collaboration [10–12]. 
Balancing the level of inventories to fulfill the need of customers when minimalizing 
the cost of holding and stockouts is becoming one of the complex optimization prob-
lems during SCM activities. Identifying reliable suppliers, managing relationships, 
and assessing supplier performance is crucial for ensuring quality, timely delivery, 
and cost-effectiveness [13, 14]. 

Efficiently managing transportation, optimizing routes, and coordinating deliv-
eries across various modes of transport can be challenging, especially with changing 
customer expectations and dynamic market conditions. In addition to natural disasters 
and political and geopolitical factors, supply chains are also vulnerable to other risks, 
such as supplier disruptions and quality issues. To ensure continuity, proper manage-
ment and mitigation of these risks is essential. Supply chains generate massive 
amounts of data, including sales data, production data, logistics data, and external 
data. Extracting meaningful insights from this data requires robust data management 
and advanced analytics capabilities. Increasingly, supply chain professionals need to 
address sustainability goals, ethical sourcing, and environmental impacts. Balancing 
economic objectives with social and environmental responsibilities is a challenge. 
Emergent techniques such as AI, ML, blockchain, and IoT offer opportunities for 
innovation but require a deep understanding and strategic adoption to fully leverage 
their potential. Addressing these challenges requires supply chain professionals to 
embrace digital transformation, adopt advanced analytics and decision-support tools, 
foster collaboration with partners, and continuously adapt strategies to align with 
changing market dynamics [11–15].
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3 Machine Leaning and Supply Chain Management 

3.1 Need of ML in SCM 

Machine learning (ML) plays a crucial role in addressing the complex challenges 
faced by SCM in the present days dynamic business environment [16–18]. Some key 
reasons highlighting the need for ML in SCM are: 

Handling Big Data: SCM generates vast amounts of information from different bases 
such as sales transactions, production records, level of inventories, client feedback, 
and external factors. ML techniques are capable of processing and analyzing this 
big data, uncovering patterns, and extracting actionable insights for better decision-
making. 

Demand Forecasting: Demand forecasting is an essential part of any organization’s 
supply chain management strategy to ensure that it is able to achieve optimal inven-
tory levels and production planning. ML algorithms can analyze historical sales 
data and identify trends, seasonality, and other factors influencing demand patterns, 
leading to more accurate forecasts and reduced forecasting errors. 

Inventory Optimization: Efficient inventory management is critical to balancing costs 
and customer satisfaction. ML techniques can analyze historical data, customer 
behavior, market trends, and other factors to optimize inventory levels, reducing 
stockouts and excess inventory while maximizing service levels. 

Supply Chain Risk Management: Various risks can affect the operations of a supply 
chain, such as natural calamities, supplier disagreements, and market shifts. ML 
models can assess historical risk data, external data sources, and real-time infor-
mation to identify potential risks, predict their impact, and enable proactive risk 
mitigation strategies. 

Enhancing Efficiency: ML algorithms can automate and streamline routine SCM 
tasks, such as demand planning, order fulfillment, and logistics optimization. By 
reducing manual effort and human error, ML improves process efficiency, reduces 
lead times, and enhances overall supply chain performance. 

Real-time Decision-Making: SCM requires real-time decision-making to respond 
to changing market conditions, customer demands, and unforeseen events. ML tech-
niques enable organizations to process and analyze real-time data streams, providing 
actionable insights and supporting agile decision-making for effective supply chain 
management. 

Customer Relationship Management: ML algorithms can analyze customer data, 
including preferences, buying behavior, and sentiment analysis from social media, 
to enhance customer relationship management. This enables targeted marketing 
campaigns, personalized recommendations, and improved customer satisfaction.



78 P. Thejasree et al.

Supply Chain Network Optimization: ML algorithms can optimize the design and 
configuration of the supply chain network by considering factors such as customer 
demand, transportation costs, lead times, and supplier capabilities. This leads to 
optimized sourcing, distribution, and production strategies, improving overall supply 
chain efficiency. 

Continuous Improvement: ML models can continuously learn and adapt to changing 
patterns and conditions in the supply chain. By analyzing feedback, monitoring 
performance, and identifying areas of improvement, ML enables continuous opti-
mization and drives supply chain innovation. 

The need for ML in SCM arises from the complexity, scale, and dynamic nature of 
supply chain operations. ML techniques enable organizations to leverage data-driven 
insights, optimize processes, mitigate risks, and enhance customer satisfaction, 
ultimately consequences to competent benefits in the marketplace. 

3.2 Various ML Techniques Available for SCM 

There are several ML techniques that can be applied to SCM to improve decision-
making, optimize operations, and enhance overall performance [19–22]. Here are 
some commonly used ML techniques in SCM: 

Regression Analysis: Regression models, such as linear regression and polynomial 
regression, are used for predicting and modeling relationships between dependent 
and independent variables. In SCM, regression analysis can be applied to forecast 
demand, examine the influence of factors on supply chain performance, and optimize 
inventory levels. 

Clustering: The algorithms, such as k-means clustering and hierarchical clustering, 
cluster same kind of data points composed as per their characteristics or attributes. In 
SCM, clustering can be used for customer segmentation, product categorization, and 
supplier segmentation, enabling targeted strategies and personalized approaches. 

Classification: It is including decision trees, random forests, and support vector 
machines (SVM), which are adopted to classify data into distinct classes. In SCM, 
classification can be applied to supplier evaluation and selection, quality control, and 
risk assessment, enabling effective decision-making and risk mitigation. 

Time Series Analysis: Techniques such as autoregressive integrated moving average 
(ARIMA) and exponential smoothing, are used for forecasting future values based on 
past observations. In SCM, time series analysis is valuable for demand forecasting, 
inventory optimization, and production planning. 

Neural Networks: Neural networks, including feedforward neural networks, recur-
rent neural networks (RNN), and long short-term memory (LSTM) networks, are 
used for complex pattern recognition and sequence modeling. In SCM, neural
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networks can be applied to demand forecasting, anomaly detection, and optimization 
problems, capturing nonlinear relationships and temporal dependencies in the data. 

Genetic Algorithms: Genetic algorithms are optimization techniques enthused by 
the process of natural selection. These algorithms have been adopted to solve 
complex optimization problems in SCM, such as facility location, vehicle routing, 
and production scheduling, considering multiple constraints and objectives. 

Reinforcement Learning: Reinforcement learning algorithms learn optimal 
decision-making policies by interacting with the environment and receiving rewards 
or penalties. In SCM, reinforcement learning can be applied to optimize supply chain 
operations, such as inventory control, order fulfillment, and routing, by dynamically 
adapting to changing conditions. 

Support Vector Machines (SVM): This algorithm is supervised and can perform 
regression analysis and classification. In SCM, SVM can be applied to demand fore-
casting, anomaly detection, and supplier evaluation, providing accurate predictions 
and insights based on historical and real-time data. 

Ensemble Methods: Gradient boosting and random forests are examples of ensem-
bles that combine multiple ML models for improved accuracy and reduced over-
fitting. In SCM, ensemble methods can be used for demand forecasting, inventory 
optimization, and risk analysis, leveraging the strengths of multiple models. 

These are just a few examples of ML techniques that can be applied to SCM. 
The selection of technique is contingent on the specific problem, available data, and 
desired outcomes. Often, a combination of multiple techniques and algorithms is 
employed to tackle the complexities and challenges of supply chain management 
effectively. 

4 Recent Applications of ML in SCM 

Recent uses of ML in SCM have shown promising results in various areas. Here are 
some recent applications of ML and notable research in the field of SCM [22–26]: 

Demand Forecasting: ML techniques, namely neural networks and deep learning 
models, were applied to improve demand forecasting accuracy. Researchers have 
explored the use of recurrent neural networks (RNNs) and LSTM models to record 
temporal dependencies and seasonality patterns in demand data. 

Inventory Optimization: ML algorithms have been employed to optimize inventory 
levels by considering demand patterns, lead times, and other factors. Reinforcement 
learning approaches have been used to dynamically adjust inventory policies based 
on real-time demand and supply information. 

Supplier Selection and Risk Assessment: ML techniques have been utilized 
for supplier evaluation and risk assessment. Researchers have developed models
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that integrate various data sources, including supplier performance data, financial 
indicators, and external data, to identify reliable suppliers and assess their risk levels. 

Logistics Optimization: ML algorithms were adopted to optimize logistics opera-
tions, such as route planning, vehicle scheduling, and load balancing. Techniques like 
genetic algorithms and ant colony optimization were used to find optimal solutions 
considering multiple constraints and objectives. 

Predictive Maintenance: ML models have been utilized for predictive maintenance 
in SCM to improve asset reliability and decrease downtime. With the aid of analysis 
of sensor data, past records, and remaining information, predictive models can detect 
equipment failures in advance and schedule maintenance activities accordingly. 

Supply Chain Risk Management: ML techniques have been used for risk identi-
fication, assessment, and mitigation in supply chains. Researchers have explored 
anomaly detection algorithms, such as LSTM autoencoders and support vector 
machines, to identify abnormal patterns in supply chain data and detect potential 
risks. 

Blockchain and ML Integration: The integration of blockchain technology with ML 
has been studied for enhancing supply chain transparency, traceability, and security. 
Researchers have explored the use of ML algorithms for data analysis in blockchain-
enabled supply chains, enabling efficient data management and decision-making. 

Sustainability and Green SCM: ML techniques have been applied to support 
sustainability initiatives in SCM. Researchers have developed models to analyze 
data related to carbon emissions, energy consumption, and environmental impact, 
enabling organizations to optimize their supply chain operations while minimizing 
their environmental footprint. 

Notable exploration in the field of ML applications in SCM includes studies on 
ensemble models for demand forecasting, hybrid optimization algorithms for supply 
chain network design, explainable AI for decision support in SCM, and the integration 
of ML with emerging technologies like Internet of Things (IoT) and edge computing 
for real-time analytics in SCM. Overall, the recent research in SCM focuses on 
leveraging ML techniques to improve decision-making, optimize operations, enhance 
supply chain resilience, and address sustainability challenges. These advancements 
contribute to the development of more intelligent, data-driven, and efficient supply 
chain management practices. 

5 Summary 

Machine learning (ML) has attained significant consideration and application in 
supply chain management (SCM) in recent days. It has proved to be an appreciated 
tool in addressing the complexities and challenges of SCM by providing data-driven 
insights, optimizing operations, and enhancing decision-making processes. Recent
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applications of ML in SCM have focused on various areas. Demand forecasting 
has been improved through the use of neural networks and deep learning models 
that can capture temporal dependencies and seasonality patterns in demand data. 
Inventory optimization has benefited from ML algorithms that consider demand 
patterns, lead times, and other factors to optimize inventory levels. ML techniques 
have also been applied to supplier selection and risk assessment, logistics optimiza-
tion, predictive maintenance, supply chain risk management, blockchain integration, 
and sustainability initiatives in SCM. 

Notable research in the field has explored ensemble models for demand fore-
casting, hybrid optimization algorithms for supply chain network design, explainable 
AI for decision support, and the integration of ML with emerging technologies like 
IoT and edge computing. These research efforts aim to improve decision-making, 
optimize operations, enhance supply chain resilience, and address sustainability 
challenges in SCM. Overall, the recent advancements in ML applications in SCM 
hold great potential for transforming supply chain operations, improving efficiency, 
reducing costs, mitigating risks, and driving sustainable practices. The integration 
of ML techniques with SCM practices is expected to continue growing, leading to 
further innovations and advancements in the field. 
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The Benefits of Using Industry 4.0 
in the Manufacturing Sector 

Asad Ullah , Shahid Imran, and Deena Roy 

Abstract In this era of digitization, business organizations are trying to use and 
implement different types and levels of automation techniques for improving their 
efficiency and effectiveness. In this research, the researcher aims to highlight the 
benefits of using Fourth Industrial Revolution framework of technologies, specif-
ically the Internet of Things (IoT) and their enabling components, in the manu-
facturing sector. Industry 4.0 is a combination of IoT based information sharing 
systems and physical computerization systems (jointly constituting the cyber-
physical systems) that can help in collecting and reviewing real-time information 
related to the end-to-end supply chain of an organization between the starting 
supply point upstream and the end customers downstream. The study employs mixed 
methods of research for collecting, processing, and analyzing data collected from 
60 employees and technicians of sampled manufacturing companies. The findings 
of the study suggest that employing Industry 4.0 framework may lead to an increase 
in productivity, improve the supply chain performance, and increase the speed of 
sharing information. The study recommends implementing Fourth Industrial Revo-
lution technologies for manufacturing companies to improve and develop the total 
value chain, production, and cost effectiveness. 

Keywords Internet of things (IoT) ·Manufacturing · Technology · Fourth 
industrial revolution · Benefits · Supply chain management 

1 Introduction 

In this digital age, business organizations are adopting different types and levels of 
automation technologies for improving their operations. During 2011 Industry 4.0 is 
a framework of technologies that was conceptualized during a project of high-tech 
strategies by German scientists aimed at expanding the connectivity domains beyond
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the silos of proprietary communication protocols used in Supervisory Controls and 
Data Acquisition Systems (SCADA) and Programmable Logic Controllers (PLCs) 
[1]. These technologies are employed for the computerization of manufacturing 
operations. Industry 4.0 is a mix of IoT based open protocol (IPv6) information 
sharing systems and physical computerization systems that can help in collecting and 
reviewing real-time information related to the whole supply chain of an organization, 
starting from upstream suppliers to the downstream end users [2]. 

The data can be later used by the companies for developing effective manufac-
turing strategies and supply chain management (SCM) policies. The data can also be 
used for innovations in business processes to increase operational efficiency. It has 
been revealed in studies (such as [3–6]) that Fourth Industrial Revolution technologies 
can help organizations to enhance their productivity. For this reason, many manufac-
turing organizations have adopted or are considering the adoption of Industry 4.0 for 
managing their productions and overall business operations driving on automation 
[4]. 

According to [7], information sharing is very important in a business for managing 
integrity between operational units. Industry 4.0 enables the implementation of 
digital information systems that provides accurate information regarding the current 
progress of operational activities so that the business managers or the users of Industry 
4.0 can take necessary initiatives for enhancing the operational efficiency of the orga-
nization [8]. In this case, if a company uses Industry 4.0, it can manage its stocks 
effectively by developing effective strategies for production [9]. In this process, the 
risks of running out of stocks can be minimized and therefore, it becomes easier 
for the companies to fulfill the orders of the customers. Given similar use cases, the 
popularity of Industry 4.0 has been increased considerably among the multinational 
companies as the framework helps companies to manage global supply of their prod-
ucts efficiently by enhancing the production of high demand and customer-focused 
items. 

2 Aim, Objectives, and Research Questions 

Aim 

The basic purpose of this research is to analyze and highlight the benefits of Fourth 
Industrial Revolution technologies also known as Industry 4.0 in the organizations 
having production activities. 

Objectives 

(a) Understanding the concept of Fourth Industrial Revolution technologies and 
analyzing its benefits in manufacturing organizations. 

(b) Studying the importance of implementing innovative technologies for informa-
tion sharing in the manufacturing sector.
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Research questions 

(a) What is the concept of Fourth Industrial Revolution technologies and what are 
its benefits in the manufacturing sector? 

(b) How is implementing innovative technologies for information sharing in the 
manufacturing sector important? 

3 Rationale 

With the purpose of increasing their productivity, many businesses are using or 
considering using Industry 4.0 [4]. Large manufacturing businesses, with the help 
of this technology, can monitor production and related organizational activities and 
take appropriate measures to manage logistics and supply chains [10]. Due to the 
difficulty of properly and timely monitoring all corporate processes without the use 
of real-time remote monitoring and control, the Covid-19 epidemic has prompted 
the necessity for digitizing and digitalizing all business operations. 

As a result of it, during the pandemic situation, it had become very important for 
the organization to implement IoT based information system or factory monitoring 
system in order to develop effective strategies for enhancing operational efficiency 
[11]. Industry 4.0 is an IoT based automation system that computerizes all production 
activities and provides first-hand information regarding each stage of logistics [12]. 
For this reason, it has become important to analyze the impact of Industry 4.0 on the 
overall performance of business organizations so that companies can analyze how its 
technologies are contributing to the enhancement of productivity and what challenges 
an organization might face while using them. Through this analysis, companies may 
prepare for implementing Industry 4.0 and can adopt preventive measures to mitigate 
the possible risks associated with the implementation of Industry 4.0. 

4 Significance of the Research 

This study aims to help analyze the impact of the introduction of Industry 4.0 in 
manufacturing. In this context, various research papers related to Industry 4.0 were 
reviewed to gain in-depth knowledge of the technology’s use in various fields. Further, 
the results of a survey among 60 employees and technicians of sampled manufac-
turing companies are presented. The pandemic of Covid-19 and the resulting lock-
downs have created the need for digitization and digitalization of industrial opera-
tions [13]. The digitized and digitalized computerization of production systems has 
become very important. This study will serve as a reference for studies analyzing 
how Industry 4.0 can help companies improve their productivity.
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5 Literature Review 

Reviewing relevant research literature helps researchers gain in-depth knowledge of 
their field. For this reason, it is very important to review the relevant research literature 
before starting data collection and subsequent research activities. The purpose of this 
research work is to analyze the importance of Fourth revolution technologies in the 
manufacturing sector. Therefore, to understand the existing research findings on the 
impact of Fourth revolution technologies in manufacturing, we selected relevant 
research literature, such as books, book chapters, and prominent journal articles 
related to Industry 4.0. Additionally, the reviewed literature helped to understand 
the benefits for manufacturing companies looking to implement Fourth revolution 
technologies. The most important findings from the reviewed literature are briefly 
summarized in this section. 

5.1 Industry 4.0 in Manufacturing 

4IR technologies are driving the recent trends in production and manufacturing [14]. 
The technology framework consists of IoT-enabled sensors, cyber-physical systems, 
big data analytics, cloud computing, and machine learning-based artificial intelli-
gence to effectively share information and improve manufacturing operations within 
various manufacturing company departments. It will be realized as an intelligent 
streamlined factory (Fig. 1).

The foundation of 4IR technologies infrastructure consists of cyber-physical 
systems and Industrial Internet of Things (IIoT) comprising mainly of smart 
machines, smart equipment, and smart robotics [16]. The main usage of cyber-
physical systems is as sensors of processing events for the cloud-hosted control 
systems for tracking different production and logistics engineering activities in the 
whole value chain of manufacturing organizations [16, 17]. On the other hand, inbuilt 
IIoT based technologies are utilized for information sensing, consolidation, sharing, 
and analytics enabling effective management of available resources leading to new 
ways of production. Thus, it helps manufacturing companies to create more value 
for their customers, investors, and other stakeholders. 

4IR technologies offer real-time data on the entire manufacturing process, which 
may be utilized to measure manufacturing performance metrics in real-time [18]. 
The users of analytics information can view the organization’s value chain, assuring 
superior values for the chain’s operational activities. Real-time monitoring is possible 
for a variety of events, including the materials used in production, their delivery 
through various stages, their origin, other production-related activities, and more. 

It is easier for production firms to have strategies for controlling the supply chain 
and increasing the firm’s production rate when the entire value chain and production 
operations are tracked and monitored in real-time [19]. The production operation can 
be properly managed by effectively controlling the resources and the distribution of
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Fig. 1 Various facets of 4IR technologies. Source Strandhagen et al. [15]

items. Because of this, research studies (like [3, 4, 6]) have shown that the effective 
application of the Indindustry0 framework can aid in increasing the productivity of 
industrial firms. Moreover, by effectively and efficiently responding to demand fluc-
tuations, a business can use increased production to cater to the orders of consumers 
in various market segments. 

Similarly, by carefully planning and implementing the Industry 4.0 framework, 
the hazards of excess production and the resource loss they bring about can also be 
avoided [20]. The ability to manage a complete digital supply chain can be improved 
by implementing the Industry 4.0 architecture. One of the user interface elements 
of Industry 4.0, augmented reality, acts as the interface for end-to-end management 
[21]. According to [22], big businesses use augmented reality tools like immersive 
helmets and glasses to build smart factories because they see augmented reality as a 
tool for improving staff communication as well as production monitoring and control. 
This is based on the idea that increasing worker productivity may be aided by the
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visualization of operational and contextual data. According to information obtained 
from various manufacturing businesses, workers who are responsible for maintaining 
and repairing machinery, equipment, and robots employ these kinds of augmented 
reality tools and technology [23]. 

Collaborative robots are a key component of Industry 4.0 [24, 25]. In manufac-
turing processes involving several robots, collaborative robotics technology can carry 
out complicated automated tasks with little likelihood of human error while moni-
toring and regulating the processes. HR can now concentrate on more productive and 
innovative business sectors as complex industrial processes are automated. The use 
of collaborative robotics in additive manufacturing represents a substantial advance-
ment in both the engineering of materials and production methods [26]. Considering 
all of these facts, it is apparent that large manufacturing organizations may view the 
adoption of the Industry 4.0 framework as necessary in the future if they want to be 
relevant and competitive in their target markets. 

5.2 Factors Behind the Growing Importance of Using 
Industry 4.0 

In the twenty-first century, the digital revolution has made automotive technolo-
gies more and more important in production [3, 4, 6]. Large manufacturing compa-
nies are interested in implementing automation techniques to improve informa-
tion exchange and consequent production efficiency in industrial communication 
networks [27]. However, it is true that small businesses have not shown adequate 
interest in embracing technologies digital automation. The impact of the Covid-19 
pandemic on production and supply chains has made it urgent to digitize all business 
processes [15]. Manufacturing activities of various organizations declined as most 
organizations were forced to manage manufacturing and supply chain operations 
with minimal numbers of workers at their factories during lockdowns designed to 
contain the spread of the coronavirus is severely affected. The output and efficiency 
of many small organizations declined during the lockdown period [28]. As a result, it 
has become imperative that manufacturing departments use automation technology 
to maintain targeted yields and efficiencies and control the response to demand. This 
allows companies to fulfill target customer orders in their market segments. 

It became essential for manufacturing organizations to build digital supply chains 
for taking care of the flow of essential materials and products in the supply chain, 
during the Covid-19 pandemic as there was a very significant boom in E-Commerce. 
For managing the quality of production and maintaining efficiency with regulated 
responsiveness to demand, supply chain can be implemented and monitored digitally 
with the use of fourth industrial revolution technologies [7, 28]. This has been done 
by many manufacturing firms to manage their digital supply chains and e-commerce 
[29].
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Apart from this the implementation of the 4th industrial revolution technology 
also assists in tracking and managing the distribution of goods in different niche 
markets by developing customer—oriented data analytics and driving analytics— 
driven production capabilities [18]. The automotive technologies and usage of 
robotics help in performing repetitive tasks effectively with guaranteed quality and 
performance outcomes in the manufacturing organizations based on several analyt-
ical capabilities, such as anomaly detection, smart maintenance, predictive quality 
analytics, predictive drilling efficiency, and predictive manufacturing accuracy with 
costs [18, 24]. It reduces organizational labor costs and increases organizational 
productivity [29]. Machine learning and artificial intelligence play an important role 
in automated analysis capabilities using regression analysis methods, support vector 
machines, neural networks, and decision trees [18]. Automation through machine 
learning and artificial intelligence makes it easier for manufacturing companies to 
manage production rates with a minimal workforce. For this reason, the relevance of 
Industry 4.0 is growing in the post-Corona business world. 

It is because of these factors the importance of Industry 4.0 is growing after 
the post-Covid business world. Another reason cited according to [30] is the high 
rate of population growth leading to the implementation of Industry 4.0. This is so 
because in many developing countries, due to the high growth of population, the 
demand for various types of products has increased, specifically for food items and 
beverages, clothing, and health care products. Due to the implementation of Industry 
4.0 technologies, manufacturing firms are able to produce massive quantities of 
goods, which helps them in catering to the choices of their customers with guaranteed 
and consistent quality and performance. It also allows the manufacturing firms to 
fulfill the orders of target customers with flexibility, accurately and timely. Some 
of the other benefits of implementing industry 4.0 technologies cited by [31] are  
that it helps in reducing defects and errors in automated manufacturing operations. 
In addition, the sharing of effective information through industry 4.0 technologies 
like IoT, augmented reality, etc. helps in increasing the productivity of workers and 
facilitates effective strategic management for the value creation process management 
[4, 32]. Thus, it can be said that, considering the findings of these empirical studies, 
over the period the importance of Industry 4.0 has increased in the manufacturing 
sector due to several factors but the most important reason was the spread of Covid-
19 pandemic, which forced many of the manufacturing firms to implement industry 
4.0. 

5.3 Benefits of Adopting Industry 4.0 

5.3.1 Increase of Productivity 

It has been shown in studies [5, 32–34] Industry 4.0 implementations can help 
improve the productivity of manufacturing organizations. The timely and accurate 
exchange of information using IoT, and cloud-based technologies helps companies
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effectively audit each stage of the supply chain. This process facilitates organizations 
to develop supply chain and production control strategies [6]. Your organization’s 
repetitive tasks can be executed with guaranteed quality and performance. As a 
result, you can produce more goods in less time while managing output, quality, 
performance, and customer orientation. 

5.3.2 Remaining Competitive 

The introduction of Industry 4.0 will enable industries to develop customer-centric, 
demand-driven, and dynamic capacity without sacrificing output [35, 36]. These 
skills, coupled with the timely, relevant, and accurate management of production, 
supply chain and distribution strategies according to customer requirements, will 
enable companies in today’s highly competitive and dynamic markets targeted by 
manufacturing industries helps you stay competitive. 

5.3.3 Increased Knowledge Sharing and Collaborative Working 

Industry 4.0 includes IoT and cloud-based information exchange technologies that 
support the sharing of relevant information inside and outside manufacturing compa-
nies, manage collaboration and communication accordingly [37], and Helping the 
flow of timely, relevant, and accurate information, contractors and suppliers improve 
team collaboration. A real-time flow of information about supply chain events, manu-
facturing events, sales, and shipments helps manufacturing and sales teams work 
together to develop strategies that improve product quality, customer satisfaction, 
and company profitability increases. 

5.3.4 Cost Effectiveness 

Economic efficiency is another benefit that Industry 4.0 offers. Industry 4.0 technolo-
gies can automate many production and supply chain activities. Smart technology 
can be used to perform repetitive tasks with guaranteed performance and quality 
[27]. The probability of human error remains low in this process. Additionally, orga-
nizations can also manage production targets with a limited number of workers. As 
a result, the company’s labor costs are also reduced. 

5.3.5 Flexibility and Agility 

Industry 4.0 implementations also help manufacturing systems remain flexible and 
agile. Implementing Industry 4.0 makes it easier to scale up and down production or 
add new product lines, depending on demand dynamics [35]. Industry 4.0 also opens 
up opportunities for his one-off and multi-variety manufacturing systems for highly
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customized products manufactured according to the customer’s personal prefer-
ences. Moreover, when carefully designed, manufacturing and supply chain systems 
can tolerate financial, information, technical, safety, human, legal, environmental, 
operational, and requirements risks [30]. 

5.3.6 Improved Satisfaction of the Customer 

The usage of intelligent machines and automotive technology in making the prod-
ucts can help improve the quality of the product as it can reduce the likelihood of 
defects and errors in product manufacturing [38]. By ensuring the quality and perfor-
mance of our production processes and products, we can manufacture large quantities 
of products to exact and targeted specifications in limited time frames. Improving 
product quality and customer-focused production helps improve customer satisfac-
tion. Management of on-demand production volumes, machine, equipment and robot 
uptime, and rapid redesign and readjustment of production based on fluctuations in 
demand help companies manage product availability in various markets. Be helpful 
and make sure your customers get the products they want and when they want them. 

6 Research Methodology 

In this study, we have followed the research onion framework, which provides clear 
steps for choosing research methods and conducting research activities. There are 
several layers in the research onion as shown in the figure below and each layer indi-
cates a set of procedures for conducting research. Hence, the first step of the research 
onion framework is, selecting an appropriate research philosophy was mandatory. 
In this research, we have adopted the positive research philosophy which focuses on 
using pre-existing secondary and primary data collection from human participants 
and using those data statistically to obtain accurate results. In addition to making 
the choice of appropriate research philosophy, selecting a suitable research approach 
is also very crucial. Therefore, in this study survey and mixed methods of research 
have been used (Fig. 2).

The overall strategy of conducting research is known as research design, which is 
of mainly three types. These are descriptive, exploratory, and causal research design 
[40]. In this study, the researchers have chosen a descriptive research design, that 
attempts to analyze thoroughly the various aspects of research for identifying the 
problems and finding possible solutions for solving those problems [41]. This study 
also makes use of both qualitative and quantitative data for achieving the set goals of 
the research work. The quantitative data collected through the questionnaire survey 
helped in understanding better the viewpoints of respondents regarding Industry 4.0 
and helped in understanding the difficulties while implementing Industry 4.0 [42]. On 
the other hand, the primary and secondary sources of data which were qualitative in
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Fig. 2 Research onion. Source [39]

nature helped in developing detailed knowledge about the impact of 4IR technologies 
in the manufacturing sector [43]. 

6.1 Data Collection Methods 

As stated above, both qualitative and quantitative data have been used in this study. 
The quantitative data has been collected through the questionnaire survey while the 
quantitative data has been collected through the secondary sources. For collecting 
the primary data, interviews with some managers of the manufacturing companies 
were also conducted. In this study, we used Google Forms as a tool to conduct an 
online survey of manufacturing company employees and technicians. In addition 
to collecting primary data, secondary qualitative data were also collected. Various 
scientific journals, books, articles, and websites were used as secondary sources [44]. 
The study also analyzed several cases of technology implementation in the manufac-
turing industry to gain in-depth knowledge about the impact of 4IR technologies in 
manufacturing. In this research, the population for conducting the survey comprised 
of the managers and technicians working in the manufacturing industry in Muscat. 
The number of respondents that were contacted to collect the responses was 70, out 
of which 60 responses were received. The study adopted one of the non-probability
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sampling techniques called purposive sampling which is also known as judgmental 
sampling. This type of sampling technique helps the researcher in relying on their 
judgments while making the choice of respondents to participate in the survey [45]. 

7 Data Analysis and Discussion 

Choosing the right data analysis method is very important for obtaining accurate 
research results. In this study, primary data have been collected through online 
surveys which were analyzed using charts, tables, and spreadsheets. This process 
facilitates the analysis of levels of agreement and disagreement on various factors 
related to the adoption of 4IR technologies in production companies. 

7.1 Profile of the Respondents 

In this study, the responses from 60 respondents were considered for ascertaining the 
results and findings. The respondents belonged to the category of managers and tech-
nicians working in the manufacturing companies having supply in and across Muscat. 
Most of the respondents who participated in this survey belonged to the age group 
of 26–33 years having working experience of 1–3 years. Furthermore, the majority 
of the respondents were male. The reliability of the questionnaire was ascertained 
using Cronbach’s Alpha, which according to [46], refers to the mean consistency of 
‘q’ measures that includes ‘q’ raters, alternative forms, or questionnaire/test items. 

From the various studies and reports it has been found out the acceptable range 
of alpha value should be from 0.70 and above, thus in this research the Cronbach 
credibility was found out to be alpha = 0.733 meaning that the distribution of the 
questionnaire was acceptable (please see the details in the Annexure). 

7.2 Findings 

From the analysis of the data, it has been found that majority of the respondents 
about (50%), were of the view that if the manufacturing companies adopt industry 
4.0 technologies it will be beneficial for the manufacturing industry. Not only that 
specifically it will help the companies in improving the productivity. It is clearly 
also evident that about (50%) of the respondents agreed that IoT based information 
sharing technologies will help the organizations in better managing their supply 
chains and the exact movement of goods and materials. 

On the supplier’s side from the analysis of the data, it is evident that majority of the 
respondents strongly agreed with the view that implementation and adoption of IoT 
based information sharing technologies would help in improving the communication
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with the suppliers in terms of tracking the movements of goods and managing the 
supply of goods in different market segments. Yet, another benefit that was identified 
regarding the adoption of Industry 4.0 was that it can help the production companies 
in reducing the labor cost. Thus, it can be said that implementation of Industry 4.0 can 
help the production companies in improving their productivity, and better information 
sharing by providing real-time information on the movement of materials and goods, 
thereby making it easier for companies to effectively manage their supply chains 
(please refer to the Annexure for more details). 

8 Conclusion 

From the overall results of our research work, we can conclude that the term Industry 
4.0 is becoming more and more popular in the digital age. Industry 4.0 refers to the 
digital transformation of production processes or the implementation of smart facto-
ries. The adoption of Industry 4.0 helps manufacturing companies to improve their 
production rates given the market demand for their products. Importantly, manu-
facturing companies must use Industry 4.0 platforms to manage the production and 
delivery of different products in different market segments. But mobile technology, 
intelligent machines based on artificial intelligence, and the Internet of Things can 
also contribute to the implementation of the digital supply chain. Digital supply 
chains help companies use smart objects to automatically perform supply chain 
management tasks. Additionally, the Covid-19 pandemic has accelerated the adoption 
of Fourth Industrial Revolution technologies. 

However, the adoption of Fourth Industrial Revolution technologies can also lead 
to cyber security risks, as cloud computing technologies, the Internet of Things, and 
digital information systems are vulnerable to cyber-attacks. Therefore, companies 
adopting Industry 4.0 need to improve their cybersecurity infrastructure to miti-
gate cybersecurity risks. It also increases the cost of implementing advanced digital 
technology. 

9 Recommendations 

(a) The implementation of Fourth Industrial revolution technologies makes it easier 
for production companies to improve and develop value, production rate, and 
cost efficiency across the chain, helping manufacturing companies to fulfill 
customer orders in various market segments. 

(b) The development of shared systems can help organizations maintain distribution 
processes by tracking goods and resources produced in the market.
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(c) The use of new and innovative automation technologies will help organizations 
reduce labor costs, provide real-time information to markets and supply chains, 
implement digital supply chains and manage systems, and improve supply chain 
performance. 

(d) According to recent research, Industry 4.0 may increase cybersecurity risks 
for manufacturing companies. Therefore, organizations interested in adopting 
or leveraging Industry 4.0 should hire specialists who can track activity on 
the company’s servers and detect new cybersecurity threats. Companies can 
improve their corporate cybersecurity framework with the help of professional 
IT professionals. In some cases, an organization’s administrators fail to prop-
erly handle advanced technology, and administrator error can lead to hackers 
gaining access to sensitive company information. For this reason, companies 
using advanced technology also need to train their managers to use technology 
properly and avoid hackers. 

10 Future Research Direction 

The existing literature does not identify which types of cybersecurity risks are very 
common for organizations deploying Industry 4.0. At the same time, the study did not 
find any effective solutions to help avoid cybersecurity risks arising from the use of 
modern digital technologies. Challenges and risks should be examined. Furthermore, 
effective solutions that can mitigate these risks should also be identified in future 
research projects. 

Annexure 

Test of Reliability of Questionnaire 

Case processing summary 

N % 

Cases Valid 60 100.0 

Excludea 0 0.0 

Total 60 100.0 
aListwise deletion based on all variable in the procedure
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Reliability statistics 

Cronbach’s Alpha N of items  

0.733 12 

Questions 

1. Do you think that Industry 4.0 is beneficial for the growth and sustainability of 
the manufacturing companies? (Table 1 and Fig. 3) 

2. Do you believe that the implementation of automation technologies and smart 
machines can help enhance the productivity of the manufacturing companies? (Table 
2 and Fig. 4)

3. Do you believe that the IoT based information sharing technologies can help 
organizations to manage their supply chain? (Table 3 and Fig. 5)

4. Do you believe that use of IoT technologies is important for information sharing 
regarding the movement of goods and materials? (Table 4 and Fig. 6)

5. Do you feel that the implementation of IoT based information sharing technologies 
can help manage communication with suppliers? (Table 5 and Fig. 7)

Table 1 Benefit of Industry 
4.0 Provided options Response received Percentage (%) 

Strongly agree 30 50 

Agree 10 16.7 

Neutral 10 16.7 

Disagree 6 10 

Strongly disagree 4 6.7 

Source Created by self 

Fig. 3 Benefit of Industry 4.0 
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Table 2 Increase of 
productivity Provided options Response received Percentage (%) 

Strongly agree 35 58.3 

Agree 10 16.7 

Neutral 5 8.3 

Disagree 7 11.7 

Strongly disagree 3 5 

Source Created by self 

Fig. 4 Increase of productivity

Table 3 Supply chain 
management Provided options Response received Percentage (%) 

Strongly agree 30 50 

Agree 15 25 

Neutral 8 13.3 

Disagree 3 5 

Strongly disagree 4 6.7 

Source Created by self

6. Do you believe that implementation of IoT based information sharing technologies 
are important for tracking the movement of goods and managing the supply of goods 
in different market segments? (Table 6 and Fig. 8).

7. Do you feel that the adoption of Industry 4.0 can help reduce the labor cost of 
manufacturing organizations? (Table 7 and Fig. 9)
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Fig. 5 Supply chain management

Table 4 Goods and materials 
movement Provided options Response received Percentage (%) 

Strongly agree 30 50 

Agree 10 16.7 

Neutral 10 16.7 

Disagree 5 8.3 

Strongly disagree 5 8.3 

Source Created by self 

Fig. 6 Goods and materials movement
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Table 5 Communication 
with suppliers Provided options Response received Percentage (%) 

Strongly agree 24 40 

Agree 20 33.3 

Neutral 6 10 

Disagree 8 13.3 

Strongly disagree 2 3.3 

Source Created by self 

Fig. 7 Communication with suppliers

Table 6 Tracking the 
movement Provided options Response received Percentage (%) 

Strongly agree 35 58.3 

Agree 15 25 

Neutral 8 13.3 

Disagree 1 1.7 

Strongly disagree 1 1.7 

Source Created by self
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Fig. 8 Tracking the movement

Table 7 Decrease of labor 
cost Provided options Response received Percentage (%) 

Strongly agree 25 41.7 

Agree 30 50 

Neutral 2 3.3 

Disagree 2 3.3 

Strongly disagree 1 1.7 

Source Created by self 

Fig. 9 Decrease of labor cost
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Application of Digital Twin for Efficient 
Supply Chain: Analysis of Opportunities 
and Challenges 

Laxmi Pandit Vishwakarma and Rajesh Kr Singh 

Abstract Digital Twins are the simulated models of a supply chain, which use real-
time data to forecast the supply chain dynamics. The digital twin concept is broadly 
adopted among manufacturing and services industries. Digital Twin technology is 
responsible for transforming business across sectors. Different domains, like agri-
culture, automobile, healthcare, construction, aeronautical, oil, gas, etc., are now 
adopting digital twin. The chapter discusses the application of digital twin among 
various industries. This chapter gives an overview of the digital twin to build an 
efficient supply chain. Based on the applications, the chapter identifies 15 benefits 
of a digital twin to build an efficient supply chain. Further, the chapter also reveals 
a few challenges in adopting digital twin. 

Keywords Digital twin · Supply chain 

1 Introduction 

The supply chain complexities are increasing in today’s fast-changing and chal-
lenging environment. To minimize it, organizations are now focusing on the adop-
tion of new technologies. Industry 4.0 technologies are gaining massive popularity 
in various industries. One of the Industry 4.0 technology is digital twin technology. 
The concept of the digital twin is gaining close attention from many academicians 
and practitioners [75, 80], yet Gerlach et al. [26] and Cimino et al. [15] revealed that 
there is a lack of shared understanding of digital supply chain twin in the scientific 
literature. Marmolejo-Saucedo et al. [44] highlighted that a digital twin is a digital 
image or digital representation of anything. According to Grand View Research 
[28], the global digital twin market size was valued at USD 7.48 billion in 2021.
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This market size is now projected to grow at a 39.1% Compound Annual Growth 
Rate (CAGR) (to reach USD 155,839.4 million) from 2022 to 2030. Marketsand-
Markets [43] predicted that the digital twin market will grow at a CAGR of 60.6% 
(USD 73.5 billion) from 2022 to 2027. In a study by Fortune Business Insights [22], 
the digital twin market is forecasted to grow at a 40.6% CAGR (to reach USD 96.49 
billion) by 2029. 

The primary reasons behind this increase in the global digital twin are: 

• The COVID-19 pandemic has speeded up the adoption of digital twin technology 
across different sectors such as manufacturing, health care, retail, oil and gas, 
telecommunication, automobile, real estate, and aerospace [28, 43, 47]. 

• A significant increase in the vendors offering digital twin technology, such 
as Oracle, Siemens, Hitachi Ltd., IBS, GE, SAP, Amazon web services, and 
Honeywell [43, 47]. 

• Increasing integration of Industry 4.0 technologies such as Cyber-Physical 
Systems (CPS), Internet of Things (IoT), Artificial Intelligence (AI), Big Data 
Analytics (BDA), and cloud computing with digital twin technology [22, 28]. 

Many big giants have aimed to deploy digital twin solutions for their supply chain. 
For example, Google Cloud and Microsoft Azure have launched multiple cloud-based 
digital solutions for industries for customized solutions and easy accessibility. In Jan 
2022, Google cloud introduced a digital supply chain twin to offer unprecedented 
visibility of operations across the manufacturers and distributors in the supply chain. 
Such innovative solutions have triggered the adoption of a digital twin across indus-
tries [28]. Furthermore, digital twins are utilized by several leading organizations 
such as Oracle, NASA, Altair, General Electric, and US Airforce [46, 49, 62]. DHL 
Trend Research [16] revealed that the underlying digital technologies of digital twins 
include the IoT, AI, cloud computing; augmented, mixed, and virtual reality; appli-
cation programming interface, and open standards. Dubey et al. [17, 18] revealed 
that digital technologies influence adaptability, agility, and alignment’s impact on 
supply chain performance. Deployment of a digital twin enables the monitoring and 
collaboration of businesses with multiple partners. A digital supply chain twin helps 
understand the behavior of any supply chain, which further helps monitor the risks, 
test contingencies, optimize inventory and streamline the business operations. In a 
supply chain, the digital twin helps assess the demand and supply changes and helps 
optimize transportation resources by using real-time data. It provides end-to-end 
visibility in the supply chain, which helps in eliminating bottlenecks and identifying 
weaknesses [13, 26, 35, 36, 61, 63, 67, 69, 70, 73]. 

In a study by Forbes Technology Council, Koshulko [41] highlighted that medium 
size businesses will benefit the most from adopting digital twins. It is because the 
supply chain of the medium size firms is usually too complex to manage manually 
or with the help of any software. Complex supply chains can be handled easily using 
digital twins. Therefore, digital twins have become a significant trend in the logistics 
and supply chain management literature. A digital twin not only simulates the present 
state of the supply chain processes but also highlights what the future may look like 
depending on the number of factors and constraints [42]. Van der Valk et al. [75]
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developed the taxonomy of digital twins. Barykin et al. [8] highlighted the role of 
the digital twin in supply chain and production management. The study reveals that 
the digital twin is considered the optimization procedure of industry 4.0. Barykin 
et al. [9] and Ivanov et al. [37] discussed the concept of the supply chain digital twin. 
The study highlights that combining optimization, simulation, and data analytics are 
the essential technology elements for creating any supply chain digital twin model. 
However, digital twins’ production process includes big data, simulation, and the 
internet of things. 

Given the wide applications of digital twin, it is important to uncover the oppor-
tunities and challenges in the context of supply chain. Despite getting a considerable 
number of articles examining the adoption of digital twin, it is difficult to find articles 
discussing opportunities and challenges of adopting digital twin for efficient supply 
chain in a single study. Our study tries to bridge this gap. To the best of our knowl-
edge, this study makes a three-fold contribution. First, it provides the applications of 
digital twin across multiple industries for an efficient supply chain. Second, it focuses 
on the benefits of digital twin applications for an efficient supply chain. Third, the 
chapter examines the challenges for the digital twin adoption. All three contribu-
tions are important to have a better understanding of the adoption of digital twin. 
The following chapter is structured as follows. Section 2 discusses the definitions 
of digital twin. Section 3 illustrates the applications of a digital twin for an efficient 
supply chain across different industries. Section 4 examines the benefits of digital 
twin applications for an efficient supply chain. Section 5 focuses on the challenges 
for the digital twin adoption. Finally, Sect. 6 provides the conclusion for this chapter. 

2 Definitions of Digital Twin 

The increasing complexities and changing dynamics of supply chains are now 
creating significant challenges. The ongoing digital transformation of supply chains 
is a part of these challenges, but rather it provides an enormous opportunity and 
advantages compared with the traditional supply chain. The need for real-time data, 
unpredictable disruptions, and supply chain complexities changes the conventional 
supply chain and influences the adoption of Industry 4.0 technologies across the 
supply chain. Production wastes and unplanned downtime have negatively affected 
several manufacturers. Therefore, developing a system that can reduce the cost and 
spare time of manufacturing the products is essential. The demand to adopt an agile 
approach and analytical capabilities accelerated the need for a digital twin [25]. A 
prototype is created and used to run simulations by implementing digital twins, saving 
time, and costs. The data used for simulations can be both historical and real-time 
data, providing a more prominent and precise picture of the supply chain behavior. 
Many firms use the digital twin to increase process efficiency, analyze trends, monitor 
risks, and simulate any changes they want to implement soon. Digital twins help firms 
solve problems faster and uncover potential flaws in all phases [43].
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There is no uniform understanding of the digital supply chain twin [75]. But past 
literature has defined the digital twin. For instance, few definitions are as follows: 

Barnard [6] defines the digital twin as “A digital twin is a model which describes 
how an actual original item—a machine, component, process, etc.—behaves. Mathe-
matical functions describe how the relevant variables—input values, physical param-
eters (e.g., friction or temperature), and output values, for example—depend on each 
other. Such a function could determine, for example, that the temperature in a motor 
increases by one degree for each minute it is in operation.” 

Miller et al. [45] defined the digital twin as “A Digital Twin is a digital 
representation of a physical thing’s data, state, relationships, and behavior.” 

Miller et al. [45] further discussed the six major characteristics of a digital twin. 
These characteristics are: 

i. Physical and virtual systems: Both the material and the virtual system are 
considered as a part of digital twin. 

ii. Bidirectional data: A digital twin supports the data exchange in both directions 
between the physical and the virtual system. 

iii. Maintain state: A digital twin should be able to save the last state of the physical 
system to avoid any delay with disconnections. 

iv. Modeling and analysis: A digital twin should have modeling and analytical 
capabilities. 

v. Timely updates: A digital twin should be able to provide well-timed updates 
based on the use case requirements. 

vi. Reporting: A digital twin should pass the results to the machines or people. 

Grieves and Vickers [29] observed the digital twin “The Digital Twin is a set 
of virtual information constructs that fully describes a potential or actual physical 
manufactured product from the micro level to the macro geometrical level. Therefore, 
at its optimum, any information that could be obtained from inspecting a physical 
manufactured product can be obtained from its Digital Twin”. 

Glaessgen and Stargel [27] explained the digital twin as “A Digital Twin is an 
integrated multiphysics, multiscale, probabilistic simulations of an […] system that 
uses the best available physical models, sensor updates, […], to mirror the life of its 
corresponding […] twin. The Digital Twin is ultra-realistic and may consider one or 
more important and interdependent […] systems […]. The Digital Twin integrates 
sensors data from the […] system, […] and all available historical […] data obtained 
using data mining and text mining.” 

In addition, other authors have explained that the digital twin as: Digital twin is a 
conceptualized digital SC model replicating the network state in real-time data and 
surveillance systems [2, 24, 49]. A digital twin represents the physical SC based 
on inventory demand, transportation, and capacity data. Digital twins are used for 
planning and real-time control decisions. 

Further, the definitions and understanding of digital supply chain twins are also 
provided by several authors. 

Marmolejo-Saucedo et al. [44] illustrated digital supply chain twins as “a detained 
simulation model of an actual supply chain which predicts the behavior and dynamics
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of a supply chain to make mid-term/short-term decisions. It comprises six layers: the 
physical twin, the local data source, local data repositories, IoT gateway interfaces, 
Cloud-based information repositories and the emulations and simulation platform.” 

Ivanov et al. [37] highlighted it as “a model that can always represent the network 
state in real-time for any given moment and interacting with other supply chain 
management tools provides a control tower for complete end to end supply chain 
visibility to improve resilience and test contingency plans.” 

Korth et al. [40] examined as “it is a linked collection of different types of data 
(like operations data) as well as different models; it evolves with the real system 
along its life cycle; it is able to derive solutions relevant for the real systems (e.g., 
optimize, operation and service).” 

3 Applications of a Digital Twin for an Efficient Supply 
Chain Across Different Industries 

Several industries widely accept digital twins, such as automotive [13, 42, 58]; 
manufacturing [16, 56, 72]; material science [16]; smart city [56]; energy [16, 69]; 
life science and health care [16, 56]; agriculture [56]; and consumer, retail, and 
e-commerce [16]. Srai et al. [70] discussed digital twin applications in the organic 
food supply chain, pharmaceutical supply chain, and precision agriculture. The study 
further reveals the opportunities and challenges of using digital twin in these areas. 
In the organic food supply chain, digital twin helps in combining the digital and 
analytical technologies, while, for a pharmaceutical supply chain, digital twin helps 
in reducing the inventory, reconfiguring the information flow, process flow, and mate-
rial flow. For a precision agriculture, digital twin helps in effective resource utiliza-
tion and improving the farmer’s livelihood. Further, the challenges faced across 
these fields include technology complexity, lack of technical infrastructure, lack of 
required skills, and lack of policies. Gerlach et al. [26] demonstrated that digital twins 
are used in the areas of warehouse management, manufacturing, logistics manage-
ment, network management, cargo handling, transportation management, facility 
management, asset management, and shipment management [16, 31, 40, 65]. In these 
areas, digital twins help in risk management, transportation flexibility, shop floor 
management, sustainability assessments, production plannings, transportation plan-
ning, inventory management, reducing the bottlenecks, reducing lead time, building 
supply chains resilient, increasing supply chain efficiency, improving the service 
levels, providing supply chain transparency, cargo load planning, and indoor and 
outdoor vehicle dispatching. The challenges faced are changing customer require-
ments, changing market conditions, and lack of experts in the area of digital twins 
implementation.
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3.1 Agri-Food 

With the changing environmental conditions and consumer demands, agri-food 
supply chains are continuously changing. Digital twins are helping to resolve the 
challenges of an agri-food supply chain [61]. The challenges, such as limited shelf-
life, curbing greenhouse gas emissions, and food losses, are minimized using digital 
twin technology. Yet, Tzachor et al. [73] observed that the capability of the digital 
twin in agricultural production is yet to be realized. For an Agri-food supply chain, 
the digital twin application starts at the farmer’s level and ends at the consumer’s 
level. A digital twin helps the farmers to predict the atmosphere conditions, soil 
temperature, irrigation, and nutrition required for the seeds. Based on the require-
ments, digital twin provides actionable recommendations. For example, digital twin 
offers recommendations for applying pesticides and land management optimally. 
The sensors used in the digital twin monitor the real-time environmental parame-
ters such as the humidity level, air temperatures, and oxygen concentration required 
during farming. Depending on the product life cycle, the digital twin helps analyze 
the life cycle, manufacturing process, and operations of particular food items. Digital 
twins are used to structure the design and functions of the agri-food supply chain to 
optimally use light intensity, CO2 concentrations, humidity, water nutrient recycling, 
and temperatures [73]. 

Further, Pylianidis et al. [61] revealed that digital twins perform real-time system 
failure prediction and analysis, technology integration, virtual maintenance, energy 
consumption analysis, monitoring, and optimizing operations in agriculture. Digital 
twins have wide application in cold chains of perishable products too. It monitors the 
perishable products’ humidity levels, respiratory behavior, food temperature, delivery 
schedules, and grid carbon intensity. Digital twin, combined with other Industry 4.0 
technologies, helps food processing and packaging facilities. The digital twin models 
help optimize the food distribution systems, reducing food wastage and maintaining 
food inventory in retail stores [73]. 

3.2 Aerospace and Aeronautical 

American Institute of Aeronautics and Astronautics [3] defined the digital twin as 
“[…] a set of virtual information constructs that mimics the structure, context, 
behavior of an individual unique physical asset, or a group of physical assets, is 
dynamically updated with data from its physical twin throughout its lifecycle and 
informs decisions that realize value.” Digital twin supports the designing of prod-
ucts (such as pumps, engines, and turbines) and processes and contributes to the 
manufacturing process (including inspection of the product and processes, repairing 
and providing maintenance to the products). The digital twins are constructed differ-
ently for each product line and component [74]. For example, Glaessgen et al. [27] 
highlighted that NASA uses the digital twins’ concept for manned and unmanned
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aircraft. Airservices Australia uses digital twin for air traffic management. The firm 
uses a digital twin to resolve air traffic issues. Digital twin helps the firm to reduce 
delays, improve network planning, enhance flight routes, and optimize takeoff times. 
It further helps the firm to respond quickly to changing customer requirements 
and requests. It enables data-driven decision-making and high-precision predictions 
[32, 54]. Qi and Tao [62] highlighted that digital twins are used to diagnose problems 
virtually and proactively maintain the aircraft structures. Tao et al. [72] revealed that 
the digital twin predicts the service life of aircraft by monitoring the aircraft’s design. 
The study further highlights that digital twins are also used to monitor the operational 
state and analyze the wing and tires of aircraft structural damages. 

3.3 Automobile 

In the automobile industry, the application of digital twin is broadly observed in the 
planning, manufacturing, designing, and maintenance departments. Fraga-Lamas 
and Fernández-Caramés [23] revealed that the digital twin of a vehicle provides the 
vehicle’s past and future state. Digital twin provides the virtual model of the cars 
even before it is constructed or produced. For example, Mercedes-AMG Petronas 
Formula One uses digital twins to create virtual models of vehicles and racing tracks. 
Data is the main element of the simulation work. The simulation mimics real-time 
experiences, which helps the firm accelerate the designing, testing, and manufac-
turing of improved car parts for the next race. The simulation involves data science, 
interactive visual analytics, setup parameters, and “what if” scenarios to optimize 
the functional areas. The simulation increases the team’s ability to speed up and fine-
tune themselves during the seasons. Digital twin helps to identify weak points and 
improvement areas for improving performance. It further helps to add new design 
features. Overall, the digital twin helps to gain a competitive advantage by getting 
deeper insights for operational optimization and producing better results [57]. 

Furthermore, NASA uses digital twins to develop vehicles for extreme conditions 
[76]. Tao et al. [71] observed that digital twins are used to analyze the oil pressure, 
engine speed, and other essential parameters to prevent vehicle breakdown. Schleich 
et al. [66] highlighted that digital twins are used to maintain automobile parts like oil 
replacements. In another example, Parrott et al. [54] assessed that Bridgestone uses 
digital twin simulations augmented by sensor data to improve the performance of 
tires. In addition, the company uses the digital twin to get insights across the supply 
chain. 

3.4 Health Care 

A digital twin has tremendous potential to change the working environment of the 
healthcare industry. Newman [50] argued that the true potential of the digital twin in
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health care is mainly unexplored. Elkefi and Asan [19] revealed that the digital twin 
holds the capability to strengthen the overall healthcare processes. Its application is 
for different patients. Every patient is different; therefore, every corresponding digital 
twin model is different throughout the patient’s lifetime. A digital twin is practical 
when a patient’s data (physiology of the patient or specific anatomical features) is 
incorporated. For example, a specific CAD geometry was obtained from a particular 
patient’s MRI or X-ray report to build a digital twin model [76]. Digital twins help 
evaluate the “what-if” scenarios in diagnostic testing for personalized therapy. The 
“what-if” scenarios help reorganize the clinical and patient’s workflow in particular 
departments [68]. The simulations also help in splitting and re-arranging waiting 
areas. It further helps perform operational stress testing for a specific department 
or hospital. Digital twin provides the hospital’s real-time operations, which helps 
optimize resources [68]. 

Furthermore, digital twins have broad applications in designing medical equip-
ment, improving health outcomes, performing surgery, improving the healthcare 
stakeholders’ (patients and doctors) experiences at minimal risk, precision medicine, 
drug treatments, and therapy [19, 21]. For example, Philips uses a digital twin to 
design medical equipment for personal health and hospital requirements. The firm 
conducted a simulation to develop a portable oxygen generator for patients with 
breathing problems. The firm uses digital prototypes to test the performance of 
portable oxygen generators and performs several iterations until the prototype is 
developed [76]. Another example is Mater private hospital, a leading cardiac care 
institution and radiologic imaging institution in Dublin. The hospital has identified 
several improvements after adopting digital twin. The hospital was able to increase 
the equipment utilization (CT scan usage increased by 26% and MRI usage increased 
by 32%); faster the patient’s turnaround time (reduced by 28 min for CT scan and 
34 min for MRI); shorter patient’s wait time (13 min for CT scan and 25 min for MRI) 
and lowers the staffing cost. Overall, the hospital improved the patient’s experience 
and utilized the hospital space [68]. The study further highlights that a digital twin is 
used for cardiology operations, prostate cancer treatment, and intensive care units. 
In addition, the study reveals that digital twins are used to design and provide better 
treatment for many disease-like cardiovascular diseases. 

3.5 Construction 

The increasing complexity of the construction industry gives rise to the adoption 
of digital twin [38]. Brilakis et al. [12] revealed that the digital twin is considered 
a critical enabler that can enhance the construction industry’s poor digit history. 
Ottinger et al. [51] highlighted that the adoption of the digital twin in the construction 
and real estate industry could lead to a 35% increase in operational efficiency and 
building maintenance, 20% increase in productivity, 50% increase in reduction the 
greenhouse emission and carbon footprints, 50% increase in resilience, and 15% 
increase in space utilization. But Ammar et al. [4] highlighted a lack of a universal
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definition of digital twins in the construction industry. Khajavi et al. [39] highlight 
digital twins are used in lean construction, clash detection, efficient consumption 
of resources, stakeholder interoperability, closed-loop designs, design visualization, 
enhanced user comfort, cost, and time estimation. Yitmen et al. [79] revealed that 
digital twins are used to monitor, diagnose, and optimize asset conditions. In addition, 
digital twins further enable preventive predictions whenever required. 

The applications of the digital twin in the construction industry are to enhance 
the health and safety, proficiency of the workforce, improve workforce productivity, 
efficient facility management, and minimize the cost of operations and construction 
[1, 51]. For example, Plautz [59] highlighted that Las Vegas unveiled a digital twin of 
7 km. As a result, the city has taken action to mitigate the challenges such as traffic 
management, optimally energy usage, mobility issues, air quality, noise, parking, 
emission, and emergency management. The digital twin model uses the real-time 
data from the 5 g network and the Internet of Things sensors to visualize, plan and 
train the project organizers (architects, real estate owners, and casino operators) 
accordingly. 

3.6 Oil and Gas 

A digital twin can leverage the oil and gas industry in multiple ways. Broadly, it can 
be incorporated into the production system, subsea, umbilicals, risers, and flowlines. 
Considering the uncertain market scenarios, such applications attract oil and gas 
firms to adopt digital twin technology. A digital twin enables automatic improve-
ments (for example, To alter valve settings—a particular algorithm can be used). 
Digital twin saves around 9–15% of the total decommissioning project cost [48]. 
Holmås et al. [34] revealed that “A digital twin could provide an operator with 
a bird’s—eye view of flows throughout a pipeline.” Digital twin helps create and 
predict the “what-if” model for different scenarios. Such scenarios reduce the time 
to estimate the project parameters, conduct dry runs to optimize the asset value, speed 
up the testing alternatives, and improve the trade-off between capital and operational 
expenditure. For example, British Petroleum’s digital twin infrastructure APEX is a 
developed simulation and surveillance system that creates the production system’s 
virtual models. Having digital twins installed at 11 refineries enhances the firm’s 
process optimization and operational gains while saving $154 million [48]. 

4 Benefits of Digital Twin Applications for an Efficient 
Supply Chain 

The various benefits of a digital twin for an efficient supply chain are discussed 
below.
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4.1 Supply Chain Planning 

Supply chain planning is the foundation for sourcing, production, and logistics. 
Supply chain planning is crucial as it directly impacts the overall quality, cost, 
and productivity [77]. Digital supply chain twins positively contribute to planning 
multiple areas of the supply chain, like production planning, maintenance planning, 
transportation planning, sales, and operations. Digital supply chain twins, AI algo-
rithms, and other technologies identify the system constraints and suggest mainte-
nance plans for smooth future works. The timely maintenance of machines in the 
supply chains helps to manufacture additional capacities whenever needed. Gerlach 
et al. [26] highlighted that a digital twin guides the changing dynamics of trans-
portation processes and contributes to transportation planning. It operationalizes 
and synchronizes the system based on real-time data. It stimulates the near future 
scenarios and estimates what would be the congestion levels. Based on the simu-
lation results, it suggests to the decision-makers if any freight re-route is required. 
Digital supply chain twins help optimize sales and operations planning by simulating 
the execution plan, highlighting the risks and opportunities, and providing feedback 
to the planning processes. It allows the firms to minimize the losses and the future 
bottlenecks that may arise from the misalignment of plans and system constraints 
[67]. 

4.2 Managing Risks and Building Supply Chain Resilient 

The disruption directly or indirectly hinders the supply chain performance by 
disturbing the supply chain. It occurs due to low inventory, stocks return, firm’s 
competitive positioning in the market. The disruptions made the supply chain 
collapses and resulted in causing ripple effects. Such effects cause severity and 
stress to the global supply chain, and the digital twin identifies where disruptions and 
volatility exist before the issue arises [37]. Gerlach et al. [26] highlighted that digital 
supply chain twins identify the risks early and provide means to mitigate those risks. 
The simulation models in the digital twins take the data about the business processes, 
facility locations, customer demand, inventory policies, and production capabilities. 
The collected data are updated in real time, which helps build “what-if” scenarios to 
identify the risks and therefore helps build a resilient supply chain in the long run. 
Barykin et al. [9] revealed a supply chain digital twin is more reliable during any 
uncertainty. Modern technologies in the digital twin collect a large amount of data in 
the supply chain to identify production capabilities, financial conditions, and supply 
failure. The critical hotspots can easily be found using a digital twin and help provide 
early warning signals about the incidents that might happen and disturb the supply 
chain. It further helps identify political, financial, or natural risks.
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4.3 Mapping the Supply Chain Network and Ensuring 
Visibility 

Digital twin helps in understanding the supply chain dynamics and behavior. A 
digital twin maps the supply chain network and ensures visibility [14]. Koshulko 
[41] encores that digital supply chain twins analyze the risks, inventory levels, KPIs, 
demand levels, and supplier and sales data. Therefore, it can ensure the optimal course 
of action in any circumstances. Hence, it provides visibility across the supply chain. 
For example, the digital twin models picture the state of working on the shop floor 
using robots or machines. The model helps to attend the shop floor meetings without 
being physically present [11]. For example, Intermarché, a French supermarket chain, 
uses the internet of things to enable sales and shelves systems to develop a digital 
twin of stores. The model provides real-time monitoring of stores. It improves the 
efficiency of each store, maps the supply chain network, and ensures visibility [47]. 

4.4 Analyzing Demand and Supply Signals 

Digital supply chain twins enable the firm to reduce the idle time of the bottleneck, 
enhance the inventory positioning, and analyze the demand and supply signals [67]. 
Furthermore, managing risks and analyzing demand and supply signals helps the 
firm to speed up its reaction time according to the market needs [37]. 

4.5 Testing the Contingency Plans 

The digital twin simulation models help test the supply chain contingency plans. 
Based on the results, the model provides suggestions to improve and make the 
necessary changes [10, 37]. Testing the contingency plans saves the firm’s time, 
cost, resources, and energy [63]. 

4.6 Accurate Forecasting and Testing Operations 

The digital twin predicts future impacts on a supply chain [64]. It helps forecast 
and test the operations over the coming weeks and months [10]. Wang et al. [77] 
highlight that forecast is the base for any supply chain planning. A digital twin supply 
chain helps forecast demand and determines the required schedules, investments, and 
products [77].
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4.7 Predictive Maintenance 

Digital twins now enable predictive maintenance [65]. Rather than guessing when 
the machines or the products need service, the sensors help check the irregularities 
quickly. It further helps in determining the wear and tear of devices or products. It 
helps in avoiding unexpected and expensive repairs. Mussomeli et al. [47] revealed 
that digital twins identify equipment breakdown time and various engine compo-
nents’ life spans and estimate maintenance and non-maintenance procedures. Park 
et al. [53] highlighted that digital twin models adjust according to dynamic instabil-
ities like the bullwhip effect, efficiently controlling the supply chain and reducing 
downtime. 

4.8 Boosting Innovations 

Van Houten [76] encores that adopting a digital twin across several industries boosts 
innovations. The primary reason behind this is that a digital twin enables the rapid 
prototyping of any new product, thereby leading to product development. The virtual 
representation saves costs and provides the final product’s idea (if any changes are 
required). Mussomeli et al. [47] revealed the simulation of new ideas and prototyping 
of new products boost innovations. 

4.9 Cost Savings 

A digital twin helps relax the transportation constraints, capacity constraints, supplier 
and producer constraints simulates the supplier issues, and changes the region of 
supplier or customer to optimize costs [63]. Furthermore, with the allocation of 
customers, digital twin helps save operational costs [68]. 

4.10 Contributes to Sustainability Assessments 

Barykin et al. [9] highlight that a digital supply chain twin positively contributes to 
sustainability assessments. Pehlken and Baumann [55] highlight that digital twins 
aim to identify recycling potential, reduce material waste, decrease energy consump-
tion, and improve material efficiency and ecological sustainability. Barni et al. [7] 
revealed that digital twin models assess different scenarios by changing the produc-
tion techniques, demand fulfillment rates, and modes of transportation and adjusting 
the decision-making in terms of sustainability.
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4.11 Optimizes and Supports Strategic Decisions 

Marmolejo-Saucedo et al. [44] encored that a digital twin compares and aligns the 
supply chain planning. This planning optimizes and supports the strategic decision 
across the vertical dimension (connecting the strategy to execution) and the hori-
zontal size (all along the supply chain). It can be used to build a model that either 
focuses on one functional area (like warehousing or logistics) or the end-to-end model 
[63]. These models help in both the short-term and the long-term decision-making 
processes. For example, a model predicting the short-term stock-outs of the supply 
chain helps make short-term decisions. 

In contrast, a model helps optimize the transportation network and helps in making 
long-term decisions. Digital twin enables scenario planning based on the firm’s need, 
which allows the firm to make crucial decisions. Supply chain digital twins make 
recommendations based on “what-if” scenarios by analyzing vertically and the hori-
zontally throughout the supply chain. These “what-if” scenarios are run in the digital 
twin models, encapsulating the suppliers, manufacturers, transportation, distributors, 
retailers, and the customer’s location details. Digital twin optimizes a supply chain’s 
strategic and logistical locational decisions [10, 64]. 

4.12 Accelerating Product and Process Developments 

Sanderse and Weippl [65] observed that digital twins accelerated product and process 
developments. Further, Pan et al. [52] and Hofmann and Branding [33] observed that 
digital twin models improve process efficiency. For example, in cargo handling, 
digital twin models consider load requirements and, based on them, position the load 
efficiency. Such a process optimizes and supports the entire supply chain process 
[78]. Srai et al. [70] highlight that in the pharmaceutical industry, most of the digital 
twin developments lie in combining experimentation and model-based evidence to 
predict the new product properties and understand the manufacturing technology 
required for the new product. 

4.13 Inventory Management 

Digital supply chain twin models simulate and estimate the inventory required shortly. 
It then tests various transportation and inventory policies based on the inventory 
requirements. Further, the simulation experiments also measure inventory’s effect on 
the logistics system’s performance [26]. Semenov et al. [67] observed that digital twin 
helps eliminate bottlenecks, improve service levels, reduce lead time, and provide 
transparency in inventory channels. Wang et al. [77] observed that a digital twin helps 
engineers to verify inventory planning and distribution. It improves the inventory 
cycle, inventory cycle costs, safety inventory levels, and seasonal inventory levels.



118 L. P. Vishwakarma and R. K. Singh

4.14 Enhancing the Product and Process Quality 

Wang et al. [77] highlighted that the digital twin enhances the process quality 
of virtual modeling by simulation results. Virtual simulations polish the supply 
chain, promote high-quality models, perform more iterative simulations, take more 
abundant data, and improve the process quality. 

4.15 Improving Supply Chain Performances 

Wang et al. [77] encored that a digital twin performs faster action to reduce the 
lead time. The supply chain planning, analysis of demand and supply signals, 
testing the contingency plans, forecasting, predictive maintenance, innovations,

Table 1 Benefits of digital twin in the supply chain 

Benefits of digital twin References 

Supply chain planning Gerlach et al. [26]; Semenov et al. [67] 

Managing risks and building supply chain 
resilient 

Barykin et al. [9]; Ivanov et al. [37] 

Mapping the supply chain network and 
ensuring visibility 

Koshulko [41]; Ivanov and Dolgui [36]; Choi 
et al. [14]; Ivanov [35]; Mussomeli et al. [47] 

Analyzing demand and supply signals Semenov et al. [67]; Ivanov et al. [37] 

Test the contingency plans Quintanilla [63]; Ivanov et al. [37]; Battarra et al. 
[10]; Salman and Yücel [64] 

Accurate forecasting and testing operations Wang et al. [77]; Battarra et al. [10]; Salman and 
Yücel [64] 

Boosting innovations Mussomeli et al. [47]; van Houten [76] 

Predictive maintenance Park et al. [53]; Sanderse and Weippl [65]; 
Mussomeli et al. [47] 

Cost savings Quintanilla [63]; Siemens Healthineers [68] 

Contributes to sustainability assessments Pehlken and Baumann [55]; Battarra et al. [10]; 
Barni et al.  [7] 

Optimizes and supports strategic decisions Quintanilla [63]; Marmolejo-Saucedo et al. [44]; 
Battarra et al. [10]; Salman and Yücel [64] 

Accelerating product and process 
developments 

Pan et al. [52]; Wong et al. [78]; Eschemann et al. 
[20]; Ashrafian et al. [5]; Hofmann and Branding 
[33]; Srai et al. [70]; Sanderse and Weippl [65] 

Inventory management Gerlach et al. [26]; Semenov et al. [67] 

Enhancing the product and process quality Wang et al. [77]; Semenov et al. [67] 

Improving supply chain performances Quintanilla [63]; Pan et al. [52]; Gerlach et al. 
[26]; Eschemann et al. [20]; Wang et al. [77]
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product, process developments, and improving the overall supply chain performance 
[20, 52, 63].

Table 1 summarizes the benefits of digital twin in the supply chain. 

5 Challenges of Adopting a Digital Twin 

The adoption of a digital twin supply chain comes with a few challenges. First, 
data security and privacy are the primary concern for any organization implementing 
digital twin, raising the problem of cyberattacks [19, 60]. Second, cloud-based digital 
twins save information online, increasing security and privacy concerns. Third, small 
enterprises found it very difficult to invest in digital supply chain twins due to a lack of 
investments, government incentives, and expected cyber-attack challenges [16, 73]. 
Fourth, the lack of skilled professionals makes handling a large amount of data and 
developing strategies against cyber-attacks challenging. Finally, poor data quality 
further hinders the adoption of digital twins [16, 60]. 

Elkefi and Asan [19] revealed that the infrastructure required for data flow is 
missing for implementing the digital twin. Popa et al. [60] highlighted that adopting 
digital twins creates socio-ethical risks such as sharing personal content, privacy 
issues, and disruption of existing societal structures. The study highlights that the 
adoption of digital twins creates inequality and injustice in majorly two forms. First, 
this technology increases the socio-economical gap because it is not accessed by 
everyone and does not cover health insurance for everyone. Second, this technology 
is not yet adopted by the southern and eastern countries, thereby increasing the gap 
between the rich and the poor. Marmolejo-Saucedo et al. [44] examined that infor-
mation technology integration, information rights, digital security, and integration 
of partner companies are significant challenges in implementing digital twins in any 
firm. DHL Trend Research [16] observed that the difficulties of applying digital twins 
are specific representation issues, interoperability issues, and IP protection risks. 

6 Conclusion 

The supply chain is the most crucial part of any industry. Industry 4.0 technologies 
are now contributing hugely to the development and improvement of supply chains. 
One of those techniques is the digital twin, the virtual models highlighting the supply 
chain’s working. These virtual models are well used in different industries to make an 
efficient supply chain. A few of those industries are Oracle, NASA, Altair, General 
Electric, and US Airforce [46, 62]. Digital twin provides an opportunity to accelerate 
innovation among multiple industries. It changes the traditional system and imputes 
the digital orientation of processes, products, and services [30]. This chapter discusses 
the applications of digital twin among the agri-food, aerospace and aeronautical, 
automobile, health care, construction, oil and gas industries.
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In addition, the study identifies numerous benefits of digital twin applications to 
make an efficient supply chain. The application of digital twin provides benefits such 
as supply chain planning, managing risks, building supply chain resilient, mapping 
the supply chain network and ensuring visibility, analyzing demand and supply 
signals, deploying recovery policies, testing the contingency plans, accurate fore-
casting, and testing operations, predictive maintenance, boosting innovations, cost 
savings; contributes to sustainability assessments, optimizes and supports strategic 
decisions, accelerating product and process developments inventory management, 
enhancing the product quality, and improving the customer services and supply chain 
performances. Our study’s findings will motivate firms that have not yet adopted the 
digital twin for their supply chains. The results of this study are drawn on the basis 
of a review of relevant studies conducted by academicians and practitioners. This 
chapter discusses multiple examples of industries and firms adopting digital twins 
to build an efficient supply chain. This study provides an understanding of digital 
twins among diverse sectors and how the firms benefit from using digital twins. More 
empirical studies can be conducted in the future to explore the benefits discussed in 
this chapter. 
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Industry 4.0 Technologies: Opportunities 
in the Sustainable Supply Chain 
Management 

Deepak Datta Nirmal and K. Nageswara Reddy 

Abstract The Fourth industrial revolution, i.e., Industry 4.0, is significantly trans-
forming the business world in almost every sector. Digitalization of the supply 
chain, dynamic business environment, and changing customer needs have inten-
sified the competition. At the same time, it is necessary to focus on the issue of rapid 
climate change and pollution due to manmade activities. Thus, the incorporation of 
sustainable practices for excelling in economic, social, and environmental dimen-
sions of sustainability has become the key responsibility as well as the strategy of 
top-performing firms. Recently, research in analyzing the linkages between Industry 
4.0 and sustainable supply chain management has gained momentum. The question 
of how Industry 4.0 technologies can aid in sustainable development has attracted 
the interest of researchers. Hence, it is essential to investigate how to achieve sustain-
able performance by using advanced technologies. The current chapter gives detailed 
information about the applications and opportunities offered by prominent Industry 
4.0 technologies like “big data”, “Internet of things (IoT)”, “additive manufactur-
ing”, “blockchain technology,” etc., in the field of sustainable supply chain manage-
ment. The chapter provides a critical discussion, SWOT analysis, limitations of these 
technologies, and their huge potential to achieve sustainable performance. 

Keywords Industry 4.0 · Supply chain · Sustainable practices · Blockchain 
technology · SWOT analysis 

1 Introduction 

The advent of Industry 4.0 technologies has opened the doors of opportunities in the 
dynamic business environment. This fourth industrial revolution and Industry 4.0 
technologies have influenced every part of the supply chain. It is evident from the 
past literature that the use of technologies like “big data”, “additive manufacturing”,
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“blockchain”, “Internet of things”, “cloud computing”, etc., have a positive effect 
on the competitive advantage and performance of organizations. Industry 4.0 tech-
nologies hold the promise to provide innovation, overall cost reduction, vertical as 
well as horizontal integration, real-time visibility, health, and safety to employees, 
and enhanced economic, social, and environmental performance. On the other hand, 
a rise in pressures from stakeholders, strict environmental laws and regulations, and 
an increase in consumer environmental awareness are some of the prime factors that 
drive industries to implement sustainable practices. Recently, it has been found that 
industries are trying to minimize the amount of energy and natural resource consump-
tion for production. They are trying to produce products that have a minimum negative 
impact on the environment. Hence, knowing the implications of the Industry 4.0 tools 
in the sustainable supply chain area is crucial. 

This chapter intends to give a detailed picture of Industry 4.0 opportunities, partic-
ularly in the sustainable supply chain (SSC) management area. The application of 
these technologies, individually or together, has varied impacts on different parts 
of the SSC. In addition, this chapter tries to give insights into how these technolo-
gies will help to achieve cleaner production, high quality, remanufacturing, recy-
cling, innovation, flexibility, transparency, tracking, etc. The methodology adopted 
to understand the promising opportunities that lie in Industry 4.0 adoption for the 
SSC area is a systematic review and thematic analysis of the past literature. In addi-
tion, the recent reports, book chapters, and other literature are also considered for 
comprehensive analysis and insights. It is found that there is ambiguity among the 
researchers regarding the positive implications of Industry 4.0. However, many other 
academicians, industrialists, and researchers have proven that if used strategically, 
Industry 4.0 technologies have the potential to change the dynamics of the busi-
ness world in the future. Industry 4.0 is no longer an option but is necessary to 
achieve a competitive advantage. Thus, analyzing the Industry 4.0 opportunities in 
SSC management is essential. 

2 Industry 4.0 

The world has been through different industrial revolutions comprised of mechaniza-
tion, electrification, and computerization [1]. These revolutions have been changing 
industries and their operations throughout the world. The most recently discussed 
topic among Industry practitioners, researchers, and academicians is Industry 4.0. 
The term Industry 4.0 first appeared at the Hannover Fair in 2011. It originated 
through a German government initiative to advance the computerization of manu-
facturing [2]. Although many technologies are associated with Industry 4.0, some 
of the highly discussed and crucial technologies are depicted in the inner circle of 
Fig. 1. Industry 4.0 not only talks about the different technologies but also helps in 
synergizing these technologies.

It is visible that Industry 4.0 helps to achieve various things like increased flexi-
bility, higher quality, high responsiveness, overall cost reduction, less pollution, fewer
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Fig. 1 System model of the proposed scheme

wastages, higher safety, innovation, etc. [3, 4]. Industry 4.0 is commonly accepted 
as an umbrella term for different technologies; however, its success will depend 
on the other dimensions, as discussed further. Organizations need to understand 
Industry 4.0 as the combination of “Technologies”, “people and culture”, and “strat-
egy” [5, 6]. The “Technology” dimension includes various technologies, as given in 
Fig. 1. “People and culture” include the skill of the workforce and organizations’ 
continuous improvement culture. The “Strategy” dimension comprises the ability of 
the organization to respond quickly, invest in Industry 4.0 technologies, make the 
plan for smart production, etc. It is also argued that organizations should develop 
their Industry 4.0 capabilities consisting of managerial, operational, and technolog-
ical capabilities to gain higher organizational performance [4]. Thus, it is important to 
understand that successful implementation of Industry 4.0 technologies can be done 
only when the organizations focus on its overall dimensions like the workforce’s 
skill, management attitude, investment, plans, etc., and develop their dynamic capa-
bilities. As shown in the outer layer of Fig. 1, there are ample applications of Industry 
4.0 that can be found in various domains despite the manufacturing sector. However, 
the present chapter will primarily concentrate on the opportunities and applications 
of Industry 4.0 technologies in sustainable manufacturing supply chains.
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3 Sustainable Supply Chain Management 

Sustainable supply chain (SSC) management is defined as “the management of mate-
rial, information, and capital flows as well as cooperation among companies along 
the supply chain while taking goals from all three dimensions of sustainable develop-
ment, i.e., economic, environmental and social, into account which are derived from 
customer and stakeholder requirements” [7]. Fundamentally, SSC management is 
about including different practices and strategies related to environmental, social, and 
economic aspects in conventional supply chain practices. It aids in achieving sustain-
able performance and deals with the stakeholders’ pressures related to the environ-
ment. SSC is also considered an extension of the green supply chain. Initially, the 
incorporation of sustainability issues into industry practices was mainly driven by the 
various pressures from the government, competitors, customers, social groups, etc. 
However, including sustainability dimensions (environmental, social, and economic) 
in industry operations have been viewed as the strategy and source to attain compet-
itive advantage. Green supply chain practices consist of green packaging, design, 
innovation, waste reduction, optimal utilization of resources, eco-efficiency, etc. At 
the same time, social sustainability is concerned with the employees’ health and 
safety, well-being, equal rights to all, no discrimination based on gender, etc. For long-
term sustainable performance and competitive advantage, industries should develop 
their capabilities and use their resources to implement sustainable practices. In addi-
tion, it is found that circular economic practices like recycling, remanufacturing, 
reusing, reducing, etc., have been beneficial to achieving sustainable organizational 
performance. 

4 Industry 4.0 and Sustainable Supply Chain Management 

Industry 4.0 and SSC management practices are the two revolutionary waves in the 
field of business management. Understanding the applications of Industry 4.0 tech-
nologies is essential to successfully implement sustainable practices in the industries 
[8]. Thus, recent studies have tried to analyze the various linkages between Industry 
4.0 technologies and green, social, and other sustainable practices. 

4.1 Opportunities and Applications of Prominent Industry 
4.0 Technologies in SSC Management 

4.1.1 Big Data Analytics and Sustainability 

Big data are larger datasets with significant volume, huge diversity, and high velocity 
and are thus difficult to handle for traditional data processing systems. Due to the
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emergence of Industry 4.0 technologies, machine-to-machine interactions, and the 
use of robots, sensors, and automated machines, a large amount of data are being 
generated. Such large data are difficult to handle and analyze for the decision-makers. 
However, such big data have huge potential and high hidden values that industries can 
use in the future. Hence, various techniques like cloud computing, statistical analysis, 
and data analytics can be used to unlock the potential of big data. This confirms the 
importance of big data as an important asset for organizations. If organizations utilize 
this resource wisely, they can obtain a sustainable competitive advantage [9]. 

Companies such as Google, Amazon, and Flipkart have developed efficient big 
data analytics capabilities to gain an advantage and capture the potential of such high-
speed large data. Organizations that have developed big data analytics capabilities, 
like good management skills for handling, storing, and managing the data, high 
technical skills, data-driven decision-making, learning culture, adequate resources, 
etc., have a high chance of achieving sustainable performance [10]. Despite the 
benefits of big data, there are many challenges to successfully implementing big 
data management, like data privacy, data security, legal requirements, data storage, 
etc. Thus, corporate commitment and support are essential for developing big data 
management capabilities. It is also found that employees with greater ability to use 
big data and higher technical skills produce organizational learning and sustainable 
performance [11]. Big data predictive analytics can help to forecast the development 
of green products and to effective design of such products. Decisions based on the 
data rather than the intuitions of the individuals will help industries with accurate 
procurement and supplies of inventories. Customers’ demand can be traced and thus 
forecasted with more accuracy by using the past patterns of the data and effective data 
analysis. Big data analytics also helps reduce the time for regular operations of the 
company and enhances the organization’s agility. The collaboration with the suppliers 
can also be strengthened by big data analytics due to real-time data processing and 
information sharing. Thereby, the development of big data analytics capabilities is 
crucial to gaining higher performance and competitive advantage. 

In short, big data analytics offers the following opportunities for industries: 

• Improved Health and safety practices can be obtained by using the predictive 
analytics capabilities of big data. 

• Errors due to human intuitions in decision-making can be avoided by using data-
based decision-making. 

• Better supply chain integration and high organizational agility can be achieved. 
• Better communication and information sharing. 
• Reduction in costs, wastages, and environmental pollution occurring through 

business operations is possible using big data analytics. 

4.1.2 Internet of Things (IoT) and Sustainability 

IoT can be defined as a “technology which is intuitive, robust and scalable that 
enables the digital transformation of the connected world through the internet and 
communicates all the relevant information in real-time across the value chain” [12].
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Thus, IoT is the technology that helps to connect physical objects and to exchange 
data and information with other objects/machines with the aid of the internet, sensors, 
software, and information system. The role and impact of IoT-enabled operations in 
organizations are crucial. 

IoT has varied applications in different sectors. To name a few, IoT can be used 
to track the health of patients by using smart health wearable devices, to improve 
the productivity of the crops by monitoring them and assessing them related to the 
need for insecticides or fertilizers, and worker’s safety can be enhanced by using 
alert messages from the machines and by predictive maintenance. IoT is beneficial 
to implement sustainable supply chain practices as it can help in tracking the prod-
ucts, which helps to perform complete retraction of the used products, and further 
for recycling, reuse, remanufacturing, etc. The interconnectedness of the machines 
provides high responsiveness to customer demands and high productivity. Recently, 
various IoT-based products have been commercialized due to their wide applications 
[12]. However, the major challenge of the IoT ecosystem is that it is primarily based 
on interconnected devices and systems that can communicate with each other over 
the Internet or other networks. For example, edge devices are essential IoT compo-
nents in the sustainability context. For instance, we can install an IoT Edge device 
to monitor and control emissions using a Decentralized AI system that operates on 
these small devices. It means that all the devices in the IoT ecosystem need to go 
through the cloud. It required high storage capacity and processing power. In the 
future, this system may lack if a huge number of devices/machines get connected 
[13]. 

The summary of the benefits that can be obtained using IoT is as follows: 

• Better visibility of the products can be achieved by using sensors throughout the 
supply chain. 

• Smart production and supply chain automation can be developed by using various 
technologies like Radio Frequency Identification (RFID), wireless communica-
tion, cyber-physical systems, and Internet-connected devices. 

• IoT provides real-time and accurate information sharing about the condition 
of the product or inventory, leading to the reduction in defects and improved 
performance. 

• Better monitoring of the logistics operations can be obtained. 
• Development of smart cars, smart cities, and effective monitoring of the vehicles, 

traffic, etc., can be achieved. 

4.1.3 Blockchain Technology (BT) and Sustainability 

Blockchain Technology (BT) is defined as a “distributed, shared, encrypted database 
that serves as an irreversible and incorruptible repository of information” [14, 15]. 
BT is a system designed; tamper-proof and prominent technology, which adds value 
to the supply chain network in product tracking, transparency in transactions, reduc-
tion in costs, and expediting the processes. Cryptocurrency, the crucial application of 
BT, has found tremendous opportunities in various sectors like tourism, real estate,
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supply chain transactions, and education. It is evident that companies like Toyota, 
Alibaba, De Beers, Walmart, Unilever, DHL, etc., use BT to manage and track their 
products and supply chain processes. It is perceived that BT can improve the perfor-
mance of organizations by enhancing supply chain integration, process integration, 
and supplier integration [14, 16]. The key features of BT, like decentralization, 
immutability, and traceability, have been found to be of great use for enhancing 
the overall performance of the firms. The sustainability-related regulations, govern-
ments’ rules, and policies, environmental laws, etc., can be effectively monitored by 
using the BT. Many stakeholders or suppliers fail to implement sustainable practices 
and reduce environmental emissions. However, they deceive the parent organiza-
tions by showing false claims. It may also happen in another way where reputed 
firms deceive the regulatory bodies by presenting false data. In such cases, the use of 
BT by providing the visibility of the processes to the concerned authorities can curb 
the failures and build trust in the system. The same can be applied in the case of moni-
toring labor-related issues, transactions across the supply chain network, and record 
keeping of the history of processes. [17]. The requirement of high computational 
power, lack of trust among the people about BT, and rigidity of the governments of 
many countries to allow BT-based transactions are some of the challenges to success-
fully adopt BT. Although implementation of BT is in the initial stage, primarily in 
the developing countries, its positive implications may be seen in the future. 

In addition to the discussed benefits provided by BT, some of the crucial 
opportunities are listed below: 

• BT can provide trusted transactions and avoid the risk of fraud between the parties. 
• Environmental regulations and laws can be monitored by using BT. 
• BT can be used for documentation of energy certificates and energy allowances 

and safeguard supply chain transactions. 
• BT offers a variety of applications in healthcare, pharmaceutical, real estate, insur-

ance, and other sectors due to features like transparency, traceability, immutability, 
etc. 

• Companies that show falsified claims of performing and obeying according to 
environmental norms or social norms can be caught by using BT. 

4.1.4 Additive Manufacturing (AM) and Sustainability 

“AM, also known as three-dimensional (3D) printing, is a process that takes a digital 
3D representation and produces the associated physical object layer by very thin 
layer, joining the layers as it goes along” [1]. AM is a prominent technology that has 
huge potential and applications in the mass customization of products, in the produc-
tion of complex geometrical shaped products, intricate lattice structures, medical 
components like surgical guides, anatomical models, etc. Considering the priorities 
of operations management like quality, flexibility, speed, and cost, AM plays a better 
role than traditional manufacturing. There are many products that cannot be made 
through traditional manufacturing but can be made with ease by using AM.
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Challenges in front of traditional production, for example, complex geometrical 
shaped products, require a lot of effort from the designing side to the formation of 
their prototypes, product-centric development of the specific fixtures, tools, etc., can 
be avoided by using AM. Thus, AM finds a lot of opportunities in various sectors, 
especially in the aerospace, medical, and production of complex parts in the auto-
motive sectors. The wastage of the material can be potentially reduced by using the 
AM, which is opposite to traditional subtractive manufacturing, where the material 
is cut from the solid block to produce the products [18]. Despite the advantages of the 
AM, many challenges and disadvantages exist. Industry practitioners are facing the 
barriers like lack of knowledge regarding AM technology for consistent and stable 
production, expensive materials, complexities for converting metal alloys into the 
material (e.g., powder form) suitable for AM, and lack of proper services from the 
equipment vendor [19]. 

Following is the list of prominent benefits provided by the AM: 

• AM can help to produce fixtures, tools, complex geometrical shaped products, 
and functional prototypes in a quick and cost-effective manner. 

• Fewer material wastages, low inventory, and high flexibility can be obtained. 
• Sustainability can be achieved due to the use of less amount of material for 

production as compared to the traditional manufacturing. 

4.1.5 Artificial Intelligence (AI) and Sustainability 

Artificial Intelligence (AI) is usually understood as a system in which machines/ 
computers imitate human cognitive capabilities or intelligence for performing various 
human-like tasks like decision-making, face recognition, voice recognition, etc. AI 
helps to avoid repetitive tasks performed by a human that lead to mental stress. 
AI does it by using automation, integrating thousands of machines to solve intri-
cate problems, and providing insights from the large data that is generated from the 
sensors, machine-to-machine interactions, emails, videos, etc. AI found its appli-
cations in many sectors like Agriculture, Automotive, Healthcare, Hospitality, and 
Tourism. AI enables higher sustainable performance through its various applications 
in energy distribution, sustainable transportation, environmental governance, smart 
cities, and smart factories. Sustainability, with all its dimensions, including social, 
economic, and environmental, is a complex issue. Thus, researchers need to under-
stand stakeholders’ behavioral responses and technical capabilities to effectively 
implement AI for sustainability. AI can be used in the areas where humans face diffi-
culties in performing their work. These areas include mines, minerals, radioactive 
material extraction sites, tunnels, etc. [1, 20]. Despite AI’s potential to enhance high 
sustainable performance, it can also lead to the generation of more carbon emissions 
and high energy consumption due to AI model training, dependencies on big data, 
etc. Thus, it is necessary to use it optimally with other technologies so that it aids in 
sustainable development. 

Some of the benefits provided by using AI in the business world can be given as 
follows:
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• Improvement in the quality of the job by avoiding the repetitive tasks of the 
employees. 

• Prediction of dangerous incidents and risks by using AI algorithms is crucial 
for the effective implementation of social supply chain practices and employee 
welfare (like ChatGPT that designed to generate human-like text and carry out 
conversations with users). 

• Error-free measurement of the quality of the products becomes possible by 
integrating AI for testing the quality of products. 

• It can be used for efficient energy distribution, water resource conservation, and 
sustainable transportation. 

4.2 SWOT Analysis 

Figure 2 shows the SWOT analysis of the Industry 4.0-enabled SSC management. 
The points covered under the SWOT are incurred from the detailed discussion in the 
chapter.

Strengths (S): The content covered under this heading describes the success 
factors organizations must possess and develop to adopt SSC practices and emerging 
technologies. 

Weaknesses (W): This area needs to be given attention to overcome the lacking. 
For example, employees need to be given proper training for the upgradation of their 
skills. 

Opportunities (O): These are the advantages and benefits of applying Industry 
4.0 tools and SSC practices. Organizations need to extend their abilities to avail these 
opportunities. 

Threats (T): As both the Industry 4.0 and SSC management areas are new, there 
are a lot of uncertainties and ambiguities about their outcomes and proper way of 
application. Although these technologies help to gain sustainable performance, they 
should be optimally used because their application also consumes energy. 

5 Summary 

The chapter has shown the applications of Industry 4.0 technologies and enlisted the 
opportunities. Despite the huge potential of Industry 4.0 to enable SSC practices, 
they have certain limitations and disadvantages. There is no set of specific standard 
rules/processes for implementing Industry 4.0 technologies. Industries often lack 
expertise and knowledge about these technologies. Thus, limitations can be reduced 
once the knowledge about these technologies and their effective implementation is 
known to the industries. If the firms are committed to excelling in environmental 
sustainability, developing their dynamic capabilities, and investing in developing IT 
infrastructure, training, and development programs for employees, etc., then they
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Strengths (S) 

Top management Commitment for 
sustainability and performance 
IT Infrastructure capabilities 
Effective change management 
Effective training and development 
programs for skill development of 
employees 
Strategies for adoption of Industry 
4.0 and sustainability are in 
coherence with the government 
policies 

Weaknesses (W) 

Lack of knowledge about the 
technological know-how among 
the employees 
Low automation and less 
infrastructural capabilities 
Low skilled employees 
High resistance to change for the 
implementation of new 
technologies  
Low investment for training and 
development initiatives  

Threats (T) 

Implementation of Industry 4.0 
tools can lead to higher energy 
consumption 
Initial cost for development of 
infrastructure capabilities is high 
Fear of loss of jobs due to lack of 
skills 
No clear rules and policies 
Data security issues 
Relation between sustainable 
practices and Industry 4.0 
technologies is unclear 

Opportunities (O) 

Enhanced sustainable 
organizational performance 
Competitive advantage 
Reduction in wastages, energy 
consumption, and less pollution 
High organization agility 
Customer satisfaction 
Secure transactions, less errors, 
and higher accuracy in forecasting 
High productivity  
Health and Safety of the 
employees, less discrimination 

Fig. 2 SWOT analysis—Industry 4.0 enabled sustainable supply chain practices

can gain a competitive advantage over other firms. It is evident that Industry 4.0 
technologies enable SSC practices in various ways as follows: reducing the wastage 
of perishable food products from regular tracking, monitoring the environmental and 
safety regulations, enhancing the responsiveness of the firms, and avoiding the risks 
of the employees for working in dangerous workplaces and reducing the pollutions. 

In addition, it cannot be ignored that some researchers and academicians have 
raised some doubts regarding the need and consumption of very high energy due 
to the requirement of high storage capacity systems and high computation power 
machines for training datasets and other tasks. Thus, it needs to be clear that on 
one side, Industry 4.0-enabled SSC practices can lead to enhanced performance and 
competitive advantage, whereas, on the other side, it may initially lead to high energy 
utilization. At length, it can be concluded that Industry 4.0 technologies may cost 
the industries in starting phase in terms of energy and investment, but, in the long 
term, the huge potential of these technologies to attain sustainable performance is 
undeniable.
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A Bibliometric Analysis of Smart 
Manufacturing and Way Forward 

Saurabh Tiwari and Shantanu Trivedi 

Abstract The term “smart manufacturing,” often recognized as “intelligent manu-
facturing,” remains widely utilized to indicate future manufacturing, or production 
of the future. It is an advanced style of manufacturing that blends industrial assets 
from the current and future perspectives with sensors, computer platforms, data-
intensive modelling, communication technologies, management, simulation, and 
analytical engineering. It draws ideas from several fields, including data science, 
cloud computing (CC), artificial intelligence (AI), and cyber-physical systems (CPS). 
To give a comprehensive knowledge of the present understanding and many elements 
of smart manufacturing (SM), this study analyses the available literature, modern 
theories, information, and gaps for potential research initiatives. To determine the 
extent and trends of SM, a bibliometric study is utilized to reflect the various 
publishing sources, yearly publication numbers, keyword frequency, and top research 
and development regions. 

Keywords Smart manufacturing (SM) · Circular economy (CE) · Industry 4.0 
(I4.0) · Intelligent manufacturing · Sustainability 

1 Introduction 

Future production is often described by the phrase “smart manufacturing,” often 
referred to as “intelligent manufacturing,” which is used to describe such manufac-
turing [46, 56, 65]. In the area of smart manufacturing, publications are multiplying 
quickly. Numerous articles emphasize giving a detailed analysis of the problems
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affecting smart manufacturing. Several academics are interested in smart manufac-
turing, and they have published their findings in the literature. Smart manufacturing 
is a kind of production that uses optimized processes and procedures to increase yield 
while reducing energy footprint and costs. This is made feasible by the advancements 
in advanced modelling, controls, optimization, and big data that have occurred during 
the last decade. As a result, smart manufacturing is viewed as the industrial revolution 
4.0. 

Smart production systems are completely integrated, collaborative, and capable 
of real-time adaptation to changing plant circumstances and demands as well as 
supplier network and customer needs. Information and communication technolo-
gies are crucial to manufacturing systems. Cyber systems and associated intelli-
gent and smart technologies [78, 87] still being in the development stage has led 
to the evolution and growth of CPS, Industry 4.0 (I4.0), digital twin, IoT, big data, 
cloud computing, and next-generation artificial intelligence [38, 54]. Several inno-
vative manufacturing paradigms have been suggested to increase the “intelligence” 
or “smartness” of manufacturing systems and processes. “Smart manufacturing,” a 
phrase that originated in the US but is now more widely used, is a collection of 
production processes that employ networked data, knowledge, and interaction tools 
to govern industrial activities. The application of AI techniques, such as big data 
analytics, business decision support systems, data-driven algorithms, and machine 
learning (ML), to improve industrial operations is referred to as “smart manufac-
turing.” Although Smart Production primarily focuses on techniques for enhancing 
choices and processes inside industrial manufacturing settings, I4.0 primarily focuses 
on information sharing and interfaces. 

The deliberation on the fundamental properties of CPS [66] gave an impression of 
the German I4.0 project and production activities in other nations [72]. The following 
scholars assessed the literature on smart manufacturing and the technology necessary 
for its development [35, 37, 41, 56]. The significance of data-driven industrial poli-
cymaking was emphasized by [31]. The investigations on the principles that impact 
smart manufacturing systems, products, and business aspects were done by [42]. 

Information and communication technology are crucial to manufacturing orga-
nizations. Future-proof AI, big data, I4.0, CPSs, IoT, cloud computing, [37, 75], 
digital twins (DT), CPSs are necessary to support the development of cyber systems 
and the related intellectual smart technologies [54]. Based on these ideas, a number 
of advanced manufacturing paradigms have been put out to increase manufacturing 
systems and processes as part of “intelligence” or “smartness” [46, 56, 86] or “Indus-
trial Internet” (Bungart 2014), “Integrated Industry” [9], “Factory of the Future” [40], 
and “Smart Industry and Smart Manufacturing” [37]. This article seeks to advance 
the existing knowledge of Smart Manufacturing while presenting a novel angle for 
future research. 

RQ 1. What is the present awareness and understanding of smart manufacturing? 
RQ 2. What future research directions for smart manufacturing must be deter-

mined based on current works and recognized possible research gaps? 
This research work is broken into eight categories. The first section gives a 

synopsis of the research area and describes the primary objective and directions we
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choose based on an examination of the literature depicted in the second section. The 
methods using the categorization of published literature from the Scopus database 
were drawn in the third section. Research analysis, conclusions, and findings were 
discussed in the fourth, fifth, and sixth sections, with respect to the area’s significant 
topics, most illustrious journals, prolific writers, and scholarly and social structure. 
In the seventh section, a list of future research topics was provided, and in the eighth 
portion, this study’s shortcomings were discussed. 

2 Literature Review 

Production companies are being propelled by I4.0 to transform into a modern produc-
tion of CPSs that allow network-enabled smart manufacturing. The degree of “smart-
ness” is mostly dependent on data-driven improvements that according to [37] put 
together all data about the manufacturing procedure available anytime, anywhere, 
and in a manner that is easy to realize throughout the organization and amongst 
linked companies. As SM turns into a fashion that influences industry and economic 
development, a lot of interacted equipment is applied more often to execute industrial 
tasks. Some of these devices, like a pipelined product line, heavily rely on the output 
from other equipment, while others could carry out the same or distinct functions 
or responsibilities. The link between networked equipment can also be energetically 
modified to improve tractability and adaptability to unique requirements. Therefore, 
the smart synergy of networked systems is crucial to increasing production system 
operation. 

Thoben et al. [66] presented an outline of the I4.0 strategy of Germany as well 
as the manufacturing endeavours of other nations while addressing the fundamental 
properties of CPSs. In their analysis of the literature on smart manufacturing, [35] 
recognized technologies that are essential to its development. The conditions for 
data-driven industrial policymaking were outlined by [31]. The essential tools and 
impediments to the adoption of data-driven policymaking in business were recog-
nized based on these demands. Standards that may have an impact on SM goods, 
procedures, and industry considerations were explored by [42]. O’Donovan et al. 
[53] focused on tasks confronting industrial data analytics functions. The writers 
proposed that formal methods should be used in place of prescriptive strategies to 
develop analytical abilities. According to [45], standards are essential for the incorpo-
ration of SM tools to address change concerns. It was recommended to use a mobile 
device-based technique to run enquiries in the provision of new updates. Zhang et al. 
[83] explored all the latest technologies such as high-speed computing, model-driven 
approaches, IoT, and cloud computing. A paradigm for industrial entity expertise 
representation that includes pertinent information and knowledge was proposed by 
[61]. The framework’s role as a component of a CPS was demonstrated. The idea of 
smart manufacturing equipment that is controlled by wireless and Internet of Things 
technologies was put out by Zhong et al. [84]. Investigating the behaviour of SM
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products involved data analytics. Devices, computer programs, transmission tools, 
data-intensive modelling, management, virtual reality, and analytical engineering 
combine with the future industrial resources in smart manufacturing. Smart manufac-
turing makes use of CPSs, the IoT (and everything), cloud computing, model-driven 
computing, AI, and data science. When put into practise, these interrelated ideas 
and tools will make industry the defining feature of the following manufacturing 
transformation. Table 1 summarizes the definition of SM. 

Table 1 Definition of smart manufacturing 

Author(s)/ 
organization 

Definition 

[14] The deployment of interacted value-based tools across the manufacturing and 
supply chain sector is known as smart manufacturing and is rapidly expanded 
and widespread. It simultaneously initiates and responds to a fundamental 
and drastic shift in the way business is conducted towards needs-based 
businesses, application based supply chain facilities, and widespread 
employee creativity and worker participation 

[57] SM is built on the concept of a smart plant and intends to enable effective, 
affordable, adaptable, and individualized mass manufacturing 

[42] Smart Production Processes (SMS) seek to optimize these capabilities via the 
deployment of modern tools that promote the quick movement and broad 
usage of digital information inside and across industrial structures. It is 
enabled by new stages of manufacturing responsiveness, excellence, and 
productivity across our facilities and businesses, enhancing long-term 
competitiveness 

[37] SM is about the independence, development, model, and optimization of the 
industrial organization, not the level of mechanization of the production floor. 
The level to which a manufacturing firm’s basic business has been 
characterized in cyber space will define its degree of “smartness” 

Mittal et al. [49] SM was defined by five features: situation responsiveness, modularization, 
heterogeneousness, interactive, and architecture, as well as eleven 
technologies and three allowing features: legal and protocols 

NIST (2017) According to the definition of SM, these systems are “completely integrated, 
collaborative manufacturing systems that adapt in real time to changing 
demands and conditions in the plant, in the supplier network, and in 
consumer wants” 

Abubakr et al. 
[1] 

Utilizing the most recent advancements in AI, Cloud Computing and the IoT, 
the smart manufacturing concept (IoT) 

Wang and Gao 
[79] 

Computer-integrated manufacturing and AI are two examples of advanced 
manufacturing techniques that allow data-enabled flexibility through the 
manufacturing phase, from merchandise pattern through method 
development, management, and optimization to merchandise excellence 
policy
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3 Methods 

An objective method of studying patterns is done using Bibliometric analysis, related 
to a research field’s included disciplines, keywords, authors, journals, institutions, 
and documents [4, 76]. Scopus database is used between 1996 and 2022 for the 
applications of thorough science mapping analysis. The bibliometric analysis is 
performed using bibliometrix package for the R programming language. The quan-
titative tool used for bibliometrics research and analysis is Bibliometrix software. 
The “Scopus” database’s bibliographic information is imported using this software. 
This programme may also be used to build different kinds of network analysis. It is 
applied to present science mapping assessment by utilizing the Bibliometrix package 
capabilities and the Shiny user interface, Biblioshiny. 

We examine the output and effects of search areas like “smart manufacturing” 
in research using performance analyses, and we search the literature for research 
topics using scientific maps. The search was started with a list of the fields that 
are involved in research on SM. The study area can be interdisciplinary or multi-
disciplinary, if it is associated with more than one discipline. The next step was to 
analyse the relevancy of the published venues using citation assessment of various 
journals. Co-citation evaluation of the journals uses the frequency of journal cita-
tions in other publications to pinpoint research topics. The citation analysis of the 
author was performed to examine the study output of the authors [12]. To identify 
themes in their works, the author used co-citation analysis. When multiple authors 
are conjointly referenced in another publication, this is known as a co-citation asso-
ciation. Co-citation analysis thus enables the classification of study issues, that are 
of particular relevance to quoting authors. Additionally, it enables the development 
of systems amongst leading scholars in a particular area (Rosetto et al. 2018). Based 
on the quantity of citations that a university’s publications on smart manufacturing 
received, institution citation examination was utilized to observe each institution’s 
research output. The connections between research institutes have been studied. The 
latent capabilities of smart manufacturing are the main subject of this study. Using 
keyword co-occurrence examination is an alternative way to spot research groups. 
This approach seeks to determine how frequently particular terms are used in conjunc-
tion. Using document citation analysis, journal manuscripts were tracked to ascertain 
their perceived usefulness. Researchers employed article co-citation examination to 
classify recurring subjects. 

3.1 Search String 

Data to be evaluated was gathered for the studies through the Scopus database 
regarding the population of all works on SM published between 1996 and 2022. 
The major objective is to classify publications that examine the development of 
smart manufacturing. The results guided the selection of the subsequent groups of
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Table 2 Search string 

Source Search String 

Data 
extracted 
on 5 
December 
2022 from 
Scopus 
database 

‘Smart AND manufacturing’ OR ‘smart AND production’ OR ‘smart AND 
factory’ OR intelligent AND manufacturing OR industrial AND internet AND of 
AND things OR integrated AND industry OR factory AND of AND the AND 
future OR smart AND industry AND (LIMITTO (DOCTYPE, “ar”)) AND 
(LIMITTO (SUBJAREA, “BUSI”)) AND (LIMIT TO (LANGUAGE, “English”)) 
AND (LIMIT-TO (SRCTYPE, “j”)) 

keywords, with the requirement that they appear somewhere in the search chain. 
The phrases “smart manufacturing,” “smart production,” “smart factory,” “intelligent 
manufacturing,” “industrial internet of things,” “integrated industry,” “factory of the 
future,” and “smart industry” are most popular and well-known in searches, respec-
tively. As mentioned previously, these keyword groups are searched and are mostly 
located in the titles or abstracts of the database publications we were looking for. 
We did a search on 5 December 2022, and discovered one list containing English-
language materials from 1989. Table 2 provides more information on the search 
syntax utilized in the investigation. 

The above-mentioned search string was used and it should be covered either in 
abstract, title, or keyword methods, is restricted to the English language, ans is found 
using the advanced exploration options. Simply copying and pasting the syntax on 
the Scopus database as needed will fetch the results. However, the likelihood of the 
conclusion being unchanged is essentially non-existent because the digital data is 
updated continuously. 

3.2 Database Selection and Collection of Data 

The Scopus database was chosen since it is a commonly used and acknowledged 
resource for scholars to undertake this sort of study. The above-mentioned keywords 
were searched for in Scopus titles and abstracts, yielding 1989 articles between 1996 
and 2022. 

4 Analysis  

The section contains findings related to the study topic provided at the conclusion of 
the introduction.
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4.1 Sources 

In the explanatory assessment, the overall number of manuscripts, year-over-year, 
evolution trend, highly pertinent journals, h-index, and source progress are all 
provided (Table 3). According to the data, the search yielded 1989 papers from 
2354 authors between 1996 and 2022. 

The annual publication over the previous 26 years is displayed in Table 4 and 
Fig. 1. The growth in the number of publications is growing at a rate of 29.19 per 
cent every year. Over the past ten years, publications have been continuously rising 
in number. The pattern indicates that starting in 2014, there will be more than 20 
publications per year, with a cap of 669 publications in 2021. This shows that the 
area is still developing and that, in the years to come, there will be an increase in 
publications.

The publishing pattern throughout time is seen in Fig. 1. The amount of research 
on smart manufacturing has clearly increased since 2014 (n26). The year 2021 saw a 
modest amount of paper published on smart manufacturing resulting in 669 articles. 

Publications of the top journals on SM are shown in Fig. 2. The picture clearly 
shows that the top five journals with the most papers published are the JCP, TFSC, 
IJPR, IJPE, and PPC.

Table 5 below includes information on the most referenced journals in addition 
to the data shown in Fig. 2. The top five journals most frequently referenced in the 
area of SM are IJPR, IJPE, JCP, IJIM, and Procedia Cirp.

The journal with the highest h-index is shown in Fig. 3. IJPR, JCP, TFSC, IJPE, 
Production Planning and Control, and Industrial Management and Data Systems are 
six journals that have a h-index of more than 20.

To determine the most popular journals on this subject, an analysis was done. The 
most popular journals from 2016 are “Technological Forecasting and Social Change” 
and “Journal of Cleaner Production,” according to Fig. 4. The top three journals with 
the most papers published are JCP (n = 147), TFSC (n = 144), and IJPR (n = 132).

Table 3 Summarized data 
Main information 

Time frame 1996:2022 

Total manuscript 1989 

Keywords Plus (ID) 6374 

Authors 5098 

Per document average citation 43.04 

Per document per year average citation 11.98 

Document by Single-authored 155 

Source Authors’ expansion 
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Table 4 Yearly publications 
Year Number. of documents 

1996 1 

1999 1 

2000 1 

2001 1 

2002 1 

2003 2 

2004 5 

2005 1 

2006 2 

2007 6 

2008 7 

2009 9 

2010 12 

2011 3 

2012 15 

2013 16 

2014 26 

2015 38 

2016 54 

2017 78 

2018 108 

2019 196 

2020 263 

2021 669 

2022 474 

Source(s) Author’s specific creation

4.2 Highly Prominent Authors and Keywords 

Information about the most influential authors is provided in this section. The authors 
with the most documents in the field of SM are Zhang, Y., Kumar, A., Liu, Y., Dwivedi, 
Y. K., Javaid, M., Kumar, V., Gunasekaran, A., Liu, W., Haleem, A., Chen, Y., Huang, 
G. K., and Li, X, are the authors with the most publications in the field of SM, as 
shown in Fig. 5.

Additionally, the most frequently mentioned articles are shown in the Table 6. 
The findings show that the article by [24] in the TFSC, Xu et al. [81] in the IJPR, 
[60] in the IJPR, [23] in the IJPE, and others, published in the IJPR, [33] in Journal 
of Business Venturing, [35] in International Journal of Precision Engineering and 
Manufacturing-Green Technology, [29] in Electronics Markets, and [13] in IJPE
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Fig. 2 Top Relevant Journals. Source(s) Author’s own creation

are the seven most cited authors who have advanced the field with more than 700 
document citations.

Co-word analysis is the most beneficial technique for comprehending the theoret-
ical framework of the study conducted on a certain topic. The most often occurring 
words in the research paper are determined using a similar methodology. The most 
popular terms in the area are shown in Table 7. The outcome reveals that the keyword 
“Industry 4.0” is the most popular one.

The analysis of co-words reveals that “Industry 4.0,” “Internet of Things,” “Arti-
ficial Intelligence,” “Big Data,” “Blockchain,” “Supply Chain Management,” “Sus-
tainability,” and “Internet of Things” make maximum recurrently used keywords in 
the research papers (Fig. 6).
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Table 5 Highest cited 
journals 

Journals Citation 

International Journal of Production Research (IJPR) 3072 

International Journal of Production Economics 
(IJPE) 

2046 

Journal of Cleaner Production (JCP) 1535 

International Journal of Information Management 
(IJIM) 

1234 

Procedia Cirp 1230 

Sustainability 1120 

Journal of Business Research (JBR) 1103 

IEEE Access 1034 

Technological Forecasting and Social Change 
(TFSC) 

1030 

MIS Quarterly 983 

Source(s) Author’s own elaboration
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Fig. 3 High Impact Journals. Source(s) Author’s specific creation

The most common terms used in the research were also revealed by analysing the 
current issues (see Fig. 7). For instance, the study reveals that the most often used 
phrases in the subject field are I4.0, decision-making, IoT, supply chain management, 
manufacturing, Big Data, Blockchain, and the AI.

A country-wise study (Fig. 8) was done to determine which nations contributed 
the most writers to papers about smart manufacturing. In this analysis, the names of 
nations with matching writers who have written influential works in this area were 
included. The nations that contributed the most to the article on smart manufacturing 
include China, India, the UK, the United States, Italy, Germany, Australia, Brazil, 
and Finland.
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Fig. 5 Authors with a number of articles. Source Authors’ elaboration using Biblioshiny

The study of citations for various nations is performed to determine which nations 
have the most citations in SM. The United Kingdom is in first place, with over 
11,998 citations in the previous 26 years. China is in second place, with around 9821 
citations. The United Kingdom, China, the United States, Italy, Germany, India, 
Brazil, and Korea are amongst the eight nations with more than 3000 citations. 
Brazil was discovered to be at the top of the average article citations study, having 
85.5 citations. Table 8 displays the specifics of different nations’ citations as well as 
the average article citations.
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Table 6 Highest cited 
articles Articles Total citations TC per Year 

[24] 1838 306.333 

Xu et al. (2018) 1333 266.6 

[60] 1020 255 

[23] 884 221 

[33] 792 66 

[35] 777 111 

[29] 756 94.5 

[13] 715 143 

[80] 698 26.222 

[30] 619 88.429 

[32] 586 146.5 

[37] 579 115.8 

[51] 545 36.333 

[27] 543 108.6 

Source Authors’ elaboration

Table 7 Most popular terms 
Words Occurrences 

Industry 4.0 235 

Decision-making 184 

Internet of Things 165 

Sustainable development 156 

Manufacture 142 

Supply chains 128 

Supply chain management 123 

Blockchain 102 

Big data 101 

Artificial intelligence 95 

Design/methodology/approach 93 

Technology adoption 82 

Industrial research 80 

Information management 75 

Innovation 73 

Technological development 72 

Data analytics 64 

Smart city 63 

Competition 59 

Embedded systems 57 

Source(s) Authors’ elaboration
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Fig. 6 Common words. Source Authors’ elaboration using Biblioshiny
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Fig. 7 Keyword productivity. Source Authors’ elaboration using Biblioshiny

4.2.1 Conceptual Structure 

The heat map visualization is a reliable method of determining the intensity of rela-
tionships between keywords. Since VOSviewer software provides a powerful GUI, a 
density map was constructed. Distinct colours in the SM term co-occurrence heat map 
(Fig. 9) represent distinct intensity standards. The more often used notion or topic is 
indicated by a higher density yellow colour. For example, “Industry 4.0” and “Internet
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Fig. 8 Publications country-wise. Source Authors’ elaboration

Table 8 Top-most cited 
countries Country Total citations Average article citations 

United Kingdom 11,998 69.8 

China 9821 37.9 

USA 8243 74.3 

Italy 4897 37.4 

Germany 3934 53.2 

India 3927 25.5 

Brazil 3678 85.5 

Korea 3608 76.8 

France 2610 49.2 

Hong Kong 1707 53.3 

Finland 1493 43.9 

Sweden 1448 65.8 

Malaysia 1421 52.6 

Australia 1371 29.2 

Iran 1286 44.3 

Canada 1091 37.6 

Source Authors’ elaboration
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Fig. 9 Heat map of SM. Source Authors’ elaboration using VOSviewer 

of Things” have the maximum yellow colour density and are hence the most important 
terms. Aside from these two phrases, the greater intensity yellow colour can also be 
found on “Blockchain,” “Decision-Making,” “Information Management,” “Supply 
Chain,” and “Automation.” The central subject in smart manufacturing research is 
the role of I4.0 in manufacturing over the use of the IoT, Blockchain, and information 
management. 

Interpreting and understanding the arrangement and examining the subjects 
through keyword co-occurrence is another method. As Fig. 10 and Table 9 show, 
as well as additional assessment, five groups stand out. First is “Industry 4.0,” which 
encompasses “Smart Manufacturing,” “Technology Adoption,” “Innovation,” “Dig-
italization,” “Global Value Chain,” and “Additive Manufacturing.” The next group 
includes “Artificial Intelligence,” “Big Data,” “Smart Factory,” “Internet of Things,” 
“Cyber physical system,” “Big Data Analytics,” and “Sustainability.” 3rd group is 
“Competitive Advantage,” “Digital Transformation,” “Digital Technologies,” “Digi-
tization,” “Manufacturing Industry,” and “Servitization”. In the 4th group “Emerging 
Economies,” “Lean Manufacturing (LM),” “Lean Production (LP),” “Organizational 
Performance,” and “Production Management” are considered as the main topic. The 
terms “Circular Economy (CE),” “Sustainable Development (SD),” and “Sustainable 
Manufacturing” make up the 5th and last group.

We may draw the conclusion that there are essentially two study streams that 
arise from the analysis of these five groups. The first stream is mostly technolog-
ical and connects I4.0 with manufacturing. It uses big data, CPS, AI, and digital 
manufacturing transformation to achieve SM through enhanced organizational imple-
mentation and operation management. The 2nd is aimed at attaining manufacturing
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Fig. 10 The network of co-occurring keywords 

Table 9 The group keywords 

Group 1 Group 2 Group 3 Group 4 Group 5 

I4.0 AI Competitive 
advantage 

Emerging 
economies 

CE 

SM Big data Digital 
transformation 

LM SD 

Technology 
adoption 

Smart factory Digital 
technologies 

LP Sustainable 
manufacturing 

Source Authors’ elaboration using VOSviewer

sustainability through the adoption of CE, SD, and lean manufacturing, which are 
important for improving organizations’ environmental implementation and providing 
competition to enterprises. 

5 Findings 

Around passing through an embryonic stage, the review on SM is expanding and 
attracting interest from both academia and business after 2015. The work significantly 
extends and adds to the form of understanding of SM (Buchi et al. 2020). The research
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adds to and improves the literature on SM by recognizing important writers, relevant 
themes, and the most significant publications in the field. The findings show that the 
most convincing research was directed by a select group of authors, including Frey, 
C. B., Xu, L. B., Saberi, S., Frank, A. J., Jones, K. V., Gretzel, U., and Dalenogare, L. 
S. Since 2015, there has been a multi-fold growth in academic interest in the topic of 
smart manufacturing, according to the trend of all 1939 papers. Most articles in the 
research field were written by the following authors (e.g., Zhang, Y; Kumar, A; Liu, Y; 
Dwivedi, Y. K; Javaid, M; Kumar, V; Gunasekaran, A., Liu, W; Haleem, A; Chen, Y; 
Huang, G. K; and Li, X). Consequences associated with pertinent authors, journals, 
citations, and associations in the area of Smart manufacturing reveal that the Inter-
national Journal of Production Research, Journal of Cleaner Production, Technolog-
ical Forecasting and Social Change, International Journal of Production Economics, 
Production Planning and Control, and Industrial Management and Data Systems 
arose as the greatest important journals in the area. An assessment of the associa-
tions and countries suggests that Hong Kong Polytechnic University, The University 
of Hong Kong, Indian Institute of Technology Delhi, University of Tehran National 
Institute of Industrial Engineering, and University of Johannesburg are the highest 
participating institutes. Additionally, the countries, which provided the maximum 
articles related to SM are the UK, China, the USA, Italy, Germany, India, Brazil, 
and Korea and have more than 3000 citations. According to group analysis, there are 
basically two research streams that make up the literature on smart manufacturing. 
The use of AI, big data, CPS, and digital transformation in production is part of the 
first stream, which is heavily focused on technology and connects I4.0 with manu-
facturing. SM is achieved due to improved execution at equally the organizational 
degree and fabrication management. The next focuses is on attaining sustainability in 
production beyond the adoption of lean manufacturing (LM), the circular economy, 
and sustainable development, all of which are important for improving companies’ 
environmental performance and giving businesses a competitive edge. 

6 Contributions and Implications 

This study adds to the essence of understanding the subject of SM by compiling a list 
of the extremely influential authors, the highly pertinent and referenced journals, the 
highly quoted papers, promising keywords, and research groups. By emphasizing 
the key terms that make up the central part of the study for these topics and providing 
original and probable instructions for further investigation, the review also subscribes 
to the form of information on SM and sustainability. 

Production is a source of the goods and facilities necessary for individual well-
being, security, and comfort. From the perspective of both organizations and modern 
society, production is tied to all social events. Due to their role in producing goods that 
are crucial to both the quality of human existence and the health of the international 
financial system, industrial processes should be carefully examined in the framework
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of sustainability. As a consequence of the necessity for sustainable manufacturing 
practises in the present industrial revolution, the current research focuses on smart 
manufacturing. Additionally, a framework must be created for smart manufacturing 
for both practitioners and academics. The possible advantages of the SM method 
that the production industry is dealing with don’t seem to be well understood by 
many businesses. The literature study shows that there has been a substantial surge 
in the importance of smart manufacturing since 2015, which is clearly obvious in the 
paper’s focus on the topic. Certain strategies would be developed to try to raise the 
production area’s proficiency. This approach helps to boost future business projec-
tions for the industrial sectors while also improving the condition of the ecosystem for 
potential productions. By offering thorough information on the researchers, articles, 
periodicals, and potential upcoming study issues, it also aids future research. 

7 Future Research 

The term “smart manufacturing” currently only refers to specific industrial companies 
and locations (maximum researches are in the United Kingdom, China, the USA, 
Italy, Germany, India, Brazil, and Korea). However, it is possible to expand it to 
other regions of the world. We recommend the following study areas based on our 
evaluation and subsequent analysis. 

1. The adoption of smart manufacturing is driven by a big data system, thus indus-
trial data must be properly gathered and processed. To create a more effective divi-
sion of labour between intelligent robots and people, significant financial invest-
ments including advanced scientific equipment for vast data storing, recovery, 
handling, and assessment are required. 

2. There isn’t any clear explanation of “smart manufacturing” to increase manu-
facturing and sustainability understanding amongst producers, dealers, and 
consumers. There is a substantial difference amongst engineering and academic 
study in the subject of SM. 

3. The innovative SM arrangement’s complexity should be decreased to enhance 
interoperability with other environments. The social acceptability of factories 
4.0 can be raised by providing training to employees on how to use factory 4.0 
principles effectively. The strongest human resistance arises when workers are 
required to cooperate with robots and admit that computers can execute greater 
level cognitive functions. 

8 Limitations 

The current research has significant limitations, as do all others. To start, this assess-
ment is thorough but not meticulous. The Scopus database is used in the study. We 
advise leveraging databases like Web of Science, EBSCO, and others for absolute
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and thorough analysis in future studies. Obtaining samples from many databases will 
greatly enhance the study. Increasing the relevance of the terms used to search the 
database will strengthen the search and enrich the manuscript. Researchers looking 
into smart manufacturing may find the study’s findings useful regarding the investi-
gation background and asperity. Next, we restricted our research to academic journal 
articles, eliminating theses, book chapters, and reports. 

Other credible sources can be used to get further knowledge. Furthermore, while 
we made every effort to be trustworthy and inclusive, the subsequent evaluation may 
be theory-driven. Last, but not the least, these discoveries can serve as a springboard 
for future study into the domains of smart manufacturing. 
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Abstract Globalisation in corelation with technology development has recently 
made it possible to compete in business and prosper. Digital technology must now 
be included by companies if they are to remain sustainable and globally competi-
tive. The fourth industrial revolution has altered how individuals interact with their 
surroundings and communicate. The supply chain has begun to be digitalised in order 
to accommodate digital goods and services as internal business processes change so 
quickly. Innovative strategies, including technologies for digital transformation, are 
required to obtain an advantage in the digital supply chain. Current methods for global 
supply chain management and logistics for moving, storing and managing cargo are 
not suitable for the future from an economic, environmental or social standpoint. To 
assess how effectively a company is performing in achieving its goals, supply chain 
metrics and performance measures obtained through benchmarking are essential. 
Monitoring a company’s operations, performance and behaviour is made possible 
via performance metrics. They ensure that the supply chain is controlled and oper-
ating efficiently by enabling visibility into key operations. This chapter provides 
insights into the performance metrics which control the supply chain activities inter-
nally and externally. The Key Performance Indicators known as KPI’s which drive 
the organisation towards its intended results have been listed, and their significance 
towards the digital supply chain has been elaborated in detail. The measurements 
can be used to determine inventory accuracy, turnover and inventory-to-sales ratios. 
Therefore, by monitoring supply chain indicators, a business may quickly pinpoint 
areas that require improvement or where supply chain effectiveness may be increased. 
To maximise the gains of implementing a Digital Supply Chain (DSC), it is crucial 
to identify all of the potential opportunities, pain spots, difficulties and development 
chances beforehand. 
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1 Introduction 

A web of all the personnel, departments, agencies, businesses, assets, activities and 
technological improvements in manufacturing and distribution of goods is generally 
termed supply chain. A digital supply chain [1–3], on the other hand, gives better 
perceptions of the roles of each stakeholder across the chain by utilising the latest 
technologies. Having used these cutting-edge technologies every member of supply 
chain can make healthier verdicts about the foundations of resources they require 
and their subsequent demand. Supply chain metrics and performance measures via 
benchmarking [4] are necessary for determining how well a company is doing in 
reaching its objectives. By providing visibility into crucial operations, they guarantee 
that the supply chain is controlled and running effectively. As a result, a company 
can easily identify areas that need improvement or where supply chain effectiveness 
might be raised by tracking supply chain indicators. By improving their awareness 
of their supply chains, businesses may increase their flexibility and resilience. They 
may also approach challenges [5] more proactively. 

Supply Chain Performance Measurement (SCPM) is a quantifying process that 
evaluates the productivity and overall efficacy of the supply chain in real-time which 
eventually reflects the key areas for improvement and enhancement as the SCPM 
explicitly tells whether the supply chain has improved or degraded. Lack of adequate 
performance measurement will hinder efficient Supply Chain Management (SCM) 
and a good performance measurement will lead to increased visibility of measures 
thus pointing out the key improvement areas and paving a way for structured strategic 
and tactical decision-making to resolve and eliminate the identified issues by offering 
a closed loop system that takes care of the SCM. Inclusiveness, universality, measur-
ability and consistency are the main traits for implementing an effective SCPM 
in correlation with non-conflicting, clearly defined metrics for performance calcula-
tions. Earlier only financial accounting metrics were used for SCPM which started to 
migrate slowly into the balanced integrated system that included non-financial perfor-
mance measurement and with further advancements and necessities more criteria 
came into play, viz, dimensions, functions, perspectives, processes, management 
levels, strategy, overall efficiency, linkages, etc. The seven dimensions of a Digital 
Supply administration for enabling better management are elaborated as Digital 
performance measurement, Digital IT and Technology, Digital Human Resource, 
Digital Suppliers, Digital Manufacturing Systems, Digital Inventory Logistics and 
Digital Customers. Overall architecture and essential constructs of DSC includes 
SC Management components, SC Management processes, SC Network Structure 
and SC Flows. A Digital Supply Chain Model involving Industry 4.0 has a virtual 
value chain that links with the Digital and Physical world that owes several processes 
involving the digital and physical SCM elements viz technology and equipment’s 
combined to work in a cohesive fashion. 

The various challenges, pain points and opportunities and potential scope for 
development for implementing a Digital Supply Chain (DSC) have to be identified 
prior to the implementation in order to get the maximum outcome of it [7]. A detailed
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study [8] is made on acquiring the approaches in obtaining the benefits of digital 
supply chain has been made and mapped their transformation and performances 
[9]. The need for the migration [10] from supply chain to a DSC and its impacts on 
the organisational performance with respect to 15 critical factors for dependency and 
highest driving power factors. An analytic hierarchy process [11] has been introduced 
for measuring the green supply chain performance. Incorporating the concepts of 
Industry 4.0 with the DSC will yield more benefits and its dynamic capabilities [12] 
were elaborated with a theoretical framework. Intrusion of Industry 4.0 and digital 
twin in supply chain activities, and an attempt to merge both the concepts were put 
forth for managing the disruption vulnerabilities and to optimise the flexibility of 
DSC [13]. 

A Knowledge-Based System [14] (KBS) involving fuzzy implementation for 
enhancing the outcome of a DSC was proposed which evaluated the readiness factor 
of the DSC which enables the managers to get a strategy to realise digitalisation 
utterly in their SC operations. The advantages and impact of using the DSC have 
been tested in real-time with an empirical study on manufacturing [15] and food and 
beverage [16] industries for analysing the performance of DSC. Seventeen use cases 
for a DSC management for improving the automobile industry [17] and transforming 
it into demand-sensitive networks were assessed for their value and applicability. An 
optimisation framework [18] involving the DMAIC technique has been proposed 
for improvising the productivity [19] of the supply chain adjacent to a case study 
has been carried out. Blockchain has completely changed the way goods are tracked 
throughout the supply chain since it is so efficient and transparent. Blockchain is 
also employed to guarantee the validity and origin of products. This digital ledger 
technology has made it possible for various company areas. Blockchain technology 
combined with QR code application has made it possible to build low-cost methods 
of preventing the sale of fake medicines in developing nations. 

Evaluation of DSC using SCOR metrics by utilising a Pythagorean fuzzy AHP 
method [20] and Adaptive Network-based Fuzzy Inference System [21] (ANFIS), 
fuzzy TOPSIS [22] has been carried out that resulted in improved precision of extrap-
olation, understanding capability based on chronological trend, fitness to encourage 
decision-making in ambiguity, clearer interpretability of outcomes, among others. 
The fuzzy TOPSIS [22] in addition is applied for ranking the metrics in terms of flex-
ibility and responsiveness in an IoT-based SCPM framework for agriculture supply 
chain. A DSC’s performance [23, 24] could be improved by incorporating the intel-
ligent autonomous vehicles [25] and a framework for such integration has been put 
forth for developing a sustainable network of DSC. System of measurement of perfor-
mance [26] is vital to the triumph of an organisation whose key performances are 
assessed directly using these metrics. Significant achievement factors help enhancing 
their performances and hence it is imperative for an organisation to examine them 
continuously. 

Though the advancements are there, the conventional approach to SCPM limits 
and hinders the overall effectiveness of the SCPM as it is inflexible and a multidisci-
plinary approach incorporating systems thinking, strategic planning and optimisation 
methods could address such limitations. Rapid advancements in artificial intelligence,
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blockchain, cybersecurity, condition monitoring, robotics and industrial IoT are the 
key enablers for recital dimension in a DSC, that blends the aforementioned tech-
nologies to leverage an automated platform that encompasses the production at its 
optimum level without flaws. 

2 Performance Metrics 

Performance metrics [19] enable the monitoring of a company’s operations, perfor-
mance and behaviour. In order to facilitate the construction of a foundation in aid of 
the achievement of overarching enterprise intentions, this should take the shape of 
quantities of the vital information within a range. Supply chain metrics are charac-
terised by setting predetermined characteristics that are used to quantify and charac-
terise supply chain operations. Inventory accuracy, turnover and inventory-to-sales 
measurements can be based on the measurements. Performance indicators are essen-
tial because they provide your business with important data. These indicators’ infor-
mation can help you grow your business and increase profitability. They also facilitate 
the execution of strategies for reaching various objectives. Supply chain metrics must 
be taken into consideration in the company’s crucial fulfilment and logistics plan for 
a number of reasons. First, research indicates that by 2027, the market for supply 
chain analytics would be worth $16.82 billion. This is because by using analytics 
to inform supply chain decisions, businesses may boost their tactical, strategic and 
operational effectiveness. 

Giving organisations meaningful data that will enable them to better meet 
customer needs and realise their strategic goals is the primary purpose of perfor-
mance measurement. Supply chain performance measurement is used to weigh the 
efficacy and effectiveness of organisational formations, practices and reserves for 
the entire supply chain as well as for a single enterprise. It provides some context 
for getting insight into the overall mechanism, influences behaviour and provides 
information on how stakeholders and supply chain actors are performing. A critical 
management activity is the development and use of performance measurements. The 
purposes of lucidity and a collective grasp of the entire supply chain are similarly 
backed by the application of performance-measuring tools [23]. SCOR performance 
attributes of a DSC is split into two components with the first component focussing 
on customer reliability, flexibility and responsiveness whereas the second component 
focusses on the internal cost and assets of a DSC. 

2.1 Internal Supply Chain Performance Measurement 

Performance measurements of an internal supply chain primarily focuses on prepard-
ness, replenishment rate and on-time delivery. These internal supply chain perfor-
mance monitoring tools are essential for identifying problems, facilitating internal
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communication within a company and assisting with decision-making. They assess 
not only the efficiency of operations but also the outcomes and goals of the firms. 
Conventional performance assessment techniques have also come under fire for 
being too short-term and finance-focused, ignoring strategic relevance, placing a 
narrow emphasis internally, avoiding overall improvements, utilising inconsistent 
measurements and expressing performance in numerical terms. When these func-
tions of core performing assessment and the accompanying critiques are considered, 
it becomes evident that these inner performance evaluation systems cannot be trans-
lated to peripheral performance assessment practices that would measure the unified 
supply chain. As a result, methods for external supply chain performance monitoring 
that reach outside organisations’ and their core competencies’ boundaries must now 
be developed. 

2.2 External Supply Chain Performance Metrics 

Systems for evaluating performance usually place an emphasis on local optimisation 
and lack system thinking. They typically don’t use balanced methods that take into 
account both financial and non-financial facts. When these challenges are consid-
ered, combined with the reality that the majority of forms are realising the need to 
manage supply chain activities, it pushes the need to assess performance assessment 
tools in a supply chain and utilise them for supply chain operations. The supply 
chain environment’s existing performance measuring techniques usually fall short 
of expectations because of the multiple vertical requirements. 

2.3 Requirements for Performance Measurement Metrices 

• Genuine expression of organisational performance. 
• Based on corporate goals and strategy. 
• Ensure that both financial and non-financial metrics are in balance. 
• Decision-making and control at the strategic, tactical and operational levels. 
• Be comparable to other performance metrics employed by organisations with 

similar missions. 
• The goal, data collecting and calculation techniques, update and monitoring 

mechanisms and associated processes should all be clearly stated. 
• Vary between organisational locations and be managed by the organisational unit 

that was examined. 
• Permit target-setting, aggregation and disaggregation. 
• Enable weighting and prioritisation. 
• Promote integration. 
• Do not overlap. 
• Manage intricate overhead structures.
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• Be straightforward and simple to use; ratios are preferable to absolute figures. 
• To be more actionable, be specific and non-financial rather than aggregate and 

financial. 
• Be decided upon after consultation with all parties concerned and cater to the 

needs of individuals at all levels (not only upper management). 
• Take a proactive stance to facilitate quick feedback and ongoing progress. 
• Be reliable and true. 
• Be transparent and coherent. 
• Rely on your experience. 
• Make room for organisational learning, which involves testing, reviewing, 

rewriting and refining. 
• Provide the fewest possible indicators with the best possible accuracy at the lowest 

possible price. 
• Be able to quantify business excellence and other concepts like collaboration, 

cooperation, responsiveness, adaptability and data efficiency. 

3 Classification of Performance Metrics 

Based on the literature review that has been performed 20 key performance metrics 
were identified and listed in the Table 1 along with the potential area of assessment 
for DSC.

3.1 Delivery Time 

Key performance indicator (KPI) is a measure of a specified parameter for a specified 
objective over a period of time. In supply chain, time taken for delivery is a key KPI 
which has been given primary emphasis to enhance customer assistance. It provides 
an estimate of how long it will take a product to travel from the place of dispatch to 
the customer’s end. Prior to delivery, careful preparation and packaging are required 
for the order, failing which the customer may feel dissatisfied and will lead losing 
of customers. Reducing this supply chain management KPI makes sense in favour 
of improving the accuracy of the delivery information that customers receive. For 
instance, stating that the consignment would arrive in 2–3 working days is preferable 
for stating that it will take 5–8 business days. 

Furthermore, it would greatly improve your service if you could provide the time. 
To expedite delivery, you can also offer specialised delivery services. Over time, you 
can monitor how this affects customer satisfaction. Better yet, add supply delivery 
indicators to your supply chain-focused performance dashboard to help you keep 
closer tabs on it.
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Table 1 Performance Metrics with area of assessment for DSC 

S. no Performance metrics Area of assessment in DSC 

1 Delivery time IOT, data analysts 

2 Time cycle in cash-to-cash Forecasting, bigdata analytics 

3 Inventory movement Automated product delivery system, 
Robotics 

4 Gross margin return on investment 
(GMROI) 

Big data analytics, ERP 

5 Absolute order rate Warehousing 

6 Day’s scales outstanding (DSO) ERP 

7 Cycle time for the supply chain Robotics 

8 Customer order cycle time IIOT, blockchain 

9 Fill rate Forecasting 

10 Warehousing costs Forecasting 

11 Cost of shipping per unit Predictive analysis 

12 Average delivery time Forecasting 

13 Cycle time for pick and pack Inventory 

14 Ratio of inventory to sales Inventory 

15 Inventory velocity Logistics 

16 Return ground ERP, blockchain 

17 Costs in a supply chain ERP 

18 Sales versus costs in supply chain Purchasing, demand planning 

19 On-time shipping IOT, blockchain 

20 Use of packaging material Big data analytics

3.2 Time Cycle in Cash-to-Cash 

This invaluable supply chain statistic allows us to estimate how long it will take to 
convert your resources into actual cash flows. In the cash-to-cash time cycle, days 
of payables (DOP), days of inventory (DOI) and days of receivables (DOR) are 
three essential ratios (DOR). KPI demonstrates how long it takes for a company to 
get money from its clients after having already paid its suppliers. The sharper the 
transfer cycle, the effective and you can utilise this unique supply chain data to decide 
how to manage your business more successfully.
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3.3 Inventory Movement 

One of the most important KPIs currently accessible is the rate at which inventories 
are sold and replenishment period for the same. This is a very good indication of effec-
tive production planning, marketing and sales management and process strategy. It is 
necessary to build a direct reporting to management in case of delays and take proper 
action to increase on-time shipment rate for a period of time by assessing on-time 
shipment frequency. As a result, brand authority will increase, thereby improving 
the bottom line. 

3.4 Gross Margin Return on Investment (GMROI) 

Although one of the most important indicators you can use in your company is 
GMROI, it might be a little intimidating. It demonstrates how diligently your inven-
tory works to bring in money for you. GMROI is a vital metric for preserving your 
cash flow. Although it’s important for many businesses to protect their margins, bear 
in mind that you can live without money for a while. You cannot live without financial 
flow. 

Even though some of your inventory moves slowly, it still makes good money. 
Some enterprises might change hands quickly but with little profit. These two 
scenarios will produce GMROIs that are reasonable to high. When a product has a 
low GMROI, it either moves too slowly, has insufficient margin, or both. Fortunately, 
you can assess the performance of a product using GMROI calculation. 

3.5 Absolute Order Rate 

This peculiar data is one of the highly crucial supply chain KPIs for companies across 
numerous industries. Your capacity to complete orders without incident is measured 
by your perfect order rate, which will eventually assist you deal with problems like 
errors, harms, interruptions and inventory failures. The optimal order frequency is a 
KPI that requires improvement because it directly affects your customer loyalty and 
retention rates. 

3.6 Day’s Sales Outstanding (DSO) 

The KPI for the day’s outstanding sales measures how quickly you can make money 
or collect payments from customers. A corporation that pays its accounts receivable 
in fewer days has a low or healthy DSO figure. A company with a higher DSO level
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sells its products on credit to customers and takes longer to collect payment, which 
can restrict cash flow and lower total profits. Making frequent calculations will help 
you collect money more swiftly and efficiently, thus improving your bottom line. 

3.7 Cycle Time for the Supply Chain 

A comprehensive statistic for measure of cycle time in supply chain is the duration 
taken for a customer order to be completed when all inventory levels are zero. In 
every phase of supply chain cycle, the highest lag periods are added up to produce 
this statistic. This number is an excellent way to measure the effectiveness of supply 
chain. A process that has a shorter cycle is more adaptable, nimble and receptive to 
external stimuli. 

3.8 Customer Order Cycle Time 

The time taken from the point of order placed by the customer to the point of order 
delivered is the customer order cycle time. While a short wait time excites customers 
and demonstrates your supply chain’s high efficacy, the customer order cycle time 
should be kept as low as feasible. Customer order cycle time can be drastically 
lowered by automatically routing each order to the fulfilment plant that is closest 
to its intended destination. Shortening the cycle might be achieved by accelerating 
backend operations, streamlining SOPs for warehouse management and keeping 
track on shipping carrier performance. 

3.9 Fill Rate 

The percentage of orders from the stock available that can be shipped to satisfy the 
client demand under the condition that there is no deprivation of backorders or lost 
sales is termed as the fill rate. Since it reveals the sales for which better inventory 
management could lead to better service, understanding your fill rate is crucial. 
Transparency in inventory data and its ease of access to all supply chain partners 
can help teams to ship correct, complete and on-time orders. Subsequently, sales and 
customer satisfaction will be improved as the teams will be better equipped with 
inventory data and its readiness to the chain. 

Research suggests that enhancing the correlation between a retailer and a supplier 
can boost fill rates by 80%. improving responses to demand surges, accelerating 
conversations about pricing changes, streamlining order management processes and 
changing sales incentives.
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3.10 Warehousing Costs 

The cost of storage is the next statistic on our list of supply chain indicators. Control-
ling your inventory’s time and space while properly allocating expenditures will result 
in a solid supply chain. Even though these expenses differ from warehouse to ware-
house, it’s still crucial to keep an eye on this signal and examine it on a regular basis 
in order to spot possibilities and cut back on unnecessary spending. Managing the 
warehouse facility involves paying for a number of expenses, including staff, ware-
house rent, electricity, equipment, supplies and an information processing system, 
as well as purchasing and storing the items. 

Being well informed on all of the operations at the warehouse inventory and how 
precisely it performs is the first step in keeping costs as low as is practical. This will 
provide you a greater opportunity to cut back on wasteful spending, use operations 
management techniques and make the required adjustments. Also, you will be able 
to trust your statements and make quicker, way more precise business determinations 
if you regularly collect your data utilising a reliable online reporting tool. 

3.11 Cost of Shipping per Unit 

For businesses that are planning to expand, the freight cost per unit is one of the most 
crucial supply chain KPIs. They provide a clear sense of how inexpensively goods 
can be sent and are much important to achieve long-term benefits. 

The specific function of the supply chain system of measurement console is to 
compute the whole cargo expenses and divide them by the volume of products trans-
ported. You are allowed to estimate this measure employing any suitable unit for 
your company. But, any drawn-out or inadequately prepared procedure that will lead 
to loss of time, money and loyalty can be avoided by focusing on these KPIs. 

3.12 Average Delivery Time 

The time it takes for a product to go from your fulfilment centre to a customer’s door 
is the typical delivery time. This is a crucial metric to monitor because it reveals 
how swiftly a business ships its goods. Online shoppers are growing irritated with 
the processing time for their orders due to the popularity of 2-day delivery. Although 
expedited shipping reduces the amount of time between orders, smaller businesses 
might find it to be a costly long-term solution. As a result, many e-commerce compa-
nies decide to shorten the typical delivery period by carefully positioning some of 
their inventory close to the target clients.
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3.13 Cycle Time for Pick and Pack 

By dissecting your supply chain cycle into distinct segments, this supply chain admin-
istration assessment will provide you a thorough understanding of how effective (or 
unproductive) the whole supply chain cycle is. For instance, each KPI measures the 
amount of time it takes an employee to pick and package an item after selecting it 
off the shelf. 

Once you’ve established your goals and begun monitoring the progress of the 
supply chain cycle, it will be obvious in which the impediments or flaws in your 
system are. In order to stop these problems in their tracks and reduce your overall 
cycle times, you might take specific action. 

3.14 Ratio of Inventory to Sales 

Since cargo is one of the most crucial tools in your supply chain, the stockpile-to-
sales ratio is one of the important supply chain metrics that must be monitored. The 
ratio between the amount of items available for purchase and the amount that are 
actually sold is established by this statistic. Also, it will demonstrate how well your 
business adapts to unforeseen circumstances and assist you in changing your items 
to produce high margins. 

The key idea here is that maintaining a healthy ratio requires understanding how 
to balance it correctly. It would make sense to avoid having a high proportion because 
it can lower your inventory turnover rates. Finding the ideal balance in this situation 
is crucial. You may create an interactive inventory KPI with a modern dashboard 
builder that will automatically refresh the data and allow you to track performance in 
real time. Also, you can adjust your future plans to ensure that the ratio is appropriate 
for your particular organisation. 

3.15 Inventory Velocity 

One of the most crucial supply chain KPIs for displaying visually how much inven-
tory is anticipated to be used during the upcoming month or quarter is inventory 
velocity. Inventory Velocity is a supply chain statistic that will assist you in optimising 
your inventory levels, increasing your chances of satisfying consumer demand and 
avoiding losses brought on by excessive stock levels. It is computed by taking the 
opening stock into account and subtracting the anticipated sales for the subsequent 
time frame.
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3.16 Return Ground 

Understanding the various reasons why customers and clients return their goods is 
essential to an eCommerce fulfilment company’s continued success. The supply chain 
metrics for return reasons give this data which will help to figure out the causes for 
return, examine vulnerabilities in the chain and end up making the sorts of advance-
ments that will substantially enhance not only your notoriety but also your overar-
ching level of service. You also greatly improve your prospects of lowering returns, 
increasing earnings and enhancing cash flow by acquiring this level of information. 

3.17 Costs in a Supply Chain 

Costs associated with every stage of supply chain is the primary KPI for supply 
chain management. These costs, which show how productive each department of the 
company is, may cover things like planning, team management, sourcing, delivery, 
etc. Of course, any business must look for ways to increase earnings, and one common 
strategy is decreasing costs. With this approach, the company can assess its potential 
for growth without also needing to increase sales. It’s vital to take into account how 
the cost reduction would impact the entire supply chain. 

3.18 Sales Versus Costs in Supply Chain 

Further cost analysis that is connected to sales is also included in our list of supply 
chain KPIs and indicators. Basically, by measuring your supply chain expenses as a % 
of sales, this indicator will demonstrate the amount you’re expending in comparison 
to your consumption expenditure. With these supply chain management indicators, 
you can do a thorough cost analysis and set up procedures for potential cost savings. 
Indeed, cost reduction is a key component of supply chain optimisation. Yet, as we’ve 
already stated, it’s critical to minimise costs when they make sense rather than just 
simply lower the statistics. There is a simple rationale involved as costs are reduced 
in one part of your supply chain it tends to increase in another, the entire process 
becomes pointless. 

3.19 On-Time Shipping 

Using a specialist KPI tool, on-time shipping was created as a wonderful indicator of 
how long it might take you to dispatch a specific kind of order to a customer, purchaser 
or partner. By using this KPI, you can determine the point of reference distribution
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time for every single product, which will help you streamline your delivery and 
shipping procedures and speed up customer satisfaction. 

3.20 Use of Packing Material 

The use of packing materials is the next KPI on our list for the supply chain. Inefficient 
packing techniques waste money and create extra rubbish for your business. With 
the help of this scannable supply chain KPI, you can securely monitor the quantity 
of packaging resources you are utilising for each field in your pick-up and packing 
procedure. Define a goal or benchmark for your package control to keep track of it 
and prevent any potential issues (in this case, 300 g). By examining your packaging 
practices before costs escalate, you may save money and your brand’s reputation will 
rise as a result of your newfound sustainability. 

4 Conclusion and Scope for Future Work 

The effects of the industrial revolution, communication technologies, Internet of 
things, architecture of a cyber-physical system for fabrication logistics and supply 
chain functions have hastened the innovations needed for the digitalisation of compa-
nies. Managing the supply chain from start to finish has always been a time-
consuming and inefficient process for manufacturers, requiring more time and 
manpower. Automakers had already benefitted immensely from more promising 
technologies for requirement forecasting and logistics management—the very first 
and last elements of their supply chains—but monitoring and measuring the manufac-
turing production performance across the supply chain has remained trapped in the 
epoch of whiteboards, clipboards, spreadsheets and manually generated documen-
tations. This study about performance metrics in this chapter could enable industry 
practitioners and researchers to have a quantifiable measurement over the supply 
chain activities. They will be pushing hard with all supply chain actors to have an end-
to-end track of all its activities otherwise, which could now be reduced throughout 
the supply chain. The KPI among each process and within the processes could now 
be earmarked which makes SC actors to have an easier traceability of their perfor-
mance metrics. Future researchers who work in DSC can go for a deeper insight 
into the metrics listed here, and their correspondence to each of the technological 
aspects could further facilitate organisations to standardise the digitisation process 
across supply chain and thereby providing prominent satisfaction to its customer even 
without altering their system to a greater extent. Firms should also understand that 
maximising the paybacks of DSC largely depends on utilising the above-mentioned 
performance metrics to its fullest extent; hence, it is ideal to have a clear under-
standing of the activities they do and identifying their related KPI which has the 
potential to drive them to their planned objectives.
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Challenges for the Adoption of Industry 
4.0 in the Sustainable Manufacturing 
Supply Chain 
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Abstract This book chapter explores the challenges associated with adopting 
Industry 4.0 technologies in the context of achieving a sustainable manufacturing 
supply chain. The chapter highlights both general and technology-specific hurdles 
that organizations encounter when implementing Industry 4.0, such as dealing with 
data accumulation and compatibility issues with legacy systems, data management 
complexities, data protection, privacy and cyber attack risks, cost considerations, 
and workforce upskilling and transition. The chapter emphasizes the importance of 
addressing these challenges to enable the effective incorporation of Industry 4.0 tech-
nologies for sustainability goals. It provides insights and recommendations for miti-
gating these challenges, including prioritizing sustainability considerations during 
technology selection and implementation, emphasizing energy efficiency and envi-
ronmental impact assessments in technology design and deployment, incorporating 
ethical frameworks and guidelines for data usage, privacy, and fairness in AI and IoT 
systems, encouraging collaboration among stakeholders to develop industry stan-
dards and best practices for sustainable technology adoption, among a few others. 
By proactively addressing these challenges, organizations can leverage the transfor-
mative potential of Industry 4.0 while driving sustainability in their manufacturing 
supply chains. 
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1 Industry 4.0 and Sustainable Manufacturing Supply 
Chains 

Industry 4.0 (I4.0) has been acknowledged as an excellent opportunity to aggres-
sively push for environmental sustainability within the global manufacturing industry 
[19, 52]. In an extensive inter-country analysis of manufacturing innovation, [56] 
described Industry 4.0 (I4.0) as an advanced digitized system that integrates opera-
tions, information and communication, state-of-the-art technologies, cyber and phys-
ical aspects, people, and the environment over whole value chain. According to [52], 
industry 4.0 centers on increasing productivity, efficiency and automation of opera-
tions through waste reduction, prolonged product life, and lean production. Industry 
4.0 enhances traceability and transparency within the production processes, thus 
facilitating the reduce, reuse, and recycling of end-of-life materials—a key under-
lying model of the Circular Economy [7]. Through harnessing frontier technolo-
gies such as Artificial Intelligence (AI), Blockchain, Big Data Analytics (BDA), 
Robotics and Automation, 3D printing, and Internet of Things (IoT; industry 4.0 is 
rapidly transforming manufacturing and its values chains into smarter and more agile 
production systems, while becoming a catalyst for a more sustainable manufacturing 
sector of the future [29, 30, 32]. 

At the heart of sustainable manufacturing is an integrated, efficient, and sustain-
able supply chain. Seuring and Muller ([57], pp. 1700) defined a sustainable supply 
chain as “involving the management of material, information and capital flows as 
well as cooperation among companies in the supply chain while taking goals from all 
three dimensions of sustainable development (environmental, social and economic) 
into account which are derived from customer and stakeholder requirements.” Supply 
chains perform central functions in terms of incorporating the demand and supply 
side of a firm, and have significant economic, social, and environmental impact on 
societies. For instance, supply chain activities account for up to 17.2% of the US 
Gross Domestic Product (GDP), up to 10% of the UK’s, and 14% of the EU’s GDP 
(EU-ALICE, 2016; US International Trade Administration, 2017; Logistics UK, 
2021). Given its sheer size and significance, a slight reduction in supply chain activ-
ities will definitely have major environmental sustainability impacts on societies, 
especially in terms of waste and emissions reduction, decrease in fuel usage, water, 
and other natural resources [12, 15, 17]. 

According to [20], one of the key dynamics driving the argument for a greener, 
more sustainable manufacturing supply chain is the breathtaking speed of global-
ization and the rise of global markets and production. With the increasing pace of 
globalization, supply chain activities now cut across national borders, as compa-
nies locate production facilities abroad (to access cheaper labor), distribute across 
borders, and even source materials from foreign suppliers [2–6]. Such increase in 
supply chain activities [i.e., transportation, procurement, packaging, storage, etc.] at 
local, national, and global scales ultimately increases carbon emissions and impacts 
gravely on the environment. In a hugely damning report on the negative impact of 
supply chain activities on climate change and the environment, the Green House
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Gas Protocol report of (2020), put supply chain’s contribution to global emission at 
more than 80% to 90% of emitted greenhouse gasses. To reduce manufacturing’s 
impact on the environment and make the industry more socially and economically 
sustainable, experts thus believe harnessing industry 4.0 and associated technologies 
as well as principles offers the strategic path to the future. 

2 Emerging Technologies Powering the Industry 4.0 
Revolution in Manufacturing 

Industry 4.0 combines digital technologies such as Artificial Intelligence (AI), 
Robotics, Internet of Things (IoT), 3D Printing, Drone Technology, Blockchain, 
Augmented Reality/Virtual Reality, and Cloud Technology to create new levels of 
efficiency in manufacturing supply chains [16]. In this way, Industry 4.0 can help 
enhance sustainability in manufacturing supply chains by improving productivity 
and reducing energy consumption while optimizing resources for improved environ-
mental performance [16, 25, 46]. According to [25], one of the main motivations 
for Industry 4.0 is its ability to reduce waste within production processes through 
automation and data-driven decision making which results in more efficient use of 
materials and resources throughout the entire supply chain process. Right from raw 
material extraction all the way through product delivery to customers’ doorsteps, 
Industry 4.0 technologies such as AI, Big Data, IoT, drone technologies, etc., can 
ensure minimal human intervention and reduced error rates as automated systems 
replace manual labor tasks where possible [24, 25]. From [16] perspective, these new 
tech solutions will help minimize pollution caused by inefficient production methods 
or overconsumption, since fewer resources are needed for each unit produced. By 
improving production processes via leveraging frontier technologies, Industry 4.0 
solutions can reduce emissions that would otherwise be released into our atmo-
sphere from burning fossil fuels used during traditional factory operations [24, 25, 
28] while ensuring less packaging materials are being sent offsite for disposal after 
use [16, 25]. Please see Table 1 for the emerging technologies powering the Industry 
4.0 revolution.

Additionally, Industry 4.0-driven solutions like intelligent tracking systems 
enabled via IoT devices can monitor products at every stage throughout their life-
cycle. This thus affords manufacturers greater visibility into their operations enabling 
them to better manage inventory levels, optimize transportation routes based on 
real-time information about customer demand patterns, identify areas where further 
improvements could be made regarding resource utilization and wastage reduction 
strategies, etc. All these measures taken together result not only in cost savings but 
also improved sustainability across multiple fronts including reduction/elimination of 
toxic chemicals used during processing stages, plus increased recycling opportunities 
when combined with 3D printing technology, thus allowing users access to previ-
ously unattainable customization capabilities, with much less requirements for large



178 H. Owolabi et al.

Table 1 Emerging technologies powering the Industry 4.0 revolution in manufacturing 

Classif Technology Definition Source 

Cyber-physical 
system 

Cyber-Physical 
Systems (CPS) 

Integration of machines, 
networks and physical 
objects, Full automation 
Interconnectedness 
Machine to machine 
communication 

[4, 9, 25, 26] 

Internet of Things 
(IoT) 
Sensors 

Devices that support internet 
connection and can capture, 
send and receive information. 
Applied for object tagging, 
maintenance-predictability, 
tracking, Lifecycle 
monitoring 

[28, 47, 55] 

Additive 
manufacturing 
3D printing 
3D laser scanning 
Mass customisation 

Producing 3D product layer 
by layer 

[13, 16, 22, 28] 

Advanced 
Robotics 
Mobile Robotic 
Units 
Cobotics or 
Collaborative 
robotics 
Autonomous 
Vehicles 
Drones 

Machines that replicate 
human actions and can work 
alongside humans (Cobotics), 
entirely or partly autonomous 

[13, 16, 22, 24] 

Human-cantered 
computing 

Immersive 
Technologies 
Augmented Reality 
(AR) 
Virtual Reality 
(VR) 
Mixed Reality 
(MR) 
Holographic 
Display 

Visualising data in an 
immersed environment 

[4, 9, 25, 26, 62] 

Mobile technology 
Mobile devices 
Mobile applications 

Wireless devices and mobile 
applications 

[9, 16, 22]

(continued)
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Table 1 (continued)

Classif Technology Definition Source

Network 
Technologies 

Cloud computing 
Web service 
Technology 
Collaboration 
technology 
Connected sites 

Any services accessed 
through a cloud provider 

[13, 22, 36] 

Blockchain 
Smart Contracts 
Supply chain 
transparency 

Distributed ledger technology 
that provides absolute data 
transparency 

[23, 58] 

Computing 
methodologies 

Simulation and 
modelling 
Digital twins 
Building 
Information 
Modelling (BIM) 

Computer imitation of the 
real-world, testing of various 
scenarios 

[16, 22, 55] 

Artificial 
intelligence 
Machine learning 
Deep learning 
Natural language 
processing (NLP) 
Computer vision 

Creation of intelligence that 
acts and thinks like humans 

[13, 16, 22] 

Information 
System 

Big Data 
Engineering 
Analytics 

Working with broad volume 
data, statistics and analytics, 
storage and processing 

[13, 14, 16, 22] 

Hardware Nanotechnology 
Nanomaterials 

Controlling atoms or 
molecules for macroscale 
fabrication. Nanomaterials 
can have self-healing 
properties, increased strength, 
durability, longer life 

[9, 16, 22, 24, 45]

amounts raw material inputs. This Industry 4.0-driven innovations are drastically 
cutting down on both energy usage and CO2 output associated with mass-produced 
items typically found within most traditional retail establishments today. 

However, while harnessing Industry 4.0 technologies offers the prospect of 
enhancing efficiency, productivity, and flexibility, they also bring certain challenges 
that need to be addressed to ensure sustainability. Experts believe Industry 4.0 
presents a number of challenges to sustianble manufacturing supply chains ranging 
from lack of resources needed to support sustainable supply chain practices [5], lack 
of skilled personnel who understand how to make the best use of available Industry 
4.0 technological solutions efficiently, affordably, and without compromising quality 
standards set out by industry regulators [2, 3], security concerns as well as vulner-
ability to cyber attacks from malicious actors. A critical evaluation of a number of
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Industry 4.0 technologies and the challenges they present in the context of sustainable 
manufacturing supply chains have been analyzed below. 

3 Challenges of Industry 4.0 Technologies in Sustainable 
Manufacturing Supply Chains 

Despite the probable sustainability and performance gains accruable from harnessing 
Industry 4.0 technologies, the anticipated benefits to manufacturing supply chains 
may be hampered in contexts where impediments exceed the enabling factors. 
According to Mourtzis [48], many Industry 4.0 digital tools [AI, IoT, Blockchain, Big 
Data, and immersive technologies] being leveraged by supply chains are novel and 
therefore, constantly undergoing large-scale updates. This potentially makes them 
vulnerable to diverse operational risks [security, safety, and privacy] [41, 42, 63], in 
addition to other implementation challenges [i.e., high development and operational 
cost, skill shortage, lack of available quality data, etc.] [27, 28, 43]. Furthermore, 
the global supply chain industry is dominated by Small and Medium-Scale Enter-
prises (SMEs) [62, 37], despite the presence of other very large global supply chains. 
This dominance of SMEs in the industry could possibly impair the adoption rate for 
Industry 4.0 technologies and impact supply chain performance to deliver anticipated 
outcomes. 

Similarly, despite the increasing momentum for the adoption of digital supply 
chains within the global manufacturing industry [35, 37, 49], there are growing tales 
of low levels of integration across many supply chain networks, especially in the UK. 
Recent surveys of the UK manufacturing industry indicated fewer UK firms have 
installed control tower-based real-time monitoring of their supply chains. Beyond 
the adoption and integration of Industry 4.0 technologies in supply chains, there is 
also the challenge of performance measurement in digitalized supply chain settings 
[15, 32], Association of Supply Chain Management 2022). As compared with the 
traditional or non-digital supply chains (non-DSCs)—which have considerably more 
developed performance measures and measurement systems—it remains unclear 
whether supply chains driven by Industry 4.0 technologies will have to evolve or adapt 
traditional supply chain performance measures into digitally driven ones [35, 37, 49]. 

Additionally, in terms of performance measurement, advanced technology-driven 
supply chains offer different operational realities that could render performance indi-
cators of traditional supply chains inadequate, in a digital supply chain setting [1, 12, 
18]. This potential irregularity in performance measures and measurement has been 
recognized in the supply chain management (SCM) domain, given the concurrent 
development and recent release of the digital version of the SCOR model known as 
the SCOR Digital Standard (SCOR DS) (Association for Supply Chain Management 
[8]). This became crucial as the current SCOR model fails to adequately reflect the 
operational characteristics of digital supply chains, thus necessitating the need to
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update the SCOR model with the relevant body of digital knowledge and essential 
sustainability and resilience standards (Mizell-Pleasant 2022), [32]. 

Whilst the advantages of Industry 4.0 have been widely acknowledged, experts 
have also pointed out other difficulties that might accompany the digitalization of 
supply chains. For example [40], contended that by opting to digitalize supply chains, 
the data generation becomes much easy and cheap. As a result, more data output is 
accumulated, which can further increase supply chain complexities and result in 
higher costs of managing, storing, and retrieving data [61] also highlighted some 
challenges such as the issues relating to trust and security which arises with the use 
of digitalized supply chains. In addition, since interconnectivity across networks is 
central to digilized supply chains, this therefore increases the possibility of cyber 
threats and attacks on networks and could potentially spread across the entire supply 
chain, triggering system-wide disruptions [33]. As such, vital digital supply chain 
enabling technologies, i.e., smart systems and IoT sensors, have been noted to be 
extremely vulnerable to cyberware attacks and data leakage [10]. 

Though emerging technologies are at the core of Industry 4.0 due to the perva-
siveness and speed of progression, there are many uncertainties concerning the appli-
cation in practice and advancement trajectories [16]. Studies like [16, 21, 46] have  
highlighted the vast amount of different heterogeneous technologies currently being 
used and researched, that could be included in Industry 4.0 strategy. In addition, the 
technological landscape is continually changing, with new technologies emerging in 
various areas [25], thus making restructuring of manufacturing operations a constant 
challenge. Given the huge interest in this topic, several other authors have taken the 
initiative to summarize the most significant barriers discussed in the literature [11, 
50, 51, 56]. Table 2 for Challenges to Industry 4.0 Implementation in Sustainable 
Manufacturing Supply Chains.

4 Technology-Level Challenges of Industry 4.0 Adoption 
for Sustainable Manufacturing Supply Chain 
Management 

Adopting Industry 4.0 technologies to improve sustainability in manufacturing 
supply chains can also pose several technology-level challenges. While these tech-
nologies offer great potential, addressing the associated challenges highlighted below 
is essential for successful implementation:

1. Internet of Things (IoT): 

a. Data privacy and security: The huge amount of data shunned by IoT devices 
can raise concerns regarding data privacy and security. Protecting sensitive 
information and ensuring safe data transmission and storage is vital for supply 
chains to maintain sustainability and trust.
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Table 2 Challenges to Industry 4.0 Implementation in Sustainable Manufacturing Supply Chains 

Barriers Definition Source 

Cost of the 
implementation 

The cost of technology is high, technology is not fully 
developed and continually advancing, training to use 
technologies is also high 

[11, 39, 50, 55] 

Technology 
non-acceptance 

Supply chain industry is dominated by low-tier SMEs 
with meager technology and administrative capacity to 
leverage advanced technologies 

[31, 44, 51, 55] 

Poor 
Implementation 
in the Industry 

Technology adoption is still quite low in many 
manufacturing supply chains across the globe 

[24, 55] 

Dependence on 
complex value 
chain 

Manufacturing industry is dependent on downstream 
and upstream supply chain 

[24, 53, 55] 

Low technology 
maturity level and 
a wide variety  

The technological landscape is ever-changing, new 
technologies appearing continuously 

[53, 56] 

The high 
complexity of the 
construction 
project 

Each project is unique and highly customizable [51, 55] 

High 
requirements 

Maintaining and utilizing technology needs specialist [34, 55] 

Lack of 
knowledge 

I4.0 research in the Industry does not guide 
organizations on how to start and continue with 
revolution 

[38, 50, 51, 56, 60] 

Lack of skilled 
employees 

There is also a lack of skilled employees who would be 
able to use such technologies 

[53, 55, 56, 59] 

Lack of standards Technological advancement is not regulated, 
safeguarding customers’ interest is challenging 

[11, 56] 

Risk of security 
breaches 

Cybersecurity concerns and fair of losing data [11, 51, 56] 

Poor long-term 
planning 

Long-term outcomes and risk assessments are not 
always considered for the long-term well-being of the 
construction project 

[54] 

Insufficient 
support 

Support for technology users and organizations 
implementing it 

[11, 51]

b. Electronic waste: IoT devices, if not properly managed, can contribute to 
electronic waste generation. The disposal and recycling of these devices need 
to be handled responsibly to mitigate environmental impact. At the moment, 
it is unclear whether many supply chains have practices or strategies in place 
to address these challenges.
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2. Big Data and Analytics: 

a. Energy consumption: The processing and storage of large volumes of data 
require substantial computing power and energy consumption. To avoid 
increasing their carbon footprints as they leverage technologies, supply chains 
require efficient data center management and energy-saving measures to 
minimize the environmental footprint. 

Ethical Data Usage: 

b. Handling a large amount of third-party datasets can present huge challenges to 
supply chains. Hence, ethical collection, storage, and use of data are essential. 
Maintaining transparency and ensuring compliance with privacy regulations are 
also critical to upholding sustainability principles in supply chains. 

3. Artificial Intelligence (AI) and Machine Learning (ML): 

a. Energy consumption: AI and ML algorithms often need substantial compu-
tational power, thus resulting in more energy consumption. For a supply 
chain hoping to go green, optimizing algorithms and utilizing energy-efficient 
hardware remains the most viable way to help address this challenge. 

b. Bias and fairness: AI systems can perpetuate biases if not carefully designed 
and trained. Ensuring fairness and eliminating biases in decision-making 
processes is important for sustainable and equitable outcomes. 

Ethical Implications: 

c. As AI systems make autonomous decisions, ethical considerations arise, with 
many supply chains lacking the required funds to invest in the needed expertise 
to develop ethically compliant solutions. However, ensuring responsible AI use, 
transparency, and accountability are vital for sustainable manufacturing practices. 

4. Robotics and Automation: 

a. Workforce displacement: The adoption of robotics and automation tech-
nologies may result in the displacement of jobs or changes in the work-
force. As such, ensuring a just transition for affected workers and providing 
retraining opportunities are crucial for social sustainability in supply chains. 

b. Environmental impact: While automation can improve efficiency, it may 
also lead to increased resource consumption during the production and 
disposal of robotic systems. Managing the life cycle of automation technolo-
gies and considering their environmental impact is necessary for sustain-
ability. 

5. Additive Manufacturing (3D Printing): 

a. Material usage and waste: Although 3D printing can reduce material waste 
compared to traditional manufacturing, the sustainability of additive manu-
facturing depends on the responsible sourcing and disposal of materials used



184 H. Owolabi et al.

in the process. Supply chains therefore need to take cognizance of the end-
to-end lifecycle management of addictive manufacturing raw materials while 
investing in sustainable ones. 

b. Energy consumption: 3D printing can consume significant energy, espe-
cially for larger scale production. Employing energy-efficient 3D printers and 
optimizing printing processes can help mitigate this challenge, thus ensuring 
a more sustainable production and procurement process. 

6. Blockchain: 

a. Energy consumption: The energy requirements for blockchain technology 
can be significant. Hence, while there is a general call for the adoption 
of blockchains, especially in the aspect of tracking carbon emission foot-
prints of manufacturing supply chains, there is a vital need to consider 
employing energy-efficient consensus mechanisms and exploring alternative 
energy sources to help reduce its environmental impact. 

b. Supply chain transparency: Although blockchain can enhance supply chain 
transparency and traceability, its implementation requires careful consider-
ation of data accuracy, data management, and the incorpration of various 
procedures for smooth exchange of information. 

Based on the above, addressing the challenges posed by Industry 4.0 technologies 
for achieving a sustainable manufacturing supply chain requires therefore proactive 
measures. Experts have suggested a number of strategies that include: 

1. Prioritizing sustainability considerations during technology selection and imple-
mentation. 

2. Emphasizing energy efficiency and environmental impact assessments in tech-
nology design and deployment. 

3. Incorporating ethical frameworks and guidelines for data usage, privacy, and 
fairness in AI and IoT systems. 

4. Encouraging collaboration among stakeholders to develop industry standards and 
best practices for sustainable technology adoption. 

5. Investing in workforce development and reskilling programs to mitigate the social 
impacts of automation and ensure a just transition. 

5 Conclusion and Implication 

In conclusion, this book chapter has shed light on the challenges organizations 
face when adopting Industry 4.0 technologies to achieve a sustainable manufac-
turing supply chain. The chapter has highlighted both general challenges, such as 
data accumulation and compatibility issues, as well as technology-specific hurdles 
like data management complexities, cybersecurity risks, and the need for workforce 
upskilling. It has emphasized the criticality of addressing these challenges to success-
fully integrate Industry 4.0 technologies for sustainability goals. The chapter has
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provided valuable insights and recommendations for mitigating these challenges, 
including prioritizing sustainability considerations, incorporating ethical frame-
works, and fostering collaboration among stakeholders. By proactively addressing 
these challenges, organizations can harness the transformative potential of Industry 
4.0 while driving sustainability in their manufacturing supply chains. 

The implications of this chapter are significant for practitioners, researchers, and 
policymakers involved in the adoption and implementation of Industry 4.0 technolo-
gies. Understanding the challenges discussed enables organizations to make informed 
decisions and develop effective strategies to overcome hurdles. The chapter’s insights 
highlight the need to consider sustainability as a key criterion during technology 
selection and implementation, ensuring that energy efficiency and environmental 
impact assessments are integral parts of design and deployment processes. The incor-
poration of ethical frameworks and guidelines for data usage, privacy, and fairness is 
crucial to maintain trust and promote responsible AI and IoT systems. Furthermore, 
collaboration among stakeholders to develop industry standards and best practices 
fosters a collective effort towards sustainable technology adoption. By heeding these 
implications, organizations can navigate the challenges of Industry 4.0 adoption and 
unlock its potential to drive sustainable manufacturing supply chains. 
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