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1 Introduction 

The theory of cryptography is developing rapidly in recent years. The appropriate 
integration of the cryptographic technique with the graph labeling [1] helps to ensure 
safe communication by preventing the intrusion of any secret messages during 
conversion. In 1949, Shannon [2] made a proposal for modern cryptography. In 
[3], Gallian gave a review of graph labeling. Uma Maheswari and Azhagarasi [4] 
established the concept of AUM block labeling. AUM block sum labeling is the 
new block labeling technique developed in the scope for applications to heteroge-
neous field. In [5–11], the discussion of AUM block sum labeling for various graph 
families is given. New encoding and decoding methods involving AUM block sum 
labeling are presented in [12, 13]. Here, we present a new technique using AUM 
block sum labeling on any block graph by relating the numbers into the perfect 
square number. A key is required to ensure confidentiality during the encryption and 
decryption operations. Here, we have given a key as a matrix form, ensuring more 
secure transmission. 

2 Preliminaries 

We present the basic graph theory and cryptography concepts relevant for the 
proposed technique in this part.
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2.1 Definition: Block Graph [14, 15] 

A maximal non-separable subgraph of the graph is the block graph of G. 

2.2 Definition: Triangular Snake Graph [16] 

The triangular snake Tn is a graph that is obtained by replacing each edge of the path 
graph Pn with a triangle C3. 

2.3 Definition: Plain Text [17] 

The original message that the sender desires to communicate to the receiver is in 
plain text. 

2.4 Definition: Cipher Text [17] 

The encrypted message that contains the plain text in an unreadable format is called 
cipher text. 

2.5 Definition: Encryption [17] 

Encryption is the process of converting plain text into cipher text. A key and an 
encryption algorithm is needed for the encryption process. 

2.6 Definition: Decryption [17] 

Decryption is the process of reversing encryption. It is the transformation of cipher 
text into plain text. A decryption algorithm and a key are needed for the decryption 
process.
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2.7 Definition: Key [17] 

A key is a particular symbol or a text with numbers or letters. The key is used to 
encrypt plain text and decrypt cipher text, respectively. 

2.8 Definition: AUM Block Sum Labeling [4] 

Consider a graph G with p vertices and a vertex set V (G), q edges and an edge set 
E(G) and block set with b blocks, p, q, b ≥ 1. 

We say that the graph G admits AUM block sum labeling if there exists a bijection. 
f : V (G) → {1, 2, 3, . . .  p} and f ∗ : E(G) → Z+ induced from f by f ∗(uv) = 

f (u) + f (v) and f ∗∗ : B(G) → Z+ defined as follows: 
Let Bj be incident with the vertices v j1 , v  j2 , . . . ..v  jk , 1 ≤ jk ≤ p and edges e j1 , 

e j2 , . . .  e jm , 1 ≤ jm ≤ q. 
Then, f ∗∗ (Bj ) = ∑k 

i=1 f (v ji ) +
∑m 

i=1 f 
∗(e ji ) and f ∗∗(Bj

) �= f ∗∗(Bi ) for 1 
≤ i, j ≤ b and i �= j. 

2.9 AUM Block Sum Labeling - Triangular Snake Graph [4] 

Consider the triangular snake graph, Tn, n ≥ 2. 
Define f ∗∗ : B(Tn) → Z+ by f ∗∗(Bi ) = 18i, 1 ≤ i ≤ n − 1. 
For i �= j, f ∗∗(Bj

) �= f ∗∗(Bi ) as 18 j �= 18i implying the block labels 
f ∗∗(Bi ) are distinct. 

3 Main Results 

3.1 New Encryption and Decryption Algorithm 
with Illustration 

In [13], we have presented various coding algorithms based on the concept of relating 
numbers to geometric mean to encode and decode a message. In this section, we 
devise a new encryption and decryption algorithm by taking any block graph and 
assign AUM block sum labeling in the beginning to encode the message. For the 
illustration, we have considered the triangular snake graph Tn+1.
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3.2 Encryption Algorithm 

• Consider any block graph with n blocks and assign AUM block sum labeling 
where n indicates message length. The block labels are served as a key in the first 
row of the matrix. 

• Assign numbers from 0 to 25 to the alphabets in the order of 0, 1, 2, … 12 to N, 
O… Z and 13, 14, … 25 to A, B, C, …  M. 

• Find the corresponding number for each alphabet using the encoding table and 
take it as xi for i = 1, 2, 3… n. 

• Find any positive integer yi to make xi + yi = zi for i = 1, 2, 3 . . .  n a perfect 
square number. The numbers yi are the second row of the key matrix. 

• Find the difference between the block label Bi and zi , i.e., wi = 
(Bi − zi )(mod26) for i = 1, 2, 3 . . .  n. 

• Find the alphabet corresponding to each wi for i = 1, 2, 3 . . .  n. 
• Send the sequence of the text wi as cipher text for decryption. 

Key 

The key is the matrix with 2 rows and n (message length) columns containing block 
labels in the first row and values of y′

i s in the second row. 

Decryption Algorithm 

• From the cipher text, using the encoding table, determine the number that 
represents each character, and take it as wi for i = 1, 2, 3 . . .  n. 

• Find zi = (Bi − wi )(mod26) for i = 1, 2, 3 . . .  n. 
• Using key numbers yi , find xi = zi − yi for i = 1, 2, 3 . . .  n. 
• Find the alphabet that corresponds to each xi to get the plain text through the 

encoding table. 

Illustration I 

Encryption 

Consider the plain text “RAINBOW”, which is to be converted. 

The message length is 7. 

Therefore, consider the triangular snake graph T 8 with 7 blocks. 

AUM block sum labeling in triangular snake graph T 8 is given in Fig. 1.
Find the corresponding number for each alphabet using the encoding table. 

R A I N B O W 

4 13 21 0 14 1 9

Denote x1 = 4, x2 = 13, x3 = 21, x4 = 0, x5 = 14, x6 = 1, x7 = 9.
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Fig. 1 T8 AUM block sum labeling

Table 1 Encoding table 

A B C D E F G H I J K L M 

13 14 15 16 17 18 19 20 21 22 23 24 25 

N O P Q R S T U V W X Y Z 

0 1 2 3 4 5 6 7 8 9 10 11 12

Find any positive integer yi to make xi + yi = zi for i = 1, 2, 3 . . .  7 a perfect 
square number. 

Therefore, 

x1 + y1 = 4 + 5 = 9 = z1 

x2 + y2 = 13 + 3 = 16 = z2 

x3 + y3 = 21 + 4 = 25 = z3 

x4 + y4 = 0 + 1 = 1 = z4 

x5 + y5 = 14 + 2 = 16 = z5 

x6 + y6 = 1 + 3 = 4 = z6 

x7 + y7 = 9 + 7 = 16 = z7 

The values of yi are 5, 3, 4, 1, 2, 3, 7.  
Find the difference between the block label Bi and zi . 

i.e., wi = (Bi − zi )(mod26) for i = 1, 2, 3 . . .  7. 

w1 = (B1 − z1)(mod26) = (18 − 9)(mod 26) = 9
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w2 = (B2 − z2)(mod26) = (36 − 16)(mod26) = 20 

w3 = (B3 − z3)(mod 26) = (54 − 25)(mod26) = 3 

w4 = (B4 − z4)(mod 26) = (72 − 1)(mod 26) = 19 

w5 = (B5 − z5)(mod 26) = (90 − 16)(mod 26) = 22 

w6 = (B6 − z6)(mod 26) = (108 − 4)(mod 26) = 0 

w7 = (B7 − z7)(mod26) = (126 − 16)(mod26) = 6 

From the encoding table, the letters that correspond to the above numbers are 
WHQGJNT. 

Therefore, the cipher text for the given message is WHQGJNT. 

Key :
[
18 36 54 72 90 108 126 
5 3 4 1 2 3 7

]

Decryption 

Apply the above decryption procedure to the encrypted text you received to retrieve 
the plain text. 

From the cipher text, the message length is 7. 

Here, the cipher text is WHQGJNT. 

Using the encoding table, identify the number that each character corresponds to and 
take it as 

yi for i = 1, 2, 3 . . .  7. 

W H Q G J N T 

9 20 3 19 22 0 6 

Take w1 = 9, w2 = 20, w3 = 3, w4 = 19, w5 = 22, w6 = 0, w7 = 6. 
Find zi = (Bi − wi )(mod26) for i = 1, 2, 3 . . .  7. 

z1 = (B1 − w1)(mod26) = (18 − 9)(mod26) = 9
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z2 = (B2 − w2)(mod26) = (36 − 20)(mod 26) = 16 

z3 = (B3 − w3)(mod26) = (54 − 3)(mod26) = 25 

z4 = (B4 − w4)(mod26) = (72 − 19)(mod26) = 1 

z5 = (B5 − w5)(mod 26) = (90 − 22)(mod26) = 16 

z6 = (B6 − w6)(mod26) = (108 − 0)(mod26) = 4 

z7 = (B7 − w7)(mod26) = (126 − 6)(mod26) = 16 

Consider the second row of the key matrix, 5, 3, 4, 1, 2, 3, 7, as the values of yi . 
Find xi = zi − yi for i = 1, 2, 3 . . .  7 where yi′s are key numbers. 

x1 = z1 − y1 = 9 − 5 = 4 

x2 = z2 − y2 = 16 − 3 = 13 

x3 = z3 − y3 = 25 − 4 = 21 

x4 = z4 − y4 = 1 − 1 = 0 

x5 = z5 − y5 = 16 − 2 = 14 

x6 = z6 − y6 = 4 − 3 = 1 

x7 = z7 − y7 = 16 − 7 = 9 

Using the encoding table, we can infer that the plain text represented by the above 
numbers is “RAINBOW”. 

4 Conclusion 

We devised a unique algorithm for the transmission of plain text into cipher text and 
vice versa. AUM block sum labeling on any block graph and a perfect square number 
are integrated in this coding for transmission. A triangular snake graph is considered
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for the illustration. The theory developed can be further extended to other standard 
graphs by employing new coding techniques. 
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