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1 Introduction

Due to tremendous increase in the population of India, it has become a pressure on
government to accommodate the healthcare facilities. The government is trying to
accommodate the increasing urban population but could not reach the daily increase
rate of population. So this has urged the need for latest technology to meet the
increasing population health requirements. As the population increases, the need for
medical facilities also will be more, and there will be more people with different
health problems. So, there will be a need for remote healthcare in recent times.
So that there will not be any need for more hospitals. Instead we can have latest
technological advancements in terms of embedded devices, smart wearable gadgets,
and many such low-cost devices used for healthcare of people. According to modern
researchers, it is evident that these less expensive small smart devices have the ability
to record health information of a patient and even monitors patient condition 24 x
7.

The IoT technology [1, 2] is one such technology that handles low cost, smart
devices, or embedded devices which offers wireless connectivity between smart
medical devices, patients, and doctors. IoT technology is based on wireless sensors
that continuously records the signals and maps them with various parameters and
will be communicated through the IToMT-based network. The received information
is processed, stored, and examined with already present data. This data will be used
by doctor to suggest appropriate treatment.
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The IoMT [3, 4] comprises medical devices [5], software, and related hardware
connected over the Internet for providing connectivity to health-related information.
This concept was previously called as IoT for healthcare [6]. [oMT allows remote
connectivity of wireless devices for communicating and analyzing the health-related
information over the Internet. [oMT has evolved from the concept of 1oT. IoT is
an interconnection of computing devices that communicate data over the devices
without human intervention. IoT supports connectivity between electronic devices
providing communication of data between devices in various applications. IoT has
made our lives easier when compared to the previous situation.

Figure 1 demonstrates how the communication between devices connected over
the network in medical application will happen. Here, all the data will be stored in the
central repository in digital format and will be made available to all the stakeholders
like the medical lab staff, patients, and doctors involved in the network. So, a patient’s
complete information can be maintained with the help of this type of IoT-based
systems automatically without human intervention. So, such patient’s record can be
helpful in analyzing the past and predicting the future status of a patient’s health
condition. So, with the help of such systems, we can automate the old medical
devices to meet the present day needs to support real-time data by adding extra
devices, sensors, converters, and modems.

IoT systems has complex architecture comprising of various components that
interact with each other to support real-time data monitoring, gathering, transfer-
ring, and analyzing collected data. IoT includes various technologies that include
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smart homes, augmented reality, smart grids, and so on. IoT integrates the compo-
nents with these technologies to support real-time data. Now, healthcare has also
been transformed through IoT. So the term [oMT has evolved from healthcare appli-
cation of IoT. IoMT devices can be embedded into various categories like depression
monitoring, remote patient monitoring, hygiene monitoring, glucose monitoring,
connected inhalers, smart contact lenses, robotic surgery, heart rate monitoring, mood
monitoring, and ingestible sensors which has capability to collect data from remote
locations. This IoMT can also be helpful in early recognition of various diseases,
prevention of dangerous diseases, monitoring monthly status of a patient, and remote
diagnosis and cure in critical situations.

But to store such huge data of increasing population, we need a technology that
can handle large databases. But relational databases do not allow dynamic updates
to the patient’s data. So a technology that is similar to relational database called
blockchain technology is introduced. Blockchain technology is one of the emerging
computer protocol generally used for storing electronic records on multiple nodes of
the network [7]. Blockchain stores the information in encrypted form or simply in
the form of transactions called blocks that are connected in the form of chains. Each
block will maintain a header for identification; block ID, the hashed link to corre-
sponding chains. This feature does not allow alteration or deletion of data. Each node
in the network has complete blockchain information giving data access publicly to
the devices present in the IoMT system. The devices or nodes are patients, lab tech-
nicians, and doctors. This is disseminated data storage where data is available to all
nodes. So even a small variation in data is immediately identified. So, one advantage
of such technology is that we do not require any professional for maintaining security
of the data in blockchain.

2 Related Work

Many of the authors have been into research for many years for providing security to
the IoMT Network. They have proposed various solutions for protecting the privacy
of IoMT [8]. The basic solution that was proposed is encryption of data. The data
which is in plain text format is encrypted at the sender side, and it is transformed into
cipher text. The cipher text that is communicated over public transmission medium
is now sent to receiver which converts cipher text back into plaintext. One such
method proposed is end-to-end key management in which keys are exchanged with
less utilization of resources. Another solution is proposed by [9] which deal with
privacy and protection of healthcare systems. This paper has proposed a lightweight
encryption algorithm which is an extension of DES. Hu et al. [10] and Li et al. [11]
proposed a scheme that reduces utilization of resources. This method is based on
cloud-based IoT sensors [12] to monitor personal information of patient including
digital signature and timestamp information. This method uses an improved version
of data encryption standard which uses homomorphism algorithm. Gong et al. [9], Li
etal. [11], and Sun et al. [13] proposed a key agreement-based secure authentication
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method for a IoT cloud system. The method secures medium when the participants
register for network. This paper proposes that it addresses challenges in healthcare
systems. Lietal. [11], Alasmari and Anwar [14], Esposito et al. [ 15] proposed cloud-
based method for wireless networks in healthcare field. It supports various dynamic
security policies that depend on attribute encryption and cipher text policy. Louni
et al. [16] introduced an access control method to Patient E Health Records stored
in trusted servers. This proposal could provide security at higher level for patient
health information by providing attribute-based encryption for encrypting the health
records for providing good access control to healthcare information. The servers
or cloud [16, 17] environment that is storing the health records are not completely
trusted. But the health records should be stored with consistency and integrity. But
this data is lacking security, and data is altered or may be removed by unauthorized
users. So we need security policies that restrict the unauthorized access. So one way
to secure data is encrypting sensitive data before it is transmitted to the other party.
Here, the information that has to be secured is patient attributes like disease and type
of illness caused. So, these attributes must be protected by providing proper access
to patient health records. Yeh et al. [18] have designed an advanced communication
technique that is based on networks. They proposed an IoT system for body sensor
network that provide effectiveness and security to IoT network. Hu et al. [10] have
proposed a multi-communication standard-based IoT system for healthcare devices.

But the previous works have a drawback on data storage system connectivity
among various data gathering devices that monitors data constantly at periodic time
interval and analyzing data. So, to overcome this drawback of database connectivity
and security to the healthcare information, this paper suggests a blockchain-based
technology to secure the privacy of IoMT health records.

3 Proposed Work

Due to the widespread use of Internet of things which connects physical things
through the means of Internet. Also with the increase of embedded devices tech-
nology, IoT technology has widespread demand in all fields including medical and
healthcare technology [19]. It helps the future generation to have access to the infor-
mation at any time and to become smarter and stronger in retrieving up to date
information. IoT has capability to integrate real and virtual world. It covers a huge
range of advancements technologically that comprise of wearable embedded devices,
sensors, cloud computing, ICT, etc., so, IoT has been into one of the fast growing
technology in healthcare fields [20]. In the modern wireless communication era, IoT
has gained exponential growth. The aim of IoT is to connect every device or object
at any instance.

The IoMT comprises a set of smart devices that are attached to Internet for
providing medical service to any type of users. As time is passing, healthcare industry
is slowly adapting IoT-related solutions leading to advancement of IoMT technology.
IoMT technology works in this manner: A test report is sent from pathological lab
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to patient relatives mobile or the smart watch having tracker collects data and that is
examined by doctor’s smart phone. This technology involves reliable and an afford-
able cost handy devices that are embedded in the watch or smart phones that enable
interconnection between patients, medical equipment, lab technicians, and doctors.
The sensors present will record patient information and compare with existing patient
information, and by implementing decision support systems, the doctor can give
better treatment and can predict further health risks and warn patient of risks and can
suggest better diet.

Because of the widespread and diverse nature of [oMT, several security problems
arise. Because of increased utilization of smart devices, integrity of information
sent over IoMT should be handled in an efficient manner. So, there is a need for
securing the IoMT network from cyber attackers and other third parties through
which transferring of patient data is possible. So, one of the possible solutions for
securing this patient information is blockchain technology.

3.1 Overview of Blockchain Technology

Blockchain [21, 22] technology because of its unique characteristics such as secu-
rity, distributed nature, decentralization, and data transparency offers a greater poten-
tial to promote various fields. A blockchain works without a centralized server. A
blockchain is a network that makes use of databases distributed throughout to share
and store information. A blockchain has the capability to maintain a large set of
records. Here, there is no central authority to monitor data. It also allows unautho-
rized parties to do transactions in the network. The transactions that are performed
in the network will be notified to each and every peer system present in the network
so that all nodes will be aware of the transactions. If any unauthorized user tries to
change the data, the other peers will know that some unauthorized activity is being
done on the data records because of the variation of hash of the data records present
in successive blocks. So, because of these advanced security features and hashing
capabilities of blockchain [23, 24], it is an apt solution for securing IoMT health
records.

The blockchain includes blocks that are linked to one another that have crypto-
graphic hash of the previous blocks. The chain only stores an associated hash of
data records. These blocks include the transactions performed between nodes, base
stations, and users. Because of inclusion of hash, all the data records and transactions
are immutable. A blockchain is depicted in Fig. 2.

An application programming interface enables communication as well as
exchange of data between devices. With the help of API only, interoperability
between various sensors and processes is possible. Also it is possible to perform
hashing on data and store data directly from sensor nodes, processes, and algorithms.

Due to the advanced characteristics and properties of blockchain technology, it
has become one of the mostly used technologies. Some of the relevant characteristics
of the blockchain technology are summarized as follows:
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Fig. 2 Structure of blockchain

i. Stability

The patient health record once stored in blockchain will not get modified or removed
by anybody. This feature enables users to choose this technology.

ii. Access

Eachblockchain has two types of access: permission less and permission blockchains.
Permission less blockchain does not require any permission for data access. It allows
any user to access data in blockchain network. A permission blockchain requires
access to network to view or alter data. This type of blockchain allows only a certain
amount of nodes and gives access rights to only those nodes.

iii. Cryptographic Hash

Each block in blockchain is associated with hash of the previous block. This type
of implementation of hashing ensures that any kind of changes made to information
present in the block affects the subsequent hash values making the entire chain invalid.

iv. Timestamp

The records in blockchain will be time stamped. A combination of timestamp with
cryptographic hash provides more security. Each record including block creation,
transaction, and storage of data in blockchain will also be time stamped.

v. Decentralized Nature

This feature helps in eliminating the central authority dependency and removes the
single point of failure. Here, a blockchain supports decentralized network where the
entire blockchain or only a part of blockchain is distributed over the network. The
decentralized versus centralized [25] nature of blockchain is illustrated in Fig. 3.
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3.2 Types of Blockchains

Basically, three categories of blockchain exist. They are summarized as follows:
i. Public

This category of blockchains allows any type of users to access blockchain, and
all users are having equal permissions to create, access, or modify the data in
the blockchain. This category of blockchains comes under permission less type of
blockchain.

ii. Private

This category of blockchains allows only a specific group of users who have permis-
sion rights to access blockchain. So this blockchain can be considered as permission
blockchain. This category of blockchain is controlled by a central authority that has
rights to give access to a specific set of authorized users.

iii. Consortium Blockchain

The private blockchain is controlled by an authority where as a consortium blockchain
is controlled by a group of third party organizations rather than a single one. It also
provides high levels of security compared to other type of blockchains.

Because of these advanced features and new opportunities provided by blockchain,
blockchain technology has wide scope in healthcare field. It is used to store the
patient health record in electronic form. It follows distributed architecture that is the
database is stored in hundreds and thousands of computers and users. That means
data is redundantly saved in encrypted form in chains. This type of concept helps in
reducing the loss of information because this redundant data acts as a backup, i.e.,
even if data is lost, it can be retrieved from other users. This eliminates the distributed
denial of service attacks making it impossible for the hackers to replace or destroy
data. In this blockchain technology, new data can be easily added but we cannot
modify or remove existing data from chain. Also this technology provides high level
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of encryption using private keys which hides the original information from malicious
attackers. This has an advantage that if any malicious user tries to change data in
record and want to save the data, it requires confirmation from other peer users. If
there is any mismatch in any data from other users, that data record will be canceled.
This makes the whole blockchain complete. This feature of blockchain makes it a
suitable choice for IoMT technology. With this blockchain technology, the patient
can be sure that his information is secure and will not be altered by any others. Also
a patient can give access to his health-related information to the concerned doctor
who is treating the patient. The doctor also can get data from any place in the world.

3.3 Implementation of Blockchain Technology in Healthcare

Blockchain helps in creation of patient record where high security can be provided to
data from anywhere. Also the patient data will be synchronized from any place giving
the doctor chance to review the history of patient and can suggest recommended
treatment based on current and past history of patient only with prior permission
of patient. This technology helps in getting the patient information at one place by
providing security in a distributed environment.

Previously, creation of patient record, collection of patient information, storing
data, and securing the data require more time and waste of space. Even the hardware
cost is also more when manual work is more. But now with advancement in IoMT
technology, the updating of data will be done on time automatically as that in real
time and even the time is also reduced. With IoMT, the doctor can get updated
patient information within a few seconds. This helps in identification of patient’s
health problem and provides diagnosis and medicate in an early stage without going
to serious conditions.

Also previously, the data received from multiple sources is not in a common
format. When data has to be consolidated and stored in single standardized format it
used to take several years for consolidation. This posed a major problem to reliability
of information. Also manual patient information monitoring [26] requires confirma-
tion from the patient. But introduction of blockchain technology in healthcare has
solved this problem by using standardized protocols and e-records of the patient. It
also records each and every transaction between medicine dealer and hospital in the
blockchain for providing authentic medicines to patient.

In future, blockchain technology will rule the IoMT. The IoT devices [27] whether
may be smart watches, gadgets, etc., will capture patient information using embedded
sensors in smart devices and can gather information like heartbeat, temperature,
blood pressure, oxygen levels, etc., and send the data to e-record of the patient
24 h and 7 days. This information can be monitored by doctor at any time and
can diagnose the disease within few hours and give appropriate treatment. Thus,
blockchain technology will create a new revolution in medical field. Blockchain
technology in healthcare can be illustrated as shown in Fig. 4.
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4 Discussion

Blockchain technology is an effective solution for providing solution in healthcare
[28]. For secure transmission of patient information, blockchain technology is used in
the proposed architecture to provide more security to data. The data structure used is
blockchain which stores the important patient health related information in encrypted
form. Figure 5 shows the proposed IoMT architecture based on blockchain.

In this type of architecture, the doctor will be in some distant or remote place
monitoring the patient [29], and based on condition of patient, the doctor advises
proper medication by analyzing the reports generated from laboratory. The reports
received from diagnostic center which are in electronic form will be uploaded by
practitioner and are updated to the existing patient’s history. Along with electronic
health records, the patient health information is also captured from the smart wearable
devices. These electronic health records are maintained confidentially. By analyzing
the tracking information along with the reports, the doctor who is present in distant
location can suggest proper treatment at any time. This data will also be recorded in
the blockchain in the form of new blocks. The diagnostic laboratory people who are
part of IoMT architecture have access to add electronic records to blockchain. When
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new patient information is added to IoMT network, a new block of data is appended
to end of blockchain as depicted in Fig. 6.

Every block has the information related to patients, time at which patient record
is created and the owner who has created a block. When a novel block is appended
to the chain, this information is broadcasted into patient network. Every device in
the IoMT system receives the block, and after getting approval from most of the
peers, then only the block will be added to the end of chain. If this do not have any
comparison with preceding block, then this block do not belong to this chain. But
once any new block matches previous block, then it is added to chain. But once a
block enters into the chain, it should not be altered or removed from chain. If any
such alteration to data happens, then it will be immediately noticeable to every node
in the network. That is how complete patients history is publicly visible to all peers
in network in an authorized manner.

Appending a block to blockchain is depicted in Fig. 7. In this manner, blockchain
provides high security to patient’s data. The healthcare provider will take care of
addition of new patient information. As and when a new patient enters into the
IoMT network, a new block is created with the timestamp, patient data, and identity
information. Now, the newly created block has to be broadcasted to all the peers
present in the network. Now, the decision will be made by peers whether to approve
the new block or not. If the approval is received from all the devices in the IToMT
system, then the block is appended to existing blockchain. Otherwise, the block is
rejected. The same process will be followed throughout the network upon addition
of new patient.



Protecting the Privacy of loMT-Based Health Records Using ... 419

A Block containing the patient’s
data, time stamp and health care
provider information

Requests a new transaction to

:> :> inform about appending new
patient’s data to block chain

Health care Provider
wants to add new
repert into patient’s
ﬂ

medical history
If not verified

,‘ L= from same chain

Patient information is broadcast — _“./_‘g
to all peers in patient network to AR
approve solution g =

If verified from
Same chain

Block is inserted in chain
as a link to previous block

pa—
=

© SIS
@5@ The block is not from the

same chain, then a new
chain is created

Fig. 6 Adding a block to blockchain

The blockchain technology considers the patient health records that goes to or
comes from different devices connected in the IoMT network as transactions [30].
A transaction is illustrated as shown in Table 1.

Information that is exchanged among nodes, patients, lab assistants, and doctors
is considered as transactions. The fields present in the table are explained as follows:
The previous transaction field is a number that represents the transaction ID. The
transaction number represents the transaction count. The node ID represents the
number of node. The next field represents the transaction type. This particular field
has 5 options or simply they are 5 different types of transactions. They are Start, Save,
Retrieve, Examine, and Update. The Start transaction represents the first transaction.
The Save option is used when the patient information has to be stored into the chain.
The Retrieve option is used when the patient or doctor wants any crucial information
for diagnosis. The Examine option is used to analyze the patient information that is
retrieved from option 3. The Update option is used when any patient information has
to be modified or any changes have to be updated to chain. The next field is SigReq
that represents the node’s unique signature. The last field is the actual data that is
exchanged over network.

A block comprises of collection of transactions. The transaction is stored in the
available space in block. If the block gets full, then the transaction is stored in the
newly created block. A block header is maintained for every block so that the hash is
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Fig. 7 Process of adding a
block to blockchain Start

Healthcare provider
wants to add data

A Block is created containing
timestamp, patient data,
subscriber identitv

\/
Block is broadcasted to all peers

Not
Approved

Block status Rejected
Approved
Add Block to the chain @

Table 1 Transaction
Preceding Transaction ID | Node number | Type SigReq | Information
transaction

0 = Start

1 = Save

2 = Retrieve

3 = Examine
4 = Update
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Tal?le 2 Representation of Requester Request for Node ID Action
policy
Un Retrieve < Node IDs > Allow
Ni..... Nh Update <BS IDs > Allow

computed for preceding and subsequent blocks. So the computation of hash in this
chain ensures consistency of information.

The access given to the patients, lab assistants, and doctors is named as policies
[30]. These are stored in representation of block. The modifications made to the
IoMT network result in the formation of novel policies. The structure of policy is
presented in Table 2.

The patient health information update to all the nodes is done as follows: First,
the patient nodes send the information to be updated to all peer nodes or to all the
base station [31, 32] in the form of cipher text. Now, the policy lookup is done,
and verification is done on whether the patient has access to update the requested
information or not. Once the status in the policy lookup table is “allow”, then the
requested information is encrypted and updated to all the nodes. This updation has
to be recorded as transaction. This updated record must be signed with timestamp
and is encrypted and exchanged to patients in the [oMT system. So, this facilitates to
have updated information with all the peer nodes. So if any person tries to change the
data, then all the nodes will be notified about the changes made, and these updations
will be canceled because there will be mismatch in the computed hash if the data is
modified in only in single block. This helps in protecting the privacy of the patient’s
health records.

If the users of oM T network, i.e., the lab assistants, doctors, patients, etc., requests
access to the patient’s updated information, then the policy check has to be done for
that particular user. If the policy lookup has “retrieve” permission, then the user
is allowed to access the requested information. Then, the patient health record is
obtained and is signed with the key [33] of the base station that provides data.
Then, the transaction has to be updated to all the users of IoMT network. This
transaction data is encrypted and signed with random keys. Now, this information is
communicated to all the nodes in the network. This is how patient health information
is accessed from the blockchain providing secure access to the data.

5 Conclusion

Because of the revolutionary rise in IoT technology in various fields, many indus-
tries could utilize this opportunities very fastly. One such industry is the healthcare
industry which could make use of these Internet of medical things-related things
[34]. Because of this varied nature, security will be one of the important issues. So,
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blockchain technology promises privacy and security of health records in [oMT. It
provides security to electronic health records of patient and provides access publicly
to the users in IoMT network. Thus, blockchain provides privacy and security to
the patient information. Blockchain technology will not replace advanced or ancient
technologies. But blockchain can be a complementary application to other similar
technologies. In future, this even may lead to development of new technologies that
provide privacy to health records.

6 Future Work

As we keep on storing the new patient’s health record information in the form of
transactions, the size of blockchain will also increase. This leads to need of extra
space. But the traditional method of using database systems may not be efficient
method for storing the blockchain. So, to overcome this extra memory requirement
issue, in future, we can extend the blockchain to be saved in an external cloud
environment.
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