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1 Introduction 

An advanced intelligent network that maximizes energy efficiency is the smart grid. A 
smart grid is an enhanced electrical power grid that aids in controlling power distribu-
tion and facilitating communication between customers and service providers. A bidi-
rectional communication link is the main means by which suppliers and consumers 
can dynamically change the distribution of power in real-time. By doing this, it is 
feasible to reliably and effectively transmit electricity while preventing the devel-
opment of excess electricity. The latter will help in upsurging the power operators 
profit. As a result, the smart grid mitigates the loopholes of our traditional power 
grid by utilizing bidirectional communication instead of one-way communication. 
Bidirectional connectivity, self-control, remote verifier, distributed management, and 
additional consumer options are just a few of the impressive features of the smart 
grid. Industry and academic researchers have both shown interest in it. 

To deliver proficient, reliable, cost-effective, and sustainable power, the smart 
grid incorporates controls, automation of the framework, computerization, and new 
technologies. However, communication between legal organizations is vulnerable 
to cyberattacks since there are no reliable security measures in place. The complex 
nature of SG and its several security requirements pose challenges to its widespread 
use. Two imperative issues are the preservation of user privacy and sender authentica-
tion. A suitable authentication mechanism should be implemented to ensure that the 
sender’s identity can be verified because the data transmitted by individual appliances 
impacts the measure of electricity a generator must produce. Keeping in view the 
aforementioned security prerequisites, we have proposed an authentication scheme 
in this paper.
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1.1 Related Work 

Ma et al. [1] presented work on smart grid communication in which they discussed 
the various challenges and opportunities in smart grid communication. Further, in 
Yan et al. [2] paper, we studied how smart grid communication helps balance power 
supply and demand. This paper also allows us to know why we need new infras-
tructure today, the shortcomings in our old infrastructure, and how we can overcome 
them through smart grid communication. Kabalci et al. [3] also presented a survey 
paper that examined the technology, applications, and difficulties associated with 
smart metering and smart grid communication methods. Faheem et al. [4] provide 
an overview of several smart grid applications, including their advantages, traits, 
and prerequisites. This study researches and examines several wired and wireless 
communication technologies, as well as a number of significant difficulties, unre-
solved problems, and potential future research topics. Chen et al. [5] presented a 
paper that describes smart attacks and their defenses in a communication network 
for the smart grid. Thakur et al. [6] highlighted that the scheme proposed by Son 
et al. is vulnerable to various security assaults including impersonation attacks, offline 
password-guessing attacks, etc., and proposed an enhanced authentication scheme 
that can withstands all security attacks. Maitra et al. [7] also proposed an enhanced 
authentication scheme employing Chebyshev Chaotic Map and demonstrated the 
robustness of their scheme utilizing the widely accepted random oracle model and 
AVISPA simulation tool. Numerous other authentication schemes for smart grid envi-
ronment have been proposed by Ferrag et al. [8], Fouda et al. [9], Liu et al. [10], 
and Mahmood et al. [11]. Further, an authentication protocol for home and building 
area networks was put forth by Li et al. [12]; however, the protocol has substantially 
higher computational cost. Sule et al. [13] also proposed a variable length message 
authentication code scheme to ensure a safe interaction among AMI devices and 
collector nodes but could not provide user anonymity, session key agreement, and 
message authentication as mentioned by [14]. 

1.2 Motivation and Contribution 

Technology today binds us to convenience and ease of living. We formerly lit our 
homes with fire, but today, we talk of replacing our outdated grid system with 
the smart grid. In doing so, there are numerous threats, namely man-in-the-middle 
attacks, password-guessing attacks, replay attacks, insider attacks, smart card loss 
attacks, impersonation attacks, etc., and security relevance, namely data confiden-
tiality, non-traceability, message authentication, user anonymity, etc. As stated in 
the preceding section, despite the introduction of numerous authentication schemes 
[9, 11–14], none of them are entirely proficient of delivering the needed security 
attributes for the reference of a smart grid. Therefore, this paper discusses the design 
flaws and cryptanalysis of Khan et al.’s protocol [14]. We discovered that their scheme
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needs an authenticated key agreement, and also, we have mentioned how this protocol 
is susceptible to offline password-guessing attacks, user impersonation attacks, and 
replay attacks. Finally, we proposed an enhanced scheme utilizing the fuzzy extractor 
function [15, 16] that has no security risks. 

2 Review of Khan et al.’s Scheme 

This section reviews the Khan et al. [14] scheme. All the symbols used in this paper 
are given in Table 1. 

2.1 Initialization Phase 

1. Sg chooses q, Eq (a, b): y2 = x3 + ax + b mod q, where a, b ∈ G with 4a3 + 27b2 
mod q /= 0. 

2. Sg selects a base point P ∈ G and chooses their h (·). 
3. Sg selects its private key as s ∈ Z∗

q and public key as PKs = s · P. 
4. {Eq(a, b), q, p, P, PKs, h(·)} are public parameters, and s is kept confidential.

Table 1 Symbols and their 
description Symbol Description 

ECC Elliptic curve cryptography 

Q Large prime number 

G Additive group 

P Generator of G 

U User 

sg Smart grid server 

IDu Identity of U 

PWu Password of U 

Bu Biometric of U 

Zq 
* Multiplicative group of order q − 1 

SKus Session key between u and s 

Gen(.), Rep(.) Fuzzy extractor, reproduction function 

A Adversary 

δt Time stamp 

h (·) Hash function 

||, ⊕ Concatenation, bitwise XOR operators 
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2.2 Registration Phase 

1. The user U chooses an identity IDu and a password PWu, imprints their Bu, and 
computes (σu , θu) = Gen (Bu). A random nonce a is generated by U, there-
after computes B1 = h (PWu ∥ σu) ⊕ a and transfers the registration request 
{I Du, B1, tBG1} to Sg through a secure channel. 

2. On receiving registration request from U, Sg verifies tBG2−tBG1 ≤ δt. Thereafter, 
computes B2 = h (IDu ∥s∥ z) where s is the private key of Sg and z denotes the 
counter. Then, Sg computes B3 = B2 ⊕ B1 and stores {B3, z, p, h(·)} in the 
database and forwards {B3, z, p, h(·)} to U. 

3. After receiving {B3, z, p, h(·)}, U computes B4 = B3 ⊕ σu , B5 = h (IDu ∥ PWu

∥ B4) and stores {B3, B4, B5} in the database. 

2.3 Login and Authentication Phase 

The subsequent steps are performed by U and Sg to accomplish mutual authentica-
tion: 

1. Firstly, user U enters his/her ID'
u, PW'

u, imprints  B '
u , computes σ '

u = 
Rep(B '

u, θ
'
u), B

'
4 = B '

3 ⊕ σ '
u, B '

5 = h
(
ID'

u ∥PW'
u ∥B '

4

)
and verifies B '

5 
? 
= B5. If the  

validation holds, then U generates a random nonce r ∈ Z∗
q , thereafter computes 

M1 = h (IDu ∥B1∥t1), IDU1 = IDu ⊕ (B1 ⊕ t1) and sends {M1, IDU1, r · p, t1} 
to Sg through a public channel. 

2. On receiving {M1, IDU1, r · p, t1} from user, Sg verifies t2 − t1 ≤ δt. Thereafter, 
Sg computes ID∗ 

u = IDU1⊕ (B1 ⊕ t1), M∗
1= h (ID∗ 

u∥B1∥t1) and verifies M∗
1 
? 
= M1. 

If the validation holds, then Sg generates a random nonce b ∈Z∗
q , computes M2 

= h (IDs ∥B3∥t2) and session key as SKsu = h(ID∗ 
u∥IDs∥M∗

1∥M2∥B3 · p∥r · b · 
p∥s · p∥t3), IDS1 = IDs ⊕(B3 ⊕ t3). Finally, the message {M2, IDS1, b · p, t3} is 
sent to the user U. 

3. On receiving data from Sg, U verifies t4 – t3 ≤ δt. If yes then, the user computes 
ID∗ 

s = IDS1 ⊕ (B3 ⊕ t3), M∗
2 = h

(
ID∗ 

s ∥B3∥t3) and verifies M∗
2 
? 
= M2. If the  

validation holds, then the session key is computed by SKus = h (IDu∥ID∗ 
s∥M1

∥M∗
2∥B3 · p∥r · b · p∥PKs∥t3).
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3 Cryptanalysis of the Khan et al.’s Scheme 

This segment shows the cryptanalysis of Khan et al.’s scheme [14]. 

3.1 Offline Password-Guessing Attack 

Step 1. Suppose adversary A is a privileged—insider of the server Sg. Then, he/ 
she can access the information of the registration phase, i.e., adversary A has the 
information {IDu, B1, tBG1}, where B1 = h (PWu ∥ σu) ⊕ a. 

Step 2. If adversary A steals user’s device, the database of U can be accessed. 
Therefore, the information {B3, B4, B5} is known to A. 
Step 3. Now, the adversary guesses a password PW∗ 

u , computes B∗ 
5 = 

h(IDu ∥PW∗ 
u ∥B4), and verifies B∗ 

5 
? 
= B5. If B∗ 

5 equals B5, then the adversary success-
fully guessed the user’s password. 

3.2 User Impersonation Attack 

A can produce a new forged login message in this attack, which is then sent to Sg. If  
Sg acknowledges this message, the attacker will be successful in user impersonation 
attack. In Khan et al.’s scheme, this attack is possible if the privileged user performs 
the task of A. The data {IDu, B1, tBG1} is accessible to the privileged user. This attack 
then takes place as follows: 

Step 1. A  generates its own random nonce a ∈Z∗
q , thereafter A computes M1 = h (IDu

∥B1∥t1), IDU1 = IDu ⊕ (B1 ⊕ t1), where t1 is the current time stamp. Then, A sends 
{M1, IDU1, a · p, t1} to Sg through a public channel. 
Step 2. On receiving {M1, IDU1, a · p, t1} from user, Sg verifies t2 − t1 ≤ δt. After 
verification Sg computes ID∗ 

u = IDU1 ⊕ (B1 ⊕ t1), M∗
1= h(ID∗ 

u∥B1∥t1) and verifies 
M∗

1 
? 
= M1. This verification would be successful because of using correct identification 

factors. Thus, A is successful in performing a user impersonation attack. 

3.3 Replay Attack 

The message {M1, IDU1, r · p, t1} transferred over the public channel is captured by 
A. Assume A is a privileged—insider of the server Sg. As previously mentioned, A  
can compose its message {M1, IDU1, r · p, t1} and transmit it to Sg again. As a result, 
the attacker’s replay attack is successful.
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4 Design Flaws of Khan et al.’s Scheme 

Khan et al. [14] have the following potential design problems: 

• During the login and authentication phase of [14], in step-2 when the Sg generates 
a random nonce b ∈Z∗

q and computes M2 = h (IDs || B3 || t2), the server used its 
identity IDs, B3 (stored in the database in the registration phase), and used a 
timestamp t2. After that Sg compute session key as SKsu = h (IDu 

* || IDS ||M1 
*|| 

M2|| B3 · p || r · b · p|| s · p||t3). But in step-3 of login and authentication phase, the 
user first compute IDS 

* = IDS1 ⊕ (B3 ⊕ t3), then computes M2 
* = h (IDs 

* || B3 || 
t3) and verifies M2 

*=? M2. Here, U uses time stamp t3 instead of t2. So, by property 
of the hash function, M2 

* does not equal M2. Hence, mutual authentication does 
not hold. Also, U computes session key as SKus = h (IDu || IDs 

* ||M1|| M2 
*|| B3 · 

p || r · b · p||PKS ||t3). 

Since M2 
* /= M2, session keys SKsu and SKus are not equal. Therefore, there is 

no mutual authentication and session key agreement in [14]. 

• For a moment, if we assume Sg computes M2 as M2 = h (IDs || B3 || t3), that 
is, Sg uses time stamp t3 in M2 so that M2 

* = M2. But still, there is no session 
key agreement because the Sg computes the session key as SKsu = h (IDu 

* || IDs 

||M1 
*|| M2|| B3 · p || r · b · p||s · p||t3) whereas U computes session key as SKus 

= h (IDu || IDs 
* ||M1|| M2 

*|| B3 · p || r · b · p||PKS ||t3). Then, U uses the server’s 
public key PKS instead of s · p, but PKS is computed as PKS = s · P, where P is a 
base point belonging to elliptic curve group G, and p is the generator of G. So, if p 
and P are different, then PKS does not equal s · p. As a result, the hash function’s 
attribute prevents the server-generated session key SKsu from being similar to 
the user-generated session key SKus. Because of this, there is no session key 
agreement. 

• The recommended scheme must include a password change phase if the user wants 
to change their password for whatever reason. However, the common authentica-
tion approach suggested in [14] does not include a step for changing passwords. 
The user must periodically change his password for security reasons. They will 
thus be protected from numerous attacks. 

5 Discussion and Improvements 

This section proposes an enhanced scheme that overcomes the security threats of 
Khan et al.’s scheme [14]. The proposed scheme has the following four phases:
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5.1 Initialization Phase 

In this phase, server Sg chooses q, Eq (a, b): y2 = x3 + ax + b mod q, where a, b ∈ Zq 

with 4a3 + 27b2 mod q /= 0 and chooses his/her h (·). Sg generates its private key s
∈ Z∗

q and computes public key as PKS = s · p, where p is the generator of G. {Eq (a, 
b), q, p, PKs, h (·)} are public parameters and server keeps its private key s secretly. 

5.2 Registration Phase 

The following are the steps for user registration: 

Step 1. The U selects an identity IDu and a password PWu, and he/she imprints his/ 
her Bu and computes (σu , θu) = Gen (Bu). Then, a random nonce a is generated by 
user U and computes B1 = h (PWu ∥ σu) ⊕ a, HIDu = h (IDu ∥σu) ⊕ a and transfers 
data {HIDu, B1, } toward Sg through a secure channel. 
Step 2. On receiving data from U, Sg computes B2 = h (HIDu ∥s∥z) where s is the 
private key of Sg and z is the counter. Then, Sg computes B3 = B2 ⊕ B1. Server Sg 
stores {B3, z, p, h(·)} in the database and forwards it to U. 

Step 3. After receiving {B3, z, p, h(·)}, U computes B4 = B3 ⊕ σu , B5 = h (IDu ∥
PWu ∥ B4) ⊕a and stores {B3, B4, B5} in database of U. 

5.3 Login and Authentication Phase 

The subsequent steps are performed by U and Sg to accomplish mutual authentication: 

Step 1. Firstly, U enters their ID'
u, PW'

u and imprints B '
u then computes σ '

u = 
Rep(B '

u, θ
'
u), B

'
4 = B3 ⊕ σ '

u , a
' = HIDu ⊕ h

(
ID'

u ∥σ '
u), B

'
5 = h

(
ID'

u ∥PW'
u ∥B '

4

) ⊕ 
a' and checks B '

5 
? 
= B5. If the verification holds, then U computes M1 = 

h(IDu ∥B1 ∥a · p) and encrypts the message MU1 = EKU (M1, IDu, t1) with the help 
of key KU = h(HIDu∥a · s · p). Finally, U sends {MU1, a · p, t1} to Sg through a 
public channel. 

Step 2. On receiving {MU1, a · p, t1} from U, Sg verifies t2 − t1 ≤ δt. After 
verification Sg decrypts (M1, IDu, t1) = DKS (MU1) with the help of key KS = 
h(HIDu∥a · s · p), computes M∗

1 = h(IDu∥B1∥a · p) and verifies M∗
1 
? 
= M1. There-

after, Sg generates a random number b ∈Z∗
q , computes M2 = h (IDs ∥B3∥b · p), 

calculates the session key as SKsu = h(IDu∥IDs∥M∗
1∥M2∥B3 · p∥a · b · p∥s · p∥t3), 

and encrypts the message MS1 = EKS1 (M2, IDS, t3)with the help of key KS1 = 
h(HIDu∥a · b · p). Then, the message {MS1, b · p, t3} t is sent to U.



32 P. Sharma et al.

Step 3. On receiving message from Sg, the user verifies t4 – t3 ≤ δt, if 
yes then, user decrypts (M2, IDs, t3) = DKU1 (MS1)with the help of key KU1 = 
h(HIDu∥a · b · p) and computes M∗

2 = h(IDs∥B3∥t3), verifies M∗
2 
? 
= M2. If the veri-

fication holds, the user computes the session key as SKus = h(IDu∥IDs∥M1

∥M∗
2∥B3 · p∥a · b · p∥PKs∥t3). 

5.4 Change Password and Biometric Phase 

If U wants to change their biometric and password, then the following steps are to 
be followed by U: 

Step 1. U inputs ID'
u, PW'

u, B '
u and computes σ '

u = Rep(B '
u, θ

'
u), B

'
4 = B3 ⊕ σ '

u , 
a' = HIDu ⊕ h

(
ID'

u ∥σ '
u), B

'
5 = h

(
ID'

u ∥PW'
u ∥B '

4

) ⊕ a' and verifies B '
5 
? 
= B5. If  

verification does not hold, then the session is terminated. Otherwise, U selects a new 
biometric B∗

u and password PW
∗ 
u . The user computes

(
σ new u , θ  new u

) = Gen(B∗
u ) and 

Bnew 
1 = h

(
PW∗ 

u ∥σ new u )⊕ a. User sends
{
HIDu, Bnew 

1 , tBG1
}
toward Sg. 

Step 2. Firstly, Sg verifies tBG1 − tBG2 ≤ δt then computes Bnew 
3 = B2 ⊕ Bnew 

1 . 
Thereafter, Sg replaces B3 wi th  Bnew 

3 in the database and sends Bnew 
3 to U. 

Step 3. After receiving Bnew 
3 , the user U computes Bnew 

4 = Bnew 
3 ⊕ σ new u , Bnew 

5 = 
h(IDu ∥PW∗ 

u ∥Bnew 
4

)⊕a. Further, U replaces PWu by PW∗ 
u, Bu by B∗

u , σu by σ new u and 
θu by θ new u . Finally, user U stores

{
Bnew 
1 , Bnew 

3 , Bnew 
4 , Bnew 

5

}
in database replacing 

{B1, B3, B4, B5}, respectively. 

6 Informal Security Analysis 

In this section, an informal security analysis of the improved scheme has been 
discussed. 

6.1 Replay Attack 

The most frequent defenses against this attack are the timestamp and random 
numbers. The user and server generate random integers (a and b) and a time stamp 
condition ti − t j ≤ δt at each stage of the proposed scheme. They are used to ensure 
the message’s freshness. By checking the timestamp of received messages, the user 
and the server can determine the nature of the assault. As a result, the proposed 
scheme maintains a replay attack.
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6.2 Man-in-the-Middle Attack 

Any attacker A may attempt to log in to the server using the previous message. A replay 
{MU1, a · p, t1}, where M1 = h(IDu ∥B1 ∥a · p), KU = h(HIDu∥a · s · p)and a ∈

Z∗
q and t1 is the time stamp that prohibits the replay attack. Sg checks the two verifying 

conditions M∗
1 
? 
=M1 and t2 − t1 ≤ δt after receiving the message. Similarly, when the 

user receives the message {MS1, b · p, t3}, the user verifies t4 – t3 ≤ δt, and M∗
2 
? 
=M2. 

A cannot access the user’s or server’s private keys and therefore cannot determine 
a real verifier. As a result, A cannot modify a parameter since the verifiers need to 
be suitably modified. In light of this cryptography attack, the proposed framework 
is secure. 

6.3 Mutual Authentication 

Here is a description of message authentication: 

• Sg confirms the time stamp conditions t2 − t1 ≤ δt after receiving the message 
{MU1, a · p, t1}. Then, verifies M∗

1 
? 
= M1. 

• U confirms the time stamp conditions t4 – t3 ≤ δt after receiving the message 
{MS1, b · p, t3}. Then, verifies M∗

2 
? 
= M2. 

Message security is ensured by checking parameters, and hash values are difficult 
for an attacker to guess. Therefore, the recommended framework allows for mutual 
authentication. 

6.4 Impersonation Attack 

A can get {MU1, a · p, t1} and try to compute MU1, it is very difficult to compute for 
any attacker because MU1 is encrypted with symmetric key KU = h(HIDu∥a · s · p). 
Similarly, MS1 is encrypted with key KS1 = h(HIDu∥a · b · p) and protected with 
secret parameters using the elliptic curve computational Diffie Hellman problem. As 
a result, A cannot impersonate anyone in correspondence between these forwarded 
messages. Therefore, our protocol is protected from user impersonation assault. 

6.5 Key Freshness 

Every step in the suggested scheme uses a new key, such as a random number or a 
time stamp, so the key freshness criterion holds true throughout each session.
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6.6 User Anonymity 

The suggested protocol is free from the problem of anonymity, since the hash function 
and biometrics protect user identity, and random number a, asHIDu = h (IDu ∥σu)⊕a. 

6.7 Offline Password-Guessing Attack 

During the registration phase, the user selects their password PWu, which is then 
used to compute B1 = h (PWu ∥ σu) ⊕ a, which is secured by a secure hash value and 
protected by private parameters like a biometric and a random value. Also, assume 
that A gets B5 from the user database, but they can’t guess the password from here 
because the random value a is used in B5. In a secure medium, it isn’t easy to guess 
the user’s password in this way. As a result, the proposed scheme defends against 
the offline password-guessing attack. 

6.8 Session Key Agreement 

According to the proposed scheme, the session keys for the user and server are 
computed as SKsu = h(IDu∥IDs∥M∗

1 ∥M2∥B3 · p∥a · b · p∥s · p∥t3) and SKus = 
h(IDu∥IDs∥M1 ∥M∗

2∥B3 · p∥a · b · p∥PKs∥t3). Clearly, SKsu = SKus. As a result, a 
session key agreement exists. 

6.9 Data Confidentiality 

• The user encrypts the message MU1 = EKU (M1, IDu, t1) with the help of key 
KU = h(HIDu∥a · s · p). Thereafter, Sg decrypts (M1, IDu, t1) = DKS (MU1) 
with the help of key KS = h(HIDu∥a · s · p) and verifies M∗

1 
? 
= M1. 

• Sg encrypts the message MS1 = EKS1 (M2, IDS, t3) with the help of key KS1 = 
h(HIDu∥a · b · p). Thereafter, U decrypts (M2, IDs, t3) = 
DKU1 (MS1) with the help of key KU1 = h(HIDu∥a · b · p) and verifies M∗

2 
? 
=M2. 

Thus, the proposed scheme secures data privacy.
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Table 2 Security features 

Security features Khan et al. [14] Fouda et al. [9] Li et al. [12] Sule et al. [13] Proposed 

MM 
RP 
UA 
KF 
MA 
IM 
SK 

Yes 
No 
No 
Yes 
No 
No 
No 

Yes 
Yes 
No 
Yes 
No 
Yes 
Yes 

Yes 
Yes 
Yes 
Yes 
Yes 
Yes 
Yes 

Yes 
Yes 
No 
Yes 
No 
Yes 
No 

Yes 
Yes 
Yes 
Yes 
Yes 
Yes 
Yes 

Yes: Prevent the attack 
No: Does not prevent the attack 

7 Performance Analysis 

7.1 Security Features 

In this section, we compare the security features of proposed scheme with related 
previous schemes such as Khan et al. [14], Fouda et al. [9], Li et al. [12], and Sule et al. 
[13]. Table 2 shows that the proposed scheme resists all malicious attacks, namely 
man-in-the-middle attack (MM), key freshness (KF), replay attack (RP), message 
authentication (MA), session key agreement (SK), user anonymity (UA), etc. As a 
result, compared to the other existing schemes, the proposed scheme offers a wider 
range of security features. 

7.2 Computational Cost 

This section compares the computational cost of various authentication protocols [9, 
12–14] for the login and authentication phase. Relying on [14], the execution time 
for point addition (PA), point multiplication (PM), symmetric encryption/decryption 
(ESED), modular exponentiation (ME), public key encryption/decryption (PKED), 
hash-based message authentication (HMAC), and hash operation (HO) is 0.0288, 
2.226, 0.0046, 3.85, 3.85, 0.0046, and 0.0023 ms. Table 3 demonstrates that the 
computational cost of our scheme is higher than [14]; however, the cost is lesser 
than that of [9, 12, 13]. Therefore, the proposed protocol offers higher security and 
efficiency.
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Table 3 Comparison of the computational costs 

Scheme Operations Computational cost (ms) 

Khan et al. [14] 
Fouda et al. [9] 
Li et al. [12] 
Sule et al. [13] 
Proposed 

4TPM + 7THO 
4TME + 4TPKED + 2THO 
7TME + 6THO 
4TME + 4TPKED + 2THMAC 
11TPM + 12THO 

∼= 8.9201 ∼= 30.8046 ∼= 26.9638 ∼= 30.8092 ∼= 24.5136 

8 Conclusion 

Smart grid technology is gaining popularity and is becoming a new area of interest. 
Sensitive data stored in the smart grid has upsurged the requirement of security of bidi-
rectional communication. In this study, we have examined the various design flaws 
and vulnerability of scheme suggested by [14] in opposition of numerous crypto-
graphic attacks like user impersonation attacks, replay attacks, and offline password-
guessing attacks. We have also proposed an enhanced authentication framework 
for smart grid environment. The informal security analysis of the proposed scheme 
shows the efficiency and security against the various attacks. Further, the proposed 
scheme is compared to the related protocols in terms of computational efficiency 
and security features. The results demonstrate the elevated security of the proposed 
protocol. Therefore, the proposed work is suitable for smart grid environment. 
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