
An Exploration of Digital Image Forensic
Techniques: A Brief Survey

Divya P. Surve and Anant V. Nimkar

Abstract Digital image forensics deals with assessing whether an image is genuine
or not. As an image may undergo several manipulations done to either improve
its quality or to intentionally change its meaning it is very difficult to conclude if
an image is forged or is genuine. In this paper, three important aspects of image
forgery detection are explored. An in-depth discussion of image forgery detection, a
technique which is based on assessing image features categorized under active and
passive methods is present. Analysing both image features and device features to
know the image capturing device while checking for forgery is explained in detail.
Provenance analysis which is the entire derivation of image manipulation history
is also expressed. Discussion regarding research directions in the domain of image
forensics is mentioned in the paper.

Keywords Image forgery detection · Illumination estimation · Image source
camera identification · Image provenance analysis

1 Introduction

Digital images are a great medium for conveying information through various com-
munication mediums. Easy manipulation of images due to advance image editing
tools leads to change in message sent. Image forgery detection or image manipula-
tion detection identifies such manipulation done in the images in order to change its
meaning.

Image forgery detection is a multi-faceted approach having multiple viewpoints.
There are various active and passive methods to detect image forgery based on image
features. Illumination direction estimation is a technique under passive image forgery
detection. Image source camera identification is an important area where features of
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both capturing device and images are analysed to know the source of an image [3].
Image provenance analysis builds a graph wherein the series of manipulation for an
image is derived [9].

This review addresses the various concerns in detecting forgery by means of
illumination-based technique which is a method under passive image forgery detec-
tion. In image forgery detection and source device identification, this paper focuses on
devising mechanism that can distinguish well between genuine image enhancement
operations of scaling, rotation with those of image manipulation operations well. In
case of provenance analysis, this paper tries to show the importance of dealing with
near-duplicate images, donor images of small size and use of metadata information.

Considering environmental lighting conditions is one possible alternative to the
problems under passive physics-based method of image forgery detection. Image
forgery detection with source camera identification giving equal importance to
forgery detection and genuinemanipulation detection is discussed in the paper. Tech-
niques to deal with donor images of small sizes and near-duplicate images using
contextual masks, metadata information, etc. is highlighted in the paper.

In order to experiment with issues in illumination-based forgery detection, distin-
guished object in an image needs to be identified. Illumination direction should be
estimated for these objects including the background of an image. For dealing with
the problem of having perceptual robustness, techniques for genuine image manip-
ulation detection need to be experimented first before hash computation. For faster
provenance analysis, metadata of an image database can be considered.

Our significant contribution in the domain of image forgery detection are as fol-
lows:

• Detailed discussion of the areas in digital image forgery detection which are
active/passive forgery detection techniques, image forgery detection with source
camera identification and image provenance analysis.

• Minutely stated problems related to all the three domains of passive illumination-
based image forgery detection, image source device identification and provenance
analysis.

• Possible solutions to the stated problems are also discussed in the paper.

The paper is organized as follows: Sect. 2 states background of the domain explaining
basic terminologies and techniques under digital image forensics which are image
forgery detection, image forgery detection with source device identification and
provenance analysis. Section 3 discusses the motivation and related work, Sect. 4
discusses the various issues in three areas mentioned. Section 5 details possible area
to explore in the area of digital image forensics. Section 6 states conclusion regard-
ing learning derived from the overall review on digital image forensics. Section 7
discusses the future possible areas to explore in the domain of image forensics.



An Exploration of Digital Image Forensic Techniques: A Brief Survey 35

2 Background

The domain of digital image forensics has three important aspects of:

1. Image forgery detection.
2. Image forgery detection with source camera identification.
3. Image provenance analysis.

2.1 Image Forgery Detection

Image forgery detection methods check for properties of an image to decide if an
image is genuine or forged. Image forgery detection method depends on the image
storage formats. The forgery detection method for image depends on the type of
image and the format of compression of an image. A detail of strategies employed
for detection of JPEG and PNG images is discussed in [15–18].

There are multiple active and passive image forgery detection methods which
are employed. Active image forgery detection techniques rely on use of proactive
measures like watermarking, digital signature and texture analysis to know presence
of any forged content in an image [19, 25]. Passive image forgerydetection techniques
use measures like image features based on comparison of pixel values, compression
methods, camera properties, illumination environment and geometric features [7,
25].

Image forgery detection technique involves the following six steps, namely, pre-
processing, image feature extraction, image feature matching, false match removal,
result optimization and region localization [7, 25]. The details of every phase are
depicted below:

• Pre-processing: This operation enhances image quality to be useful in the further
phases of processing. Operations like noise removal, resizing and colour-space
conversion, segmentation, etc. are carried out to make it suitable for training.

• Image feature extraction: Unique distinguishable features are extracted from the
image. These features represent values that are used as an identifier for image
rather than the entire set of pixel values. It uses techniques of transformation
based on coding, hashing, LBPmethod, key point processing and histogram-based
processing.

• Image feature matching: Features extracted from the query image are matched
with the features of images in the database. If the resultant value of matching
formula computed over the query image is within acceptable range, then the image
is considered to be genuine else some manipulation is said to have occurred.
Some popularly used image feature matching techniques are nearest neighbour
technique, clustering and segmentation, thresholding, Manhattan distance, etc.

• Falsematch removal: Ifmultiplematches are detected from the database for a given
query image, then removal of the images which are falsely detected as matching is
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Fig. 1 Steps in image forgery detection

carried out in this phase. The techniques of RANSAC, hierarchical agglomerative
technique and distance-based techniques are used to remove such false matches.

• Result optimization: The resultant images after removal of false match are passed
through morphological operations to derive the structure of the forged content.
It is used to optimize the resultant structure derived of the objects present in the
image using operation of dilation, erosion, closing and opening operations.

• Region localization: Images derived from region optimization process are further
processed inRegion localization phase to get accurate boundaries of objects. Filters
like Laplacian filter, Gaussian filter, etc. are used here to derive the boundary of
the objects.

2.2 Image Forgery Detection using Source Camera
Identification

Every digital image captured by a device will have properties as embedded by the
capturing device. Set of images captured by a camera may induce distortion uni-
formly at same location in all images captured by that device. Such peculiar pattern
of intensities can act as distinguishing feature of image source helping in identifica-
tion of image forgery using source camera detection [1–6]. The features of colour
filter array, photoresponse non-uniformity pattern [1], sensor pattern noise [1] and
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Fig. 2 Steps in image forgery detection with source device identification

compression scheme [5] are some of the features of the capturing device to check
the type of device and the brand of it.

Image forgery detection with source camera identification involves the following
phases as mentioned in [2, 3], namely, pre-processing, feature extraction, camera
feature extraction, hash generation and hash distance comparison.

• Pre-processing: The image is checked to see if it is suitable for the further pro-
cessing phases. If not operations of image enhancement are applied to make it apt
for further phases of feature extraction.

• Feature Extraction: The aim here is to extract features from an image in order to
identify image using minimum representative pixels. The extraction process can
vary depending on the type of features to be extracted from the image.

• Camera Feature Extraction: Combined features from capturing device and image
are extracted to have a minimum representative set of values for every image.
Features include PRNU, SPN, colour filter array or compression scheme.

• Hash Generation: Hash value is generated using both the device features and the
image features. The generated hash value is appended to the captured image and
sent through the communication channel. A similar process in the reverse fashion
is followed at the receiver’s end.

• Hash Distance Comparison: If the generated hash value at the receiver’s end is
within the decided threshold then the image generated is said to be authentic else
it is called to be tampered one.

2.3 Image Manipulation History Tracking

An imagemay undergo series of manipulation before it is ready to use for a particular
application. In provenance analysis, identification of the entire set of contributing
images for a given query image is carried out. This would ultimately help in under-
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Fig. 3 Image source identification and provenance graph construction

Fig. 4 Steps in provenance analysis

standing the reason for manipulation in the query image. As shown in Fig 3, the
central query image has donors from multiple images like image A and image E.
Also multiple images can be derived from query image too. Hence, there can be a
series of manipulation that an image can undergo. Figure 4 from [9] depicts detailed
steps involved in provenance analysis:

• Provenance Image Filtering: A search for the extracted features from the query
image and the database of images is carried out. The matched images are then
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ranked like in Fig. 4, so as to find the best suitable match in the database for the
various objects present in the query image [9–11, 13, 14].

• Provenance Graph Construction: Once the images are filtered so as to find the best
images from the database, a dissimilarity matrix is constructed between the query
image and the best match images. This matrix is further converted to a graph using
minimum spanning tree algorithm to get the history of manipulation for the query
image [9, 10, 23, 24]. As depicted in Fig. 4, ten images having rank 1–10 are
assessed during graph construction phase. The distance between query image and
the top 5 best ranked images is mentioned in thematrix. Rank 3 image is the closest
to the query image having maximum content derived from it and hence named as
host image. Rank 5 image has some content adopted in the query image and has the
next least distance from the query image. The query image is thereby derived from
the Rank 3 and Rank 5 images, respectively. Similarly, in the distance matrix we
can consider images till Rank 10 as well based on algorithmic thresholds placed.

3 Motivation and Related Work

This section provides an elaborate detail of various techniques under image forgery
detection. A detailed comparison of techniques under image forgery detection with
source device identification is provided for reference. Investigation of techniques
under provenance analysis with varied donor sizes is also expressed.

In Table 1, details regarding various techniques under digital image forensics
based on pixel values, compression method, camera properties, physics of lighting
condition and geometric properties of image capturing device are mentioned.

Table 2 provides a comparison regarding various image forgery detection tech-
niques based on source camera identification. Techniques here are compared based
on parameters of perceptually robust operations of rotation and scaling. Other param-
eters of comparison are whether tamper detection, device authentication are possible.
It can be observed that there is a need to attain better accuracy level where genuine
image manipulation is well differentiated to that of tamper operation.

Table 1 Image forgery detection techniques

Techniques Methods

Pixel based Copy-Move, Splicing, Resampling, Retouching

Compression
based

JPEG Quantization, Double JPEG, Multiple JPEG, JPEG blocking

Camera based Chromatic Aberration, Source Camera Identification, Pixel Array, Sensor
Noise

Physics based 2D and 3D Light Direction, Light Environment

Geometric based Camera Intrinsic Parameters, Multi-view geometry
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Table 2 Comparisonof various image forgerydetection techniqueswith image source identification

Techniques Rotation Scaling Tamper detection Device
authentication

[4] 80.02 1 Yes No

[1] No No Yes Yes

[2] No No Yes Yes

[3] 96.25 90.42 95.42 Yes

Table 3 Comparison of image provenance analysis techniques based on various size donors

Paper SD SDR MD MDR LD LDR

[9] 195 28.3 265 56.8 286 67.0

[28] 195 33.3 265 72.6 286 76.8

[23] 195 55.3 265 75.2 286 78.0

Table 3 [23] provides an analysis of various provenance analysis techniques pro-
posed in [9, 23, 28]. The terms #SD, #MD and #LD mean count of small donor,
medium donor and large donor. The terms SDR,MDRandLDRmean small, medium
and large donor recall rate. The dataset MFC19EP1 is being considered for evaluat-
ing these parameters. Donor images having spliced region less than 1 percent of its
image size are classified as small donors. Spliced images greater than 10% of its size
are classified as large donor and the others are considered as medium size donors.
Same number of samples under various categories of small, medium and large when
compared attains a recall rate of around 78% for donors of large size, however it can
attain only 55% of recall rate for small size donors. The observation is similar for
other provenance-based datasets like MFC18EP1, MFC17EP1 and Reddit real time.
This emphasizes the need to improve on detection of small spliced regions while
building provenance graph.

4 Discussion

In this section problems associated with every image forgery detection scheme is
discussed in depth.
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4.1 Image Forgery Detection Using Illumination-Based
Methods

Illumination-based methods of image forgery detection come under the category
of physics-based methods for detection of fraud image. In [8, 21] technique, the
illumination pattern of the objects in the scene is analysed to check if there is any false
content present. The falsification could be because of splicing of multiple images or
using small cropped objects from the same image. Detection of spliced objects based
on colour illumination inconsistencies is discussed in [20]. In spliced images where
there is a seamless integration of images present it is difficult to find the difference
between the objects at the first glance. However, analysing them thoroughly using
methods of illumination detection can reveal such forged content.

Figure 5 from [8] gives a good example of illumination direction estimation for
forgery detection. There are twoparts in the imagewhere the top image is the coloured
image seamlessly spliced from multiple source. The bottom part is the illumination
estimated for the image on top. If observed carefully one can see in the bottom black
andwhite image that the dominant illumination direction estimated for two people on
the left is towards left while for the three people on the right is towards right. Hence,
analysing the illumination pattern of objects in a scene provides a good intuition
about image forgery. However, there exists certain area of concerns in such methods
as stated below:

Fig. 5 Illumination direction estimation of scene objects [8]
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Fig. 6 Incorrect
Illumination direction
estimation due to shadow
effect

• Incorrect illumination direction estimation due to shadow effect:
An incorrect estimation of source light occurs when objects in the scene cast
their shadow over the other objects present leading to a misinterpretation that
these objects are illuminated by different light sources but in actual they might be
illuminated from the same source itself. Consider Fig. 6, where an image has two
objectsA andB, they are illuminated by the same light source shownby plain arrow
and their estimated light directions in dashed arrow. However, object B casts its
shadow on object A which changes the illumination direction estimation of object
A. Even though objects A and B belong to the same image they are concluded
to belong to different images and are forged. Hence, appropriate estimation of
illumination direction considering the effect of shadow from objects becomes
important.

• Incorrect illumination direction estimation due to multiple spliced objects from
same source:
A spliced image is generated using image fromdifferent source. Twoobjects copied
and pasted from same source and pasted on a different image will have same kind
of illumination pattern. This creates a problem as the image under consideration
though being fabricated image generated using spliced objects from a same source
is treated as genuine. This leads to a false positive that the image is genuine even
though it is manipulated.
As can be seen in Fig. 7, objects C and D are spliced from same source image A
into the image B and have the same illumination direction estimation. The image
B on checking for forgery is detected as genuine image as both the objects C
and D exhibit the same illumination pattern but actually this is a case of image
forgery. Hence, checking of illumination direction of objects present in the image
is insufficient and an enhancement in the technique is expected.
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Fig. 7 Incorrect
illumination direction
estimation due to spliced
objects from same source

4.2 Image Forgery Detection and Source Camera
Identification

In this case, a hash comprising of both device features and image features is gen-
erated. There are techniques proposed for detection of forgery and source device.
However, there is a need to distinguish between genuine perceptually robust image
manipulation operation like rotation and scaling with those of forgery image manip-
ulation operation while examining source camera. On combining approaches related
to detection of source camera and image forgery, there is an increase in false alarms
where genuine image editing operations are detected as manipulation [22]. There are
techniques that can attain perceptual robustness of around 99%working independent
of source device identification. Incorporating them with those of source device iden-
tification and manipulation detection is required. As currently employed techniques
that can detect image forgery and distinguish between perceptual robust operation
too are only around 90% which can be further tried for improvement.

4.3 Image Provenance Analysis for Tracking Image History

Provenance graph gives a set of all images related to a given query image and possible
derivation tree for that image. The donor images could be of varied sizes and can
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Fig. 8 Effect of near-duplicate images on conversion of dissimilarity matrix to provenance graph

represent multiple regions in the given query image. Identifying the related images
from a huge database of images is a challenging task as the amount of comparisons
increase. Following are the challenges associated to the study in this domain:

• Small donor identification in provenance analysis for image forgery detection:
When the contributing donors for a query image become small in size accounting
for size as less as 1 to 10% of total image size it becomes difficult tracing its
features and matching them with related images from the database. The recall rate
for donors of small sizes is approximately in the range 55–58% [23]. In comparison
to donors of medium and large size that have recall rate of small donor between
75 and 80% the recall rate of small donors needs to be improved. Hence, a check
on appropriate analysis of small donors is important in the process of provenance
analysis.

• Improving the dissimilarity matrix construction by considering noise from near-
duplicate images:
Provenance graph is generated using the minimum spanning tree algorithm com-
puted over the dissimilarity matrix. If there is a minor change in the values of the
dissimilarity matrix due to noise from near-duplicate images it would change the
entire derivation process of graph as the spanning tree would vary. It is thereby
important to extract features of the images that are near duplicates with care in
order to distinguish them properly and derive appropriate graph. Figure 8 shows
the actual distance between images Img1, Img2, Img3 and Img4 and a slightly
modified dissimilarity matrix due to noise from the near-duplicate images. An
equivalent graph for the stated matrix and the spanning tree is also stated for both
original and modified dissimilarity matrices. The images Img2, Img3 and Img4
are all derived from Img1. A slight modification in the matrix changes the entire
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derivation process of the images. As can be seen that Img1 is the prominent root
Image from which Img2 and Img3 are derived same as previous tree. However,
Img4 is derived from Img2 which is different from the previous case of original
tree. Hence, a small change in the values of dissimilarity matrix can change the
entire provenance graph constructed. This signifies the importance of dealing with
near-duplicate images efficiently.

• Provenance graph construction using features other than image properties: Graphs
constructed relying on only image features lose on certain important featureswhich
can help build provenance graph quickly. Using metadata present in images rather
than merely image features can be useful in reducing the time associated for the
entire provenance analysis.

5 Research Direction

Possible area of research for the stated research gaps in the discussion section is
mentioned below:

• Passive image forgery detection using illumination-based techniques: Analysis of
images using passive forgery detection mechanism requires detection and esti-
mation of illumination direction of various objects present in the image. This
illumination direction estimation can be erroneous if objects cast shadow over
each other. This leads to the problem of concluding that an image is forged despite
being genuine and raising false alarms. Also, an image generated using compo-
nents from same donors will be estimated to have same illumination direction.
Hence, checking merely the illumination direction of objects in the image will be
insufficient. Checking of background illumination could be a possible alternative.

• Image Forgery Detection using Source Camera Identification: Techniques for
image forgery detection using source camera identification are based on detection
of features from images and camera or capturing device. The features extracted
from this technique should be able to well distinguish between operations that are
genuine and those that havemanipulated the image content. Some of the operations
that are performed over images to improve their quality are rotation and scaling.
If operations that are genuine are identified as forgery it will lead to unnecessary
false alarms. Hence, there is a need to check the nature of manipulation while
checking for the source of forgery. A technique suitable in both the cases needs to
be devised.

• Improving Image Provenance Analysis Process: Provenance graphs constructed
using the phases of image filtering and provenance graph construction require
searchinghugedatabase of images anddeducing relationship between images. This
process gets difficult as the search space is very large and there could be multiple
objects of varied sizes in the query image. Small donors affect the accuracy of
the approaches used as slight modifications like converting digit 0–8 or 1–7 in an
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image is not easy to identify. Hence, there is a need to improvise provenance graph
construction for small-sized donors.
The search and comparison phases in case of provenance graph construction are
very large. Image metadata provide useful information like date, compression
strategy, etc. which can be helpful in the provenance graph construction [12].
Rather thanmerely relying on the image features other complimentary aspects that
come with an image need to be analysed, which may help speed up the process of
provenance graph generation.
Provenance graph is built using minimum spanning tree algorithm from the dis-
similarity matrix. If there is variation in the dissimilarity matrix the provenance
graph will too vary. The chances of variation increase when the images are near
duplicate of each other. Hence, near-duplicate images need to analysed before
building the provenance graph.

6 Conclusion

Adetailed review on passivemethod of detecting forgery through illumination detec-
tion is discussed in the paper.Areaswhere both image properties and capturing device
properties are given attention to check for information contributing in detection of
forged images is also a topic of discussion in this paper. A discussion regarding
provenance analysis for building derivation tree for entire image manipulation pro-
cess is mentioned in detail. Research direction and areas to explore in the field on
digital image forensics are elaborated well in the paper.

7 Future Scope

In future, the problem of image forgery detection can be used to address issues
like considering societal impact on a particular forgery. This cultural trend will help
understand the reason for a particular manipulation better. Detection of video manip-
ulation which is also a mode of multimedia information transfer can turn deceptive if
modification of sequence of images present in the video is carried out. These further
areas of research can be fruitful broad domains of study.
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