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Application of Lightning Protection Measures
for Outdoor Instruments in Nuclear Power
Plants

Hai-rong Lu®™, Bo Yao, Xu-tao Bai, and Xiao-chen Zhang

Suzhou Nuclear Power Research Institute Co., Ltd., Suzhou 215004, Jiangsu, China
luhairong04l@sina.com

Abstract. Taking the reactor dome flow monitoring instrument as an example,
analysis and comparison is made on the routine lightning protection measures
such that lightning protection devices are added in the design of signal acquisition
circuit to improve the lightning protection availability of equipment and circuits
and reduce the effect on DCS (digital control system). The practical application
shows that this approach brings about minor effect on the signal acquisition cir-
cuit, features a flexible layout, convenient maintenance, and strong resistance to
multiple lightning strikes, and is available for offering reference in the lightning
protection of other equipment and apparatus.

Keywords: Outdoor instrument - Lightning protection devices - Signal
acquisition circuit - Nuclear power plant

1 Introduction

Chinese nuclear power plants are mainly distributed in the southeast coastal areas of
China, which suffer from extreme weather conditions such as typhoons, lightning strikes,
and rainstorms all the year round. The working conditions of nuclear power units are
restricted by the climatic environment in its vicinity. Therefore, the prevention and
resistance of typhoons, lightning strikes and rainstorms (abbreviated as “three prevention
countermeasures”) is one of the important disaster prevention and mitigation activities
necessary for each nuclear power plant. Among them, lightning strike has attracted more
attention due to its unpredictability, which might bring about severe consequences for
power and electronic system and components, especially for the weak current system
and components, with constraints on the stable operation of nuclear power plants.

The flow monitoring instrument installed on the reactor dome of a nuclear power
plant is mainly used to measure the flow rate of the exhaust gas discharged from the
nuclear power unit into the atmosphere, and to calculate the total amount of radioactive
substances exhausted. The front end of the instrument is installed on the guardrail of the
dome chimney maintenance platform, which is among the instruments installed in the
toppest elevations all over the plant. In its initial design, considerations are made on the
arrangement of chimney with complete lightning protection grounding measures. The

© The Author(s), under exclusive license to Springer Nature Singapore Pte Ltd. 2023
P. Gu et al. (Eds.): SICPNPP 2023, LNEE 1055, pp. 1-9, 2023.
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instrument is only designed to shield the signal lines for grounding, whereas, in its actual
operation, the lightning protection pattern shows a poor effect, and there have been some
cases on signal fluctuations of DCS system and even damages of the acquisition boards
inside cabinet in nuclear power plants caused by lightning strikes.

Taking the flow monitoring instrument, a typical outdoor and high-altitude equip-
ment, installed on the reactor dome of a nuclear power plant as an example, it discusses
and analyzes several different improvement approaches, with considerations of factors
concerning field implementation, lightning protection effects and availability, routine
maintenance and repairs, etc., an approach by adding a lightning protection device in
the lines is selected to improve the lightning protection availability of the entire data
acquisition circuit and apply it on site.

2 Analysis of the Effect of Lightning Strikes on Instruments

Lightning is a common natural phenomenon, which is mainly the discharge between
thunderstorm clouds or between thunderstorm clouds and the ground, that is, the phe-
nomenon of lightning strikes. Usually, according to the different characteristics of light-
ning generation and harms caused, direct lightning strikes, lightning inductions (includ-
ing electrostatic induction, electromagnetic induction), electromagnetic pulse interfer-
ence, lightning surge intrusion, etc. [1-3]. Lightning strikes have a great effect on the
power and electronic system and components, especially the current control system,
communication system, instrumentation components, etc., which apply a large number
of integrated circuits and high-sensitivity electronic components, making it difficult for
systems or equipment to withstand the damage caused by lightning strikes.

Generally, the main hazards of lightning strike to instruments are as follows: 1.
Equipment damage directly suffered from lightning strike; 2. Lightning induction occurs
during lightning strikes, and impulse current/voltage is instantaneously generated on the
line, resulting in damage to instruments or signal acquisition devices or fluctuation of
acquired signals. The flow monitoring instrument installed on the reactor dome of a
nuclear power plant, which is among the instruments installed at the highest elevations
in the whole plant, is a kind of accident-prone equipment with failures due to lightning
strikes. A nuclear power plant in Guangdong Province of China once experienced many
times during operation that large fluctuations occurred in the instrument signals under
lightning strikes, and even the back-end DCS system acquisition boards were damaged
[1-3].

Comprehensive analyses are conducted on the previous events of alarm and equip-
ment damages caused by lightning strikes occurred in the flow monitoring instruments
installed on the reactor domes of a nuclear power plant as example [1]:

(1) The probability of damage to the instrument is very low, as the dome chimney has
been equipped with lightning protection devices such as lightning rods and light-
ning strips. The probability of lightning strikes with direct damage to the instru-
ments is very low, and the current can be discharged quickly through the existing
configuration, which caused limited harms to the instruments.
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(2) The measurement signal fluctuations of the instruments and even the damage of the
acquisition boards is directly caused by lightning induction/electromagnetic interfer-
ence. After lightning strikes the lightning rods, the instantaneous current generates
induced current or voltage to the instrument signal line and shielded line through the
grounding wires, which causes the measurement signal fluctuations in case of cou-
pling interference. When the over-limit induced current/voltage enters the back-end
system along the lines, it is easy to do harm to related equipment.

(3) Assimulating damage to the instruments caused by lightning strikes in the laboratory,
when the lightning rods and lightning strips are connected with lightning, abnormal
signals can be detected in the signal line and the shielding line of instrument signals,
and the data shows that there are fluctuations or even exceeding the limit values.

3 Optimization Plan and Analysis

3.1 Improve Circuit Grounding

In view of the lightning strike interference problems exposed, the requirements of shield-
ing, grounding and equipotential bonding in GB 50057-2010 Code for design protec-
tion of structures against lightning are given: “In the space requiring protection, when
shielded cable is used, the shielding layer shall be at least at both ends, and equipotential
connection shall be made at the junctions of lightning protection area. When the system
only requires equipotential connection at one end, two layers of shielding or steel pipes
shall be used for laying, and the outer shielding or steel pipes shall be at least at both
ends, and equipotential connection shall be made at the junctions of lightning protection
area.” The on-site grounding pattern should be checked and the grounding circuit should
be improved as follows [3]:

(1) Connect the instrument body and protective cover to the dedicated grounding point
near the dome chimney;

(2) Install metal sleeve or galvanized steel pipes for the circuit signal shielding cables
that do not enter the cable tray, and form the continuous grounding together with the
cable tray.

By improving the grounding of the signal circuit, the effect of loop interference
shielding is increased, however, this method is not enough to eliminate the effect of
lightning strikes, only available to reduce the interference to a limited extent, and further
improvement measures are needed (Fig. 1).

3.2 Add Signal Isolation Device

Based on the consideration of preventing damage to the DCS boards, a signal isolation
device can be added to the signal loop, and the conversion (electrical signal — optical
signal - electrical signal) of the intermediate measurement signal can be used to isolate
and block the possible electromagnetic interference that may be generated in the signal
loop, so as to realize the purpose of protecting cabinet equipment [1], as shown in Fig. 2.
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Fig. 2. Add signal isolation device

This approach is available to effectively prevent the damage of over-limit cur-
rent/voltage to the DCS system and effectively protect the important components of
the system, whereas, several problems remain:

(1) The instrument acquisition system is nuclear grade, which needs to meet the
nuclear grade K3 identification in the design specification, and special research
and development activities shall be done on such a device.

(2) This approach solves the problem of equipment protection, however, some more risk
points are induced in the circuit:

@ The signal isolation device isolates the power supply of the instrument at the
same time, and a stable power supply meeting the requirements shall be specially
provided.

@ As for its practical application, a photoelectric converter means a relatively high
damage rate in the case of lightning strikes, while it is easy to replace.

3.3 Add Lightning Protection Device

Similarly, in consideration of equipment protection, lightning protection device is added
to the signal loop to limit the possible electromagnetic interference that may be generated
in the signal circuit through the SPD (Surge Protective Device) and thermistor in the
device, which can resist multiple lightning strikes, and realize the purpose of protecting
cabinet equipment, as shown in Fig. 3.
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The main functions of adding lightning protection device are as follows:

(1) Current release: the current generated by lightning strikes is divided into the ground,
removing most of the energy of lightning strikes, so that the lightning pulse cannot
reach or only rarely reaches the upstream equipment.

(2) Voltage limiting: When lightning strike-caused overvoltage enters, both ends of the
surge protector will maintain a certain voltage (residual voltage), which is within
the tolerable range of the equipment.

(3) Current limiting: The thermistor limits the passing current in a proper range based
on its characteristics, so that the over-limit current is isolated.

This approach can also effectively prevent the damage of over-limit current and
voltage to the upstream equipment, but it also requires special research and development
and K3 level identification of the device, and the circuit is considered as a fault point.

3.4 Add Lightning Protection Device and Signal Isolation Device

The scheme combines the advantages of lightning protection device and signal isolation
device to maximize the safety of equipment under lightning strikes. In contrast to the
devices implement separately, this configuration is possessed of such advantages as
follows [1]:

(1) As the first layer of protection, lightning protection device is available to timely
discharge and limit voltage/current to the surge current generated by direct lightning
strikes and induction of lightning, so as to reduce the damage of pulse to equipment.

(2) Signal isolation device, as the second layer of protection, further “filters” the input
current and voltage to isolate related risks. Meanwhile, the protection function
of lightning protection device improves the ability of signal isolation device to
withstand lightning strikes and further improves its reliability.

The protection capability of this scheme has been further improved, but the
K3 level identification, power supply, and difficulty of implementation need to be
comprehensively considered.



6 H.Luet al.

4 Analysis and Implementation

4.1 Comparison and Confirmation of Different Schemes

Based on the foregoing analyses and the temporary measures on site, a summary is made

as in Table 1:

Table 1. Comparison of different schemes

Number | Schemes

Advantage

Defect

1 improve circuit grounding

easy to implement

Unavailable to fundamentally
solve the problem

2 instrument displacement

reduce the effect of lightning
strikes

difficult to implement, and the
extension of sampling pipeline
has an effect on measurement.
Basically, the instrument is still
at altitude outdoors, which is
unavailable to fundamentally
solve the problem

3 signal isolation

available to avoid the effect of
lightning strikes and easy to
maintain

Consider more fault risk points
and independent power supply,
difficult to implement, and
invulnerable to withstand
multiple lightning strikes, and
necessary for the requirements
of nuclear grade K3
identification

4 lightning protection device

available to avoid the effect of
lightning strikes and easy to
maintain

Consider fault risk points, easy
to implement, and available to
withstand multiple lightning
strikes, and necessary for the
requirements of nuclear grade
K3 identification

5 lightning protection device
and signal isolation

available to avoid the effect of
lightning strikes and easy to
maintain

Consider more fault risk points
and independent power supply,
difficult to implement, and
available to withstand multiple
lightning strikes, and necessary
for the requirements of nuclear
grade K3 identification

Based upon the comparative analyses of schemes 1-5, with comprehensive con-
siderations in the difficulty of on-site implementation and resource inputs, the lightning
protection device added in scheme 4 is relatively balanced in all dimensions, which is rec-
ommended for field application, and meanwhile the grounding is reasonably optimized

with reference to scheme 1.
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4.2 Effect Analysis

4.2.1 Compliance Analysis on Specification

According to the design criteria of the grounding standard for a nuclear power island:
“The signal and low-voltage cables of the instrument control system that are introduced
from outside the protection area and might suffer direct lightning strikes, and cables or
components that are protected against direct lightning but not induced lightning, should
adopt surge protection devices.” And also, the RCC-E Rules for design and construc-
tion of nuclear electrical equipment in island requires: “The protection attenuation app-
roach for sensitive equipment especially includes the installation of secondary protection
against overvoltage (surge protector)”, the scheme configuration meets the requirements
of relevant provisions of the standard specifications for nuclear island grounding.

According to GB50343-2012 Technical code for protection of building electronic
information system against lightning, “On the basis of external lightning protection
measures, the electronic information system of buildings should select equipotential
connection and grounding, electromagnetic shielding, reasonable wiring, and surge pro-
tection according to the situation.” The scheme configuration is also available to meet
the relevant external and internal lightning protection measures.

4.2.2 Effect Analysis on Instrument Measuring Circuit

1. Effects of instrument load driving capacity

The field instruments adopt the transmitters of Rosemount 3051 series. According
to the load characteristics of transmitters in Fig. 4, it is regarded that when the power
supply voltage is about 24 V, the maximum loop load is 600 2. As the DCS system uses
the Mitsubishi current signal acquisition card (MLPJ-02) and the sampling resistance is
about 250 €2, it can be inferred that the single-line impedance should not exceed 125 €2,
and the device bus group should not exceed 350 2. The actual lightning protection device
meets the requirements of line resistance control.
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Fig. 4. Instrument load characteristics

2. Shielding grounding effect

According to the requirements of shielding, grounding and equipotential connec-
tion in GB50057-2010 Code for design protection of structures against lightning, and
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GB5027-2007 Design Code for Power Engineering Cables, “The shielding layer of con-
trol cables for the analog signal circuit of the computer monitoring system shall not
constitute two or more points of grounding, and shall be grounded at one point in a
centralized manner”, and “When the interference of electromagnetic induction is large,
two-point grounding should be adopted, and meanwhile when the interference of elec-
trostatic induction is large, one-point grounding can be adopted. Double shielding or
composite overall shielding is proposed to adopt one-point and two-point grounding
for the inner and outer shields respectively”. At present, the instrument has realized
double-layer shielding through the optimization and improvement of circuit grounding,
in which the inner cable is grounded at one end and the outer layer is a combination of
cable tray with metal sleeve or galvanized steel pipe, forming continuous grounding and
multi-point grounding in form, which meets the specification requirements.

3. Effect of response time

The surge protector and thermistor in the added lightning protection device are both
resistive loads and have extremely minor effects on the current signal transmission. At
the same time, the DCS system does not have high requirements for analog signal acqui-
sition and response. Therefore, the added device would not affect the signal acquisition
response time of the whole circuit.

5 Implementation

Based on the above analyses of the lightning protection measures for the flow monitor-
ing instrument on the reactor dome, a nuclear power plant in Fujian Province of China
conducted grounding investigation and improvement of the shielded lines of signal cir-
cuit upon receiving feedback from the instrument suffering lightning strikes. However,
considering that such a measure was not enough to eliminate the risk of lightning strike
interference, the plant continued adopting the lightning protection device to optimize
and improve the signal circuit, and the relevant transformation was completed in July
2016. The technical parameters of lightning protection device are shown in Table 2.

Table 2. The technical parameters of lightning protection device

Working voltage 24V

Voltage protection level <300V

Interruption voltage 80V

Working current 4-20 mA

Single-line impedance <75 Q

Electeic shock 2kA

Total inrush current 20 kA

Response time <5ns

Identification level K3 (GB/T 2423&GB/T 13625)
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Up to now, the dome flow monitoring instrument has experienced several seasons of
high incidence of multiple lightning strikes, and there has not been a large fluctuation of
data caused by lightning strike interference or damage to DCS panels. At the same time,
according to the results of the cross-comparison of measurement data in the regular
verification of annual instruments, instrument error is controlled within a prescribed
range, and there is no instrument degradation or failure.

6 Conclusion

Taking the reactor dome flow monitoring instrument as an example, the conventional
lightning protection measures are analyzed for comparison, and the approach by adding
lightning protection devices to the line is adopted to improve the lightning protection
capability of the entire data acquisition circuit. Upon the implementation of the lightning
protection measures completed, the outdoor instruments are available to effectively deal
with the interference of lightning strikes, and the effects on the DCS system could be
reduced. Practice proves that such a lightning protection measure offers a relatively
economical and convenient solution against the interference of lightning strikes for
nuclear power plants, which is available for reference with applicable values in the
lightning protection of other instruments.
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Abstract. The source range of the nuclear instrumentation system (RPN) is used
to monitor the reactor neutron flux from shutdown to initial startup. When the
count rate measured by source range detector is higher than the set value, a “high
flux at shutdown alarm” will be triggered. This alarm alerts the operators that pos-
itive reactivity has been added to the core, such as unexpected dilution or control
rods withdrawal. This paper analyzes the source range high flux at shutdown alarm
setpoint update logic of a nuclear power plant. It is found that the setpoint will be
updated to a low value after the source range is automatically put into operation,
resulting in false triggering of the alarm. This paper discusses the avoidance mea-
sures of alarm false triggering from the perspective of operational administration
and control logic optimization. The results show that both measures are feasible.

Keywords: RPN - High flux at shutdown alarm - Operational administration

1 Introduction

The nuclear instrumentation system continuously measures and monitors the nuclear
power of the reactor. Since the nuclear power measurement range spans multiple orders
of magnitude, the RPN is divided into three ranges: source range (SR), intermediate
range (IR) and power range (PR). The implementation of different ranges improves the
measurement accuracy [1].

The source range channel is used for the core neutron flux measurement from the
refueling to the initial start-up stage. The boron-coated proportional counter tube is used
as the neutron detector for SR, and the neutron flux level is characterized by the count
rate output by the channel.

This paper analyzes the high flux at shutdown alarm logic of RPN source range
channel in a NPP, and discerns that the automatic update function of the alarm setpoint
in this logic has the problem of false triggering of the alarm after the channel is put into
operation.

In this paper, two feasible measures are proposed to prevent false triggering of the
alarm, and both the advantages and disadvantages of different measures are analyzed.

© The Author(s), under exclusive license to Springer Nature Singapore Pte Ltd. 2023
P. Gu et al. (Eds.): SICPNPP 2023, LNEE 1055, pp. 10-17, 2023.
https://doi.org/10.1007/978-981-99-3455-3_2


http://crossmark.crossref.org/dialog/?doi=10.1007/978-981-99-3455-3_2&domain=pdf
https://doi.org/10.1007/978-981-99-3455-3_2

Study on High Flux at Shutdown Alarm Setpoint Automatic Update Logic 11
2 High Flux at Shutdown Alarm

The RPN source range channel is equipped with an alarm function of high neutron flux
rate in shutdown. This alarm reminds the operators that the sub criticality of the reactor
is reduced, and the core has the risk of approaching criticality. With this alarm, operators
can find out the mis-dilution of the boric acid in coolant or the accidental extraction of
the control rods timely.

According to the conclusion of the safety analysis, if the threshold of the high flux at
shutdown alarm is set within 3 times the current count rate, the operator will have enough
time to intervene in the state of the unit to avoid accidental criticality approaching [2].
Considering the statistical fluctuation of the count rate at low flux level [3], the alarm
setpoint is generally set to a value which is 2 to 3 times the current count rate.

The triggering logic of the high flux at shutdown alarm is shown in Fig. 1. If the
alarm is not manually blocked, once the count rate exceeds the alarm setpoint, while
the source range protection function is not blocked, the alarm is triggered. The alarm
information on screen and the alarm light remind operators to intervene. At the same
time, a horn inside the reactor building sends out an alarm sound to remind the personnel
to evacuate [4].
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Fig. 1. High Flux at Shutdown Alarm Logic

3 Alarm Setpoint Automatic Update Logic

3.1 Setpoint Update Manually During the Startup Phase

During the start-up, the source range count rate continues to increase with the adding
of positive reactivity. In the process of count rate increase, if the alarm setpoint is
automatically updated, the setpoint will be continually greater than the measured value,
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so that the alarm cannot be triggered. Therefore, the setpoint should not be automatically
updated during the flux increasing stage. The operator needs to update the setpoint
manually when the measured count rate is close to the alarm setpoint. After manual
update, the alarm setpoint is set to 2.5 times the current count rate.

During power operation, after the current measured by the intermediate range exceeds
the P6 setpoint (P6 indicates that the reactor has reached its criticality), it is allowed to
block the source range to prevent the SR detector from operating at excessively high
flux level. In addition to the initial criticality after refueling, when the P10 signal (P10
indicates that the reactor power is 10% of full power) appears during normal operation,
the source range will be blocked automatically.

3.2 Setpoint Update During Shutdown Phase

After the reactor is shut down, due to the decay of the delayed neutron precursor nucleus,
the neutron flux will decrease exponentially with a period of about -80s after the shut-
down, until it stabilizes at the subcritical breeding equilibrium level [5]. When the current
value measured by intermediate range drops below the setpoint of the P6 which means
the core is now subcritical. Once the NOT P6 signal is triggered, the source range chan-
nel is automatically put into operation. At this time, the count rate of the source range
channel still shows an exponential downward trend. Figure 2 shows the trend of the
count rate after the source range is put into operation during the reactor trip.
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Fig. 2. SRC Automatic Re-Used After Reactor Trip

Due to the continuous decrease of the count rate after the shutdown, in order to
achieve immediate protection, the system will trigger an automatic update when the
alarm setpoint exceeds 2.8 times (2.50 x 1.12) the current count rate. After the automatic
update, the alarm setpoint is set to 2.5 times the current count rate. The automatic update
function ensures “dynamic tracking” of the alarm setpoint to the measured count rate in
the flux drop phase. The specific logic is as follows (Fig. 3):



Study on High Flux at Shutdown Alarm Setpoint Automatic Update Logic 13

SRC
Count
Rate

Setpoint
Manual Update

2.50 X 30

Y ; Y vy
1.12 X OR Max
R
>
 —
|

Alarm

Setpoint

Fig. 3. High Flux at Shutdown Setpoint Updating Logic

3.3 Analysis of False Triggering of Alarm

The source range detector adopts a boron-coated proportional counter tube, and the
detector needs to work with a certain high voltage. Under the condition that the external
neutron flux rate is constant, the curve of the detector count rate and high voltage is
called the detector high voltage plateau curve [6], as shown in the Fig. 4.

It can be seen from the high voltage plateau curve that the detector can only output
the count rate when the high voltage exceeds a certain amplitude, and as the high voltage
approaches its setpoint, the count rate continues to increase.

After the source range is put into operation, the high voltage of the detector gradually
returns to the working voltage. During the high voltage recovery process, the count rate
of the source range gradually increases from the lower limit of the range according to
the trend of the high voltage plateau curve.

In the initial stage of high voltage establishment, the source range count rate is low,
and 2.8 times of the count rate is less than the alarm setpoint which was set before SRC
blocking, so the alarm setpoint automatic update logic will be triggered, and the setpoint
is updated from the higher value to a lower value. As the high voltage establishment
process continues, the source range count rate continues to increase until it reaches the
current flux level count rate (about 10° s’l). During the increase of the count rate, the
high flux at shutdown alarm is falsely triggered.

According to the above analysis, after the normal shutdown or accidental reactor trip,
due to the existence of the automatic update logic of the alarm setpoint, the automatic
operation of the source range will lead to the triggering of the high flux at shutdown alarm
when the reactor is shut down. False alarm is interference information for the operator,
which will affect the operator’s normal judgment on the state of the unit. Especially in
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Fig. 4. SRC Detector High Voltage Plateau Curve

the transient stage after the unit accidental reactor trip, the false alarm may also interfere
with the ongoing accident procedures.

According to feedback, the high flux at shutdown alarm was falsely triggered during
the zero power physical test after the first critical in a third generation unit for this reason.

4 Measures to Avoid False Alarm of High Neutron Flux Rate
in Shutdown

The purpose and applicable stage of the high flux at shutdown alarm in shutdown are
discussed, and the following avoidance measures are proposed.

4.1 Operational Administration

The purpose of setting the high flux at shutdown alarm is to remind the operator that
abnormal positive reactivity is introduced to the core in the shutdown state. When the
unit is ready to start, the “shutdown state” assumption of the alarm no longer exists.
At this time, the introduction of positive reactivity is to make the unit reach the critical
state. During this process, the increase of the neutron flux is an expected event, so the
high flux at shutdown alarm is unnecessary for the critical process.

In order to reduce the unnecessary manual update of the alarm setpoint by the oper-
ator, the alarm can be blocked by a hardware key before the normal start-up. After the
alarm is blocked, the corresponding protection function is realized by the SR high flux
reactor trip.

After planned shutdown or the accidental reactor trip, the “stable shutdown” state
cannot be reached immediately due to the neutron flux continued to decrease slowly.
When the source range count rate reaches the stable count rate in the shutdown state,
update the alarm setting manually before the unlock of the alarm by key switch release.
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4.2 Setpoint Update Logic Optimization

Since the operation of the source range detector involves the process of high voltage
establishment, it is considered to block the alarm during the establishment process.
After the count rate has returned to a higher level after the establishment, the count rate
will be updated once by a pulse signal.

After the source range is put into operation again, the high flux at shutdown alarm
will take effect after a delay of 10 s. Even if the alarm setpoint is brushed to a low value
during the voltage establishment process, the alarm will not be triggered within 10 s
(Fig. 5).
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Fig. 5. Alarm Enabled Delay After SRC Re-Used

The disappearance of the detector high voltage loss signal indicates that the voltage
establishment process has been completed and the detector count rate has recovered.
After the high voltage loss signal disappears, a delay of 3 s (enough time to stabilize the
high voltage) triggers a pulse to update the alarm setting, which can automatically update
the current setpoint (updated during the high voltage establishment process, lower value)
to a normal value (Fig. 6).

Under the premise of not affecting the original automatic update logic, the above
optimization avoids the false triggering of the alarm after the source range is put into
operation again due to the high voltage establishment process.

4.3 Comparison of the Two Measures

The way of avoiding false triggering of alarms through operational administrative man-
agement is consistent with the requirements of the current second-generation reactor
operation procedures, and there is no need to modify the control logic. The disadvantage
is that it needs to manually block the alarm every time the reactor starts up, and manu-
ally unblock the alarm after shutdown. The blocking of the alarm reduces the protection
coverage to some extent.
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Fig. 6. Alarm Setpoint Update Logic Optimization

The optimization of the setpoint update logic can solve the problem of false alarm
triggering from the source, and there is no need to block the alarm, which is equivalent
to expanding the coverage of the protection.

In a EPR plant, during the start-up physical test, when the IR current decreased below
P6 set-point, the SR was put into operation automatically. Almost at the same time, the
SR high flux at shutdown alarm was trigged. After the modification of the control logic
and onsite verification, the defect of the control logic has been fully eliminated.

5 Conclusion

From the point of view of the alarm purpose, it is feasible to apply administrative control
measures, which can completely avoid false triggering of the alarm. Starting from the
working principle of the source range, adaptation of the alarm delay and the update logic
after the voltage is established can solve the problem of false triggering from the source.
The choice of the two measures should be made according to the requirements of the
technical specification and accident analysis for the availability of alarm.
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Abstract. The instrument and control (I&C) emulation system that developed
based on virtual technology is an effective mapping of physical 1&C system. It
can realistically reflect the properties of physical system, and can be applied to
verify profit intelligent control strategies. In the stage of solution design, it is defi-
nitely necessary to analyze data storage and interaction procedures of each process
or thread that represents various functions in system. Moreover, some simulation
functions, for instance, saving and loading initial conditions, involve the man-
agement for various data types. Therefore, overall management for internal and
external data is indispensable. Refer to above requirements, this paper proposes
a set of data management methods that include interface design and process opti-
mization for data interaction in I&C system. The method has been proven to be
beneficial for data management in physical system, and it should have significant
engineering application value in I&C system.

Keywords: DCS - 1&C emulation system - Data management

1 Introduction

The instrument and control (I&C) emulation system that applies virtual technology is
the virtualization of physical system. The system gets rid of the dependence on tradi-
tional controller hardware, making it possible to run slave computer software in desktop
computer environment [ 1—4].

Physical 1&C system consists of several independent running control stations. These
stations communicate with each other by asynchronous communication. Based on this
special feature, the control station can be virtualized as an independent-running process
and named as the Virtual Control Station (VCS). The inter-communication between
VCSs adopts asynchronous inter-process communication (IPC). To improve system
authenticity, VCS should realize functions of core modules in physical DCS control
stations, mainly including Virtual Main Processing unit (VMPU), Virtual Data Acquisi-
ton unit (VDA), Virtual Data Output unit (VDO), Virtual Communication (VCOM),
etc.
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As above, VMPU is used to analyze and calculate the control algorithm of process
system. To enable functions of external command, data interface, malfunction setup
and data override, as well as reducing resource consumption, the process named Data
Management Service (DMS) can be added to realize the overall scheduling function.
Besides, the MS (maintenance station) used for data monitoring and maintenance can be
established as same as the physical one, which connects with VCS in TCP/IP commu-
nication mode. Therefore, the system architecture of I&C can be summarized as shown
in Fig. 1.
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Fig. 1. 1&C System Architecture

The processes represent different functions in I&C emulation system, and there is a
large amount of data interaction between these processes. Meanwhile, various simula-
tion functions have a significant relationship with data management. Appropriate data
management methods can reduce communication load and storage capacity, improve
system operating efficiency, and reduce the risk of response delay or system shutdown
caused by data overload. As the result, the described I&C emulation system is taken as
the experimental object, and its data management function is investigated.

2 Data Interaction Management in I&C Emulation System

2.1 Data Interaction Management Between DMS and VCS

The data management between DMS and VCS includes variable lists, calculated input
value and calculated output value per cycle. The variable configuration of a VCS can
be downloaded by operations in MS. After collecting the type and quantity of variables,
VCS will only transfer variable information to DMS during initialization so that the
capacity of data interaction can be kept at a reasonable level. Since VCS and DMS
can be configured at the same or different simulation hosts, a communication method
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“socket” belonging to IPC mode is selected to exchange data. During normal operation,
VCS acquires input data from DMS that will be involved in the operation of VMPU.
After each cycle calculation finished by VMPU, VCS will send output data and virtual
module status to DMS.

The data package that sent from VCS to DMS includes not only status information
of each virtual module, but also output data of algorithm computing. To reduce CPU
load and improve transmission efficiency, the buffer area is set up. The data only will be
sent to DMS when buffer area is full or data collection is completed. Similarly, specific
buffer area is set for each VCS. According to different data types,buffers can be divided
into three types:

Data sending buffer: io_send_buffer;
Data receiving buffer: io_recv_buffer;
Status buffer: status_buffer.

The setting and corresponding relationship of buffer areas in DMS and VCS are
indicated in Fig. 2. As shown in it, the data in sending buffer can be sent along with that
in status buffer, which will reduce time consumption of CPU scheduling.
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Fig. 2. Data Interaction Relationship between DMS and VCS

2.2 Data Interaction Management Between VCS and Virtual Modules

In order to decrease switching consumption between processes, the virtual modules such
as VMPU, VCOM and VDA can be treated as threads in VCS processes, and each thread
shares the memory space of its own process. The shared memory comprises data shared
memory and status shard memory. The data shard memory is used as data storage space
of virtual modules in VCS. When VCS is started, firstly it obtains variable configuration
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lists of this VCS, calculates the required memory space and then creates corresponding
memory space that shared by virtual modules such as VMPU.

Figure 3 and Fig. 4 indicate the architecture of data shared memory of VDA
respectively.
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Fig. 3. Schematic Diagram of Data Shared Memory (VDA, Analog Input)
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Fig. 4. Schematic Diagram of Data Shared Memory (VDA, Digital Input)

The status shared memory is implemented as storage space for emulation information
and operation mode, which includes current emulation status, emulation instructions,
current initial condition (IC) name, operation mode and LCD display content of VMPU,
etc. Its detailed structure is shown in Fig. 5.

2.3 Data Interaction Management Between VCSs

In I&C emulation system, the communication function between one VCS and another is
achieved by VCOM. Because different VCSs can be configured at the same or different
simulation hosts, IPC socket communication method can be applied by VCS for data
exchange. During the initialization of VCOM, VCOM can acquire IP of destination
VCS and establish TCP connections by analyzing download configuration files, which
enables data transfer between stations. To achieve the requirement of communication
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Fig. 5. Schematic Diagram of Status Shared Memory

determinacy for safety class I&C system, the communication between different VCSs
should be periodic, and the data format should be fixed in every communication. Figure 6
shows a typical communication data format between various VCSs.

Engineering Value ~ Status

Digital Value 1 1 Byte I Byte

Engineering Value  Status

Digital Value 2 | Byte | Byte

Engineering Value  Status

Analog Value 1 4 Bytes 1 Byte

Engineering Value  Status

Analog Value 2 4 Bytes I Byte

Fig. 6. Communication Data Format between Various VCSs

2.4 Data Interaction Management Between MS and VCS

The data management between MS and VMPU mainly includes the data related to
monitoring, downloading, maintenance and other functions. As the physical 1&C system,
VMPU has three operation modes: normal, maintenance and download mode.

When VMPU is in normal mode, it is quite necessary to have monitoring function
so that real-time computing conditions of VMPU can be accurately captured by MS. At
a time, VMPU only sends one type of data to MS, following the sequence of equipment
information, algorithm input data and algorithm output data, original input data, manda-
tory area data, parameter data, and optimized input data. At the same time, for the sake
of facticity improving, the communication mechanism between VMPU and MS should
be in consistent with that in physical system, at least in the aspect of transmission rate
and transmission date type. For instance, in physical system, only one type of data with
maximum size limit of 12K can be sent in one cycle. If the data size exceeds 12K, then
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this type of data will be sent separately by cycles. After all types of data being sent, a
completed monitoring unit that contains monitoring information will be generated, and
eventually analyzed by MS.

When VMPU is set to download mode, the data can be downloaded to it and saved
to the corresponding path of the local PC where VCS processes running.

The maintenance function includes variable forcing and parameter modification.
The similarity of them is that data modification commands come from MS while VMPU
works in maintenance mode. In terms of variable forcing, the information of forcing
operation is sent from MS to VMPU, following from that, the forced variable is copied
to mandatory area in which will be marked as true. After these operations, VMPU will
send the feedback to MS, indicating that the forcing operation is done. The variables
belonging to mandatory area are as follows: parameter variables, IO variables, network
variables and flags. It needs to be emphasized that forcing operation is a kind of operations
applied on computer memory, so it is easier to be invalid when power is failure. Compared
to variable forcing function, the difference of parameter modification function is that
the modified parameter would be copied to parameter area, which is written to hard disk
and saved permanently.

2.5 Data Synchronization Management Between VMPUs

Generally speaking, for one VCS of physical I&C system, there are two main processing
units which might be operated either on hot standby redundancy or parallel redundancy.
Therefore, data synchronization management between two VMPUs that are in a pattern
of redundancy configuration becomes pretty important. When VMPUs are in normal
operation mode, these two VMPUs will capture data from shared memory respectively. If
VMPUs are configured as hot standby redundancy, the standby VMPU will synchronize
with the master one to get output data, and only data in shared memory of master VMPU
will be acquired by VDO and VCOM. If VMPUs are in parallel redundancy, they will not
synchronize the output data, while data will be selected by VDO or VCOM depending
on the status of VMPUs. Besides, data synchronization management will not occur when
VMPUs are in maintenance mode.

3 Data Interaction Management with Third-Party System

3.1 Data Interaction Management with Process Model

As shown in Fig. 1, the data in VCS can also derive from the third-party system, such as
process model and human machine interface. In order to reduce resource consumption
and unify the interface, DMS serving as the master interface of sending or receiving
external data is developed to interact data uniformly with third-party system [5]. The
override function can be enabled to change the data sent by I&C system to external, or
the data transmitted from the external to I&C inside. Whether to select data from DMS
or MS is determined by the force flag transferred by MS in VCS. Figure 7 represents
the data flow between VCS and third-party system when override function is triggered.
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Fig. 7. Data Flow Diagram of Variable Forcing and Override Function

3.2 DataManagement of Saving and Loading IC

The IC refers to the completed data and status of the system at a certain time. In practical
application, some particular ICs need to be saved and loaded repeatedly, which means
that the 1&C system should have the function of saving and loading ICs. The data of ICs
mainly include all data in VCS, information in DMS, as well as information entries of
corresponding ICs that saved in system database.

The IC files are saved in hard disk with a special format of block length and block
content. When an IC is loaded, its format will be analyzed at first and then data will be
assigned at specified position as format required. The simulation information of ICs that
stored by DMS includes override and malfunction information, ID of each VCS, and
data in DMS send buffer. The function of storing DMS send buffer is to enable VCS
to start operation with the correct variable value when loading the IC. The schematic
diagram of saving IC is shown in Fig. 8.

3.3 DataManagement of IC Calibration Function

In practice, if configuration files are changed, the case might be happened that saved ICs
are unavailable. The reason for this is that the offset address of variables or algorithm
blocks in configuration files is changed and thus it cannot correspond with the one that
saved earlier. In this case, engineers have to carry out ICs again, which will bring huge
workload and time consumption.

In order to solve this problem, the IC calibration function is introduced, so that the
unchanged part of saved ICs, backtracks or scenarios can still be correctly loaded into the
corresponding position of the original variable or algorithm block when configuration
changes. This function brings convenience to the person who in charge of debug work,
which is not only conducive to locate the algorithm changing position, but also makes
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the debugging personnel avoid reworking every time when algorithm configuration is
slightly changed. Data management of IC calibration involves input and output variables,
time-dependent algorithm blocks and time-independent algorithm blocks with parame-
ters. By parsing the file with its name and offset, the offset address of each variable or
algorithm block is recorded, and the corresponding value can be loaded into the correct
variable or algorithm block when loading ICs, backtracks or scenarios.

4 Experimental Study

Take the load reduction condition in the HPR 1,000 Megawatts pressurized water reactor
(PWR) nuclear power plant as an example. To ensure the accuracy of the experiment,
the selected digital reactor model needs to comprehensively consider the reactor neutron
dynamics model, thermal hydraulics model and reactivity model [6, 7]. The system
architecture of semi-physical closed-loop simulation system is shown in Fig. 9. The
physical or virtual DCS collects data through a digital sensor model, and the data comes
from the calculated results of the reactor model. Control instructions are transmitted
through actuator models such as digital control rods and act on the calculation process
of reactor and primary loop models [8—11].

To verify whether the data management function is valid after applying simulation
function, the experiment of power regulation process is implemented as follows.

In following figures, the signal sp represents the setpoint value of nuclear power
reactor, the signalpv-DMS is the measured value obtained by DMS (emulation system),
and the signalpv-MS is the nuclear power measured value read by engineer workstations
(physical DCS).

Experiment 1: Pseudo-authenticity Experiment.

The closed-loop full scope simulator with the participation of the I&C emulation
system should have a high degree of pseudo-authenticity with that composed of physical
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Fig. 9. System architecture of semi-physical closed-loop simulation system

system. By comparing the adjustment time, overshoot and other parameters in the power
regulation process, the pseudo-authenticity of emulation system can be investigated
and proved. The IC selected for experiments should have certain complexity and high
sensitivity to algorithm and time. For this reason, the control loop mainly based on digital
value calculation cannot be selected.

Taking the start-up IC as an example. The nuclear power of the reactor is increased
from 0% full power (FP) to 40% FP. This power regulation process is implemented by
two closed-loop systems, the one is composed of process model and physical control
system, while the other is made up of emulation system instead. The experimental results
are shown in the Fig. 10.
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Fig. 10. Simulation Experiment of Pseudo-authenticity for the Start-up Condition
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The results prove that the emulation system has pseudo-authenticity.

Experiment 2: Freezing Function Experiment.

Freezing is a basic function. The experiment is taken by increasing the reactor power
from 30% FP to 50% FP, and freeze the project after the parameters are stable. From
the above analysis, it can be seen that after freezing the project, the value sent from
DMS to the third-party system should be unchanged, but MS cannot obtain variable
values any more since VMPU operation is suspend and thus its connection with MS
should be interrupted. The experimental results are indicated in the following Fig. 11.
The locations indicated by arrows in the figure are the timing of freezing begins and
operations continues respectively, MS cannot obtain data between the two timing.
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Fig. 11. Freezing Function Experiment

The experimental results conform to the above analysis. After freezing the project, the
third-party system continues obtain the remaining unchanged value from DMS while
MS cannot take the value. After restoring the running state of the project, the value
received by the third-party and MS both return to normal.

Experiment 3: Override Function Experiment.

In this experiment, the reactor power is increased from 30% FP to 50% FP. After the
operation is stable, the value of override function is setup to 40% FP. From the above
analysis, it can be seen that the pvshould still be 50% FP because the override value
is an output data, and it does not affect the calculation process inside the simulation
system. The third-party system takes the value of 40% FP from DMS, which also means
the calculation of process model is based on PV of 40% FP. After clearing the override
state, the pvvalue at DMS should return to 50% FP. The measured results are shown in
Fig. 12.

As presented above, after setup override function, the value of the third-party system
has been changed, and the value inside the simulation system remains unchanged. After
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Fig. 12. Override Function Experiment

the override is restored, the output value is switched to the internally calculated value
by the simulation system without disturbance.

Experiment 4: Saving and Loading IC Experiment.

In this case, the IC is created with the reactor power at 60% FP. Afterwards, dramat-
ically reduce spvalue to 20% FP until all parameters are stable, and finally restore the
previous saved IC. It can be expected that when 60% FP is stored, all data information
under 60% FP should be recorded.

The system should enter frozen state after IC being loaded. When the IC of 20% FP
is loaded back to replace that of 60% FP, the system will change to frozen state, the input
signal spbecome back to 60% FP, and the output signal pvis still 20% FP. After running
the project, the output signal pvwill recover to 60% FP.

After the loading IC instruction is issued, the project is in frozen state. Whether the
input value and the output value are loaded back is related to the project running state.
This is because the storage locations of the input variable and the output variable are
different. The value of input variable is sent to VCS by DMS, and its value is recorded
in the sending buffer area sent to VCS by DMS. When saving IC, this area is saved and
it will be backfilled to DMS when loading IC (the project is in frozen state). Therefore,
when the project is in frozen state and the loading instructions is issued, the value of
input variable that can be obtained through DMS by the third-party system should be the
value that preserved by the saving IC operation. In addition, the value of output variable
is stored in a file that copied from VMPU'’s cache area. When the project is loading but
not in running state, this value can be only loaded back to the VMPU’s cache area. When
the project is frozen, there are no periodic operations for VMPU and the value will not
be written to the shared memory by VMPU. At this time, even though VCS continues
to send output data, but it is the data that saved before loading ICs. As a result, the
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third-party system cannot obtain data from DMS until the project is switched to running

state.
The experimental results are shown in Fig. 13.

5 Conclusion
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Fig. 13. Saving and Loading IC Experiment

The data management of I&C emulation system is closely related to its logic operation
and simulation features. Based on the analysis of system architecture and simulation
function for a specific emulation system, this paper introduces a new data management
method, and its effectiveness has been verified in various experiments by combining the

simulation function.
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Abstract. Core reactivity control and shutdown margin are provided by control
rod clusters, which makes it a crucial system for reactor control and protection.
The physical position of control rod is measured by rod position indication system
(RPI). After equipment type change of rod control and rod position indication sys-
tem (RGL) in a plant, an issue that fluctuation of measured position occurred even
with a stable physical position, during the system commissioning. It will seriously
interfere with the surveillance of control rod position. The root cause of measured
position fluctuation is ascertained by measurement principle and circuit analy-
sis, and a practical solution is proposed also. By acquisition of detector signals
and development of analysis algorithm, the issue was solved. At the same time,
optimization suggestions at the hardware level for the root cause are proposed.

Keywords: Control rod - Rod position measurement - Circuit analysis - System
Commissioning

1 Introduction

The control rod position measurement is realized by the rod position detector and post-
processing circuit. The measured rod position indicates the real physical position of
the control rod inside the reactor core. The CPR1000 nuclear power plants adopt the
differential transformer measurement principle to measure the rod position [1].

When a new type rod control and rod position measurement system (RGL) was
applied in a power station for the first time. It was found that compared with the old
type, the new equipment had the phenomenon of measuring rod position fluctuation, that
is, the measured rod position fluctuates frequently when the real rod position remained
unchanged.

Frequent fluctuation of the measured rod position will falsely trigger the rod position
deviation alarm [2]. The rod position deviation alarm is used to indicate that the control
rod is accidentally dropped or out of step, false alarm affects the operator’s judgment on
the state of the unit.

This paper analyzes and studies the principle of rod position measurement, the dif-
ference analysis of new and old equipment with the original data collected on site, and
analyzes the reasons for the fluctuation of control rod measurement rod position.

© The Author(s), under exclusive license to Springer Nature Singapore Pte Ltd. 2023
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2 Control Rod Position Measurement Principle

The power station adopts a differential transformer as the rod position detector. Inside
the detector, the secondary coil is excited by the alternating current flowing through the
primary coil. When the control rod shaft moves, the induced voltage of the secondary
coil changes. 5 sets of secondary coils generate different induced voltage combinations
at different control rod positions. The combined signal is sent to the rod position mea-
surement cabinet for filtering and shaping to obtain the GRAY code representing the rod
position. The GRAY code is decoded by the PLC software in the rod position processing
cabinet to obtain the control rod position [1, 3]. The structure of the rod position detector
is shown in the following figure (Fig. 1):
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Fig. 1. Rod position detector structure

Secondary coils of different groups are staggered, and each group of coils is con-
nected by differential connection. When the driving shaft of the control rod passes
through an even number of coils in the same group, the induced potentials of the sub-
coils cancel each other out, which is characterized as a low voltage. On the contrary,
when the driving rod passes through the odd number of coils in the same group, the
output of the whole coil is characterized as high voltage. The relationship between coil
arrangement and GRAY code signal combination is shown in the following figure [1]
(Fig. 2):
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Fig. 2. Rod position measurement principle

The induced voltage of the secondary coil of the rod position detector is conditioned
by the rod position measurement signal processing circuit and compared with the thresh-
old value to obtain the GRAY code, and then the GRAY code is converted to measured
position. Due to the quantity limitation of the coils, the measuring rod position is not a
continuous mechanical step, but a discontinuous point related to the coil spacing. The
measuring interval of the rod position detector equipped in this power plant is equivalent
to 8 mechanical steps. The conversion lookup table from GRAY to rod position is shown
in the following table [1] (Table 1):
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Table 1. Lookup table of gray code and measured position

GRAY code Rod position GRAY code Rod position
E |[D |C |B |A E |ID |[C |B |A

0 0 0 0 1 0 1 1 0 0 0 120
0 0 0 1 1 1 1 0 0 1 128
0 0 0 1 0 16 1 1 0 1 1 136
0 0 1 1 0 24 1 1 0 1 0 144
0 0 1 1 1 32 1 1 1 1 0 152
0 0 1 0 1 40 1 1 1 1 1 160
0 0 1 0 0 48 1 1 1 0 1 168
0 1 1 0 0 56 1 1 1 0 0 176
0 1 1 0 1 64 1 0 1 0 0 184
0 1 1 1 1 72 1 0 1 0 1 192
0 1 1 1 0 80 1 0 1 1 1 200
0 1 0 1 0 88 1 0 1 1 0 208
0 1 0 1 1 96 1 0 0 1 0 216
0 1 0 0 1 104 1 0 0 1 1 224
0 1 0 0 0 112 1 0 0 0 1 232

3 Reason Analysis for Rod Position Fluctuation

The direct cause of the rod position fluctuation is that a certain GRAY code signal has a
bit flip change between the two states of high and low level. According to the working
principle of the signal processing circuit, when the comparator threshold and hysteresis
remain unchanged, the only reason for the fluctuation is that the amplitude of the induced
voltage in the secondary coil of the detector has changed greatly.

rod position detector is essentially equivalent to a transformer. The induced voltage
of the secondary coil is proportional to the voltage of the primary coil. The power supply
for the primary coil is provided by the power supply module which realizes the primary
coil a 50 Hz AC power supply through the R-C (resistor and capacitor) oscillator circuit
[1].

The induced voltages on the primary coils of the three control rods were recorded
during the rod drop test on the 5S0%FP (Full Power) level in a plant which equipped with
the same type of rod position measurement system [4]. Comparing the waveform data
collected by the power plants equipped with different types of rod position measurement
systems under the same test conditions, the voltage amplitude of the domestic equipment
has large fluctuations in the steady state. Spectrum of the primary coil induced voltage
signal is analyzed by using fast Fourier transform [5], and the results are as follows
(Fig. 3):
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Fig. 3. Induced voltage of detector primary coil

The amplitude of the induced voltage of the new equipment fluctuates greatly and
the frequency is scattered in the range of 49 £+ 3Hz. The amplitude frequency of the
induced voltage oscillation of the old equipment is relatively stable, and the frequency
distribution is concentrated at 50 Hz. The voltage of the measured coil comes from the
induction of the electromagnetic field established by the primary coil of the surrounding
detectors. When the power supply frequency of the surrounding detectors is inconsistent,
the amplitude of the induced voltage of the measured detector will oscillate.

Compared with the transformer amplitude modulation power supply of the old equip-
ment, the new equipment uses direct current to generate alternating current through the
R-C oscillator circuit [6]. The R-C oscillator circuit is built by components such as
capacitors and resistors. Due to the inherent manufacturing deviation between electronic
components, the oscillation amplitude and phase of the alternating current generated by
them must be different, and the frequency is not concentrated enough. This causes the
amplitude of the superimposed alternating current to oscillate.

For older equipment with transformers, all primary coils can be equivalent to the
secondary side of the transformer inside the cabinet. According to the electrical char-
acteristics of the transformer, if the same AC power supply is used on the primary side,
the induced voltages on the secondary side will have the same frequency and phase, and
will still be a standard sine wave after superposition even if there are differences in the
electromagnetic parameters of the secondary coils.
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The original signal of the secondary coil is processed by the signal processing card,
which can be divided into two parts: rectification and comparison. The rectifier circuit
converts the induced AC voltage into a DC signal, and then sends it to the hysteresis
comparator for comparison with the threshold to generate a digital signal as the GRAY
code of the coils set. The signal processing in this part is not much different from the
old type. The principle of the detector signal processing card is shown in the following
figure (Fig. 4):
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Fig. 4. Schematic diagram of signal processing card

Circuit simulation of the rod position measurement is carried out. When multiple
sinusoidal signals of different frequencies and different phases are used to superimpose
the induced voltage of the secondary coil, the DC voltage output by the rectifier circuit
fluctuates, and the GRAY code signal output by the comparator appears fluctuation,
which is consistent with the situation on site. When a sine signal with a fixed frequency
is used to simulate the working conditions of the old equipment, the DC voltage is stable
after rectification, and there are no Gray code fluctuations. The simulation results are as
follows (Fig. 5):

New Type: fluctuation Old Type: no fluctuation

GRAY Code

Rectified Voltage

Induced Voltage

Fig. 5. Simulation of rod position fluctuation
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According to the above principle analysis and simulation results, it can be seen
that the root cause of the position fluctuation is the frequency and phase difference
of the primary coil power supply among the detectors after the equipment changed.
This difference in power supply leads to fluctuations in the amplitude of the induced
voltage on the secondary coil, which are processed by the rectifier circuit and manifest
as fluctuations in the value of the DC voltage. When the hysteresis of the comparator
fails to envelop the voltage amplitude, the Gray code signal fluctuates, resulting in the
measurement rod position falsely change.

4 Rod Position Detector Calibration

4.1 Operation Guidelines for Rod Position Detector

The purpose of rod position detector calibration is to limit the deviation between the
measured position and the real rod position within the allowable range. At the same
time, for the withdrawal and insertion process, the deviation of the turning point of the
measurement rod position needs to be within 1 mechanical step [6].

Take the following figure as an example. During the withdrawal process (red line),
the measured position becomes 32 when the real position is 31, and becomes 40 after
the real position reaches 37. The measurement deviation of the corresponding 32-step
position is —1/+5 steps respectively. For the insertion (blue line), the measured position
changes to 32 when the real position is 36, and changes to 24 after 30 steps of the real
position. The deviation of the corresponding 32-step position is —2/+4 steps respectively,
which has 1 step deference from the withdrawal, that is, the hysteresis is 1 step (Fig. 6).
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It is required that in the process of withdrawal and insertion, the change direction
of the measured rod position is consistent with the moving direction of the control rod,
that is, there is no position fluctuations.

4.2 Rod Position Detector Calibration Principle

The rod position detector signal processing card provides a measurement interface for the
output voltage of each coil. By measuring the voltage of each coil in the process of moving
the rod, the threshold value can be calculated according to the voltage measurement value
at the theoretical turning point.

Due to the interference of the CRDM operating current and the influence of signal
noise, the induced voltage of the secondary coil inevitably has disturbances. Setting the
hysteresis in the comparator can prevent the rod position fluctuation caused by the signal
interference. An inappropriate hysteresis may cause the turning point of the withdrawal
and insertion to be inconsistent. If the threshold hysteresis is set too large, the rod
position deviation of the withdrawal and insertion will exceed the standard requirement
of 1 mechanical step. A reasonable threshold hysteresis should be able to suppress the
disturbance while ensuring that the position deviation of the turning point does not
exceed the limit.

Coil A Adjustment Method

Influenced by the CRDM coil, the induced voltage of the A coil does not change mono-
tonically when the control rod moves. The induced voltage of the A coil during the
movement of the control rod is acquired and shown in the following figure for both
withdrawal and insertion (Fig. 7):

It can be seen from the actual waveform that the voltage change is not monotonous
during the withdrawal and insertion, and the waveform is superimposed with wavelet
peaks and wavelet troughs. According to the working principle of the hysteresis com-
parator, refer to the system operation manual, use the maximum value of the wavelet peak
V1 and the maximum value of the wavelet trough V' to calculate the voltage deviation
Vo = V1-V>, and the A coil threshold V A can be carried out by [1]:

Vo—a
b Vo >p
K A (1)
g o =p
where a, b, ¢, d, p are adjustment coefficients.

According to the above method, by recording the rectified value of the induced
voltage of the A coil during the process of moving the rod the threshold value of the A
coil can be obtained by calculation.

Coil B/C/D/E Adjustment Method

According to the characteristics of the rod position detector, the theoretical turning point
of the coil is the midpoint of the two measurement steps. Taking the voltage at the
midpoint position as the threshold value can ensure the minimum deviation between the
measured rod position and the actual rod position at each turning step (Fig. 8).
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Fig. 8. B/C/D/E coil rectified induced voltage during rod movement

Let the operator move the control rod to the theoretical position turning point, record
the voltage rectification value of the coil corresponding to the theoretical turning point of
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the control rod, and calculates the average value of the voltage V,y, of each theoretical
turning point for each coil. Use the following equation to calculate the coil threshold
using Ve as a reference: [1]

VBCDE = ———— 2)

where e and f are the adjustment coefficient.

On-site measurement found that relying only on the measurement data of the theo-
retical turning point will lead to inaccurate calculation of the B/C/D/E coil thresholds.
Therefore, by adding the data of each step before and after the theoretical turning point
and calculating the average value, the applicable range and the accuracy of the calculated
threshold is improved.

4.3 Rod Position Detector Calibration Implementation

Since the old equipment does not have the problem of mutual interference between
detectors caused by the inconsistency of power supply, the thresholds of each coil are
well consistent, and the preset parameters provided by the manufacturer are generally
used for adjustment. The correctness of the parameters is verified by slow and fast rod
moving, and individual channels are fine-tuned according to the test results if needed.

For the new type of equipment, due to the mutual interference of the power supply
among the detectors, the working conditions of the detectors are now very different, and
the parameters of each detector need to be adjusted separately according to the previous
description. By continuously withdrawing and inserting the control rod and recording
the induced voltage output of the A coil, the calibration of the A coil can be completed.
B\C\D\E coil calibration can be accomplished by moving the control rod to a series of
specific theoretical turning points and measuring the corresponding coil induced voltage
output.

The signal acquisition system is shown in the figure below. The coil induced voltage
is measured by connecting output interface of the signal processing card to the signal
acquisition instrument through the connecting wire. By developing data processing soft-
ware and reading the data collected and recorded by the signal acquisition instrument, the
calculation of the calibration parameters of the rod position detector can be completed
automatically (Fig. 9).
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4.4 Suggestions on the Optimization of the Power Supply

According to the analysis above, the root cause of the rod position fluctuation is that the
power supply frequency and phase of the primary coil of the detector are inconsistent.
The frequency and phase consistency of the power supply of the detector can be achieved
by optimizing the design of the power supply circuit.

A feasible solution is to use 220VAC factory power distribution as power supply
for each division of cabinets, and the send power supply to each detector after voltage
transformation through transformer and amplitude modulation by control circuit.

It can be considered that the transformers and modulation circuits do not change the
frequency and phase of the alternating current. The secondary side of the transformer,
that is, the power supply of the detectors, has the same frequency and the same phase
(Fig. 10).
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5 Conclusion

This paper analyzes the fluctuation of the measured rod position in a plant. Through
the analysis of the rod position measurement principle, the comparison of the difference
between the old and the new equipment, and the analysis of the onsite data, it is deter-
mined that the root cause of this issue is the fluctuation of the induced voltage output of
the secondary coil which caused by the inconsistent power supply of the primary coil of
the detector. The theoretical threshold and hysteresis cannot effectively cover the signal
fluctuations.

According to the working principle and signal characteristics of the detector coils,
the detector calibration method is determined, the special detector calibration data pro-
cessing software is developed, and the calibration test of the rod position detector in this
plant is completed.

The determination of the root cause of the measured rod position fluctuation has ref-
erence significance for subsequent equipment upgrades and design optimization. At the
same time, the calibration method can be applied to equipment operation, maintenance
and commission of power plant which uses the same type of equipment.
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Abstract. The compatibility and anti-interference capability of wireless sensor
networks within nuclear power plants in complex electromagnetic environments
are the most essential elements to ensure reliable operation and effective combat
of equipment within nuclear power plants in harsh environments. Interference sig-
nals generated by electrical, rotating and communication equipment and sensors
attached to nuclear power plants, as well as malicious enemy interference sources,
cause their electromagnetic environment to become increasingly complex. For the
complex interference environment of nuclear power plant compartment, this paper
firstly adopts supervised and unsupervised learning for interference cognition, and
after obtaining the features of wireless interference sequences, anti-interference
decision based on deep reinforcement learning and array antenna multi-domain
anti-interference based on intelligent decision are implemented. From the intelli-
gent interference simulation based on the physical transmission system, it can be
seen that the proposed method can effectively identify and resist typical interfer-
ence signals, which can bring reference to the anti-interference of nuclear power
plants.

Keywords: nuclear power plant - wireless sensors - interference perception -
anti-interference

1 Introduction

As a new sensing and detection technology that has emerged in recent years, wireless
sensors and sensing networks have been widely used in the fields of intelligent detection,
situational awareness, equipment operation, industrial manufacturing and environmental
monitoring. The application of wireless sensors in the monitoring of nuclear power plant
electrical/mechanical equipment can greatly enhance the flexibility of monitoring equip-
ment arrangement, significantly reduce the cable laying and termination workload during
the construction of nuclear power plant, help improve the level of information technol-
ogy and automation of nuclear power plant and the integration and miniaturization of
the overall equipment, and help reduce construction and operation costs.
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The wireless environment of the compartment of the nuclear power plant has
strong specificity, such as complex compartment structure, high-power electromechan-
ical equipment instantaneous start and stop and other electromagnetic radiation on the
wireless sensor network of the wireless transmission process will have interference
effects. In addition, the wireless communication environment in the nuclear power plant
compartment is characterized by a small metal confined space, a large number of sen-
sor nodes in the proximity range, an extremely complex electromagnetic environment,
multipath interference in the compartment, multi-user interference, serious co-channel
interference, and large randomness of transmission delay [1]. These characteristics pose
a great challenge to the application of wireless sensor networks. Compared with tradi-
tional wireless sensor networks in wide area space, wireless sensor networks in complex
ship cabin communication environment, wireless sensor networks put forward extremely
high requirements for communication quality, the need to minimize the possibility of
sensitive sensors subject to electromagnetic interference, reduce the impact of various
interference on the BER performance, improve the quality of information transmis-
sion (Quality-of-Service) reliability, improve the Time-sensitive sensing and detection
equipment on the requirements of time delay, etc.

The interference faced by wireless sensor networks in nuclear power plant com-
partments is not only strong and dense, but also the types of interference are diversi-
fied, complex and new, and the interference signals are constantly changing in multiple
dimensions over time, such as time domain, frequency domain and air domain. There-
fore, some existing interference identification methods that extract feature parameters
in a single dimension only for common interference types are no longer sufficient to
meet the demand. There is an urgent need to study an intelligent interference cognition
technique with multi-dimensional feature parameters, diverse recognition means and
better robustness.

Machine learning-based cognitive radio technology is a new intelligent and reliable
wireless communication technology that uses machine learning techniques to enable sen-
sor terminal devices to achieve interference suppression and reliable wireless transmis-
sion by sensing, understanding, learning and evaluating the surrounding electromagnetic
environment, and using the wireless background knowledge obtained by interacting and
fusing with the wireless environment to adjust system decision parameters and transmis-
sion parameters in real time [2—4]. Cognitive-based intelligent anti-interference technol-
ogy is the future development direction of intelligent anti-interference technology. At
the receiving end, through the monitoring, sensing and identification of the electromag-
netic environment, the interference is automatically sensed, identified and classified from
the time domain, frequency domain, air domain, power domain and waveform domain,
respectively, and the receiving end then takes the best anti-interference measures based
on the sensing and identification results. For interference signal classification, the com-
monly used classification algorithms are Decision Tree (DT), Support Vector Machine
(SVM), Deep Neural Network (DNN), etc. [5—11]. The flexibility, real time, intelligence,
and ability of machine learning techniques to interact adaptively with the surrounding
environment make it a great application for intelligent interference cognition.

The combination of machine learning cognitive technology, time/frequency domain
anti-interference technology (fast/slow frequency hopping technology) and air domain



46 Z. Deng et al.

anti-interference technology (array antenna technology) in the nuclear power plant ship-
board sensor nodes and the wireless sensor network they form, this intelligent multi-
domain combined hybrid communication regime can compensate for the shortcomings
of any single technology and significantly improve the wireless sensor network’s ability
to resist complex electromagnetic interference [12—-16].

In this paper, based on Lora protocol, the wireless anti-interference of nuclear
power plant is studied in terms of wireless anti-interference cognition, anti-interference
intelligent decision, and multi-domain anti-interference for the special electromagnetic
interference environment of nuclear.

2 Intelligent Anti-interference for Nuclear Power Plants Based
on Machine Learning

2.1 Intelligent Anti-interference Architecture

The intelligent anti-interference system is based on machine learning algorithms and con-
stitutes an anti-interference “intelligent loop” of cognition-decision-measure-evaluation.
The training server uses the historical experience data in the machine learning knowl-
edge base for training, so that the system has the ability to learn independently and con-
tinuously optimize the anti-interference performance. The intelligent anti-interference
architecture is shown in Fig. 1.
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Fig. 1. Schematic diagram of intelligent anti-interference architecture

1) Cognition: Interference cognition is to realize real-time cognition of various kinds of
interference in the working environment, combining the deep neural network algo-
rithm of supervised learning and the clustering algorithm of unsupervised learning,
to give full play to the advantages of machine learning algorithm in processing fuzzy
uncertain signals, and does not rely on the results of interference feature extraction.
At the same time, the fast matching classification and clustering mechanisms are used
to improve the cognitive ability of complex and variable interference.
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2) Decision-making: Intelligent decision-making is to realize the selection of system
working mode and anti-interference strategy. Decision-making is based on deep rein-
forcement learning algorithms, taking into account machine learning knowledge base
information such as interference, system capabilities, and task requirements. The
decision result is the state setting and parameter setting of each unit of the system
including the anti-jamming function, which will directly determine the anti-jamming
capability and business operation capability of the system. Based on machine learning
algorithms, it is equipped with a training server with powerful processing capabil-
ities. Through self-learning, it continuously optimizes the decision-making process
and improves decision-making performance.

3) Measures: Anti-interference measures are the state settings and parameter settings of
each unit of the system according to the decision-making results, as measures to com-
bat interference and ensure normal business operation. The anti-jamming functions
of the system include array antenna intelligent anti-jamming, adaptive interference
cancellation, link parameter adjustment, etc.

4) Evaluation: Intelligent evaluation is to evaluate the working state of the system,
reflecting the effectiveness of the anti-interference measures selected under the
current interference situation, which can assist the system in decision-making
optimization.

2.2 Intelligent Interference with Cognition

In this paper, we consider a study of clustering algorithms based on supervised learning
algorithms combined with unsupervised learning algorithms. The unsupervised learning
algorithm is capable of clustering novel disturbances beyond the library of disturbance
types and adapts to the requirements of complex disturbance environments for the system.

The interference awareness architecture used by the system combining supervised
and unsupervised classification is shown in Fig. 2.
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Fig. 2. Interference cognitive architecture combining supervised and unsupervised classification
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Supervised classification uses the Inception network structure of CNN. The input
layer uses a sample size input of 1024 x 1 x 12 or 1024 x 1 x 3 then a network consisting
of two layers of convolution, activation function, pooling, and batch normalization then a
network consisting of four layers of modified Inception, pooling, and batch normalization
and finally a fully connected layer with Softmax for classification.

The unsupervised classification uses the K-Means iterative clustering algorithm, and
the main processes include cluster assignment and moving cluster centers. The algorithm
accepts an unlabeled data set and then clusters the data into different groups.

2.3 Anti-interference Intelligent Decision Making

In order to improve the response time of decision making and the success rate of inter-
ference protection, in order to improve the response time of decision making and the
success rate of interference protection, we fully consider the information of multiple
dimensions such as equipment information, interference characteristics, spatial posture,
interference protection means and effectiveness evaluation algorithm, and at the same
time make full use of the powerful information processing capability of ground station.
In this paper, a reinforcement learning algorithm based on deep deterministic policy
gradient (DDPG) is used to implement anti-interference decision making, as shown in
Fig. 3.
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Fig. 3. Intelligent decision making based on DDPG reinforcement learning algorithm for anti-
disturbance

The implementation of anti-interference decision making based on DDPG reinforce-
ment learning algorithm mainly includes four parts: feature information pre-processing
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and environment state representation, design of anti-interference strategy set, payoff
function design, and deep network design and training.

1y

2)

3)

4)

The feature information is pre-processed, and then multidimensional information
such as local device information and interference features are jointly constructed
with the environment state information.

The anti-interference strategy set is constructed based on the interference suppres-
sion means in the link, including link parameter adjustment, array antenna anti-
interference, multi-domain joint interference suppression and other anti-interference
strategies.

The design of the return function determines the optimization direction of the
DDPG algorithm. In this paper, the return function is designed according to the
link communication quality assurance of the link, such as the signal-to-noise ratio.
Deep neural networks make anti-interference decisions based on environmental state
information, and in this paper, convolutional neural networks (CNN) will be used
as the decision unit for anti-interference strategies. The state matrix reflecting the
dynamics of disturbances in the link environment outputs policy specific parameters
through this neural network. Finally, the training of the neural network is completed
based on the empirical information constructed from historical empirical information,
including state information, current take strategy, payoff function value and transfer
state information.

2.4 Multi-domain Anti-interference

As shown in Fig. 4, multi-domain anti-interference contains array antenna intelli-
gent anti-interference, link parameter adjustment, adaptive interference pair elimina-
tion and other RF domain, air domain, time domain, transform domain anti-interference
techniques.
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1) Array antenna intelligent anti-interference design

In this paper, we use the subarray-level beamforming based technique and combine
the intelligent decision results to achieve the adaptive anti-interference capability under
different interference environments. The block diagram of the adaptive anti-interference
design of the array based on this method is shown in Fig. 5.

[ Antenna Radiating Unit ]
L L L Cabin
[ Activate cell selection Equipment
Information
A v vy v AA 4 A v

Intra-subarray
weighted
network

Intra-subarray
weighted
network

Intra-subarray
weighted
network

In-subarray
beamforming
unit

Intelligent self-
adaptive zero

[ Subspace Adaptive Weighting Network
adjustment unit

L output

Fig. 5. Block diagram of the anti-interference design of the array antenna

The intra-sub-array weighting network outputs the data to both the adaptive zeroing
unit and the inter-sub-array adaptive weighting network after weighting the sampled
data of each array element within the sub-array. The intelligent adaptive zeroing unit
uses the input real-time data, as well as the sensed interference parameters for adaptive
weight calculation, and simultaneously outputs the calculated weights to the inter-sub-
array adaptive weighting network, and finally, the inter-sub-array adaptive weighting
network uses the input real-time data and the weight vector to complete the weighting
of the received data, and outputs the final anti-interference data afterwards.

2) Adaptive Interference Pair Elimination

Adaptive interference cancellation takes advantage of the significant characteristic
difference in the frequency domain energy of the interfering signal and the desired signal,
reconstructs the interference at the receiving end, and then cancels it with the interfering
signal, which has good anti-interference effect on audio interference and multi-access
interference existing in systems using spread spectrum mode, etc.

The principle of signal reconstruction and parallel interference cancellation is shown
in Fig. 6. The demodulation, signal reconstruction, interference cancellation, and demod-
ulation again are all performed in parallel for K users, and the BER of the information
obtained from the demodulation again is lower than that of the information obtained with-
out interference cancellation by the above process, which achieves first-level interference
cancellation.
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3 Simulation Verification

After developing the anti-interference program based on tensorflow2.0 in the upper
windows system, this paper uses STM32Cube.Al to convert the trained neural net-
work model to C/C++ and run it to the underlying embedded system, and finally
builds a physical demonstration system as shown in Fig. 7, the demonstration system
includes STM32F767IGT6 embedded controller The demonstration system includes
STM32F7671GT6 embedded controller, SX1278 LoRa module, and two types of
sensors: temperature and humidity sensor DHT11 and smoke sensor MQ-2.

SX1278 LoRa STM32F7671GT6

Fig. 7. Wireless transmission test physical system diagram
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3.1 Intelligent Interference Cognitive Simulation
1) Classification results for single disturbances

The signals to be identified are: single-tone interference, multi-tone interference,
partial band interference, noise FM interference, Gaussian pulse interference, linear
sweep interference, CDMA signal, Gaussian noise (no interference).

In the simulation, the JNR of the training sample signal is —10 to 20 dB, with 1 dB
JNR interval, and the number of samples per signal at each JNR is 300; the JNR of
the validation sample signal is O to 20 dB, with 1 dB JNR interval, and the number of
samples per signal at each JNR is 100; the JNR of the test sample signal is —10 to 20 dB,
with 2 dB JNR interval, and the number of samples per signal at each JNR is 300. The
number of samples per signal under each JNR is 300.
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Fig. 8. Correct recognition rate of a single interference signal

As can be seen from the Fig. 8, the recognition rates of different interfering input
signals are all high, and the signal recognition rates are close to 100% when the JNR is
greater than OdB.

2) Coexisting interference classification results

The actual work process, the link can not only receive a single interference signal,
that is, the usual received interference signal is likely to be a variety of interference in
the form of co-existence. Therefore, there is a need to classify cases where multiple
interferences are mixed together. Here, three relatively similar interference signals are
selected as examples.
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The signals to be identified are: partial band interference, noisy FM interference,
linear swept interference and their two-by-two combinations, in six categories.

In the simulation, the JNR of the training sample signal is —10 to 20 dB, with 1 dB
JNR interval, and the number of samples per signal at each JNR is 300; the JNR of
the validation sample signal is O to 20 dB, with 1 dB JNR interval, and the number of
samples per signal at each JNR is 100; the JNR of the test sample signal is —10 to 20 dB,
with 2 dB JNR interval, and the number of samples per signal at each JNR is 300. The
number of samples per signal under each JNR is 300. The correct recognition rate of
coexisting interference is shown in Fig. 9.
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Fig. 9. Coexistence interference correct recognition rate

The confusion matrix, also known as the error matrix, is a standard format for repre-
senting accuracy evaluations. The confusion matrix of the concurrent interference signals
is shown in Fig. 10.

It can be seen from Fig. 10 that when the interference-to-noise ratio is greater than 2
dB, the recognition rate of co-existing interference signals is close to 100%. When the
interference-to-noise ratio is less than 2 dB, the misclassification of interference signals
is almost concentrated in the interference signals related to its own signal. The complex
coexisting interference signal provides reference and reference.

3.2 Anti-interference Intelligent Decision Simulation

In the simulation we assume the existence of two sources of interference, Interference
1 uses cyclic sweep interference with a sweep width of 20 sub-channels. Interference
source 2 uses smart jamming, in which the source interferes with probability to the
channel being used by the ground console and interferes with other subchannels at
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random with probability. The DQN algorithm for behavioral selection using discrete
transmit power and the DDPG algorithm for continuous transmit power selection are
experimented in the simulation, and the return values of each learning using the DDPG
algorithm and using the DQN algorithm are recorded.
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Fig. 10. Coexisting interference confusion matrix
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As can be seen in Fig. 11, the implementation of interference policy selection using
reinforcement learning can all optimize the link performance. Since the approach using
DQN requires quantization of the sub-channel transmit power will cause gain loss in
optimal performance DDPG due to the DQN algorithm. At the same time, the algorithm
starts with a better return function value than the DDPG algorithm because the DQN
algorithm has a smaller retrieval space after strategy space quantization.

4 Conclusion

This paper addresses the complex electromagnetic environment problems faced by the
application of wireless sensor networks in nuclear power plants, and carries out multi-
domain interference signal detection in the time domain, frequency domain and air
domain, interference feature parameter extraction through supervised and unsupervised
strategies, and focuses on the effectiveness of multi-domain anti-inhibition of interfer-
ence signals under the conditions of multipath fading (interference), partial band interfer-
ence and multi-tone interference in the compartment of nuclear power plants. Through
the research of this paper, we strive to reduce (or even eliminate) multiple electromag-
netic interferences in large-scale wireless sensor networks from time/frequency/space
multi-dimensions, and at the same time enhance the large-scale networking capability
of sensor networks, form a study on intelligent interference signal feature identification,
adaptive antenna array beamforming, and multi-domain interference suppression, and
verify the feasibility and effectiveness of the proposed intelligent anti-interference based
on its learning through physical simulation analysis. Through physical simulation anal-
ysis, the feasibility and effectiveness of the proposed intelligent anti-interference based
on its learning are verified, and the theoretical basis is laid for the application of wireless
sensor networks in nuclear power plants.
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Abstract. At present, the water levels of high-temperature and high-pressure
vessels such as voltage stabilizers and steam generators on ships’ nuclear power
plants are measured by the pressure principle. Affected by the load conditions in
the vessels, the differential pressure water level measurement has problems of low
accuracy and low reliability. The radar type liquid level gauge has the advantages
of high precision and high reliability, and is an effective means of measuring
the liquid level of high temperature and high pressure containers. In this paper, a
FMCW system split guided wave radar based on the principle of frequency domain
reflection (FDR) is proposed for liquid level measurement. The antenna probe part
and the electronics part adopt a split structure, and the electronics part is installed
in the secondary instrument cabin with better environmental conditions., the radar
is easy to meet the index requirements of shock, vibration and irradiation. The
high-frequency signal emitted by the radar antenna is conducted along the coaxial
rod probe, and the signal will be reflected only when it encounters the surface
of the material, which effectively eliminates the influence of obstacles such as
the heating plate in the container, the internal reference pipe water replenishment
device and the reference pipe connection. Non-blind zone measurement of liquid
level to meet the liquid level measurement requirements of high temperature and
high pressure vessels in ship nuclear power plants.

Keywords: nuclear power plant - high temperature - high pressure - radar level
gauge

1 Introduction

The water level of high-temperature and high-pressure vessels such as regulators and
steam generators on naval nuclear power plants is the most direct parameter to charac-
terize the amount of water installed in a circuit or two circuits, and has been used as
an important control parameter or even protection parameter, directly its measurement
reliability and accuracy requirements are very high, at present the above water level mea-
surement is generally measured using the differential pressure principle [1-5]. Affected
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by the operating conditions of nuclear power plant, the water in the vessel is basically
in a two-phase state, and pressure, temperature, etc. also changes with the operating
conditions, the hull tilt and sway, etc. will also have an impact on the measurement, the
above factors make the differential pressure water level measurement has low accuracy,
reliability is not high, especially in mobile and special operating conditions or even a
significant change in water level or unavailable, seriously affecting the manipulation of
the nuclear power plant by the operator.

The electromagnetic wave emitted by the radar level meter has a stable propagation
speed in the same medium, so it is not affected by temperature, density, dust, pressure,
etc. It can work stably and accurately in a complex environment, and has the advantages
of high accuracy and reliability, which is an effective means of high temperature and
high pressure vessel level measurement. The existing mature industrial products [6-9],
in the use of environmental conditions, structure type and other aspects of the nuclear
power plant high-temperature and high-pressure vessel level measurement needs there
is still a big gap, the application to nuclear power plant is facing great problems.

According to the classification of the emission signal system, the measurement
method of radar level meter has two methods: pulse method [10] and frequency modu-
lated continuous radar wave (FMCW) measurement [11]. According to the classification
of radar antenna form, radar level meter can be divided into intelligent radar and guide
wave radar two kinds [12, 13]. Pulse method radar is to transmit radar pulses in an inter-
mittent manner, and the radar waves propagate in free space at the speed of light. The
distance from the reflecting surface to the probe is calculated by measuring the time from
the radar wave being emitted to being accepted. Frequency modulated continuous wave
radar level meter continuously emits radar wave signal, it is important that the frequency
of radar wave is continuously changing, the rate of change of radar wave frequency is
constant in one measurement cycle, strictly speaking, frequency modulated continuous
wave radar level meter measures the time travel by measuring the frequency deviation.
Intelligent radar transmits microwave signals through the antenna, the signal propagates
in space at the speed of light and encounters the surface of the measured medium, part
of its energy is reflected back and received by the same antenna to achieve non-contact
measurement of the object surface. Based on the time domain reflection (TDR) princi-
ple, the guided wave radar emits high frequency pulses through the probe and conducts
them along the cable or rod probe. When the pulses meet the material surface, they are
reflected back and received by the receiver inside the instrument, and the distance signal
is converted into the level signal. Since it is based on the principle of guided wave, the
guided wave radar has strong suppression ability to dust, steam and foam, and even the
environment with a large amount of steam does not affect its measurement accuracy.

In this paper, we carry out research on high precision radar level measurement tech-
nology for high temperature and high pressure vessels of nuclear power plants, propose a
split type level measurement radar solution applicable to the nuclear power environment
conditions of ships, break through the transmitting and receiving technology of level
measurement radar system, long distance radar signal transmission and signal process-
ing technology, and key process technology of high precision radar level meter; develop
the level measurement radar prototype and complete the functional performance test
verification.
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2 Frequency Modulated Continuous Radar Wave (FMCW)
Split Guided Wave Radar Liquid Level Measurement Based
on Frequency Domain Reflectometry (FDR)

2.1 Large Dynamic Range Signal Reception Based on FM Interrupted
Continuous Wave

The liquid level measurement radar uses a frequency modulated interrupt continuous
wave technology to solve the isolation problem between the transceiver. A gating switch
is configured in the radar transmitter and receiver. Within the time width of the chirp
pulse transmitted by the radar, the transmit gating pseudo-random sequence is used to
modulate the amplitude of the radar transmit signal, and the received echo signal is also
used for amplitude modulation. The receive gated pseudo-random sequence is amplitude
modulated. That is, when the radar signal is transmitted, the receiver does not receive it,
and when the radar signal is turned off, the receiver receives it, as shown in Fig. 1. This
scheme can not only solve the transceiver isolation problem of LFM system radar, but
also effectively reduce the requirements on the dynamic range of the receiver.

receive Emission receive
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(a) Transmit and receive timing (b) Transmit signal waveform (c) Echo signal waveform (d)
Receive signal waveform

Fig. 1. Schematic diagram of the working of FMICW radar

The typical transmit gate waveform and receive gate waveform are shown in Fig. 2,
and the corresponding average received signal function waveform is shown in Fig. 3.
It can be seen from Fig. 3 that the use of the FMICW scheme can greatly suppress the
transceiving direct-coupled signal and the echo amplitude in the vicinity, and has the
effect of time-varying gain similar to the time-domain shock pulse radar.
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2.2 Large Dynamic Range Signal Reception Based on FM Interrupted
Continuous Wave

Linear frequency modulation signal (LFMCW) is generally obtained by phase-locked
loop and voltage-controlled oscillator (VCO), and there are usually two schemes: open-
loop and closed-loop. The closed-loop scheme adds the phase-locked loop to lock and
track the phase information, which can realize the automatic calibration of the frequency.
Therefore, the closed-loop scheme is adopted in this paper.

The liquid level measurement radar works in the L-band. Due to the relative band-
width limitation of the existing VCO devices, the ultra-wideband LFMCW signal
required by the system cannot be directly generated. In this paper, the down-conversion
method is used to realize the L-band LFMCW signal generation. First, the LFMCW
signal with the required bandwidth is generated in a higher frequency band, and then the
required ultra-wideband LFMCW signal is realized by down-conversion. Because the
linearity of the voltage control curve of the VCO is poor and will drift with temperature,
it cannot guarantee the output of a high linearity FM signal. The DDS output signal with
the constant temperature crystal oscillator as the clock is used as the reference signal,
and the linearity of the output FM signal is corrected in real time through closed-loop
feedback.
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The principle of the LEFMCW transmitter in the L-band is shown in Fig. 4. Two PLLs
are used in the transmitter, in which PLL1 and VCO generate the LFMCW signal of
C-band, which is amplified and filtered and sent to the RF input of the mixer. L-band
LFMCW. The output signal is divided into two channels after power division, one of
which is amplified and filtered and then fed into the circulator to be fed to the antenna
probe unit, and the other is amplified as the local oscillator signal of the receiver.

B BPF Waveguid
erod

Receiver local
oscillator

logic
control
unit

Fig. 4. Schematic diagram of the signal source of the liquid level radar

2.3 Long-Distance Signal Transmission and Signal Processing

There is a long distance between the split-type liquid level measurement radar antenna
probe and the electronic part. The transmitted signal needs to be transmitted from the
transmitter to the probe, and the received signal needs to be transmitted from the probe
to the receiver. There are generally two methods for realizing long-distance microwave
signal transmission: optical fiber transmission and coaxial cable transmission.

Optical fiber transmission first uses an electro-optical conversion module to convert
the microwave signal into an analog optical signal so that it can be transmitted in the
optical fiber, and then uses a photoelectric conversion module at the receiving end to
restore the analog optical signal to a microwave signal. Because the loss of the fiber is
very low, it can transmit long distances. However, in practical applications, the electro-
optical conversion module has a loss of about 30 dB, and the photoelectric conversion
module has a loss of about 10 dB. Therefore, the microwave signal has a differential loss
of 80 dB in the sending and receiving transmission path, and the photoelectric conversion
module installed at the antenna end is the same as the electro-optical conversion module.
There is a risk of strong radiation, and it can be seen that it is not feasible to use optical
fiber for long-distance microwave signal transmission in this paper.

Compared with optical fiber transmission, although the loss per unit length of
microwave signal transmitted by coaxial cable is larger, the loss is directly related to the
signal frequency. As the frequency decreases, the loss also decreases rapidly, and there
is no additional loss introduced by the photoelectric conversion module. Therefore, this
paper chooses ultra-low loss 50 2 coaxial cable to realize long-distance signal trans-
mission. In order to further reduce the signal loss, the operating frequency of the radar
is selected in the L-band, and the cable loss in this frequency band is about 6dB/100ft.
After theoretical calculation, it can meet the signal transmission requirements of the
liquid level measurement radar.

This paper not only needs to adapt to use in various complex environments, but also
needs to meet the requirements of high measurement accuracy and real-time perfor-
mance. In view of the shortcomings of the existing high-precision ranging algorithms
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such as slow calculation speed or poor anti-noise performance, non-uniform spectrum
is used for signal processing. The refinement algorithm (NSZT), by judging the signal
frequency range and finally narrowing the range, obtains high-precision signal frequency
information, in exchange for the anti-noise performance of the algorithm at the expense
of increasing the amount of calculation, and NSZT can use parallel algorithms, The
computational efficiency can be greatly improved. Real-time distance measurement is
achieved while ensuring the ranging accuracy. Simulation and experiments show that
the method can be used for high-precision ranging applications.

3 Analysis of Liquid Level Composition of Split Guided Wave
Radar

The traditional radar level gauge adopts an integrated structure, and the radar electronics
part is installed on the top of the container, which is directly connected to the antenna
in the container. The environmental parameters of the liquid level measurement of the
nuclear power plant of the ship are extremely harsh and have a very strong radiation dose,
which far exceeds the index requirements of radiation-resistant and hardened electronic
components. The electronic part is structurally shielded, and the effect is often unsatis-
factory. At the same time, it brings huge weight overhead, and it is difficult to meet the
index requirements such as shock and vibration. Therefore, the liquid level measurement
radar studied in this paper is planned to use a split structure, and the electronic part is
installed in the secondary instrument cabin with better environmental conditions, so that
it is easy to meet the requirements of shock, vibration and irradiation indicators.

High temperature and high pressure containers such as pressure stabilizers have
liquid surface boiling phenomenon, causing liquid level fluctuations and forming foam on
the surface of the liquid medium. Fluctuations in the liquid level will cause deviations in
the direction of the echoes, making the antenna of the traditional radar level gauge unable
to receive. The foam can both absorb microwave signals and reflect them, attenuating
the transmitted signal and causing measurement errors. It can be seen that the antenna
type radar liquid level gauge commonly used in the industry cannot measure normally
when the liquid level is boiling. For the measurement of the boiling liquid level, the
still-pipe installation method should be selected, or a guided-wave radar level gauge
should be used. The still-pipe is used for collecting waves and preventing liquid level
fluctuations, which can avoid the influence of obstacles and foam in the container on the
measurement. Guided wave radar uses a probe to guide radar waves. The electromagnetic
wave emission and reception of this radar are carried out along the probe. It is suitable
for measuring media with foaming, boiling surface or turbulent flow. Strong inhibitory
power, measurement is not affected. In addition, FMCW radar has the advantages of
miniaturization and low radiation power. Therefore, this paper proposes a FMCW system
split guided wave radar based on the principle of frequency domain reflectometry (FDR)
for liquid level measurement. The schematic diagram of the system is shown in Fig. 5.

Liquid level measurement radar consists of electronic unit, coaxial probe, cable
assembly and other parts. Among them, the electronic unit is installed in the secondary
instrument cabin, and the coaxial probe is installed in the container under test.
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Fig. 5. Structure diagram of liquid level measurement radar equipment

3.1 Electronics Unit

The block diagram of the electronic unit of the guided wave radar for liquid level mea-
surement based on FDR is shown in Fig. 6, which is controlled by the distributor, refer-
ence clock module, chirp source, transmitter circuit, circulator, receiver RF, receiver IF,
acquisition and processing unit composition. The system uses a high-stability, constant
temperature 100 MHz crystal oscillator as the reference frequency source, and gener-
ates two reference frequencies through the phase-locked crystal oscillator (PLO), which
are used as the data acquisition clock and the reference FM signal generation clock
respectively. The linear frequency modulation signal source generates a fast and stable
frequency multiplication signal of the reference frequency modulation signal through
a VCO oscillator and phase-locked loop technology, which meets the linearity require-
ments of the frequency sweep signal. After the FM signal is amplified and the amplitude
is regularized, most of the energy is transmitted to the probe through a long distance and
radiated. A small part of the signal is sent to the receiver through the directional coupler
for mixing with the received signal, the difference frequency signal is taken out, and the
data is collected after amplification. Finally, after real-time data processing, the liquid
level measurement results are uploaded to the remote terminal for display and storage.

3.2 Waveguide Rod

The flange of the radar level gauge, the inner core rod and the outer conductor tube of
the coaxial still-pipe are all made of stainless steel. The brass connector ensures good
conduction, and the structure of the flange end is shown in Fig. 7. The total length of
the stainless steel outer conduit and the inner core rod is divided into 4 sections, each
section is 1 m long, and the total length is 4m. The overall schematic diagram of the
probe is shown in Fig. 8. The diameter of the inner pipe is 30 mm, and each pipe is
threaded through the inner pipe connector. The diameter of the outer pipe is 60 mm,
and the pipes are connected by thread. The detailed connection is shown in the figure.
The inner and outer pipes are coaxially and insulated between pipes through polyimide
connecting pieces, and the connecting pieces and the outer conduit are tightly connected
by the external structure support, and are connected with the inner core rod through
threads. Pressure equalizing holes are opened on the outer wall of the outer conductor



64 Z. Deng et al.

- - - - - - - - -/ T/ T/ T T T T antenna

Directional Coupler launch

unit

low noise
amplifier |

Fig. 6. Block diagram of electronic unit of liquid level measurement radar

tube of the top section near the flange to ensure the same water level inside and outside
the probe. The annular connecting piece of the inner and outer tubes is a hollow part
with four fan-shaped holes on it to ensure the same pressure between each section of the
probe.

The mechanical simulation analysis of the probe shows that the current structural
design can meet the requirements of the working pressure difference of 17.2 MPa inside
and outside the tested vessel, which verifies the effectiveness of the structural design
scheme.
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Fig. 7. Schematic diagram of the structure of the still-pipe of the liquid level gauge
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4 Test and Validation

4.1 Simulation Analysis

The transmission and reflection of signals on a coaxial probe can be explained using
transmission line theory, and Fig. 9 shows how it works. According to the transmission
line theory, the guided wave coaxial can be equivalent to a transmission line. The charac-
teristic impedance of the transmission line is directly related to the electrical properties
of the medium it fills. The calculation of the reflection coefficient in the process of signal
propagation is as follows:

r = Z—2% (1)

Z — 7y

Among them, Zt is the impedance at a certain point of the guided wave coaxial, and
70 is the characteristic impedance of the coaxial.

In order to analyze the working characteristics of the coaxial probe segment, a sim-
ulation model is established using the electromagnetic simulation software HFSS, as
shown in Fig. 10. In the model, the inner conductor diameter of the coaxial rod segment
is 26 mm, the outer conductor diameter is 60 mm, the insulating collar material is poly-
imide composite material or ceramic, and the dielectric constant is 6.0. The S11 and S21
simulation results of the probe segment are shown in Fig. 11 and Fig. 12, respectively.
It can be seen that in the working frequency band of the liquid level radar, the reflection
coefficient of the single-section probe is less than -6dB, and the transmission coefficient
is greater than -1.5dB.
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Fig. 10. Probe segment model

Use ADS RF simulation software to simulate the probe segment without insulating
collar, and obtain the characteristic impedance of the probe to be 50.1 2. Then simulate
the probe segment filled with liquid water between the inner and outer conductors to
obtain the guided wave. The characteristic impedance of the rod is 5.6 Q2. According
to the calculation formula of the reflection coefficient, the reflection coefficient of the
electromagnetic wave at the liquid surface is -1.9 dB.

In addition, the length of the selected high-frequency cable SYV-50-3-5 is 30 m.
After considering the loss of the conversion connector, the one-way attenuation in the
L-band is about 15dB. According to the above analysis, the strongest echo signal of
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Fig. 12. Segmented S21 curve of the probe

the liquid level radar is the reflected signal of the insulating collar in the topmost probe
section, and the signal power is 0 dBm-15 dB-6 dB-15 dB = -36 dBm; the weakest
echo is the liquid level The reflected signal of the liquid level at the lowest time, the
signal power is 0 dBm-15 dB-10 x 1.5 dB-1.9 dB-10 x 1.5 dB-15 dB = -62 dBm.

In order to further analyze the working characteristics of the coaxial rod guided wave
radar, a simulation model is established using the electromagnetic simulation software
CST. The amount of full-wave simulation grids is large, and the calculation is time-
consuming. In order to reduce the calculation time, a smaller simulation model is used
for calculation. The length of the coaxial rod is 0.7 m, the distance from the liquid level to
the port is 0.6 m, and the distance from the bottom of the liquid level to the port is 0.8 m.
The liquid is water (dielectric constant 81, conductivity 0.01 S/m). In the simulation, the
feed signal is a Gaussian pulse signal with a pulse width of about 2 ns.

Figure 13 shows the feed pulse signal and a series of reflected signals received by
the port. It can be seen from the figure that the first reflected signal is the strongest, that
is, the reflected echo of the feed port; the second reflected signal is the same as the first
reflected signal. The time interval of the first reflection signal is 4 ns, which is consistent
with the two-way time of the liquid surface reflection echo, so it is the liquid surface
echo; the time difference between the third reflection signal and the first reflection signal
is 8.5 ns, which is reflected from the end of the coaxial rod. The two-way time of the
echo is the same (the water volume in the simulation is small, and the effective dielectric
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Fig. 13. Feed signal and reflection signal of coaxial probe port

constant is less than 81), so it is the echo reflected from the end of the coaxial rod;
the time difference between the fourth reflected signal and the first reflected signal is
about 16 ns, which should be Reflected signal for the bottom of the liquid surface. The
simulation results show that the coaxial probe can be used for effective measurement of
liquid level.

4.2 Experimental Verification

1) Measurement range verification test.

A special water level test device with a height of 4 m is processed, and the probe is
placed in the test device, and the whole is in a vertical state. The measurement range
of the radar level gauge is confirmed by injecting or draining water and measuring the
water level, as shown in Fig. 14.

When measuring, firstly inject water into the water level measuring device until the
water level is flush with the bottom end of the probe, observe and record the reading of
the radar level gauge, and compare and confirm with the actual liquid level. Then fill
the water level measuring device with water until the water level is close to the flange
position, observe and record the reading of the radar level gauge again, and compare it
with the actual liquid level to confirm. The reading range of the two measurements is the
measurement range of the radar level gauge, the data are recorded in Table 1 as shown.

2) Measurement Accuracy Verification Test.

The probe is placed in the water level test device, and the whole is in a vertical
state. The water level is changed by injecting or draining water, and the comparison is
performed at 1 to 2 points per meter, and the difference between the radar level gauge
reading and the actual liquid level is compared to verify. The water level measurement
accuracy of the radar level gauge. For each measurement, it is necessary to wait for the
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Fig. 14. Functional performance test test device

Table 1. Measurement range verification test

In line with the

Test items Ruler to measure Radar level gauge

liquid level (cm) reading (cm) situation
Low water level 0 0.7 Conformity
measurement
High water level 379.6 380.5 Conformity

measurement

water level and radar level gauge readings to stabilize before recording. The ruler level
and radar level gauge readings and errors are shown in Fig. 15.

It can be seen from the figure that the standard deviation of the difference between
the reading of the radar level gauge and the actual liquid level is less than 20 mm, and
the measurement accuracy test of the radar level gauge is qualified.

3) Response time test

The response time of the radar level gauge is the time from 10% of the sudden change
of the liquid level range to the stable display of the radar level gauge reading. During the
test, the liquid level in the water level test device is abruptly changed by at least 0.4 m
by injecting water. After the water level is stable, the timing is started, and the reading
of the radar level gauge is observed. After the reading is stable, the timing ends, and the
measured time difference is the radar level gauge. The response time, three test records
are shown in Table 2.
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Table 2. Response time verification test

No | Response time (s) | Qualification status | Notes
1 1.5 Qualified Radar level meter response time is less than 2s,
2 |17 Qualified the test is considered qualified

1.3 Qualified

4) Dynamic water level detection test

The probe is placed in the water level test device in a vertical state, and the dynamic
water level detection performance of the radar level gauge is confirmed by injecting or
draining water and continuously measuring the water level. Within the measurement
range of the water level test device, within 4 m, the water level is raised and lowered
for two whole journeys with a water level rate of 20 ~ 40 cm/min, and the comparison
is carried out at 1 ~ 2 points per meter. Compare the difference between the radar level
gauge reading and the actual level.

When the standard deviation of the difference between the reading of the radar level
gauge and the actual liquid level is less than 20 mm, the dynamic water level detection
test of the radar level gauge is qualified. The test results are shown in Table 3, and it can
be seen that all reading points are qualified.
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Table 3. Dynamic water level detection test

No | Ruler level (cm) | Radar level gauge |No |Rulerlevel (cm) | Radar level gauge
reading (cm) reading (cm)

1 30 30.6 2 50 49

3 70 70.79 4 90 90.44

5 110 109.2 6 130 129.7

7 150 149.8 8 170 169.5

9 190 190.4 10 |209.6 210.1

11 [229.6 230.2 12 |249.6 248.5

13 |269.6 269.9 14 |289.6 289.5

15 |319.6 320.3 16 |339.6 339.1

17 359.6 359.6

5 Conclusion

In order to overcome the problems of low precision and low reliability caused by the
differential pressure measurement method of high temperature and high pressure vessel
water level on the nuclear power plant of ships. This paper proposes a FMCW system
split guided wave radar based on the principle of frequency domain reflectometry (FDR)
for liquid level measurement, which has the advantages of miniaturization, low radiation
power, high range resolution, and high echo signal-to-noise ratio. Key problems such as
signal generation and signal transmission are solved by methods such as large dynamic
range signal reception of FM interrupted continuous wave, broadband low phase noise
and high stability signal source generation, long-distance signal transmission and signal
processing. At the same time, the key process and structure design of the split guided
wave radar level gauge are carried out. Through simulation analysis and a series of
functional performance tests such as measurement range, measurement accuracy, and
response time, it is shown that the split guided wave radar level gauge proposed in this
paper is proposed in this paper. Under the working pressure of 17.2 MPa and the working
temperature of 350°C, the key indicators such as the measurement accuracy of not less
than + 20 mm (30.5%FS) and the measurement distance of not less than 10m have been
achieved, which verifies the feasibility of the proposed radar level gauge and reliability.
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Abstract. As nuclear safety equipment for nuclear power plants, the drum screen
can ensure the safety of the cold source of the nuclear power plant by arresting
small debris in seawater. The drum screen is prone to failures such as corrosion of
metal parts, large vibration of the driving device, and fracture of structural con-
necting bolts. In actual operation, due to the lack of automatic monitoring means,
the operating personnel only rely on regular inspections to identify equipment
operating failures, resulting in untimely detection of equipment failures, which
will affect the reliability and safety of the cooling source of the unit.

In this paper, by analyzing the operation failure types and root causes of the
drum screen, the fault monitoring method of the drum screen is studied, and the
vibration, stress, and corrosion monitoring system scheme of the drum screen is
proposed; From the aspects of operation and maintenance, cost-effectiveness, etc.,
the feasibility of the condition monitoring of the drum screen is analyzed. This
scheme can be used for safety monitoring and early warning of cold sources in
nuclear power plants, realize the intelligentization of daily operation and main-
tenance of drum screens and reduce the operation and economic risks of nuclear
power plants.

Keywords: drum screen - fault analysis - condition monitoring

1 Introduction

As a key equipment of the seawater filtration system of the nuclear power plant, the
drum screen performs the function of filtering the influent water of the nuclear power
plant to ensure that the water quality meets the operation requirements. At present, the
preventive maintenance methods for the operation of the drum screen in nuclear power
plants are mainly based on regular visual inspection, and it is difficult to detect equipment
failures in a timely and accurate manner, which may lead to the “sick operation” of the
drum screen. It will lead to serious failures, thereby affecting the reliability and safety of
the cold source of the unit, and causing huge economic losses. Therefore, the condition
monitoring of the drum screen has become one of the problems that must be solved.
This paper summarizes the operating failure types of drum screen equipment in
domestic nuclear power plants, analyzes the root causes of drum screen operating fail-
ures in detail, and puts forward suggestions for improving the condition monitoring of
drum screen equipment, which can realize early identification of drum screen equipment
defects, thereby reducing nuclear power plant operation and economic risks [1].
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2 Working Mechanism of Drum Screens

The drum screen is a rotating cylinder with a mesh on the circumference. The water flows
through the mesh and then flows out. When the drum screen rotates, the dirt collected on
the mesh is lifted to the top of the running platform and rinsed. Water flushes the dirt into
the sewage bucket and drains away through the garbage chute. Under normal working
conditions, the drum screen is in continuous operation and adopts automatic control
mode. The rotation speed increases with the increase of the water level difference before
and after the drum screen. When the water difference between the inside and outside of
the drum screen is lower than 0.1 mWC, the drum screen always maintains a low-speed
operating condition. If the water level difference increases, the drum screen will switch
to medium or high-speed operation.

The operating environment of the drum screen is complex, and it is alternately
immersed in a seawater or marine humid atmospheric environment. The main structural
materials are 316 stainless steel and carbon steel, and the anti-corrosion protection is
carried out by the combined method of anti-corrosion coating and external cathodic
protection current.

3 Drum Screen Operation Event Analysis

During the operation of the drum screen, a large number of meshes are often blocked
suddenly, the metal parts are severely corroded, the driving device vibrates greatly, and
the structural connecting bolts are loosened and broken, which cause the drum screen
to fail to operate normally. The blockage of the drum screen is caused by the sudden
intrusion of a large number of marine organisms such as hairy shrimp and jellyfish. The
cause of the event is not the failure of the drum screen body. Such operating events will
not be described in this paper. The following will focus on analyzing the main operating
events of the drum screen body of domestic nuclear power plants.

3.1 Corrosion of Metal Parts of Drum Screen

Several inspections in the operating power plants found that the different metal parts
of the drum screen were corroded in multiple places, such as the spokes of the drum
mesh, the I-beam of the gear seat, the pinion of the driveshaft head, and the connecting
part of the driveshaft, all of which were severely corroded. The drum screen adopts the
double anti-corrosion measures of coating the outer surface with anti-corrosion paint
and external current cathodic protection. For the immersion area where the drum screen
is under the water surface, the cathodic protection system plays a protective role. For the
part of the drum screen that rotates on the water surface, the anti-corrosion coating is used
to prevent corrosion. This combined corrosion protection method can effectively protect
the drum screen, but corrosion may still occur due to factors such as design, quality
control, and improper protection, such as the cathodic protection potential measurement
deviation and the inability to identify the inspection potential measurement method.
In the absence of monitoring the anti-corrosion effect of the drum screen, it is easy to
cause the drum screen to be under-protected or over-protected for a long time, resulting
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in serious corrosion of the drum screen. In recent years, there are multiple corrosion
operating events in four nuclear power plant. The drum screen of a power plant suffered
severe corrosion in a large area, with a maximum corrosion depth of 5 mm, which caused
the drum screen to fail to operate normally, and may even lead to collapse.

The main corrosion operating events are shown in Table 1 below.

Table 1. The Corrosion Operating Events

Time Event overview Event impact

October 2015 The pinion of the driveshaft of the Loose bolt failure
drum screen and the connecting part of
the driveshaft was corroded

September 2016 | The coating was partially damaged Affect the progress of the hot test

September 2017 | Improper insulation of cathodic Short-time load reduction
protection

January 2018 several serious corrosion defects Short-term load reduction

The direct causes of serious corrosion of drum screens in nuclear power plants are
the deviation of protective potential measurement of drum screens, over/under cathodic
protection of drum screen, and insufficient coating thickness. At present, in-service
power plants generally check the corrosion of equipment by regularly monitoring the
protection potential of the drum screen, calibrating the measured potential fed back
by the cathodic protection power supply device, and strengthening regular inspections.
‘When obvious corrosion or deterioration of the corrosion degree is found, the operation
of the cathodic protection system will be checked.

3.2 Breakage and Looseness of Drum Screen Bolts

The fixing parts of the drum screen are connected by locking nuts, and each mesh is
installed on the periphery of the outer edge of the drum screen with bolts and nuts. The
breakage/looseness of the drum mesh bolts usually occurs when the fixing bolts of the
bearing seat at the far end of the driveshaft, as well as the connection bolts between the
spokes of the filter screen and the hub, and the connection bolts between the A-beam
and the mainframe of the drum mesh are loose. The drive-bearing seat swings due to the
loosening of the nut. If it is not found in time, the driveshaft pinion may be separated
from the rotating filter screen, damage the driveshaft, bearing, and pinion box, and make
the rotating filter screen lose power. If the bolts of the drum screen structure are loose or
broken, the structure of the drum screen will be directly damaged, which may cause the
main body of the drum screen to be damaged or even collapse. The main bolt fracture
and loosening events are shown in Table 2 below.

The looseness of the bolts of the drive-bearing seat is mainly caused by the shaking
of the drum screen under the action of the water flow when the drum screen is running.
At the same time, the radial direction of the drum screen may produce ovality. Affected
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Table 2. The Main Bolt Breakage and Loosening Events

Time Event overview Event impact

June 2008 Due to the breakage of the fixing bolts, the | Shutdown, maintenance Outage
upper cover of the bearing seat at the far
end of the drum screen driveshaft was
missing

October 2014 | The spokes and rim connecting plates and | Equipment maintenance
bolts were broken

January 2015 | There were large areas of looseness in the | Equipment maintenance
connecting bolts between the drum screen
spokes and the hub, and the connecting
bolts between the spokes and the main
beam

January 2015 | The connection bolt between the spoke Overhaul
and the hub is loose

June 2015 The nut of the fixing bolt of the bearing Overhaul
support seat at the far end of the drum
screen driveshaft has fallen off

August 2019 | The upper fastening bolt of the non-drive | Mounting bracket
end bearing seat of the drum screen
driveshaft is loose, and the bearing seat as
a whole swings slightly up and down

April 2020 There were different numbers of bolts Overhaul
broken during torque verification of the
fixing bolts of the rotating filter screen
garbage bucket

by the shaking and the ovality, the large ring gear of the drum screen will generate force
to the pinion, indirectly making the bearing seat bear the upper and lower thrust. If the
bolt and nut are unreliable or the bolt is corroded and the force strength is insufficient,
and the bolt is subjected to radial force for a long time, the fixing bolt and nut of the
drum screen bearing seat are easy to loosen. In addition, it will also be caused by the
corrosion of the bolt or structure, the stress release of the drum screen itself, etc.

3.3 Vibration of Drum Screen Driving Device

Since the drum screen driving device is suspended and has only one support point, it
is easy to cause shaking problems. Long-term shaking will cause damage to rotating
parts such as reducer bearings and worms. The motor fixation is strengthened by adding
brackets for medium and high-speed motors to prevent the motor from shaking con-
tinuously. At the same time, the manual vibration measurement of the reduction box
is regularly plotted, but the end vibration cannot be effectively suppressed, which will
lead to equipment failures such as fatigue fracture of the fixing bolts of the reduction
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mechanism. If the driving device adopts the horizontal arrangement, the seismic perfor-
mance of the motor reducer can be improved, but the vibration of the drum screen failure
vibration transmitted to the reducer through the gear cannot be completely solved. The
main driving device vibration events are shown in Table 3 below.

Table 3. The Main Drive Mechanism Vibration Events

Time Event overview Event impact
September 2015 The drum screen low-speed motor No consequences during the
periodically shakes back and forth shutdown

horizontally, about once every 30 s

December 2016 Two low-speed drive motors shake up | Overhaul, mounting bracket
and down in the drive gearbox

March 2017 Low-speed motor shaking twice a Overhaul, mounting bracket
minute, and abnormal sound

April 2017 The gearbox shook and abnormal Overhaul, mounting bracket
noises
May 2017 The motor has obvious intermittent Shutdown

vibration, and there will be four or five
consecutive strong vibrations in about
20 s, and the upper bearing temperature
was high

The vibration of the drum screen parts caused by equipment rotation, friction, load,
etc. is transmitted to the reducer through the pinion, causing the driving device to shake.
The unbalanced force generated during the operation of mechanical equipment can also
cause stress concentration of components. If the meshing clearance of the drive gear of
the reducer is too small, it is easy to cause wear to the drive bearing.

3.4 Summary

Through the above analysis of the operation events of the drum screen in the nuclear
power plant, it is identified that the failure types of the drum screen are mainly in the
following aspects:

(1) Vibration of the drum screen parts. The operating experience of the drum screen
shows that the bolts of the bearing support seat at the far end of the driveshaft are
easy to loosen, the driveshaft bearing seat swings up and down slightly, and the
drum screen driving device shakes, and the motor vibrates. Due to the continuous
rotation of the drum screen, the rotating parts are prone to vibration, which will
cause dynamic fatigue of the parts, stress concentration, local damage, and even
cause the structure to sink, resulting in periodic fatigue of the equipment, reducing
the strength of the equipment, and affecting the life and safety of the equipment.
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(2) Corrosion of the metal parts of the drum screen. Although the drum screen adopts
a joint protection method for corrosion protection, a large amount of corrosion still
occurs due to factors such as design, manufacture, installation, quality control, and
improper protection. The main spokes, meshes, main shafts, and dirt buckets of the
drum screen in multiple power plants are corroded in a large area, which affects
the normal operation of the equipment. Serious corrosion will lead to equipment
damage or collapse.

(3) Breakage of the drum screen parts. On the one hand, drum screen parts can break
due to long-term stress unevenness or localized corrosion. On the other hand, when
the drum screen rotates, it shakes due to the action of the water flow, since the ovality
of the drum screen may be generated in the radial direction, the drum screen will
be affected by shaking and ovality during operation, which will indirectly cause the
bearing seat to bear up and down thrust. If the bolts and nuts are unreliable, and the
bolts are subjected to radial force for a long time, the fixing bolts and nuts of the
bearing seat on the drum mesh side are easy to loosen or break.

4 Optimization Analysis of the Condition Monitoring of Drum
Screen

4.1 Optimization Scheme of the Condition Monitoring of Drum Screen

Drum screen that fails, and it is impossible to know the real state of the underwater
working of the drum screen only by regular inspection of the important parts of the
drum screen. Therefore, it is necessary to use intelligent monitoring and early warning
methods to find out early. It can reduce the risk of accidents or economic losses caused
by the expansion of equipment defects.

To ensure the normal operation of the drum screen, based on the operation event type
of the drum screen, consider optimizing on the basis of the existing monitoring technol-
ogy of water level monitoring inside and outside the drum screen and comprehensive
fault alarm of the drum screen motor, include:

(1) Monitoring of drum screen spindle and driving device, including vibration, shaft
displacement, rotational speed, eccentricity, and auxiliary health parameters such
as motor load and bearing temperature. By monitoring the vibration of mechanical
equipment and motors under different operating conditions, combined with the motor
starting current and winding temperature, the operating status and failure trend of the
drum screen body and the driving device can be monitored; By monitoring the shaft
displacement of the main shaft and the driveshaft, the axial displacement of the two
ends of the drum screen and the radial displacement of the drum screen, combined
with the operating parameters of the drum screen, the overall ovality deformation
fault of the drum screen can be detected.

(2) Intelligent video corrosion condition monitoring on both sides of the drum screen.
Based on a large number of image data collection, the early corrosion of the mesh
surface is identified by the image recognition technology.

(3) Stress monitoring of structural weak points such as drum screen spindle, driving
device, wheel hub, spokes, bolted connections, etc. By monitoring the stress and
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distribution changes of the force-bearing parts of the drum screen body, the safety
analysis is carried out according to the change of the drum screen load conditions.

The main monitoring points of the drum screen body and the driving device are

shown in Table 4.

Table 4. The main monitoring points of the drum screen body and the driving device

Drum screen parts

Monitoring points

Failure modes

Spindle Shaft displacement monitoring; Deformation of the drum screen
Shaft vibration monitoring; Stress | spindle, Breakage and looseness of
monitoring of the bearing housing | bearing bolts, and damage to the
bolts at both ends; Protection rod | spindle protection rod
stress monitoring;

driveshaft Shaft displacement monitoring; Failures such as misalignment,
Speed monitoring; Shaft vibration | unbalance and wear of the bearing
measurement; Stress measurement | of the drive device, Breakage and
of bearing housing bolts; looseness of bolt

motor Motor vibration monitoring; Vibration fault of a motor; used for
Motor starting current, winding shaft trajectory and dynamic
temperature measurement balance analysis, monitoring motor

temperature high fault

reducer Reducer housing vibration Reducer gears, wear on assembly

measurement;
Stress measurement of reducer
foundation bolts

surfaces, looseness of bolts,
fracture failures

drum screen body

Drum mesh face and radial
displacement measurement

Axial and radial deformation of the
drum mesh, bearing imbalance,
misalignment, and wear

mesh

Intelligent Video Monitoring

Corrosion of the mesh and
blockage of the drum mesh surface

4.2 Feasibility Analysis of the Condition Monitoring of Drum Screen

(1) Safety of the cold source
The addition of drum screen condition monitoring means realizes the monitoring
of the drum screen body and the full life cycle of the driving device and fault
prediction. When the drum screen is abnormal at the initial stage, the problem can
be found in time, equipment damage can be avoided, and the unplanned shutdown
of the nuclear power plant caused by the drum screen failure can be reduced.
As the last large-scale filtering equipment of the cold source, the condition mon-
itoring of the drum screen can effectively reduce the risk of unit load reduction
operation or shutdown due to the failure of the drum screen.
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(2) Operation and maintenance of the drum screen

The condition monitoring of the drum screen optimization scheme sends mon-
itoring signals and equipment failure information to the main control room for
prompting, does not directly interfere with the system operation, and has no impact
on the original control operation and maintenance.

It can provide the operators with the prediction of the operation status for the
drum screen, shorten the troubleshooting time, reasonably optimize the maintenance
and provide auxiliary decision-making for the maintenance plan.

(3) Maintenance cost of the drum screen

By the condition monitoring of the drum screen, defects such as deformation of
the main body, loose bolts, and vibrations can be found early, to avoid the failure
to expand to the main part of the drum screen for dismantling and maintenance and
reduce the cost of maintenance.

Through the optimization of the drum screen monitoring technology, it can pro-
vide online full-cycle monitoring of common failures of drum screen, reduce the
workload of inspection personnel, and reduce labor costs.

5 Conclusion

To realize the condition monitoring and fault warning of the drum screen and improve
the operation reliability of the key equipment of the cold source, this paper proposes to
add vibration monitoring, stress monitoring, and corrosion monitoring methods to the
drum screen body and the driving device, and gives the specific monitoring points and
monitoring parameters. It can provide a reference for the subsequent development and
test verification of the condition monitoring of the drum screen system.

(1) By summarizing and analyzing the operating failure characteristics of the drum
screen, it is determined that vibration of the drum screen parts, corrosion of the
metal parts of the drum screen and breakage of the drum screen parts is the main
failure types of the drum screen.

(2) For the above types of drum screen operation failures, it is recommended to add
monitoring of shaft displacement, shaft vibration, and stress on the drum screen main
shaft and driveshaft, to add vibration, current and winding temperature monitoring
in motors, to add vibration and stress monitoring in reducers, to add displacement
monitoring on drum mesh face and radial, and to add intelligent video monitoring
of the mesh on both sides of the drum mesh.

(3) The condition monitoring of drum screen can be used by operators to identify equip-
ment failures in advance to improve the safety of the cold source system and improve
the operation and maintenance of the power plant. At the same time, it can also reduce
the cost of maintenance and labors.
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Abstract. The drum screen is a coastal nuclear power plant commonly used water
filtration device for the nuclear power plant cooling sea water, is one of the impor-
tant equipment for cold source safety of the nuclear power plant. Due to the harsh
operating environment and technical limitations, there are been a lack of system-
atic online monitoring methods on the status of drum screen. With the application
and development of various new technology application in the nuclear power
plant, it is possible to increase online fault monitoring of drum screen in order to
meet the needs of information and intelligence on safety of nuclear power plant.
This paper analyze the principles of different advanced measurement technolo-
gies such as the vibration monitoring, optical fiber/optical grating monitoring, the
application adaptability and design of these various technologies on drum screen
monitoring are discussed, and puts forward the main problems needing attention
in the application of online monitoring of drum screen in nuclear power plant.

Keywords: Monitoring technology - optical grating - vibration - strain - drum
screen

1 Background

Drum screen is commonly used water filtration device in a coastal nuclear power for
cooling sea water, is one of the important equipment for cold source safety of the nuclear
power plant, as the last-level equipment of “depth-in-defense” system of the cold source
in nuclear power plant. The drum screen is safety-related equipment, if not available, it
will directly lead to power reduction and even reactor shutdown.

In recent years, due to the excessive marine organisms and artificial dirt entering
the drum screen in the operation process, the abnormal shutdown and shutdown of the
nuclear power plant units have occurred from time to time, and such incidents have been
highly focused by the nuclear safety supervision and energy management departments.

2 Introduction

The drum screen is a rotating filter device with meshes on the circumference of the
drum frame, with a huge volume and complex composition and structure of system and
equipment. The main body of the drum screen operates underwater for a long time to filter
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and clean up sundries and marine organisms from seawater, the operating environment
is bad. Under extreme marine conditions, it is more vulnerable to the impact of the
accumulation of large sundries and a large number of marine organisms on the body
structure.

Taking the drum screen from outside in and inside out with 19m in diameter and
7m in width as an example, its main function is to filter impurities larger than 3mm
from seawater and provide large flow cooling sea water (about 32.6 m>/s design flow)
for nuclear power plants. The drum screen adopts a drum frame single A-type structure,
is composed of driving device, spindle device, sealing device, drum frame, lubrication
device and sewage device, as shown in Fig. 1. Water enters the drum screen from the
outside of circumference of mesh surface, and then flows out along one side of the drum
screen after filtering through the mesh surface. Driving device is used to drive the drum
screen to rotate, spindle device is used to support the weight of the entire drum screen,
sealing device is used to form a seal between the drum screen and the water chamber,
and drum frame is used to support the mesh structure. The lubrication device is used to
lubricate the main shaft bearing, and the sewage discharge device is used to drain the
garbage washed away by the backwash water through the sewage tank.

Fig. 1. 3D schematic diagram 1-spindle device, 2-driving device, 3-sewage disposal device, 4-
lubrication device, 5- drum frame, 6-sealing device

Driven by the motor, the entire skeleton rotating body structure is alternately in
seawater immersion and ocean humid atmospheric environment, and the main shaft may
continue to be submerged underwater according to water level changes. The materials
used in drum screen mainly include 316 stainless steel, carbon steel and other metal
materials. In order to prevent serious corrosion of metal materials under the action of
seawater, temporary sacrificial anode block and anti-corrosive coating + external current
method for cathode protection are adopted to prevent the corrosion of seawater. However,
due to the damage of coating and abnormal polarization, the insufficient protection of
drum screen still causes the corrosion of drum screen in some units.



84 X. He et al.

Generally, the drum screen is equipped with a small amount of on-line alarm signal
to reflect the running state of the drum screen. Three liquid level gauges are set before
and after the drum screen to form 3 groups of water level differential pressure. The high
alarm signals of level differential pressure are sent to the DCS in main control room
for display and alarm to monitor the blockage of the drum screen. Another, the low oil
level alarm of oil level switch of main bearing lubricating oil tank and the drive shaft
lubricating oil tank, and drive motor failure comprehensive signals are sent to the DCS
in main control room, which is used to monitor the bearing lubricating oil and motor
fault status.

During operation of the drum screen, there are various types of failure phenomena
such as loose driving bearing bolts, gear wear, metal structure corrosion, large driving
device shaking, excessive motor vibration, large area loosening of drum screen structure
bolts, and radial arc deformation of the net surface. Most of the failure phenomena
are the result of a combination of multiple failures of the equipment. According to the
feedback of nuclear power plant design and operation experience, Online vibration and
structure monitoring is an important basic technology for drum screen fault monitoring
and prediction.

3 Online Monitoring Technology and Application Discussion

According to the technical research of nuclear power plant, marine ships, steel bridges,
offshore wind power and other industries, it is shown that advanced technologies such
as vibration monitoring, fiber grating monitoring and laser ranging have been gradu-
ally developed in online vibration fault diagnosis, bolt loosening stress and structural
deformation monitoring [1-4].

3.1 Vibration/displacement Monitoring and Analysis Technology

With the development of computer information technology, fault diagnosis methods of
large rotating machinery equipment have been more and more studied and applied, the
common methods include expert system, Decision Tree (DT), logistic regression (LR),
Bayesian Network, neural network (NN), and so on. They are mainly divided into three
categories: fault diagnosis methods based on analytical model, fault diagnosis method
based on knowledge and fault diagnosis method based on signal processing.

For the vibration monitoring of large rotating machinery equipment, the state moni-
toring method based on the traditional speed and acceleration sensor to measure vibration
signal has the advantages of simple layout, less damage to the monitoring object and
strong anti-interference ability, the advantages of sudden sensitivity to equipment state
changes are widely used in vibration monitoring and acquisition systems of rotating
equipment (such as pumps, motors, steam turbines and fans) in nuclear power plants,
coal-fired power plants and other industries. Fault diagnosis methods based on vibration
signals have also developed into the mainstream methods in the field of maintenance
and fault diagnosis of rotating machinery and equipment. However, there is no mature
systematic product for the analysis of drum screen structure, operating status and fault
characteristics and fault warning of intelligent algorithms.
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Fault signal processing and feature extraction is the most critical part of fault diagno-
sis. Through the application of various effective mathematical tools and related technolo-
gies, the original signal is transformed, analyzed and processed in multiple fields based
on the computer platform. The commonly used analysis methods of signal include: time
domain feature Statistics and Analysis, spectrum analysis and feature statistics, wavelet
decomposition, etc.

The typical fault simulation test of the drum screen are suggested if could, which
can be combined with the sensor fault type, installation method and characteristics to
obtain the fault signal samples, these signal provides effective data research for the
establishment of the fault library of the drum screen.

The radial and axial displacement of the drum screen can be measured by the non-
contact eddy current probe arranged at the radial and axial ends.

At present the laser ranging technology for detection of drum screen is used for
off-line inspection in nuclear power plant [2]. Detect the axial displacement of the drum
screen, the deviation of the center and position it, which can be obtained by checking
the radial run out of the rotation of the drum screen.

Laser ranging technology is a non-contact measurement technology, which uses laser
with strong directivity to accurately measure the distance of the target. It is generally
divided into phase ranging and pulse method ranging technology. The pulse method is
mainly used for long-distance ranging, the accuracy is low, and the phase ranging is suit-
able for medium and long distances, the accuracy is high, reaching the millimeter level,
The bridge deformation monitoring system generally adopt the phase ranging, which
emits a beam of fine light to the target through the laser range finder, the photoelectric
element receives the laser reflected by the target, and the timer measures the time of the
laser beam from emission to reception, and calculates the distance from the observer to
the target.

Considering that the operating environment requirements of laser range finder are
relatively high, the salt spray generated by backwashing during the operation of drum
net will have an impact on it, the operating environment conditions are harsh, as shown
in Table 1. When the new drum screen is built, the displacement sensor can be selected
for online monitoring. The installation of the laser range finder is more convenient and
the technical solution is not complicated. It is suitable to apply to transformation of
nuclear power plants with appropriate measures that need to carry out drum net online
monitoring.

Table 1. Normal operating environment condition

parameters Range value
Atmospheric temperature About -1.9 °C~38.9 °C
Relative humidity 100%

Seawater pH 8.06 ~8.28
Atmospheric salt content About 3.2%
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3.2 Optical Fiber/grating Sensing Technology

The basic structure of optical fiber is very simple, which mainly consists of fiber core,
fiber coating, plastic coating, loose sleeve and so on from inside to outside, as shown in
Fig. 2. The refractive index of the fiber core is slightly higher than that of the surrounding
cladding. When the light enters the fiber core at a certain angle, the difference of refractive
index causes the full internal reflection of the light at the interface between the fiber core
and the cladding, the guiding light spreads forward in a serrated route inside the core,
and finally comes out from the other end [5].

Coating Jacket

cladding

Core

Fig. 2. Basic structure and schematic diagram of optical fiber

Optical fiber sensors generally composed of light source, incident optical fiber, out-
going optical fiber, optical modulator photodetector and demodulator. The light of the
light source is sent into the modulation area through the incident optical fiber, and the
light interacts with the external measured parameters in the modulation area, making
the intensity, wavelength, frequency, the optical properties such as phase change and
become the modulated signal light, and then send it to the photodetector and demodula-
tor through the outgoing optical fiber to obtain the measured parameters. Optical fiber
sensors can be divided into functional optical fiber sensors and non-functional sensors.

Fiber grating is a space phase grating in the fiber core which distributes axially along
the direction of light propagation, and its substantive function is equivalent to forming a
narrow band filter in the fiber core. It is based on the principle that the external incident
light and the germanium ions in the fiber core interact to cause a permanent change in
the refractive index of the fiber core. Fiber grating is widely applied to various sensors,
such as temperature, pressure, vibration, concentration, stress and perimeter intrusion
detection [4]. At present, the more commonly used fiber grating sensor for structural
monitoring is the FBG Bragg fiber grating sensor.

Bragg grating equation,

ANB = 2ner A (1

In the formula, A\p is the offset of the sensor center wavelength, nes is effective
refractive index of fiber core, and A is Grating period.

The relationship between wavelength offset and strain to be measured Aeg, and the
relationship between wavelength offset and temperature change A T are as follows,

A% _ (1 _pyae %)
\B

AL

B (@4 EA-T 3)

AB
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In the above formulas, P. is elastic coefficient of optical fiber, and of = %‘fi—? is
thermal expansion coefficient of optical fiber, & = ’1—“‘;—; is Refractive index temperature
coefficient of optical fiber.

Table 2 provide a different wavelength of fiber grating strain sensitivity and

temperature sensitivity [4].

Table 2. Different wavelength strain sensitivity and temperature sensitivity.

Wavelength(pum) strain sensitivity (pm/p €) temperature sensitivity(pm/°C)
0.83 0.64 6.8

1.3 1 10

1.55 1.2 10.3

Research results [4-6] show that the main characteristics of the fiber grating sensor
include, a) linearity, also called maximum nonlinear error, is one of the main characteris-
tic parameters of the fiber grating sensor. According to research the smaller the linearity
coefficient is, the higher the measurement accuracy of the sensor is. b) Zero drift feature,
refers to the change in the zero-point measurement data of the sensor without external
load of the structure. The sensor material has good performance and its own zero drift
characteristics are relatively stable. The temperature compensation method, packaging
method and installation method of the sensor will affect the zero drift performance.
c¢) Strain sensitivity. The strain sensitivity coefficient is only related to the fiber grating
material, and has nothing to do with the external working environment. d) Strain repeata-
bility. The intensity of the fiber grating, the strain range of the monitoring point and the
way the sensor is installed are all factors that affect the repeatability of the strain.

The main advantages of the fiber grating sensor include, a) when the fiber bends
and the light source fluctuates due to the movement of the measured object, the signal
measured by the grating sensor will not be affected. b) fiber grating sensors distributed
around the measured object can be connected to the same fiber in series to realize
distributed measurement of the measured object, and the measurement range can be
very large. c) fiber grating sensor can measure the temperature of the structure itself and
the strain (deformation) caused by external force, and the measurement accuracy is very
high. d) It is easy to multiplexing and network. The multiplexing technology of the fiber
grating sensor can not only detect the parameters at the same position, but also detect
the parameter changes of different positions at the same time.
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4 Issues of Concern

For the selection and application of online monitoring technologies for different nuclear
power plant drum screen application scenarios, it is recommended to consider further
research on the following issues:

a) The influence of the environment. Because temperature and strain can affect the
fiber grating sensing, in the long-term monitoring of the drum screen structure, due
to the large changes in the environment temperature of the drum screen, in order to
effectively monitor the structure of the drum screen, it is necessary to consider whether
to adopt temperature compensation measures to reduce the impact of temperature.

Fabrication and calibration of fiber grating strain sensor in engineering applica-
tion.

Due to the effect of cathode protection current, pay attention to the anti-
electromagnetic interference technology and scheme of traditional vibration probe
and electronic equipment.

Underwater monitoring equipment should be waterproof, anti-corrosion, anti-
fouling measures.

b) The influence of the installation method. Since the skeleton and spindle are affected
by the cathode protection current, the sensor should insulation with the equipment
body, and choose the appropriate packaging and installation method. With the external
stress and temperature changing, the characteristics of the packaged sensor are tested
and studied.

c¢) Considering that sensor devices need online debugging and troubleshooting during
operation, appropriate redundant configurations can be considered for devices that
cannot be repaired online.

d) The selection and design of monitoring technology should be carried out simulta-
neously with the design of the new drum screen, especially for underwater engi-
neering and sensor equipment installed on the skeleton. The power plant transfor-
mation should be completed in conjunction with the overhaul progress. Verify the
applicability of the technology in the research and development phase.

e) Sufficient data of different operating conditions. In the engineering application phase,
it is necessary to collect normal operation and fault operation data under different
operating conditions (over 1 operating cycle recommended) to correct the calculation
model.

5 Conclusion

The basic principles and characteristics of vibration monitoring and diagnosis technology
and optical fiber/optical grating monitoring technology for typical faults of Drum screen,
as well as the problems that need to be paid attention to in the selection and application
are discussed in this paper. With the construction of intelligent nuclear power, a complete
online monitoring and fault warning technical solution will be carried out in-depth
research on the characteristics of each equipment of the drum screen.
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Abstract. The source range channel of Nuclear Instrumentation System (RPN)
of a nuclear power plant provides a neutron flux measurement at shutdown and
during initialization phase of the start-up, which is very important to the control
and safety of the plant. In order to qualitatively analyze the source range channel
disturbance of the CPR1000 nuclear power plant, the article is based on the signal
transmission link structure of source range channel, combined with the actual
cases on the site, analyzes the easy failure points in the link to the source range
one by one. Analyze the influx of the measurement channel, search the cause of the
source range channel problem, and formulate corresponding treatment measures.
It can not only analyze the safety and stability of the nuclear instrumentation
system, and provide relevant information to the operator, but also has important
guiding for the subsequent system commissioning, operation and maintenance of
RPN system of similar types of nuclear power plants.

Keywords: RPN - source range channel - neutron detector - electromagnetic
interference - temperature and humidity - connector

1 Introduction

The CPR1000 nuclear instrumentation system uses neutron flow measurements made
by a set of detectors arranged on the outside of the reactor vessel, and controls the
evolution through time, the radial and the axial distributions, which directly related
to nuclear safety. The RPN system measures neutron flow over about 11 decades, in
order to cover this measurement range, the system includes three types of detectors for
source, intermediate and power ranges [1]. The source range channel (SRC) supplies a
neutron flux measurement during the start-up, and includes two identical and independent
channels, which provides real-time monitoring results of neutron flux and has automatic
shutdown protection.

During the commissioning, start-up and operation of CPR1000 nuclear power plants,
there are many SRC failures, and it is difficult to analyze the causes of failures and deal
with the problems. More than ten SRC failures have been accumulated in the past 10 years
to China General Nuclear Power, and the failure rate is relatively high. Based on the
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characteristics of SRC equipment and experience, this article carries out research on SRC
fault diagnosis. According to the fault weak points analyzed by the research, preventive

measures are put forward, in order to achieve the purpose of reducing the failure rate of
SRC.

2 The Principle of SRC

The SRC monitors the neutron count rate of the reactor under shutdown and startup
conditions. When the neutron flux increases unexpectedly, it can trigger a high neutron
flux rate alarm, and when the neutron flux changes sharply and exceeds the protection
threshold, it directly triggers the reactor shutdown. The Source range detector is a CPNB-
44 proportional counter whose high sensitivity allows neutron.

Detection, the incident neutron reacts with !B, and the neutron flux density can be
calculated according to the measured neutron count rate [2]. The structure of boron-
coated proportional counter is shown in Fig. 1.
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Fig. 1. The structure of boron-coated proportional counter

The processing of the RPN source range signal is shown in Reference [3]. The analog
neutron counting pulse signal measured by the detector is transmitted to the I-AIR of the
source range cabinet through the cable for primary amplification, and then input to the
AIMPS for secondary amplification and screening. The generated digital pulse signal is
then input to the ICTO module to generate the final effective neutron count rate data.
The neutron count rate signal is input to the Reactor Protection System (RPS) system
for processing, and finally the source range monitoring data and related alarm signals
are displayed on the Digital Control System (DCS) [4]. Figure 2 shows the process of
the RPN source range signal.

Function of electronic modules is shown in Table 1.

The cable between the source range detector and the connection plate is a mineral
cable, and the connector of the cable is an HN-type male connector. This connector has
a waterproof function and is insulated from the support. An organic cable with two male
connectors is used between the terminal board and the through-piece. An organic cable
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Fig. 2. RPN source range signal

Table 1. Function of Electronic Modules

Module Type Function

CPNB44 | Source range detector Measure thermal neutron flux

IL.DIR Audio interface module Source amplifier module

ICTO Counting rate module Measurement of counting rate and
interface with the central unit

I.COND EMC filtering board Transmission of analogue and digital
signals and EMC filtering for all outputs

16L.TOR | 16 ON/OFF insulated module The insulation of inputs and outputs and
logic combination

I-AIR Source range detector Detection and pre-amplification of pulses
and transmission of the high voltage
supplied

AIMPS Audio interface module Completes the acquisition of pulses and
the high voltage supply

6SANA 6 Analogue outputs module Generate outputs and insulation

ABB Insulation module The insulation of outputs

132.STOR | 32 ON/OFF output interface module | provide 32 relays outputs

with two male connectors is used between the penetration and the cabinet [5]. As can be
seen from Fig. 3, the connection parts of the penetration side, the connection plate and
the cabinet side are the weaker parts of the entire signal transmission. The reliability of
the connection will directly affect the signal transmission performance of the system,
which in turn affects the availability of the source range. The signal transmission diagram
from the source range detector to the signal processing cabinet is shown in Fig. 3.
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Fig. 3. The signal transmission diagram from detector to cabinet

3 Analysis of SRC Failure

3.1 Electromagnetic Interference

The RPN cabinet is located in the electrical building and the SRC signal is transmitted
from the reactor building to the cabinet through penetration for processing. Since the
RPN source range signal is a pulse signal, it is susceptible to electromagnetic pulse
interference. According to the electromagnetic interference theory, lightning discharge,
electrostatic discharge, and the switching action process of the electrical system are all
causes of transient interference sources [6]. For example, when the plug of an electrical
deviceis inserted and removed from the power strip, or the conductive path of an electrical
device is cut off with a switch, an electric spark will be generated. Therefore, when the
inductive load is disconnected and the relay contacts are switched, transient pulse group
interference will be generated in the cable circuit, and due to the insulation breakdown of
the switch contact gap or the contact bounce, etc., a transient burst will also be generated
at the disconnection point. State interference, which will affect the correct transmission
of the signal [7].

To prove this theory, a set of comparative experiments were performed on site. Con-
tinuously monitor for 24 h when the source range count rate is stable. After confirming
that the count rate is stable, select the power-supply cables of two electrical systems close
to the source range signal cable, and then intermittently start and stop the power-supply
of the two systems within 24 h, the results show a slight fluctuation in the source range
count rate. This confirms that the electromagnetic interference caused by the switching
action of the power supply of the system will have an impact on the source range. Only
two systems are selected to perform in the test. There are dozens of external system
power cables on the RPN source range cable path. Strong interference caused by power
cables can affect the signal transmission of the source range.

It can be seen that the electrical panels, high-power equipment and other power trays
around the cable tray path of the SRC are important factors that cause electromagnetic
interference.
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3.2 Changes in Temperature and Humidity

The RPN source range cable needs to go through the connection building, penetration and
reactor building. The temperature and humidity conditions required by the system man-
ual. In such a case, water molecules may enter into the SRC equipment installed. When
the SRC works normally, the high voltage will ionize the water molecules and generate
weak signals, which will observe count-rate fluctuations and spikes after amplification.

Fault 1: During the on-site inspection of Unit 2 of A nuclear power plant, it was
found that the 401HP sound horn in the 2RPNOO5SAR cabinet (which gives the local
sound indication of the neutron count rate) has abnormal sound counts. After checking
the log, it was found that the source range detector of the second channel 2RPN024MA
exhibited high count rates several times. The channel was examined and no abnormal
signal was observed.

Through checking one by one, it was finally confirmed that the cause of the failure was
that the ambient temperature and humidity did not meet the standard during the operation
of the connector termination, insulation test, and daily debugging, which required the
connector to be exposed, causing moisture to enter the connector. After termination,
under the action of high voltage, a very small discharge action will become a large pulse
after being amplified by 104 times in two stages of the cabinet, which will interfere with
the normal signal and cause count-rate fluctuations.

In this regard, the HN connector of the measuring cable was remade, and moisture-
proof protection was done. After continuous monitoring for several months, there was
no abnormal count. Therefore, in the subsequent production process of the connector, it
is required to avoid the connector being exposed in a high humidity environment without
protection. Each exposure of the connector must strictly comply with the manufacturer’s
requirements.

Fault 2: The power range sleeve of Unit 1 of B nuclear power plant entered the water,
and then replaced the sleeve, but did not pay attention to the condition of the source range
detector. By November, the source range frequently observed count-rate fluctuations and
spikes. The inspection found that the insulation of the whole circuit is too low, but the
insulation of the source range detector is qualified. After taking the same investigation
measures as those of A nuclear power plant, it was found that the connectors on the
side of the penetration piece and the connectors at the connecting plate were damp, and
abnormal counts no longer appeared after replacement.

From fault 1 and fault 2, it can be seen that RPN, as a nuclear safety level (1E level)
system for real-time monitoring of the reactor neutron flux rate, intuitively converts the
reactor flux rate into pulse and micro-current signals in real time through the detector, the
transmitted micro-current signal strength is at least 107! A, so it is highly sensitive to
external factors, and temperature and humidity have become the inducement of abnormal
pulses.

During the construction phase of the project, it is inevitable that the ambient temper-
ature and humidity in the nuclear island will exceed the standard. In the past, the units
were installed on the island before the thermal function test. At this time, the ventilation
and cooling systems in the nuclear island were not officially put into operation. It may
be out of service and cause the temperature and humidity in the island to deteriorate.
Therefore, the earlier the RPN equipment is installed on the island, the longer it will be
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in the harsh environment, and the greater the possibility of moisture and flooding. This
aggravates the impact of unqualified ambient temperature and humidity and inadequate
moisture-proof measures on the RPN equipment, and eventually the phenomenon of

abnormal counts of source range occurs.

3.3 Faulty Cable Connector

There are many connectors in the signal transmission loop of the RPN source range, and

Lines connectors overview is shown in Fig. 4.

CONNECTING
PLATE

THROUGH WALL

DETECTOR

S BNl

CABINET

Fig. 4. SGC closing time of K16 during running-in

Type of connectors for source range channel is shown in Table 2.

Table 2. Type of Connectors for Source Range Channel

Identification Reference

Remarks

Quantity per channel

1 -

Integrated to detector

1

2 R

Integrated to connection plate

1

1410014

Connector with mineral
insulator
supplied by manufacturer A

1

4 HN-14J-A

HN Connector
supplied by manufacturer B

5 HN-14J-F

HN Connector
supplied by manufacturer B

6 29 713 131BF

Connector with organic
insulator
supplied by manufacturer A

Each source range channel needs to make 4 connectors on site, and they come from
different manufacturers, which brings great hidden danger to the connector production.
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The connectors at position 3 and position 6 are respectively connected to the integrated
cable connector of the detector and the cabinet side, which are well matched in practice
and no abnormality is seen in operation. The main problem lies in the connection between
the HN-14J-A connector of manufacturer A (the RPN source range is only the mineral
cable from the detector to the connection plate, and the other part of the source range
cable is nuclear-grade coaxial cable) and the cable connector of manufacturer B. Due
to the high precision required for the production of the connector, the following faults
occurred on site.

i. When the pins are soldered, the cables are not fixed, causing the soldered pins to be

skewed and loose;

ii. The violent construction in the cable connector production process leads to damage
to the connector ceramic;

iii. The number of core wires of the cable is not checked, so that the signal cannot be
transmitted after soldering the pins;

iv. The connector torque is too small, resulting in unqualified connectivity, and the
signal cannot be transmitted.

These connector failures will eventually make the RPN source range signal unable
to transmit normally, resulting in source range signal failure.

4 Troubleshooting

4.1 Electromagnetic Interference Countermeasures

The production and installation of RPN cable tray can play a good role in suppressing
electromagnetic interference. The production and installation of the cable tray should
meet the following requirements.

i. A special, non-perforated solid bottom tray should be used, and a cover should be
installed after the cable is laid;

ii. The bending radius of the cable tray should not be less than 30 cm;

iii. Cable trays and brackets should be installed in a dry, vibration-free, chemical-free
area, and the ambient temperature does not exceed 80 centigrade;

iv. The edge of the tray should be polished to prevent cable laying Cut the cable during
the process;

v. The cable tray is as continuous as possible and closed throughout the process.
When passing through different rooms, disconnect the cable tray according to the
fire blocking requirements, but the two ends of the disconnection should extend
into the fire blocking material in the wall. If the tray must be disconnected due
to the cable entering the cabinet or penetration, measures such as installing metal
hoses should be taken to achieve full cable closure;

vi. Cable trays should be grounded;

vii. RPN cable trays should be as far away as possible from other metal objects, electrical
equipment, and power cables such as lighting. It is forbidden to lay other cables
within 15 cm up and down and 10 cm left and right of the RPN cable tray;

viii. Avoid installing large electrical equipment such as switch panels within 2 m around
the RPN cable tray.
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4.2 Measures to Deal with Changes in Temperature and Humidity

In response to the change of temperature and humidity, the “RPN Temperature and
Humidity Prevention Control Plan” has been formulated. By controlling the continuous
operation of the reactor pit ventilation system (EVC), container continuous ventila-
tion system (EVR) and nuclear island chilled water system (DEG), the arrangement of
heaters, building a temporary work shed and other measures to ensure that the instal-
lation environment meets the requirements, through the establishment of a temperature
and humidity database to track the environmental changes in the nuclear island, and by
adding a desiccant in moisture-proof bag to protect the finished product after installation.

Measure 1: Based on this plan, EVC, EVR, DEG must ensure single-train operation;
all work involving EVC, EVR, DEG outage must be included in the three-day rolling
plan; RPN detection During and after installation, the EVC, EVR, and DEG systems
cannot guarantee single-column operation, referring to the response of the emergency
permit mode.

Measure 2: Both the RPN detector and the connection plate are located in the reactor
building, and the ambient humidity in this room is high, which makes the equipment at
high risk of water immersion and moisture. After on-site inspection and discussion, it
was decided to arrange two 30 kW high-power heaters in the reactor pit to heat the air
coming from the EVC system, in order to reduce the ambient humidity and improve the
non-condensation margin of the equipment.

Measure 3: By coordinating the continuous operation of DEG/EVC/EVR and other
systems, the stability of the nuclear island environment is only ensured. If the humidity
is still greater than the 65% limit in the installation document, a temporary work shed
will be built at the operating point, and temporary The dehumidifier is arranged in the
work shed to reduce the ambient humidity and make it meet the requirements.

Measure 4: Regularly conduct RPN equipment inspections to truthfully record the
equipment status, and upload the records to the inspection management of the equip-
ment maintenance module in the management information system. If any equipment is
abnormal, report it in time and take relevant measures to alleviate the damage to the
equipment.

4.3 Countermeasures for Cable Connector Failure

The quality of RPN measurement cable connector production is improved by controlling
the connector production process, which is mainly divided into connector production
process improvement, production process supervision, production quality inspection,
finished product protection and so on. Through continuous tracking and effective control,
the source range failure problem caused by the RPN connector manufacturing process
is reduced.

Measure 1: Track the connector production process of RPN and refine the work to
each step, strictly supervise and check whether each work of the staff is qualified and
record the results. Including ambient temperature and humidity inspection and control,
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cable diameter inspection, cable shield inspection, post-welding pin inspection, and
post-soldering insulation layer flat and inclined inspection.

L.

iii.

iv.

Vi.

Ambient temperature and humidity inspection and control: The manufacturer’s
design and installation documents require that the ambient humidity should be less
than 65% when the HN connector is made. Since this time period belongs to the engi-
neering construction stage, the humidity in the island cannot meet the installation
requirements. By changing the core ring The overall environmental temperature and
humidity of the gallery and the small-scale environmental temperature and humidity
required for the production of the connector are two methods to prevent the cables
and connectors from getting wet during the connector production. The main imple-
mentation method is to add two high-power heaters in the R140/R180 room to reduce
the humidity of the R440/R480 room, build a temporary work shed and arrange a
dehumidifier to reduce the humidity in the temporary work area.

ii. Cable diameter inspection: During the production process of the connector, it was

found that the diameter of the cables in the island was irregular, and some of them
were in obvious oval shape. Finally, this batch of unqualified cables was replaced
by calling other project cables. At the same time, a special team for RPN connector
production promotion was established to inspect the cables. Diameter, and report the
progress of the work every day.

Inspection of cable shielding layer: Due to the lack of cable insulation layer in the
previous unit, feedback this experience to other projects, and carry out special check
on the cable shielding layer of other projects.

Check the number of cable core wires: The core wires of the cable are composed
of 7 extremely thin copper wires. In order to prevent the core wires from being cut
due to operating errors during the connector production process, it is necessary to
strengthen the supervision and inspection of this risk.

. Pin inspection after welding: The core of connector production is how to perfectly

weld the pins and core wires together, and at the same time ensure that the pins are
not tilted or detached. This work will vary greatly due to the craftsmanship of the
workers, so it is necessary to focus on checking the soldering of the pins.

Flat and oblique inspection of the insulation layer after soldering: When the pins are
soldered, the cable insulation layer will be dented due to overheating of the soldering
iron or too long soldering time, so the insulation layer must be inspected after the
pins are soldered.

Measure 2: Take a comprehensive inspection of the finished connector. If one item

is unqualified, the connector must be disassembled and remade until it is qualified. The
comprehensive inspection mainly includes the following contents.

i
ii.
1ii.
iv.

Check whether the contact between the pin and the ceramic insulation bottom of the
connector is tight and there is no gap.

Gently shake the pin to check for looseness.

Gently push the pin in to check whether it will retract.

Use a depth meter to measure the depth of the pins to determine whether the
installation requirements are met.
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v. Measure the cable insulation resistance.

Measure 3: After the connector is made, take corresponding protective measures to
prevent the connector from being damaged by moisture. Due to the high humidity in
the nuclear island, it is necessary to use HN plugs, silica crystal desiccant, specially
customized moisture-proof protection bags to protect the completed connectors from
moisture.

5 Conclusion

This paper analyzes the source range channel disturbance of nuclear instrumentation
system. The transmission link system of RPN source range channel is analyzed, deter-
mines that the main source range failure is electromagnetic interference, temperature and
humidity changes and cable connector failure, and proposes countermeasures through the
long-term verification effect during the commissioning and start-up of multiple plants,
the source range is very stable, and there is no abnormal count-rate fluctuations and
spikes, which fully shows that the measures proposed in this paper effectively reduce
the probability of the source range failure of the RPN system.
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Abstract. Each Instrumentation and Control (I&C) system shall be classified
according to its suitability to implement 1&C functions up to a defined category.
At present, there is no uniform requirement for the classification of the Main Pro-
cess Variables Control System (MVCS).The requirements of International Atomic
Energy Agency (IAEA) and International Electrotechnical Commission (IEC)
are summarized in this paper. The rationality of main process variables control
function categorization and system classification is analyzed by safety analysis,
reliability claim analysis and Probabilistic Safety Assessment (PSA) analysis.
The analysis results show the reasonable main process variables control function
categorization and system classification.

Keywords: Function Categorization - System Classification - Safety Analysis -
Reliability Claim - PSA

1 Introduction

There are numerous complex systems and equipment in the nuclear power plant. In order
to realize the nuclear safety target of nuclear power plant, it is necessary to classify
the 1&C function, system and equipment according to the importance of the nuclear
safety function. Reasonable safety classification can effectively ensure the safe and
stable operation of nuclear power plants, reduce construction investment and in-service
maintenance costs. All items are required to determine a reasonable classification of
safety to guide the design of the item.

The control functions which are designed to maintain the main process variables
within the normal operation range of the nuclear power plant are categorized as safety
category 3 in JAEA SSG-30-2014 [4]. This is different from the requirement of IEC
61226-2009 [1] in which these control functions are categorized as Category B. The
purpose of this paper is to investigate the function categorization and system classification
of main process variables control according to the following three aspects:

e safety analysis.
e reliability claim analysis.
e PSA analysis.
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2 Design Scheme

2.1 Function Categorization

The related functions to maintain the main variables of the nuclear power plant within
the normal operational range are as follows:

Provides the functions to maintain core reactivity control;
Provides the functions to maintain sufficient Reactor Coolant System (RCP) water
inventory for core cooling;

e Provides the functions to transfer heat from the reactor coolant to the ultimate heat
sink;

e Provides the functions to maintain integrity of the Reactor Coolant Pressure Boundary
(RCPB).

These high level safety functions are further decomposed to the following the main
process variables control 1&C functions:

e Reactor power control

The reactor power control follow turbine load transients within established limits.
It generates signals for actuation of rod during power operation condition.

The reactor power control obtains the power demand according to different sec-
ondary loop conditions, and converts the power setpoint into a rod position setpoint
for reactor power control banks.

The reactor power control compares the measured rod position and the reference
position to generate the error signal. The speed and direction of the power control
banks are determined based on the sign and magnitude of the rod position error.

e Reactor coolant average temperature control

The reactor coolant average temperature control continuously compares the mea-
sured average temperature and the reference temperature to generate the error signal,
and then send the error signal to rod speed program to determine the speed and
direction of the reactor coolant average temperature control bank.

e Pressurizer pressure control

The pressurizer pressure control is in charge of maintaining the primary pres-
sure at a setpoint value in steady state operation and within allowable range around
its setpoint. Based on a Proportion-Integral-Derivative controller, the RCP pressure
control is performed in the pressurizer by increasing or decreasing the mass of the
steam cushion with respectively heaters or spray valves.

The pressurizer pressure is controlled by the heaters installed at the bottom of the
pressurizer and the spraying devices installed at the top of the pressurizer.

e Pressurizer water level control

The pressurizer water level control function to maintain the pressurizer water
level at a setpoint value in steady state operation and within allowable range around
its setpoint. During normal operating, the pressurizer level variations are caused by
reactor coolant temperature variations, which highly affect the water density of the
RCP. When the pressurizer level goes out of the normal operating range, the functions
which are designed to prevent reactor trip or to protect equipment are activated.
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e Steam generator level control
The steam generator water level control function is able to ensurea sufficient
Steam Generator (SG) water inventory for heat removal from primary to secondary
side (including proper operation of SG).
The SG level control I&C function also has the task of maintaining the SG level at
a setpoint value in steady state operation, and within allowable limits during normal
operating transients.
e Steam dump control
Reactor power cannot always be varied as quickly as turbine load. The steam dump
control function reduces the magnitude of nuclear steam supply system temperature
and pressure transients resulting from large, rapid turbine load reductions, by dumping
main steam directly to the condense.

The main process variables control I&C functions are categorized as safety category
3 which is accordance with the IAEA SSG-30.

2.2 System Classification

IEC 615130 states that: “Each I1&C system shall be classified according to its suitability
to implement I&C functions up to a defined category”.

The MVCS is used to implement the main process variables control 1&C functions
of safety category 3, so the MVCS is classified as safety class 3.

2.3 Reliability Claim

The MVCS need to implements more complex control functions than Protection Sys-
tem (PS). So the MVCS is utilized by a general digital control platform which has
reliable application experience. The platform can meet the functional and performance
requirements of system and can work in normal and extreme environments in nuclear
power plant. The hardware of the platform is qualified according to the requirements of
nuclear area and the software is designed and developed according to the requirements
of Category C in IEC 62138 [4]. So the reliability of the platform is higher than the gen-
eral digital control platform used in conventional industry area. Based on the functional
safety assessment methodology in IEC 61508 [5], the MVCS utilized by the platform at
least corresponds to the reliability of Safety Integrity Level 1. So the reliability target of
MVCS is claimed to 107! Probability of Failure on Demand (PFD).

3 Identified Difference

3.1 Requirement of IEC 61226-2009

The statement of the category for main process variables control function is “If plant
process control functions are the only means of control of these variables, these control
functions operating so that the main process variables are maintained within the limits
assumed in the safety analysis should be assigned to safety category B” in the IEC
61226-2009.
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Compared with the statement in IEC 61226-2009, the difference for the category of
main process variables control functions is identified. The categorization required by
IEC 61226-2009 is higher than the design scheme.

3.2 Design Scheme of Other Projects

The following information is identified as follows:

e InEPR, The main task of the Process Automation System (PAS) is the monitoring and
automation of the plant in all normal operation conditions. The PAS is a E2 classified
( safety class 3) equipment.

The Reactor Control Surveillance and Limitation System (RCSL) is mainly
devoted to F2 and NC I&C functions that control and monitor the operation of the
reactor. This includes in particular:

e Core control functions,

e Core automatic limiting conditions of operation and limitation functions and
primary/secondary limitations.

The specific actuation control functions for the control rods are implemented in
the RCSL. The RCSL is a E2 classified ( safety class 3) equipment too.

e In UK ABWR, the Plant Control System (PCntlS) is used to control and maintain the
plant condition during normal operation. The PCntlS consists of the reactor power
control, the reactor water level control and the reactor pressure control, the key func-
tions include the Recirculation Flow Control System (RFC), Rod Control and Infor-
mation System (RCIS), Electro-hydraulic Turbine Control System (EHC), Feedwater
Control System (FDWC) and Automatic Power Regulator (APR). The control system
contributes to nuclear safety by keeping the reactor within the intended operational
boundaries, avoiding demands being placed on the protection systems. The PCntlS
is directly classified as a Class 3 system.

4 Assessment

The assessment is presented as the two aspects:

e Whether the main process variables control functions are needed in the event of an
accident by safety analysis and reliability claim analysis.
e Whether the reliability claim meet the requirement of PSA.

4.1 Safety Analysis

The MVCS is classified as safety class 3. The following principles are apply to safety
class 3 used in the safety analysis:

e If the transient leads to the actuation of an safety class 3 or NC system, and if the
operation of this system would have a beneficial effect with regard to a safety criterion,
the safety analysis shall be performed without considering this system.
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o If the transient leads to the actuation of an safety class 3 or NC system, and if this
system worsens the consequences of the transient with regard to a safety criterion,
the safety analysis shall be performed assuming the system is operating normally.

For example: Following loss of main feedwater, the pressurizer main spray should
be considered to operate normally when calculating the minimum DNBR.

So the MVCS is not credited in the safety analysis. Even if the MVCS fails, the
conclusion of safety analysis is not affected.

4.2 Reliability Claim Analysis

An accident with very low expected frequencies need not be included in the design basis
analysis. A accident frequency of 1 x 10~/ pa would be a typical cut-off when applying
design basis techniques. The accident whose frequency is more than 1 x 10~pa need to
be analyzed. This statement means that the frequency of Initiating Event (IE) multiples
PFD for 1&C systems which mitigate the consequences of IE shall be less than 1 x
10~ 7pa. The formula is listed as follows:

IE frequency x PFD of 1&C systems < 1077 pa

Generally the frequency of IE is less than 1/ry. The reliability numeric target of PS and
Diverse Actuation System (DAS) is listed as follows:

e PSis claimed to 10~ PFD;
e DAS is claimed to 10~ PFD.

So, it is enough that the IE can be mitigated by PS and DAS independently. Other
1&C systems (e.g. MVCS) are not required.

4.3 PSA Analysis

For PSA, the accident sequence analysis aims at studying the plant-specific scenarios
which may lead to core damage following each IE. The accident tree model of 1&C
system is integrated in PSA model for core damage frequency and large release frequency
calculation, and the PSA results and risk insights are used to identify weaknesses of
design and provide the recommendations for improvements.

For PSA, it includes the requisite functions of the emergency reactor trip, engineered
safety feature actuation and safety supporting systems actuation for PS, and it also
includes the important function of the DAS. It does not include the main process variables
control function. The accident tree model of MVCS is not integrated in PSA. So the
contribution of MVCS is not considered and the safety objective can still be met.

5 Conclusion

According to the description of Sect. 4, the degree of reliability for MVCS will not bring
obvious benefits for the safety of the nuclear power plant. It is reasonable and acceptable
that main process variables control functions are categorized as safety category 3 and
the MVCS is classified as safety class 3.
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In summary, if the main process variables control functions are not credited in the
safety analysis, the functions are categorized as safety category 3 and the MVCS is
classified as safety class 3. Otherwise the main process variables control functions are
categorized as safety category 2 and the MVCS is classified as safety class 2.
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Abstract. With the continuous development of nuclear power industry, various
production data of nuclear power plant, such as reactor temperature, pressure and
other data, also grow rapidly. All kinds of data are stored in the database in a struc-
tured form. This lays a data foundation for the application of big data technology
in the field of nuclear power. “History is always strikingly similar”. From the per-
spective of time series, through the comparative analysis of the historical data of
temperature, pressure and other indicators, we find that there are certain similar
morphological characteristics, that is, the data go out of the similar development
law in two different time periods. Therefore, through the mining matching algo-
rithm, the transient data series in the current time period are compared with the
historical retention time series to identify the most similar series in history, which
plays a certain early warning role for the future. This paper intends to build an
artificial neural network to find the best similarity calculation algorithm through
training the massive historical label data and sample data, and finally achieve the
effect of intelligent classification of production data, so as to predict the develop-
ment trend in the future. The experimental results show that it is feasible to build
a neural network model to realize the method of production data classification.

Keywords: Time series - Pattern Recognition - Neural Network

1 Introduction

The rapid development of information technology enables people to obtain and store
a large amount of data. Finding patterns, trends and anomalies in these massive data,
transforming data into information, transforming information into knowledge, and pre-
senting it to users in an easy to understand way has become a great challenge in today’s
information age. Big data technology based on artificial intelligence came into being.
As a branch of its technical research, neural network has attracted extensive attention
because of its outstanding advantages [1].

After decades of development, China’s nuclear power industry has accumulated a
large amount of valuable power plant data, which lays a foundation for constructing
artificial neural network and mining its data value. The study of historical production
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data shows that a certain type of production indicators (such as temperature, pressure,
etc.) in the past period of time, the numerical trend of change will be surprisingly
similar. Classifying these time series with the same change trend can form a variety of
numerical change patterns with different morphological characteristics. By comparing
the production data in the current time period with the classical model trend in the
historical database, find out the most similar time series, and comprehensively analyze
its model type, which is helpful to make a certain early warning and prediction of the
future development trend of numerical value [2]. To match the most similar sequence,
the key is to solve the problem of similarity measurement between two time series.
After comprehensively comparing several classical calculation methods of time series
similarity measurement, based on these measurement methods, this paper proposes an
algorithm to identify the most similar sequence by constructing artificial neural network.

2 Research Status at Home and Abroad

The research on time series similarity measurement method is the key to solve the prob-
lem of pattern recognition such as classification and clustering. Whether the similarity
measurement method is properly selected directly affects the classification effect of time
series. Classification accuracy is the primary index to measure the advantages and disad-
vantages of similarity measurement methods. Scholars and experts at home and abroad
have made a lot of exploration on the similarity measurement methods of time series.
There are three mainstream:

(1) Similarity measurement method based on Euclidean distance [3]

The similarity measurement method based on Euclidean distance(ED) regards the
sequence as points in multi-dimensional space, and uses the cumulative distance of
these points to measure the similarity of the sequence.There are two time series with
equal length X = {X,X5...,X,,} and Y = {Y1, Y»..., V};}, If they are regarded as two
dimensional space points respectively, their similarity distance is defined as

EX.Y)= /3 (=) (1)

Set a threshold at the same time €, When E(X, Y) < g, it can be considered that the
sequence X and Y are similar.

(2) Similarity measurement method based on longest common subsequence [4]

Because the Euclidean distance is extremely sensitive to the time axis, if two time
series have the same or similar shape in most of the time, and the violent oscilla-
tion in a short time will lead to a great difference in the Euclidean distance between
the two sequences. This situation is very common in the financial field, especially in
the stock market. To solve this problem,The researchers proposed the similarity mea-
surement method based on the longest common subsequence(Longest Common Subse-
quence, LCS).Let the two time series be expressed as X = {X|,X,...,X,}and ¥ =
(Y1,Y,...,Y,} IftheirsubsequenceX/ = {XileiZ ce ’Xil} and Y’ = {le, Y/2 Ceey Y/l}
meet the following two conditions:(i) for Vk,1 < k < I, we have i, < ir4+; and



108 H.-L. Chen et al.

Jik < Jk+1; (i) for Vk, 1 < k < [, we have x;, = y;,. Then X’ and Y’ are called common
subsequences with length /. The similarity of sequence X and Y is defined as

LX,Y) = Lyax/n (2)
where, Inax is the maximum length of all common subsequences.
(3) Similarity measurement method based on dynamic time warping [5]

Dynamic time warping (DTW) technology was first applied in the field of speech
recognition. It was introduced into the field of time series research by Berndt et al. In
1994, it solved the problem of similarity matching between unequal length sequences
and supported the scaling transformation of sequences along the time axis. Since the
algorithm based on improved DTW is adopted in this paper, the calculation process and
related concepts of dynamic time bending distance are introduced in detail:

Given two time series X = {X[,Xs..., X} and Y = {Y{,Y>...,7Y,}, Tectonic
cumulative distance:

DG, j) = d(x, ;) +min{DG — 1,j), D(i,j — 1), D(i — 1,j — 1)} 3)

For d (xi, yj), different distance definitions can be used. In general, Manhattan distance
is taken,that is d(x;, ;) = lx; —yil,1 < i < m,1 < j < n. The initial condition
is D(1, 1) = d(x;,y;). As defined above, D(i, j) Represents the minimum cumulative
distance between coordinate points (x, y1) to (xi, yj). In the process of finding the best
distance between X and Y, the cumulative distance between is actually the minimum
distance in the matrix:

The process of finding the final measured distance between sequences X and Y is
actually to find an optimal bending path W in the distance matrix B, so as to minimize
the average cumulative distance. The distance matrix B is:

d(x1,yn) -+ dXm, Yn)

B= €]

d(x1,y1) -+ dm, y1)

The bending path W = wy, wy, ..., wi is constrained, and the element w, = (i, )
indicates that the i-th point in the sequence X matches the j-th point in the sequence Y,
and satisfies:

(1) Subscript boundedness, that is max(m,n) <k <m-+n—1;

(2) Boundary property: W starts from the lower left corner of distance matrix B and
ends at the upper right corner of distance matrix B, thatisw; = (1, 1), wy = (m, n);

(3) Continuous monotonicity: Any two adjacent elements on W are also adjacent in
the distance matrix and develop forward, that is if ,then 0 < a;4; —ar < 1 and
0<bry1—b <1

The reachable range of the bending path W in the distance matrix is called the
bending window, as shown in the area within the dotted line in Fig. 1. The final metric
distance is defined as

DTW(X, Y) = min{z(i’j)ew d(xi, yj) /Q} (5)
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where, Q is the length of the bending path W.
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Fig. 1. Bending path and bending window

Because the above three measurement methods have their own advantages and disad-
vantages, selecting a measurement method for sequence matching alone will inevitably
lead to the decline of accuracy. Therefore, this paper constructs a neural network, estab-
lishes the comprehensive weighting measurement formula of the three measurement
methods, and selects a certain data set for training, so as to determine the weight value.

3 Pattern Matching of Nuclear Power Data Change Trend Based
on Neural Network

3.1 Input Layer

The temperature of the pressure vessel is selected as the subject of the investigation data
(after the pretreatment of the original data), and 24 data points are taken in each sequence
(i.e. reflecting the data change trend of one day) with hour as the unit of data sampling time
interval, each sequence can be represented as X = {x1, x2, ..., x24}.Because each input
sequence needs to be classified and matched, in order to investigate the classification
accuracy when training the neural network model, the data input from the input layer
must be labeled sequences, that is X; € X[K;], Indicating that sequence X; belongs to
class K;(j:{1, 2, ..., m}). In this paper, K is used to represent the pattern type.

3.2 Activation Function

Afterreceiving the input signal from the input layer, the neuron located in the middle layer
generates the output of the neuron after being processed by the activation function. In
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the neural network constructed in this paper, the activation function selects the weighted
values of the above three similarity measurement functions, i.e.

F(Xi.X) =wiE(X;, X) + w2L(X;, X) +w3D(X;, X) (6)

Among, X; is the data sequence input by the input layer, X is the standard data
sequence in the basic database (including all morphological types), wy and w» and w3
are the weight coefficient, E(X;, X) is the Euclidean distance, L(X;, X) is the longest
common subsequence distance, and D(X;, X) is the dynamic bending distance.

3.3 Output Layer

Calculate the similarity measurement between the input sequence and all standard
sequences in the standard library one by one, and find the standard sequence with the
smallest measurement distance. If the minimum distance value is not greater than the
threshold of the morphological type of the standard sequence (the threshold needs to be
calculated in advance), the input sequence is considered to belong to the morphological
type. Output its form type together in the output layer, i.e. ¥ = [X, K].

After the input layer, middle layer, neuron processing function and output layer are
determined, the basic architecture of neural network is established, as shown in the Fig. 2

e /

Fig. 2. Basic architecture of neural network proposed in this paper.

> Y =[X".K']

3.4 Training Network

In order to get the weight of each measurement function in the activation function,
the neural network needs to be trained. Each morphological type K;(:{ 1,2,...,m})
randomly selects 100 time series {Xj1, X2 ..., Xjo9, Xj100} as the input layer, and then
selects 100 standard sequences from each type in the standard database as the matching
object to construct the training set.
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In order to track the classification accuracy of the model, the objective function is
set as

100 m
T = Zi:l C;/100 m % 100% (6)

mis the number of morphological types. C; meets

C - 1 input sequence X; can be classified correctly
"7 10 input sequence X; can not be classified correctly

The judgment rule of correct classification is: find out the standard sequence Xj/ with
the smallest similarity measurement distance with X;. If the measurement distance value

is not greater than the threshold of the morphological type to which )_(j belongs, and the
morphological types of the two sequences are the same, it is considered that the input
sequence X; is classified correctly; if the above conditions are not met, it is considered
that the input sequence X; is not classified correctly.

The granularity of the weight factor is set to 0.1, and each training must meet the
following conditions:

wi+wr+wy=1
wz > 0.5 7

wy >0
wy >0

The goal is to maximize the objective function, that is, the accuracy of sequence
classification is the highest.

100m
> T= ) /100m~100%

=1

T=w.f,+w,fo+ w;f3

Tomin

Fig. 3. Neural network training process proposed in this paper.

In this way, we have a network and a training set, and then use this training set to
train the most appropriate weight value for the network, then the neural network can be
built.
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3.5 Test Network

The test set is divided into 5 groups of data. The first group randomly selected 100
time series {Xj1, Xj2 ..., Xj99, Xj100} from each morphological type K;(1,2,...,m), a
total of 100 m sequence data; the second group randomly selected 200 time series
{Xj1, Xj2..., Xjoo, Xj200} from each morphological type K;(j:{ 1,2,...,m} ) sequence
data; the third group randomly selected 300 time series {Xj1, Xj> . .., Xjo9, X300} from
each morphological type K;(j:{ 1,2,...,m} ), a total of 300 m sequence data; the fourth
group randomly selected 500 time series {Xj1, Xj2 . . ., Xjo9, Xj500} from each morpho-
logical type K;(j:{ 1,2,...,m} ), a total of 500m sequence data; the fifth group ran-
domly selected 1000 time series {Xj1, Xj2..., Xj99, Xj1000} from each morphological type
K;(j:{ 1.2,...,m} ), a total of 1000 m sequence data.

For each set of test data, the weighted distance, dynamic bending distance, longest
common subsequence distance and Euclidean distance trained by the network are applied
to test respectively. The experimental results are shown in the figure below. It can be seen
that compared with a single distance calculation matching, the neural network model
constructed in this paper still has a great improvement in classification accuracy.

AccuracyA *This model
—m— DTW
—A— LCS
100% — e ED
80% —
60%—

% ‘\‘\‘\,\‘
20% —
T T T T i >
100 200 300 500 1000 Number of sequences

Fig. 4. Comparison of sequence matching accuracy based on each distance function

4 Summary

In order to predict the change trend of nuclear power production data, we can study its
numerical characteristics from the perspective of time series, so as to accurately identify
its mode, and then conduct correlation analysis on the same type of mode, which is
helpful to grasp the change law and reason of actual production data. Therefore, this
paper proposes a method to predict the trend by constructing neural network. In this
method, the weighted values of dynamic bending distance, longest common subsequence
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distance and Euclidean distance are used to measure the similarity of the two time series,
and the neural network is trained through the input data to determine the weight factor.
When a section of production data needs to be analyzed, it only needs to be transformed
into time series, input from the input layer, and output its type after neuron processing.
Compared with single distance calculation, the weighted distance formula has certain
advantages in classification accuracy.
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Abstract. Vulnerability analysis is one of the important processes of cyber secu-
rity risk assessment. With the gradual application of industrial Internet, intelligent
technology, intelligent systems and equipment in the field of nuclear power, the
methods of cyber attacks on nuclear power plants are gradually diversified, and
the cyber security threats faced by industrial control systems are also increasing,
and their cyber security vulnerabilities need to be continuously assessed. In this
paper, combined with the current threat characteristics of nuclear power plant
industrial control system operating environment, the cyber security vulnerability
of the system is studied, and the typical vulnerability analysis items of nuclear
power plant industrial control system are proposed to analyze the vulnerability
characteristics of the system under different cyber security threat factors. At the
same time, a vulnerability evaluation method based on functional safety impact
analysis is formed, which takes the security level and consequence degree of the
attacked system as the basic score, and the impact degree on the design of the
defense-in-depth defense line as the weight for comprehensive scoring. Assess
the vulnerability level to provide reference for the cybersecurity risk assessment
and design improvement of the industrial control system of the nuclear power
plant.

Keywords: Nuclear power plant - Control system - Cyber security -
Vulnerability Analysis

1 Introduction

Industrial control systems such as data acquisition and monitoring systems, distributed
control systems, process control systems, and programmable logic controllers are widely
used in industrial fields to control the operation of production equipment [1]. Different
from general systems, industrial control systems affect the entire production process, and
its cyber security vulnerabilities may lead to serious industrial security and economic
hidden dangers. Nuclear power plants are important industrial production facilities, and
their operational safety issues may have catastrophic consequences for the social envi-
ronment. In the past 20 years, nuclear power plants and energy infrastructure equipment
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have been continuously attacked by cybersecurity, which has sounded the alarm for the
cybersecurity of nuclear power digital I&C systems [2]. With the gradual application, the
methods of cyber attacks on nuclear power plants are gradually diversified, and the cyber
security threats faced by industrial control systems are also increasing, and their cyber
security vulnerabilities need to be continuously assessed. Cyber security has become
a key issue in the process of digital design of nuclear power plant industrial control
systems, and its vulnerability assessment is an important part of the design process.

The nuclear power plant control system has proposed design concepts such as
defense-in-depth, diversity, and single failure to fully cope with random and common-
cause failures at the level of functional safety. With the addition of the cyber security
dimension, the vulnerability of cyber security is closely related to functional safety, and
the robustness of design based on functional safety needs to be re-analyzed.

2 Research on Cyber Security Vulnerability

2.1 Cyber Security Features of Industrial Control Systems

Vulnerability also becomes a weakness, which exists in the system itself. Threats always
use the weakness of the system. If the system itself is strong, or when the weakness is not
exploited by the threat, it will not cause damage to the system. The vulnerability of the
system is hidden, and some weaknesses can only be revealed under certain conditions
and environments, which is the most difficult part of vulnerability identification [3!. And,
an incorrect, ineffective, or not properly implemented security measure can itself be a
weakness.

Vulnerability identification is the most important link in risk assessment. It can be
identified from the physical, network, system and application levels, and then corre-
sponding to assets and threats. The basis can be international or national security stan-
dards or industry norms. Or the security requirements of the application process [4]. For
the same vulnerability in different environments, the vulnerability severity is different.

Vulnerability identification can be carried out from two aspects: technology and
management. Technical vulnerability involves security issues at the physical, network,
system and application levels. Management vulnerability can be further divided into tech-
nical management vulnerability and organizational management vulnerability, which are
related to specific technical activities and environmental management respectively [5].
Table 1 provides typical vulnerability identification content [6].

2.2 Vulnerability Levels of Industrial Control Systems

According to the degree of damage to the target system, the difficulty of technical
implementation and the prevalence of the vulnerability, the severity of the identified
vulnerabilities is assigned in a hierarchical manner [7]. The severity is graded, and the
larger the grade value, the higher the vulnerability severity. Table 2 provides typical
vulnerability severity assignments.
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Table 1. Typical vulnerability items

Types

Objects

Items

Technical vulnerability

Physical environment

Network structure

Fire prevention, power distribution,
static electricity, grounding,
lightning protection,
electromagnetic, communication
lines, etc. Network structure design,
boundary protection, access control
strategy, network equipment
security configuration, etc

System software
Database software
Application middleware

Patches, accounts, passwords, event
auditing, sharing, etc

Access control, backup and
recovery, etc

Protocol security, data integrity, etc

Application system

Audit mechanism, access control,
data integrity, password protection,
etc

Management vulnerability

Technical management

Physical domain environment
security, access control, system
development and maintenance, etc

Organizational management

Security policy, organizational
security, asset classification and
control, personnel security, etc

Table 2. Typical vulnerability levels

Level Means Definition(under threat)

5 Very high Complete damage to the target system

4 High Major damage to the target system

3 Middle Moderate damage to the target system

2 Low Minor damage to the target system

1 Very low Negligible damage to the target system




An Industrial Control System Vulnerability Analysis Method 117

3 Cyber Security Vulnerability of Industrial System in Nuclear
Power Plant

3.1 Vulnerability Analysis Items

For the cyber security design of a single system or DCS architecture, vulnerability
analysis can be carried out from the following aspects of access control, linkability,
system function, system equipment, monitoring and backup. Table 3 and Table 4 present
a set of cybersecurity vulnerability analysis items for the control system of the nuclear
power plant.

3.2 Vulnerability Assessment Method Base on Influence of Functional Safety

One of the design concepts of the industrial control system of a nuclear power plant is
defense-in-depth [8]. For example, a nuclear power plant can be divided into a prevention
line, a main line of defense, a diversity line of defense, a risk reduction line of defense,
and a serious accident line of defense, which deal with design basis accidents of different
frequencies respectively. From the perspective of functional safety, the systems of each
line of defense are divided into functional safety levels (Class 1, 2, 3, and NC from high
to low). Different platforms and backup disks are used to avoid common cause failures.
However, due to the existence of network attacks, the original functional security line of
defense will be broken. If there is no isolation and network protection design for each
line of defense system existing in the same network, a network attack can penetrate all
lines of defense, making defense in depth design fails. Therefore, vulnerability analysis
of cybersecurity can be combined with design implications for functional safety.

Table 5 proposes a vulnerability scoring method based on functional safety impact
analysis. The method is based on the analysis items in Table 5, the system function level,
the level of defense line where the system is located, and the line of defense affected
at the same time according to the analysis items in Table 5. The number is scored, and
the calculation formula is: system damage score * the number of affected systems * the
weight of the level of the defense line * the weight of the number of affected defense
lines.
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Table 3. Vulnerability analysis items for nuclear power plant (Part 1)

Types

Analysis items

Requirements

Access control

Logical Access Control

Device whitelist, complex
password

Physical access control

Cabinets are locked and alarmed
when opened, non-essential
interfaces are physically blocked

Device authorization

Device whitelist, hardware
trusted authentication

Software Certification and
Licensing

Application whitelist, file type
blacklist and whitelist

Password Compound combination,
invisible when input, cannot use
factory default password

Linkability Wireless Module/Device Wireless device or module cannot

be used

Untrusted network

Network access authorization

Communication integrity

Check

Cross-domain data flow

Device whitelist

Minimum number of access
points

Keep the minimum number of
access points required, no
redundant vacant access points

Communication protocol

Private protocol

Maintenance tool

Single access path, tool
authorization and authentication

Monitoring and backup

Monitoring, Auditing, Logging,
Backup

System log, operation log, event
type, audit system, timestamp,
event/log backup system

Malware

Antivirus software, network
authorization, firewall,
application whitelisting

Abnormal detection

Detection of abnormal behavior
(unauthorized attempts to access
or install or modify applications,
files, code, etc.), intrusion
detection systems
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Table 4. Vulnerability analysis items for nuclear power plant (Part 2)

Types

Analysis items

Requirements

System function

System independence

Isolated, predefined storage area

Technical diversity

Platform diversity

Minimum function set

System functions are kept to a minimum, and
redundant functions are removed

Predictable output

RTOS, outage avoidance operation, static
resource allocation, parameter boundary
protection, predefined time-based behavior,
predefined communication load, predefined
failsafe behavior

Input integrity check

Validity check (length, format, range, etc.),
integrity check of files and backups (hash
check, etc.), preventing buffer overflow and
other issues

Resource management

Guaranteed operating load of the system

Anti-Denial of Service

System and user data separation, access
control lists, user account restrictions,
anti-malware code, firewall and router
filtering rules, priority design

System devices

Redundancy Equipment, power supply, ventilation,
component redundancy
Power supply UPS, surge protection

Equipment and Components

Support for its latest operating system (cyber
security patches), reprogrammable component
management, robustness, no remote or
wireless operation, support for offline updates,
password protection

Interface between systems

Hard-wired, point-to-point one-way
communication (gateway, gatekeeper),
high-level to low-level one-way
communication, firewall, intrusion detection,
physical protection
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Table 5. Safety functional based vulnerability assessment method

Score

Level

Influence on system(under
threat)

Influence on defense line

12

Serious

Complete damage to Class1
functional system or
Complete damage to Class2
functional system

10

Critical

Complete damage to Class1
functional system Major
damage to Class1 functional
system or Complete damage
to Class2 functional system

Important

General damage to Class1
functional system or major
damage to Class2 functional
system or complete damage to
Class3 functional system

Less important

Minor damage to Class1
functional system or general
damage to Class2 functional
system or major damage to
Class3 functional system

Common

Negligible damage to Classl
functional system or minor
damage to Class2 functional
system or general damage to
Class3 functional system

Low

Negligible damage to
Class1/Class2 functional
system or minor damage to
Class3 functional system

Very low

The damage to the
Class1/Class2/Class3
functional system is negligible

Level of defense line:

1: *1.0

2:*1.5

3:%2.0

4: %25

Number of effected defense lines:
1: *1.0

2: *¥1.5
3:*%2.0
4: %25

4 Conclusions

Combining the cyber security characteristics of the industrial control system of nuclear
power plants and the characteristics of functional safety design, this paper constructs
the cyber security vulnerability analysis item of the nuclear power plant control system.
Based on the impact depth of defense-in-depth impact, a vulnerability analysis method
based on functional safety impact analysis is proposed, which provides a reference for

the testing ideas and design optimization of industrial control system cyber security.
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Abstract. Inthis paper the circuit of output current of nuclear safety classification
pressure transmitter was analyzed in detail, the mathematical model of pressure
transmitter was built, and the 4-20 mA output current is linear function of capac-
itance sensor current. The calibration process was analyzed, a non-linear duality
equation group in which the two positions of potentiometers are the variables was
built, and in fact the calibration process is solving the equation group. Analysis
indicated that the calibration process is an iterative process, the convergence of
the mathematical model was analyzed deeply, the result indicated that for proper
resistance network the convergence is good, and the fact circuit meet the conver-
gence condition. For general calibration process, a optimization method of proper
excessive zero current was provided to accelerate the process, analysis and test
verified that the efficiency is promoted significantly.

Keywords: Nuclear safety classification - Pressure transmitter - Current output -
Capacitance sensor - Calibration

1 Introduction

In industrial automation process control, pressure transmitters are widely used. With
the rapid development of control technology and network technology, high-precision
intelligent instruments are more and more widely used [1-4]. However, in the field of
nuclear safety applications, due to the existence of irradiation, it is necessary to consider
the aging cumulative dose and accident high-dose irradiation, which has fatal damage
to the widely used digital chip. At present, the research on radiation resistance of digital
devices is still a hot spot [5], and application of silicon carbide devices in the future [6,
7] may solve the problem of radiation resistance of digital chips. However, pure analog
circuit is the only choice in the field of nuclear safety application up to now, so the
research on radiation resistance of analog devices is still very important [8—10].

The analog capacitive pressure transmitter senses the process medium pressure by
the capacitive pressure sensor, as shown in Fig. 1.

The differential pressure of fluid between both sides acts on the isolation diaphragm,
which leads to the deflection of the central measuring diaphragm and the differential

© The Author(s), under exclusive license to Springer Nature Singapore Pte Ltd. 2023
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Fig. 1. Capacitance pressure sensor

change of capacitance. The excitation circuit generates AC excitation and applies it
to the sensor. The demodulation circuit converts the capacitance difference into a DC
current signal. This DC signal controls the output circuit to generate the corresponding
4-20 mA circulating current. The low cost and high reliability of two-wire 4-20 mA
loop current is very suitable for industrial sites, which is widely used [!!=13), Therefore,
the application of two-wire 4-20 mA output and pure analog circuit pressure transmitter
is dominant in the field of nuclear safety application at present.

However, the calibration of the pure analog circuit pressure transmitter is completed
by the zero point and range potentiometers, and the zero point and range pressures need
to be applied repeatedly. The strong coupling between 4/20 mA and the positions of the
two potentiometers brings complexity to the calibration. By analyzing the circuit of pure
analog two-wire pressure transmitter, this paper establishes the mathematical model of
sensor current and output current, takes the potentiometer position as a variable to analyze
the convergence of calibration process, and then puts forward an improved method to
improve calibration efficiency.

2 Current Circuit Analysis of Analog Pressure Transmitter

The sensor current and bias current can be simplified into a current source during the
current circuit analysis of analog pressure transmitter, so the current circuit of pure
analog pressure transmitter is simplified as shown in Fig. 2.

Inthe figure: V; is the variable voltage of the positive end of the two-wire input voltage
relative to the circuit ground, V1 is the constant voltage (generated by the reference
voltage), Vp is the diode voltage (slightly varying with the current), ix is the control
current (including the sensor current), i, is the loop output current, V> is the control
target (maintaining a constant value after the closed-loop is stable).

R3 is a split range potentiometer. x is the position coefficient of range potentiometer
and the range of x is [0,1]. Then the circuit is further transformed as shown in Fig. 3.

The output current control circuit (not shown in Fig. 3) controls the output current
i, and input voltage V; by controlling the base of the triode, and the control target is to
keep the voltage V; at a constant value. Using the star triangle circuit transformation,
the circuit can be simplified as shown in Fig. 4.
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Fig. 4. Circuit of output current of transmitter after transformation



Study of Optimization for Calibration of Nuclear Safety Classification 125

In Fig. 4, it can be calculated as follows:

RS_ Rle—x _ Rle—x
Ry +Ri.x+R1 R3+R
R xR
R6= 1-x4\] (1)
R3 + Ry
RyR1
7:
R3 + Ry

Using the star triangle circuit transformation again, the circuit can be simplified as shown
in Fig. 5.

Fig. 5. Circuit of output current of transmitter after second transformation

Figure 5 meets the following equations:

Rs = (R2 + Rs)R7 + (R2 + Rs5)(R4 + Re) + (R4 + Re)R7

R4 + Rg
Ro — (R2 + Rs)R7 + (R2 + Rs)(R4 + Re) + (R4 + Re)R7 @)
9 R
Rio = (R2 + R5)R7 + (R2 + Rs) (R4 + Re) + (R4 + Re)R7
0 Ry +Rs
Thus,
. Vi-=Vo=-Vp Vi -V
Ix = +
Rg Ry
Vi—Vi =V Vi—V,
i = Vi 1 p Wi 2 3)
Rio Ry
. Rg+Ro
Vi— Vi — Vp = Rgix — V1—W)
So,
. Rg . Rg+Ry9+ Ry
o =—ix————— (V1 = V) “4)
Rio RyR10

Since V1 is a constant voltage and V; is also a constant value due to closed-loop control,
it will be seen from this that the output current i, is a primary function of current iy.
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Assuming Ry = xR3 and R1.x = (1-x)R3, if the resistance is further substituted, the output
current is further simplified as

. (RiIRy + RoR3 + RxR1 -x)ix — (R1 + R3)(V1 — V2)

o &)
RiR4 + R3R4 + Ry xRy
where: ix contains three parts of current, i.e.
ix = isensor + izero + Ioffset (6)

where: isensor 1S the sensor current, ier, is the regulating current of zero point, /ffse; 1S
the bias current.
izero Can be expressed as:

izero = (2 — Dlzero @)

where: I,¢r0 1s the maximum value of zero point current, y is the position of zero point
potentiometer and the range of y is [0, 1].
Accordingly,

f_ RRARY R —x) . (Ri+R)(VI = V)
7 RiRs +R3Rs + R3R (1 —x) * R\R4 + R3Rs + R3R; (1 — x) (3
= kx[(zy - 1)Izer0 + isensor + Ioffset] + bx

where: kx and by are constants related to x.

3 Analysis of Current Calibration Principle of Analog Pressure
Transmitter

It can be seen from the above that the zero potentiometer regulating is to adjust y, the
range potentiometer regulating is to adjust x. The transmitter calibration is to adjust these
two potentiometers to realize to realize zero point output current is 4 mA and the range
output current is 20 mA. The zero point and range current adjustment are coupled, that is,
the zero point adjustment affects the range current, and the range adjustment also affects
the zero point current. To realize 4 mA and 20 mA can correspond to the zero point
and range at the same time, multiple iterations must be implemented. For this reason,
the in-depth analysis of the calibration process is carried out below, and the optimized
adjustment method is obtained to achieve efficient calibration.

It can be seen from Eq. (8) that the output current is a binary function, and the zero
point current and range current are respectively expressed as:

Jotx,y) = kx[(zy = Dlzero + Ioffset] + bx ©)
Silx,y) = kx[(zy — Dlzero + isensor + Ioffset] + bx
Then the current regulation must satisfy the nonlinear equations:
x,y) = 0.004
Jo(x,y) (10)
Silx,y) =0.02
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Assuming that y* and x* are the adjusted final values, that is, the solutions of the nonlinear
equations, then there is:

kx*isensor = 0.016 (11)

For a specific sensor, the sensor current isensor 1S @ constant value, so ky+ is unique.
The derivative of ky to x is

dky R3(1 — 2x)[RiR4 + R3Rs + R3R (1 —x)]  R3Ri[Ra(R1 + R3) + Rix(1 — x)]

dx [RiRs + R3R4 + R3R (1 — 1) [R1R4 + R3R4 + R3R; (1 — x)]?
(12)

Obviously, the denominator is positive, so the sign of this derivative is determined by
the numerator. After removing the positive common factor of the numerator, the sign of
this derivative depends on:

RIRi(1 = x)” + (R + R3)[RsR4(1 — 2x) + RiRy] (13)
Obviously,
R3R4(1 — 2x) + RiR> > RiR> — R3R4 (14)
So actual circuit configuration meets:
RiRy — R3R4 > 0 (15)
Namely,

dky
dx

It is concluded that the kx function is strictly monotonously increasing. Therefore, the
uniqueness of k= determines that x* is unique, and then y* is also unique. That is to say,
there is a unique solution to the nonlinear equations, which is the end value of calibration.

The function curve of kx varying with x is shown in Fig. 6. It’s obvious that the curve
also shows its strictly monotonic property.

The current calibration process is carried out in an iterative manner.

Firstly, adjust the zero point coefficient y to make the output current as 4 mA.

Secondly, apply the range pressure and adjust the range coefficient x to make the
output current as 20 mA.

Thirdly, remove the process pressure.

Then, repeat the step 1 to 3 until the output current of these two points meet the
requirements. The zero point offset of a sensor need only to set different initial value
instead of 0 pressure, and the principle is the same, so it is only described in terms of a
zero point applying zero pressure.

The nth and (n + 1)th adjustments satisfy the equations:

Son-1.9n) = kxy 1 [ (290 — Dlzero + loftset] + bx,., = 0.004

f1Gen, yn) = kx, [ (290 — Dlzero + isensor + loftset| + bx, = 0.02
Jo@n. yn+1) =k, [0+ 1 = Dlzero + loffset | + bx, = 0.004

FiGna 1. e D) = koo 1 [0+ 1 = Dlzero + Lofset] + by, = 0.004

>0 (16)

a7
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Fig. 6. kx curve about x

According to the Taylor Mean Value Formula of binary function, there is:

JoGen, yn+1) —foGen -1, yn)
— afO(x,)’)| ()C —x )
ax x={1,y=0 \n n-1
Afo(x, y)
+a—|x=§1 V=0 On+1—Y0) =0
y
fl(xn+1ayn+l) _fl(xn,yn)
:afl(x,)’)| (x _x)
9x x=43,y=04 Wn+ 1 n
Afo(x, y)
+a—y|x:{3,y:§4 On+1—yn) =0

(18)

where: &1 is equal to xq.1 + 0(xn- xn-1), &2 is equal to y, + O(yn+1- Yn), £3 is equal to

Xn-1 + 01(Xn+1- Xn), §4 is equal to yq + 01(¥n+1- yn).That is,

afo(x, y)
0x

fo(x, y)
= —T ‘ngl V=0 n+1—Yn)

of1(x,y)
0x
_0fo(x,y)

= ay |x:{3,y:{4 ()’n +1 — )’n)

|x:§1 V=0 (Xn — Xn- l)

|X=§3,y=§4 (Xn+1 — Xn)

It can be seen from Eq. (9):

Afolx,y)  9filx,y)
dy Ay

= 2kxlzero > 0

19)

(20)
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The partial derivative of the output current to the position coefficient x of the range
potentiometer is

0fo(x,y) _ R3(1 = 2%)ix[RiRs + R3Rs + R3Ri (1 — )]
x [RiR4 + R3Rs + R3R (1 — x)]?
RaRs [R2(R1 + R3)ix + R3x(1 — x)ix — (Ry + R3)(Vi — V)]
[R1R4 + R3R4 + R3R (1 — x)]?

21

Obviously, if the denominator is positive, the sign of the partial derivative is determined
by the numerator. After removing the positive common factor of the numerator, the sign
of this partial derivative depends on:

R3R1(1 = x)%ix + (Ri + R3)[(R3R4(1 — 2%) + RiR)ix — R (Vi — V2)] (22)
Clearly,
(R3R4(1 = 2x) + RiR2)ix — Ri1(V1 — V2) = (RiR2 — R3R4)ix — Ri (Vi — V2)  (23)
Therefore,

R3R
314)ix—<vl —Vz)] (24)

(R3R4(1 — 2x) + RiR)ix — R1 (V1 — V2) = Ry |:(R2 -

During the actual circuit calibration, when ix is equal to 0.108mA, zero point output
current is about 3mA, so it must meet:

ix > 0.108 mA (25)

Use this value to get:

R3R4 )\ . 2.2 x 0.015
Ry = == Jix = (Vi = V) = (17 = =502 )0.108 — 1.6 = 0.2126 > 0
1

0.18
(26)
So,
dfo(x,
.y _ 27
ox
If the range current ix use a larger value, it also can satisfy:
a 9
M >0 (28)
ax

Therefore, the circuit calibration always ensures that the output current increases with
the increase of the two position coefficients of the zero point and range potentiometers,
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that is, the partial derivative remains positive:

afo(x,y)
0x
afo(x, y)
dy
af1(x,y)
ox
afo(x, y)
dy

le=t1.y=t, >0
le=t1.y=, > 0
(29)

le=t3.y=¢s > 0

l=g3y=ts > 0

Assuming xp-xn.1 < 0 can get yn+1-yn > 0, and then get xn41- xp < 0, continue the
iteration to get yni2-yn+1 > 0, that is

(30)

Xn+1 <Xp <Xp-1
Yn+2 > Yn+1 > )n

In the same way, assuming x,-xp-1 > 0 can get yp41-yn < 0, and then get xy41- x5 > 0,
continue the iteration to get yn42-yn+1 < 0, that is

3D

Xn+1 > Xn > Xn-1
Yn+2 <Yn+1 <Dn

That is to say, the potentiometer adjustment is strictly monotonic, and the uniqueness
of the solution of the nonlinear equation determines that the strictly monotonic increase
must have the poles, so we can get the conclusion that the calibration process must be
convergent.

4 Optimization of Current Calibration Method for Analog
Pressure Transmitter

The general current calibration method of analog pressure transmitter is shown in Fig. 7.

The calibration process is simulated by writing a program for solving nonlinear
equations. For any initial value, this method generally needs 5 to 8 times iterations to
meet the current requirements.

The analysis shows that the general method can be properly improved. If the zero
point current adjustment is considered to be slightly smaller than 4mA (25% difference),
the whole process converges faster. The improved calibration method is shown in Fig. 8.

After the improvement, the convergence speed is twice as fast, and the current
calibration can be completed about 3 iterations, effectively improving the calibration
efficiency.
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Fig. 7. Process of current calibration

5 Experimental Verification

The current calibration experiments of actual analog pressure transmitter are carried out
according to the general calibration method and the improved method respectively. The
actual range of this instrument is set to 180 kPa and the calibration test bench is shown
in Fig. 9.

The initial potentiometer position is randomly selected for each test and tests are
carried out for three times respectively. The test results are shown in Table 1.

Thus, the improved method can indeed improve the calibration efficiency.
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Fig. 8. Process of current calibration after optimization

Fig. 9. Test bench of current calibration
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Table 1. Test result

Test sequence Iterations (general method) Iterations (improved method)
1 5 2
2 8 3
3 7 3

6 Conclusion

Through the detailed analysis for the current control circuit of nuclear safety classifi-
cation pressure transmitter with pure analog circuit, the mathematical model of current
output pressure transmitter is established, which shows that the output current is a first-
order function of the sensor current. The calibration process of zero point and range of
pressure transmitter is analyzed, and the binary nonlinear equations with the positions
of two potentiometers as variables are derived. The analysis shows that the actual cal-
ibration process is an iterative process to solve the equations. The convergence of the
process is analyzed comprehensively and thoroughly based on the mathematical model.
It shows that the process is convergent with using the appropriate resistance network
and the actual circuit conforms to the convergence condition. In this paper, the usual
calibration process is optimized, and an improved method with proper overshoot of zero
point current is proposed. The simulation and tests both verify the correctness of the
established mathematical model and the analysis conclusion and also verify that the
improved method can greatly improve the calibration efficiency of safety classification
pressure transmitter.
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Abstract. The modeling of the secondary-loop system is important to investi-
gate its behavior. Accurate modeling and simulation under transient conditions
are also necessary to verify the control system of the secondary-loop and provide
basis for operation scheme. Based on the 3KEYMASTER simulation platform,
a simulation model of the secondary-loop system of a pressurized water reac-
tor was built. The model includes the main subsystems such as turbine system,
reheat heating system, condensate system, feedwater system. The control system
with PID controllers is also added to the model. Three steady-state working con-
ditions are obtained at 100%, 70%, and 50% full power. Power transients, such
as power step change, are simulated by changing the boundary conditions, and
the system responses are recorded and investigated. The trends of key param-
eters are reasonable and meets the simulation experimental requirements. The
secondary-loop system model follows the basic physical laws and can be used for
nuclear power plant engineering simulation analysis. With reasonable simplifica-
tions and assumptions, it can be used as a control object for nuclear power plant
control scheme design and verification studies. Its steady-state accuracy meets the
requirements of training operators and also provides a good test environment for
the design and operation of new generation nuclear power units.

Keywords: Modeling - Simulation - Secondary-Loop System - Control System

1 Introduction

Asaclean energy source that can be applied on alarge scale, accelerating the development
of nuclear power is an inevitable way to solve the energy crisis and the environmental
problems caused by fossil energy pollution. According to the China Energy Medium and
Long-Term (2030-2050) Development Strategy Study, nuclear power will continue to
increase its share of China’s electricity, and by 2050, nuclear power generation in China
will account for about 24% of total electricity generation [1]. The rapid development of
nuclear power not only poses a challenge to grid peaking; at the same time, some possible
events, such as turbine failure, tripping of feed pumps or other pumps in the secondary
circuit, may also lead to serious accidents in nuclear power plants. Considering these
two requirements, modeling studies on the secondary loop of nuclear power plants are

© The Author(s), under exclusive license to Springer Nature Singapore Pte Ltd. 2023
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necessary, not only as control objects for the design and verification studies of nuclear
power plant control schemes, but also to provide a good test environment for the design
and operation of new generation nuclear power units.

Another code called NATDEMO was developed by Argonne National Laboratory
specifically for EBR-II, including primary, feedwater and steam systems [2].

Sharma et al. simulated the BOP system of the prototype fast neutron reactor (PFBR)
based on the RELAP5/MOD 3.4 code and used it to analyze some important events that
can occur in the steam water system to verify the validity of the adopted procedures [3].

Somayeh Abbasi et al. [4] used RELAPS to model the overall nuclear power unit
first and second loop system and simulated the load dump transients, and the analysis
showed that the reactor core pressure would increase sharply before slowly decreasing
to normal operating levels.

Yang et al. developed a dual engineering simulator for the Advanced Boiling Water
Reactor at Longmen (ABWR) based on RELAP5-3D with two separate RELAP5-3D
modules for the reactor system and the BOP system, synchronized separately on a single
platform [5].

Current nuclear power plant analysis programs focus mainly on the simulation of the
first-loop model, while simplifying many of the equipment and systems in the second-
loop system, and therefore have limitations in the scope of analysis. The traditional
secondary-loop modeling approach uses the steam generator steam outlet and feedwater
inlet as boundaries, usually giving constant pressure or constant flow boundary con-
ditions, while all important components in the secondary-loop are ignored or greatly
simplified. However, there are many operating conditions that require complete loops
for analysis, such as start-up and shutdown of the reactor, bypass systems, etc., as well
as for accident studies that include second loops, which also require complete models of
the thermal hydraulic systems of first loop and second loop PWR nuclear power plants.
Therefore, there is a great need for a complete thermal system modeling study.

Since the accuracy of the model of each part of the system will be directly related
to the effectiveness of the whole plant simulation, in this paper, the 3KEYMASTER
simulation platform is used as a tool to carry out the model construction of the second
loop of the nuclear power plant and to test the steady state and load transients of the
model. The model uses the steam generator primary side coolant inlet and outlet as
the system model boundary, and this boundary can also be used as the interface to the
nuclear reactor first-loop system, which can be extended to a plant-wide simulation
system. With reasonable simplifications and assumptions, it can also be used for the
design and verification studies of nuclear power plant control schemes.

2 A Secondary Loop Model Description

The object of this paper is the secondary-loop system of a large pressurized water reactor
nuclear power plant. As shown in Fig. 1, the thermal hydraulic system of the conventional
island consists of the secondary side of the steam generator (SG), the high-pressure tur-
bine (HPT), four steam separator reheaters (MSR), three low-pressure turbines (LPT),
three condensers, and three condensate extraction pumps (CEP). Twelve low-pressure
heaters (two each of LPH1, LPH2, LPH3 and LPH4), deaerators, three feedwater pumps
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(FP), four high-pressure heaters (two high-pressure heater No. 6 (HPH6) and two HPH7),
and the corresponding valves and piping make up the plant. The 3KEYMASTER model
for the secondary-loop of a nuclear power plant is based on the thermal system dia-
gram shown in Fig. 1. The number of devices in the model matches the actual layout
of the nuclear power plant, facilitating the simulation of the unlisted operation of cer-
tain devices. The modeling process simplifies the equipment operating in parallel to
equipment with equivalent functions.

TRRRRN Deaerator

Steam

Generator Feed Pump

Fig. 1. Schematic diagram of the secondary-circuit thermal system of a nuclear power plant

2.1 The Steam Generator

The main function of the steam generator is to act as a heat exchange device to transfer
the heat from the coolant in the first circuit to the feed water in the second circuit to
produce saturated steam for supply to the steam power unit in the second circuit [6]. The
model Steam generator with vertical arrangement, natural circulation and U-shaped tube
type, whose structure is shown in Fig. 2. The steam generator model was modeled using
the FlowBase toolbox integrated in 3KEYMASTER. The modeling process divided the
steam generator into two parts according to its function and structure: the evaporation
section and the steam-water separation section. A combination of heat transfer structures
was used to model the heat transfer from the primary side coolant to the second loop
feedwater, the evaporation section of the steam generator. The steam separation section
is simulated using the fb2PhaseTank component of FlowBase, which is able to simulate
the steam separation process after the feed water is heated according to its own function
settings. The level control is achieved by the adjustment of the feed pump and feed valve
to the steam generator model.
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Fig. 2. The steam generator model in 3KEYMASTER

2.2 The Steam Turbine

A turbine is a device that converts the energy of high-temperature, high-pressure steam
into mechanical energy [7]. In the 3KEYMASTER, modified energy, momentum and
continuity equations are used for each stage. A number of stages arranged in sequence
in series with equal flow rates is called a stage group, and each stage group contains
stages with similar characteristics. Therefore, in the simulation modeling of turbines,
the number of stages is usually modeled according to the number of stages rather than
the number of stages. A coefficient is also set for the efficiency of energy conversion. In
order to simulate the vapor extraction process in the turbine, vapor extraction interfaces
are set in each stage group, and each interface is connected to the corresponding primary
heat exchanger and high pressure heat exchanger of the MSRs to form a closed loop.
As shown in Fig. 3, there is an exact model of one HPT with three stage groups. The
HPT is modeled by three fbSection modules and each LPT is modeled by six fbSection
modules.

& ]
AP eTE]

Fig. 3. The turbine model in 3KEYMASTER
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2.3 The Moisture Separator Reheater

To prevent cavitation, the MSRs extract water from the turbine exhaust and reheat it
[8]. Based on the operating principle of each MSR model, the model consists of a
vapor separation tank as well as a two-stage reheat structure; the primary reheater is
modeled with a heat transfer structure assembly with a shell for the high-pressure turbine
extraction and a secondary reheater with a new steam interface on the side of the shell
(Fig. 4).

Fig. 4. The MSR model in 3KEYMASTER

2.4 The Condensate System

The condensers provide an economic back pressure for the turbine generator and
allow the unit to operate safely and reliably within the specified cooling water tem-
perature range and operating conditions. The condensers are modeled using the same
fb2PhaseTank components and heat transfer structure, with three condensers correspond-
ing to the discharge connections of three LPTs. The circulating water system is used
as the cooling source for the condenser equipment. The condenser outlet is arranged
with three condensate pumps, which are modeled by the pump assembly. Two feedwater
booster pumps were also simulated in the model along with three feedwater pumps. In
order to accurately simulate these eight pumps, their respective geometric parameters
and characteristic curves (flow and head curves) are set, and the control of feedwater
flow and feedwater pressure can be achieved under the action of the control system.

2.5 The Feedwater Heater System

Feedwater heater system can not only improve the efficiency of the plant by pumping
steam to heat the feedwater, while heating the feedwater also reduces the temperature
difference between the primary and secondary sides of the steam generator, making
the equipment less thermal stress. For the No. 6 and No. 7 high-pressure heaters, the
overall level of hydrophobic, such as the No. 7 high-pressure heater to the No. 6 high-
pressure heater hydrophobic, No. 6 high-pressure heater to the deaerator hydropho-
bic; low-pressure feedwater heater system also includes low-pressure heaters and its
hydrophobic system.
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There are three rows of low-pressure heaters in the model, and each row includes LPH
No. 1, No. 2, No. 3 and No. 4. Unlike the HPH, the LPH basically have no superheated
steam cooling zone due to the low pumping superheat of the LPH, and the shell side of
the LPH mainly consists of the main condensing section and the hydrophobic cooling
section. LPH hydrophobic using the pressure difference between the heaters step by step
self-flow, and finally from the first stage of LPH evacuation pipe into the condenser. The
water level of each heater in the feedwater heater system is controlled by a valve on the
downstream piping to avoid high hydrophobic water level flooding the tube bundle and
resulting in reduced condensation area on the shell side, causing a drop in heat transfer
(Fig. 5).

Fig. 5. The LPH model in 3KEYMASTER

2.6 The Deaerator

Because dissolved oxygen in feedwater can have a corrosive effect on thermal equipment
and piping, a deaerator is required to deaerate and heat the feedwater. The deaerator used
in this system is also built from the fb2PhaseTank module, which acts as both a deaerator
and a feedwater storage tank. The deaerator pressure is maintained by extracting steam
from the turbine to ensure that the feedwater pressure is sufficient to meet the net positive
suction pressure head required by the feedwater pumps. The deaerator model receives
preheat sources from the MSR, No. 6 HPH and HPT, which are mixed with condensate
in the stubs and then pressurized by the feedwater pump and sent to the high pressure
heater. The actual model does not contain oxygen and other non-condensable gases in
the two-loop flowing mass, so the deaerating link is simplified to model the mixing and
heating process (Fig. 6).

The power variation of the nuclear reactor is simulated by modifying the enthalpy of
the inlet coolant on the primary side of the steam generator. Steady-state points at 100%,
70%, and 50% power levels were preset in the model. In addition to the steady-state
operating points, transient simulations of the turbine load from 100% power level to
50% low power were also simulated. Figure 7 shows the secondary loop model HMI.
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Fig. 6. The deaerator model in 3KEYMASTER
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Fig. 7. Secondary loop model HMI

3 Simulation and Discussion

The model testing and validation are divided into two parts: steady-state validation and
transient validation. The simulation parameters of 100%FP, 70%FP and 50%FP steady-
state operating points are selected for comparison with the design parameters in the
steady-state verification to verify the correctness and reliability of the model. The error
between them is less than 3% and the error of key parameters is no more than 1%. The
results of the 100% FP working condition are shown in Table 1.
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The transient verification is achieved by modifying the model boundary conditions.
The automatic control system in the conventional operating condition of the two-loop
model can regulate the power of the turbine generator set to maintain the power generated
in the second loop near the set value. The pressure control mode and load control mode
were tested separately in the model. In the pressure control mode, the main steam header
pressure is regulated at a constant value to keep the turbine-generator power matching
the reactor power, and the controller input is the deviation between the main steam
header pressure setting value and the measured value, and the PI controller output valve
opening is used to control the main steam header pressure to reach the setting value. In
the load control mode, the load deviation is used as the controller input, and the valve
opening is output by the PI controller to control the steam flow into the high pressure
cylinder.

The change in the first-loop coolant temperature of the nuclear reactor during the
transient process is simulated by changing the movable boundary of the primary side
inlet of the steam generator. The change in boundary was introduced after 60 s of stable
operation of the system to simulate power reduction at a rate of 1% FP/s: the initial value
of the primary side inlet boundary flow rate of the steam generator was the initial value
of enthalpy as shown in the following table (Table 2).

Table 1. Validation of steady-state parameters.

Parameter Calculation value | Nominal value | Error
Main steam flow /kg/s 2253.0 2253.0 0.00%
Main steam pressure /MPa 7.1 7.1 0.00%
Main steam temperature /°C 287.2 287.2 0.00%
Turbine power /MW 1409.0 1400.0 0.71%
Low pressure heater outlet condensate temperature | 152.0 150.5 0.99%
/°C

Low pressure heater outlet condensate pressure 176.6 173.7 1.67%
/MPa

Deaerator outlet feedwater temperature /°C 200.1 194.3 2.98%
Deaerator outlet feedwater pressure /MPa 33 33 0.60%
High pressure heater outlet feed water temperature | 234.1 231.3 1.21%
/°C

High pressure heater outlet feed water pressure 8.61 8.6 0.00%
/MPa

Feedwater pump outlet pressure /MPa 9.3 9.3 0.53%
Feed water temperature /°C 234.6 231.4 1.38%




Modeling and Simulation of Secondary Loop Systems

Table 2. Model boundary setting values for transient conditions
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Power Percentage Parameter Value

100% SG Inlet Flow Rate(kg/s) 10747
SG Inlet Enthalpy(kJ/kg) 1469.59
SG outlet enthalpy(kJ/kg) 1283.6
SG Outlet Pressure(MPa) 15.5

90% SG Inlet Flow Rate(kg/s) 10747
SG Inlet Enthalpy(kJ/kg) 1451.0
SG Outlet Enthalpy(kJ/kg) 1281.1
SG outlet pressure(MPa) 15.5

The model runs steadily at 100% FP level for 60s and then reactor power drops to
90% FP at 1% FP/s, 90% FP steady state reached at 350 s, end of simulation at 600 s. This
simulation uses the turbine pressure control mode, and the MSRs, condenser, deaerator,
LPHs and HPHs use regulating valves arranged on the downstream piping to control the
liquid level stable near the set value. And there is a feed pump speed control system for
adjusting the speed of the steam feed pump, so that the differential pressure between
the feed pump inlet and outlet is close to a constant, and keep the differential pressure
between the main steam line and the main feedwater line to the specified programmed
differential pressure. At the same time by the three impulse (feed water flow, steam flow
and steam generator water level) regulator control two feedwater regulating valves to
maintain the stability of the steam generator level.
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Fig. 8. The turbine power under power reduction condition.

Figure 8 shows the variation of turbine power. And Fig. 9 shows the variation curve
of steam flow rate and feedwater flow rate. Figure 10 shows the variation of the liquid
level of the two steam generators. The temperatures of the Steam generator outlet steam,
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HPT inlet, HPT exhaust steam, LPT inlet, LPH outlet, deaerator outlet and feedwater
are shown in Fig. 11. The steam and feedwater pressure variation curves are shown in

Fig. 12.

Because of the adoption of the constant main steam pressure scheme, the decrease
in SG primary side inlet coolant temperature will lead to a decrease in SG secondary
side steam production, which will affect the steam outlet pressure to reduce it, then the
main steam header pressure is lower than the pressure setting, and the main regulator
valve opening is reduced to keep the pressure in front of the valve near the setting value.
According to Fig. 8, it can be seen that the reduction of steam inlet flow to the turbine
leads to the reduction of the turbine power. The steam generator level first drops and
then returns to the set value because the feed water flow is greater than the steam flow.
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Fig. 10. The liquid level of the two steam generators under power reduction condition.
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Fig. 9. The steam flow rate and feedwater flow rate under power reduction condition.
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In Fig. 11, as the main regulating valve maintains a constant pressure in front of
the valve, the valve opening decreases, resulting in a decrease in the pressure behind
the valve and thus a decrease in the turbine inlet temperature; at the same time, the
turbine’s pumping capacity to the heater decreases as the power decreases, and the water
temperature at the outlet of the heaters and deaerators at all levels also decreases. As can
be seen in Fig. 12, the main steam pressure decreases due to the main regulating valve and
then returns to 7.145 MPa under the action of the control system; the mismatch of steam
and water flow caused by the power change will cause the feedwater regulating valve
opening to decrease, and the feedwater pressure will rise first, and then the feedwater
pressure will be slightly lower than the initial value because the set value of the pressure
difference between the steam bus and the feedwater pump outlet bus will decrease with

the power reduction.

Pressure(MPa)

Fig. 12. The steam and feedwater pressure under power reduction condition.
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4 Conclusions

Based on 3BKEYMASTER simulation platform, a secondary-loop model of a PWR was
built. And the separate steady state of the load from 100% to 50% is realized. The
parameter verification shows that the error between the calculated value of the model
steady state and the actual design value meets the simulation requirements, and the
error of the main parameters is less than 3%, which is acceptable. The control logic
of each system is also set, the model can correctly and effectively reflect the dynamic
characteristics in the range of normal operating conditions during the transient process
of power lifting and lowering, and the changes of each parameter are in accordance with
the actual physical process. The model can be used as a reference for further research
on the simulation of dynamic characteristics and the design or improvement of control
systems in the full operating range of the second loop of nuclear power plants.

References

1. Chinese Academy of Engineering Project Team: Study on China’s Medium and Long-Term
Energy Development Strategy (2030-2050). Science Press, Beijing (2011)

2. Planchon, H.P, Singer, R.M., Mohr, D., Feldman, E.E., Chang, L.K., Betten, P.R.: The experi-
mental breeder reactor Il inherent shutdown and heat removal tests—results and analysis. Nucl.
Eng. Des. 91(3), 287-296 (1986)

3. Sharma, P, Natesan, K., Selvaraj, P., Balasubramaniyan, V., Chellapandi, P.: Dynamic modeling
of steam water system of prototype fast breeder reactor using RELAP code. Ann. Nucl. Energy
68, 209-219 (2014)

4. Abbasi, S., Hadad, K.: Analysis of the loss of heat sink transients in the secondary circuit of a
VVER-1000 using RELAP5/MOD3.2. Ann. Nucl. Energy 47(none), 28-37 (2012)

5. Yang, C.-Y,, Liang, T.K.S., Pei, B.S., Shih, C.K., Chiang, S.C., Wang, L.C.: Development and
application of a dual RELAPS5-3D-based engineering simulator for ABWR. Nucl. Eng. Des.
239(10), 1847-1856 (2009)

6. Xiong, J., Fu, L.: Modeling and Simulation of nuclear steam generator. Nucl. Sci. Eng. 01,
20-33 + 5 (1989)

7. Dulau, M., Bica, D.: Mathematical modelling and simulation of the behaviour of the steam
turbine. Procedia Technol. 12, 723-729 (2014)

8. Elliott, T.C., Chen, K., Swanekamp, R.: Standard Handbook of Powerplant Engineering, 2nd
edn. McGraw-Hill, New York (1997)



q

Check for
updates

Treatment and Analysis of SG Level Control
Problems in Nuclear Power Plant Startup
and Low Power Stage

Fei Song! ®9, Hang Liu', Jian-Feng Qiao!, and Peng Liu'?

! China Nuclear Power Engineering Co., Ltd., Shenzhen 518172, Guangdong, People’s
Republic of China
thomashust@163.com
2 College of Mechatronics and Control Engineering, Shenzhen University, Shenzhen 518000,
Guangdong, People’s Republic of China

Abstract. Steam generator level is the key and difficult point of nuclear power
plant control. Improving the automation level of Steam generator level control
can reduce the workload of nuclear power operators, reduce human errors and
improve the work efficiency of operators. In the start-up and shutdown stage and
low power stage of a GEN-II nuclear power plant, Steam generator is supplied
with water by ASG system and operators manually operated control SG level. In
a GEN-III nuclear power plant, Steam generator is supplied with water by AAD
system in the start-up/shutdown stage, and SG level is automatically controlled
by ARE Start-up control valve, thus it has realized the automatic control of SG
level under all working conditions of the nuclear power plants and improved the
intelligent level for the nuclear power plants. In the start-up and shutdown stage
and low power stage of the nuclear power plants, the steam flow and feed water
flow are extremely small, the measurement is inaccurate, and the conventional
cascade control of SG level and feed water flow cannot be adopted. This paper
mainly introduces the principle, test validation and optimization, problems and
solutions of SG level automatic control in the start-up and shutdown stage of the
GEN-III power plants.

Keywords: SG level - ARE start-up control valve - Coupling - Flow
characteristic correction - Differential pressure control

1 Introduction

During the start-up/shutdown phase of GEN-II nuclear power plants, the Steam generator
is supplied by emergency water supply system (hereinafter referred to as ASG system)
and passes through SG liquid level in manually operated, Regulating valve, manually
operated, as shown in Fig. 1. However, the ASG system in the GEN-III nuclear power
plant has only safety function, but no operation function. It is only used in water supply
accidents with loss of APA system(Main feed water pump system) and AAD system(Start
up and shut down feed water system) and take out the waste heat of the core, so that the
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power station can reach and maintain a safe shutdown state. The GEN-III nuclear power
plant is supplied with water by the AAD system during the start-up/shutdown phase,
and the SG level is automatically controlled by ARE Start-up control valve(hereinafter
referred to as SCV), as shown in Fig. 2. This paper mainly introduces the principle, test
validation and optimization, problems and solutions of SG level automatic control in the
start-up and shutdown stage of the GEN-III power plants.

Containment

7] vessel
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Fig. 1. SG level control flow diagram in the start-up stage of GEN-II nuclear power plants
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Fig. 2. SG level control diagram in start-up stage of a GEN-III nuclear power plant

2 SG Level Control Principle of ARE Start-Up Control Valve

2.1 Stage Division of SG Level Control in the GEN-III Nuclear Power Plants

SG level control in the GEN-III nuclear power plants is divided into three stages. ARE
SCV valve is used to control SG level under start-up shutdown and hot standby condi-
tions, ARE low load control valve (hereinafter referred to as LLCV) is used to control SG
level when the nuclear power is 2%—-20%, and ARE full load control valve (hereinafter
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referred to as FLCV) is used to control SG level when the nuclear power is 20%—-100%,
see Table 1 for details. The division of SG level control in the last two stages in the
GEN-III nuclear power plant is similar to that in the GEN-II nuclear power plant, but
the control realization in the GEN-III nuclear power plant is quite different from that in
the GEN-II nuclear power plant. This paper mainly introduces the problem of SCV SG
level control.

Table 1. Three stages of SG level control of the GEN-III nuclear power plants

Nuclear power | SCV opening | LLCV opening | FLCV opening | SG Water Supply
System
0~2% 0~ 100% 0 0 AAD
2~20% 0 0~ 100% 0 APA
20 ~ 100% 0 100% 0 ~ full power | APA
opening

2.2 Principle of SG Level Control by SCV

Different from SG level cascade control in power operation stage, SCV SG level control
adopts single-loop PID control, only Level controllers, not Flow controllers. The mea-
surement range of flow in feed water pipeline is about 500 t/h (narrow range) and 2400
t/h (wide range), while the working condition of ARE SCYV is the start up/shut down and
hot standby stage of the plant. Under this condition, the feed water flow is extremely
small, about 2 t/h—50 t/h, which cannot be accurately measured. The Flow gauges error
range of Venturi pipe is extremely large, so it is inappropriate to adopt ARE flow and
SG level cascade control which is used in the power operation stage.

Above Fig. 3 is a diagram of ARE SCV SG level control. The deviation between SG
level setpoint and SG level measured value is calculated by PI Controller to obtain the
required feed water flow. Feed water flow, differential pressure of ARE SCV upstream
and downstream, and feed water temperature are calculated by formula to get CV value
as output. Then, according to the corresponding relationship between valve CV and
opening, the SCV opening instruction is finally output to control SG level to return to
the setpoint. Under the working condition of SCV, the steam flow rate and feed water
flow rate are extremely small. If the setpoint of SG level is less than the measured value
of SG level, and the deviation is large, The output feedwater flow of PID Controller will
become very small, even zero, resulting in feed water interruption. The flow limiting
module in the figure prevents feed water interruption when SG level is automatically
controlled, limiting the minimum flow rate and avoiding cold and hot shock caused by
intermittent feed water in SG nozzle and ARE pipeline.

2.3 Correction of Flow Characteristic Calculation

Compared with SG level control of GEN-II nuclear power plants in power operation
stage, CV calculation logic of ARE SCV is an innovation for SG level control. Because
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Fig. 3. ARE SCV SG Level Control Diagram

the feed water flow can not be accurately measured during the start-up shutdown and
hot standby conditions which is the working condition of ARE SCV, CV calculation
logic can make the valve opening output more accurate, so as to improve the control
capability of SG level.

According to the definition of Sect. 4.6.2 of national standard GB/T 17213.1-2015
“Industrial process control valves-Part 1: Control valve terminology and general con-
siderations”, the flow coefficient Cv is a control valve flow coefficient in non-national
standard system of units, which can be expressed numerically as the number of US gal-
lons of water flowing through the valve at a temperature of 40 F-100 F in 1 min under
the condition of 1 psi in Pressure drop. Under other conditions, it can be calculated by

the following formula:
A
Cy =0 (L) (i) 0
Ap Pw
Where:

Q —Volume flow of control valve fluid in American gallons per minute (1 American
gallon per minute = 6.039 x 10°m?/s),

pw— 40°F ~ 100°F(4°C-38°C) The density of water in Pound per cubic foot (1b/ft3
= 16.018kg/m>),

p —Density of fluid passing through the control valve in Pound per cubic foot,

Ap—Static pressure loss at both ends of the control valve in Pound per square inch
(psi), (1 psi = 6894.8 Pa);
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Apey = 1psi;
By transforming the above formula, the CV calculation logic shown in the red dotted

box in the following figure can be obtained. The unit of feed water temperature is °C, the
unit of differential pressure of ARE SCV upstream and downstream is bar, and the unit
of density in the temperature-density correspondence function in the following figure is

kg/m3.
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Fig. 4. CV calculation logic of ARE SCV SG level control

The coefficient 4162 in CV calculation logic of Fig. 4 is obtained by dimensional
change, and the detailed process is as follows:

A
Cv=0 <&) <ﬁ>
Ap Pw
q+p 6894.8 ( P )
= X
6.309 x 103 AP x 109 / \ 1000 @
1 +/6894.8 x 10°
=q X X
10000p AP 6.309
1
=qx4162 X | ———
10000p AP

where: Q is mass flow and its unit is kg/s; P is the differential pressure of ARE SCV
upstream and downstream, and the unit is MPa; Density in kg/m?.
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3 Test Validation and Optimization

Although accurate CV value can be calculated by CV calculation logic, but the final
output of the ARE SCV PID controller is the valve opening instruction. In order to
make the ARE SCV opening instruction output accurately, the accurate corresponding
relationship between the SCV CV value and its opening is needed.

Because the CV curves provided by valve manufacturers are quite different from the
measured CV curves, and the CV curves of valves with the same functional position
code of different units in the same manufacturer are also quite different, the ARE SCV
CV value calculation test was added during the first start-up of the GEN-III nuclear
power plants. Through this test, the CV values corresponding to different opening of
ARE SCV are calculated, and the corresponding relationship between CV values and
ARE SCV opening is obtained. The corresponding relationship between CV values and
opening shown in Fig. 4 is updated in logic configuration to improve the SG level control
capability of the plant in the start-up stage.
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Fig. 5. Corresponding relationship between ARE SCV valve opening and CV value

The Fig. 5 shows the comparison of CV curve provided by ARE SCV manufacturer
of a GEN-III nuclear power plant, measured CV curve of unit 1 and measured CV curve
of unit 2. Because the comparison of flow coefficient CV is not intuitive, it is converted
into the corresponding relationship between flow and opening for comparison. The
following are the parameters under normal working conditions of ARE SCV: feed water
temperature is 110 °C, differential pressure of ARE SCV upstream and downstream is
3.5 bar, and feed water pressure is 8 MPa. According to the corresponding relationship
curve between flow coefficient CV and opening in Fig. 5, it is transformed into the
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corresponding relationship between flow rate and valve opening under normal working
conditions of ARE SCV. Under normal working conditions, the flow deviation between
data provided by valve manufacturers and data measured in unit 1, data provided by
valve manufacturers and data measured in unit 2, and the flow deviation between data
measured in unit 1 and data measured in unit 2 under different valve opening are shown
in the following figure.
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Fig. 6. Flow deviation of ARE SCV with the same opening of a GEN-III nuclear power plant

It can be seen from the Fig. 6 that in the normal working condition of ARE SCV, the
maximum flow deviation between the measured data of unit 1 and the manufacturer data
at the same opening is 12 t/h, and the average deviation is 5 t/h; Under the same opening,
the maximum flow deviation between the measured data of unit 2 and the manufacturer
data is —24 t/h, and the average deviation is —8.4 t/h; Under the same opening, the
maximum flow deviation between data of unit 1 and data of unit 2 is 26t/h, and the
average flow deviation is 13 t/h. During the normal working condition of ARE SCV,
the feed water flow rate is about 1 t/h-20 t/h. The flow deviation showed above will
leads to the capability difference of SG level control response. So if the corresponding
relationship between CV value and opening shown in Fig. 4 is not updated, There will
be a big deviation as mentioned above between the required flow rate of PID output and
the actual flow rate corresponding to the valve opening, which will result in abnormal
SG level control and slow response.
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Table 2. Flow deviation under the same opening

Flow deviation Manufacturer and unit 1 Manufacturer and unit 2 Unit 1 and unit2
Maximum 12 t/h —24 t/h 26 t/h
Average 5th —8.4 t/h 13 t/h

4 Control Coupling Problem

From formula (1) and formula (2), it can be seen that the differential pressure of ARE
SCV upstream and downstream has a great influence on the flow rate under the same
valve opening. And under the same flow rate, the valve opening of different differential
pressure is also different. The control principle of AAD differential pressure control valve
is shown in the following figure. The differential pressure setpoint of ARE SCV upstream
and downstream is given by the main steam pressure according to the corresponding
relationship function.

Relationship between DP setpoint
+ and steam nressure
| f

APA AHP Isolation

Isolation

Valve Valve  Containment
— vessel
\/
JAN . .
Isolation Isolation
| Valve Valve
ADG —@ ol Xk
FLCV

AAD pump DPCV

Other SG loop
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Fig. 7. ARE SCYV differential pressure control

As shown in Fig. 7, the differential pressure of ARE SCV upstream and downstream
is controlled by control valve located downstream of AAD pump outlet(hereinafter
referred to as AAD DPCV). The change of ARE SCV opening will lead to the change
of differential pressure AP of ARE SCV upstream and downstream, and then lead to the
change of AAD DPCYV opening. In the start-up/shutdown stage of the GEN-III nuclear
power plant, when the AAD DPCYV and the secondary loop of the plant are disturbed,
the opening of ARE SCV and AAD DPCV may fluctuate at the same time, but the SG
level remains stable around the setpoint during the whole valve fluctuation process. The
following figure shows the coupling oscillation curve of AAD DPCV and ARE SCV.
The maximum and minimum values of AAD DPCV’s opening, ARE SCV’s opening,
AAD flow rate and SG level during oscillation are shown in Table 3 below.
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Table 3. Maximum and minimum values of ARE SCV and AAD DPCV oscillation process

Extreme Opening of Opening of | SG level AAD flowrate | Differential
value in AAD DPCV | ARE SCV deviation pressure
coupling between
process setpoint and

actual value
Maximum | 13.39% 36.64% 0.006 m 66.2 m3/h 1.215 MPa
Minimum 10.81% 33.82% —0.001 m 42.6 m3/h 0.968 MPa

It can be seen from the above Table 3 that during the whole oscillation process, SG
level is always maintained at its setpoint. So according to Fig. 3 ARE SCV SG Level
Control Diagram, we can deduce that the output of ARE SCV PID remains unchanged,
and the opening change command of ARE SCV is mainly generated by CV correction
logic. The change of ARE SCV opening leads to the change of differential pressure of
ARE SCV upstream and downstream, and the change of differential pressure of ARE
SCV upstream and downstream makes the output of opening command of ARE SCV
change by CV correction logic. However, differential pressure control lag in the partial
opening area of AAD DPCYV, it is unable to quickly maintain the differential pressure at
the setpoint, resulting in oscillation.
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5 Solutions

The root cause of ARE SCV and AAD DPCYV oscillation is that the opening command
of ARE SCYV is too sensitive to differential pressure changes, while AAD DPCV PID
control lags behind. The solution is to reduce the sensitivity of ARE SCV to differential
pressure change, or to improve the response speed of AAD DPCYV differential pressure
control. According to the above solutions, there are three schemes.

5.1 Change the Correction Logic

The first scheme is that differential pressure, who participates in CV calculation logic
as showed in Fig. 4, uses differential pressure setpoint of ARE SCV upstream and
downstream, instead of actual measured value of differential pressure. The differential
pressure setpoint of ARE SCV upstream and downstream, are only related to the main
steam pressure, regardless of nuclear power plants in steady state or transient state can
achieve better correction effect.This scheme has a large amount of logical changes, and
has higher requirements for AAD DPCV control capability (Fig. 9).

\
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!

4162

b

CV calculation logic

Fig. 9. Change the correction logic

5.2 Improve the Response Speed of Differential Pressure Control

The third scheme is to improve the response speed of AAD DPCV control. AAD DPCV
Controller belongs to AAD system. Differential pressure measuring instruments belong
to ARE system.The two systems are distributed at different control stations. The max-
imum transmission delay of DCS network is about 2 s, which causes a large delay to
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AAD DPCYV control response in differential pressure measurement. So ARE measur-
ing instruments are hardwired to AAD system, instead of network transmission. On the
other hand, the first-order filter module is added to the CV calculation logic of ARE
SCV control, which makes the response speed of AAD DPCV control faster than that of
ARE SCYV, thus avoiding the coupled oscillation between ARE SCV and AAD DPCV.
However, this scheme will affect the response capability of SG level control.

5.3 Final Solution

Since ARE SCV and AAD DPCYV control mostly perform well, and coupling is only an
occasional phenomenon. It is solved by temporarily setting ARE SCV from automatic
to manual operation, and re-setting ARE SCV to automatic quickly. In the process of
reactor start-up, even if there is short-term coupling, the response capability of SG level
control is excellent. Considering the cost and benefit comprehensively, the GEN-III
nuclear power plant did not adopt the above scheme except differential pressure signals
are transmitted by hard wiring, and finally adopted the ARE SCV to be cut into manually
operation for a short time to solve the coupling shock problem.

6 Summary

This paper mainly studies the SG level automatic control in the start-up process of the
GEN-III nuclear power plants, focusing on the principle and realization method of flow
characteristic correction, introducing the experimental Validation and optimization of
SG level in the commissioning stage, the coupling problem between ARE SCV and
AAD DPCY, the solution idea and scheme of the coupling problem. The ARE SCV and
AAD DPCYV control scheme can be further optimized.

The capability of automatic control of SG level in the start-up process of the GEN-III
nuclear power plant has achieved validation, which has realized the automatic control
of SG liquid level in the whole process of start-up and power operation, and improved
the intelligent level of nuclear power plants.
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Abstract. This paper firstly analyses the characteristics of fire in the technical
galleries and gutters of nuclear power plant, and based on the current situation of
some nuclear power plant of China, it introduces the design features of techni-
cal galleries and gutters equipment layout, fire prevention zoning, fire detection,
fire extinguishing facilities and smoke control and exhaust system. It then analy-
ses the problems and insufficiency of these aspects of the fire protection system
of technical galleries and gutters of nuclear power plant, and gives the relevant
improvement suggestions.

Keywords: technical galleries and gutters - fire zone setting; fire fighting
capacity - fire protection system

1 Introduction

The safe and reliable operation of nuclear power plant is an important prerequisite for
the sustainable development of nuclear power industry in China. The comprehensive
technical pipe gallery of nuclear power plant is a special tunnel for communication,
power, water supply, drainage, steam and other lines and pipelines. It is the nerve and
blood vessel of nuclear power plant and is very important to ensure the safe and reliable
operation of nuclear power plant. However, there are no specific standards or codes for
the fire protection design of the comprehensive technical pipe gallery of nuclear power
plant.

The comprehensive technical pipe gallery is located below the ground and connects
various plants in the area. The building structure is complex, and the personnel are not
familiar with the internal environment and structural trend. It has the disadvantages of
coexistence of multiple pipelines, large amount of combustibles, wide connection area
and difficult fire fighting. Once a fire occurs, it is extremely easy to spread, which will lead
to the expansion of the fire scope, and then have a wide range of impact, and even threaten
the safe and stable operation of nuclear power units. Next, the author mainly analyzes the
weak links of fire protection in CPR1000 Nuclear Power Plant comprehensive technical
pipe gallery, and puts forward corresponding improvement measures and suggestions
according to the analysis results.
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2 Fire Characteristics of Comprehensive Technical Pipe Gallery

Under the normal operation of the unit, the combustible materials in the comprehensive
technical pipe gallery are mainly power cables, control cables and pipeline insulation
materials, specifically: Line filler, line insulation layer and protective layer, insulation
filler, and solid fire loads such as lighting, fire fighting, security system operation equip-
ment in the pipe gallery. In special cases, there may be gas fire loads such as combustible
gas released from drainage pipeline or leaked from hydrogen generation station [2].

According to the characteristics of fire load and operating equipment in the compre-
hensive technical pipe gallery, the main causes of fire in the comprehensive technical
pipe gallery are as follows:

(1) Equipment short circuit: electrical equipment or power cable of lighting system,
fire fighting system and security system in the pipe gallery has short circuit fault,
resulting in electric spark and causing fire [3];

(2) Line overload, overheating: power cable overload, resulting in line overheating, easy
to cause fire;

(3) Fire operation: when fire operation is involved in the maintenance and transformation
of the pipe gallery, if the protection measures for fire operation are not in place, it is
easy to cause fire;

(4) Smoldering of fallen leaves and sundries: the terrain in the pipe gallery is complex,
and there are few people passing through in some areas. After falling and accumu-
lating from the ventilation shaft, fallen leaves and sundries are prone to smoldering
and fire in summer.

The function of the comprehensive technical pipe gallery is to provide the laying
place for the required process pipes and cables for most buildings (structures) in the plant
area. At the same time, it is required to facilitate the inspection and maintenance of the
laid pipes and cables. Because of its long laying distance, many types of equipment, large
number of branches and complex structure, the comprehensive technical pipe gallery has
high fire risk; moreover, once a fire occurs, it is very difficult to put out and evacuate.

Taking the underground comprehensive technical pipe gallery of a nuclear power
plant in China as an example, its total length is about 3,400 m, connecting 34 plants
including steam turbine plant, electrical plant, hydrogen generation station, switch station
and comprehensive office building. The specific layout of the underground utility tunnel
is shown in Fig. 1.

The comprehensive technical pipe gallery of CPR1000 Nuclear Power Plant is a
network structure, including ring structure and multi branch structure in some parts.
The overall structure has many branches and the layout is complex, which puts forward
higher requirements for the sensitivity of fire detection system, the effectiveness of fire
separation and the completeness of fire extinguishing system [4].
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Fig. 1. Layout of Underground Comprehensive Technical Pipe Gallery of a CPR1000 NPP

3 Fire Design Status of Comprehensive Technical Pipe

3.1 Cable Tray and Pipeline Layout

The layout of cable tray and pipeline in the integrated technical pipe gallery of nuclear
power plant is mainly divided into the following types,As shown in Fig. 2.
Figure 2. Layout of cable tray and pipeline in integrated technology pipe gallery.

(1) When the number of cable tray is large, the cable tray and process pipe are laid in a
separate pipe gallery, with partition wall in the middle, or in the same Gallery, the
cable tray is laid above or on the side of the pipe;

(2) The process pipeline is arranged on one side of the corridor, the cable tray is arranged
on the other side, and 0.8 m pedestrian passage is reserved in the middle;

(3) The pipeline and cable tray in the corridor are arranged on the same side, and the
pipeline is arranged below the cable tray;

(4) Pure cable gallery, only cable tray is arranged in the gallery.

3.2 Fire Compartment and Zoning

Crosslinked polyethylene cable insulated and low smoke halogen-free flame retardant
polyolefin sheathed cables are used in the underground corridor; The power cable and
control cable are arranged in layers; Due to space limitation, the power cable and control
cable are laid on the same layer of tray, and the partition board is set to separate them;
Each building expansion joint in the corridor (with a spacing of about 20 m) is provided
with an independent fire wall, and the entrance to the ground building is provided with
a fire wall to prevent the spread of fire [5].
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Fig. 2. layout of cable tray and pipeline in integrated technology pipe gallery

In the design of comprehensive technical pipe gallery of nuclear power plant, accord-
ing to the code for fire protection design of buildings, the underground gallery is divided
into fire zones according to the units, and the fire extinguishing system is set up uni-
formly. For example, there are four units in a nuclear power plant, and the underground
comprehensive technical gallery is mainly used for the connection of auxiliary buildings,
which is divided into a fire compartment as a whole [6].

3.3 Fire Detection Mode

The fire detection in the underground corridor is mainly based on the early detection
of cable fire. In the comprehensive technical pipe gallery with cables, the fire detection
method of combining the point type photoelectric smoke detector with the cable type
linear temperature sensing cable is adopted; in the pipe gallery with only pipelines
inside, the fire detection device is not set. Among them, the point type photoelectric
smoke detector is installed in the middle of the ceiling, and the protection radius is less
than 6 m; the cable type linear temperature sensing cable is laid close to the cable surface
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in the form of sine wave according to the number of layers of cable laying. All detection
equipment in each comprehensive technical pipe gallery is designed according to the
same fire compartment.

3.4 Fire Fighting Facilities

In the comprehensive technical pipe gallery, mobile fire extinguisher is the main fire
extinguishing facility, and fixed fire extinguishing device is not set. MF/ABCS type fire
extinguisher shall be equipped at the position where hydrogen pipeline passes according
to class C fire serious danger level, and the protection spacing shall be less than 18 m;
MF/ABC3 type fire extinguisher shall be equipped at other positions according to the
protection spacing less than 30 m.

3.5 Smoke Control and Lighting System

A certain number of installation holes are set in the comprehensive technical pipe gallery.
After the installation, ventilation shutters are made on both sides of the mounting holes
exposed to the ground, the smoke control and exhaust is mainly natural ventilation, and
the active smoke control and exhaust system and smoke retaining wall are not set.

The comprehensive technical pipe gallery is a technical workshop, which is equipped
with normal lighting and emergency lighting. The normal illumination is required to be
100 Ix. One emergency lighting lamp is set in every three lamps. The emergency lighting
is powered by the corresponding emergency lighting distribution box, and the lamps are
equipped with batteries. When both normal lighting and emergency lighting fail, the
batteries of the emergency lamps can provide the necessary lighting for one hour, so as
to ensure the safe evacuation of operators. Sealed industrial single tube fluorescent lamp
is selected for normal lighting and emergency lighting.

4 Analysis of Weak Links in Fire Fighting

4.1 Unreasonable Division of Fire Compartment

According to the requirements of code for fire protection design of conventional island
of nuclear power plant, the length of each fire compartment in cable trench, cable tunnel
and complex corridor containing oil pipeline or cable shall not be more than 200 m.
At present, the design of underground corridor fire compartment is different from the
requirements of code for fire protection design of conventional island of nuclear power
plant [7]. There is no physical partition between the whole underground corridors. In
case of fire, the fire wall only set between the bridges will not be able to effectively
prevent the spread of fire.

4.2 Single Type of Fire Detection

At present, the comprehensive technical pipe gallery of domestic nuclear power plant
only monitors the automatic fire alarm system in the area where cables are laid. Some
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nuclear power plants use the combination of point type photoelectric smoke detector
and cable type linear temperature sensing cable or temperature sensing optical fiber for
monitoring, and some nuclear power plants use cable type linear temperature sensing
cable or temperature sensing optical fiber for single detection. For areas without cables,
no fire detection device is provided. Therefore, there is a blind area for monitoring. Once
there is a fire in the auxiliary equipment or oil-bearing and hydrogen containing pipeline
in this area, it is difficult to find and respond in time. In addition, there is no combustible
gas detection device in the connection section with the combustible gas production plant;
The lighting, ventilation and other equipment in the pipe gallery are non explosion proof
devices. Once the combustible gas enters the pipe gallery, it is easy to deflagration.

4.3 Insufficient Fire-Fighting Facilities and Single Form

In the comprehensive technical pipe gallery, the fire-fighting facilities are only equipped
with mobile fire extinguisher, which can not meet the fire fighting demand in the compre-
hensive technical pipe gallery. Due to the complexity of the layout of the comprehensive
technical pipe gallery, it is difficult for the fire brigade to reach the fire site at the first
time to put out the fire after the fire, which is likely to spread in a large area. When a fire
occurs, the portable fire extinguisher can not meet the needs of fire fighting.

4.4 Insufficient Smoke Control Facilities

Lack of smoke control facilities, natural ventilation measures can not meet the fire
requirements. There are no smoke control facilities in the corridor, only ventilation
shutters are installed on both sides of the installation holes on the corridor.

5 Suggestions for Improvement Measures

5.1 Optimize the Fire Zone Setting

Taking a comprehensive technical pipe gallery of a CPR1000 Nuclear Power Plant as
an example, its total length is about 3,400 M. according to the requirements of the code
for fire protection design of conventional island of nuclear power plant, combined with
the actual functions and building structure of the comprehensive technical pipe gallery,
the following rules are used for division:

(1) Fire wall shall be set at the interface between corridor and workshop (or trench) to
prevent the interaction between the workshop and the comprehensive technical pipe
gallery in case of fire;

(2) When the cable gallery is above or at the side of the pipeline corridor, the cable
gallery shall be divided into fire prevention zones according to the requirements of
the code for fire protection design of conventional island of nuclear power plant.
Only the isolation walls are set at both ends of the corridor at the pipeline side, and
the pipeline corridor and cable gallery shall be physically separated to avoid the fire
interaction;
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(3) When the pipes and cables are in the same corridor, fire protection zones shall be
carried out according to the requirements of the specification.

According to the above rules, the comprehensive technical pipe gallery can be divided
into 20 fire zones [8]. The fire protection zones are physically isolated by fire barriers,
which limit the fire to the fire zone, isolate the potential fire, minimize the risk of fire
spread and the consequent pollution caused by corrosive gases, fire extinguishing agents,
smoke and other pollution.

Concrete solid block wall is added at the connection between corridor and each sub
item to meet the fire isolation requirements. According to the different status of the
connection between the sub items and the corridor, the following different ways are
adopted:

(1) The corridor and sub items are connected in the form of shallow ditch. When there
is no need and feasibility for people to pass, the wall can be completely blocked in
proper position;

(2) When there is a need for personnel passing through the corridor and sub item con-
nection, the wall can be built on one side of the sub building, and the door hole
for personnel passing through the wall shall be reserved, and fire doors meeting the
fire resistance limit requirements shall be installed; if the masonry wall on one side
of the sub item building cannot be realized, it can be blocked on the corridor side.
That is, according to the actual pipeline layout on site, fire isolation is carried out
in the place near the connection and less bridge is convenient for masonry wall.
Meanwhile, personnel passageway is reserved and fire door meeting fire resistance
limit requirements is installed.

Since the wall is built after various pipe bridges are installed in place, the openings
where the objects passing through the wall cannot be accurately positioned in the design
stage, so the construction unit shall cooperate closely with the construction site according
to the pipeline layout. Moreover, the holes in the wall need to be sealed to meet the fire
protection requirements of the wall.

5.2 Optimize Fire Detection Methods

Because the active ventilation system is not set in the comprehensive technical pipe
gallery and the drainage of some sections is not smooth, the water in the pipe gallery in
rainy season is serious. Fire detector is in high humidity environment for a long time, and
the failure rate in summer is high, which brings some hidden danger to fire monitoring.
It is suggested that while strengthening ventilation and dehumidification and reducing
environmental humidity, we should select detection devices (such as infrared flame
detector, infrared smoke detector, etc.) with large detection range and high humidity
resistance to supplement the existing detection methods.

There is a situation where hydrogen pipeline and cable share in some sections of
underground corridor. Combustible gas detection device is not set in this section. If the
pipeline leaks, the leakage can not be found by existing fire detection methods. Therefore,
combustible gas detection device should be added in the section where hydrogen pipeline
is laid and controlled in linkage with hydrogen production equipment.
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5.3 Improve Fire Fighting Capacity

The main equipment of the comprehensive technical pipe gallery is mobile fire extin-
guisher, and no fixed fire extinguishing system is set. This kind of setting of under-
ground corridor fire extinguishing system can only meet the requirements of the norms
and regulatory departments under the conditions at that time. In the face of increasingly
severe fire situation and constantly improving fire fighting standards, it can not meet the
requirements. The water spray/dry powder extinguishing device in the cable tunnel is
also stipulated in the code for fire protection design of the conventional island of the
nuclear power plant. Therefore, fire extinguishing system should be added according to
the actual situation of corridor. Combined with the relevant specifications at home and
abroad, the fixed fire extinguishing systems that can be used in the integrated gallery and
cable corridor include the following: automatic sprinkler system, water spray fire extin-
guishing system, gas fire extinguishing system, high pressure water mist, and ultrafine
dry powder.

(1) Automatic sprinkler system. Water spray system can be used for cable gallery and
cablelayer specified in code for fire protection design of nuclear power plant. The cor-
responding fire protection transformation has been completed at Dayawan Nuclear
Power Station and Lingao phase I nuclear power plant in China, and no adverse
feedback has been made at present. If such fire extinguishing facilities are set, the
cables in the underground comprehensive pipe gallery shall be cut off in time after
the fire to avoid electric shock and fire drainage.

(2) water spray fire extinguishing system. In domestic related industrial standards, water
spray fire extinguishing system is recommended for cable tunnels. Water spray fire
extinguishing system uses water spray nozzle to smash water powder into fine water
droplets, then spray onto the surface of the burning substance, and extinguish the
fire by surface cooling, asphyxiation, emulsification and dilution. Water spray fire
extinguishing system is widely used in electrical fires due to its electrical insulation
characteristics. However, combined with the characteristics of underground inte-
grated pipe corridors, there are the following problems in water spray: the distance
between the electrical corridors and the integrated corridors of nuclear power plants
is longer, and the water spray system is an open system. In order to control the fire
water volume, it needs to be divided into multiple fire zones, and a sprinkling valve
room near the fire prevention sub zone is set up. This will cause too many deluge
valves, complex system, and difficult to reconstruct in the nuclear power plant [9].

(3) Gas fire extinguishing system. The fire extinguishing mechanism of gas fire extin-
guishing system is mainly suffocation, isolation and chemical suppression. The fire
extinguishing agent is carbon dioxide and heptafluoropropane, etc. to extinguish the
fire in the way of full submergence. The underground comprehensive technical pipe
gallery is a large space. If gas fire extinguishing system is set, it needs to be divided
into several protection areas, with large gas cylinder volume and complex system
setting; in addition, the requirements for sealing and pressure relief port cannot be
realized. Therefore, gas fire extinguishing system is not suitable for underground
integrated technology pipe gallery.

(4) Automatic fire extinguishing device for dry powder. At present, the hanging dry
powder automatic fire extinguishing device is widely used in cable layer and cable
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tunnel, which has the characteristics of small volume, convenient installation and
quick alarm. It can extinguish local or large space type A, B, C, e and f fires, which
need to be replaced once in 5—-10 years. The dry powder automatic fire extinguishing
device has no pipe network, normal pressure, no daily maintenance, simple design
and convenient installation. Compared with the water spray fire extinguishing sys-
tem, there is no need for the rain valve room, there is no complicated pipe network
and valves, and the initial project investment is relatively small. In recent years, the
well-known ultra-fine dry powder fire extinguishing system has the characteristics
of less consumption, good effect, anti burning, moisture failure and long life (up to
10 years).

In conclusion, considering the advantages and disadvantages of the above fire extin-
guishing methods, combined with the space restriction of the comprehensive pipe gallery
and the experience of corridor fire fighting transformation in the nuclear power plant, it is
suggested to adopt water spray or ultra fine dry powder fire extinguishing system for the
fire fighting transformation of the comprehensive pipe gallery in the nuclear power plant;
meanwhile, due to the limited site, the system setting can be simplified appropriately.

5.4 Add Active Smoke Control System

At present, the ventilation of underground gallery mainly adopts preset ventilation holes
and shutters to ventilate and smoke in normal and accident conditions. In case of fire,
these vents and shutters can not effectively prevent the spread of toxic smoke. In order
to improve the corridor environment, reduce the failure rate of fire system, ensure that
smoke can be effectively prevented during fire and prevent the spread of fire, active
ventilation system should be added in sections. During normal operation, according to
the change of temperature and humidity, the environment in the comprehensive technical
pipe gallery shall be adjusted to prevent a large number of alarms caused by excessive
humidity and affect fire monitoring; in case of accident, the fire area shall be isolated in
time to prevent the spread of smoke and gas and timely discharge the smoke and gas out
of the corridor.

6 Conclusion

By analyzing the characteristics of the fire protection design of the comprehensive tech-
nical pipe gallery, combined with the layout, fire load and fire characteristics of the
comprehensive technical pipe gallery of the nuclear power plant.Some suggestions for
fire protection design improvement are put forward, such as optimizing the setting of fire
compartment, strengthening fire detection means, improving fire extinguishing capac-
ity and adding active smoke control system.These promotion means can effectively
enhance the fire prevention and control capacity of the integrated technical pipe gallery
and provide basic guarantee for the safe and stable operation of the nuclear power plant.
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Abstract. Aiming at the incompleteness and inadequacy of the response time
analysis method of the current nuclear power plant safety-level digital-control
system (DCS), this paper proposes an analysis method based on probability theory
for the response time of nuclear power plant safety-level DCS. Firstly, according
to the structure and characteristics of the safety-level DCS, the probability model
of the response time of the safety-level DCS is established, and the calculation
method of the probability distribution of the response time is obtained. Then,
according to the obtained calculation method and the parameters of the engineering
example, the rang of the response time and the probability density function are
calculated, and the response time of the engineering example is simulated, and the
simulated response time rang, frequency and probability density function fitting
curve are obtained. Finally, the response time of the engineering example is tested
by the response time automatic test device, a large amount of data with statistical
significance is obtained. After the data is processed, the range, frequency and
probability density fitting curve of the response time are obtained. By comparing
the theoretical calculation results, simulation results and test results of engineering
examples. The correctness and feasibility of the analysis method are verified.

Keywords: nuclear power plant - Safety-level DCS - response time - probability
theory - analysis method

1 Introduction

As the “central nervous system” of the nuclear power plant, the safety-level digital
control system (DCS) of the nuclear power plant mainly realizes the emergency shutdown
function and the driving function of the special safety facilities, and is an important
system to ensure the safe and reliable operation of the nuclear power plant [1]. The
shutdown response time and the drive response time of the special safety facility are its
key performance indicators, and strict analysis and verification are required to confirm
whether the design requirements are met.

At present, the response time analysis method of DCS system is to calculate the max-
imum time of the whole signal transmission link. Firstly, analyze the signal transmission
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path and identify each module or device passing through the signal transmission path,
then obtain the maximum response time of each module according to the performance
parameters of each module or device, and finally add the maximum response time of
each module or device to obtain the maximum response time of the whole link [2]. This
method has limitations. Due to the randomness of DCS system response time, only ana-
lyzing the maximum response time of the system can not fully reflect the characteristics
of system response time. Therefore, a response time analysis method based on proba-
bility theory is proposed in this paper, and the correctness of this method is verified by
calculation, simulation and experiment.

2 Response Time Analysis

The overall idea is to identify the modules or devices passing through the signal trans-
mission link in DCS, analyze the characteristics of each module and device, so as to
obtain their respective response time probability distribution law, and finally analyze the
relationship between each module and device to obtain the response time probability
model of the whole path.

2.1 Response Time Analysis Example

Taking an engineering simulation based on the advanced safety-level DCS platform
(NASPIC) independently developed by China Nuclear Power Research and Design Insti-
tute as an example, its structure is shown in Fig. 1, in which the equipment in the gray
area is the engineering simulation, and the rest are for coordination test equipment. The
response time of a specially designed drive function in the simulation is selected for
analysis. The trigger signal of this function is injected by the signal conditioning cabinet
(PIPS), and after logical operations in the protection group processing cabinet (RPC)
and the special processing cabinet (ESFAC), the control optimization is performed. The
Priority Logic Selection Module (PLM) in the drive cabinet outputs commands.

2.2 Response Time Signal Path Analysis

The selected special response time signal path is shown in Fig. 2. In the RPC, the on-
site sensor signal is conditioned and distributed through the signal conditioning module
(PA), collected by the analog input module (AI), logically calculated by the main control
module (MPU), and then passed through point-to-point the communication is sent to the
ESFAC for operation, and the PLM output is controlled by the switch output module
(DO) after the ESFAC operation.

The above process is decomposed into each physical module according to the
asynchronous characteristics among the modules, as shown in Fig. 3.

According to the above decomposition results, the response time (7 gs) of the driving
function of special safety facilities is:

Tes = Trpc + TEsrac (D
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Trpc = Tis + Tar + Tyupu—1 + Tcom—1 )
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Fig. 3. Response time decomposition diagram of module

Tesrac = Tcom - + Tupu—i1 + Tpo + Teim 3

According to the characteristics of naspic platform module, T;s and T prys can be
considered as fixed time, and T a7, Tcom-1» T com-11» Tmpu-1, Tupu-r and Tpo are
random variables varying in a certain range. Therefore, according to the comprehensive
formulas (1), (2) and (3), TEs can be simplified as:

Tes = Tar + Tupu—1 + Tcom—1 + Tcom—i1 + Tmupu—11 + Tpo + C €

where C is a constant whose value is equal to the sum of 75 and T pry,.

2.3 Probability Distribution of Typp.1, T ypu.it

The main control module (MPU) adopts fixed cycle operation processing, and its CPU
cycle (tcpy) is composed of CPU processing time (¢p) and idle time (¢7). fpdivided by
tcpy is CPU load (Icpy), and the relationship is:

tcpu =tp + 11 5
t
lepy = —— (6)
fcpu

As shown in Fig. 4, when the signal reaches the MPU, the response time 7 ypyy range
isitcpy X lcpy ~ tepy X (1 + Icpy)- Due to the randomness of signal arrival time, the
probability density function of T'ypy satisfies uniform distribution, that is, Typy ~ U(
tcru X lcpu, tcpu + tcpu X Iepu). The probability density function is:

1
—— tepy X lcpy < x <tcpy x (1 +lcpy)

fupu(x) = § [cru (7
0, other
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The analog input module (AI) operates according to a certain period (¢s47), as shown in
Fig. 5. The response time 7 47 range is: tsa; ~ 2ts4;. Due to the randomness of signal
arrival time, the probability density function of T 4; satisfies uniform distribution, that
is, Tar ~ U( tsaz, 2tsar). The probability density function is:

1
—, tsar <X < 2tsar

x) = 1sAl 8

Jfar(x) 0" other ®)

Signal arrival time

A

Tar »|
y

Processing time fsur Processing time fsu

a sar =:< Tsar >

Fig. 5. Range analysis diagram of “T'4;”

Similarly, the switching value output module (DO) and communication module
(COM) operate according to a certain cycletspp and tscop respectively, so the response
time T pp range is: tspo ~ 2tspo and T copy range is: tscom ~ 2tscom - Due to the ran-
domness of signal arrival time, the probability density functions of T pp and T cop meet
uniform distribution, that is,7 po ~ U(tspo, 2tspo) and T cop ~ U(tscom, 2tscom ). The
probability density functions are:

1
——, tspo < x < 2tspo

foo(x) = { 1spo )
0, other

1
——t <x<2t

feom (x) = | Tscou ISCOM = = =iscom (10)
0, other
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2.5 Probability Distribution of T sg

It can be seen from the above analysis that Tgg is obtained by adding Ta;, Tympy-1,
T com-1, T com-11, Tmpu-11 and T po six independent random variables that satisfy uniform
distribution and the constant C. Assuming that the probability density functions of T4y,
Tympu-1, Tcom-1> Tcom-i» Tupu-n and Tpo are far(x), fupu-r (V). fcom-1 (2). fcom-ii
(u), fmpu-1r (v) and fpo(w), respectively, the probability distribution function M(z) and
probability density function m(t) of Tgs are respectively as shown in formulas (12) and

13) [31]:

n(x,y,z,u, v, w) = far(x) - fupu—1Q) - fecom -1 - fcom - () - fupu - v) - fpo(w)

(11

M) = / / / / f /n(x, v, Z, u, v, wydxdydzdudvdw (12)

x+y +z+u+v +w <r—C

m(t) = (far * fupu—1 * fcom —1 * fcom -1 * fupu—11 * fpo)(t — C) (13)

3 Response Time Calculation and Simulation

3.1 Response Time Calculation

The engineer station reads the values of the configuration cycle (TCPU) and main control
load (LCPU) of the main control module in RPC and ESFAC, so as to obtain the probabil-
ity density functions of T ypy.; and T ypy-g7. According to the response time performance
parameters of PA, Al, DO, COM and PLM (the parameters are not listed here because
of business secret), the probability density functions of T 47, T com-1, T com-i1andT po
and the value of constant C are obtained, and then the probability density function m(z)
of Tgg is calculated by Eq. (13). The function expression is shown in Eq. (14), and the
function image is shown in Fig. 6. The maximum value, minimum value and average
value are 150.4 ms, 40.2 ms and 95.3 ms respectively.

From Eq. (14), it can be seen that the probability density function is a polynomial
piecewise function, which has good characteristics: continuity, monotonicity, symmetry
and differentiability, which is very similar to the probability density of normal distri-
bution. Since the value range of Tjpy.; and Typy-y; is much larger than that of T4y,
Tcom-1> T com-randT po, Typy-1 and T ypy- have a great influence on the probability
density of Tgs. Therefore, the probability density function image of 7T gs shown in Fig. 6
is similar to a triangular distribution. If the value ranges of the random variables (7' 4y,
Typu-1, Tcom-1> Tcom-11, Tmpu-i1, T po) that make up T gs are not much different, then
the normal distribution probability density can be used for a good approximation [4].
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3.2 Response Time Simulation
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According to Eqgs. (7)~(10), the values of Ta; T ypu-1,1 com-1,T com-11,T mpu-11 and T po
can be expressed in the form of “RAND( 0, 1) x k + b". According to the parameters of
each module, the configured cycle and load of the main control module, the value of “C”
and the corresponding values of “k” and “b” are obtained, and the simulation is carried
out according to Eq. (4) to generate 1 million simulation data. After sorting the data, the
frequency distribution and probability density fitting curve shown in Fig. 7 are obtained.
In the results, the maximum value, minimum value and average value are 148.3ms,
43.7ms and 95.3ms respectively, which are in line with the theoretical calculation results.
Comparing the simulation results in Fig. 7 with the theoretical calculation results in Fig. 6,
it can be seen that the simulation results are consistent with the theoretical calculation

results.
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4 Calculation and Simulation Results Verification

4.1 Testing Environment

The test environment is shown in Fig. 8, which mainly includes the tested DCS system
and the multifunctional response time test device.

1) DCS system under test
Including signal Conditioning Cabinet (PIPS), Protection Group Processing Cab-
inet (RPC), Special Security Facility Drive Cabinet (ESFAC) and Preferred Drive
Cabinet. The DCS system under test collects the analog signal of the working con-
dition, performs isolation, distribution, and logical operation on it, and then outputs
the operation result to the optimal drive cabinet to issue a special drive signal.
2) Multifunctional response time test device
The device can realize the functions of signal generation, signal acquisition,
automatic calculation of response time, test data storage and so on. Compared with
the traditional method of using oscilloscope combined with signal generator, the
device has the advantages of high efficiency and less labor demand, and can realize
the calculation and storage of a large number of response time test data. During the
test, the device automatically injects the working condition simulation signal into
the tested DCS system according to the test case, collects the driving signal of the
special Security facilities output by the tested DCS system, records the change time
of the working condition simulation signal (marked as 70) and the change time of
the driving signal of the special Security facilities output by the tested DCS system
(marked as 77), and automatically calculates the response time (that is, the value of
“TI-T0”).

4.2 Test Method
The test method is as follows:

1) Check the tested DCS system and confirm that there is no abnormality or state
affecting the test;

2) Connect the working condition analog signal input terminal and special drive signal
output terminal of the tested DCS system to the corresponding signal terminal of the
multifunctional response time test device with the test cable;

3) The test case is imported into the test device and executed in the test cycle.

4.3 Test Results

Execute 1 million test cases and sort out the data to obtain the frequency distribution and
probability density fitting curve as shown in Fig. 9. In the results, the maximum value,
minimum value and average value are 147.0ms, 45.0ms and 95.5ms respectively, which
are in line with the theoretical calculation and simulation results. Comparing the test
results in Fig. 5, the simulation results in Fig. 7 and the theoretical calculation results in
Fig. 6, it can be seen that the test results are consistent with the theoretical calculation
and simulation results. To sum up, the response time meets the requirements and the
probability analysis method is correct.
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S Summary

This paper proposes a response time analysis method of safety-level DCS based on
probability theory. The method is used to analyze engineering examples, and then the
feasibility and correctness of the analysis method are verified through calculation, sim-
ulation and testing of engineering examples. Compared with the current response time
analysis method, this method has obvious advantages, and can reflect the characteris-
tics and laws of the response time more comprehensively and fully. Through further
research and expansion of this method, it can provide reference for the design, testing
and judgment of system abnormality of safety-level DCS.

References

1. Wei, L., Hongchun, L., Jixiang, Z.: et al.: Design of longteng safety-level DCS platform. In:
Progress Report on China’s Nuclear Science and Technology (Volume 4)—Proceedings of the
2015 Annual Conference of the Chinese Nuclear Society, Vol. 2, pp. 221-226 (2015)

2. Jining, W., Aiping, Z., Yongxue, X., Yuan, Z.: Analysis and test of emergency shutdown
response time of nuclear power plant reactor protection system. Nuclear Power Eng. 33(02),
5-10 (2012)

3. Sheng, J.: Probability Theory and Mathematical Statistics. Higher Education Press, Beijing
(2018)

4. Yong, D.: The properties of the sum of independent and uniformly distributed random variables.
Stat. Decis. Making 37(17), 71-74 (2021)



q

Check for
updates

Rational Argument of the Closed Loop
of the Reactor Spent Fuel

Jia-Kang Zheng®™

Nuclear and Radiation Safety Center, Beijing 102401, China
zhlcl35@sina.com

Abstract. With the rapid development of nuclear power and the accelerated
progress of decommissioning and treatment of corresponding nuclear facilities, it
is inevitable to build a large number of nuclear fuel cycle facilities, so as to com-
plete the production of nuclear fuel elements required by nuclear power plants and
the recovery and treatment of spent fuel and corresponding three wastes (wastew-
ater, waste gas and solid waste) generated by nuclear power plants. According to
the nuclear power medium and long term development plan (2005-2020), China’s
nuclear power industry follows the path of closed nuclear fuel cycle [1]. Based on
this, this paper makes a preliminary analysis and demonstration of the rationality
of the reactor closed nuclear fuel cycle.

Keywords: nuclear fuel cycle facility - closed nuclear fuel cycle - disposal of
spent fuel

1 Concept of Closed Nuclear Fuel Cycle

The cycle must turn a circle, end to end. But in the nuclear fuel cycle, there are two
ways: closed nuclear fuel cycle and once through nuclear fuel cycle. The once through
cycle includes the production, use, and reprocessing of nuclear fuel; the closed cycle is
that the reprocessing product reused to make nuclear fuel.

The closed nuclear fuel cycle (see Fig. 1) is the process of chemically treating spent
fuel to recover about 96% of the Uranium and about 1% of the Plutonium and to recycle
it to its full potential. Only about 3% of the total long lived fission product and minor
actinides (Neptunium, Americium, Curium, etc.) are glass-solidified as high level waste
for final geological disposal.

2 Process Method and Case of International Advanced

2.1 Process Method

There are three types of disposal of spent fuel in nuclear weapon states: First, be sent
to reprocessing facility to recover the Uranium and Plutonium contained in the waste;
second, be stored in intermediate storage facility, and the third, be placed in geological
repository for final disposal.

© The Author(s), under exclusive license to Springer Nature Singapore Pte Ltd. 2023
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Fig. 1. The closed nuclear fuel cycle

At present, most of the world’s spent fuel is stored in nuclear power plants in its place
of origin. Depending on the disposal route selected, the final repository may therefore
receive untreated spent fuel, or general waste, or both. The repository is an underground
facility for the disposal of nuclear materials such as spent fuel, usually hundreds of
metres below the surface, in stable geological formations that ensure long term isolation
of the radionuclide from the biosphere.

Now, the international nuclear fuel cycle is divided into closed nuclear fuel cycle and
once through nuclear fuel cycle. Closed nuclear fuel cycle means that the recovery of
fissile materials such as Uranium and Plutonium from spent fuel, as well as materials such
as Minor actinide that can be used, and the reprocessing of fissile materials into nuclear
fuel assemblies, other radionuclide are disposed of as waste; once through nuclear fuel
cycle is the direct final disposal of spent fuel as radioactive waste.

2.2 Hand Cases

Recently, the countries that choose closed nuclear fuel cycle in the world mainly include
France, Britain, Russia, Japan and India. The United States also officially announced
the adoption of closed nuclear fuel cycle in 2006 [3].

As early as the 1950s, the United States developed the PUREX process for spent
fuel reprocessing, and built the world’s first military spent fuel reprocessing plant using
the PUREX process. Subsequently, the United States greatly promoted the commercial
reprocessing of spent fuel in nuclear power plants, and successively built three civilian
reprocessing plants, as shown in Table 1.

While, France has the largest, most mature and most advanced commercial spent fuel
reprocessing and recycling industry in the world. Argyle spent fuel reprocessing plant
[4] is one. If it is operated at full capacity, it can undertake the spent fuel reprocessing
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Table 1. Civilian reprocessing plants

No | Name Capacity Closed time Closed reason
1 West Valley, NY 300 T/year | 1978 Increased safety
regulatory requirements
2 Morris Reprocessing 300 T/year | 1974 New process failed
Plant, IL

3 Barnwell reprocessing | 1500 T/year | Closed before debug | Policy shift
plant, South Carolina

task produced by 90-100 million KW nuclear power units per year. After 40 years of
development, Argyle spent fuel reprocessing plant has become the largest, most advanced
and most mature commercial light water reactor spent fuel reprocessing base in the world.
It not only handles spent fuel in France, but also imports spent fuel for Germany, Japan,
Italy and other countries. No major accident has occurred in the operation of the plant
so far.

Argyle spent fuel reprocessing plant has two reprocessing workshops, namely UP2—
800 and UP3, both of which use mature PUREX Process. UP2 started construction
in 1962 and was put into operation in January 1967, with a processing capacity of
400 T/year, but after transformation, it can process more than 800 T/year, and was
renamed as UP2-800; UP3 was jointly funded by foreign customers from seven coun-
tries (excluding France), and was put into commercial operation in 1990 with a rated
processing capacity of 800 T/year. The total processing capacity of the two workshops is
about 1700 T/year. If they are operated at full load, they can undertake the post process-
ing task of spent fuel produced by 90-100 million KW nuclear power plants per year.
At present, the global spent fuel reprocessing capacity of light water reactors is about
3000 T/year, and Argyle spent fuel reprocessing plant accounts for more than half of it.

Figure 2 shows the annual treatment capacity of the two reprocessing plants in Argyle
spent fuel reprocessing plant in 30 years. In recent years, its annual processing capacity
has been maintained at about 1000 tons, about 60% of the design capacity.

According to data monitored over many years at the Argyle spent fuel reprocessing
plant, the average radiation dose to the public near the industrial park was 30 micro
Sieverts (uSv) per year. As an example, the natural background radiation dose we receive
in daily life is about 3.1 mSv (1 mSv = 1,000 uSv), which is 100 times that of the nuclear
fuel cycle plant in Argyle.
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Fig. 2. Operation rate of UP2 and UP3 reprocessing plants in France in the past 30 years

3 National Policy Orientation

Uranium resources are characterized by high difficulty in development and smelting and
low total amount. As early as the beginning of the development of nuclear power plants
in the early 1980s, China established the national policy of closed nuclear fuel cycle
and formulated the strategy of nuclear energy “three steps” (pressurized water reactor,
fast reactor, and fusion reactor). Post treatment must be developed for the development
of nuclear power. The closed nuclear cycle spent fuel management policy has been
reiterated in all national implementation reports of the convention on nuclear safety.
This policy is reflected in the corresponding national plans, such as the medium and long
term development plan of nuclear power (2005-2020), the 11th five year development
plan of the nuclear industry, the white paper of China’s energy policy (2012), the action
plan for energy development (2014-2020), the 13th five year development plan of the
nuclear industry, and the action plan for energy technology revolution and innovation
(2016-2030), etc. [1, 5-9].

The three-step strategy of nuclear energy is a scientific choice made from the actual
situation of China’s resources and environment, and it is also the fundamental direction of
the development of China’s nuclear energy science and technology. The implementation
of the closed nuclear cycle of spent fuel is an integral part of the “three-step” strategy of
nuclear energy and the basis for the sustainable development of nuclear energy. Through
the development of spent fuel reprocessing technology in nuclear power plants, the
coordinated development of thermal reactors and fast reactors in China can greatly
improve the utilization efficiency of Uranium resources and ensure national energy
security.

In 2017, the State Council officially approved the “13th five-year plan for nuclear
safety and radioactive contamination prevention and control” and the long term goal for
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2025 [10]. On March 23, the Ministry of Environmental Protection held a press confer-
ence, it is interpreted as follows: China has attached importance to nuclear power plant
spent fuel safety, in order to make full use of fissile material resources, the establishment
of spent fuel reprocessing closed nuclear fuel cycle policy. To this end, China has set
up a special fund for spent fuel, to protect spent fuel reprocessing funds, and actively
promote spent fuel reprocessing technology research and development. The Ministry
of Environmental Protection (NNSA) has put forward strict technical requirements for
the construction of spent fuel reprocessing plants and implemented an approval sys-
tem. Safety and environmental requirements are kept at the same level as nuclear power
plants.

4 Current Situation, Successful Experience and Benefit in China

4.1 Domestic Situation

Now, the majority of nuclear power plants in operation in China are light water hydrother-
mal neutron reactors. One of its characteristics is that the fuel does not burn completely
in the reactor, the remaining primary and secondary (regenerative) nuclear fuel can be
returned to the reactor after corresponding reprocessing. According to the nuclear energy
development strategy, the main task of the radiochemical industry at present is to treat
the fuel of thermal neutron power reactors. Economic Calculation shows that the opti-
mum production capacity of spent nuclear power plant is 1200—1800 TU per year. This
would allow the plant to process the offloaded fuel from a nuclear power plant with a
total power capacity of 40-50 GW, and would be economical.

With the development of nuclear power, China’s post processing industry has devel-
oped rapidly. After years of practice and exploration, China has fully mastered the
post-treatment process and manufacturing technology of key equipment, and built an
intermediate test plant for spent fuel post-treatment in power reactors. The thermal com-
missioning was completed in December 2010, the spent fuel pool has been receiving
spent fuel from the Daya Bay nuclear power plant since 2003 and has been operating
successfully for 12 years, as a platform for post-treatment experiments and research and
development of actinides, it has laid a solid foundation for the construction of scientific
research capacity in China.

4.2 Successful Practice

At present, the total nuclear power in China is about 30-50 GW, and the annual power
output can reach 150-250 billion KWH. The reprocessing and recycling of spent fuel
is the weakest link in China’s nuclear fuel cycle, and temporary storage is the main
solution. The 404 pilot plant, the first and only intermediate test plant for spent nuclear
fuel reprocessing, has an annual capacity of about 50 tons per year, which is far from
meeting the demand of spent nuclear fuel reprocessing in China.

According to the national requirement of nuclear power development and inter-
national experience, it is feasible to build nuclear fuel reprocessing plant with small
production capacity (400-800TU/year). Therefore, two major development cooperation
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projects have been implemented: 1. Longteng 2020 Project: 200 tons of large scale com-
mercial spent fuel reprocessing project with China’s own intellectual property rights, to
start construction in 2020; 2. China-France nuclear cycle project: 800 tons of spent fuel
reprocessing plant to be commissioned by 2030.

Finally, high level radioactive waste generated by closed nuclear fuel cycle is an
indispensable, and sometimes the only, source of radionuclide in some areas of science
and technology. With the progress of science and technology, the fission products of
Technetium (99Tc), Iodine (1291I) and minor actinides separated in the post-treatment
process can be transformed into short lived or stable nuclides by transmutation technol-
ogy in the future, thus greatly reduces the radiation to the environment the harm, causes
the nuclear energy utilization to be cleaner.

4.3 Benefits

First, post-treatment can make full use of Uranium resources to ensure the sustainable
development of nuclear power plants. The development of post-treatment industry is an
important link to ensure the sustainable development of nuclear power. The Uranium-235
content of spent PWR fuel is 0.8% to 1.3%, which is higher than the 0.71% content of
natural Uranium. And then there’s the new fissile Plutonium-239. After post-treatment,
useful Uranium and Plutonium can be recovered from the spent fuel, and then made into
UO2 or MOX fuel to be returned to the heat reactor or fast reactor for use, thus greatly
improving the Utilization rate of Uranium resources. According to experts’ calculations,
about 30% of natural Uranium can be saved by returning the Uranium and Plutonium
from reprocessing to pressurized water reactors. If a closed nuclear fuel cycle of fast
reactors and reprocessing can be achieved, the Utilization rate can be increased by about
60 times, which means that natural Uranium, which could have been used for only
50-60 years, could be used for more than 3,000 years.

Second, post-treatment can reduce the volume and toxicity of radioactive waste.
The amount of high level radioactive waste (HLW) is about 2M3/TU, if the spent fuel
discharged from the power reactor is disposed of in a “once through nuclear fuel cycle”
way. At the current international level of reprocessing plants, the amount of HLW waste
produced from reprocessing of spent fuel is about 0.5 M3/TU, which is only 1/4 of the
former. At the current post-treatment technology level, the recovery rate of Uranium and
Plutonium could reach 99.75%, reducing the radioactive toxicity of the final disposal
waste by more than one order of magnitude.

5 Conclusions

The closed nuclear fuel cycle is the ultimate choice of China, and the main starting point
for the implementation of the closed nuclear fuel cycle is the sustainable development
of the nuclear power plants and the enhancement of the overall strength of the nuclear
industry. The implementation of the closed nuclear fuel cycle technology route should
be based on state action. Specifically:

1. Formulate technology policies, development plans and implementation plans.



2.

3.
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Provide financing channels, including research and development of key technologies
and construction of major projects.
Examine, approve and supervise major construction projects.
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Abstract. With a consideration of alleviating the unstable control responses in
traditional pressurizer control, this work adopts the cutting-edge deep learning
method to optimize the PID control performance. A Long Short-Term Memory
(LSTM) model is trained by data from a traditional PID control simulation and
is then used to provide predictions to the PID controller such that the newly
constructed intelligent controller can produce control signals for real time working
conditions. The verification experiments conducted for both functionality and
complex inputs successfully proved the advantages of the intelligent controller,
showing up to 80.7% overshoot reduction and up to 60.73 s decrease in the control
time for a steady state. Although its performance varies in different control cases,
it does provide a deep learning-based control option for the pressurizer control in
nuclear power plants.

Keywords: Pressurizer Control - PID - Deep Learning - LSTM

1 Introduction

As the pressure and water-level control equipment in nuclear power plants (NPPs), pres-
surizer plays an important role in keeping stable pressure in the Primary Heat Transfer
(PHT) loop and preventing the coolant from boiling inside the reactor [1]. Its current
control method relies on traditional PID controller with a consideration of safety and
maturity. The PID controller has the advantages of clear structure, legible implementa-
tion, and proved robustness. However, the parameters of the pressurizer vary with time
and the working condition, making it a nonlinear, time-variant, and inertial system that
is hard for the control strategy design and optimization [2].
Current method for PID optimization can be mainly divided into three categories.

1) Regular PID parameter adjusting, including using transient characteristics [3] and the
Ziegler-Nichols frequency domain response [4]. PID parameters (kyp, ki, and kq) are
adjusted based on the responses from the controlled object, which is simple, effective,
but lacks theoretical support and can only be applied to certain scenarios.
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2) Intelligent PID parameter adjusting uses cutting-edge theories such as Quantum-
behaved Particle Swarm Optimization (QPSO) [5] and ant colony algorithm [6]. The
optimized PID parameters can be determined according to the system characteristics.

3) Self-adaption PID parameter adjusting, such as single-neuron PID based on Hebb
rule [7], self-adaption PID based on fuzzy control theory [8], immunity-PID [9], etc.
Constrains in these methods are realized by pre-defined rules in order to optimize
the PID control outputs. It provides a solution with more universality than the above
two.

The above parameter-adjusting methods are all constructed and implemented based
on the physical principles of the pressurizer itself. However, building an accurate model
for the precise PID control is difficult due to the nonlinearity and time-variance of
the pressurizer system, i.e., using the “White-Box” strategy is facing harsh challenges.
With the rapid development of the Artificial Intelligence (AI) methods, as well as the
enormous industry data produced and stored during past decades, applying deep learning
to the control strategy becomes feasible. The potential and advantages proved by deep
learning methods in feature extraction and model fitting have been successfully applied
to control optimization [10]. The deep learning model trained by plenty of industry data
can predict the system behavior using data-driven method, avoiding building the complex
system models. Such “Black-Box™ strategy allows the system behavior to be described
using the “past behavior” and can generate predicted system behavior to compensate the
system delay causing control errors. LSTM model has been proved to be an option for
the prediction of the operation condition and parameters in NPPs [11]. Furthermore, the
LSTM used in [12] demonstrates its excellent prediction performance in data processing
for long time series data generated during the Steam Generator (SG) level control process.

This work is inspired by the previous successful LSTM control applications and
aims at optimizing the PID control with LSTM-based predictions. The main idea is
using an LSTM model trained by historic pressurizer operating data to compensate the
delay between the sensor and the PID controller, such that the PID controller can obtain
a “real-time” perception of the actual working conditions and produce corresponding
control signals. The exploration is conducted within a simulation platform built with
MATLAB Simulink such that the pressurizer control loop, the LSTM model, and the
expected intelligent control strategy can be fully tested through simulations.

This paper starts with an introduction in Sect. 1, followed by the construction of an
intelligent PID control platform in Sect. 2. After the verification experiments and results
shown in Sect. 3, this work is than concluded in Sect. 4.

2 The Pressurizer Pressure Control Model

2.1 Theoretical Basis of the Pressure Control

A pressurizer pressure control simulation model is firstly constructed in this work using
MATLAB Simulink platform. It provides an object to study the system behaviors, espe-
cially complex time-variant behaviors, of the pressurizer. Since the system dynamic
performance evaluation is normally based on the system response under step function
[13], the control simulation model is built according to the step response curve [14].
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For a 2"¥ order step response, such as the pressurizer pressure control, its transfer
function can be represented as,

K
(Tas + D(Tps + 1)’

G(s) = T, >Ty (1)
where K, T ;, and T'j, are coefficients to be determined from its step responses. K stands for
the process amplification or the amplification coefficient, while 7, and T, are time con-
stant. K can be derived through an estimation of the stable value y(co) of the controlled
object,

~ y(00) = ¥(0)
- r

K @)

where y(0o) and y(0) are new and original stable values, respectively; r is the step signal

amplitude.
T, and T, are obtained through a “two-point method” shown in Fig. 1.
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Fig. 1. Step Response Curve of the 20d order System

The “two-point method” uses an approximate formula from [15],

Hh+n

T+ Ty~ 12 3
a+Tp 216 ( )
T,T, t
O~ 1747~ 0.55 )
(Ta +Tb) 5]

The transfer functions of the pressurizer pressure control, which is a 2" order step
response system, is then presented as following according to [14] and [16].

G = 0.004838 s
)= (34005 + 1)(100s + 1)

1.776
330052 + 4505 + 1.34

G(s) =

(6)
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(2-5) stands for the step response function when a single group of heaters (case 1)
is running, while (2-6) illustrates the step response when all the four groups of heaters
(case 4) are turned on for pressure control.

2.2 Pressure Control Loop in Simulink

The traditional pressurizer pressure control loop is implemented first with dataset gener-
ation and performance validation purposes. It consists of the major components belong to
a traditional PID control system, such as the threshold input, error calculation, PID con-
troller, actuator, feedback loop, etc. The classic structure and its Simulink representation
is provided in Fig. 2 and Fig. 3.

u(t) y(t)
Controller }—-[ Actuator ]—-[ Plant >

Sensor

rt) * e(t)

r(t):system input c(t):measured value
u(t):control signal  y(t):response output
e(t):deviation value, e(t)=r(t)-c(t);

Fig. 2. Traditional PID-based Pressure Control

Transfer Function

Controller Actuator Bant Response
+ : .k
Pressure PID [—»{ Heater Pressurizer [+—OutPUt Scope
Step : :
Pressure ( = |
Sensor

Fig. 3. Simulink Implementation of the Traditional PID Controller

2.2.1 Calculation Unit

The calculation unit is composed by the error calculation unit and the control calculation
unit.

The error calculation unit, implemented using SUM function, is used to calculate the
error between the control threshold provided by a step function and the actual pressure
measured by sensors.

The control calculation unit is built by configuring a PID module with parameters
needed for the pressurizer pressure control process, as shown in Fig. 4. It is used to
control the water level of the pressurizer according to the calculated error. kp, k;, and kg
are set by 10, 0.3, and 50, respectively.
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2.2.2 Actuator Unit

The actuator unit is realized simply using an amplifier from the Simulink, as shown in
Fig. 5. Since the operating condition with different heater effect is considered in the
transfer function construction, the amplification coefficient is set to 1 (Fig. 6).

N
u(t) '|

Actuator
Fig. 6. Actuator

2.2.3 Feedback Unit

The feedback unit captures the current level and passes the measured value to the
error calculation unit. Its physical device is an industrial pressure transmitter, which
is simulated here using a scale 1 amplification unit (Fig. 7).
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2.2.4 Simulation of the Traditional Pressure Control

Using the components introduced above, a Simulink-based pressure control platform is
established. The pressure control simulation is then carried out for case 1 and case 4. In
Fig. 8 that illustrates a case 4 simulation, ¢, ¢p, and ¢ represent 1) the time when the
pressure reaches the threshold for the first time; 2) the time when the pressure reaches
the peak value of entire control process; and 3) the time when the pressure reaches the
stable condition where its variation is within & 5% of the threshold, respectively.
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Fig. 8. Simulation of the Traditional Pressure Control

It can be summarized from Fig. 8 that,

1) the traditional PID control is not sensitive to the step input since it has a long response
with £, =37.94 s and ¢, =73.52s.

2) the traditional PID control cannot offer a timely control process since it takes a long
ts (196.2 s) to reach the stable condition.

3) the traditional PID control cannot keep the control process smooth since the overshoot
measurement § is a large value 34.2%.

The above challenges must be confronted when the optimization and improvement
need to be brought to the pressure control of the pressurizer. Basically, these challenges
are caused by the delay during the sensor value feedback and the PID calculation of
the control signals. That’s to say, the control signal generated at time #; is according
to the pressure/level value measured at £,.x, which is not a timely reflection of current
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pressure/level condition at #,. The idea of using deep learning methods then comes
out with an envisage that a prediction for #, based on parameters measured at #,.x can
compensate the control loop delay and offer the PID controller most current system
parameter values, offering a real-time control in which control signals are generated for
the actual system situation.

3 The Intelligent Control Using Deep Learning Method

The controlled process is nonlinear and time-variant, resulting in control challenges
listed in previous section when a single control method is applied. A combination of
deep learning and PID control is investigated in this section as a solution in which the
delay issues are dealt with using the predictions from a deep learning model.

3.1 The Structure of the Intelligent Control Model

From the model structure perspective, the intelligent control model is built by adding
a deep learning module between the error calculation unit and the PID unit. The deep
learning module, which is an LSTM model, is trained using the dataset obtained from
traditional PID control simulation in Sect. 2. The control delay x between ¢, and #,.x
is also estimated using such dataset. When the error calculated based on sensor value
at moment #,.x reaches the LSTM model, a prediction value for current moment ¢, is
calculated and fed into the PID controller. By this means, the PID controller sees the
real time system situation and, consequently, can produce an appropriate control signal
(Fig. 9).
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3.2 Training and Implementation of the Intelligent Control Model

LSTM is chosen as the deep learning method due to its prediction performance and
fast convergence demonstrated in [11] and [12]. Its training process adopts the dataset
generated from simulations in Sect. 2, where LSTM model learns the performance of
the traditional control loop. Adam optimizer is used as the model training optimizer due
to its excellent performance in the trainings of RNN related models. The configuration
of the LSTM model used in this work is presented in Table 1.
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Table 1. Parameters of the LSTM Model

Model parameters Value
Epoch 250
Batch Size 1000
FC_2 Cells 1
Learning Rate 0.01
LSTM Cells 8

In order to evaluate the prediction accuracy, Mean Square Error (MSE) is selected
as the regression analysis method, which is defined as,

n

|
MSE =~ S0 —w)’ )

i=1
The Simulink implementation for both traditional control and intelligent control is
shown in Fig. 10 (case 1) and Fig. 11 (case 4). Their model parameters are listed in
Table 2.
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Table 2. Parameters of the Simulink Implementation

Model parameters Case 1 Case 4
Kp 63.8 10

Kj 0.385 0.3
Ky 1000 50
Actuator 1000 1
Sensor 1 1

3.3 Experiments and Results Analysis

The verification experiments are designed to provide a comparison between the tra-
ditional PID control and the intelligent control under the same operating conditions.
Two test cases, single group of heaters (case 1) and four groups of heaters (case 4) as
mentioned in Sect. 2.2.4, are implemented in Simulink. The experimental platform con-
tains two loops in which the traditional PID control and the intelligent control are both
implemented.

For each test case, there are two experiments to be conducted. The first one is aregular
functionality test in which a simple step input comes into the system as a control request.
Both control loops must respond to the input by adjusting the pressure to the threshold
indicated in the step function, such that their capability to control the pressurizer pressure
is demonstrated. Another test is a scenario where several step functions are fed into the
system in a periodically order, imitating a complex operating scenario. During this test,
the control performance of two control loops is analyzed not only for the functionality,
but also for the control stability and robustness.

3.3.1 Functionality Experiments

The step input for the functionality experiment is from O to 1, i.e., a control request
of increasing the pressure from O to a normalized 100% pressure. The functionality
performance for both case 1 and case 4 are plotted in Fig. 12 and 13 below. Detailed
comparisons between performance parameters are listed in Table 3 (case 1) and Table 4
(case 4), respectively.

Figure 10 describes the performance difference between the two loops. Comparing
to the traditional PID control, the proposed intelligent control has only one overshoot
which is much lower than that of PID (80.7% decrease in case 1 and 28.57% decrease in
case 4). Meanwhile, the control response from the intelligent model reaches the stable
status much faster than the traditional one, e.g., intelligent #s is 55.7% shorter than the
traditional # in case 1, and 60.73% in case 4).
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Table 3. Performance Comparison for Case 1

Parameters | PID LSTM Optimization
tr(s) 63.7 43.25 32.10%
tp(s) 115 84 26.96%
ts(s) 384.01 170.11 | 55.70%
Overshoot | 0.487 0.094 80.70%

Table 4. Performance Comparison for Case 4

Parameters PID LSTM | Optimization
tr(s) 37.94 18.2 52.03%
tp(s) 72 32 55.56%
ts(s) 188.59 | 74.05 60.73%
Overshoot | 0.343 0.245 28.57%

3.3.2 Multiple Step-Inputs Experiments

During the multiple step-inputs experiments, both case 1 and case 4 are experiencing
several step inputs that come to the input in a periodical order. The control loops are
tested in this way to verify if they are able to produce accurate and stable control during
a complex operating condition.

The first step input is the same as the functionality test, i.e., from 0 to 100% pressure.
When both control loops reach the steady state, a new control request (decreasing the
pressure from 1 to 0.3) is introduced with a new step function input, etc. Such consecutive
input variations represent frequent control demands and require the control to be stable,
reliable, and robust.

The results plotted in Fig. 14 and 15 show the performance comparison during such
complex operating condition. It is noticed that the traditional PID produces several
overshoots before reach its steady state after a relative long period. The control response
of the intelligent controller, on the contrary, convergent much faster to the steady state
with only one much lower overshoot for all the three presented step inputs.
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4 Conclusion

A deep learning-based control optimization method is proposed in this work, which
uses the predictions from an LSTM model to compensate the signal delay such that
the PID controller can produce a control signal for the real time working conditions.
The LSTM model is trained using dataset from a traditional PID simulation to ensure
proper predictions for a specific PID controller. It is inserted to the traditional PID
control loop right between the error calculation unit and the PID controller. During
the verification experiments for both functionality test and complex condition test, the
optimized controller demonstrates its performance advantages over the traditional one.
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The control overshoot is reduced as much as 80.7% in the best performance case and
the time reaching steady state is reduced to 40 ~ 45% of the traditional controller. It can
then be concluded that the intelligent controller offers a deep learning-based solution to
optimize the traditional PID control algorithm.

However, the control performance of the intelligent controller varies for different
operation cases. Its overshoot in case 1 is obviously lower than that of case 4, reflecting the
fact that it becomes more difficult to control multiple groups of heaters for this method.
During the multiple step-input experiment, its performance parameters (¢, ¢p, and ;)
cannot stay steady when the inputs keep varying, which implies further improvement
for this controller to adapt more complex operation conditions.
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Abstract. Gateway is a protective equipment at the boundary of the nuclear
safety-level I&C system. Aiming at the unknown threat across the boundary of
information physical space, this paper studies several key technologies of active
defense, and constructs the gateway deep secure architecture that can resist multi-
level and multi-dimensional complex attacks. Firstly, the systematic control mech-
anism of the gateway is constructed, which mechanism includes access control
for data flow, IP whitelist at network layer, function code whitelist at application
layer, IP/MAC binding and the isolation mechanism of chip’s external ports. Sec-
ondly, based on the domestic trust root, the trusted chain from bootloader to the
upper-layer application is built to guarantee the secure startup of the embedded
system, and the key application processes are measured periodically and veri-
fied dynamically during the running process. Based on the above, from building
equipment embedded trusted system environment to its security functions, a set
of active security defense mechanisms of the gateway equipment sare formed,
which enhances the security of the system and improves the information security
protection n capability of the equipment.

Keywords: Gateway - Trusted computing - Access control

1 Research Background

In recent years, cyber security incidents have occurred frequently around the world.
Especially in the power industry, cyber-attacks against critical information infrastructure
are becoming more intense and intelligent, such as the US nuclear power plant was
attacked in 2017, the large hydropower station in Venezuela suffered a cyber attack in
2019, the European energy giant EDP suffered a ransomware attack in 2020, and the
Iranian nuclear facility suffered an unknown cyber attack in 2021, etc.

Due to the severity of the information security situation of the industrial control
environment, China has promulgated the “Cryptography Law”, “Data Security Law”,
“Classified Protection 2.0”, “Regulation on Security of Critical Information Infrastruc-
ture *“ and other policy documents, and has carried out a series of work on information
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security protection of critical information infrastructures in terms of regulations and
policies, standards and specifications, inspection and evaluation, etc. The nuclear indus-
try has also successively implemented policies such as “Cyber Security Technology and
Policy for Nuclear Power Plants” and “HAD102/10”, which have made complete infor-
mation security protection requirements for critical control systems. Nuclear safety-level
1&C system is an important part of national critical energy projects and critical infor-
mation infrastructure in the modern nuclear field, and is a key target of cyber attacks, so
all countries regard it as the focus of cyber security prevention and raise it to the height
of national security. Considering the requirements of real-time and functional safety,
information security should not adversely affect the performance, effectiveness, relia-
bility or operation of safety-important functions, while the system logical architecture
should be as simple as possible, so boundary protection is one of the key prevention
research objectives for nuclear safety level instrumentation and control systems facing
external information security threats. Taking into account the requirements of real-time
and functional safety, information security must not adversely affect the operation of
safety-critical functions such as performance, availability, reliability, etc. At the same
time, the logical architecture of the system should be as simple as possible. Therefore,
boundary protection is one of the key research objectives of nuclear safety-level 1&C
systems facing external information security threats.

2 Information Security Requirements Analysis

Gateway equipment is the boundary connection equipment between the safety level and
non-safety level of the nuclear power plant I&C system. It performs protocol conversion,
data transmission and information security protection functions. The protection capabil-
ity of the gateway device directly affects the capability of the security-level I&C system
to resist external attack threats in the field environment. Referring to the requirements
of relevant domestic and foreign standards, the nuclear safety-level 1&C system require-
ments for gateway equipment in the boundary of the security area are shown in Table
1. However, in the face of large-scale network attacks or advanced persistent threats,
Gateway equipment rely on traditional passive protection methods such as defense and
blocking, which cannot be effectively defended. Especially new network attacks, which
can be attacked through the vulnerabilities of the attacked system itself. More precisely,
establishing an active immune mechanism on the basis of the original system, to imple-
ment the system according to predetermined steps, and prevent unauthorized changes and
operations is one of the effective methods for key network communication equipment
to solve these kinds of problems.

Therefore, considering that the basic protection capability of gateway equipment
is weak, especially in the application software, operating system, and communication
protocols of embedded equipment, there are known and unknown vulnerabilities. This
paper aims to combine the constraint rule strategy of traditional multi-dimensional access
control, study the key technologies of active defense of gateway equipment endogenous
security, refer to the coordination solution of functional safety and information security
[1-12], and establish a set of active defense system of gateway equipment to ensure the
reliability, availability and security of the safety level I&C system throughout the whole
life cycle.
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Table 1. Gateway equipment information security protection requirements

System requirements

Measures category

Border Protection

Access and data flow for controlled interface communication

Network behavior checking/restrictions

Access control

Access Control Rule Minimization

Check source address, destination address, source port, destination port
and protocol

Provide access based on session status information

Data flow in and out of the network to achieve access control based on
application protocols and application content

Security mechanism failure alerts

Intrusion Prevention

Internal/external network attack behavior protection

Advanced Persistent Threat behavior analysis and defense

Attack behavior logging, alarm

Security Audit User behavior and security event auditing
Audit records are tamper-proof, deletion and overwriting
Trust Computing Trust Computing for border equipment

3 Gateway Equipment Information Security Protection Design

The data flow of the gateway equipment is shown in Fig. 1. The security side receives data
from the security level I&C system in one direction, and the non-security side sends the
data to the non-security level system after taking out and encapsulating it into a standard
protocol format, such as modbus-tcp. This paper aims to protect the concealed malicious
behavior in the operation of the 1&C system, studies the multi-dimensional fine-grained
access control technology and the lightweight trusted verification technology based
on domestic passwords, and builds a system-level endogenous security active defense
system for gateway equipment.

transmission
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Transmiss Safet Non- Non-
ion station sidey Data pool safety safet
for safety- L . —! Parse the data P f ic [ L i
~ communic . 1&C
Level 1&C | Receives . ation Standard
eceives ation . system
system | data from the protocol Communicat

ion Protocol

Fig. 1. Gateway Data Flow
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3.1 Multi-dimensional Fine-Grained Access Control

The non-safety side of the gateway uses domestic switching chips. In terms of the
traditional protection of the gateway, Firstly, the author systematically analyzes and
quantifies the boundary threat of the system. Secondly, from three aspects of the com-
munication protocol, including internal solidification, access control, and application
command whitelist, to achieve IPP/MAC address binding, protocol read and write com-
mand whitelist, IP address whitelist, security event log audit, illegal data and command
isolation, port security isolation, denial of service protection, protocol layer security
control strategy and other functional design, to construct a “white environment” based
on the application layer of the operating system and the communication protocolstack
(Fig. 2).

Non-safety side
module

standard
communic
ation

‘ Function code whitelist ‘

Non-safety
‘ 1&C system

Link/Network/Transport Layer
Transmission Control for Protocols

Internal reinforcement of the protocol

Fig. 2. Multi-dimensional access control

1) Protocol command whitelist, IP address whitelist, IP/MAC address binding
The engineering station configures the gateway through the configuration data
interface. After the gateway completes the initialization of the peripheral interface
and function module, it waits for the configuration information to be issued. After
the gateway successfully obtains the information configuration, it initializes the com-
munication protocol, completes the whitelist writing of IP and corresponding MAC
addresses, and the whitelist writing of protocol commands (modbus function codes).
2) Protocol layer access control
Through the configuration of the engineering station, the non-security side imple-
ments part or all of the access control policy, including the source IP address, destina-
tion IP address, source port, destination port, and MAC address of the communication
protocol land external port isolation.
3) Security Log Audit
The gateway has the functions of recording and alarming protocol layer access
control logs, configuration management operation logs, security event logs, equip-
ment function logs, etc., and can export and view log files on the engineering
station.

3.2 Trusted Calculation Design

Design Framework for Trusted Computing The Trust Computing Group (TCG)
defines trustas [13]: If an entity is credible, then it always behaves in the expected
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manner toward the desired goal. Therefore, the basic idea of trusted computing can be
summarized as starting from the trusted root, measuring and passing trust step by step,
and finally realizing the trust of the whole target system.

In this paper, the trusted computing design refers to the trusted computing 3.0
architecture and standards, and takes the national cryptographic algorithm as the basis
for the design of information security. The support relationship between the national
cryptographic algorithm to the gateway trusted computing and the system is shown in
Fig. 3.

Data encryption
protection

‘ Data integrity ‘ ‘ Trusted identity ‘
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cryplographic algorithm

random number generator ‘

Fig. 3. Use of cryptographic algorithm

Trusted computing is the core technology for the gateway equipment to implement
active immunity. The root of trust is established by implanting the hardware trusted
cryptographic module. Under the premise of trusting the current execution link, the
reliability and security of the next link are measured in the link, and the next step of the
system is determined according to the measurement results. In this way, the system trust
chain is established, the trust scope of the system is gradually expanded, and the system
is trusted without tampering.

When the system is running, the Trusted Module actively performs integrity metrics
on critical configuration information and data on the system, whitelist control of critical
security behaviors in the system, and system trusted log storage and alerts. At the same
time, At the same time, according to the pre-determined trusted policy of the equipment
downloaded by the engineer station, the judgment mechanism of the equipment trusted
system determines the authorization and rejection of the behavior of the functional
system.

The gateway embedded trusted computing architecture is shown in Fig. 4.

The functions and design of each level are listed in Table 2.

The Trust Cryptography Module (TCM for short) is the basis for building a trusted
verification mechanism, and can establish an independent and protected safe operat-
ing environment by itself. Hardware components include executor CPU, cryptographic
modules (SM2, SM3, SM4), true random number generator, volatile/non-volatile stor-
age space, and I/O interface. The firmware includes an operation management program,
a function command program, and an interface for interacting with the gateway function
main program.
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Table 2. Design Points for Trustworthy Computing Functions

Function Point | Specific functions

TCM provide cryptographic operation support for trusted computing

TPCM After the controller is powered on, the TCM chip is called to measure the
credibility of the PMON. After the verification is passed, the motherboard is
powered on to control the hardware to start and boot

TSM Encapsulate TCM resource management and functional commands into an
interface that conforms to the standardized trusted computing support
platform interface specification, providing trusted metrics and other
cryptographic services to applications

TSB Undertake trusted trust chain delivery and trusted verification of application
layer code segments
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//The underlying data structure of the signature:
typedef struct tdTCM_CERTIFY_INFO{

TCM_STRUCT_VER versiony/* version*/

TCM_KEY_USAGE keyUsage;/* keyUsage*/

TCM_KEY_FLAGS keyFlags;/* keyFlags*/

TCM_AUTH_DATA_USAGE authDataUsage;/* authDataUsage*/
TCM_KEY_PARMS algorithmParms;/* algorithmParms*/
TCM_DIGEST_PUBKEYdIGESTy/* PUBKEYdIGEST*/

TCM_NONCE _ datay* Anti-replay attack parameters*/

BOOL parentPCRStatusy/* Whether the parent key is bound to the PCR or not*/
UINT32 PCRInfoSize;/* PCR length*/

[size_is(pcrInfoSize) |BY TE* PCRInfo;/* PCR information*/

JTCM_CERTIFY_INFO; {

//The underlying data structure of PCR information :
typedef struct tdTCM_PCR_INFO{

TCM_STRUCTURE_TAG tag;

TCM_LOCALITY_SELECTION locality AtCreation;/* locality information when creating a data block*/
TCM_LOCALITY_SELECTION localitAtRelease;/* locality information when unpacking data or using a key*/
TCM_PCR_SELECTION creationPCRSelection;/* PCR selection information when creating a data block*/
TCM_PCR_SELECTION releasePCRSelection;/*CR selection information when unpacking data or using a key*/
TCM_COMPOSITE_HASH digestAtCreation;/* Digest value of the selected PCR values when the data block was created*/
TCM_COMPOSITE_HASH digestAtRelease;/* Digest value of PCR value selected when unpacking data bound to platform

configuration information or using a key bound to platform configuration information*/
}TCM_PCR_INFO;

The design of the trusted computing framework is based on the Trust Cryptography

Module (TCM), and provides trusted metrics, trusted reports, and trusted storage service
mechanisms through the Trust Software Base (TSB).

1) Trust Measurement

Based on the root of trust, the integrity measurement value of the gateway system is

calculated, and the system trust chain is established to complete the entire integrity trust
chain process including the trust measurement root core, BOOT, OS kernel measurement
and repair, and system application layer protection.

/ / The underlying interaction interface of the decision
mechanism:
int tsb_estimate

TSBContext *context,/* TSBContext*/
const char *estimate_name,/* estimate_name*/
const char* action/* action*/

);

//The underlying interactive interface of the measurement
mechanism:

int tsb_measure

TSBContext *context,/* TSBContext*/
const char *measure_name,/* measure_name*/
const char* action_name/* action_name*/

);
//The underlying data structure of the measurement results:
typedef struct tsb_measure_result

int result;/* Measurement results*/

int length;/* The length of Measurement results */

const char value[0];/*The data of Measurement results*/
} TSBMeasureResult;

2) Credible Report

Identify the credibility of the gateway platform’s identity, with uniqueness, based on

the trusted report root, to realize the system’s identity certification and integrity report.
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//Low-level data interface used to create platform identity and certificate requests
TSM_RESULT Tsip_TCM_CollateldentityR equest
(
TSM_HTCM hTCM,/* TCM object handle*/
TSM_HKEY hKeySMK,/* SMK object handle*/
TSM_HKEY hCAPubKey,/* The handle to the key object containing the trusted party's public key information*/
unsigned int ulldentityLabelLength,/* LabelLength*/
unsigned char* rgbldentityLabeData,/* points to a string representing the platform identity set by the user*/
TSM_HKEY hldentityKey,/* IdentityKey*/
TSM_ALGORITHM_ID algID/* Symmetric Cipher Algorithm Type*/
unsigned int* pulTCMIdentityReqLength,/* Output*/
unsigned char** prgbTCMIdentityReq/* Input*/
)

3) Trusted Storage

Based on the trusted storage root, it implements key management and platform
data security protection functions, and provides corresponding cryptographic computing
services. All metrics, entity information values are stored in the root of trust.

//Platform Data Protection Operations
TSM_RESULT Tesip_Seal
(
TCS_CONTEXT_HANDLE hContext,/* HANDLE Context*/
TCS_KEY_HANDLE keyHandle,/* keyHandle*/
TCM_ENCAUTH encAuth,/* Encrypted authorization data*/
unsigned int perInfoSize,/*perInfoSize*/
unsigned char* PcrInfo,/* PCR information*/
unsigned int inDataSize,/* Length of data to be encapsulated*/
unsigned char* inData,/* encapsulated data*/
TCM_AUTH* pAuth,/* The authorization data verification code for executing the encapsulation operation key is
also the output authorization data verification code*/
unsigned int* SealedDataSize,/* SealedDataSize*/
unsigned char** SealedData,/* SealedData*/
)
//Platform identity key management, creating key and certificate information
TSM_RESULT Tsip_TCM_Makeldentity

TCS_CONTEXT_HANDLE hContext,/* TCS_CONTEXT_HANDLE*/

TCM_ENCAUTH identityAuth,/* identity Auth*/

TCM_CHOSENID_HASH IDLable_PrivCAHash,/* Summary of platform identity, trusted party public key
(TCM_PUBKEY structure data)*/

unsigned int idldentityKeyInfoSize,/* idIdentityKeyInfoSize*/

unsigned char* idldentityKeyInfo,/* Parameters for generating PIK.*/

TCM_AUTH* pSmkAuth,/* SMKAuthorization session verification information*/

TCM_AUTH* pOwnerAuth,/* OwnerAuthorization session verification information*/

unsigned int* idIdentityKeySize,/* PIK length*/

unsigned char** idldentityKey,/* idIdentityKey*/

unsigned int* pcldentityBindingSize,/* prgbldentityBinding length*/

unsigned char** prgbldentityBinding,/* Digitally sign the result with the PIK private key*/

unsigned int* pcEndorsementCreadentialSize,/* EK certificate data length*/

unsigned char** prgbEndorsementCreadential,/* EK certificate data*/

Integrity Measurement Mode

The nuclear safety level I&C system belongs to the critical information infrastructure
of nuclear power plants. The trusted measurement mode of the gateway equipment adopts
the adjudication measurement mode. The design process is shown in Fig. 5.

The integrity measurement mainly uses the cryptographic hash algorithm (SM3) to
calculate the hash value of the measured object, and the integrity check can be performed
by comparing the ordered aggregate value of the integrity measurement with the integrity
reference value. The process of gateway integrity measurement and storage is shown in
Fig. 6. By calculating the measurement value of the measurement object, the event is
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recorded in the event log, and the measurement value is recorded in the platform config-
uration register(PCR)within the trusted cryptographic module, implement the integrity
report provided by the platform to the verifier.

oot of sure - -
easure e F i B code F it

data ‘ data ‘

TCM

o o
[
PCR1 >‘

produce

Fig. 6. Integrity Measurement and Storage Processes

In the integrity measurement and storage process, the integrity measurement value
of the same component (that is, the hash value Hash(C) of the signature file content C)
is stored in the same PCR. From the first one, the integrity measurement value is hashed
with the existing stored value, and the operation value is updated and stored in the PCR.

PCR,,¢,y = Hashys6(PCR,;,||Hash(C))

Static Trusted Measurement

Loongson 2k1000 is a processor compatible with MIPS instruction system, using
PMON as the bootloader. The PMON startup is divided into three stages. The first stage
is the assembly code part to complete the configuration of the processor operating envi-
ronment, the initialization of the memory controller and the setting of the related stacks.
The second stage is part C, which completes the initialization of data structures, system
environment variables and related equipment; the third stage completes the operation
of loading the OS kernel file. The trusted integrity measurement mode is constructed
by using the characteristics of the Hash Algorithm (SM3), and the measurement values,
logs and other related feature descriptions are stored in the TCM. The design process is
shown in Fig. 7.
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Fig. 7. Static Measurement

In the first step, the root of trust is responsible for the initial trust chain construc-
tion, and according to the measurement mechanism, checks the three stages of the boot
program, system configuration, kernel image, etc. Further, verify the credibility of the
bootloader, and extend the trusted scope to the bootloader.

The second step is to measure the integrity of the core part of the RTOS (including
attestation service, kernel, etc.) and other mechanisms (active monitoring mechanism,
trusted baseline policy library, etc.) of TSB by embedding the basic trust base of TSB
into the bootloader;

In the third step, TSB’s active monitoring mechanism uses the pre-installed t
trusted baseline policy library to measure the integrity of the application program
(mainly including protocol conversion, fault handling, maintenance communication,
status self-checking, and configuration management).

Application Process Dynamic Measurement After the OS is trusted to start, in order
to ensure that it has not been tampered with during the entire life cycle of the system,
and considering that it does not affect the communication processing capability of the
gateway and other access control measures, only the key data of the system and the
application tasks of communication with non-security are considered to perform dynamic
integrity measurements. The design process is shown in Fig. 8.

Fig. 8. Dynamic Measurement

The monitoring program creates trusted measurement processes for processes that
are scheduled to be measured. The trusted measurement process can run, suspend, and
restart the running process. Through the real-time dynamic measurement process, the
dynamic measurement results are compared with the reference values of the measure-
ment results. Finally, after the monitoring program periodically reads the comparison
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results, the results are processed according to the processing method pre-configured
from the engineering station.

4 Conclusions

This paperanalyzes the information security protection requirements at the boundary of
the nuclear safety-level 1&C system, referring to the coordination scheme of functional
safety and information security, and combining with the actual software and hardware
design environment, studies the traditional multi-dimensional and multi-type key protec-
tion technologies. On the OS application layer and the communication protocol layer, the
gateway “network white environment” and “application white business” are constructed.
The gateway of “network white environment” and “application white behavior” are con-
structed on the operating system application layer and communication protocol layer.At
the same time, for the endogenous security protection of the gateway, we have studied the
trusted computing technology, designed a dual-system full life cycle trusted computing
protection architecture, proposed key software interfaces, and built a trusted execution
environment for applications. Based on the above two points, the active defense func-
tion of endogenous security of the gateway device is systematically realized, and its
information security protection capability is comprehensively improved.
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Abstract. Digital Instrument and Control System (I&C) is called the “Nerve
Center” of nuclear power plant (NPP), which plays an extremely important role in
ensuring the safe and reliable operation of nuclear power plant units. Therefore,
the optimal control strategy and design scheme must be adopted for I1&C in the
design stage of combined heat and power retrofit projects in nuclear power plants.
This paper introduces 1&C design process and related technical evaluation for
cogeneration retrofit of AP1000 NPP Units. It provides the key points of the
renovation design of the I&C and also gives some suggestions. Because this project
is the first I&C retrofit for combined heat and power among domestic nuclear power
plants, ithas great reference significance for the subsequent similar projects aiming
at supplying district heat by nuclear power plants.

Keywords: Heat Supply - 1&C - Retrofit - Nuclear Power Plant

1 Introduction

In recent years, the central heating system supplied by co-generation plants (i.e. CHP-
Combined Heat and Power) or boilers which are coal-fired has been widely adopted
in northern cities of China [1]. The emission of harmful substances produced by coal
combustion is huge, which is a major contributor of environmental air pollution and
haze weather. Therefore it is urgent to seek new clean alternative energy and improve
people’s living environment. As one of the clean energy resources, nuclear energy heat-
ing technology which has solved the safety problem, can become an important heating
resource with great economic and social benefits in the future [2]. Units 1 and 2 of
Shandong Haiyang Nuclear Power Plant are 2 x 1250MW AP1000 pressurized water
reactor nuclear power units, which have been put into commercial operation in Octo-
ber 2018 and January 2019, respectively. The first phase of Haiyang Extraction Steam
Heat Supply, NuanheOne,was officially put into operation in November 2019, using the
existing auxiliary steam margin of the plant to achieve clean heating for 700,000 square
meters of residential buildings in the surrounding area. According to the calculation,
the project can save 23,200 tons of standard coal, reduce 382 tons of sulfur dioxide and
60,000 tons of carbon dioxide [3, 4], with significant environmental benefits.

In order to implement the national “14th Five-Year Plan” requirement of “carrying
out demonstration of comprehensive utilization of nuclear energy in Haiyang, Shandong
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Province” [5], Haiyang NPP, after completing the first commercial heat supply project
for nuclear power plants in China, has launched the phase II heat supply project of
NuanheOne, which has put into operation in November 2021. Covering the entire city
of Haiyang with clean heating, replacing 12 local coal-fired boilers [6] and supplying an
area of nearly 5 million square meters, Phase II heat supply project made Haiyang NPP
Unit 1 the world’s largest combined heat and power NPP unit [7]. In the first heating
season, the heat supply was stable for 143 days, reducing the consumption of raw coal
by about 180,000 tons [8]. The project achieves heat supply by extracting steam from
the High-pressure cylinder of the turbine of Unit 1. This paper will introduce the design
principles, scheme and impact assessment of the 1&C retrofit regarding cogeneration
heating system in detail.

2 Transformation of Mechanical System

The steam of phase Il heat supply project of NuanheOne is extracted from the cold section
of the high-pressure cylinder of Unit 1 turbine, which has a maximum capacity of 346t/h.
The mechanical structure of the turbine body can meet the steam supply demand without
changing. As shown in Fig. 1, each steam extraction pipe is connected respectively
from the two cold section steam discharge pipes of the high-pressure cylinder and these
two pipes converge to a steam main pipe where a manual isolation valve, a pneumatic
check valve and a Hydraulic-operated fast-closing control valve are installed to prevent
the turbine from water ingress and overspeeding, and to isolate the extraction steam
during the non-heating season. In the following process, the main pipe is divided into
two branches to connect respectively two separate heaters, and after heat exchange, the
condensed steam returns to the condenser of turbine. The relevant equipment is arranged
in the newly constructed house called Adjoining House which is adjacent to the steam
turbine building. In addition, 4 x 25% variable frequency circulation pumps are set up to
supply the pressurized and heated circulating water to the secondary heat station of heat
network outside of the NPP. The pressure maintaining and water supplemental system
will automatically track the system pressure for constant pressure water replenishment,
and the related equipment are installed in the First Heating Station (FHS) located at the
Balance of Plant (BOP) area of the NPP physical protection area (also called physical
security) [9].
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Fig. 1. Extraction Steam Process Diagram

3 I&C Retrofit Design

3.1 Main Design Principles

Several main principles and key points are considered in the 1&C retrofit design scheme
for combined heat and power of NPP units:

1) The design scheme should be fully evaluated and must not negatively affect the
existing I&C system of the NPP units (including both software and hardware).

2) Information and network security is a key aspect to consider in the design, and the
design must meet the requirements of relevant current regulations, standards and
codes.

3) Important protection and control signals shall consider redundant configuration and
the hard-wired signal transmission is preferred [10].

4) The design solution must fully consider the implementability of site construction,
installation and commissioning.

5) The I&C retrofit scheme must take into account the requirements from the department
of operation and management (e.g. different operation groups may have different
requirements for the monitoring of new equipment).
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3.2 1&C Overall Design Plan

The 1&C retrofit for combined heat and power purpose mainly includes the modification
of PLS (Plant Control System, the non-safety 1&C system for NPP units) located in the
turbine building as well as the PLC (Programmable Logic Controller) in the FHS. The
PLS is implemented via Ovation platform supplied by Westinghouse, which is used to
control and monitor the heating equipment located in the Adjoining House, while the
PLC (Siemens S7—-400 series) in the FHS is mainly to complete the monitoring of the
new Frequency converter and circulating pumps as well as other equipment arranged
in FHS. According to the design principles in Sect. 3.1 and the requirements of the
operators, the following overall design requirements was formed.

1) Monitoring requirements

The monitoring and control of the equipment in the Adjoining House (e.g. steam
pipes, heaters and related valves) is incorporated into the Main Control Room (MCR)
of the NPP units and monitored by the units operators, and the control is implemented
by PLS; the monitoring and control of the equipment within the scope of the FHS is
incorporated into the BOP Central Control Room and monitored by the BOP operators,
and the control is performed by the PLC controller located in the FHS.

2) Scope of PLS transformation

Considering the implementability of the transformation, a pair of Ovation-based
upgrade OCR controllers with an additional cabinet are added, which are more powerful
than the existing controller and can be perfectly interfaced with the existing PLS system
through proper configuration. With the new control cabinet, the equipment under the
control of the PLS can be monitored and operated from the MCR of the unit, including
all controlled equipment and measurement points on the extraction steam pipes, such
as Quick-closing control valves, extraction steam check valves, drain valves, extraction
steam pressure, temperature and flow measurement points, etc.. It also includes equip-
ment and measure points on the heaters in the Adjoining House, such as steam inlet
valves, drain valves, temperature measurement, circulating water inlet valve and outlet
valve, heater tank level, etc.

Considering the important parameters on the circulating water side at FHS
(e.g.circulating pump operation status, water supply flow, etc.) are closely related to
the heater operation in the Adjoining House and need the attention of the operator at
MCR, this part of information shall also be directed to the new PLS cabinet through the
remote PLC I/O (input and output) cabinet for remote monitoring of the operator at MCR
(shown in Fig. 2). The new PLS cabinet is connected to the switch in computer room
through fiber optic cable to realize the combination with the existing PLS platform.

1) Modification scope of BOP monitoring and control

The scope of BOP monitoring and control mainly includes the equipment at the
FHS, such as circulating water pumps, frequency converters, water make-up devices,
etc. Other information that needs to be monitored includes the status of circulating water
inlet and outlet valves of heaters and extraction steam flow at Adjoining House next to
turbine building.
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As the phase II heat supply project of NuanheOne added circulating pumps, fre-
quency converters, and other equipment in the FHS, the capacity of the original PLC
controller could not meet the needs of the new equipment, so the corresponding 1/O
modules were added on the basis of the original PLC configuration. The original S7-
300 series PLC was also upgraded to the more powerful S7-400 series controller. In
addition, a new PLC remote I/O cabinet was added, responsible for the signal exchange
between the new PLS cabinet and the PLC at FHS. The signals from the PLC remote
I/O cabinet is hard-wired to the new PLS cabinet, while the signals exchange between
the remote I/O cabinet and the PLC controller at FHS are via fiber optic cable. Despite
a local operator station is installed at the FHS, another operator station is also set up at
the centralized control room of BOP to realize the remote monitoring and control of the
heating system at FHS.

2) Cyber security considerations

From the definition and classification of 1&C system, PLS in turbine building and
PLC at FHS both belong to the category of Industrial Control System (ICS) [11], they
are classified together in Control Zone (also called Safety Zone I) in nuclear power
plants and defined as level 3 [12]. According to the requirements, the communication
between different safety zones or subsystems within the same safety zone or industrial
control system, which are divided according to different operational characteristics,
should be technically isolated [11, 12]. Therefore, taking into account the amount of
signals exchanged between the PLS and FHS PLC as well as the cost of deploying
equipment for information security protection, this project adds a new PLC remote
I/O cabinet and uses hard-wired access to achieve conservative and secure information
transfer.

3) Design of important protection and control signals

Important protection and control signals mainly refer to those signals that implement
protection and control function which may have a great impact on the safe operation
of NPP units in case of signal failure, such as discrete signals, e.g.Turbine Trip, load
Run Back (RB), turbine Overspeed Protection Control (OPC), Generator Circuit Break
(GCB) open, etc., and analog signals, e.g. MW Signal, Turbine first stage pressure,
Turbine exhaust pressure signal, etc.. These signals are involved in the interlocking
and protection logic of heating extraction Quick-closing valves, check valves and other
important equipment for heating (described in Sect. 3.3) and need to be hard-wired into
the systemto ensure the safe operation of the NPP units and the heating system [13].

As shown in Fig. 2, important control and protection signals are sent from the PLS
Drop 21/26/31 control cabinets to Drop 37 (the new PLS cabinet for heating) through
hard-wiring, while non-important signals for display, alarm and operation are commu-
nicated from Drop 37 to the DDS (data display and processing system) through optical
fiber to realize the monitoring and operation of heating equipment at Adjoining House
from MCR. It is worth mentioning that the OPC signal design is relatively difficult. On
the one hand, it has a response time requirement, which requires fast cut-off of heating
steam when the OPC is in operation (the whole processing cycle is less than 1s) in order
to prevent the turbine from overspeeding and water ingress. On the other hand, it is not
advisable to take the signal directly from the Relay cabinet of the Turbine Protection
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System, which will increase the difficulty of implementation and may introduce risks to
the Turbine protection system.These two requirements are contradictory. After studying,
the retrofit team creatively proposed the solution of collecting three signals from Drop 31
(turbine auxiliary system control cabinet) and at the same time reducing the processing
cycle in Drop 37, which not only solved risks of relay circuit expansion in the protection
cabinet but also resolved the issue of fast response.
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Fig. 2. Signal Exchange Diagram

3.3 I1&C Control Logic Scheme

1) Control Logic Design Principle
1&C control logic design is an important part of the digital I&C system application
software, and its design quality will influence the safe and stable operation of the NPP
units. The design of control logic mainly observes the following principles:

a. The control logic design must be subject to a strict functional design process,
including the mutual submission of information from different majors (mechan-
ical, electrical, I&C, etc.) within the design institute as well as the information
submission between the design institutes and 1&C system supplier.

b. The design of the 1&C control logic for heat supply must have relative indepen-
dence and can be separated from the existing 1&C platform, so that the independent
test and verification of the main functions can be carried out. The relatively inde-
pendent design is not only conducive to shortening the design and development
cycle of the software, but also conducive to the quick and efficient completion of
most of the field commissioning and verification work before the overhaul, to min-
imize the retrofit work during the overhaul (the overhaul leaves only 1-2 weeks
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for the modification of the I&C system), which is an important principle to be
considered at the beginning of the design.

. Carry out the impact assessment of the retrofit project on the existing I&C system

regarding both hardware and software, which is an important work that must be
considered before the modification of digital Instrumentation and Control system.
The purpose of the evaluation is to ensure that the impact of the software and
hardware changes from the project on the performance of the existing I&C platform
is acceptable.

2) Heat supply system IN/OUT logic
a. Extraction steam IN: When the NPP unit load is > 50% of the rated load, the local

hydraulic oil station(for Quick-closing valve) is ready, the operation of the steam
extraction is allowed to be put into operation.

. Fast cut-off of the extraction steam: When any of the following conditions is met,

it leads to Fast cut-off of the heat supply system:
@ Turbine trip
©® MGB Open
® OPC Action
@ Pressure Ratio (exhaust steam pressure /first stage pressure of high pressure
cylinder)
After the Fast cut-off occurs, it directly leads to the fast-close of the extraction
steam Quick-closing control valve (speed at 400%/s), check valve and electrical
shut-off valve, and the heat supply system will exit operation in about 1s.

. Slow cut-off of the extraction steam: Satisfying any of the following conditions

will result in Slow cut-off of the heating system:
@® NPP unit load < 50% of rated load
® Unit RB (Run Back)
® Heater level high 3
@ Heat load removal (all circulating water pumps stop)
® Manual exit

When the Slow cut-off occurs, the Quick-closing control valve on extraction
steam line closes slowly (speed at 1.667%/s), the valve position of the check valve
and electrical shut-off remain unchanged, and heat supply system will be out of
operation after about 1 min.

3) Control Logic of the Quick-closing Control Valve

The Quick-closing control valve is a hydraulic-driven valve used for control-

ling extraction steam flow. On site the valve is equipped with a set of independent
hydraulic oil station as well as a set of PLC controller for the control of the oil station
equipment and the local operation of the Quick-closing valve, but also for the inter-
face of the remote PLS command drive signal. According to the design requirements,
considering the large heat capacity in the heating system, there is no need to adjust
the valve frequently. Therefore, the Quick-closing control valve is designed to realize
the adjustment of heat supply by manual operation. The relevant control functions
are as follows:

a. Normal Operation: If the Extraction Steam IN exists and there is no signal of

Pressure Ratio, the a.Quick-closing control valve is allowed to open. If the signal
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of Pressure Ratio is present during the opening process, the valve will be blocked
to open further.

. Abnormal Operation: When the fast closing command, e.g. Turbine trip, MGB

Open, OPC Action and Pressure Ratio exists, the Quick-closing control valve
closes quickly.

. Command Tracking: at local control mode, the valve will be in tracking state and

the tracking value is the actual valve position feedback. While at Fast cut-off mode,
the valve closes at a rate of 400%/s and the valve closes at a rate of 1.667%!/s at
Slow cut-off mode.

. Remote/Local Control: the local PLC is equipped with a remote/local changeover

switch. When the remote control is selected, the valve position control command
from PLS sends a 4-20mA signal to the valve proportional valve via local PLC
to control the linear operation of the valve; when the local control is selected, the
manual button on the control panel of the local control cabinet can realize the slow
opening, slow closing and fast closing functions of the valve.

4) Design transients and Related Logic

During heat supply operation, the main design transients and responses are as

follows:

a.

When the electrical power is below 50% of the rated power, the extraction steam
check valve and the Quick-closing control valve are automatically closed after a
delay of 1 min to remove the heat supply.

. when RB occurs, after a 3s-delay it automatically closes the extraction steam check

valve and the Quick-closing control valve to remove the heat supply.

. When the water level of both heaters are up to high 3, extraction steam check valve

and the Quick-closing control valve will automatically close.

. When the generator is off the grid, it needs to quickly close the check valve as

well as the Quick-closing control valve to remove the heat supply.

. When turbine trip occurs, check valve and the Quick-closing control valve shall

be quickly closed to prevent turbine from entering water and overspeeding [14].
At the same time, the turbine trip signal also automatically opens drain valves on
the extraction steam pipes.

. When OPC operates, it quickly closes the check valve and the Quick-closing

control valve to remove the extraction steam.

. When the Pressure Ratio reaches low alarm, the Quick-closing control valve is

automatically restricted from continuing to open; when the pressure ratio reaches
low-low, both check valve and Quick-closing control valve are quickly closed to
cut off the heat supply.

5) Pressure Ratio Protection Logic

The steam extraction capacity of “Nuanheone” Phase II project is 346t/h, and the

steam flow can ensure flow adjustment in full range without the involvement of ICV
(turbine low pressure cylinder inlet regulating valve) to maintain extraction steam
pressure. However, in order to be sure of the safe turbine operation and avoid damage
to the last stage blades of high-pressure cylinder [15], a Pressure Ratio logic has still
been set up, and a low Pressure Patio alarm (0.171) will automatically restrict the
Quick-closing control valve from continuing to open wide (the valve can be closed
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at arate of 1%/s), and a low-low Pressure Ratio (0.165) is used to quickly cut off the
extraction steam to prevent the pressure ratio from continuing to deteriorate.
6) Function of Reactor-Turbine Power Matching

AP1000 nuclear reactor and turbine representing the first and second loop respec-
tively are in the reactor-following mode during normal operation of NPP, which is
achieved by the reactor tracking the turbine first stage pressure (representing turbine
load). The turbine load signal is derived from measurement of the turbine first stage
pressure, and it is calculated from turbine first stage pressure using the polynomial:
PTU = A0 + Al (TP) + A2 (TP?). (PTU is turbine load; TP is turbine first stage
pressure; AO, Al, and A2 are empirically determined coefficients which is 0.036%,
22.56%/MPa guage and -0.44%/MPa guage respectively.)

However, the current implementation uses a function generator with the data
points in the curve (Fig. 3). The reactor power control loop converts the first stage
pressure of turbine into the reactor thermal power according to the curve shown
in Fig. 3, and then generates the reference average temperature (Tref), and finally
regulates the reactor power by adjusting the control rods.

The first-stage pressure relationship curve will produce a certain deviation (less
than 0.43%) during heat supply operation than that in non-heat supply condition and
the impact after evaluation on the nuclear island related control system is small and
acceptable. The reactor control loop can retain the exiting curve and the corresponding
control logic does not need to be modified.
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Fig. 3. Turbine first stage pressure versus turbine load curve

4 Evaluation of Existing I&C System

The increase of I/O points in PLS system of this heat supply renovation is about 210
points which is not large scale, and the complexity of the control logic change is average,
but considering that the total number of points in the Ovation platform of the existing
PLS system is close to 200,000 points capacity limit and the number of DDB (Dynamic
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Data Blocks) of Ovation platform has reached 2804 (maximum allowed value 3072),
the impact on the overall performance of the existing system is not clear. Therefore,
it is necessary to conduct an overall evaluation for the existing PLS system, including
evaluation of the number of DDBs, network load and controller performance, etc. to
ensure that the impact on the overall performance of the 1&C platform after the heat
supply renovation is acceptable.

4.1 DDB Impact Assessment

Each type of points of Ovation system contains Dynamic Data, which are broadcasted
periodically to the Ethernet in the form of Ethernet frames (SNAP subnet access pro-
tocol) with DDB as carrier to realize real-time data exchange. Since the length of
LD/LA/RM/LP/LC types is 20/24/28/12 bytes respectively, the length of each point
is about 18 bytes by weighted average calculation, and the maximum length of DDB
according to Ovation user manual is 1400 bytes for Ethernet (4044 bytes for FDDI/CDDI
network), so this modification generates a total of 1822 Internal points, about 24 DDBs,
compared with 2804 before the modification, the increase is only 0.85%, the impact is
very small.

4.2 Network Load Assessment

The calculation of network load is mainly determined based on DDB and network band-
width. Since each DDB occupies 1400Byte, i.e. 1400*8 = 11200 bits, and the bandwidth
of this system is 100Mbps, so the occupied bandwidth of each DDB is 11200/100000000
= 0.0112%, and the number of original DDB is 2804, then it occupies 2804*0.0112% =
31.4%. Considering that 256 reserved DDB occupies 0.52% bandwidth and the original
total capacity is 31.93%. Therefore, with 24 new DDBs, the network bandwidth rises to
32.2%, but it is still lower than the design requirement value of 40%.

4.3 Controller Performance Evaluation

As mentioned earlier, a pair of upgrade Ovation controllers was added to this retrofit, and
the controllers were tested in simulated environment during the factory test to evaluate
the potential impact on the database as well as the newly added logical applications. The
results showed that the average cycle time and worst cycle time of the new processor
were significantly lower than those of existing processors, and the performance of the
new controllers was improved. Because new application function logic newly added in
this project is all performed in the new Drop controller and the other related Drops are
only responsible for sending out a small amount of signals involved in functional logic,
there is almost no impact on its own controller performance.

By evaluating the technical parameters that mainly affect the performance of the
1&C system platform, the results show that the I&C modification regarding heat supply
retrofit has no adverse impact on the performance of the existing Ovation platform.
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5 Conclusion

The 1&C system plays a key role in the safe and stable operation of the NPP units and
must be carefully modified. This paper introduces the technical strategy, evaluation and
design process of the 1&C retrofit for the first domestic nuclear power plant heat supply
renovation project, and puts forward many innovative design ideas in the absence of
reference, which not only solves the many difficulties of the project in terms of technical
difficulty, time constraint and implementability requirements, but also ensures the safety
and reliability of the overall I&C platform. Through factory testing, on-site commission-
ing and one district-heating season operation, the relevant I&C design has been fully
validated, providing a strong guarantee for safe and reliable long-term operation of the
NPP unit during the heating season. Due to some constraints, the design and evaluation
of this project still have certain shortcomings, further optimization and improvement can
be carried out in the subsequent “Nuanheone” Phase III 900MW heat supply project.
The design and recommendations of the I&C modification presented in this paper can
provide reference for the similar heat supply projects of the nuclear power units.
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Abstract. This paper briefly introduces the frequent occurrence of electrical fires
in China, analyzes in detail five failure modes in electrical fires, such as short cir-
cuit, poor heat dissipation, poor contact, overload and leakage, and analyzes the
current main domestic electrical fire monitoring methods according to the failure
modes. By studying the serious problem of false alarm in the process of resid-
ual current monitoring, the current follow-up technology is creatively developed,
which effectively avoids the “false alarm” problem of electrical fire monitoring
caused by the change of inherent leakage current.

Keywords: Residual current - Electrical fire - Current follow-up

1 Introduction

In recent years, electrical fires have occurred frequently in China, with casualties and
major property losses occurring from time to time. From 2015 to 2019, there were 1.452
million fires in China, with 7,723 deaths and 4,927 injuries, and direct property losses of
19.87 billion yuan. Among them, there were more than 498000 electrical fires, causing
a total of 2,795 deaths and 1,809 injuries, with a direct economic loss of 8.89 billion
yuan. The four indexes of electrical fire accounted for 34.3%, 36.2%, 36.7% and 44.7%
of the total fire statistics in China respectively. From 2015 to 2019, there were 408 major
fires nationwide, of which 234 were caused by electrical reasons, accounting for 57.4%
[1]. In the first half of 2020, there were more than 30 major fires, including 18 electrical
fires, accounting for 60%.

The electrical safety risk is still at a high level, and the fundamental characteristics
of electrical fires affecting the fire trend have not changed. In addition to the nuclear
reactor, the nuclear power plant also has power generation, transmission, distribution
and control. In order to ensure the safety of nuclear power generation, it is necessary to
monitor the operation status of electrical equipment through electrical fire monitoring
equipment to avoid electrical fire.
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2 Electrical Fire Electrical Fault Analysis

2.1 Short-Circuit

Once a short-circuit occurs in the circuit, the current in the circuit will increase sharply.
According to the heat theorem, the heat generated is proportional to the square of the
current, so the heat generated is huge, which makes the temperature of the circuit rise
sharply in a very short time, quickly exceeding the rated current of the circuit and
instantly exceeding the allowable range of the current. The resulting high temperature
will reach or even exceed the ignition point of surrounding combustibles, thus igniting
adjacent objects and causing electrical fires. In addition to the influence of temperature,
another influence caused by short-circuit is the high-temperature metal particles splashed
everywhere. These splashed metal particles can easily ignite combustibles with their own
ultra-high temperature, which leads to electrical fires.

Metal short-circuit and arc short-circuit are two different forms of short-circuit fault.
Metallic short-circuit refers to the melting and welding of conductors at the short-circuit
point. In addition to the large short-circuit current, it will also produce abnormal high
temperature, which will ignite the insulated conductor. The characteristic of arc short-
circuit is that the conductors at the short-circuit point are not connected together when
the short-circuit fault occurs, but the short-circuit point will produce spark arc with ultra-
high temperature, which can even reach more than 2,000 °C. Under this high temperature
condition, fire is easy to happen. Because the arc impedance is very large, it limits the
short-circuit current when the arc occurs, so generally, the overcurrent protection device
will not act and cannot cut off the power supply. As the power supply is still in arcing
short-circuit, it will continue to maintain, which is very likely to cause fire [2].

2.2 Poor Heat Dissipation

Electrical equipment will inevitably generate heat during use. The unreasonable design
of the heat dissipation system of the electrical equipment itself or the improper selection
of materials will cause the electrical equipment to not get timely and effective heat
dissipation, which will always be maintained at a relatively high temperature level, and
the combustibles around the equipment will be ignited due to the high temperature.

The main causes of electrical fire caused by poor heat dissipation include: the degra-
dation of heat dissipation capacity of electrical equipment with long operation time;
The design of the equipment is irrational or the materials have quality problems. These
factors can make the equipment unable to dissipate heat effectively. In addition, failure
to operate according to regulations or untimely cooling of equipment will also lead to
poor cooling.

2.3 Poor Contact

Various conductive circuits are composed of multiple conductive elements. Among them,
the two pieces are in conductive contact with each other through mechanical connection
to achieve conductivity, which is called electrical contact. Poor contact mainly occurs in
the connection between wires and electrical connectors, the connection between wires
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and electrical appliances, and the connection of electrical switches themselves. Poor
contact is mainly manifested in excessive contact resistance and contact vibration or
looseness. Therefore, there are three main reasons for fire caused by poor contact:

(1) Bad contact will cause excessive contact resistance and overheating, which will
ignite surrounding combustibles and cause fire.

(2) Short-circuit and fire caused by poor contact develop rapidly.

(3) Itis caused by loose switch and poor contact, causing arc or fire.

2.4 Overload

Circuit overload is another important factor causing fire. Overload will not directly cause
fire, but in the long-term overload line, it will cause the thermal conductor to increase
the temperature rise, accelerate the aging of wire insulation, and reduce the insulation
strength, which is easy to cause insulation breakdown and short-circuit. Under severe
overload conditions, the heat generated can ignite the surrounding combustibles and
cause a fire. Therefore, overload often leads to short-circuit, poor contact, leakage and
other faults.

2.5 Leakage

Affected by external forces and the environment, as well as the natural loss of insulation
aging, the leakage current from the flowing line of the building abroad, the infrastructure
attached to the low insulation material line of an object, in order to generate high-
temperature two-way flow, electric arc and electric spark caused the fire of combustible
combustion, which is called electric leakage fire.

The leakage fire caused by the live line low-voltage line is one of the more specific
and difficult to prevent. It is usually caused by short-circuit, overload and fire hazards.
Line leakage causes fire. Phase line and neutral line can occur between phase line and
land, but the most common is line to ground [3].

3 Main Monitoring Means

3.1 Residual Current

Residual current is one of the main causes of electrical fire. Residual current electrical
fire monitoring system can prevent the failure of distribution circuit by monitoring the
change of residual current value of the protected line. Residual current electrical fire
monitoring system is composed of residual current sensor and signal processing unit,
which can monitor the leakage current of the whole distribution circuit, and the alarm
value of the detector is set between 20 ~ 1,000mA,. It is usually arranged in the primary
or secondary distribution system, and can also be arranged in the tertiary distribution
system, so as to more accurately locate the fault location and provide convenience for
the troubleshooting of grounding faults [4].
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3.2 Equipment and Ambient Temperature

Temperature measuring electrical fire detectors are mainly used to prevent and control
overheating faults. The commonly used temperature measuring electrical fire detec-
tors can be divided into point based temperature detectors (such as thermocouples and
platinum resistors), wire based temperature detectors (such as optical fiber temperature
sensing and temperature sensing cables) and surface based temperature detectors (such
as infrared thermal imagers) according to their detection areas. These detectors generate
alarm signals by monitoring the temperature change of a certain distribution device or
electrical equipment (distribution cabinet, distribution box, connection part of distri-
bution line, electrical equipment, etc.) in the distribution system, so as to achieve the
purpose of preventing electrical fire. Its characteristic is that it is only effective for a
certain point or local range of the monitoring object.

3.3 Fault Arc

Short-circuit and poor contact are the main causes of electrical fire. Most short-circuit
faults can be solved by the function of power distribution system, and some short-circuit
faults show that short-circuit produces fault arc. At this stage, there is still a certain
blind area in the distribution system, which can not effectively monitor and protect such
faults. The main reason is that the short-circuit contact surface or the line impedance
that generates fault arc limits the size of short-circuit current, which often makes the
circuit breaker unable to reach the action conditions. This kind of fault is very harmful,
causing the insulation of the distribution line to carbonize and catch fire quickly, or
the flammable substances around the fault point are ignited by local high temperature,
resulting in electrical fire. The fault arc type electrical fire monitoring detector is an
electrical fire detection device that can identify the fault arc. It is convenient to access
the existing electrical fire monitoring system, and can monitor the voltage, current and
fault arc data of the monitored line or equipment in real time. It can send an alarm
signal immediately after the fault arc monitoring value exceeds the alarm threshold.
This technology can effectively make up for the shortcomings of the existing electrical
fire detection technology, and effectively reduce the electrical fire caused by the fault
arc by early warning or cutting off the fault power supply [4].

3.4 Pyrolysis Particles

Pyrolysis particles refer to the smallest particles that exist in a free state when a substance
is heated. Pyrolytic particle detector refers to a detection device that uses advanced detec-
tion means to detect pyrolytic particles emitted by insulating materials heated in the air.
Due to the use of a variety of composite detection means and advanced software design,
it can improve the sensitivity and accuracy of detection. It is a new type of electrical fire
detection device. Pyrolytic particle type electrical fire monitoring detectors are gener-
ally configured in the primary or secondary low-voltage distribution cabinets, network
cabinets in large data centers, important communication equipment cabinets in commu-
nication base stations, etc. by detecting the concentration of pyrolytic particles emitted
by the insulation sheath of wires when various equipment and wires are overheated, fire
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alarm prediction is carried out. It fills the gap in the monitoring of distribution equipment
and helps to realize the early warning of electrical fire in distribution equipment.

4 Residual Current Test Principle

By comparison, the residual current electrical fire monitoring system has the advantages
of wide monitoring range, wide application range and long pre tightening period. At
present, the method of measuring residual current is that three phase lines and N lines
pass through the residual current transformer at the same time [5].

According to vector analysis, under normal conditions, when the three-phase currents
are basically the same, the vectors of the three-phase currents differ by 120° respectively.
It should be noted that assuming that the alarm value is set to Sgjarm = 300 mA, the
following analysis is made to see what the difference is between the abnormal currents
of each phase in this case.

Assuming that the current of each phase is basically balanced under normal condi-
tions, the residual current amplitude after synthesis is S, = 30 mA, the included angle
with phase A is a = 30°,The abnormal residual current of each phase is SFa - SFb

~ SFc, which is calculated as follows.

SFa = /S% . — S2Sin*a — SnCosa

SFb = \[S2,,,, — S3Sin*(60° + @) + SnCos(60° + o) (1)
SFe = \[S% + S2-251Satarm Cos(120° + @)’

alarm

Put Sgiarm = 300mA, S, = 30mA, o = 30° can be obtained by substituting
into formula (1): SFa = 273.6 mA -~ SFb = 298.5mA - SFc = 326.3 mA, The max-
imum difference between the sensitivity of each phase is SFpnax = |SFa — SFc| =
[273.6 — 326.3| = 52.7mA.

In fact, due to the poor balance between the residual currents of each phase, if the
residual current amplitude after synthesis reaches 80\,mA, the included angle with the
standard phase A o = 30°. When the alarm value is still 300\, mA, S; = 80mA, o =
30°, Substitute formula (1) to obtain: SFa = 280.0mA ~ SFb = 289.1 mA ~ SFc =
371.4 mA, The maximum difference between the sensitivity of each phase is SFnax =
143.4mA.

This shows that if the system alarm value is preset to 300\, mA, the abnormal residual
current value required becomes smaller, that is, the alarm sensitivity becomes higher.
When phase a reaches 228\, ma or phase B reaches 289\, ma, it may alarm. In fact, this
is also a false alarm [6].

5 Residual Current Follow-Up Threshold Alarm Technology

Through the test, it is found that in the current power system, switching power supply,
thyristor voltage regulation and frequency conversion equipment are widely used, so a
large number of harmonics are generated, of which the third harmonic of power frequency
is generally the most influential. At the same time, when the power cable transmits
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power, the existence of distributed capacitance and distributed inductance between the
conductors in the cable forms the leakage current caused by the distributed capacitance
to the alternating current, which is the so-called “inherent leakage” current.

Residual current value = inherent leakage current value + fault leakage current value

2)

Through the research, it is found that the inherent leakage current changes with the
number of electrical equipment. The more electrical equipment is turned on, the greater
the inherent leakage. The leakage current value is concentrated in the range of 10—500
mA, and some can exceed 1000 mA. The inherent leakage problem cannot be solved, and
there are a lot of “false alarm” problems in the application of residual current electrical
fire monitoring detectors.

According to the two-year follow-up survey of dozens of users of electrical fire
monitoring systems in major cities across the country, it is found that the magnitude of
all residual currents is constantly changing and changing regularly. However, the alarm
threshold of the electrical fire monitoring detector is preset, which leads to different
alarm sensitivity, sometimes high and sometimes low, resulting in a high false alarm
rate. Figure 1 shows the residual current curve of an actual test.
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Fig. 1. Inherent leakage current curve of actual test

For convenience of explanation, Fig. 1 is simplified to Fig. 2.

It can be seen from Fig. 2 that the inherent leakage current is relatively large during a
and C. at this time, as long as there is residual current superposition, it is easy to exceed
the alarm threshold and alarm occurs. At this time, the alarm sensitivity is very high;
During period B, the inherent leakage current value is low, and even if there is a large
fault leakage current, the alarm may not be given. At this time, the alarm sensitivity is
very low. According to statistics, the false alarm rate of the current electrical fire alarm
system is 75—90%, which is the main obstacle to the popularization and application of
the electrical fire alarm system.
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Fig. 2. Simplified inherent leakage current curve

The data of three-phase working current, leakage current and three-phase voltage in
the distribution room have been measured and recorded continuously for one year. In
the analysis of its data, the magnitude of the inherent leakage current changes with the
number of electrical equipment. When most of the electrical equipment stops working,
the value of the inherent leakage current is very small, even negligible (generally less
than 10mA), but when most of the electrical equipment starts working, the value of the
inherent leakage current also increases. This feature is common in all electrical units, as
shown in Fig. 3.
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Fig. 3. Phase current and inherent leakage current monitoring

In Fig. 3, blue is the actual leakage curve. It can be seen from the figure that the
inherent leakage current is closely related to the working current. As long as the working
current increases, the inherent leakage current must increase at the same time. This shows
that when the electrical equipment is not working, the inherent leakage current is small,
and when the electrical equipment is working, the inherent leakage current becomes
larger. There is a clear correlation between the leakage current and the working current,
which is the theoretical basis of the follow-up alarm system.



Research and Application of Current 231

The basic design of the follow-up threshold alarm system is that the setting of the
alarm value is no longer a fixed straight line, but a curve that follows the change of
the leakage current. The alarm value is formed according to the change law of working
current in a week. The leakage current curve will not always follow the current curve. As
long as there is a sudden fault with a large residual current, the residual current will exceed
the alarm value curve and generate an alarm by superimposing the inherent leakage
current; In addition, the leakage current cannot be allowed to increase indefinitely, and
the alarm value also increases arbitrarily. A fixed high limit alarm value is also set. As
long as the residual current is higher than this fixed alarm value, the detector will send
an alarm.

If the follow-up alarm threshold keeps following the inherent leakage current, it
will never alarm. In fact, it must alarm in the following two cases: one is the sudden
leakage current, which is when someone connects the temporary electrical equipment in
the distribution line. It happens that the equipment has a large leakage, and the leakage
current instantly exceeds the follow-up alarm threshold, and the leakage alarm will occur;
There is also a gradually increasing leakage current. For example, when the insulation
of the conductor is aging gradually, the leakage current will gradually increase. When
the insulation resistance is suddenly broken down, the leakage current will suddenly
increase greatly. At this time, the follow-up threshold alarm system will also give an
alarm, so the follow-up threshold alarm system will not form a situation of never giving
an alarm. Generally, the difference value of follow-up is set at 100—200 mA. The specific
follow-up threshold is shown in the pink curve in Fig. 3.

In fact, the follow-up alarm technology also has the last “line of defense”. After
setting the follow-up alarm threshold, a relatively high fixed alarm value is also set,
which is generally set at about 900—1000 mA. No matter how the fixed leakage value
changes, as long as it is greater than the last line of defense, the detector will also send.

6 Conclusion

After statistics, compared with the ordinary fixed threshold alarm detector, the false
alarm rate is 1.5%, which is significantly lower than the original 50-60% false alarm
rate after using the “follow-up threshold alarm” technology. The test shows that the
false alarm rate of the detector with follow-up threshold alarm technology is 98% less
than that of the residual current detector without follow-up technology, and the effect is
remarkable.
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Prediction of Electromagnetic Shielding
Effectiveness of DCS Cabinet Based on Neural
Network
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Abstract. The shielding effectiveness (SE) of structural components is one of the
important indicators of electromagnetic compatibility (EMC) performance, and it
is related to the size, material, frequency and test points position in the structure.
The measurement of SE is governed by a variety of factors. SE of structural
components is affected by the measuring antenna size which is adopted to different
frequencies and the testability of certain observation points. To address this issue,
this paper introduces an example of the SE of DCS cabinet of nuclear power
plant control system, where the neural network algorithm was used to build the
relationship between spatial location and SE in the cabinet at specified frequency,
so that the SE of unknown points could be predicted by the SE of known points.
Besids, the model parameters were optimized by training with a large amount of
data, the HPR1000 safety-class DCS cabinet was adopted for the verification, and
high prediction accuracy was obtained.

Keywords: Neural network - Electromagnetic shielding effectiveness -
Prediction - DCS cabinet

1 Introduction

Electromagnetic shielding, commonly referred to as shielding, reduces or ideally pre-
vents the coupling of unwanted electromagnetic energy from the outside environment
into an electronic device, and it also reduces the transmission of undesirable emission
from the device to affect the outside environment. Generally, shielding can be achieved
by using a suitable conducting or metallic screen as barrier between two regions. But
it may be noted that the perfect shielding of a device is impractical because of many
intentional discontinuities of the barrier walls, which are required as the input and output
accesses of the device.

The question of how to determine the protective properties of a shield against electro-
magnetic disturbance is difficult one to be addressed, even in frequency domain. Accord-
ing to conventional standard measurement procedures (IEEE Standard 299-1997), only
the electric or magnetic SE of the empty shield is measured and the SE is doomed to

© The Author(s), under exclusive license to Springer Nature Singapore Pte Ltd. 2023
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vary with positions. And since the shield usually forms a cavity resonator with internal
resonances, the shielding effectiveness (SE) breaks down at the cavity’s characteristic
resonance frequencies. In addition, it becomes a function of frequency.

In engineering project, SE measurement is limited by the number and space arrange-
ment of sensors, and sensors are not able to be set at an ideal site. In addition, due to
design flaws or limited test condition, not all spatial location can be effectively measured.
Therefore, taking neural network (NN) algorithm to predict the cabinet electromagnetic
SE, and taking some measurable sites to predict other measurable or non-measurable
sites, can effectively predict and calculate the SE of some key points in the cabinet.

2 SE Calculation

Shielding can be specified in terms of the reduction in magnetic and/or electric field
strength caused by the shield. It is convenient to express this SE in units of decibels (dB)
[1]. Use of decibels permits that several shieldings produced by various effects can be
simply added to obtain the total shielding. SE is defined for electric fields as:

SE =20log Eo (1)
E;
and SE can be also defined for magnetic fields as:
SE = 20log Ho 2)
H,

In the equations above, Eo(H)) is the incident field strength, and E (H)) is the field
strength of the transmitted wave from the shield. In the design of a shielded enclosure,
there are two primary considerations: (1) the SE attributed to shield material itself. (2)
the SE attributed to discontinuities and apertures of shield.

This equation can be adjusted into a form which corresponds better to the physical
mechanisms of the shielding effect. This adjustment is described in publications [2] and

[3].
SE=R+A+M

where the individual characters indicates are:

R —attenuation by reflection.

A —attenuation by absorbent.

M —attenuation by multiple reflection.

In the near field, the electric and magnetic fields must be considered separately,
because the ratio of them is not constant. In the far field, however, they combine to form
a plane wave which having an impedance of 377 €2. Therefore, when plane waves are
discussed, they are assumed to be in the far field.

For any electromagnetic wave, the wave impedance is defined by

7= |I2K 3)
o+ jwe

For plane wave in the far field, Zj is also equal to the wave impedance. For free space,
Zy equals 377 Q.
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3 Algorithm Implementation

3.1 Design of BP NN Algorithm

At the specified frequency, the SE is in accordance with a nonlinear logical relationship
to the spatial coordinates. The BP NN is capable of fitting this nonlinear relationship by
training with large data.

The basic principle of BP NN is to propagate the error from back layer to front
layer, and calculate the hidden layer error. Based on the least squares and gradient
search methods, the difference between actual value and desired value of the output
can be minimized. A BP NN consists of input nodes, output nodes, and one or more
hidden layers nodes, with the input and output nodes respectively corresponding to the
independent and dependent variables of the regression model. Models of input-output
relationships can be used to describe the nonlinear relationships between them, and to
describe relationship of discrete data or complicated expressions. The BP NN model can
not only approximate the input-output relationship between the discrete data points, but
also describe the relationship between other data points of the discrete points.

Based on the analysis above, the following BP NN model can be achieved. A model
consists of three-input and single-output was designed,where three inputs correspond
to three spatial locations and output corresponds to shielding effectiveness. The neuron
nodes in an intermediate layer receive the input signals from the previous layer, then
combine their weights, and compare the total input value with the threshold value of
neuron, whose output is to be processed by activation function. Assume that the weight
between node i and node j is wy;, and the threshold of node j is b;. Input value is x;, and
output S; can be expressed as

m—1
Sj= Z WijXi + bj @
i=0

The Sigmoid function is chosen for the activation function, and is as shown in Eq. (5).

f(x) = sigmoid(x) = &)

14+e*

3.2 SE Prediction Model Based on BP NN Algorithm

The input data should be normalized before substituted into the model, and then the final
output should be denormalized.
The algorithm implementation flow is shown in Fig. 1.

(1) Model Training

The relationship between input and output should to be mined and trained with a
large amount of data. After training with a large amount of labeled data, the weight
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Fig. 1. Algorithm implementation flow

matrix and bias array of the NN are gradually updated to reach the final state of the
model.

(2) Model Simulation

After the training of the model, the coordinates of the position to be predicted are
taken into the well trained model, and then the predicted value of SE at a specified
frequency can be obtained by the NN.

(3) Model Preservation

In order to take the model to be used repeatedly, the key parameters of the network
model should be saved, so that the NN can be quickly reconstructed in an appointed
unknown applications. The key parameters to be saved include the number of layers, the
number of neurons for each layer, the learning rate, the weight matrix, the bias array,
and the maximum and minimum values of each variable.

4 Case Study

4.1 Analysis Subjects

In this research, a typical DCS product produced by NPIC (Nuclear Power Institute of
China) is selected, which has been used in HPR-1000 nuclear power plant in China. In
some applications, shielded cabinets are necessary, because the electromagnetic envi-
ronment at the intended operational condition could be too severe for the electronic units
inside the cabinet. This may also be true because the external electromagnetic environ-
ment needs to be protected from the electromagnetic emissions from the electrical or
electronic units inside the cabinet. Cabinet shielding requires metal cabinets or plastic
cabinets with highly conductive metal-coated surfaces (plastic with conductive fillers is
very difficult to use effectively). Very careful attention should be paid to detail design and
assembly, to insure that the shielding provided in the cabinet is not be ruined. Shielded
cabinets with shielded windows and ventilation with excellent EMC performance can
be gotten from a number of manufactures. But they may be easily ruined completely by
apertures for doors, drilling holes, poor filter, poor cable shielding or shield bonding, or
open doors.
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Fig. 2. (a) typical DCS cabinet, (b) SE geometry model, (c) probe distribution.

Typical power plant should be thought as a series of nested boxes, with outer architec-
tural shell as the outer box, the control room as the second smaller box, the equipment
rack in the control room as the third smaller box, and the chassis in the rack as the
lowest level box in the nest. The shielding (and grounding) should be considered from
the lowest level, where the sensitive electronic system is ultimately located, outward
to potential EMI (electromagnetic interference) aggressors at each nesting level [4]. In
case of an operating power plant, a few of these boxes will be provided with complete
electromagnetic shielding, but the others will be provided with some specific form of
EMI protection [5].

In the existing general electromagnetic compliance test, the SE of the cabinet is not
a testing item, and it will not be taken into consideration until the radiation emission or
radiation susceptibility test fails [6]. In this paper, a cabinet of the safety-related DCS
is modeled and the SE of the cabinet is studied. The cabinet is 0.8 m length, 0.8 m
weight and 2.2 m high. Most locations exist in the cabinet and the SE differs from each
other, while a proportion of the locations are difficult to measure. As the results of the
random nature of signals, real systems also demonstrate statistical behaviors in their
parameters and responses, including their EMC performance. So, the EMC evolutions
of the locations should also be predicted. Figure 2 shows the real product picture and
model of a DCS cabinet, and massive number of probes in the model can be seen. In the
simulation model, the incident plane is in front of the cabinet and it is invisible.

4.2 Construction of BP NN Model

The NN is designed with 3 layers, where the number of input and output layers coincide
with the number of input and output variables, and the numbers of neurons are 3 and 1
respectively. The number of neurons in the hidden layer can be obtained by experimental
debugging. The comparison of the effect of different number of neurons in the hidden
layer is shown in Fig. 3.
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Therefore, the NN was finally designed with three layers which consist of 3, 15 and
1 neurons respectively. The NN model for SE prediction is shown in Fig. 4.

Input layer

Hidden layer

Output layer

Fig. 4. NN model for SE prediction

The learning rate was set to 0.2 and trained 1000 times to avoid overfitting or
overlearning. The error in the training process is shown in Fig. 5.

It is obviously shown in the figure that the training process could effectively reduce
the error and improve the fitting effect.
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4.3 Analysis of Experimental Results

NN model was obtained after training, and predicted SE value could be obtained by
applying the appointed coordinate data into the model. The prediction and actual SE
value was compared to get the evaluation (Table 1).

Table 1. Comparison of predicted results and SE at operating frequencies.

Point number | Coordinate X | Coordinate Y | Coordinate Z | measured SE | predicted SE
1 2.00 5.58 7.5 95.11 101.44
2 2.00 9.17 13 77.20 95.82
2.00 13.65 6.71 85.33 92.39
30 6.57 14.55 2.00 86.38 90.45

Root Mean Square Error (RMSE) could be used to aggregate errors in various predic-
tion values, and is commonly used in the evaluation of predictors. The RMSE is defined
as shown in Eq. (6).

RMSE =

n
Z (Xobs,i - Xmod el,i)2

i=1

n

(6)
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where Xopsi denotes the predicted value, Xmodeli denotes the measured value, and n
denotes the number of points.

Based on the experimental results, RMSE was calculated as 0.1110, according to
Eq. 6. It could be seen that DCS cabinet electromagnetic SE prediction based on NN
method had a high prediction accuracy.

5 Conclusion

Based on BP NN algorithm, the model of electromagnetic SE for DCS cabinet can be
constructed by mining the relationship between location and the SE at specified operating
frequency. This paper shows that the model used to predict SE of cabinet can be well
fitted, and is important for the predicting and evaluating the SE where no sensors are
arranged in a cabinet.

The project was funded by Sichuan Provincial Science and Technology Fund for
Distinguished Young Scholars (2020JDJQ0068).
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Abstract. The DCS configuration design process involves a large number of vari-
ables and multiple lists, and designers need to spend more time on the preparation,
checking and maintenance of the lists. Manual compilation of files is a lot of work,
and prone to human error. In this process, the use of automatic software to assist in
the design can effectively improve efficiency. Based on the practical requirements
of safety-class DCS design project of a nuclear power plant unit 1 and 2, this
paper designs and implements a set of automatic generating and checking system
of accounting list, which implements the automatic generation and typesetting of
list files, and obtains good application effect.

Keywords: LabVIEW - DCS - Listing report - Automatically generate

1 Introduction

The process of designing and manufacturing DCS (Digital Control System) involves a
large number of list files, including IO lists, set value lists, network signal lists, etc. Due
to large quantity of control stations and variables in each station, the list is usually long
and error-prone, so automatic software needs to be designed, to improve the efficiency
of design and reduce errors. Some lists need to follow the relevant specifications and
is prone to errors, so integrated checking methods and tools are particularly important
[1].The automatic software can be developed with traditional languages such as C and C
+ +. But for non-professional developers, the visual graphical programming software
is simpler and easier to be understood, such as LabVIEW, and is more convenient for
processing tabular data [2]. The flexibility and functional integrity of LabVIEW is very
powerful, which makes it ideal for developing human-machine interface programs.

LabVIEW is developed by NI (National Instruments), whose advanced and conve-
nient graphical development method is widely used today [4].With the help of the file
development interface in LabVIEW, an automatically generating and checking software
can be developed by reading the data exported from maintenance engineer station (MTS)
and generating or checking DCS design list according to the specified file format.
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2 Functional Requirements Analysis

The design process includes system design, software design and hardware design. When
system design is completed, the software design and hardware design can be carried out.
Software design and hardware design are related, and it is necessary to ensure consistency
between them. Moreove, the number of these documents is large, and manual checking
of their relevance is prone to error. In addition, a standard format of software design is
also necessary, which takes much time to design manually. The detailed requirements
are analyzed.

2.1 10 Variable Configuration Check Function

The software configuration determines the quantity and content of 1O variables, specif-
ically signal variable name, unit, cabinet number, chassis number, signal description,
etc. The hardware wiring diagram includes slot and channel, from which IO distribution
list can be obtained [5]. And then, the software configuration designers complement
the configuration location of the variables in the MTS. Content should be consistent
between software design and hardware design. However, human error will be caused in
the interaction, especially when the hardware and software design is upgraded.

2.2 Set Value List Generation Function

Set value list should be generated by information such as variable name, data type, initial
value, unit, station number, upper limit, lower limit, description, function diagram page
number, remarks, and version based on the parameter variables, which can be got from
MTS.

2.3 Network Signal List Generation Function

Network signal list includes variable name, data type, device type, input network variable,
station number, cabinet, chassis, slot number, channel, source network variable, source
network variable station number, opposite end routing, description, function diagram
page number, remarks, version, etc. Network signal list should be gathered to form a
file.

3 Solution

3.1 IO Variable Configuration Check Function Design Implementation

The IO list shows the variable settings of the DCS and the location assignment of the
variables in IOmodule. The IO list is the interactive part between the software design
and the hardware design. Parameter configuration is usually completed by software
configuration designer, and then the hardware designer supplements the location allo-
cation information of the variable in the card. Therefore, the variables of the list should
be consistent.In engineering practice, due to the large workload, the variables may be
duplicated or reduced due to human error. The comparison of the software design with
the hardware design enables the above error checking. Automaticcheck is shown in the
following flow chart (Fig. 1 and 2).
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The main program is designed with user event processor framework, which is mainly

divided into 6 events processing branches, as shown in Fig. 3.
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Fig. 3. Event processing branch
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Timeout event does not perform any operation and the program waits for user input,
and the front panel close event signify that the program exits when the user closes the
program. Several other events handle variables such as Al, AO, etc., separately.

3.1.2 Function Implementation

The check functions of various variables are implemented similarly. Take Al as an
example, the program design is shown in Fig. 4.

Fig. 4. Main program design

The procedure processing flow is as follows.

Step 1, read the IO variables list and get all the 10 variables properties, stored in
array 1;

Step 2, read the IO distribution list, get the IO channel distribution and other informa-
tion of the hardware design, delete the spare channels and table headers, get the hardware
IO distribution list, and store it in array 2;

Step 3, the loop body, traverse the variables of array 1, and find each variable in
array 2. If the same variable is found, enter the comparison program module, and get
the comparison result, mark the comparison result to record (stored in array 1), then
delete the variable of the line of array 2. Otherwise, the current variable is marked as
“not found”, and the loop ends after comparing all variables in array 1;

Step 4, save array 1 as the comparison result and save array 2 as the ungrouped 10
variable list.

According to the logical structure, the program can be divided into several parts: A
file reading module, B pre-processing module, C inspection module, and D result output
module.

3.1.2.1 File Reading Module
The structure of the variables is shown in Fig. 5.

variable i, |ite cabinet |chasziz |board [channel |up low
datatype lunit class

- .., [deseripticn |alg page
nane nunber nunber [number |number|number |limit |limit

cooling

HL0JEV30! . . - " air flow | oo

crops | enste | ma | st | an | s20 | 1 |76 | 1 20| 4| a0 |TEVS0034
5

Fig. 5. Variable list structure
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The structure of the IO distribution list is shown in Fig. 6.
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Fig. 6. 10 distribution list structure

The file reading module uses ActiveX to read Excel, which is implemented in Fig. 7.
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Fig. 7. File reading module

3.1.2.2 Pre-processing Module
The table headers and backup channel in IO distribution list data are deleted, and only
the variable data with channels already distributed are retained, as shown in Fig. 8.

10 distribution list

effective data

Fig. 8. Pre-processing module
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3.1.2.3 Inspection Module
There are four comparison modules, namely Al, AO, DI and DO variable attribute
comparison module.

Take the comparison of Al variables as an example, the comparison items include
unit, station number, cabinet number, chassis number, slot number, channel number,
etc.. The “cabinet number” checking uses a conditional structure to characterize the
one-to-one mapping between the software IO list and the hardware 1O distribution list
of “cabinet numbers” (Fig. 9).
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Fig. 9. Comparison of IO variable properties

3.1.2.4 Result Output Module

The output is represented in a table, with the first few columns describing the details
of the signal and the last column listing the comparison error. The output result table is
shown in Fig. 10.

3.2 Set Value List Generation Function Design Implementation

3.2.1 Human-Machine Interface and Event Branch Design

QMH (Queued Message Handler) framework, also often called producer/consumer
design pattern, is the most basic design pattern in multi-threaded programming. This



Design and Implementation of DCS 247

variable : site cabinet[chassis |board [channel |up low ind i check
datatype |unit class imi 3ios, |deseription |alg page
name number number |number |number|number [limit |limit result

cooling N
H10JEV30 ® ) . sir flow | oo d:;:crxpt
cropy | 2neles | mA 51 Al 620 1 7 1 20 4 10JEV30BROZ JEVSO03A(  ion

error

5

Fig. 10. Structure of the output result table

example consists of 2 main loops, one with an event structure to handle human-machine
interaction and the other loop responsible for analyzing and processing data, whose
source is the data inserted into the queue from the previous cycle.

3.2.1.1 Set Value List Front Panel

The front panel mainly has inputs such as site number, site name, project name, project
code, document name, document number, body generation button, co