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Overview of Supply Chain Risk 
and Disruption Management Tools, 
Techniques, and Approaches 

Towfique Rahman, Sanjoy Kumar Paul, Renu Agarwal, and Ruhul Sarker 

1 Introduction 

The influence of supply chain (SC) risk and disruption management on business 
performance and operations has been widely studied and discussed by scholars 
and practitioners for the last two decades. In recent years, the focus of SC risk 
and disruption management studies has shifted from relying on historical data to 
understanding the probability of occurrence and magnitude for each event that can 
materially disrupt operations, including identifying the top SC disruptions such 
as poor supplier performance, forecasting errors, transportation failures, etc. (Paul 
et al. 2021a, b). These traditional methods do not manage disruptions caused by 
unforeseen events, as evidenced by the recent Coronavirus (COVID-19) pandemic 
that caused large-scale and long-lasting disruption; its effects highlight the need 
for resilient approaches to managing risk and disruption in SCs due to unforeseen 
events (Chowdhury et al. 2021). 

Today’s disruptions of SCs are referred to as ‘unknown unknown risks’, because 
they are unidentified. The timing and locations of this category of risks are unpre-
dictable despite the fact that businesses are operating in a VUCA (volatile, uncertain, 
complex, and adaptable) environment. Unfortunately, it is not possible to eliminate 
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all risks from unknown unknowns, large and small, in SCs (Modgil et al. 2021). 
During the recent COVID-19 outbreak, SC operations were adversely affected by 
an unknown unknown risk on a large scale (Paul et al. 2021a, b). Because of social 
distancing and lockdowns during the COVID-19 outbreak, manufacturing capacity 
has been dramatically reduced (Rahman et al. 2021a, b), the distribution and trans-
portation networks have been disrupted severely (Mu et al. 2021), the supply of 
essential products has been notably disrupted (Gholami-Zanjani et al. 2021), social 
and environmental sustainability practices have been adversely affected (Nicola et al. 
2020), employee’s health and safety issues have increased (Rehman and Ali 2021), 
and the financial performances of SCs have been significantly reduced (Razavian 
et al. 2021). 

The primary focus of SC management is on maximizing profits and returns on 
investment; hence, managers devote less time and resources to risk and disruption 
management since they think risk management’s return on investment is ignored. 
The COVID-19 outbreak has proven them wrong. According to a study conducted 
by the Australasian Supply Chain Institute, only 45% of organizations have devel-
oped a business continuity and resilience plan, and only 6.12% of organizations are 
able to manage risks, rated as ‘excellent’ in this category (Majumdar et al. 2021). 
As a matter of fact, most organizations do not have a risk management plan and 
do not consider the resilience of their SCs. Most managers design their SCs so that 
cost-efficiency is maximized at the expense of resilience, sustainability, and other 
risk management practices (Modgil et al. 2021). In spite of the fact that a cost-
effective SC may be seen as a lucrative option in the short term, it might not last 
if managers only focus on maximizing profits and saving money (Gurtu and Johny 
2021). Considering the recent COVID-19 pandemic, SC risk and disruption were 
significant, unpredictable, and disastrous. Therefore, it is important to examine this 
category of unknown unknown risks as well as the disruptions this category of risks 
may cause. In order to effectively manage SC risk and disruption, we need greater 
insight into different dimensions of risks, their causes and sources, tools for assessing 
them, strategies for ensuring SC resiliency, methods for long-term recovery, manage-
ment approaches for implementing risk and disruption management tools and tech-
niques, and strategies for overcoming barriers to implementation. Future megatrends 
require SC business models to change in order to manage risks and disruptions of 
this category in innovative ways. 

This chapter explores SC risks, disruptions, and their effects. This chapter also 
explores the sources of SC risks, vulnerabilities, and uncertainties. Given that the 
COVID-19 pandemic has disrupted global SCs and raised numerous problems, 
this chapter also investigates large-scale SC disruptions and their long-term conse-
quences. The chapter further discusses resilience strategies to manage SC risks and 
disruption as part of an SC risk management approach. In this section, SC sustain-
ability, adaptability, and viability are also briefly discussed. Finally, tools, techniques, 
and approaches applied in SC risk management are described in this chapter, so 
academics and professionals can better understand how to manage SC risks. Conclu-
sions are drawn that highlight future research directions for the study of SC risk 
management.
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2 Supply Chain Risks and Disruptions 

Supply chain risks are divided into two categories: “micro risks” and “macro risks” 
(Gupta and Ivanov 2020). Micro risks in SCs arise primarily as a consequence of daily 
operational issues such as unexpected supplier failures, equipment failures, manu-
facturing shut-downs, port congestion, lead time changes, and late delivery owing to 
transportation limitations (Shekarian and Mellat Parast 2021). Macro risks, on the 
other hand, are often brought about by large-scale disruptions like natural disasters, 
disease outbreaks, and pandemics (Can Saglam et al. 2020). Unpredictable accidents 
in SC networks can destabilize the balance and profitability of SCs; they must be 
handled to re-establish balance and manage possible risks and disruptions. Unpre-
dictable events might include unexpectedly large orders, demand spikes, supplier 
supply delays owing to operational risks, production unit malfunctions, and so on 
(Blackhurst et al. 2018). Risks arise as a result of SC insecurity. Micro and macro 
interruptions in SC networks may wreak havoc on operations. Natural disasters, 
geopolitical unrest, terrorist attacks, epidemics, and pandemics all add to the SC’s 
insecurity. Uncertainty creates risks, resulting in the disruption of SCs. Deviations 
from the planned structure of SC networks are caused by a variety of circumstances. 
Purposeful and non-purposeful deviations can both impact SC choices, causing SC 
uncertainty (Macdonald et al. 2018). Theft, terrorism, and financial diversion are 
examples of purposeful deviations. A non-purposeful divergence may be caused by 
environmental, economic, or technical factors (Scala and Lindsay 2021). Natural 
disasters, diseases, and pandemics, such as the recent COVID-19 pandemic, are 
all examples of unintentional environmental deviations. Non-purposeful economic 
deviations can have a variety of repercussions, including bull-whip effects and 
supply-demand variations. 

Numerous causes of uncertainty in SCs have been found by researchers, resulting 
in risks, disturbances, and disruptions. An overview of the causes of SC risk is shown 
in Fig. 1, taken from the literature (adapted from Ivanov and Sokolov (2010)). 

Sources of SC risks 

Risks connected 
with human 
thought and 

decision-making 

Technical and 
operational 

risks 

Economic risksEnvironmental 
risks 

Fig. 1 Sources of risks in SCs. Adapted from Ivanov and Sokolov (2010)
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The sources of different SC risks are classified into three groups: (i) internal 
organizational risks, (ii) SC internal risks, and (iii) external risks (Prakash et al. 
2017). The sources of risks in SCs highlighted in Fig. 1 include both internal and 
external risks. 

Environmental risks refer to external, uncontrollable changes. It is difficult to 
assess and comprehend the extent to which these changes create instability in the 
usual corporate environment (Christopher et al. 2011). A business SC network needs 
to understand how a changing environment affects the network, what tactics it can 
employ to manage the change, and how to maintain a balanced network during the 
change. Environmental risks include natural disasters, behavioral uncertainties, and 
goal uncertainty (Majumdar et al. 2021). Uncertainty about the dependability of 
suppliers, changes in customer preferences and behavior, the unpredictable activ-
ities of rivals, changes in product quality, volatility in inter-firm interactions, and 
other factors can all contribute to SC environmental risks (Kamalahmadi and Parast 
2017). Changes in product supply and demand, changes in customer choices and 
preferences, and changes in technology characterize dynamic environments. The 
SC network should never overlook the consequences of environmental changes. 
The demand of consumers, supply from suppliers, technological infrastructure, and 
rivals within SC networks all have a significant impact on environmental uncertain-
ties. As a result of these environmental uncertainties, demand, supply, manufacturing 
processes, and SC network control are all unpredictable (Diabat et al. 2013). 

Economic uncertainty is a major source of risk throughout SC networks. Economic 
concerns in SCs include increases in inflation, global recessions, and domestic losses 
(Cavalcante et al. 2019). The trade conflict between the United States and China, 
Brexit, worldwide lockdowns, and the COVID-19 pandemic have all had a negative 
impact on global SCs (Pournader et al. 2020). Businesses cannot control every event 
outside their doors. In response to external changes, businesses should operate with 
SCs that are flexible, dynamic, and strategic. 

Businesses face various technical and operational uncertainties in their SCs. 
Examples of technical and operational uncertainties include production failures due 
to technical insufficiency and problems, lack of experience, etc. (Pavlov et al. 2019). 
Some operational and technical uncertainty may result in a shortage of capacity, 
resulting in manufacturers being unable to meet surges in consumer demand. Lacking 
capacity increases SC’s costs. Manufacturers must invest more in high-tech capa-
bilities to respond rapidly to technical and operational uncertainty (Shekarian and 
Mellat Parast 2021). 

Uncertainty in human thought and decision-making can also contribute to SC 
risks. Such uncertainty is evidenced by inadequate coordination, poor control of 
logistics, poor decision-making ability, insufficient top-management knowledge, and 
late top-management decisions (Ivanov and Dolgui 2021b). Human knowledge is 
extremely valuable in this age of artificial intelligence. Artificial intelligence may 
produce problems in SC networks that are not guided by human intelligence (Modgil 
et al. 2021). Managing SC uncertainty necessitates the use of human intelligence and 
improved decision-making abilities.
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Uncertainty causes SC risks, variations, and interruptions. All of these risks cause 
major disruptions at the macro and micro levels of SCs (supply, demand, manufac-
turing, transportation, and financial levels). Practitioners must understand the sources 
of SC risks and uncertainty in order to prevent interruptions. The next section exam-
ines the uncertainties, risks, and interruptions that may result from large-scale SC 
disturbances. 

3 Large-Scale Supply Chain Risks and Disruptions 

Large-scale risks and disruptions, such as the COVID-19 pandemic, have had a 
considerable influence on global SC networks, although the degree of their impact 
is yet unknown. Nonetheless, getting a detailed understanding of the repercussions 
of SC disruption is critical for developing risk management methods to mitigate the 
effects. The COVID-19 pandemic is an example of SC disruption on a large scale 
(Moosavi and Hosseini 2021). 

During the global pandemic, SCs worldwide saw significant changes in demand 
for both high- and low-demand items (Paul and Chowdhury 2020b). As a result, 
suppliers struggled to ship raw materials to manufacturers in other countries, 
preventing businesses from ramping up production capacity to match increases 
in consumer demand. Due to consumers’ hoarding behavior and sudden panic-
purchasing of high-demand items, supermarkets were badly depleted of necessary 
supplies (Hall et al. 2020). 

Several governments throughout the world established stringent border restric-
tions, imposed lockdowns, and shut down activities within their borders in an effort to 
flatten the COVID-19 infection curve (Wang and Yao 2021). Manufacturers struggled 
to get raw materials from suppliers in restricted (quarantined) zones. Manufacturers 
typically have only one supplier from a single location. Manufacturing facilities were 
impacted by supply interruptions and were unable to boost production in order to 
fulfill consumer demand (Belhadi et al. 2021). As a result, supply interruptions had 
a significant influence on the whole SC network. 

Because the government of most of the countries enforced a restrictive social 
distancing regulation, most manufacturers were unable to improve their infrastruc-
ture to allow their staff to continue working. Due to supply and demand problems, 
businesses were unable to increase manufacturing capacity. With huge losses and 
debt, several industries were forced to shut down their manufacturing operations 
(Choi 2020). 

Timely delivery of purchased items to consumers is critical for company SCs to 
relieve a backlog of orders and related expenditures (Valipour Parkouhi and Safaei 
Ghadikolaei 2017). Another strategy for firms to preserve goodwill is to deliver items 
to customers on schedule. Businesses associated with high-demand luxury products 
had difficulty maintaining quick deliveries due to a shortage of products caused 
by a manufacturer’s low production capacity and lockdowns caused by COVID-19 
infections (Rahman et al. 2021a, b).
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There was an upsurge in demand for vital supplies as a result of the COVID-
19 pandemic inducing fear of lockdowns. Global SCs of critical items failed to 
foresee the exact need of consumers due to a lack of dynamic demand forecasting 
skills, technology, and infrastructure. Decision-makers were unable to make timely 
decisions to restore SC networks due to a lack of knowledge about the exceptional 
disruption created by the crisis (Hobbs 2020). 

Throughout the pandemic, COVID-19 severely disrupted the global SCs of manu-
facturers. In order to meet consumers’ needs, manufacturers were unable to ramp up 
production. In response, manufacturers of essential products faced increased costs 
due to shortages. The decline in demand for luxury products led many companies to 
limit production, reducing profits. Major disruptions in global SCs seriously impacted 
their financial management (Razavian et al. 2021). 

As a result of the COVID-19 pandemic, global SCs have suffered serious degra-
dation in sustainability performance (Rahman et al. 2021a, b). Due to high consumer 
demand, manufacturers of personal protective equipment had to expand production 
capacity, such as facemasks, hand-sanitizer, etc. (Rahman et al. 2021a, b). Global SCs 
suffered significant shortage costs during the closures and shutdowns. As a result of 
the pandemic-induced global economic recession, many manufacturers had to shut 
their doors permanently which led to many employees losing their jobs. Companies’ 
reputations were also severely damaged (Karmaker et al. 2021). 

4 Managing Supply Chain Risks and Disruptions 

Supply chain risk and disruption management is the process of identifying and 
managing SC risks through a coordinated strategy among SC stakeholders in order 
to decrease overall SC network vulnerability and disruption (Kilubi 2016). Many 
scholars have proposed that SC participants employ risk and disruption manage-
ment process methods to cope with risks and uncertainties posed by or affecting 
logistics-related activities or resources (Manuj et al. 2014). To maintain profitability 
and continuity, SC risks are managed by coordination or collaboration among SC 
participants. Some studies have focused on identifying and managing hazards within 
the SC network and outside through a coordinated strategy among SC stakeholders 
to mitigate overall SC vulnerability (Lintukangas et al. 2016). Furthermore, the SC 
risk management method is distinguished by a cross-company focus on identifying 
and reducing risks, not only at the business level but also across the whole SC (Wild-
goose 2016). In a nutshell, SC risk and disruption management can be defined as 
“an interorganizational collaborative effort that uses quantitative and qualitative risk 
management approaches to discover, assess, mitigate, and monitor unanticipated 
macro and micro level occurrences or situations that might have a negative impact 
on any portion of a supply chain” (Ho et al. 2015). To manage risk and disruption in 
SCs, many resilient and sustainable strategies are discussed in the literature. Many
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dynamic adaptation strategies have recently been suggested to make SCs sustainable 
and viable in the case of macro-level disruptions, such as the pandemic caused by 
COVID-19. 

5 Resilience Strategies for Managing Supply Chain Risks 
and Disruptions 

The goal of resilience strategies is to make SCs more resilient to disturbance. An 
efficient SC keeps costs down. A resilient SC, on the other hand, may not be cost-
effective at first but it will save firms from interruptions in the long term (Dubey et al. 
2019). Researchers are discussing a robust and resilient-sustainable SC. Reconfig-
urable techniques can aid in the resilience of a healthy and viable SC (DuHadway 
et al. 2019). During large-scale disruptions, many tiers of SCs may experience simul-
taneous disturbances, such as supply disruptions, demand disruptions, and logistical 
disruptions. For example, the COVID-19 pandemic impacted all levels of the SC 
(Dohale et al. 2021). Due to supply and demand disruptions, producers of essential 
items such as personal protective equipment (especially facemasks), food, and so 
on expanded production to fulfill customer demand (Rahman et al. 2021a, b). As a 
result, there was a significant increase in the waste of critical items such as facemasks 
in many nations throughout the world. In order to make SCs more viable, resilience 
strategies must be implemented to maintain social, environmental, and economic 
performances (Scala and Lindsay 2021). Table 1 describes numerous techniques 
for increasing the resilience of SCs at supply-level, demand-level, production-level, 
inventory-level, delivery and transport-level, and financial-level.

6 Supply Chain Sustainability, Adaptability, and Viability 

Several scholars have concentrated on resilience methods, sustainability strategies, 
and so on as means of mitigating the effects of large-scale SC disruptions. Academi-
cians and practitioners have been paying attention to recovery planning for large-scale 
disruptions (Razavian et al. 2021). The majority of researchers have also focused on 
response and preparedness strategies (Rahman et al. 2021a, b). Furthermore, most 
resilience strategies have focused on managing short-term and long-term disrup-
tions. Few strategies were designed to reconfigure SCs from a sustainability point 
of view (Shishodia et al. 2021). Reconfigurable strategies are those that can readily 
rearrange SCs in order to survive in a disturbed condition. Despite its importance, 
sustainable reconfigurable strategies have been little discussed in the literature. The 
COVID-19 pandemic has demonstrated that global SCs must be redesigned in order 
to sustain any future extraordinary disruptions so that sustainability and resilience are 
both maintained (Herold et al. 2021). Decision-makers must employ reconfigurable
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Table 1 Selected resilience strategies to manage SC risks and disruptions 

SC risks Resilience 
strategies 

Risk management application 
to make current SC more 
resilient 

References 

Demand risks Capacity 
expansion 

When there is a rise in demand 
for vital commodities, an 
increase in manufacturing 
capacity may assist in fulfilling 
that need 

Rahman et al. 
(2021a, b), Ivanov 
(2020), Ivanov 
(2019), Ivanov 
(2021a), Ivanov 
(2021b), Luthra et al. 
(2011) 

Purchasing in an 
emergency 

Increasing emergency sourcing 
will assist in expanding output 
in order to meet the rise in 
demand 

Create new 
production 
capacity 

Alternative items can be 
created as a result of the 
repurposing of manufacturing 
to suit the temporal need. To 
fulfill increased healthcare 
demand during the COVID-19 
epidemic, automotive 
companies, for example, 
provide valves for respirators 

Collaborating 
horizontally and 
vertically 

Horizontal and vertical 
collaboration can readily 
promote resource sharing to 
fulfill consumer needs, 
particularly during pandemics 
such as COVID-19 

Supply risks Alternative 
sourcing 

Alternative sourcing helps 
maintain the supply in the event 
of a main supplier breakdown 

Dolgui et al. (2018), 
Dolgui and Ivanov 
(2021), Ivanov 
(2021b), Ivanov 
(2021a), Chowdhury 
et al. (2021) 

Diverse sourcing The presence of a diverse set of 
suppliers improves supply 
flexibility 

A local source of 
supply 

Local sourcing allows 
businesses to be more flexible 
while also saving money on 
transportation, which might 
lead to strong redundancy in 
the case of a worldwide major 
disruption such as the 
COVID-19 pandemic 

Grouping 
suppliers by type 

When suppliers are categorized 
by type, it is easier to identify 
key providers and build 
emergency preparations

(continued)
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Table 1 (continued)

SC risks Resilience
strategies

Risk management application
to make current SC more
resilient

References

Inventory at risk/ 
Strategic stock 

Strategic stock/risk inventory 
may be beneficial in fulfilling 
changing customer needs and 
avoiding stock-outs 

Production risks Back shoring/ 
reshoring 

We can minimize susceptibility 
and boost robustness by 
reshoring and back shoring, 
which is critical in cases such 
as the COVID-19 pandemic 

Dolgui and Ivanov 
(2020), Chowdhury 
et al. (2021), Ivanov 
(2021b), Paul and 
Chowdhury (2020a, 
b), Tarafdar and 
Qrunfleh (2017), 
Pavlov et al. (2019), 
Manuj et al. (2014) 

Local production 
and nearshoring 

Nearshoring and domestic 
manufacturing help to 
minimize production 
vulnerability and boost 
resilience in the event of a 
disruption 

Capacity 
repurposing 

By altering the production 
system and supply base, 
repurposing can help to launch 
rapid demand-supply 
reallocation 

Diversifying and 
substituting 
products 

It may be beneficial to develop 
a big quantity of alternate items 
in the event of an SC 
interruption 

The postponement 
of products 

Manufacturers can respond 
swiftly to fluctuating client 
demand and increase inventory 
efficiency by deferring 
production 

Developing 
decentralized 
manufacturing 
systems 

When a major disruption 
occurs, such as the COVID-19 
pandemic, dispersed 
manufacturing facilities 
improve resilience 

Flexible and 
modular product 
lines 

This aids in responding to 
varying customer demands 
during interruptions 

Facility for 
subcontracting 

Subcontracting permits 
production to continue in the 
case of an interruption at the 
principal manufacturing plant 

Make use of idle 
capacity 

Allows emergency items to be 
manufactured

(continued)
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Table 1 (continued)

SC risks Resilience
strategies

Risk management application
to make current SC more
resilient

References

3D printing Produces a variety of products 
and services in order to keep 
supply and demand in check 

The industrial 
revolution 4.0 

Robotic-enabled smart 
manufacturing facilities can 
use digital twins to regulate 
production and scheduling 
based on real-time data 

Robotics and 
human 
collaboration 

In the face of extreme 
disruptions, such as the 
COVID-19 pandemic, the use 
of robotics in production may 
boost capacity 

Transportation and 
delivery risks 

Collaborate with 
other transporters 

Collaboration with other 
transportation providers helps 
to improve the robustness of 
product delivery to retailers 
and consumers when a major 
disruption occurs 

Gunasekaran et al. 
(2015), Paul et al. 
(2017), Ivanov 
(2021a), Aldrighetti 
et al. (2021), 
Chowdhury et al. 
(2021), Ishfaq et al. 
(2021) 

Increase the 
number of 
distribution 
centers 

Distributing closer to consumer 
zones strengthens logistics and 
enables seamless delivery 
during disasters 

Multiple-mode 
and multi-route 
shipments 

Multimodal and multi-route 
shipments enable 
transportation arrangements to 
be changed with an alternate 
route or method of transport 
amid delays, ensuring seamless 
delivery 

Availability of 
backups 

When the primary warehouse 
is down, backup facilities take 
over and continue the 
distribution process 

Developing an 
emergency 
distribution plan 

To organize an emergency 
delivery, the emergency supply 
chain (e.g., healthcare, food 
supply chain) can collaborate 
with the commercial supply 
chain

(continued)
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Table 1 (continued)

SC risks Resilience
strategies

Risk management application
to make current SC more
resilient

References

The Omnichannel By changing distribution 
pathways, the omnichannel 
helps to maintain material flow 

Information 
management risks 

Blockchain 
technology and 
advanced tracking 

Increases supply chain 
visibility, identifies problems, 
and aids in recovery 

Durach et al. (2021), 
Rahman et al. 
(2021a, b), Ivanov 
(2017), Ishfaq et al. 
(2021) 

Implementing 
enterprise resource 
planning (ERP) 

Bringing internal and external 
SCs together improves 
visibility 

Using big data for 
analytics 

Big data analysis in supply 
chains may be used for 
continuous monitoring, risk 
assessment, and opportunity 
mapping 

Creating a digital 
twin 

A cyber-physical system 
allows for the creation of a 
virtual model of a physical 
supply chain, forecasting, and 
design change 

Financial 
management risks 

An innovative 
public-private 
partnership 

During supply chain 
interruptions, government 
assistance can help alleviate 
financial risks 

Papadopoulos et al. 
(2017), Ivanov and 
Sokolov (2019), 
Dong et al. (2018) 

Liquidity reserves By maintaining a liquidity 
reserve, the company is able to 
sustain supply chain activities 
even in extremely disruptive 
situations such as the 
COVID-19 pandemic 

Business 
insurance 

If transportation is hindered or 
items are destroyed, insurance 
might act as a backup plan for 
the financial management of 
SCs

SC methods to make SCs more robust and sustainable. Researchers have suggested 
that greening SCs will lead to greater sustainability, while others suggest improving 
the economic, social, and environmental performance of SCs (Paul et al. 2021a, b).
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In times of extreme disruption, meeting customers’ increased demand (due 
to panic-buying) helps improve the SC’s social performance (Ghosh and Shah 
2015). Increased manufacturing capacity ensures that customers’ needs are met 
(Rahman et al. 2021a, b). Addressing health and safety concerns throughout SCs 
during massive disruptions such as the COVID-19 pandemic assists in boosting the 
SC’s social performance (Ivanov 2021c). Increasing the capacity to manufacture 
biodegradable or organic products helps to improve the SC’s environmental perfor-
mance (Vilarinho et al. 2018). The circular economy, effective logistics, and the 
development of waste management capability may all help to improve SC’s envi-
ronmental performance (Pivnenko et al. 2016). SC’s environmental challenges are 
sustained by green production capabilities (Hsu et al. 2013). Controlling carbon 
emissions improves environmental sustainability across the SC, particularly in the 
transportation sector (Aldrighetti et al. 2021). Checking shortage costs by swiftly 
satisfying consumers’ demand and orders improves the SC’s economic performance. 
Profit maximization is achieved by lowering overall SC expenses, and business diver-
sity aids in improving the SC’s economic performance (Shahed et al. 2021). Increased 
sharing of resources through vertical and horizontal collaboration aids in the preser-
vation of economic performance during major interruptions, such as the COVID-19 
pandemic (Mehrotra et al. 2020). Even in the face of large disruptions such as the 
COVID-19 pandemic, pooling financial resources among SCs and other horizontal 
organizations aids in the preservation of economic performance (Pettit et al. 2019). 
Super disruptions, such as the COVID-19 pandemic, cause SCs to be disrupted, 
resulting in the partial or complete closure of manufacturing facilities for a period of 
time. Taking urgent steps to restore SC activity by implementing recovery strategies 
can assist SC networks and businesses to survive economic interruptions. 

Adaptation strategies, such as intertwining, substitution, scalability, and repur-
posing segmented by Ivanov (2020), can be used to reshape SCs when there has 
been disruption on a large scale in order to restore SCs to a new normal state. The 
following presents a brief description of the adaptation strategies: 

Intertwining adaptation strategy: The COVID-19 pandemic caused severe disrup-
tions in demand for many essential and luxury products. For example, low demand 
from consumers initially led to a severe shortage of semiconductors in the automo-
tive and electronic industries. In order to accelerate their production, semiconductor 
companies needed to collaborate with each other; this is known as intertwining SCs 
(Ivanov 2021c). Manufacturers need to adapt dynamic intertwining strategies to 
survive disruption and ensure SCs remain viable (Salama and McGarvey 2021). 

Substitution adaptation strategy: Strategies for substitution adaptation are imple-
mented at the level of a viable SC’s network and resource capabilities. Reconfigura-
tion of network structures and product substitution are among the main adaptation 
strategies in this category (Ivanov 2021c). The emerging global pandemic caused 
by COVID-19 forced most countries of the world to close their borders to coun-
tries more susceptible to the disease (Michel-Villarreal et al. 2021). In one country, 
manufacturers who depended on both local and overseas suppliers were faced with
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severe supply shortages. For the smooth delivery of raw materials, most researchers 
suggested looking for alternative/backup suppliers (Paul et al. 2021a, b). 

Scalability adaptation strategy: Similar to the substitution adaptation strategy, the 
scalability adaptation strategy works at the network and resource capabilities level of 
a viable SC (Ivanov 2021c). The demand for essential items, such as food, facemasks, 
ventilators, etc., soared during the pandemic. For essential manufacturers to fulfill 
the excess demand of the customers, they need to expand their production capacity 
and SC networks (Mohammed et al. 2021). 

Repurposing adaptation strategy: The adaptive repurposing strategy also contributes 
to the network and resource capacity of a viable SC as well as substitution and scal-
ability (Ivanov 2021a). In response to the pandemic, Ford Motor Company strategi-
cally used its production line to produce personal protective equipment, such as face 
shields (Belhadi et al. 2021). Many garment factories were unable to sell enough 
apparel items during the pandemic so they turned their production lines to facemask 
production instead (Paul et al. 2021a, b). 

7 Tools, Techniques and Approaches Applied in Supply 
Chain Risk Management 

There are three types of methodology for SC risk management approaches found in 
the literature: (i) quantitative, (ii) qualitative, and (iii) empirical methods (Chowdhury 
et al. 2021). Some are individual methods, while others are integrated methods. 
Figure 2 shows the types of SC risk management methods. 

7.1 Quantitative Methods 

Researchers used a range of quantitative modeling approaches to justify strategies 
for making SC networks more stable, viable, and sustainable. From the literature,

Types of SC risk management methods 

Quantitative Qualitative Empirical 

Fig. 2 Types of SC risk management methods (Rahman et al. 2022) 
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Ivanov and Dolgui (2021a, b) categorized modeling approaches to aid in network-
wide assessing, decision-making, and process management, thus justifying steps to 
make SCs more resilient and sustainable. 

Bayesian networks, reliability theory, complexity theory, petri nets, Markov 
chains, and other tools may be used to perform network-wide analyzes to iden-
tify bottlenecks in SC networks. Hosseini et al. (2019) used Bayesian networks and 
proposed resilience strategies for supplier selection during times of disruption. Siva 
Kumar and Anbanandam (2020) proposed a method based on complexity theory in 
order to see how the SC resilience can improve building capabilities and resilience. 
Gao (2015) investigated versatile risk mitigation in SCs by presenting a Markov 
model of demand volatility and incorporating it into dynamic mathematical program-
ming for hedging of inventory. It is highly crucial to detect the bottlenecks in SCs 
that might enhance SC hazards through a network-wide investigation. 

Mathematical optimization is an excellent modeling technique for making deci-
sions. Soren and Shastri (2019) employed a multi-objective optimization approach 
to lower overall SC costs by managing production gaps. The model required consid-
ering disruption during procurement and production. A mathematical model devel-
oped by Lücker et al. (2019) was used to assist in analyzing decisions for appropriate 
inventory and redundancies under stochastic demand. Hosseini et al. (2019) evaluated 
resilient supplier selection approaches for recovering from supply-side disruptions 
using a mixed stochastic bi-objective mixed-integer programming model and a prob-
abilistic graphical model. Tucker et al. (2020) investigated ways to reduce product 
(drug) shortages, and Fattahi et al. (2017) evaluated demand volatility and long 
lead time. Both authors examined the defined problems using multi-stage stochastic 
programming. 

In contrast, several simulation methodologies are used for process control analysis 
(Ivanov and Dolgui 2021a). Using a system dynamics simulation, Chen et al. (2020) 
investigated the resilience initiatives for oil imports in the face of shock. A model 
based on agent-based simulation was developed by Rahman et al. (2021a, b) to antici-
pate and mitigate the impacts of the COVID-19 pandemic. However, Tan et al. (2020) 
examined SC resilience techniques in an SC network using a discrete event model 
and agent-based modeling (ABM). In exploring process control analysis, ABM is a 
superior method to understand stakeholder behavior in SCs. Mixed approaches of 
mathematical optimization and simulation methods may greatly assist in developing 
models for viable SC networks and evaluating process decision-making strategies 
for a better understanding of the consequences of large-scale SC disruptions. 

7.2 Qualitative Methods 

Several qualitative methods are described in the literature, either as individual 
methods or integrated with other qualitative or quantitative methods. Among the 
important qualitative methods are the case study, interview, and survey methods. For 
instance, Herold et al. (2021) conducted interviews with logistics service providers
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to learn how they dealt with the COVID-19 epidemic. Modgil et al. (2021) conducted 
expert interviews to investigate the prospects for improving SC resilience through 
distribution, visibility, and sourcing using AI. Also, Werner et al. (2021) investigated 
non-financial variables of organizational effectiveness in a case study. Papadopoulos 
et al. (2017) collected data and surveyed social media to evaluate resilience in 
SC networks for sustainability. In order to grasp knowledge regarding SC risk 
management, qualitative methods, such as case studies, surveys, and interviews, 
are extremely useful. 

7.3 Empirical Methods 

The empirical method refers to a procedure for conducting an investigation based 
primarily on experimentation and systematic observation rather than theoretical spec-
ulation. An empirical approach can provide valuable insight into the behavioral side 
of SC risk management. Empirical methods include some tools such as structural 
equation modeling (SEM), partial least squares-SEM (PLS-SEM), exploratory factor 
analysis, hierarchical regression analysis, and others. SEM was used, for example, 
by Vanpoucke and Ellis (2019) to examine supply-side risk management strategies. 
To analyze logistics resilience strategies, Liu and Lee (2018) used PLS-SEM. Using 
covariance-based SEM (CB-SEM), Singh and Singh (2019) examined how data 
analytics can help firms to make their SCs more resilient. Asamoah et al. (2020) 
utilized a method called exploratory factor analysis (CFA) to investigate the associa-
tion between social network ties, SC resilience, and customer-oriented performance. 
The use of empirical methods in SC research requires primary evidence-based data 
where the output is reliable and applicable to the management of SC risks. 

8 Technological Approaches Applied in Supply Chain Risk 
Management 

The literature suggests several technologies for managing SC risks and disrup-
tions. A few of the many technological approaches include blockchain analysis, 
big data analytics, digital twins, 3-D printing, industrial revolution 4.0, robotics, 
artificial intelligence, machine learning or reinforcement learning, and the Internet 
of Things (IoT). Supply chains can be greatly improved by blockchain technology 
which can offer faster and more cost-efficient delivery of products, improved trace-
ability, improved coordination between partners, and improved access to financing. 
By tracing the origins of raw materials to the end consumers, including the produc-
tion stages, blockchain technology can significantly assist in minimizing SC risks. 
Big data analytics provide the decision-makers for the SCs of companies with infor-
mation and quantitative approaches that help them make more intelligent decisions.
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The system consists of two new features in particular. To begin with, it expands the 
dataset for analysis beyond the conventional internal data held in enterprise resource 
planning (ERP) and SC management systems. In addition, it analyzes both new 
and old data sources using powerful statistical approaches. Using this method, SC 
decision-makers can make better decisions about everything from front-line opera-
tions to choosing the right SC operating model. A virtual SC replica with hundreds 
of assets, warehouses, logistics, and inventory placements is known as a digital twin. 
The digital twin simulates the SC’s performance using advanced analytics and artifi-
cial intelligence, including all the complexity that leads to value loss and risk. In the 
SC, 3D printing allows for a great deal of versatility in terms of what may be printed. 
They print with a variety of materials, such as polymers, to print hard objects such 
as eyewear. By combining a rubber/plastic powder, users can create flexible items 
such as phone cases. During extreme disruptions like the COVID-19 pandemic, 3-D 
printing technology can help to add value to traditional SCs. During the pandemic, 
3-D printing technology greatly aided in the production of healthcare products, such 
as personal protective equipment (PPE) and facemasks, to fulfill increased customer 
demand. Industry 4.0 necessitates a paradigm shift in how products and services 
are manufactured, distributed/supplied, sold, and consumed in the SC, resulting in 
major structural theoretical evolution and revolution in operations and SC manage-
ment. Industry 4.0 is the future of SCs allowing them to deal with future disruption. 
Automated SC functions can be greatly streamlined by integrating robots with other 
automation systems. The use of IoT, artificial intelligence, machine learning, or rein-
forcement learning is an extremely powerful tool in capturing the big picture of SCs 
and solving their risk-related problems. Therefore, to manage SC risks, it is crucial 
for SC decision-makers to integrate the latest technologies into their SCs as much as 
possible. 

9 Conclusions and Research Directions 

A business decision-maker must act promptly in order to ensure SCs are viable in the 
long term, resilient, and sustainable. To ensure that SCs remain strong and sustain-
able, they should use reconfiguration methodologies to align SCs whenever disrup-
tive events occur. It is imperative that SC managers develop methodologies that are 
reconfigurable, adaptive, robust, long-lasting, and dynamic in order to recover from 
super disruptions. In addition, it is crucial to understand the risks and vulnerabilities 
associated with SCs, their causes and factors, and how these risks and vulnerabilities 
can disrupt operations. This is an extremely important research avenue for SC risk 
management. When massive disruptions occur, such as the COVID-19 pandemic, 
different levels of SC networks are affected simultaneously. However, the long-term 
consequences remain unknown. Scaling, substitution, repurposing, and interweaving 
are just a few of the adaptation tactics that can be used to deal with the unknown 
unknowns of a pandemic. Detecting and quantifying SC network uncertainty is 
crucial. However, it is important to know what risks are associated with large-scale
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SC disruption and how such disruption may impact operations in the long term. This 
is another extremely important research avenue for SC risk management. 

The profitability of SC networks depends on a reconfigurable technique that 
reduces the uncertainty caused by large-scale outages. Simply put, companies (and 
governments) throughout the world should build resilience into every important SC 
on the globe; this is the only way to deal with large-scale unpredictability. The manu-
facturing SC has been underrepresented in recent SC advancements, but it should 
now be the focus, brought under more systematic and coordinated supervision. This 
is because supply-side interruptions are the most common. Many SCs were impacted 
by the COVID-19 pandemic, first on the supply side and then on the demand side. 
Rather than focusing just on compliance, procurement should begin segmenting 
their entire supplier pool based on capabilities, expectations, and other situations. 
As a result, a secure, immutable, and trustworthy channel for real-time information 
flow between SC stakeholders is required, which can be established using emerging 
technologies such as the Internet of Things (IoT), big data analytics, blockchain, 
reinforcement learning, and artificial intelligence. These technologies are capable of 
identifying the source of disturbances and providing remedies. Practitioners may use 
such technologies to provide reconfigurable solutions that, in many circumstances, 
improve SC network resilience and sustainability. They may put technologies to the 
test and make substantial adjustments to the strategy’s dynamic to make SC networks 
more feasible and resilient. A better understanding of resilience and sustainability 
strategies, tools, techniques, modeling methods, technologies, and future business 
models is an important research direction for managing short- and long-term risks 
and disruptions to SCs. 
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A Review on Uncertainty Modeling 
for Decentralized Supply Chain Systems 

Marjia Haque, Sanjoy Kumar Paul, Ruhul Sarker, and Daryl Essam 

1 Introduction 

Over the past few decades, supply chain (SC) planning has received substantial 
attention from both academics and practitioners to achieve successful business oper-
ations. A SC can be defined as an integrated network consisting of a set of enti-
ties (organizations or individuals) involved in the upstream and downstream flows 
of products, services, finances, and/or information from a source to a customer. 
Subsequently, supply chain management (SCM) is the systemic, strategic coordina-
tion of various business functions and strategies within a particular company and/or 
across other business entities within a network, to improve the performance of the 
individual companies and the chain as a whole (Mentzer et al. 2001). It is a chal-
lenging and complex decision-making process to ensure coordination across a whole 
chain consisting of multiple entities with several activities. However, depending on 
how decisions are made, SCs can be classified into two major types (Duan and 
Warren Liao 2013): (a) Centralized (decisions are made centrally by considering 
all members together) (b) Decentralized (each member makes decisions without 
considering others). 
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In the literature, most of the SC studies considered centralized structures assuming 
a ‘global organizer’ for managing ‘all’ the activities of SC networks Gao and 
You (2018), Roghanian et al. (2007). However, optimizing a total SC using some 
combined or central objectives and constraints under a centralized scenario is not 
common in most realistic scenarios. This type of centralized structure usually exists 
in vertically integrated organizations that require a high degree of collaboration 
among their members (Haque et al. 2020). It is possible to share all the informa-
tion among them to make centralized decisions. Although an integrated centralized 
solution may result in optimal system performance for a multi-stage SC, the solution 
is not always useful for every member of the chain. In practice, most organizations 
are separated and operate as independent economic entities (Li and Wang 2007). 
Hence, this type of decision-making leads to a distributed, decentralized decision-
making structure, which is the reality for many SCs. Decentralized decision-making 
structures are widely seen in different types of business organizations; for example, 
supermarket and grocery SCs (Swaminathan et al. 1998), pharmaceutical chains 
(Nematollahi et al. 2017), retail markets, electricity markets (Zaman et al. 2017), 
decentralized customized manufacturing industries (Mourtzis and Doukas 2012) and 
many other multi-agent SC networks consisting of individual business entities and 
others, where suppliers, manufacturers and/or distributors of a particular product 
come from various organizations. Again, most organizations in the 21st-century 
operate under DSCs as they focus on market specialization. As such, in the healthcare 
industry, Philips Healthcare Netherlands, a world-known medical equipment manu-
facturer, has several individual manufacturing plants in Europe and North America 
and a major dealer in Hong Kong for fulfilling demand in Asia (Zhu 2015). More-
over, modern globalization and market specialization have forced many businesses 
toward decentralized production and distribution networks which can reduce their 
costs as well as increase their efficiency to satisfy customer demand (Sun et al. 2018). 
Also, many organizations have introduced outsourcing in their operational planning, 
which creates decentralized structures (Wu et al. 2018). In addition, assembly firms 
in which product parts come from other business entities operate mainly under DSCs 
(Gerchak and Wang 2004). Information technology has enabled many organizations 
to move from traditional ‘vertical’ integration toward today’s ‘virtual’ integration 
of SC members, whereby one decision-maker (DM) coordinates with the others 
while sharing only necessary information without being performed as a whole. For 
example, the giant computer manufacturing company ‘Dell’ has increased its profits 
through its successful and innovative SC network which is distributed around the 
world virtually (Lawton and Michaels 2001). In recent years, third party logistics SC 
systems are very common, where a logistics provider may contact various manufac-
turers or sellers simultaneously to deliver a variety of items toward them, who are 
mostly belonging to different organizations and hence create a distributed network. 
Thus, decentralized distributed SC structures are more frequently observed these 
days. These individual SC members are generally more interested in optimizing 
their individual objectives than those of the entire system, which creates challenges 
in overall chain coordination (Haque et al. 2021).
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In addition, uncertainty or risk is inevitable in any SC system in reality. It becomes 
severe in the case of decentralized structures as individual members are interested in 
their own decision-making process with less consideration of the uncertain parame-
ters of others (Hjaila et al. 2016). This uncertainty can occur in any part or stage of 
a chain and can affect a whole system. Uncertainty over customer behaviors creates 
significant risk for all DSC partners in which members’ decisions vary based on 
their attitude toward risk management (Hafezalkotob et al. 2011). In recent years, 
the COVID-19 outbreak has further proved SC risk and vulnerabilities across various 
organizations due to travel bans, factory shutdowns, lockdowns in the supply market, 
labor shortages, and all other uncertain and unexpected incidents (Chowdhury et al. 
2021; Omar et al. 2022). Hence, firms and industries have incredibly realized the 
need for adaptive and resilient SC systems to sustain all future risks and uncer-
tainties (Queiroz et al. 2020). Consequently, an increasing number of studies have 
recently been observed, focusing on DSC systems under uncertainties or risks using 
various quantitative modeling approaches, as depicted in Fig. 1. 

With a significant number of research focusing on DSC modeling considering 
uncertainties or risks, this chapter aims to outline the current state of literature in 
this domain and assist the researchers in further study. The specific objectives of this 
chapter are as follows.

. To review different quantitative models of DSC planning under uncertainties.

. To identify existing studies on different strategies of quantitative mathematical 
models or approaches to coordinate independent members of a DSC under limited 
information-sharing.

. To identify research gaps and suggest a few research directions.

Fig. 1 Number of articles published on DSC modeling under uncertainties or risk. Source Scopus 
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The remainder of the chapter is organized as follows. After the introduction, 
the review methodology of this study is described in Sect. 2. Section 3 presents an 
analysis of the reviewed articles with DSC structures under uncertainties and/or risks 
using different quantitative models and various solution approaches. A summary of 
research gaps in this domain is discussed in Sect. 4. Finally, a few future research 
directions are provided, and conclusions are drawn in Sects. 5 and 6, respectively. 

2 Review Methodology 

A few steps have been followed in this chapter to conduct the literature review. 
At first, the main research topic was ‘DSC modeling under uncertainties and/or 
risks’. Second, multiple research databases, such as Google Scholar and Scopus 
databases, searched for relevant articles. We considered various types of research 
articles, including journal papers, conference proceedings, and review papers. Next, 
a cross-reference check was conducted to retrieve more relevant articles for review. 
The inclusion criteria for our search process include articles or papers written in 
English and focusing on DSC quantitative modeling or optimization approaches 
under uncertainties and/or risks. The papers that studied centralized SC structures, 
non-related with modeling approaches and/or deterministic scenarios, were excluded. 
Figure 2 illustrates the steps followed in the review process in this chapter.

3 Analysis of Reviewed Articles 

Several researchers have worked on ensuring coordination or alignment under uncer-
tainties among different members in a chain who are not fully controlled by a single 
authority. They considered various problem scenarios with specific assumptions, 
developed models for representing those problems mathematically, and proposed 
various solution techniques for solving the models. This chapter will focus on a liter-
ature review of SC with decentralized decision-making strategies under uncertainties 
from a variety of aspects and subsequently will highlight research gaps in this field. 
In this chapter, the review of DSC is conducted based on three major categories: (i) 
different quantitative models used in DSC planning, (ii) different solution approaches 
used for solving those models, and (iii) applications in real-life problems. The first 
two categories are divided into various sub-categories. For better understanding, a 
detailed road map of the literature on the DSC problem reviewed in this chapter is 
presented in Fig. 3.
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Article 
Search 

Search criteria 
Keywords: Decentralized supply chain modeling under  

uncertainties and/or risks 
Language:  English 
Article type: Research papers in journals, conferences, books etc. 

Article Filtering 
Inclusion Criteria: Quantitative modeling, optimization, 
Exclusion Criteria: Centralized or integrated supply chain,  

             Deterministic.   

Conduct Cross Reference check 
Include more relevant articles 

Analyze the articles 

Fig. 2 Steps of review methodology

3.1 Quantitative Models 

Researchers have attempted to formulate multi-stage DSCs while assuming different 
structures, scenarios, and information-sharing mechanisms to ensure coordination 
among its members under uncertain conditions. Compared with that on centralized 
systems, the literature on decentralized ones is less extensive. In the following sub-
sections, quantitative models for DSC planning under various stochastic (uncertain 
parameters) scenarios are discussed.
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Decentralized SC under 
uncertainties - Review 

Quantitative Models Solution Approaches Real-life Applications 

Contract 
Negotiation 

Hierarchical 
Coordination Game Theory 

Bilevel 
Programming Nash Game 

Multi-objective 

Exact 
Approaches 

Heuristics Metaheuristics Simulation 
Optimization 

Fig. 3 Road map of reviewed research on DSC planning under uncertainties

3.1.1 Modeling with Contract Negotiation 

A significant number of studies are found on DSCs that deal with contracting mecha-
nisms among the individual members in a chain to ensure coordination under various 
uncertain scenarios. A contract can be defined as a set of policies applied to coordinate 
various SC activities, where the set of optimal actions is a Nash Equilibrium (NE), 
i.e., no firm has a profitable unilateral deviation from these actions (Cachon 2003). 
In particular, it is an agreement among SC members regarding business parameters 
(i.e., pricing, order quantity commitment, delivery commitment, etc.) to perform 
business processes (Hu et al. 2013). Among various types of contracts, buyback, 
revenue-sharing, and quantity discount contracts are the most studied. 

Studies have considered uncertainties in SC modeling using various coordinating 
contracts. As such, Bernstein and Federgruen (2005) investigated the equilibrium 
behavior of DSCs with competing retailers and a single supplier under demand 
uncertainty. They designed some contractual arrangements between parties for coor-
dination. Gerchak and Wang (2004) studied both revenue-sharing and wholesale 
price contracts between an assembler/retailer and its suppliers under a demand uncer-
tainty scenario. They studied different parameters of the contracts and showed how 
the contracts could improve channel coordination and profit-sharing among partners. 
However, they pointed out the importance of considering asymmetric information 
about the demand forecast and/or each member’s costs in the model to better represent 
the DSC scenarios. 

He and Zhao (2012) developed a model using a returns policy combined with a 
wholesale price contract for a three-stage DSC consisting of supplier-manufacturer-
retailer under stochastic demand and an uncertain raw material yield. Their model 
used a sequential flow of some SC activities among the members and was solved using 
a backward induction procedure. They also investigated the contract terms required to 
obtain optimal decisions from the perspective of the whole SC. Later, He and Zhao
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(2012) and Hu et al. (2013) identified that traditional price-only contracts could 
not generally coordinate a DSC. Subsequently, many researchers developed models 
combining two or more different types of contracts to ensure coordination among 
independent members. For example, Hu et al. (2013) proposed a flexible ordering 
policy with revenue-sharing contracts to coordinate manufacturer-supplier systems 
while considering production yield and market demand uncertainties. Taghipour and 
Frayret (2013) developed a model with the operational plans of two independent 
SC partners using an incentive system to encourage the partners to participate in 
the coordination process. A contract-based sourcing strategy was also proposed by 
Asian and Nie (2014), considering both demand and supply uncertainties for a DSC 
setting to mitigate the associated risks. 

Heydari and Norouzinasab (2015) studied a two-level quantity discount policy 
and incentive schemes for a two-echelon DSC to coordinate ordering and pricing 
strategies throughout a chain. They considered demand as a stochastic and price-
sensitive parameter. In their model, firstly, the downstream stage decided on the 
selling price and order size, after which the upstream stage determined the produc-
tion quantity. Fu et al. (2015) established a model for addressing the management 
problems of a decentralized hybrid push–pull assembly system. They used a three-
stage game to analyze each player’s decision problem. To ensure coordination, they 
proposed a buyback policy between powerful push suppliers and the assembler and 
a subsidy policy between the powerful assembler and pulled suppliers while consid-
ering unreliable supply and uncertain demand. A production-commitment contract 
was proposed by Muzaffar et al. (2017) for a manufacturer-retailer system under 
information asymmetry with uncertain demand. To ensure a win–win situation, they 
proposed a new return contract for a make-to-stock scenario in a DSC. They assumed 
that demand information was kept as the retailer’s private information, whereas the 
manufacturer had to make an educated guess about the average demand and its 
variation (mean and standard deviation). Basu et al. (2018) proposed a buyback 
contract for a supplier–retailer DSC under demand uncertainty. A buyback contract 
was also used by Liu et al. (2018) to coordinate a manufacturer–retailer system to 
determine the retailer’s ordering decisions under demand uncertainties. Arikan and 
Silbermayr (2017) proposed coordinating contracts considering risk pooling for a 
two-stage DSC structure. In a recent study, Giri and Sarker (2019) analyzed a DSC 
under uncertain price-sensitive market demand and production disruptions for both 
supplier and manufacturer end. They studied revenue-sharing contracts using pair-
wise and spanning mechanisms in the case of a multi-stage network. However, most of 
these studies with contract mechanisms dealt with a two-stage SC, in which contracts 
could be established between interacting members to ensure some level of coordina-
tion. Therefore, it is difficult to establish these types of contracting mechanisms for 
a multi-stage complex SC structure with multiple entities.
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3.1.2 Modeling with Hierarchical Coordination 

A significant number of studies of DSC modeling have been conducted using hierar-
chical top-down approaches for coordinating its members. In this approach, the opti-
mized decisions of each decentralized stage are considered separately and then coor-
dinated according to the SC’s hierarchical configuration. Decision-making according 
to a hierarchical structure is a common way of planning for a multi-stage SC system, 
even under stochastic scenarios. For instance, Jalil et al. (2018) developed a multi-
level model for a DSC network consisting of multiple DMs that made various deci-
sions according to different levels, based on the hierarchical structure of the chain. 
They considered a fuzzy-based solution approach to handle uncertainties in the deci-
sion parameters while assuming inadequate historical data or information. Fu and 
Ma (2019) proposed some schemes for coordinating a two-stage DSC, connected 
by cross-shareholding (equity shares between vertically related firms), for both push 
and pull systems using the hierarchical structure of a chain. They developed models 
for investigating decisions regarding wholesale price and production quantities of 
the stages, while considering random demand and cost-demand information-sharing 
among the stages. According to their model, for push strategy, firstly, the upstream 
firm made its decisions and then a downstream one did, whereas, for the pull strategy, 
the decisions of the two firms were reversed. They concluded that to achieve a win– 
win coordination, one member should operate at a loss first and then obtain revenue 
by sharing its partner’s profit. 

3.1.3 Modeling with Game Theory 

Apart from hierarchical approaches with mechanisms for changing solutions among 
stages, numerous researchers used game theory strategies to model DSC struc-
tures considering uncertainties. Leng and Parlar (2016) presented a detailed review 
of game-theoretical applications in SCM problems. They discussed both non-
cooperative and cooperative games in different SC areas. The two common game 
theory strategies used in the literature are: Bi-level programming or the Stackelberg 
game approach and the Nash game approach. Both are discussed in the following 
sub-sections under stochastic conditions. 

(a) Bi-level Programming 

Over the last few years, a wide range of research has been conducted using different 
types of game theories for DSC modeling, mainly bi-level programming or Stack-
elberg game strategies, in which a specific stage or member is assumed as a leader 
(dominant) over other(s) stages acting as a follower(s). The bi-level programming 
problem (BLPP), or the Stackelberg game, is widely used in DSC modeling when 
the SC players are individual and non-cooperative. It is a special case of multi-
level programming for hierarchical decision-making processes, whereby the DM at 
the upper level (leader) first specifies a strategy, and then the DM at the lower-level 
(follower) specifies a strategy to optimize their objectives, with full knowledge about
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the action of the DM at the upper level. Although a single-level centralized approach 
is more profitable as it has complete information about each member in the chain, 
a bi-level model is more practical for a decentralized problem, as Yeh et al. (2014) 
suggested. 

BLPP has been widely used in SC modeling under various uncertain scenarios. 
Roghanian et al. (2007) considered a bi-level linear multi-objective programming task 
for an enterprise-wide SC planning problem, in which market demand and warehouse 
capacity were assumed as random variables. Hsieh and Lu (2010) proposed a pricing 
and ordering game model in a two-stage SC consisting of one manufacturer (Stack-
elberg leader) and two competing retailers under price-sensitive random demand. 
They used the manufacturer’s return policy to coordinate the decentralized members 
and also investigated the effect of the asymmetry of the model’s demand distribution. 
Xiao et al. (2010) developed a dynamic game-theoretic model for a three-stage DSC 
consisting of one retailer, one manufacturer, and one subcontractor under demand 
uncertainty. They assumed the system as a ‘make-to-order’ production system, where 
the manufacturer received the order from the retailer and then produced and deliv-
ered the ordered products to the retailer. Qiang et al. (2013) analyzed a multi-stage 
decentralized closed-loop SC network consisting of suppliers, manufacturers, and 
retail outlets under uncertainties in demand. They derived the optimal conditions for 
the various independent DMs and formulated the equilibrium conditions as a finite-
dimensional variational inequality problem. They used a Stackelberg game, with the 
manufacturer as the leader and the supplier as a follower and both having symmetric 
information. Tang et al. (2014) used a Stackelberg game to highlight buyers’ (leader) 
and suppliers’ optimal parameter choices under stochastic demand. They presented 
some series of models to study the interactions between the two firms and proposed 
incentive mechanisms as an equilibrium solution of the game. 

Nourifar et al. (2018) used a BLPP model to solve a decentralized production-
distribution planning problem under uncertainties. At the upper level, they considered 
a distribution company to control the opening of existing distribution centers. They 
considered the manufacturing company to handle plants’ operational costs under 
uncertain product demand and the customer-end price at the lower level. Hjaila 
et al. (2016) proposed a scenario-based dynamic negotiation approach for the coor-
dination of DSCs under uncertainty among the client (leader), provider (follower), 
and third parties. According to their model, a set of coordination contracts would be 
prepared by the leader considering the negotiation items based on non-zero-sum non-
symmetric roles, where in turn, the follower would assess the risks associated with 
accepting or rejecting this cooperation agreement. The evaluation would be based 
on the probability distribution and cumulative curve of its own expected profits, by 
randomly generating and simulating scenarios using a Monte Carlo approach. 

A two-stage stochastic programming approach, which is popularly used to handle 
uncertainties in CSC structures, was also studied for decentralized cases. Gao and You 
(2018) developed a modeling framework that integrated the leader–follower Stack-
elberg game with a two-stage stochastic programming approach considering uncer-
tainties. Also, Gao and You (2019) studied a game theory-based stochastic model
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to analyze the influences of uncertainties in a multi-stakeholder non-cooperative 
structure, following a single-leader-multiple-follower Stackelberg game scenario. 

In recent studies, researchers combined the Stackelberg game theory approach 
with some contracting mechanisms to obtain coordination in multi-stage decentral-
ized structures. Alamdar et al. (2019) developed stochastic Stackelberg game theory 
models that allowed different SC partners to be channel leaders for a closed-loop 
network under uncertain price and sales effort-dependent demand. They implemented 
a coordination contract to increase the performance of a decentralized network when 
compared with that of a centralized one. Later, Li et al. (2020) studied a SC with 
two independent agents, a manufacturer and a retailer (Stackelberg leader), while 
considering the product’s demand and price as uncertain parameters. They proposed 
two types of contracts, i.e., capacity reservation and quantity flexibility, with some 
penalty parameters as risk-sharing mechanisms among the members to tackle this 
uncertainty. Glock et al. (2020) developed a model for determining the optimal order 
quantity and production capacity for products with a short life cycle in a manu-
facturer (Stackelberg leader)—retailer system while considering both demand and 
lead time as uncertain parameters. They proposed a buyback contract that resulted 
in a win–win situation for both players, in which the retailer’s order quantity and 
the manufacturer’s investments were jointly coordinated. In another study, BLPP 
was extended as a hierarchical Tri-Level Programming (TLP) problem by Nourifar 
et al. (2020) for a multi-period, multiproduct, multi-echelon SC while considering 
multiple uncertainties with fuzzy and stochastic parameters. They proposed an iter-
ative solution approach assuming the distributor as the top-level leader in the hier-
archical structure and the manufacturer and supplier as the middle and bottom level 
followers, respectively. 

Although the demand is mostly considered an uncertain parameter by researchers, 
few studies have considered supply, price, or other parameters stochastic. For 
example, Schmitt et al. (2015) investigated an optimal system design in a multi-
location SC with supply and demand uncertainties. Their numerical studies showed 
that a decentralized system was better than a centralized one when supply disrup-
tions and demand uncertainty were present. Later, Shao et al. (2015) introduced 
the concept of ‘SC cell’ for a multi-level DSC logistics planning problem under an 
uncertain environment. They proposed a chance-constrained programming model 
that considered stochastic supply and demand between the SC nodes. Schildbach 
and Morari (2016) also considered various sources of uncertainties (demand, lead 
time, prices, etc.) and developed an approach, called scenario-based model predictive 
control (SCMPC), to model a multi-echelon SC. 

Zhu (2015) developed a decision model for a supplier-retailer DSC system facing 
price and lead time dependent stochastic demand while assuming that all information 
was common knowledge to both players. They considered a Steckelberg game where, 
as a leader, the supplier made the capacity and wholesale price decisions, whereas 
the retailer, as a follower, determined the sales price and delivery time based on the 
supplier’s decisions. They proposed a franchise contract to achieve channel coor-
dination and a win–win situation as they found revenue-sharing and two-part tariff 
contracts were not suitable for coordinating such a chain. Yin et al. (2014) developed
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a Stackelberg game-theoretic model for a SC consisting of one manufacturer and 
multiple suppliers under a demand uncertainty scenario. To obtain an equilibrium 
condition, they proposed a quantity discount scheme embedded into the leader’s 
(manufacturer’s) function. Recently, Golpîra and Javanmardan (2021) proposed a 
novel risk-based robust modeling approach for a decentralized closed-loop SC system 
considering bi-level multi-objective programming under demand uncertainty. They 
compared the model results with deterministic decentralized structure and with 
centralized structures. 

However, most approaches for DSC modeling using a BLPP approach, faced 
difficulties in making leader–follower decisions among their members. Caldentey and 
Wein (2003) showed that, in the case of a Stackelberg policy, a supplier’s leadership 
power caused more harm to the SC and increased total system cost than a retailer’s. 
On the other hand, customer service was hampered when the retailer was the leader, as 
less inventory than the required base-stock level was held. A similar result was found 
by JemaÏ and Karaesmen (2007). Applying a Stackelberg game policy showed that 
if one party was more powerful in leading the inventory decisions, the inefficiency of 
a decentralized operation could be significant. A small number of researchers dealt 
with three or four stages SCs by using a bi-level approach, which again used an 
iterative approach to define a leader or follower (i.e., the follower of one step became 
the leader in the next step). 

(b) Nash Game Approach 

Some researchers applied a Nash game approach to finding solutions between two 
or more competing parties in a DSC. Game theory is a solution approach for a non-
cooperative game involving two or more players, in which each player is assumed to 
know the strategies of the other players (Yue and You 2014). The NE can be defined 
as the stable state of a game in which a player cannot improve its payoff unilaterally, 
given that the actions of its rivals remain unchanged. 

A Nash game model has also been applied under uncertain conditions in DSC 
planning. Gurnani and Gerchak (2007) developed a coordination model for a decen-
tralized assembly system under an uncertain random yield. They proposed a Nash 
game nested within a Stackelberg game while considering the assembly firm as a 
leader and multiple suppliers as followers. As the suppliers made their decisions 
simultaneously and their costs were interrelated, they developed an optimal Stack-
elberg ordering policy for the assembly firm under the suppliers’ NE condition. 
Wu et al. (2009) studied the NE of an industry with two competing SCs consisting 
of manufacturer-retailer operating in the same market under an uncertain demand 
scenario. They considered three SC strategies: vertical integration, manufacturer’s 
Stackelberg, and bargaining on the wholesale price. Leng and Parlar (2010) developed 
two game-theoretic mathematical models for a multiple-supplier, single manufac-
turer assembly SC system that considered price-sensitive random demand. One was 
a leader–follower game that assumed the manufacturer was the leader and suppliers 
the followers, while the other was a NE game in which a manufacturer and suppliers 
simultaneously made their decisions without any form of communication. They 
proposed buyback and lost-sales cost-sharing contracts to ensure coordination among
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the members. Zhao et al. (2013) considered a closed-loop DSC with one manufacturer 
and two different competitive retailers under various uncertain parameters. They used 
both game theory and fuzzy theory to determine optimal pricing and the remanufac-
turing decisions of each member of the problem. They analyzed three cases: manu-
facturer Steckelberg, retailer Steckelberg, and vertical Nash (every firm has equal 
bargaining power and makes decisions simultaneously). They conducted numerical 
analyzes and summarized the findings under different scenarios. Chen et al. (2016) 
studied a SC with a single manufacturer and a single retailer under three different 
decentralized power structure scenarios under uncertainties for high-tech short life 
cycle products. They studied a manufacturer- Stackelberg (the manufacturer holds 
more bargaining power), retailer-Stackelberg (the retailer holds more bargaining 
power) and vertical Nash game in which each member had equal bargaining power 
who made their decisions simultaneously. They considered consumer demand, manu-
facturing cost, and sales effort cost as uncertain variables and obtained equilibrium 
decisions for each scenario. Comparative analyzes were conducted to analyze the 
effects of uncertainties on different power structured SCs. A few researchers inves-
tigated uncertainties that could occur in every stage of a SC. For example, Giri and 
Bardhan (2017) studied a three-echelon SC with uncertainty at every stage. They 
analyzed two different power structures of a decentralized channel, namely a Stack-
elberg game strategy and a vertical Nash strategy, assuming the upstream member as 
the Stackelberg leader between any two adjacent entities. Later, Gupta et al. (2018) 
developed Stackelberg game policies while assuming each member of a serial DSC 
as a leader and a vertical Nash game in which each member had equal power. They 
considered the uncertainty associated with customer demand, marginal production 
costs, and effort costs as linguistic or fuzzy variables. According to the model, under 
the Nash game setting, the supplier chooses its unit price, the manufacturer chooses 
its profit margin and quality efforts, and the retailer simultaneously chooses its profit 
margin and advertising efforts. They showed that both the quality and advertising 
efforts, as well as the total SC profit, were highest for the vertical Nash bargaining 
game for various DSC cases. In recent years, Modak and Kelle (2019) studied the 
effect of stochastic customer demand on a dual channel two-stage (manufacturer-
retailer) DSC while considering both Stackelberg game (manufacturer leader) and 
Nash game settings. They proposed a hybrid all-unit quantity discount, along with a 
franchise fee contract to achieve chain coordination. Their models considered both 
known and unknown distributions of the random variables. 

3.1.4 Summary of Literature Review of Quantitative Models 

Based on the models adopted, a summary of the literature review for DSC planning is 
presented in Table 1. From the table, it can be seen that several studies considered SC 
coordination through various types of contract negotiations or coordination through 
the hierarchy of a chain. This type of modeling was limited to mostly two-stage SC 
structures which were vertically integrated. Moreover, these approaches required full 
information-sharing among the interacting partners, which is a major restriction for
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Table 1 Summary of DSC planning models considering different modeling approaches 

Model/strategy Description References to literature Remarks 

Contract 
negotiation 

A formal 
agreement 
between SC 
partners to 
determine 
decision 
parameters to 
ensure total 
chain 
coordination 

Lee and Whang (1999), Chen (2003), 
Krishnan et al. (2004), Giannoccaro and 
Pontrandolfo (2004), Gerchak and Wang 
(2004), Zhou et al. (2008), Hou et al. 
(2009), Proch et al. (2017), Jung et al. 
(2008), Bernstein and Federgruen 
(2005),  He  and Zhao (2012), Hu et al. 
(2013), Taghipour and Frayret (2013), 
Asian and Nie (2014) Heydari and 
Norouzinasab (2015), Fu et al. (2015), 
Muzaffar et al. (2017), Arikan and 
Silbermayr (2017), Basu et al. (2018), 
Giri and Sarker (2019) 

Difficult to 
establish a 
contract among 
multiple 
interacting 
partners in a 
multi-stage SC 

Hierarchical 
coordination 

Finding 
optimized 
decisions for 
each stage 
separately and 
then 
coordinating 
them by 
exchanging 
output or 
establishing 
some other 
strategies 
according to a 
hierarchical 
structure 

Lee and Whang (1999), Nagurney et al. 
(2002), Selim et al. (2008), Geng et al. 
(2010), Francis Leung (2010), Baboli 
et al. (2011), Larbi et al. (2012), Duan 
and Warren Liao (2013), Taghipour and 
Frayret (2013), Gansterer and Hartl 
(2020), Fu and Ma (2019),  Jalil et al.  
(2018) 

Limited to 
vertically 
integrated SC 
structures 

Bi-level 
programming 
approach 

The DM at the 
upper level 
(leader) first 
specifies a 
strategy, and 
then the DM at 
the lower-level 
(follower) 
specifies a 
strategy to 
optimize its 
objective with 
full knowledge 
of the action of 
the DM at the 
upper level 

Cao and Chen (2006), Roghanian et al. 
(2007), Calvete et al. (2008), Yu et al. 
(2009a, b), Yu et al. (2009a, b), Hsieh 
and Lu (2010), Xiao et al. (2010), Naimi 
Sadigh et al. (2012), Ma and Wang 
(2013), Qiang et al. (2013), Tang et al. 
(2014), Yeh et al. (2014), Mokhlesian 
and Zegordi (2014), Yin et al. (2014), 
Zhu (2015), Schmitt et al. (2015), Shao 
et al. (2015), Taleizadeh et al. (2016), 
Schildbach and Morari (2016), Sarkar 
et al. (2016), Geunes et al. (2016), Hjaila 
et al. (2016),Yue and You (2017), Wang 
et al. (2017), Gao and You (2018), Gao 
and You (2019), Alamdar et al. (2019), 
Luo et al. (2019), Ezimadu (2020), Li 
et al. (2020), Glock et al. (2020), 
Nourifar et al. (2020), Golpîra and 
Javanmardan (2021) 

Benefits one 
stage more than 
others and arise 
problems of 
making leaders/ 
followers among 
multi-stage SC 
members

(continued)
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Table 1 (continued)

Model/strategy Description References to literature Remarks

Combination of 
Stackelberg and 
Nash game 

Combining 
Stackelberg 
game policy 
with Nash 
game to 
establish 
coordination 
among 
decentralized 
stages 

Cachon (1999), Yang and Bialas (2007), 
Gurnani and Gerchak (2007), Wu et al. 
(2009), Leng and Parlar (2010), 
SeyedEsfahani et al. (2011), Ang et al. 
(2012), Gallego and Talebian (2013), 
Zhao et al. (2013), Mahdiraji et al. 
(2014), Taleizadeh and Noori-daryan 
(2014), Yue and You (2014), Chen et al. 
(2016), Chen and Xiao (2017), Giri and 
Bardhan (2017), Gupta et al. (2018), 
Modak and Kelle (2019), Mahmoodi 
(2020) 

Requires 
knowledge of 
other players’ 
strategies 

Multi-objective 
optimization 

Considering 
multiple 
objectives in 
each stage of a 
SC 

Sabria and Beamon (2000), Roghanian 
et al. (2007), Raj and Lakshminarayanan 
(2008), Mahnam et al. (2009), Toksarı 
and Bilim (2015), Alaei and Setak 
(2015), Ben Abdelaziz and Mejri (2016), 
Soleimani et al. (2017), Nematollahi 
et al. (2018) 

Very few 
research studies 
were found in the 
literature 

decentralized structures. A significant amount of research on modeling decentralized 
structures using game theories, especially with BLPP or Stackelberg leader–follower 
strategies assuming one particular channel member(s) as a leader(s) and the other(s) 
as a follower(s) was found. However, selecting a leader/follower among multiple 
stages was found as one of the major challenges in using this strategy for a SC with 
equally powerful members. In contrast, a few studies were found that combined the 
Stackelberg and the Nash game approaches, considering the competition among the 
interacting members in a chain with uncertain conditions. However, using Nash game 
strategies requires knowing the possible reactions of the other partners’ (/players’), 
which creates difficulties in modeling real DSC scenarios. Therefore, it can be said 
that the literature on appropriate quantitative modeling for multi-stage DSCs while 
considering restricted information flows and the equally powerful natures of the 
members under various uncertain scenarios, is limited.

3.2 Solution Approaches 

In the literature, many solution approaches have been applied to solve models with 
DSC planning problems while considering uncertain parameters. Researchers used 
traditional optimization techniques and different types of heuristics and metaheuris-
tics as solution methodologies. Also, simulation and simulation-optimization are two 
major solution tools that have gained a great deal of interest for solving complex, 
large-scale SC problems in real-life scenarios. Therefore, the solution approaches
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adopted for this research domain can be classified as follows: exact approaches, 
heuristics, metaheuristics, simulation, and simulation-optimization approaches. 
Some important research that used these approaches are discussed in the following 
sub-sections. 

3.2.1 Exact Approaches 

In the literature, various exact approaches were used to solve DSC systems. Due to 
the nature of complexities associated with decentralized planning problems (Bitran 
and Yanasse 1982), there are very few studies in which the usual linear programming 
(Bialas and Karwan 1984) or integer programming (e.g., branch-and-bound, simplex, 
etc.) techniques were used. Among the existing studies that used BLPP or Stackelberg 
game on DSC modeling considering uncertainties, some used a backward induction 
procedure to find equilibrium decisions, in which, firstly, a follower’s problem was 
solved, then a leader’s problem was solved using the response function of the follower 
(Xiao et al. (2010), Fu et al. (2015), Chen et al. (2016), Giri and Bardhan (2017)). 
Besides, optimality conditions were also used to obtain the equilibrium condition of 
bi-level decentralized problems (Hsieh and Lu (2010)). However, the most common 
method for solving a bi-level program involves finding the optimal conditions of the 
lower-level through a Karush-Kuhn-Tucker (KKT) conversion, where the lower-level 
problem is replaced with a single-level one. For example, Ang et al. (2012) used both 
Lagrange multipliers and KKT conditions to solve a multi-leader single-follower SC 
game model to derive the optimal solution. Yeh et al. (2014) solved bi-level programs 
by finding the optimal conditions of the lower-level through KKT conversion. They 
introduced these KKT conditions into the top-level as constraints, thereby creating a 
single-level non-linear program (NLP). Gao and You (2019) applied KKT conditions 
and Glover’s linearization method, to reformulate a mixed-integer non-linear bi-level 
problem into a single-level stochastic mixed-integer linear program. 

3.2.2 Heuristics 

Heuristics can be defined as a subset of strategies that may ignore some informa-
tion to make decisions more quickly and/or accurately than other complex methods 
(Gigerenzer and Gaissmaier 2011). Several research works developed heuristics 
to solve SC mathematical models. Usually, heuristics are used to solve complex 
mathematical models that consist of large SC networks. For instance, Yugang et al. 
(2006) developed an algorithm for determining the equilibrium of a manufacturer-
retailers Stackelberg game in a decentralized environment. Taghipour and Frayret 
(2013) proposed a dynamic mutual adjustment search heuristic for coordinating the 
operational plans on a rolling horizon basis between two independent SC partners 
(manufacturer-supplier), linked by material and non-strategic information flows. An 
iterative solution algorithm was proposed by Heydari and Norouzinasab (2015) to
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establish a coordination mechanism for a two-echelon SC. Apart from using heuris-
tics to solve the models using the BLPP approach, researchers also proposed heuristic 
approaches for other types of quantitative models to coordinate the independent 
entities of a decentralized network. Nematollahi et al. (2017) proposed a search 
procedure to coordinate a supplier-retailer decentralized pharmaceutical SC. Jokar 
and Hosseini-Motlagh (2019) proposed a heuristic search procedure for determining 
a coordination mechanism combining the buyback and wholesale price discount 
contracts within a manufacturer-retailer decentralized structure. 

3.2.3 Metaheuristics 

Metaheuristics are solution methods that interact between local procedures and 
higher-level strategies to create a process capable of obtaining robust solutions 
(Gendreau and Potvin 2010). Although heuristics and metaheuristics approaches 
do not guarantee to find a global solution, they are used to solve large-scale complex 
problems, which would be difficult to solve by other approaches. In particular, as 
many studies used BLLP approaches to solve DSC problems, metaheuristics were 
widely employed to solve such complex non-linear problems that exact approaches 
could not solve. However, fewer studies are found using metaheuristics approaches 
under uncertain conditions compared to deterministic ones. For example, Geng et al. 
(2010) used approximate dynamic programming procedures to obtain the system 
performances of a single distributor multi-retailer decentralized inventory system. 
Under uncertainties, researchers significantly used fuzzy programming to obtain 
feasible solutions for quantitative models. Roghanian et al. (2007) converted their 
developed bi-level problem into an equivalent deterministic model at each level and 
used fuzzy programming techniques to solve a multi-objective non-linear program-
ming problem to obtain feasible solutions. Toksari and Bilim (2015) proposed a fuzzy 
goal programming approach to achieve the highest degree of each membership goal 
for a SC with multiple DMs. 

3.2.4 Simulation 

In the literature, simulations were used to imitate real-world scenarios. Simulations 
are computer-based tools that help DMs to analyze and improve system efficiency 
under uncertainties to represent practical scenarios (Keskin et al. 2010). Studies 
are using various simulation techniques to model decentralized systems. Rao et al. 
(2003) developed a simulation-based approach for a non-cooperative decentral-
ized inventory-planning problem consisting of N-retailers and W-warehouses. They 
used Reinforcement Learning, which is a simulation-based stochastic optimization 
approach for finding near-optimal solutions. Fattahi et al. (2015) applied a Monte 
Carlo simulation to optimize a two-stage DSC under uncertainties. To deal with 
demand uncertainty, they generated scenarios using the Latin Hypercube Sampling 
method (Olsson et al. 2003), in which the number of scenarios was reduced using
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a forward reduction technique. Ben Abdelaziz and Mejri (2016) used a simulation-
based solution algorithm for a decentralized non-linear multi-objective BLPP. Their 
approach showed a significant cost reduction in comparison to the usual inventory 
model. 

3.2.5 Simulation-Optimization Approach 

Although simulations have been widely used to imitate complex real-world scenarios, 
they may require large amounts of computational time, which causes difficulties 
in solving optimization problems. However, they can still be solved by simulation-
optimization techniques (Keskin et al. 2010). Simulation-optimization is a method in 
which an optimization module is coupled with a simulation model (Wan et al. 2005). 
Many researchers found this to be a useful solution approach to solving practical 
optimization problems with real-world uncertain scenarios. For example, Acar et al. 
(2009) used an iterative solution approach that combined optimization and simulation 
methodologies to develop a decision support framework for a global SC network. 
Mahnam et al. (2009) made a hybridization of multi-objective particle swarm opti-
mization (PSO) and simulation-optimization methods to solve their stochastic model. 
Similarly, Sahay and Ierapetritou (2014) proposed a hybrid simulation-based opti-
mization framework for SC operational problems in an agent-based decentralized 
distributed network. They developed optimization and simulation models separately 
and then coupled them together in a hybrid approach to extract the benefits of both 
models. 

Later, Shao et al. (2015) proposed a hybrid GA-based stochastic simulation 
approach to solve their model with an unlimited node expansion strategy. Their 
analysis revealed that appropriate parameters should be set according to the specific 
data environment during the use of this algorithm. Fattahi et al. (2015) developed 
an optimization-embedded simulation model to solve a retailer-manufacturer DSC 
with uncertain demand. They used a Monte Carlo simulation in the optimization 
model’s policies while using two metaheuristic approaches—evolutionary strate-
gies and imperialist competitive algorithm. They generated scenarios using the 
Latin Hypercube Sampling method with a scenario reduction technique to deal with 
demand uncertainty. In recent studies, Nourifar et al. (2020) developed a simulation-
based hierarchical interactive PSO algorithm to solve a stochastic DSC model. They 
considered a tri-level decision procedure of three hierarchical levels of decision-
making, where the leader was at the top-level (distribution center), the follower at 
the mid-level (manufacturer), and the sub-follower at the bottom level (supplier). 
They used a Monte Carlo simulation approach to search for an optimal solution to 
handle the uncertain parameters of the proposed model.
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3.2.6 Summary of Literature Review of Solution Approaches 

A summary of the literature review of different solution approaches used in this 
chapter’s research domain is presented in Table 2. Notably, numerous researchers 
used different types of exact approaches, especially for BLPP with two or three-
stage SC modeling problems. Moreover, a significant number of studies focused on 
heuristics or metaheuristics algorithms to solve complex models. Furthermore, in 
recent studies, increasingly more simulation and optimization approaches were used 
to solve large-scale models under uncertain real-world scenarios. 

Table 2 Summary of DSC planning models considering different solution approaches 

Solution approach Description References to literature Remarks 

Exact approaches KKT approach, 
backward induction, 
optimality conditions, 
algebraic solution 

Xiao et al. (2010), Hsieh 
and Lu (2010), Ang et al. 
(2012), Yeh et al. (2014), 
Fu et al. (2015), Chen 
et al. (2016), Giri and 
Bardhan (2017), Gao and 
You (2019) 

Difficult to 
apply to large 
complex 
problems 

Heuristics Strategies for finding 
near-optimal solutions 

Yugang et al. (2006), 
Taghipour and Frayret 
(2013), Heydari and 
Norouzinasab (2015), 
Taleizadeh et al. (2016), 
Yue and You (2017), 
Wang et al. (2017), 
Nematollahi et al. 
(2017), Jokar and 
Hosseini-Motlagh (2019) 

Simple, easy to 
solve, requires 
less 
computational 
effort 

Metaheuristics Genetic algorithm, 
dynamic programming, 
fuzzy etc. 

Roghanian et al. (2007), 
Geng et al. (2010), 
Toksarı and Bilim (2015) 

Requires higher 
computational 
time 

Simulations Repetitive process for 
creating real-world 
scenarios 

Rao et al. (2003), Fattahi 
et al. (2015), Ben 
Abdelaziz and Mejri 
(2016) 

Close to 
real-world 
scenarios 

Simulation-optimization Optimization-embedded 
simulation process 

Acar et al. (2009), 
Mahnam et al. (2009), 
Sahay and Ierapetritou 
(2014), Shao et al. 
(2015),  Fattahi et al.  
(2015), Nourifar et al. 
(2020) 

Useful approach 
under 
uncertainties 
requires less 
computational 
time
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3.3 Application in Real-Life Situations 

Applying quantitative mathematical models to real-life case studies is a useful way 
of validating them. In the literature, most studies have considered hypothetical data 
analyzes due to difficulties in data acquisition. However, very few studies have used 
real-life case studies to judge their stochastic DSC models. For instance, Ali et al. 
(2018) studied the effect of a demand disruption on the pricing and service strategies 
of a DSC using the Stackelberg (Manufacturer leader) game-theoretical approach 
and applied their proposed approach to a toy SC in Bangladesh, which comprised 
one manufacturer and two retailers. Bagul and Mukherjee (2019) presented a real-life 
automotive industry case to determine the sourcing strategy for a multi-tier decentral-
ized supply network under demand uncertainty. Also, Gao and You (2019) presented 
a case study of a Marcellus shale gas SC using a game theory-based stochastic model 
under uncertainty for a multi-stakeholder non-cooperative SC system. 

4 Summary of Review and Research Gaps 

After reviewing the relevant literature, the following research gaps can be highlighted: 

i. It is noted that most approaches that explored DSC systems considering various 
uncertain conditions considered specific assumptions and problem environments 
and used the game theory or BLPP techniques. Most of them assumed that, in 
a chain, any one member is a leader that makes its decisions first, while the 
other(s) act as a follower(s) that determines its decisions afterward. However, 
this type of problem environment may not be appropriate for many real-world 
DSC scenarios, in which every member in a chain acts independently without 
being dominated by any other(s). 

ii. A significant number of studies were found that used a solution-exchanging 
mechanism among a chain’s entities according to its hierarchical/sequential 
structure while using the output from one stage as an input to another. However, 
obtaining optimal solutions through this approach might not be suitable for a 
DSC structure as the stages make their own decisions independently without 
relying on those of others. 

iii. Most research on DSC modeling adopted two or three-stage SC networks, not 
many considered a multi-echelon one consisting of multiple entities in each 
echelon. Some studies that involved a multi-stage SC used iterative solution 
mechanisms, in which followers of two interacting stages were assumed as 
leaders for the next stage(s). 

iv. Although, as found in the literature, different contracts have been used as coordi-
nation mechanisms among individual entities and applied mainly for two-stage 
SCs, they can be difficult to implement among multiple stakeholders in a DSC 
system. Also, these contracts of SC coordination mechanisms forced a chain to
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act as if it was vertically integrated, which might not be a true representation of 
common decentralized structures. 

v. From the review, it is observed that most of the studies considered uncertainties 
in end-customer demand, while very few of them considered price and/or lead 
time uncertainties. Hence, more studies are needed to consider uncertainties in 
various parameters realistically in every SC stage. 

In brief, significant research gaps were noticed in the literature on DSC modeling 
under uncertain conditions, regarding real-life structures and circumstances. 

5 Future Research Directions 

The analyzes of the articles reveal significant aspects in which future research could 
be directed. A few of them are listed below: 

i. Studies could be conducted to develop quantitative models with more real-
istic assumptions and real-life problem scenarios representing practical DSC 
structures. 

ii. Multiple independent stages should be considered in modeling approaches that 
address multi-tier complex DSC structures with multiple independent entities. 

iii. Efficient solution algorithms could be developed to solve the stochastic quan-
titative models. Further studies could be performed using simulation and 
optimization approaches to capture real-world uncertainties in this context. 

iv. Studies focusing on uncertainties and/or risks associated with different planning 
parameters for every SC member, other than only end-customer demand and/or 
supply, could be performed to understand real-world uncertain situations. 

6 Conclusions 

In this chapter, a literature review of studies in DSC planning under uncertainties and 
risks was presented. Though a significant number of papers have been found in the 
literature with SC modeling, review papers focusing on only DSC structures consid-
ering uncertainty and/or risks are scarce. This chapter focused on various quantitative 
models with different solution approaches for DSC systems under various uncertain-
ties and risks. In summary, most of the literature on DSCs decision-making, either 
for cooperative or non-cooperative cases, considered game theory based modeling, 
particularly using a leader–follower strategy, in which the follower was forced to 
cooperate with the leader. However, assuming a leader or follower in any SC stage 
does not always represent the actual scenario of a decentralized structure. In partic-
ular, SC members’ independent planning and autonomous nature rarely follow an 
unequal power distribution, as is often assumed in the literature. Moreover, this 
assumption becomes more complex in the case of a multi-stage SC. Also, selecting
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leader(s) or follower(s) among members is a major planning issue with additional 
computational challenges for these BLPP approaches. In the literature, modeling has 
also been conducted using Nash game approaches, whereby each player of different 
SC levels acts simultaneously with complete information about the game. However, 
having complete information about another player may not be possible in a decentral-
ized setting due to confidentiality and/or the difficulties of sharing information with 
others. Some of the studies used contract negotiation methods for non-cooperative 
SCs, which mainly coordinated decisions for only a SC’s adjacent entity, rather than 
all stages, and hence didn’t address the full multi-stage DSC picture. In contrast, hier-
archical or upstream planning with a sequential flow of iterative activities, also used 
by researchers, may not be suitable for a network with independent entities focused 
on their individual strategies while having only local information. Therefore, more 
research should be conducted on modeling DSC structures considering practical 
aspects and planning approaches. In addition, most of the studies in the literature 
considered mainly two-stage serial SCs with manufacturer-distributor, manufacturer-
retailer, or distributor-retailer network systems, while leaving the consideration of 
complex multi-tier network structures for future research. 

However, this study should admit its limitations. For example, the study was 
conducted based on research articles available in Google Scholar and Scopus, written 
in English. Thus, additional sources would possibly include further findings. 

In conclusion, the models found in the literature mainly considered full 
information-sharing among entities and/or unequal power among SC’s members, 
which conflicts with practical decentralized network structures. This assumption of 
a mismatch in power also hinders the development of strategies for achieving indi-
vidual objectives in this type of DSC setting. Consequently, further studies should be 
performed while considering practical DSC structures and assumptions. In addition, 
it is noticed that although demand uncertainty was studied by many researchers, very 
few studies included other uncertain parameters in their planning models. Hence, 
demand uncertainty for each independent member and uncertainties in lead time, 
price, cost parameters, capacity, etc., should be considered for studying DSC systems. 
Also, few studies have been found with simulation approaches, although they can be 
a method of capturing real-world uncertain scenarios. Therefore, our review pointed 
out that more research is needed to develop realistic quantitative models and effi-
cient solution approaches for ensuring coordination among independent stages of 
multi-echelon complex DSC systems to represent real-world uncertain scenarios. 
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Supply Chain Deep Uncertainties 
and Risks: The ‘New Normal’ 

Derek Friday, Suzanne Ryan, Steven Alexander Melnyk, and Damon Proulx 

1 Introduction 

Conditions of supply chain deep uncertainty create avenues for the spread of overlap-
ping opinions, and the tendency for risk managers, speculators, media houses, and 
researchers alike to conflate radical uncertainty with predictable risks (Townsend 
et al. 2018). For example, the limited understanding and inability for current supply 
chain risk management models to predict the consequences of the prevailing supply 
chain deep uncertainty resulted in misinterpreting the COVID-19 pandemic as a 
Black Swan (an unknown-unknown). This should not have been the case given the 
world’s experience in managing previous flu pandemics. For instance, the centre 
for disease control and prevention website indicates communities and economies 
have survived several pandemics including the 1918 Pandemic (H1N1 virus), the 
1957–1958 pandemic (H2N2), the 1968 pandemic (H3N2), and the 2009 H1N1 
pandemic (Centres for Disease Control and Prevention 2022). Therefore, the exis-
tence of knowledge on previous pandemics works contrary to the Black Swan theory 
assumption on rare events, which are considered hard to predict, and beyond the 
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realm of human expectations, and can only be rationalised by hindsight (Vacante et al. 
2012). This misinterpretation of states of knowledge across communities, industry 
practitioners, and researchers underpins experienced violations and misinterpretation 
of COVID-19 protocols and threatens the ability for businesses and governments to 
identify, distinguish, and model value-enhancing risk management decisions under 
different conditions of supply chain uncertainty. 

Currently, the global supply chain environment remains plagued by multiple 
sources of stress, risk, and disruptions. As a result, businesses continue to face 
repeated, and potentially unprecedented risks which present an unusual situation 
where an appropriate response across multiple risk fronts is required to address 
persistent COVID-19 effects, escalating geo-political tensions and related politi-
cization of supply chains through disinformation, and spiralling global inflation 
impacting leading economies especially in Europe, the USA, China, and Russia. 
Specifically, the simultaneous exposure to these sources of risk has reversed previous 
resilience gains global energy and food security (e.g., the ‘360°’ reversal of energy 
policies which send Europe back to relying on fossil fuels on the backdrop of the 2050 
net zero greenhouse gas (GHG) emission targets). Inability to mitigate the effects 
from the above conditions highlights the extent businesses and governments depend 
on predictable global supply chains to provide critical services and achieve gross 
domestic product targets in both emerging and developed economies. According to 
Bhattarai (2022), mixed messages about the global economy from reserve banks, 
international organizations such as the International Monetary Fund, and the World 
Bank and consultancy firms, among others make it difficult for businesses to fore-
cast and respond to the evolving uncertainties and risks. Throughout the evolution 
of risk, it has been argued that understanding supply chain risks cannot be separated 
from ‘uncertainty’ (Prakash et al. 2017). Yet, there are ambiguities in the literature 
pointing to a misconception of radical uncertainty and risk as being synonymous, and 
reference to risk as inherent in uncertainty or the other way around (Simangunsong 
et al. 2012). According to the uncertainty continuum (Vilko et al. 2014), supply chain 
uncertainty could be viewed as a distinct concept from supply chain risk, with each 
form of uncertainty requiring specific strategies. 

Consequently, businesses that survived the COVID-19 pandemic disruption are 
doing everything to stay afloat. These businesses commonly hold off renovations, 
hire casual workers instead of hiring full-time employees, stock lower-priced goods, 
and switch arrangements with big retailers such as Target to sell directly to consumers 
to gain control over production and profits. Despite these mitigation strategies, the 
global supply chain landscape continues to elevate drivers of deep uncertainty and 
risk to a level that is incompressible for the best financial or political analysts. For 
instance, throughout the COVID-19 outbreak, businesses and governments faced 
shortages of supplies and logistical bottles in international transportation never expe-
rienced before in the modern business world. Furthermore, the geo-political tensions 
leading to Russia’s invasion of Ukraine brought to bear Europe’s deep uncertainty 
and dependence on Russian gas, and the limited local capacity to quickly switch the 
oil and gas supply chain infrastructure (Corbeau 2022). The resulting outcome is 
the concentration and dependence of global supply chains on China and Russia for
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manufacturing, skilled cheap labour, rare minerals, wheat, oil, and gas which has 
further compounded the deep uncertainty and risks surrounding global supply chain 
networks. Similarly, the Centre for Strategic and International Studies estimates the 
global cybercriminal enterprise will cost businesses across the globe up to $5.2 trillion 
by 2024 (King and Gallagher 2020; Melnyk et al.  2021). Consequently, businesses 
continue to face losses worth billions of dollars due to malicious cyber activity threat-
ening global supply chain ecosystems, with deep uncertainty and risk implications 
for communities, businesses, and governments. 

In light of these significant issues, it is necessary to understand, where, if any, 
broad drivers of deep uncertainty and risk in the literature undermine the current 
scope of supply chain risk management models to appropriately mitigate against 
these factors. Therefore, this chapter aims to expand the application of supply chain 
risk management models and processes by examining the broad drivers of deep uncer-
tainty and risk in the literature to determine where these issues exist, and, suggest 
potential solutions for future applications. Towards these ends, the chapter adopts 
the Web of Science (WoS) database as a source of academic supply chain uncertainty 
articles for analysis. The WoS database offers a broad coverage of academic journals 
and enables the categorisation of retrieved documents based on citations and publi-
cation trends (see Fig. 1). A search query was generated to search for articles on 
supply chain uncertainty in WoS: ‘supply chain uncertainty’ (Topic, Title, Abstract, 
Keywords). The search for relevant articles on 11/02/2022 resulted in 636 documents 
categorised by WoS under seven document types: articles, proceeding papers, review 
articles, early access, corrections, editorial materials, and news items. Of the retrieved 
documents, 20 articles were excluded because they were either inaccessible or not 
published in English. As highlighted and discussed in the proceeding sections of 
this chapter, key findings include a significant increase in attention on supply chain 
uncertainty in the last five years. Additionally, there is a need to advance a larger 
portion of future studies towards focusing beyond finance and statistical forecasting, 
prediction, and optimisation techniques to address supply chain deep uncertainties.

2 Supply Chain Uncertainty Literature 

The Publication and citation results from the retrieved articles for analysis indicate 
research attention on uncertainty and related risks remained low throughout the years 
until 2011 (see Fig. 1). The sharp increase from 2017 to 2021 can be attributed to a 
period when global supply chains for the first time were stressed by a simultaneous 
occurrence of multiple mega stressors such as COVID-19, climate change, height-
ened geo-political tensions and disinformation, broad cyberattacks and an urgent 
need to address these factors. The first set of articles addressing supply chain uncer-
tainty begins with establishing empirical metrics for the measurement of uncertainty 
in customer satisfaction, demand, and inventory management. Firstly, Escudero et al. 
(1999) develop an empirical modelling framework for optimising product demand 
and lead times distribution to customers in the automotive industry. Applequist et al.
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Fig. 1 Publication and citation trend of supply chain uncertainty articles retrieved from the WoS 
(1999–Feb 2022)

(2000) present a risk premium construct for estimating expected values and revenue 
attained in the event of demand uncertainties and associated issues with inventory 
variability within the chemical manufacturing industry. Gupta et al. (2000) adopt a 
framework of supply planning under demand uncertainty to forecast optimised levels 
of customer satisfaction. 

While these studies represent the foundational contributions in the field of supply 
chain uncertainty, the most impactful contributions reside in the areas of devel-
oping decision frameworks for optimal technology choices in supply chain strategies 
across different firms. Proceeding research makes contributions towards advancing 
the development of machine learning algorithms for forecasting different environ-
mental uncertainty problem parameters, as well as theoretical models of cost manage-
ment within internal and external environmental constraints to the production and 
cost process in supply chain integration (Wong et al. 2011). The most recent trends in 
the field of supply chain uncertainty focus on understanding individual rationality in 
supplier, manufacturing and retailer decisions in operational decisions and contract 
structuring. Whereas other contributions focus on optimising profit maximisation 
through weighting supply chain coordination strategies and risks as these relate to 
financial instability (Li and Li 2022). Conversely, other contributions add to the 
application of optimisation principles to risk associated with supply sustainability 
across resource intermediaries, financial, social, logistical, and natural environmental 
factors (Raian et al. 2022). 

Although Fig. 1 highlights a significant increase in attention on supply chain uncer-
tainty in the last five years, the challenge across a larger portion of existing literature 
is the focus on advancing statistical forecasting, prediction, and optimisation tech-
niques to address supply chain uncertainty. The advancement of big data analytic 
capabilities on which the current techniques are anchored could not save supply
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chains from global disruptions, especially in critical sectors such as humanitarian 
and medical supply chains pushed to a tipping point by the COVID-19 pandemic. In 
unique and unprecedented contexts such as that presented by COVID-19, existing 
techniques are adequate up to the point where existing data and experience can no 
longer be relied upon to generate probability distributions to inform decision making 
(Friday et al. 2021). Therefore, we argue that the inability of supply chain experts to 
address medical stocks, delayed deliveries, and port congestions, even with all the 
sophisticated I.T systems in place may be attribute to idiosyncratic responses that 
do not put into consideration negative supply chain externalities. For instance, on 
the backdrop of the COVID-19 pandemic, succeeding stressor such as the Russia-
Ukraine war and escalating geo-political tensions between USA and Chain over the 
Taiwan Striates, revealed deeper supply chain uncertainties and interdependences 
that could never have been predicted or forecasted by strategic planning or existing 
algorithms. As such, it makes sense for both academics, practitioners, international 
organisations and regulators to review the techniques currently relied upon to manage 
supply chain uncertainty and related disruptions. 

3 Levels of Supply Chain Uncertainty 

A content analysis of the literature revealed varying positions around the definition 
of supply chain uncertainty. From the existing definitions and contexts, uncertainty 
can refer to the lack of knowledge about an event that reduces confidence in deci-
sion making and drawing conclusions from available data/information (Phillips et al. 
2006). Whereas, ‘supply chain uncertainty’ is a situation in which the risk manager 
does not know definitely what to decide as they are indistinct about the objectives. 
This may include a lack of information about the supply chain environment, where 
managers are unable to predict the risk impact or possible control actions on supply 
chain operations behaviour (van der Vorst and Beulens 2002; Vilko et al. 2014). 
Supply chain uncertainty may also entail different classifications which can encom-
pass endogenous and exogenous uncertainty (Trkman and McCormack 2009). In 
addition to supply and demand uncertainty (Gong et al. 2014), other forms of cate-
gorisation can include internal organisational uncertainty (emerges from the focal 
firm); internal supply chain uncertainty (emerges from within the control of the focal 
firm or its supply chain partners); and external uncertainties (emerging from outside 
the supply chain) (Simangunsong et al. 2012). 

Two key studies share related views on understanding uncertainty based on a 
state of knowledge continuum. While Townsend et al. (2018) explain uncertainty 
based on ignorance/unknowingness such as ambiguity, equivocality, and complexity, 
a prior study by Vilko et al. (2014) offers a more detailed breakdown of supply 
chain uncertainty on a continuum ranging from complete certainty to radical uncer-
tainty. Results from the content analysis highlight the different levels of supply 
chain uncertainty addressed over a 20-year (2001–2021) period (see Fig. 2). The 
results were attained by coding, querying the literature, and analysing six levels 
of the supply chain continuum respectively: from complete certainty, probabilistic
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Fig. 2 Representation of different levels of the supply chain uncertainty continuum in the literature 
(2001–February 2021) 

uncertainty, parametric uncertainty, structural uncertainty, procedural uncertainty, to 
radical uncertainty. 

The results indicate that for the most part of a decade (2001–2011), studies on 
supply chain uncertainty focused mainly on probabilistic uncertainty, where Prob-
abilistic uncertainty refers to when alternative outcomes of decisions are known in 
terms of probabilities regarding the likelihood of achieving the outcome and impact. 
The analysis indicates that definitions of structural uncertainty (that are more compli-
cated to understand) can be traced back to as early as 1984, yet the concept is not 
picked up in supply chain uncertainty until 2005. Structural uncertainty refers to 
the knowledge related to the state of the world in a future that is imperfect, and 
only subjective beliefs can be projected. At this level of uncertainty, analyses cannot 
objectively assess the probability of alternative choices or their causality. 

Although the two extremes of the supply chain uncertainty continuum (complexity 
and radical uncertainty) are contemporary terms, they have attracted limited 
research attention in a time when understanding how to make decisions in certain and 
extremely uncertain environments is critical. Conversely, complete certainty refers 
to an ideal hypothetical world in which the decision maker knows all relevant infor-
mation; there are no actual risks, as each is rectified. On the other hand (Vilko et al. 
2014), radical uncertainty refers to a hypothetical decision making world in which 
there is total imperfection in terms of knowledge about the structure or probability 
of alternatives (an example of the Black Swan theory). In the context of our analysis, 
the results indicate an urgent need for a shift from a ‘certain’ and ‘probabilistic’ 
understanding of supply chain uncertainty towards considering more radical levels 
of deep uncertainty in line with the current times: parametric, structural, procedural, 
and radical supply chain uncertainty earlier discussed. For example in the case of the 
COVID-19 pandemic or escalating geo-political tensions and related disinformation
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influence operations, managerial risk management decisions were undermined by 
limited understanding of parametric and procedural uncertainty. Parametric uncer-
tainty refers to when the alternative outcomes of decisions/choices are known but 
the probability parameters are not: environment dependent. Procedural uncertainty 
refers to a situation where the supply chain risk manager is constrained by his 
or her computational and cognitive capabilities and therefore cannot form a clear 
picture of the decision making processes or the risk events, mainly on account of 
their complexity. As such, our proposal for a shift can be attributed to the growing 
need to pay attention to the more complex and overlapping drivers supply chain 
deep uncertainty and risks such as climate change, broad supply chain cyberattacks, 
war posturing and international wars, that do not conform to the interpretation of 
common supply chain risks identified from probability distributions, optimisation, 
and predication/forecasting techniques. 

4 Multiple and Simultaneous Drivers of Deep Supply 
Chain Uncertainty and Risk 

The troubling challenge in managing systematic supply chain disruptions in this era 
of digital and data-driven supply chains can be attributed to our inability to cope 
with global supply chain deep uncertainties. According to Cox (2012), the relevance 
of big data in predicting future outcomes is in doubt, as formerly relied upon and 
validated risk management models giving the probabilities of future performance 
are not readily available. There are conflicting views among experts on the probable 
consequences of alternative managerial decisions and government or international 
institutional policies. For example, unwarranted demands to reach consensus among 
decision bodies such as the UN security council, effects of groupthink biases among 
policymakers, and ambiguity around what decision models to use among risk analysts 
(e.g., central banks, security stock markets) have continuously undermined the ability 
to address overlapping drivers of deep uncertainty such the spiraling global inflation 
and effects from the Russia-Ukraine war. Similarly, the feelings of morale obliga-
tions not to oversimplify the analysis by imposing one specific solution continue 
to undermine responses to drivers of global supply chain deep uncertainties. With 
emotions and ‘politics of the supply chain’ running high, coupled with convictions 
of being right, simple questions such as where, when, and how to pre-empt drivers 
of supply chain deep uncertainty become more complex when multiple and simul-
taneous drivers of supply chain uncertainty simultaneously occur. This is apparent 
during difficult managerial decision making situations exacebated by climate change, 
pandemics, deliberately spread pathogens, state sponsored cyberattacks, or terrorist 
threats, in conjuction with trading partners advancing local and international core 
strategic interests, and protecting territorial integrity of sovereign states. 

Therefore, the multiple, and simultaneous occurrence of mega supply chain risk 
and stressors is not only unprecedented, but also offers researchers and practitioners
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an opportunity to re-examine the efficacy of existing uncertainty and risk manage-
ment techniques. Supply chain risk management approaches covering various tradi-
tional categories of risks (e.g., supply, demand, operations, environmental, legal, and 
technology) are well advanced (e.g., Bailey et al. 2019; Manuj and Mentzer 2008; 
Jüttner et al. 2003; Pournader et al. 2020). However, disruptions on the backdrop of 
the COVID-19 pandemic and escalatating geo-political tensions in the last 3 years 
are forcing supply chain risk managers and academics to re-examine how uncer-
tainty and risk consequences due interconnectivity and interdependence in global 
supply chain operations can be managed. For instance, Fig. 3 highlights results from 
a content analysis of literature on supply chain uncertainty and shows how four 
simultaneously occurring drivers of supply chain deep uncertainty are represented in 
the literature: geo-political tensions, broad supply chain cyberattacks, natural calami-
ties, and the COVID-19 pandemic. Prior to the Covid-19 pandemic, issues on climate 
change and cybersecurity dominated discussions in supply chain uncertainty. As will 
be discussed in the following section, we can confirm from looking at the graph in 
Fig. 3 that there hasn’t been a time when all the four examined broad drivers of 
supply chain deep uncertainty are adequately represented in the literature (Fig. 4). 

(a) Pandemics e.g., COVID-19 

Several supply chain risk managers, industry experts, and governments a like were 
wrong in their interpretation of uncertainty surrounding the COVID-19 pandemic 
or simply reacted to the effects as they unfolded. Results highlighted in Fig. 3 indi-
cate supply chain uncertainty research paid more attention to pandemics in 2021 
and pandemic are becoming a dominant issue in 2022. Yet, as early as December

Fig. 3 Multiple and simultaneous drivers of deep supply chain uncertainty addressed in the 
literature over a period of 23 years (1999–February 2022)
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Fig. 4 Illustration of an association between mega supply chain stressors and different levels 
of uncertainty

2019 during the COVID-19 outbreak, businesses and governments faced shortages 
of medical and raw material supplies, logistical bottles in international transporta-
tion, and sporadic panic buying behaviour. In addition to huge losses of human lives 
and shortage of skilled labour, critical for supply chain risk managers was the real-
isation of the extent of concentration and deep dependence of local supply chains 
on China, especially for manufactured goods, and raw materials in the form of rare 
earth metals. Physical measures such as travel bans by the USA and the UK targeted 
communities from countries such as South Africa not only severely impacted tourism 
supply chain chains, but also resurrected nationalistic ideologies in local manufac-
turing that we thought were long gone due to global sourcing. The share of total GDP 
generated from travel and tourism globally fell from 10.3% in 2019 to 5.3% in 2020 
following the pandemic outbreak and increased by just about 1–6.1% in 2021 (Statista 
2022). Similarly, as of FY2022, countries such as Australia and USA and others in 
Europe were focusing on exploring local production capacity and the urgent need to 
localise supply chains to address the dependency on global supply chain networks. 
According to Friday et al. (2021), addressing deep uncertainty effects driven by the 
COVID-19 pandemic will require broadening steps in supply chain risk management
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processes to include a baseline capturing global supply chain stressors regardless of 
whether managers are responding to local drivers of uncertainty and risk. 

(b) Geo-political tensions 

Geo-political tensions have received low but consistent research attention from 2011 
to 2020, and with a significant increase in 2021 (see Fig. 3). Geo-political tensions 
on the backdrop of the COVID-19 pandemic have soared since Russia’s invasion of 
Ukraine. As global supply chain managers muddle through the likely effect of a poten-
tial conflict between the USA and China over the Taiwanese Striates, investors and 
policymakers worry that deepening tensions among leading nuclear power countries 
could exert a drag on global supply chains and economies already pushed to a tipping 
point by COVID-19, spiralling global inflation, and a sharp increase in uncertainty 
and risks with severe consequences for critical sectors such as the medical industry 
(Caldara et al. 2022). Several drivers of geo-political tension are apparent in existing 
research: petrochemical contexts, trade sanctions between USA and allies versus 
China and Russia on the other end, are among other examples spanning from foreign 
occupation, conflicts, to trade restrictions historically (Helbig et al. 2016). 

While cross-jurisdictional tension, trade disagreements and international wars 
have been engrained in human function for millennia, today’s global supply chains 
are not immune to war effects as the global economy is inherently interconnected and 
interdependent. Within this, both governments and businesses are exposed to several 
geo-political risks and uncertainties. According to Corbeau (2022), up to 36% of 
Europe’s gas demand is supplied by Russia, with leading European economies such 
as Germany offering no immediate solution in sight to develop domestic capacity. 
For instance, in assessing geo-political tensions between the United States and China 
trends and risks, Wolf and Kalish (2021) highlight several factors that could inform 
how supply chain risk managers respond to deep supply chain deep uncertainties. In 
particular, the issue of restricting access to information and framing biases (disin-
formation) around issues such as USA’s ambiguous policy and relationship with 
Taiwan versus the ‘one China principle’ which exacerbate the level of supply chain 
uncertainty that risk managers must consider. The following scenarios are likely to 
influence supply chain risk management strategies in the future:

. The decoupling scenario allowing businesses and countries to pursue policies that 
reduce dependence in the production of goods of national importance by countries 
considered unfriendly.

. Attempts to gain and preserve dominance in critical sectors by thwarting the 
other’s efforts to access critical assets such as intellectual property and semi-
conductor supply chains.

. Dimishing reliance on third-party suppliers including heavy scrutiny of busi-
ness ownership structures, and strengthening of data localization and privacy 
regulations.

. Data localization regulations will become more stringent as countries attempt 
to prevent non friendly countries from obtaining sensitive information, thus 
deepening global supply chain uncertainty.
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Currently, the concentration of local and international parts of supply chains could 
act as a deterrence to war between the two largest economies of China and the 
USA. For example, China controls a substantial fraction of the world’s mineable 
lithium supply and processes 80% of all minerals used in lithium-ion batteries, in 
addition to housing a big percentage of the world’s manufacturing capacity. Following 
Europe’s experiences from the Russian-Ukraine war, dependence and centralisation 
of supply chain operations in countries such as Russia and China explain why supply 
chain risk managers are grappling with the urgent need to decouple and localise 
operations in vain. In addition to restricting access to critical components (e.g., earth 
metals) and affordable oil and gas, any geographical shift in just one part or an entire 
supply chain to avoid impacts from geo-political tensions can create inconceivable 
knock-on effects and varying levels of deep uncertainty for a local manufacturing 
and supply chain ecosystem. 

(c) Broad supply chain cyberattacks 

Cybersecurity is a well established field in Information and Communication Tech-
nology (ICT), and is primarily addressed internally within the firm. It’s only within the 
last decade that researchers and industry experts have recognised the urgent need to 
understand the breadth of negative externalities associated with cybersecurity across 
the supply chain. From the analysis results highlighted in Fig. 3, there is very little 
attention in literature (from 2017 to 2020) on cybersecurity as a driver of supply chain 
deep uncertainty and risk. Yet, several broad cyberattacks demonstrate how to focus 
on cybersecurity as a supply chain issue raises deep uncertainty and risks for targeted 
supply chains or customers who make use of vulnerable suppliers. For example, 
a cybersecurity investigation by FireEye in 2020 uncovered a broad and sophisti-
cated state-sponsored attack, that not only uncovered the SolarWinds supply chain 
attack, but also a deeper indirect effect on government agencies and consumers reliant 
on SolarWinds as a major American information technology firm. Cybercriminals 
inserted malicious code in SolarWinds software to compromise over 33,000 compa-
nies that rely on SolarWinds to manage their IT resources. Until FireEye reported the 
breach to the U.S. National Security Agency (NSA), NSA had no clue of the threat or 
extent of the breach across impacted U.S. Federal agencies: Energy Department, the 
National Nuclear Security Administration, the Department of Défense, the Pentagon, 
the Department of Justice, and the Department of Homeland Security (Melnyk et al. 
2021). Other broad supply Chain cyberattacks such as NotPetya exemplify the deep 
uncertainty and potential impact caused by malware indirectly spreading along a 
global supply chain network. A report by European Network and Information Secu-
rity Agency indicates that up to 66% of analysed incidents focused on supply chain 
digital assets (e.g., suppliers’ code) in order to compromise a prime target. 

What the above discussion suggests is that a manufacturer with limited ability to 
address cyber supply chain risks beyond the 1st tier supplier or customer faces signif-
icant uncertainty, mainly because of the uncertainty surrounding the high likelihood 
of an indirect cyberattack through weak points in the supply chain. The key concern 
for a focal firm in a multi-tier supply chain is that suppliers are at times unaware of 
indirect supply chain cyberattacks or may choose not to be transparent about how
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they were compromised (ENISA 2021). Critical among the cybersecurity concerns 
discussed above is that increasing deep supply chain uncertainties are a result of 
persistent indirect cyberattacks on targeted weak suppliers at the 3rd or even 4th tier 
in a multi-tier supply chain. Implying that the deep uncertainty and likelihood of 
successful indirect cyberattack through weak suppliers is no longer an issue of when 
but rather a ‘new normal’ that supply chain risk managers must deal with on a regular 
basis. 

(d) Climate Change—Natural Disasters 

The increasing focus on climate change as a driver of supply chain uncertainty since 
2010 was highest in 2020 but is now at the verge of being overtaken by the focus on 
emerging geo-political tensions leading to the Russia-Ukraine war. Yet, uncertainty 
and risks resulting from global warming and impacting the supply chain financing and 
performance are critical for the sustainable growth of the global economy. The impact 
of climate change on the supply chain ecosystem are immense. For example, the 
World Wildlife Fund (WWF) for Nature-Australia and the University of Sydney 
estimated the 2019–20 bushfires to have cost Australian agriculture between $4 and 
$5 billion. The impact was estimated by examining damaged farm buildings and 
equipment, reduction in farmland values; loss of crops and livestock deaths; among 
others (Bishopa et al. 2021). According to the National Recovery and Resilience 
Agency, and the Australian Institute for Disaster Resilience web page, the impact of 
the summer bushfires on the New South Wales (NSW) ecosystem was unprecedented: 
26 lives were lost, 2448 homes destroyed, and 5.5 Million of hectares of land were 
burnt, more than 3 Billion animals (including some rare or threatened plant, animal, 
and insect species, with the complete loss of some species believed to be permanent) 
are estimated to have been killed or displaced. The Insurance Council of Australia 
(ICA) declared the fires a catastrophe and enabled the processing of insurance claims 
from the bushfires in 2019–20 across NSW, Queensland, Victoria (VIC) and South 
Australia numbered 38,181, with estimated losses of $2.32 billion. In the first quarter 
of 2020, a Royal Commission into National Natural Disaster Arrangements was 
established, and in the same period, the Australian Government committed $2 billion 
to the National Bushfire Recovery Fund to assist impacted communities. 

Similar to bushfire experiences in other countries such as the USA, risk manage-
ment strategies aimed at mitigating the bushfire’s impact on Australia’s supply 
chain ecosystem are required. What is certain is that the 2019–2020 ‘Black Summer’ 
bush fire season was the worst in NSW, with higher-than-average temperatures, low 
moisture levels following several years of drought fuelling the fires increasing in 
intensity, severity, and duration, driven in part by climate change. Besides wild-
fires, the Queensland 2011 floods highlighted significant weaknesses and need for 
strategies for supply chain security in the Australian food industry (McMahon et al. 
2015). More recently, there has been an energy policy reversal back to fossil sources 
of energy (e.g., coal) among countries in Europe to address the deep uncertainty on 
the oil and gas supply from Russia. This presents a conundrum for risk managers 
aiming to address climate change challenges impacting supply chain operations, 
and the move to achieve the net zero GHG targets by 2050. Global warming has
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presented a situation where society encounters several unknown and increasingly 
naturally occurring risks (e.g., Fires, Floods and Rising Sea levels). However, insights 
presented by Europe’s double standards in decision making around the dependence on 
Russian oil and gas highligt key supply chain risk management challenges, and rein-
force the urgent need to keep track of the 2050 net zero GHG emissions. In addition to 
reverting fossil fuels, supply chain risk managers are unable to determine the extent 
politicians in Europe are willing to compromise the survial of manufacturing busi-
nesses or risk the lives of ordinary people through a cold winter due to lack of afford-
able gas, in order to prove the accuracy and effectiveness of the sanctions aimed 
at crumbling Russia’s economy. The promised future for renewable energy is at an 
all-time low. 

Some commentators argue that the high cost of gas and electricity will spur 
investors and European governments to invest more in wind, solar and nuclear energy 
projects in friendly countries such as Australia that are naturally endowed with 
resources critical for renewable energy. While there is no sign of refraining from 
war among proponents of a USA led NATO and Russia supporters, the increasing 
level of disinformation surrounding the war (framing biases) has split the world 
opinions on how peace can be achieved. On one hand, you have supporters of USA/ 
NATO/Europe funding the Ukraine war versed those who view Russia as a super-
power that is responding to an existential threat, just like any other superpower 
would have done to protect her sovereign and territorial integrity and strategic inter-
ests. However, the resulting disruptions in good, oil, and gas supply chains continue 
to impact businesses and the lives of ordinary people globally. Additionally, with 
resources (e.g., lithium, cobalt, and rare minerals) for renewable energy located 
mainly in Russia, and China, while the advancement in R&D, technologiy inno-
vations and patents is led by Western economies, the deep uncertainty caused by 
escalating geo-political tensions, international wars and the impact previously relied 
upon business relationships between trading countries, will have to be resolved for 
global supply chains to regain previous levels of stability and net zero 2050 GHG 
emission targets in line with the Paris climate change agreement. 

5 The Underlying Consequences—Spiralling Global 
Inflation 

Inflationary pressures on the backdrop of COVID-19 economic stimulation pack-
ages have continued to impact the global world economy, raising the uncertainty 
and risk of stagflation. Exacerbated by the Russia-Ukraine war, and global consumer 
price inflation rose above central bank targets in leading global economies. Infla-
tion is envisioned to remain elevated for a longer time and at higher levels than any 
of the banks, international organisations and experts have been able to predict or 
forecast. Continuous adjustments of inflation targets and raising bank interest rests 
have failed to curb the spiralling global inflation due to supply chain bottlenecks
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and edging commodity prices including oil, gas, and energy. The Russia-Ukraine 
war is leading to high global commodity prices, increasing food insecurity, exac-
erbating inflation and tighter financial vulnerability, and heightening international 
policy on uncertainty. Due to the resulting deep uncertainty and risks, economics 
and finance institutions have failed time and time again to accurately predict global 
growth or to forecast the level of anticipated economic slowdown in 2022. According 
to Guénette and Wheeler (2022) emerging market and developing economies’ output 
was expected to decline from 6.6% in 2021 to 3.4% in 2022 due to negative externali-
ties from the Russia-Ukraine war and the resulting commodity price volatility, global 
trade disruptions, and tighter financing conditions. For example, prior to the invasion, 
the world economies were focusing on reversing the severe losses and disruptions 
from the pandemic such as capital and skilled labour constraints to support the 
global economic recovery amid uneven and lingering supply bottlenecks. However, 
the increasing focus and sanctions on containing Russia’s war in Ukaraine and the 
resulting hire levels of inflation in Europe have distracted the world from this agenda. 

Finance and trade sanctions by the United States and the European Union (EU) 
resulted in a boomerang effect with severe consequences for businesses and commu-
nities in countries like Germany that heavily depended on Russian oil and gas. A 
summary of the sanctions and trade restrictions include: freezing Russia’s foreign 
exchange reserves, restricted access to banking networks, blocking transactions 
with entities in sanctioning countries including a cut off from the SWIFT finan-
cial messaging system, banning of new investments in the Russian energy, export 
and import restrictions focused on “dual-use” technologies including semiconduc-
tors, goods and services related to aviation, aerospace and oil and gas production, 
and luxury goods, and closing the airspace to Russian flights (Guénette et al. 2022). 
The sanctions did not only fail to cripple Russia’s economy, the assigned ‘selective 
default’ credit ratings, and the high probability of future sovereign debt default, have 
all failed to materialise or deter emerging economies in Asia, Africa, South America, 
and the Middle-East from trading with Russia. Furthermore, attempts by the U.S. 
government to block Russian debt service payments made from dollar accounts held 
with U.S. financial institutions did not signal the anticipated likelihood of a sovereign 
default in the financial market. The Russian economy that was tipped to enter a 
recession emerged stronger in comparison to United Kingdom and some European 
countries on the verge of collapsing because of unprecedented high inflation and 
surging costs of energy impacting the manufacturing industry. More importantly, for 
this chapter is that experts in central banks and institutions such as the World Bank 
continue to get their inflation predictions wrong partily because of the deep uncer-
tainty created by Russia’s war in Ukraine. For impacted global and local supply chains 
facing spiralling inflation from the war’s negative externalities, there is no option but 
to continuously plan and adapt to a business environment with deep uncertainty and 
related inflationary risks.
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6 Managerial Implications—Responding to Supply Chain 
Deep Uncertainty 

Managing supply chain disruptions under conditions of deep uncertainty requires 
broadening the risk management discussion beyond logic-based strategies based on 
scenario planning, forecasting, and optimisation processes based on known ‘states 
of nature’ (probability and risk) to include alignment with states of knowledge, 
and social-psychological aspects of supply chain actors and stakeholders glob-
ally. In this section, we map the multiple and simultaneously occurring drivers 
of deep uncertainty and risk against/along the supply chain uncertainty continuum 
(‘complete certainty’ to ‘radical uncertainty’) to support our argument for other 
social-psychology aspects to be incorporated in supply chain risk management 
models. 

The literature is filled with advice for managing risks under uncertainty: design 
fault tolerant, survivable, and resilient organizations, systems, and infrastructure; 
loosen or decouple the tight couplings and dependencies in existing complex systems 
and infrastructure; adopt a vigilant, risk-aware mind set, and culture, build highly reli-
able organizations around the five principles (preoccupation with failure, reluctance 
to simplify interpretations of data and anomalies, sensitivity to operations, commit-
ment to resilience, and deference to expertise rather than to authority) (e.g., Cox 
2012). However, our failure to predict global supply chain disruptions and their 
impact on local businesses, or the endgame of escalating geo-political tensions 
between USA and China in the Taiwan Striates demonstrates gaps in current logical 
and systematic approaches to managing risks under conditions of deep uncertainty. 
Managing supply chain risks requires broadening the discussion around how risk 
managers can improve managerial decision making under conditions of supply chain 
deep uncertainty. It is important to note at this point that the succeeding discussion and 
recommendations should be viewed as complementary and not contrary to existing 
quantitative approaches modelled around data, probability and risk assumptions in 
decision trees, and predication, financial forecasts, and optimisation models, among 
others. 

Managerial decisions and actions during unprecedented conditions vary across the 
levels of supply chain uncertainty and should be aligned to how different customers 
and suppliers respond to percieved uncertainty and risks in a multi-tier supply chain. 
For example, deployment of one strategy by a customer to overcome probabilistic 
uncertainty related disruptions could create a cascading effect causing procedural 
uncertainties for 3rd, 4th, and 5th tier suppliers. While several strategies for mitigating 
uncertainty are highlighted in the literature: postponement, collaboration to minimise 
the barriers between decoupling points and decision making complexities, automated 
processes that limit human intervention related uncertainties; and embedding flex-
ibility through multiple sourcing (Simangunsong et al. 2012), these strategies need 
to be advanced to provide for unprecedented deep supply chain uncertainties from 
multiple and simultaneous mega stressors. The suggestions below include factors
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that supply chain risk managers should put into consideration when establishing 
strategies for mitigating systematic supply chain disruptions. 

Through conceptualising the drivers of deep uncertainty and risk along an uncer-
tainty continuum, risk managers can better understand how misconceptions of 
COVID-19 as an unknown-unknown (‘Black Swan’) changed how supply chain 
actors and consumers responded to the COVID-19 pandemic. With knowledge, 
supply chain risk managers would have pre-empted or at least mitigated the experi-
enced supply chain stockouts and disruptions (see Fig. 4). For example, the fact 
that the world has experienced previous flu pandemics calls for a de-escalation 
of COVID-19 from the level of radical uncertainty (unknown-unknowns or Black-
swans) to procedural uncertainty: a situation where the supply chain risk manager is 
constrained by computational and cognitive capabilities to accurately define the risk 
event due to limited knowledge about the pandemic (Vilko et al. 2014). Risk managers 
need to assume that another flu pandemic will emerge in the future and, should not 
be treated as unknown-unknowns (Black Swan). Unlike pandemics, natural disas-
ters, and geo-political tensions, broad supply chain cyberattacks can be placed in the 
category of probabilistic uncertainty because risk managers have some experience 
and knowledge about the potential risk events occurring and can attach probabilities 
and estimate the likely impact, although with a very limited degree of accuracy. For 
example, broad supply chain cyberattacks cover a large spectrum because of the deep 
uncertainty posed by the likelihood of a successful indirect cyberattack through 3rd 
and 4th tier suppliers who are at times not even known to the targeted customer. 

Understanding the different states of knowledge. Supply chain risk management 
models that don’t take into consideration the state of knowledge push risk managers 
to make decisions focused mainly on optimisation while paying limited attention all 
critical drivers of deep uncertainty. Looking back at the simultaneous occurrence of 
multiple supply chain stressors, one can argue that hypothetical knowledge states 
(Known-Knowns) may not apply even where a manager has definitive information 
to pre-empt capacity constraints e.g., in distribution outlet networks (Lee and Kim 
2002). In a Known-Unknows state of knowledge, a supply chain risk manager needs to 
clearly identify what information they do not know about drivers of deep supply chain 
uncertainty when making judgements on which strategy to employ to manage supply 
chain risks. For instance, a supply chain risk manager may not be able to determine 
the effect of ICT risk management solutions across different levels in a multi-tier 
supply chain, or the energy costs to the supply chain system that is inherently digitised 
and driven by technological function (Horner et al. 2016). However, understanding 
and providing for this gap of knowledge could make the difference in whether a risk 
manager makes a good judgement on how to address prevailing supply chain risks and 
related systematic disruptions. Although the Unknown-Unknowns state of knowledge 
is more of a hypothetical condition (Black Swans Theory), it’s important that supply 
chain risk managers acknowledge outliers and make provisions for responding to 
sources of risk that are not yet known. The Black Swans Theory explains an event 
as an outlier, outside the realms of regular expectations where nothing in the past 
pointed to its possibility. Human nature provides explanations for its occurrence 
after the fact, making it explainable and predictable (Weber 2021). Supply chain risk
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managers with this knowledge should be able to switch their managerial decision 
making processes say from logical-incrementalism to disjointed-incrementalism in 
order to cope mega sources of risk such as the COVID-19 pandemic that come with 
unprecedented levels of deep uncertainty and risk. 

Managing perceptions and attitudes toward uncertainty and risk. Risk perception 
is a subjective judgement by managers based on the estimate of the severity or 
impact of risk events. Subjective judgement of risk is driven by the manager’s state 
of knowledge and varies across the supply chain uncertainty continuum. According 
to Friday et al. (2021), understanding the factors influencing risk perception (e.g., the 
scope of the event, controllability, awareness, trust among customers, suppliers and 
government authorities, and personal impact and experience) is key to establishing 
how organizations prepare and respond to unprecedented deep uncertainties such as 
that caused by COVID-19 pandemic or the Russia-Ukraine war. The factors play a 
key role in shaping the risk attitude of a supply chain risk management and suppliers 
and the strategic choices they make under conditions of deep uncertainty. Below are 
hypothetical examples on how managers with varying perceptions of uncertainty and 
risk respond to supply chain threats:

. Risk Averse—A supply chain risk manager who chooses a sure option over a 
gamble with comparable expected value is risk averse. In this context, a manager 
may prefer a guaranteed level of profit to a potentially unknown probability 
of achieving a higher level of profit when weighing up business investment 
opportunities through contract designing.

. Risk Seeker—A supply chain risk manager who chooses a gamble over the sure 
amount is prone to taking on more risk. Yet, risk seeking managers might accept 
varying levels of risk across an uncertainty continiuum i.e., a manager may 
seek specific lelvels of risk given the potential benefits and known or unknown 
uncertainty.

. Risk Neutral is the recommended attitude for supply chain risk managers dealing 
with unprecedented deep supply chain uncertainty and related risks. It is a position 
of indifference (risk neutral), in which the supply chain risk manager aims to 
examine all the facts based on available information and employ strategies with 
the highest payoff. In this situation, the outcome represents an adequate approach 
to forecasted investment tradeoffs for profit or loss, where the manager themselves 
is indifferent to the outcomes. This can be helpfull in contexts of information 
uncertainty when dealing with economic forces affecting the supply function. 

Relying on logic during times of deep supply chain uncertainty is easier said 
than done. Systematic supply chain disruptions create deep uncertainties that require 
risk managers to consider so many moving pieces (some outside their knowledge or 
expertise) in their decisions. Supply chain risk managers can only remain rational 
under conditions of deep supply chain uncertainty up to a limited extent. Rational 
choice under uncertainty simply means that there is a 100% chance of achieving the 
outcome of our choices. In decision making under certainty, risk managers know for 
certain what the risk is, the available options, and can define the utility derived from 
each choice. Making the choice takes a little more than a comparison of risk strategies 
to maximize utility. Thus, if the axioms of decision making under conditions of
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certainty hold true, then supply chain risk management choices can be ranked from 
most preferred to least preferred to maximize utility. However, deep uncertainties 
introduce varying levels of probability that are at times beyond a supply chain risk 
manager’s comprehension. These conditions make supply chain risk managers more 
susceptible to compromising and trading off rational alternatives for emotional or 
ethical concerns. However, relying on decision support systems enabled by cutting 
edge technologies in big data analysis and machine learning (blockchain, artificial 
intelligence) can ensure that logic is maintained under unprecedented conditions of 
deep uncertainty. These technologies can ensure that supply chain risk managers 
select strategies with optimal payoffs using available information about a known 
predictable risk or an unfolding supply chain disruption. 

Awareness of information biases in individual, group, and organisational decision 
making. It is worth engaging in effortful thought processes to make quality supply 
chain risk management decisions under conditions of deep uncertainty. The secret 
to better judgement under conditions of unprecedented uncertainty is in learning the 
difference between appropriate and inappropriate heuristics (Bazerman and Moore 
2017). While the human brain has developed over centuries, risk managers like 
the rest of us remain ignorant of the internal workings of the mind and how first 
our thought processes are easily constrained by biases such as ease of recall from 
immediate memory, and confirmatory hypothesis testing. As such, supply chain 
risk managers need to pay attention to decision quality compromises when sought 
information for analysis is meant to confirm pre-determined choices (stipulated in 
budgets and plans) or fail to adjust mindsets from previously formed value estimates 
(anchors in re-negotiation of previous/new supply contracts during conditions of 
unprecedented uncertainty). 

Collaboration across government and the private sector. Regardless of the source 
of disruption, interventions for managing supply chain risks are undermined by 
their inability to cope with deep uncertainties caused by multiple and simultane-
ously occurring mega trends whose disruption effects are beyond the comprehen-
sion of a risk manager or single firm: rapid supply chain digitalisation, environ-
mental transformations around climate change; genetic engineering; nuclear energy; 
economic/financial crises; cyber-terrorism; and environmental degradation, (Renn 
et al. 2011). Contrary to studies arguing that supply chain collaborative arrange-
ments contribute to increasing uncertainty (Chin-Fu et al. 2005), alternative opinions 
propose collaboration arrangements as a solution because it increases signalling and 
visibility through capabilities such as information sharing and process integration 
(Knight 2012; Simangunsong et al. 2012; Vilko et al. 2014). A European Union 
Agency for Cybersecurity (2021) report on the ‘threat landscape for supply chain 
attacks’ re-affirms the importance of collaboration. The report indicates that up to 
62% of cyberattacks are a result of exploited relationships with trusted suppliers, and 
without augmenting external relationships, customers and suppliers will experience 
an increase in cyberattack related disruptions. 

Establishing a supply chain learning curve. The decoupled nature of global 
supply chains can create hindrances for supply chain actors/agents responding to 
unprecedented disruptions from geo-political conflicts or the COVID-19 pandemic,
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from learning from each other. According to Friday et al. (2021), this is because 
of differences in objectives and variations in learning experiences across private 
and public sectors, non-governmental organizations (NGOs), developing and devel-
oped economies. Compounded by the decoupling inherent in supply chain structures, 
focus on individualistic objectives undermines the ability of supply chains impacted 
by mega stressors such as international wars and escalating geo-political tensions to 
develop and document a learning culture that can be shared to ensure risk managers 
do not repeat mistakes. For example, in reponding to supply chain risks posed by 
the COVID-19, risk managers should have relied on examples and knowledge from 
previous flu pandemics, and experiences from countries impacted epidemics such 
as Ebola (Liberia, Sierra Leone, Guinea, and Uganda). Knowledge and experiences 
from these countries were not leveraged in the early days of the global response to 
COVID-19 related supply chain disruptions due to a lack of accurate documenta-
tion in developing countries. As such, there is an urgent need for risk managers and 
researchers alike to establish models of supply chain learning curves that capture the 
current unprecedented times to inform how supply chain risk management decisions 
are arrived at under conditions of deep uncertainty in the future. 

7 Conclusions 

This chapter brings unprecedented stressors and sources of supply chain deep uncer-
tainty and risk to the attention of researchers and practitioners in supply chain risk 
management. The focus of the chapter is to assess and explain why risk managers 
(regardless of industry sector) need to focus on four key points relating to deep 
uncertainty to make rational judgements in supply chain risk management. The 
proposed four points include; establishing the broad drivers of deep uncertainty, 
states of nature (known probabilities), states of knowledge, and the supply chain 
risks at hand. Drawing from our analysis, we conclude that supply chain deep uncer-
tainty and related risks are compounded by the inherent decoupling, complexity, and 
spill-over effects from actions, perceptions, and behaviours of every stakeholder in 
a global supply chain ecosystem. As such, existing logic-based strategies based on 
scenario planning, forecasting, and optimisation of supply chain processes can only 
go so far in providing managerial insights (e.g., on inventory estimates, customer and 
supplier perceptions and risk taking preferences) to enable rational decision making 
in different conditions of deep uncertainty and risk. Towards this end, we argue 
that existing risk management models are vulnerable to unprecedented or unknown 
sources of deep uncertainty and risk such as pandmeics or state-sponsored supply 
chain cyberattacks, and cannot accurately forecast every business or country’s core 
strategic interests, political processes, national security priorities, and diplomatic 
capabilities. Yet, integreting of these issues as sources of deep uncertainty in a suply 
chain risk management process is critical for delivering just about every global supply 
chain project (Wolf and Kalish 2021). We posit that the complexity of global supply 
chain structures will only continue to increase, contrary to propositions for reshoring
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and localisation of manufacturing capacity to build a competitive advantage with 
only friendly countries post the COVID-19 pandemic or the Russia-Ukraine war. In 
conclusion, future approaches for mitigating supply chain disruptions will require 
adjusting traditional supply chain risk management models to capture existing drivers 
of deep uncertainty such those addressed in this chapter, before proceeding to respond 
to any prevailing risks or threats. 
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Emergent Technologies for Supply Chain 
Risk and Disruption Management 

Prateek Kumar Tripathi, Arun Kumar Deshmukh, and Tribhuvan Nath 

1 Introduction 

Disruptions due to the 2011 earthquake and tsunami in Japan had nearly the same 
impact on supply chains as COVID-19 has had on supply chain performance in 
various nations (Wharton Business Daily 2020). With the coronavirus-induced shut-
down in India, the availability of products on the online channels fell by 10%, along 
with an equal drop in fruits and vegetables in the wholesale market due to cross-
border restrictions and lack of visibility throughout the food chain. Furthermore, 
the impact of the pandemic was profound on the producers of perishable goods, and 
where the distance between the supply point and delivery point was farthest (Mahajan 
and Tomar 2021). 

In 2016, the devastating Kaikoura earthquake severely affected the functioning 
of distributed infrastructures and transportation networks in the southeast region of 
New Zealand, upending the regular functioning of the product supply chain. Most air 
and sea networks were unaffected; however, fault rupture and ground shaking posed a 
substantial risk to road and rail transportation- a major source of food, water, and fuel 
supply. Albeit, alternative road diversions offered some respite, a sudden increase 
in the traffic volume led to a delayed post-recovery process (Lui 2016, Nov 13; NZ 
Herald 2017). Reportedly, in New Zealand, the bottlenecks during and after a disaster 
in the supply chain of essential items are primarily related to vulnerable infrastructure, 
transportation networks and lack of real-time information flow. Similarly, severe rains 
in New South Wales and Queensland, Australia, caused massive-scale destruction 
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to communities and businesses in these states in March 2022, leading to a national 
emergency declaration (Burke 2022; BBC News 2022) and disruption of supply 
chain processes. 

The primary supply chain risks observed in the supply chain network (SCN) of 
any product are caused by inherent uncertainties (operational risk) and man-made or 
natural disaster settings (disruption risk). Essentially, organizations of both private 
and public types, fail to manage unforeseen and known–unknown supply chain risks 
because of a lack of transparency at the supplier base, difficulty to quantify disruption 
likelihood, destructive strength, and limited visibility (Bailey et al. 2019). The respon-
sible factors for operational risk are uncertain external events, uncertain demand vari-
ability, instability in supply, processing time and asymmetry in information dissemi-
nation whereas those for disruption risk are earthquakes, floods, hurricanes, terrorist 
attacks, and more (Ivanov et al. 2019; Tang 2006). These unpredictable disruptions 
lead to uncertainty across the supply chain, causing deleterious impacts on its oper-
ation by impacting SCN entities, namely, external suppliers, production units, distri-
bution units, demand zones, and logistics assets (Klibi and Martel 2012; Wu et al.  
2007). This gets exacerbated by critical nodes, vulnerable infrastructure, inefficient 
supply chain monitoring, and improper coordination network (Akhtar et al. 2012; 
Davidson 2006; Goentzel 2020; Noori and Weber 2016). Furthermore, disruptive 
factors consisting of cross-border restrictions and transportation difficulties have a 
major consequential impact on the functioning of the food supply chain (Sharma 
et al. 2021), such as quality degradation, more resource wastage, inefficient distribu-
tion, and price gouging by the exploitative middlemen. Disasters such as earthquakes 
make the demand forecasting process ineffective due to abrupt changes in consumer 
behavior and requirements (Roberson 2019). For example, during this phase, demand 
for essential food and healthcare items received an unreasonable spike compared to 
other ranges of products in these segments. 

Ideally, in a time of crisis, the business operations should have the capacity to 
supply desired goods at the right place, in the right quantity, in the right quality, 
and at the right time through the right transportation model. This response capacity 
is a key qualifier for commercial supply chain resilience against disruptive events 
(Duong and Chong 2020; Goentzel 2020; Haghani and Oh 1996) such as earthquakes, 
tsunamis, COVID-19, and more. However, in the face of random disruptions, there is 
no effective contingency plan that can thoroughly recover what is lost in that event; 
however, having a proactive and agile business model certainly lessens the severity 
of man-made or natural disasters (Wharton Business Daily 2020; Singh et al. 2021). 

Managing supply chain risks, emerging from disruptions caused by the volatile, 
uncertain, complex, and ambiguous business environment, is feasible through trusted 
information sharing among supply chain stakeholders (Min 2019; Yadav et al. 2020). 
Therefore, a robust risk and disruption management operational model would neces-
sitate an accurate assessment of demand disturbance and coordination of supply 
chain actors with true information exchange (John et al. 2019). Adding to that, a 
better understanding of disruptive impact leads to quick response time and cost 
optimization (Wu et al. 2007). Thus, real-time, reliable, and secure information 
flow on disaster-stricken sites and its impact across supply chain networks become
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imperative in risk monitoring, network visibility, and the formulation of risk miti-
gation strategies against disruptive risks. In such scenarios, the informal streaming 
of real-time data from social networking sites can also be used for a cost-effective 
and efficient assessment of impact and customer demand. Furthermore, monitoring 
supplier bases, weather phenomena, and news insights requires more prepara-
tion time and strategic mitigation planning in real-time data inflow (Sheffi 2015). 
However, the primary impediments to information management, needed for demand 
understanding, network coordination, and impact severity, in the crisis are unreli-
able and mutable information streams and the unavailability of a shared database 
(digital ledger), leading to inefficient coordination and collaboration among actors 
‘Producers-Wholesalers-Retailers-Customers’ (Altay and Labonte 2014) and uncon-
trolled propagation of ripple effects (Christopher and Peck 2004; Dolgui and Ivanov 
2021; Hao and Srinath 2020; Kazemi 2019; Meier 2015). Interestingly, emerging 
technologies: Blockchain Technology (BT), Internet of Things (IoT), Big Data 
Analytics (BDA), Artificial Intelligence (AI), and Fifth Generation (5G) commu-
nication technology can be instrumental in addressing the existing lacuna in supply 
chain risk and disruption management by its virtue of transparency, distributed 
network, immutability, scalability, fewer latency, intelligent decision making, and 
more (Dolgui and Ivanov 2021; Gaur and Gaiha 2020; Ivanov et al. 2019; Min  2019; 
Sharma et al. 2021; Taboada and Shee 2021). 

For instance, how AI integrated with advanced analytics can transform data from 
varied sources into real-time visibility of values flow across the supply chain; and how 
5G-enabled network communication would offer real-time intelligent connectivity of 
new-age technologies, namely, IoT, AI, and Blockchain. The present study explores 
multiples gaps in existing literature vis-à-vis practice in terms of application of the 
aforementioned technologies, the context of its use (such as high-end sophisticated 
large industry vis-à-vis small and medium-level enterprises), geographic and popula-
tion gap with regard to the number of studies in emerging markets like India vis-à-vis 
worldwide, methodological gap pertaining to the majority of studies following mono-
method to pinpoint the role these technologies play in different walks of industrial 
reality, and more studies are desired in this pretext with multi-method triangula-
tion to draw robust conclusion with greater generalizability. As supply chain risk 
and disruption management have not yet received substantial attention on the inter-
vention of new-age technologies in various contexts, the present study contributes 
comprehensively to the existing body of knowledge and practices in this domain. 
The remaining paper presents a review of literature with theoretical background 
and role of emerging technologies in supply chain risk and disruption management 
followed by the proposed model, the section on major findings covers a case study 
and a primary survey-based study on SCRM. The next section revolves around the 
discussion and implications and sums up with conclusions and direction for future 
research.
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2 Review of the Literature 

The present section encompasses specific sections covering theoretical background, 
and literature review on emerging technology and SCRM with a special focus on the 
mentioned technologies. 

2.1 Theoretical Background: Boundary Spanning 
and Innovation Adoption Theory 

The present study is informed by the two prominent theoretical perspectives in orga-
nizational literature on how and why enterprises accept the contemporary technolo-
gies, which involves boundary spanner theory (Aldrich and Herker 1977; Huang 
et al. 2016) and innovation adoption theory (Rogers 1995) which was recontextual-
ized earlier by Kimberly and Evanisko (1981) and recently, in the works of Clohessy 
and Acton (2019). 

The seminal research by Aldrich and Herker (1977), the role of boundary spanners 
was considered to be significant in establishing and executing smooth economic and 
social exchanges between enterprise and the forces of external environment. Thereby, 
the spanner facilitates in external representation and information processing (Huang 
et al. 2016). By performing these roles, the boundary spanners facilitate the infor-
mation exchange with external entities and cascades the organizational responses 
to environmental stimuli. According to Markman et al. (2008), the personal ties 
among the entities in the SCM play a crucial role in building business relationships 
in emerging market and boundary spanner making business decisions are usually 
influenced by such personal ties among themselves. Strong ties can help them in 
boundary spanning by creating a platform for establishing connection and sharing 
information, and serving as a lubrication for mutual willing cooperation and effective 
problem-solving, i.e., external representation). Thus, collegial boundary-spanning 
behavior help the spanner hosting organization to garner favorable long-run rela-
tionship among the exchange partners in the supply chain environment (Huang et al. 
2016). Contemporary technologies can be considered as facilitating platform for such 
boundary spanning and thereby, enable them mitigating risk and disruption. 

The innovation adoption coupled with boundary-spanning behavioral perspective 
set the pace of ongoing discussion. Technologies such as blockchain, IoT, AI etc. 
are considered an IT innovation that is referred to as application of new IT tools 
by an entity (individual and/or enterprises) (Swanson 2004). Pointing out the pecu-
liarity of IT innovations, Wang (2019) enquired an intriguingly ardent phenomenon 
on adoption of technology at the organizational level and tried to find reason behind 
the differing rate of adoption of information technologies. The scholars in the infor-
mation systems domain considered IT as an organizational innovation and presented 
several environmental, organizational, and technological (EOT framework) factors 
contributing to the decision by an organization to adopt and not adopt an innovation 
(Tornatzky and Fleischer 1990).
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Organization’s IT adoption can not only take it to the new growth trajectory in the 
long-run but also lead to significant transformation in its external and internal oper-
ation (Wang 2019) and particularly in managing risk and disruptions. It is evident 
through some of the evolving research on application of artificial intelligence in 
supply chain risk management (Paul et al. 2020), and big data and blockchain tech-
nology in supply chain was studied by Narwane et al. (2021) investigate the how 
emerging IT solutions can help enterprises mitigate the risk. 

Likewise, in UK, a study by Chowdhury et al. (2022) investigated the adoption of 
blockchain technology for risk management in SCM environment. The implementa-
tion of blockchain technology determines reliability, accuracy, timelines, visibility, 
and precision in supply chain transactions and processes. Consequently, it makes 
technology lucrative to enhance the transparency, robustness, decision-making, and 
accountability with respect to risk management. Thus, it is imperative for enterprises 
prone to high risks and disruptions of complex and uncertain nature to adopt such 
technologies. 

3 Emerging Technologies and SCRM 

It is argued that organizations of both private and public types fail to manage unfore-
seen and known-unknown supply chain risks because of a lack of transparency at the 
supplier base, difficulty to quantify disruption likelihood and its destructive strength 
and limited visibility (Bailey et al. 2019). Information processing in uncertain events 
provides an efficient response to any unwanted deviation from normalcy, as per orga-
nizational information processing theory (OIPT) (Dubey et al. 2021). Interestingly, 
Dubey et al. (2020) confirmed through their study that distributed ledger technology 
strengthens mutual trust among supply chain actors, and this emerging technology 
enhances the efficiency and effectiveness of risk and disruption management oper-
ations through visibility, accountability, and traceability across the flow of goods. 
Partner collaboration through blockchain technology networks—the biggest digital 
disruption among other technological breakthroughs—enhances disruption respon-
siveness by facilitating real-time information sharing with more transparency, accu-
racy, traceability, disintermediation, and swift trust-essential for coordination and 
collaborative efforts—than other contemporary classical technologies (Bosona and 
Gebresenbet 2013; Chowdhury et al. 2022; Khan et al. 2021; L’Hermitte and Nair 
2020; Queiroz et al. 2019; Rejeb et al. 2021; Sharma et al. 2021). 

The blockchain ledger can store essential information attributes in an immutable 
and auditable format, thus improving supply chain performance with high stakeholder 
engagement, improved creditability and visibility, and reduced value leakages due to 
counterfeit practices (Gaur and Gaiha 2020; Rogerson and Parry 2020). In addition 
to that, in a disruptive environment, blockchain acts as a potential driver to iden-
tify and control the root cause of ripple effects and provide comprehensive real-time 
information on capacities and inventories for the formulation of risk mitigation strate-
gies without any need for intermediation. Consequently, the supply chain overcomes
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operational issues and improves network visibility and responsiveness (Christopher 
and Peck 2004; Duong and Chong 2020; Min  2019; Sharma et al. 2021) to regulate 
deviation of any magnitude from normal supply chain operation (Bearzotti et al. 
2012; Ivanov et al. 2019). As BT is a highly secure peer-to-peer (P2P) decentral-
ized network of hashed time-stamped blocks, connected through cryptography, it 
will facilitate decentralization, auditability, and accountability in maintaining stan-
dards across the chain in real time and enables proactive risk mitigation and control 
mechanism (Torky and Hassanein 2020; Yuan et al. 2019) in terms of information 
transparency, resource, and product visibility (Rogerson and Parry 2020; Treiblmaier 
2018). In this regard, Dasan Potty and Yu (2020) quantitatively assessed the impact 
of blockchain technology on the Walmart transportation service line and found that 
this technology-driven value chain offered greater visibility for transportation, timely 
delivery, and low cost of dispute management. 

Similarly, the studies were conducted to explore blockchain implications in real-
time information traceability, product traceability, smart contract formulation and 
disintermediation, resource visibility, and addressing agency problem of trust issues 
(Choi et al. 2019; Lu and Xu 2017; Queiroz et al. 2019; Treiblmaier 2018; Wang et al. 
2020). Therefore, it can be decisively proposed that seamless information sharing 
through a blockchain-based decentralized network entails efficient risk assessment, 
low response time, accurate market sensing, visibility, and trust (Kumarathunga 
2020) establishment. 

Integrating blockchain networks with Artificial Intelligence brings about the 
capacity of real-time data analytics in a Trusted Decentralized Artificial Intelligence 
(TDAI) system, which could not be possible in the sole application of blockchain 
technology in supply chain processes (Gulati et al. 2020; Tanwar et al. 2019). Eventu-
ally, blockchain implementation would enhance transparency, security, auditability, 
and trustworthiness of decisions drawn out of AI models in a decentralized fashion. 
Some of the advantages of Blockchain-enabled AI model entails data provenance 
that ensures the reliability of the data source; thus, decision-making based on AI 
algorithms would be more effective, Information intelligence out of AI-predictive 
models would be seamlessly disseminated to cross-difference supply chain nodes 
without any need for performance audit, and faster and effective real-time analytics 
on chained data on account of no data validation requirement (Dinh and Thai 2018; 
Gulati et al. 2020; Sarpatwar et al. 2019; Tanwar et al. 2019). 

Although the Internet of Things (IoT) would bring about the enrichment of data 
streams through real-time information sharing among different nodes in the supply 
chain network, entailing quick responsiveness in the chain in the aforementioned AI-
enabled BT model in less complex small supply chain networks, in case of complex 
long networks the issue of low bandwidth, higher latency, low speed necessarily 
requires the intervention of 5G communication technology. Furthermore, enhanced 
reliability and security with disruptive wireless 5G technology allow seamless multi-
device connectivity in real time at lower cost and energy consumption with higher 
delivery efficiency (Higgins 2021; Hrouga et al. 2022; Taboada and Shee 2021).
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Lastly, large-scale data of both structured and unstructured demand big data analytical 
processing to garner key decision-driven insights and infuse the right data into AI 
engines and BT networks (Ivanov et al. 2019). 

3.1 Benefits of Emerging Technologies in SCRM 

Risk is an integral part of any supply chain but with the application of emerging 
technologies such as AI/ML/blockchain/IoT/5G, companies have real-time data to 
identify the potential risk and suggest the best possible mitigation strategies (Barta 
and Görcsi 2021; Dolgui and Ivanov 2022; Shwetha and Prabodh 2021; Toorajipour 
et al. 2021; Younis et al. 2021; Tzachor 2020; Baryannisa et al. 2019; Kar et al. 
2019; Rejeb et al. 2019; Saberi et al. 2019; Rodrigo et al. 2018; Lamba and Singh 
2016). The application of these emerging technologies in SCRM offers multiple 
benefits to companies. With AI, ML, IoT, blockchain, 5G, and Big Data Analytics, 
companies can trim unnecessary spending, lower costs, and lower costs and serve 
customers in a much more effective way. A recent study by McKinsey shows that the 
companies that have adopted AI solutions reported 15% reduction in logistics costs, 
improvement in inventory levels by 35% and service levels boost by almost 65%. The 
supply chain is a connected web or network of multiple functions and functionaries 
involving procurement, manufacturing, logistics, marketing, and sales. AI tools are 
applicable throughout the supply chain stages that can minimize risk and increase 
performance and overall efficiency. The following Table 1 describes the benefits of 
emerging technologies at different stages of the supply chain, as highlighted by the 
literature. Table 1: Benefits of AI application in risk management at different stages 
of supply chain.

4 Proposed Model 

In particular, collaboration and coordination among and within primary supply 
chain actors, namely, producers, wholesalers, and retailers individually through 
immutable and reliable contracts (smart contracts) facilitate the smooth flow of prod-
ucts through shared logistic support that would not be feasible if all elements of the 
supply chain, from producers to retailers act independently with their own logistical 
support. Especially during disruption, this act of collaboration and coordination is 
indispensable. 

Highlighting the importance of individual proposed new-age technologies, cloud 
computing in a digital supply chain network entails higher responsiveness to supply 
chain volatility, actionable insights out of high-volume data flow, end-to-end opera-
tional visibility, collaboration, and innovative approaches. Additionally, it brings the
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Table 1 Benefits of emerging technologies (AI, ML, IoT, blockchain, cloud, 5G, and big data 
analytics) in risk management at different stages of supply chain (Source Compiled by Authors) 

Supply chain stages Benefits of the emerging technologies Relevant literature 

Procurement Harnessing the disruptive technologies such as 
AI/ML, IoT, blockchain, and 5G in 
procurement risk management can provide 
multiple benefits to the companies. 
AI-powered procurement software can help 
procurement professionals to real-time 
monitoring of various sources of procurement 
risks such as lead time variability, price 
fluctuations and poor quality of raw materials. 
Adoption of these innovative technologies in 
procurement helps in automating 
supplier management, selecting the right 
supplier(s), negotiating the right price, 
contract award, and much more 

Dilmegani (2022), 
Drew (2022), 
Allal-Chérif et al. 
(2021), Komdeur and 
Ingenbleek (2021), 
Perera et al. (2021), 
Rane and Potdar 
(2021), Wang et al. 
(2021), Karlsson 
(2020), Rane 
and Thakker (2020), 
Schulze-Horn et al. 
(2020), Cohen (2018) 

Manufacturing Frontier technologies like AI, IoT, blockchain, 
and big data analytics take over 
the manufacturing process by automating 
repetitive/routine works and processes, cuts 
downtime, predicts output, improves 
productivity, and ensures high-quality end 
products. AI drives the smart maintenance that 
monitors the productivity of machinery and 
parts to spot faults, identify potential 
downtime, improve work efficiency and 
reduce maintenance costs 

Cheng et al. (2022), 
Santhi and 
Muthuswamy (2022), 
Wei and Li (2022), 
Collins et al. (2021), 
Helo and Hao (2021), 
Jha (2021), Kalsoom 
et al. (2021), Rai et al. 
(2021), Zuo (2021), 
Chuprina (2020), Peres 
et al. (2020), Zhang 
et al. (2020), Ko et al. 
(2018) 

Logistics AI, IoT, blockchain, data analytics, cloud, and 
5G are the foundations of Industry 4.0. These 
promising technologies are most commonly 
used by logistics companies to minimize risk 
and reduce logistics cost. AI offers logistics 
managers real-time data and information, 
which can be used by managers in moving 
materials and other resources from one place 
to storage at the desired destination. 
Automation is perhaps the most important 
benefit of using AI in logistics 

Boute and Udenio 
(2021), Santhi and 
Muthuswamy (2022), 
Yang and Huang 
(2021), Min (2010), 
Musigmann et al. 
(2020), Pasonen 
(2020), Aguezzoul and 
Pires (2019), 
Hellingrath and 
Lechtenberg (2019), 
Pandian (2019), 
Klumpp (2018)

(continued)
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Table 1 (continued)

Supply chain stages Benefits of the emerging technologies Relevant literature

Transportation AI with other disruptive technologies like IoT, 
blockchain, and 5G are providing a smarter 
and brighter horizon for the transportation 
industry. These innovative technologies help in 
managing transportation risk through vehicle 
route optimization, tracking road traffic, 
real-time tracking of lead time status, shipping 
volume prediction, reduce fuel consumption, 
and improve planning deliveries 

Maqbali et al. (2021), 
Humayun et al. (2020), 
Muzylyov and 
Shramenko (2020), 
Abduljabbar et al. 
(2019), Wang and Qu 
(2019), Zhang (2019), 
Klumpp and Ruiner 
(2018), Rymarczyk 
and Kosowski (2018) 

Warehouses 
management 

AI and IoT drive to track warehouse operations 
in real time for better insight and effective risk 
management that lead to improve warehouse 
performance by streamlining processes. AI 
empowers warehouse automation including 
using robots to improve the productivity in 
pick-and-pack processes. AI-powered 
warehouses can help managers in manpower 
planning for different warehouses including 
identifying the best transport options required 
for different materials and best available routes 

Fatima et al. (2022), 
Shao et al. (2022), 
Alangari and Khan 
(2021), Yang et al. 
(2021), Du (2020), 
Koricanac (2020), 
Pandian (2019), 
Rymarczyk and 
Kłosowski (2018), 
Thamer et al. (2018) 

Inventory 
management 

Leveraging next-generation technologies such 
as AI, IoT, blockchain, and 5G in inventory 
management provides powerful insights for 
companies such as analyzing factors like 
weather conditions, market trends, accurate 
prediction of demand, determining re-order 
points (ROP), economic order quantities 
(EOQs), optimize stocks, raise purchase 
orders, and much more 

Osman et al. (2022), 
Preil and Krapp 
(2022), Ahmadi et al. 
(2021), Di (2022), 
Jondhale and Khairnar 
(2020), Lingam (2018), 
Wang et al. (2018), 
Šustrová (2016) 

Sales forecasting Application of transformation technologies 
like AI and Big Data Analytics accelerate sales 
due to much accurate sales’ forecasts and 
better managerial insights that lead to 
improving the overall sales process 

Rohaan et al. (2022), 
Modgil et al. (2021), 
Sohrabpour et al. 
(2021), Wang (2021); 
Mahroof (2019) 

Managing distribution 
centers 

AI/ML-enabled distribution centers can create 
faster and safer operations that improve 
customer serviceability

advantage of 30% lower energy consumption and carbon emission than the internal 
legacy technology (Accenture 2014). Hence, the entire operation of the suggested 
modern digital technologies is proposed to be cloud-based (Fig. 1).

To illustrate the function of the proposed AI-enabled Blockchain Network Model, 
let us assume that C1, C2, C3, C4, … are communication platforms or market sensing 
units such as social media and more with or without IoT devices to deliver information
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Fig. 1 Functional flow diagram of the proposed framework (Source Authors)

of risk or disruptive information. These points, under 5G network, generate large-
scale data streams, in a structured or unstructured format, from varied sources such as 
demand centers, disaster-stricken sites, transportation/logistical modes, wholesalers, 
retails, producers, and others. With the help of Big Data Analytical Tools (Apache 
Hadoop; Apache Spark, etc.), this large data volume can be converted into actionable 
insights to be broadcasted on the blockchain network or curated for AI operation to 
derive further meaningful predictive or prescriptive insights. 

Blockchain network—preferably hybrid to have inter-organizational authentic 
connect—can be built from Blockchain as a Service (BaaS) providers such as 
Amazon Managed Blockchain to avoid complex development process of blockchain 
application network. Notably, the Blockchain ecosystem is a complex network struc-
ture that needs adequate planning for managing disruption because not all types 
of data should be dumped on the blockchain network. Otherwise, its performance 
would go down; consequently, its potential benefits would turn out to be a loss-
making business in risk control and mitigation strategy. Thus, only relevant data 
from analytics as well as a predictive recommendation from AI engines should 
be deployed among participants, connected with smart contracts, in the distributed 
peer-to-peer network. In this way, supply chain key actors would have transparent 
dashboard view of resources, information, and demand movement; and they would 
move the supply chain operation, even in a disruptive circumstance, in a coordi-
nated fashion efficiently. In particular, collaboration and coordination among and 
within primary supply chain actors, namely, producers, wholesalers, and retailers, 
individually through immutable and reliable contracts (smart contracts) facilitate the 
smooth flow of products through shared logistic support that would not be feasible if 
all elements of the supply chain, from producers to retailers act independently with 
their own logistical support. Especially during disruption, this act of collaboration 
and coordination is indispensable.



Emergent Technologies for Supply Chain Risk and Disruption … 83

5 Major Findings 

5.1 Study I: Case Study: Emerge Stronger at a Time 
of Uncertainty: Blockchain for Supply Chain (Forrester 
2020) 

The coronavirus pandemic has reinforced the need for supply chain risk and disrup-
tion management that had received relatively little research interest before its onset. 
Witnessing supply chain vulnerabilities has prompted many businesses to reconsider 
their operational model and redesign the process to absorb the shocks of disrup-
tions. With this in mind, many are deliberating on tapping the potential benefits 
of emerging digital technologies, namely, Blockchain, Internet of Things (IoT), 
Cloud Computing, and more to enhance data quality, integrity, and visibility that 
are inarguably the necessary assets to address uncertainty confidently in real time. 

In a survey conducted by Forrester Consulting and commissioned by IBM, supply 
chain decision-makers (base: 150) claimed that COVID-19 is among the other seven 
disruptors (Suppliers going out of business; Price/Currency fluctuation; Transporta-
tion failures; Unplanned technical or communications outages; Product problems; 
Cyberattacks, and new regulations) being the biggest disruptor of all time in the past 
12 months—77%. Among other ongoing disruption factors, transportation failures 
and unplanned communication outages were responsible for 23% each. In addition, 
reportedly supply chain decision-makers (the same respondents) also grapple with 
planning challenges due to little to no network visibility due to chain disruption. 

Timely access to trustworthy supply chain network data is the pre-requisite for 
risk and disruption management and that needs to shift to Digital Supply Chain 
Operations from the traditional style. The survey respondents (59%) endorse supply 
chain digitization in the next few years on a priority basis. Although real-time data 
stream can be offered by other new-age technologies such as IoT, 5G Communication, 
Cloud Computing, and others, due to inaccurate data flow the whole data insights 
drawn can be of no avail. 

Interestingly, distributed ledger technology (Blockchain) has the potential to add 
the element of trusted data to the aforementioned data stream; however, it is still at a 
nascent stage in many supply chain businesses. Blockchain implementation entails 
multiparty data around true data and also brings transparency within and outside 
business operations with its distributed presence. 

Conclusively, 79% of respondents reported transformational positive changes, 
resulting in reduced risk, improved flexibility and sustainability as well as augmented 
responsiveness. This demonstrably substantiates the strategic use of emerging 
technologies, especially Blockchain Technology.
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Table 2 Perceived benefits of AI in SCRM (Source Compiled by Authors from survey data) 

Supply chain stages Mean* Mode Standard deviation 

AI for procurement risk management 4.0 4 0.880 

AI for manufacturing risk management 4.1 4 0.856 

AI for logistics risk management 4.3 5 0.950 

AI for transportation risk management 3.9 4 1.058 

AI for warehousing risk management 4.2 5 0.987 

AI for inventory risk management 4.2 5 1.099 

AI for sales forecasting 4.2 4 0.954 

AI for managing distribution centers 4.0 5 0.999 

* Strongly disagree—1, …, strongly agree—5 

5.2 Study II: Perceived Benefits of AI in Supply Chain Risk 
Management 

To get managerial insight on the perceived benefits of AI in SCRM by companies in 
India, an online survey was conducted in 2022 of conveniently selected 32 manufac-
turing and service sector organizations located in India. The survey also examined 
status of presently use of AI, 5-year adoption rate and 10-year adoption rate for 
SCRM. A survey questionnaire was developed considering the study objectives. A 
5-point Likert-type scale was used to express how much they agree or disagree with a 
particular statement relating to the perceived benefits of AI in SCRM. The collected 
data was examined using the SPSS 20.0. A descriptive analysis was carried out and 
simple statistics such as frequency, mean and standard deviation were attempted. 

This analysis is presented in Table 2. The results indicate that managers and 
executives have shown a positive attitude towards the benefits of AI in managing 
risk in all the stages of supply chain. This denotes that future supply chains will be 
powered by AI to provide more efficient and risk-free operations. The future compa-
nies would be investing more to digitizing their factories and automate operations 
such as procurement, manufacturing, and logistics to optimize their resource use and 
maximize benefits. Using AI will enable them to obtain accurate sales forecasts and 
the highest customer serviceability. 

5.3 Present Adoption of AI in Supply Chain Risk 
Management 

Though, adoption of AI in supply chain risk management offers many benefits in 
terms of cost saving, resource savings, time-saving, and increased profit but at the 
same its adoption by companies is still low. Our research findings show that the 
highest 71.9% of participating companies use AI for sales forecasting followed by
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Table 3 Presently, use of AI 
in SCRM (Source Compiled 
by Authors from survey data) 

Supply chain stages Yes No 

AI for procurement 53.1% (17) 46.9% (15) 

AI for manufacturing 43.8% (14) 56.2% (18) 

AI for logistics 62.5% (20) 37.5% (12) 

AI for transportation 43.8% (14) 56.2% (18) 

AI for warehousing 50.0% (16) 50.0% (16) 

AI for inventory management 53.1% (17) 46.9% (15) 

AI for sales forecasting 71.9% (23) 28.1% (9) 

AI for managing distribution centers 50.0% (16) 50.0% (16) 

In bracket corresponding frequency 

62.5% for logistics operations, 53.1% for procurement and inventory management, 
and least 43.1% for manufacturing and transportation operations. About 50.0% of the 
companies reported using AI to manage distribution centers. In general, a moderate 
or low adoption of the AI in different stages of supply chain has been observed. 
This low adoption may be due lack of AI expertise or lack of AI technology. Others 
limiting factors may be due to budget constraints and difficult to estimate the ROI 
(Table 3). 

5.4 Future Adoption of AI in Supply Chain Risk 
Management 

The adoption of AI in SCRM is continuing its steady rise. AI-based solutions 
are benefiting the companies in managing supply chain risks and improving perfor-
mance. AI is expected that AI will be the most promising technology for supply 
chain stakeholders in the coming years. Our research findings are in the same line 
that shows the company’s future move in terms of projected 5-year and 10-year adop-
tion rate of AI in SCRM. According to the results presented in Table 4, the projected 
5-year adoption rate of AI was highest (93.8%) for sales forecasting followed by 
90.6% for manufacturing, 87.5% for logistics and inventory management, 84.4% for 
procurement and managing distribution centers, 81.2% for warehousing, and least 
78.1% for transportation.

A considerable rise in the projected 10-year adoption rate of AI in SCRM can 
be seen in Table 4. Leveraging AI to its maximum potential was observed in 
procurement, manufacturing, logistics, inventory management, sales forecasting, and 
managing distribution centers with more than 90.0% adoption rate of AI in projected 
10-year. Relatively, a low adoption rate was observed for transportation (84.4%) and 
warehousing (87.5%). 

The above findings indicate that AI-powered solutions in upcoming years will be 
available, affordable, and accessible to help companies to SCRM in order to attain
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Table 4 Projected 5-year and 10-year adoption rate of AI in SCRM (Source Compiled by Authors 
from survey data) 

Supply chain stages Projected 5-year adoption 
rate 

Projected 10-year 
adoption rate 

Yes No Yes No 

AI for procurement 84.4% (27) 15.6% (5) 90.6% (29) 9.4% (3) 

AI for manufacturing 90.6% (29) 9.4% (3) 90.6% (29) 9.4% (3) 

AI for logistics 87.5% (28) 12.5% (4) 93.8% (30) 6.2% (2) 

AI for transportation 78.1% (25) 21.9% (7) 84.4% (27) 15.6% (5) 

AI for warehousing 81.2% (26) 18.8% (6) 87.5% (28) 12.5% (4) 

AI for inventory management 87.5% (28) 12.5% (4) 93.8% (30) 6.2% (2) 

AI for sales forecasting 93.8% (30) 6.2% (2) 93.8% (30) 6.2% (2) 

AI for managing distribution centers 84.4% (27) 15.6% (5) 96.9% (31) 3.1% (1) 

In brackets, the corresponding frequency

the goal of efficiency and effectiveness in all operations. However, considering future 
demand of AI professionals in industry, the universities/institutions need to launch 
AI-based programs to prepare industry-ready professionals. 

6 Discussion and Implications 

The study intended to explore the role of emergent technologies in SCRM and offers 
several pathbreaking theoretical as well as practical implications. The first theoretical 
implications emanated from the ongoing discussion on supply chain and disruption 
debate that erupted after COVID-19, which posed an unknown and uncertain type of 
risk to the supply chain partners in various industry verticals. The study explicated 
that managing such risks and disruption and enhancing the supply chain resilience 
necessitates the use of technologies such as BCT, AI, IoT, 5G communications, 
and BDA on case-to-case basis. However, in practice, it is much challenging for 
small enterprises particularly in emerging economy context, to plan high capital-
intensive technologies. Moreover, the innovation adoption perspective also guides 
the adoption of such emerging IT tools with a variety of applications. Second, the role 
of the boundary spanner could be crucial as an information disseminator in the supply 
chain environment, which was presented through the study. It appears to be more of a 
behavioral phenomenon, and thus necessitates collaborative relationships among the 
chain partners to ensure seamless flow of information and real-time problem-solving 
(external representation part of boundary spanning theory). Additionally, the blended 
method approach in the present research not only cross-validated the results but also 
ensured the methodological triangulation for drawing better conclusion. 

Improved resiliency and reactive power against known risks require documenting 
prospective risks at every possible node in the supply chain based on their severity,
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their likelihood, and risk preparedness along with their regular monitoring and use 
of digital technology which aligns well with the boundary-spanning perspective 
where technology acts as a platform (Aldrich and Herker 1977; Huang et al. 2016) 
for information sharing and risk and disruption related problem-solving. On the 
other hand, unknown risks do not have any structured mitigation framework except 
for establishing multiple defensive layers and promoting an organization-wide risk-
awareness culture to dampen the severity of damage associated with them (Bailey 
et al. 2019; Thomas 2020; Treiblmaier 2018). Arguably, the scope of emerging 
technologies in supply chain ripple-effect appeasement and resilience is a promising 
research area to study how these digital technologies in an integrated framework can 
be leveraged in risk and disruption management (Dolgui and Ivanov 2021) to offer  
real-time information traceability, product traceability, resource visibility (Lu and 
Xu 2017; Rogerson and Parry 2020; Treiblmaier 2018; Wang et al. 2020). 

Resilience and agility of the supply chain process against both known and 
unknown disasters is the need of the hour because the vulnerability impacts the 
availability of products not only locally but also internationally. Citing the case of 
the Russia-Ukraine conflict to support the aforementioned view, both accounts for 
50% and 30% of the world’s sunflower oil and wheat supply respectively and some 
African and least developed countries are considerably dependent on their export. 
However, unfortunately, they are on the cusp of a hunger meltdown due to no trade 
out of these war-stricken countries. Likewise, the case of COVID-19, bush fire and 
flood in Australia, a deadly quack in New Zealand, looming climate crisis, and more 
are giving impetus to research studies in the field of supply chain risk and disrup-
tion management to have robust recovery responsiveness (Goentzel 2020; UN News  
2022; Xu et al.  2020). 

The proposed framework of integrated strength of emerging and innovative tech-
nologies: BT, IoT, AI, 5G communication, and BDA entails risk-preparedness and 
improved resilience against any disruptive events through a trustworthy peer-to-
peer distributed network with high visibility, low latency, and fastest speed of data 
transmission with the governance of intelligence data-driven insights. In order to 
harvest these benefits, many enterprises from both manufacturing and service sectors 
including all types (small, medium, and large) are keen and planning to adopt these 
disruptive technologies in the coming 5–10 years, as evident from the survey data. 
Although this field of study is still at an embryonic stage, the consolidated strength 
of each underlying digital technology makes it the right investment to make. 

7 Conclusion and Future Research Direction 

As far as academic research literature is concerned, the study would contribute 
to the existing knowledge base on the role of new-age digital technologies in the 
supply chain risk and disruption management domain by demonstrating its implica-
tion for supply chain coordination, information management and strengthening of 
demand sensing elements. For industry practices in this area, it will provide a detailed
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overview of the technology-based risk mitigation framework along with the deter-
minants of high responsiveness to disruption to address disruptive issues of blocked 
inventory movement, ripple effects propagation, and low transparency. Additionally, 
the application of the research results should address the pressing need for a resilient 
supply chain of essential items such as food, fuel, water, medicines, and healthcare 
products against disruptions and disasters caused by man-made or natural disasters. 
However, the respective solution capabilities of discussed emerging technologies 
should be understood appropriately to yield the potential transformational benefits 
sustainably; otherwise, the whole operation would only get complicated further. 

The adoption of information technology tools at the enterprise level has been 
an emerging phenomenon and cannot be thoroughly investigated using the existing 
theoretical perspectives such as innovation adoption theory which is ideally inclined 
toward end-user adoption. Therefore, future studies may be delved deeper to explore 
the contextual differences and required corresponding constructs that are specific to 
business-to-business or B2B contexts. More so, a mixed theoretic perspective may 
further be extended to empirical and positivist approach to establish the findings 
and enhance the generalizability. Similarly, despite a blended method perspective in 
the present study, more such studies may be designed where the context is deeply 
rooted in specific sectoral and industrial setting such as agriculture, heavy industry, 
consumer goods, services and the like. Such sectoral specifications will enable 
researchers to identify the cross-context differences and corresponding strategies 
to deal with them. The emergent information technology solutions give an impetus 
to build responsive, resilient, and robust supply chain, which paves the way for 
recuperating to normalcy immediately after disruption. 
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1 Introduction 

The movement of necessary goods and services has been a fundamental logistical 
challenge since the primeval stages of human society, and it has since evolved into 
a critical branch of contemporary business practice commonly known as “supply 
chain management.” The concept of supply chain management was developed and 
implemented by the US Army during World War II to mitigate risk and disruption in 
the management and distribution of supplies to the front lines. One of the key events 
that motivated the development of supply chain management was Japan’s capture of 
Java—one of the world’s main producers of quinine at the time—as the US and the 
rest of the world did not have an alternative source of this compound (Bechtold et al. 
2021). Most recently, the supply chain has been challenged by the unprecedented 
mass disruption created by the global spread of COVID-19 (Manupati et al. 2022). 
Furthermore, the recovery of the global supply chain has recently experienced further 
setbacks and disruptions due to the effects of the ongoing Russia–Ukraine war. Thus, 
supply chain management is mainly a process of developing strategies and actions 
for mitigating risk and disruption in anticipation or response to unforeseen disruptive 
events or periods of uncertainty. Institutional interest in the supply chain has been 
increasing since the 1980s when businesses and corporations began to search for low-
cost sources for each material rather than relying on the existing ones (Lummus and 
Vokurka 1999). After a decade, the term, “supply chain,” entered into common usage 
in academic research, and it has since become a vital branch of modern research, 
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especially given the intrinsic interface between the supply chain and the individual 
consumer (Alfalla-Luque and Medina-López 2009). 

Most recent research has focused on maximizing the supply chain’s operational 
efficiency and resilience against disruption, especially in light of the challenges 
caused by COVID-19. For example, Paul and Chowdhury (2021) investigated the 
production recovery strategies of a manufacturing unit during COVID-19. Some 
research has focused on the development of resilience strategies for managing the 
impact and recovery from disruptions. While significant attention has been devoted 
to the food and healthcare industries during the COVID-19 period, researchers have 
largely overlooked the retail industry (Chowdhury et al. 2021). This oversight is 
notable, as the retail supply chain (RSC) has emerged as the most public-centric, 
and any disruption to this network affects the customer base negatively. Retailers 
are the channel leader of the entire supply chain and are linked either directly or 
indirectly with its functions. Consequently, they are the first to feel the effects of 
any disruptions in the chain (Alikhani et al. 2021). Some researchers have explored 
disruption mitigation strategies that involve changing production and distribution 
planning in response to any disruption in the RSC (Paul et al. 2017). Although 
professionals and academic researchers have achieved improvements to the RSC 
over the past few decades, the substantial global disruption caused by the COVID-
19 pandemic has intensified awareness regarding risks to the supply chain due to 
disruption, and the need for strategies to deal with such events (Bechtold et al. 2021). 
This is a significant development, as the RSC has always consisted of complex 
networks existing in a dynamic environment that is highly prone to external and 
internal uncertainty (Sharma et al. 2021). 

Most research has acknowledged the effectiveness of integrating different strate-
gies to improve the resiliency of the RSC. For this reason, it is vital to understand the 
nature of supply chain dynamics and equip the RSC with an effective set of strategies 
to tackle any future uncertainty and disruptions to retail businesses. In Sect. 2, we  
discuss supply chain risks along with disruptions that could potentially affect the 
RSC. In Sect. 3, we define SCR and review relevant literature. While in Sect. 4, 
we make a major contribution to building resiliency in the RSC by highlighting 
strategies for dealing with any potential disruption that may arise. In Sect. 5, we  
highlight available mathematical models that have been developed and incorporated 
into several resilient strategies. Finally, in Sect. 6, we summarize our findings and 
discuss potential directions for future research. 

2 Supply Chain Uncertainty, Risk, and Disruptions 

Uncertainty has two faces by nature. Some uncertainties can lead to positive 
outcomes; these uncertainties are commonly known as opportunities. The other face 
of uncertainty involves negative outcomes, also known as or risks, which may result 
in damage of any form to resources. We focus on this latter face of uncertainty. Risk 
can be articulated in terms of two variables: the probability of an uncertain event’s
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occurrence and the gravity of the event’s consequences vis-à-vis resources (Cagliano 
et al. 2012). From a supply chain perspective, risks are always treated as negative 
factors that may trigger a disturbance in the network. A risk is any hazard that may 
create a disturbance in any of the positions of the supply network thereby hindering 
the normal flow of material, products, information, or money. Due to the coexistence 
of both external and internal dynamic variables, the supply chain is highly suscep-
tible to unprecedented levels of risk, with certain risks contributing more to network 
disruptions. Identifying risk and anticipating its effects is a very critical aspect of 
supply chain risk management. However, managing risk throughout the entire supply 
chain is astronomically more complex than at a unit level (Jüttner 2005). Hence, the 
main focus in supply chain management is to understand any potential risks and 
develop strategies for managing these negative uncertainties. 

Properly mapping the relevant risks and their consequences is integral to devel-
oping effective strategies for addressing potential disorder in any of the elements of 
the RSC network. In this section, we summarize the possible risks and disruptions 
that have been highlighted by various researchers in recent years, and we divide them 
into several categories to gain a better understanding of their orientations and impacts. 
Risks can be placed into one of two major categories depending on their frequency 
and impact: Type I risks, which are risks that occur frequently, but have a relatively 
small impact on the supply chain; or Type II risks, which are risks that arise due 
to unprecedented or rare events and severely impact the RSC (Alikhani et al. 2021; 
Tang and Musa 2011). Risks can also be classified based on the affected domains in 
the supply chain: demand-side risks refer to risks related to the node of customers 
zones, retail stores, and their supporting DCs, while supply-side risks affect manu-
facturing units and their storage facilities, as well as suppliers and producers of raw-
materials (Alikhani et al. 2021; Jüttner 2005). However, care must be taken when 
using this classification system, as supply and demand zones may vary depending 
on the industry. 

The impacts of risks can be categorized based on their area of impact; that is, 
whether the risk impacts the material, financial, or information flow. Depending on 
the type of risk, the primary impact can be ascribed to one or a combination of 
these three categories. For instance, a disruption to capacity or the transportation 
network will negatively affect the flow of materials; disturbances in the information 
technology (IT) infrastructure can disrupt the flow of information; and events like 
instant bankruptcy or financial weakness among beneficiaries may disrupt the flow 
of financial resources (Tang and Musa 2011). However, in most cases, the end impact 
is financial loss for the organization. Similarly, sources of risk can be classified in 
various ways. For instance, sources of risk can be divided into three major groups in 
order to better understand them and develop better approaches to dealing with them. 
Firstly, environmental sources of risk are not directly part of the supply network; 
rather, they emanate from the external environment in which the supply function is 
operating. We can further reclassify this source of risk into two sub-factors: man-
made factors, including fuel cost fluctuations, changes in trade agreements, war, 
and political unrest; and natural factors, such as tornadoes, fires, earthquakes, or 
pandemics. Secondly, process-based sources of risk related to any of the processes



98 H. N. Roy et al.

performed in the various nodes to support the supply chain, including manufacturing 
processes, financial processes, planning processes, and scheduling processes. These 
sources of risk are significant, as any disturbance in these processes contributes to 
deviation from the objectives of the supply system. Finally, elements of the supply 
chain control system, such as the operating policy and procedures, can eventually 
act as a source of risk, as any of these control mechanisms can come to restrict the 
flexibility of the whole system and cause a disruption (Jüttner 2005). 

Risk can also be classified based on external and internal sources. Internal sources 
of risk include factors that are regulated by the organization, such as strategy, oper-
ational policy, and procedure. In contrast, external sources of risk include all other 
factors, such as social, political, legal, and other peripheral factors (Cagliano et al. 
2012). As businesses have become more exposed globally, external sources of risk 
have grown in importance. Usually, the partnering organization’s management plays 
a key role in managing risk at the operational and strategic levels, especially with 
regards to sourcing, procurement, transportation, and third-party logistics (3PL). 
Table 1 presents a list of risk sources and their respective impacts on the different 
echelons of the supply chain that have been identified by researchers and practi-
tioners. The impacts are further classified based on the duration of the disruption. 
Most trigger a short-term disruption (i.e., lasting 1–2 months), whereas few last for 
longer periods (i.e., >2 months), for example, the ongoing chip shortage that has 
been adversely affecting automobile industry throughout the COVID-19 pandemic 
(Wu et al. 2021).

To illustrate the impact on different supply chain functions and elements, we 
use three categories: Severe (S), Moderate (M), and Neutral (N). Depending on the 
initial extent of the impact, few risks will affect all networks simultaneously; rather, 
most will impact the particular node or link locally. We have denoted this as the 
epicenter of the effect and divided it into two levels based on the instant shock of 
the disruption (i.e., local or global). While some disruptions might only affect the 
node, these disruptions may also lead to disturbances upstream or downstream of the 
supply chain over time. Such disturbances are also classified as local. For example, 
a natural disaster in a country may destroy all of the nodes in that area instantly, but 
further impacts on the connected links or nodes may take days, weeks, or months to 
emerge. In some cases, the risk and the associated disruption can spread across the 
globe and turn into a global disruption. COVID-19 originally disrupted nodes and 
links in China where it was first detected, but it would quickly come to impact the 
global supply commitment for many industries. While some disruption immediately 
impacts the entire supply network, increases in oil price have an instant global effect 
on the costs of logistics (i.e., higher oil prices result in higher logistic costs). 

The complexity of the RSC is easy to see, as businesses deal with the basic 
portfolio of consumer goods, including food, clothing, medicine, stationaries, sports, 
kid’s essentials, and living essentials, among others. Thus, the RSC directly impacts 
the ability of consumers to meet their basic. Hence, the need to bolster the resiliency 
of the RSC is of paramount importance. As the last echelon of the business retail 
store is directly concerned with satisfying the end customer’s demand, the initial 
ripple effect of changes in demand emanates from this point in the chain. During
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the COVID-19 pandemic, the food supply chain experienced a severe disruption due 
to the perishability in all types of operations and logistic activities. In addition, the 
sudden increase in demand during the pandemic was driven in large part by the panic 
buying that took place in the early stages (Hobbs 2020). Altogether, the effect of 
disruption on both the demand and supply side resulted in disruptions to the overall 
supply chain. Thus, identifying and understanding the key supply chain risks can 
help to underscore the necessity of resiliency in supply chain management. This will 
be explained in greater detail in the following sections. 

3 Supply Chain Resilience (SCR) 

Researchers and professionals have been searching for an effective solution to restore 
business operations to full capacity following disruptions or, ideally, to protect busi-
ness operations from disruption due to internal or external forces. This has led to a 
significant increase in interest in SCR. A review of the literature reveals the exis-
tence of numerous different definitions for supply chain resiliency. For instance, 
some research focus on anticipating and overcoming disruptions while defining a 
resilient supply chain, whereas other studies have emphasized the supply chain’s 
ability to recover from any operational/logistical deviations caused by the disruption 
(Ambulkar et al. 2015). 

Therefore, a resilient supply chain should have the capacity to quickly return to its 
original stage, or a more favorable one, following a disruption (Behzadi et al. 2017). 
A more widely used definition of SCR emphasizes multiple factors, including: adap-
tive capacity; preparedness for disruption; response to disruption; fastest possible 
recovery time; and cost to evolve in the post-disruptive state to provide superior 
performance compared to the pre-disruptive phase (Tukamuhabwa et al. 2015). 
Over the past decade, several studies have focused on developing supply chain 
resiliency in different types of businesses using both mathematical and theoretical 
models. In recent years, and especially in light of the COVID-19 pandemic, the term, 
“resilience,” has received significant attention from all types of government and non-
government researchers, as well as practitioners. Thus, the main objective of this 
chapter is to provide an overview of different strategies for increasing supply chain 
more resilience and mitigating the impacts of disruption. In the following sections, we 
discuss viable strategies using both theoretical and mathematical resiliency models 
that have recently been published in the literature. 

4 SCR Strategies 

Approaches that enhance the supply chain’s responsiveness to disruptions and its 
recovery, thereafter, are known as “resilience strategies.” However, resilience strate-
gies are not only intended to function after a disruption; rather, they are also designed
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to work during normal operating condition as well. Due to the integration of several 
complex nodes and links, the supply chain always faces uncertainty, and deviations 
from the standard operating process are very common. Resilience strategies are also 
effective at responding to these deviations. Over the last 20 years, resilience strate-
gies have been a key topic within the research industry, but the COVID 19 has 
highlighted the critical nature of this topic on a global scale. As a component of 
dynamic systems, SCR can be achieved in relation to three domains: engineering, 
ecological, or evolutionary resilience (Adobor and McMullen 2018). 

According to Adobor and McMullen (2018), engineering resilience aims to 
enhance the supply chain’s ability to bounce back to equilibrium after disruptions, 
which can be achieved through the use of one of five approaches. The first approach 
is to develop and regularly update a contingency plan to ensure there is a backup 
plan in place in case the existing resilience plan fails. The second approach involves 
adopting a delayed product differentiation (DPD) strategy to manage supply and 
demand. In this approach, a generic version of the product is created to meet almost 
all types of demand and is customized upon order confirmation to reduce time to 
market and avoid additional losses related to demand switching. Although DPD is 
not suitable for all types of businesses, a similar mechanism could be developed to 
some extent. The third strategy for achieving engineering resilience is to develop 
a business continuity plan (BCP). This approach is useful for managing a business 
during rare disasters, as it involves identifying the critical nodes in the supply chain 
and assessing how the business would be impacted by their absence. One essential 
element of this type of system is the presence of a triggering mechanism to warn of 
disruptions ahead of time (www.thebci.org/). The fourth strategy involves increasing 
the agility of the supply chain to allow it to adapt to any changes in decision-making 
during any phase of supply operations. Finally, the fifth strategy is to adopt lean 
manufacturing concepts like Just in Time (JIT) delivery of products or services, as 
this can increase supply chain efficiency in post-disruptive situations. 

Ecological resilience refers to the degree to which the supply chain is able to 
adapt to changes in the coexisting elements of the network. To attain this type of 
resilience, the node and link should have functional redundancy and diversifying 
capability. Redundancy can be achieved in many ways, such as by maintaining spare 
capacity, using multiple active capacities, and keeping alternative transport systems. 
Diversification can be defined as the ability to change the direction of the business 
to match the situational flow. For example, diversification may entail changing the 
products offered by a business or changing how the business operates. Finally, evolu-
tionary resilience is a purely post-disruptive strategy that is meant to complement 
strategies aimed at enhancing engineering and ecological resilience. Evolutionary 
resilience aims to take the organization to the next level through visionary leadership 
and implementing the changes required to improve the overall situation in the supply 
chain. The above three dimensions of resilience can bolster the RSC by ensuring its 
readiness, ability to respond to and recover from disruptions, and future growth or 
renewal. 

Resilience strategies can be further classified into two major categories based on 
when they are applied: proactive strategies, which are deployed in the pre-disruption

http://www.thebci.org/
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phase; and reactive strategies, which are deployed during disturbance-causing events 
(Tukamuhabwa et al. 2015). Table 2 provides a summary of proactive and reactive 
strategies, along with their effectiveness against different types of disruptions. Our 
literature review focused on identifying the latest mathematical modeling approaches 
to achieving supply chain resiliency and their uses. In total, we identified 13 strate-
gies that can be used to improve RSC network resilience, while simultaneously 
minimizing total supply chain costs.

Facility fortification is considered one of the key proactive resilience strategies 
(Hasani and Khosrojerdi 2016; Mahmoodjanloo et al. 2016). Simply put, facility 
fortification comprises additional steps that can lower the impact of disruption if 
occurred—for example, designing the basement of a manufacturing facility to be 
above flood levels or building additional structures to significantly lower the cost of 
damage from a flood, cyclone, or any other water-related disaster. Facility fortifica-
tion generally entails implementing a set of proactive measures, such as installing 
structural reinforcements, procuring backup equipment, conducting preventive main-
tenance, and increasing monitoring (Salehi Sadghiani et al. 2015). Fortification can 
be divided into several levels in each node. For example, a base structure can be 
fortified to one of three different levels: primary fortification, which entails meeting 
locally enforced minimum guidelines for the structure in question; maximum forti-
fication, which is achieved by adhering to the maximum safety considerations as 
detailed by consultation with local experts and global standards; and super fortifi-
cation, which applies additional safeguards to the maximum fortification level. The 
super fortification level can also be considered a set-up cost in situations where a 
new node needs to be set up or an existing node needs to be relocated to a better 
place. Similarly, in most cases, manufacturers and service providers are primarily 
focused on their profitability, which leads them to overlook some of the mandatory 
cost functions that do not contribute directly to the node’s reliability. For example, 
the implementation of proper health and safety policies and procedures may reduce 
the rate of accidents, which can in turn reduce resource losses by eliminating down-
time and employee absenteeism. However, investment in this area is not commonly 
perceived to have a direct influence on production or service provision; rather, it is 
perceived as creating long-term indirect benefits in relation to supply chain relia-
bility. Thus, collaborative investment in this area can improve working conditions, 
thereby reducing the chances of man-made accidents. There are myriad such oppor-
tunities for improvement when developing a new vendor or manufacturer, and these 
efforts can save considerable resources in a long run, even after an unprecedented 
disruption. 

According to the literature, DCs are comparatively less exposed to disruption; 
however, when partial disruptions occur, it is usually due to a severe disaster (Tofighi 
et al. 2016). Thus, we can assume that the probability of disruption in a set of DCs 
is relatively low, and that the product flow will be maintained via alternate channels 
if the main channel is disrupted. Inventory prepositioning is another proactive tech-
nique that entails the accumulation of safety stock in DCs (Lücker et al. 2019). This 
proactive measure creates redundancy in the forward supply system by becoming a
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reactive measure during the post-disruption period. However, carrying extra inven-
tory is a cost and a key source of waste in the lean manufacturing concept. For this 
reason, it is recommended that this tradeoff be assessed, and that surplus inventory 
be stored to respond to any unexpected disturbances in the network. 

Since the success of a retail business relies on customer demand fulfillment, 
multiple resilience strategies are needed in practice to guarantee that stores have 
adequate supplies of product. Direct to store delivery (DSD) is a proactive strategy 
that is used to enhance confidence in the supply of retail products by bypassing DCs 
(Tang and Tomlin 2008). In DSD, manufacturers deliver products directly to points 
of sale/points of consumption from the manufacturing facility or, sometimes, their 
closest warehouse (Otto et al. 2009). Most perishable items are delivered directly to 
the store to avoid unnecessary delays at intermediary DCs. However, DSD results 
in higher transport costs for products that usually ship in quantities less than the 
truckload. Nevertheless, we consider DSD an alternative delivery configuration that 
can increase supply chain flexibility. 

Vendor-managed inventory (VMI) is another proactive approach that can improve 
supply chain resiliency. VMI has been used by many retailers since Walmart and 
Proctor & Gamble first adopted this strategy in 1985. Using the VMI strategy, retailers 
negotiate special terms and conditions which hold manufacturers liable for inventory 
on the shelves of retail stores up to a certain limit. In this arrangement, the vendor 
carries an amount of inventory in a closer warehouse to support retail spontaneously. 
Furthermore, the vendor is penalized for surplus inventory, with the retailer having 
a fixed income at the agreed-upon volume, thus preventing loss in the case of short 
stock (Darwish and Odah 2010). VMI progressively promotes the growth of the 
vendor’s business through proper market research and production scheduling, while 
simultaneously helping retailers to operate their businesses more efficiently (Achabal 
et al. 2000). Using the VMI model, retail organizations define the amount of inventory 
that should be managed through the VMI agreement. This strategy actively increases 
confidence that retailers will continue to have products during times of uncertainty, 
while also protecting them against surpluses from falling sales due to changes in 
demand. 

Multiple set covering the immediate successors of the network is another proactive 
resilience strategy. Multiple set actively reduces the possibility of discontinuation 
caused by downsizing the number of vulnerable arcs and nodes (Sadghiani et al. 
2015). In this strategy, every node in an echelon is covered by multiple sets of its 
predecessors in a supply chain. One retail outlet should be supplied by multiple DCs 
so that any disruptions at one DC can be compensated for by the rest of the DCs in 
the set. The DCs in this set are located in different places with different routes and 
contexts of operations. Similarly, manufacturers in a set are always located in different 
geographical areas so that if one country is affected by a disaster, the manufacturing 
facilities in the other countries can actively satisfy the needs of the affected DCs. 

The retail business model mainly consists of retail stores, DCs, and vendors or 
manufacturers; as such, this model is substantially more complex due to its vertically 
integrated nature and more tightly coupled in terms of decision-making capabilities
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(Bode and Wagner 2015). Tordecilla et al. (2021) have described the supply chain 
network as a large-scale complex system, noting that its management is both critical 
and time-sensitive. Sometimes, the supply chain system boundary can extend up 
to the policy level of government, allowing retailers to negotiate trading terms and 
conditions in favor of the business centrally (Taleizadeh et al. 2022). 

Hence, this dispersed supply chain structure is highly compatible with a central-
ized management system. This structure allows retailers to take leadership over each 
echelon and platform during the execution of organizational objectives and easily 
control nodes that do not directly belong to them, for example, manufacturers or 
suppliers of raw materials. In this arrangement, there is a centralized relationship, 
with all of the nodes situated at the end-to-end supply chain of each product. We have 
formalized this relationship by incorporating an open-costing negotiation method 
whereby both parties agree to a fixed operational, sales, and governance cost for 
every product, while also agreeing to open raw-material costs to allow changes in 
raw material prices to be factored into the product cost transparently. Therefore, 
our extensive preventative centralized management system can govern the raw-
material price negotiation process to support the listed set of manufacturers, while 
also allowing centralized control over each node. This strategy will be effective in 
any situation, as raw materials represent between 60 and 75% of the cost of any 
product (Asking and Gustavsson 2011), and manufacturers are continually forced 
to deal with the complexities related to supplier selection and order distribution 
(Torabi et al. 2015). Therefore, a centralized strategy for managing the raw material 
supply base is crucial for enhancing resilience throughout the entire supply chain. In 
addition, a centralized strategy ensures better negotiation on price since the introduc-
tion of a large, consolidated volume of materials during negotiation helps to ensure 
efficient supply planning—and thus, more stable product costs—compared to the 
more traditional system followed by manufacturers. The effects of disruptions on 
the manufacturer’s end can be mitigated by re-directing the supply of raw materials 
to the next available manufacturer, thus ensuring that product costs remain stable, 
with the possible exception of changes in transportation costs due to the change of 
destination. This centralized strategy enhances supply chain resiliency in three major 
ways: (i) it keeps the product price at a consistent level with minimum changes; (ii) it 
maximizes the availability of raw materials and relevant control, thereby increasing 
the sustainability of businesses in the supply chain; and (iii) it optimizes allocation 
among vendors. Notably, this management strategy is simultaneously proactive and 
reactive due to the flexibility afforded by its centralized negotiation process, as well 
as the ability to implement open costing for all upstream supply nodes that do not 
belong to the end business organization. 

Supply chain digitalization is another important proactive strategy that should be 
considered in building SCR (Ivanov et al. 2019), as it equips the supply chain to keep 
pace with Industry 4.0. In this strategy, the entire supply chain network is visualized 
digitally, and smart decision-making capabilities are enabled via the integration of 
big data analytics, additive manufacturing, and advanced tracking technology. The 
integration of this strategy into the retail industry has proven to be highly effective
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as both a proactive and reactive measure for assessing, dealing with, and recovering 
from unprecedented disruptions. 

Another proactive strategy is reserved capacity, which involves strengthening 
backup capacity in each node. Reserved capacity is only activated after a disruption 
has occurred in order to support the continuation of business operations to a limited 
extent. In this approach, nodes accumulate extra hidden capacity and only utilize 
it in emergency circumstances to remove bottlenecks (Alikhani et al. 2021). This 
approach has a cost trade-off and, usually, the selected course of action is to fortify 
the node’s capacity. This strategy is implemented as a proactive initiative while 
negotiating with manufacturing partners during the supply chain capacity planning 
phase. 

Supply chain risk-sharing is a tactical business initiative to enhance the supply 
chain’s resilience with respect to the cost of damaged resources (Ponomarov and 
Holcomb 2009). Outsourcing for a particular volume of product or arranging for 
proper insurance can function as a risk-sharing strategy in the RSC. Product can 
be lost or damaged during transportation, and such situations pose two major risks 
that must be addressed: the first is the amount of money lost, and the second is the 
potential losses in the customer base. In this case, adequate insurance can at least 
cover the money directly lost from the disruption. Similarly, the insurance on property 
can recover lost money during the post-disruption period. Supply chain collaboration 
with a partner company is also an approach to risk-sharing. Special price discounts on 
pre-agreed contracts and the provision of support from vertically connected partners 
who are not impacted (or less impacted) by a major disruption can help reduce the 
overall supply chain cost afterward. Hence, this strategy can work as one of the key 
reactive strategies in building SCR. 

Inventory sharing is a reactive strategy that helps to ensure demand can be met in the 
post-disruption period (Alikhani et al. 2021). In this strategy, inventory is distributed 
throughout the same echelon to ensure that the next echelon is supported in a post-
disaster situation. This is also known as inventory transshipment wherein an alterna-
tively available network is employed to create post-disaster resiliency and the avail-
able network is sued to satisfy customer demand by minimizing total transport cost. 
This strategy can further be extended by including the transfer of goods/merchandise 
among retailers, as this helps retailers to satisfy their customers’ demand while simul-
taneously reducing extra inventory kept as safety stock. This allows retailers to ship 
unsold inventory to other stores to help meet demand. Furthermore, this flexibility 
can also save transport cost in cases where one retailer receives a full truckload from 
a DC and then distributes the product among other retail centers within the city. 

Changing the product or business type in response to the market situation during or 
after the disruption event is an example of a very aggressive reactive strategy (Chen 
et al. 2021). For example, there was a sudden increase in demand for personal protec-
tive equipment, sanitizing products, and food during the COVID-19 pandemic. While 
some retailers experienced significant hardship as a result of lockdowns and restric-
tions, those whose supply chains were flexible enough to allow them to convert their



Supply Chain Resilience Strategies for Times of Unprecedented … 107

mainstream product supply into emergency supplies exhibited much greater levels 
of resiliency. Sometimes, a business’ decision to modify its product or marketing 
channel, thus adding resilience to its business model, may ultimately be what ensures 
its survival in a post-disruptive environment (Benedek et al. 2021). A slight modi-
fication to the product can allow a business to better respond to customer demand 
and to overcome the disruption. In this approach, there is always an alternative bill 
of material (BOM) introduced, or the change is executed by keeping a major part of 
the BOM the same so it can be fitted for any required change in the post-disruptive 
market (Hasani and Khosrojerdi 2016). 

Sometimes the existing supply chain model is susceptible to high exposure in the 
event of a disruption. Such situations can be improved by redesigning the supply 
chain, which may require setting up new establishments or phasing out some struc-
tures. This can be the most expensive resilience strategy, but it enables trade-offs, 
so it is generally viewed as a viable last resort option (Blackhurst et al. 2005). In 
some cases, more expensive modes of transportation can be traded off to enhance 
agility and safety during the transport of materials. Similarly, changing all defective 
machines in a series of operations at the same time could ensure the timely shipment 
of goods to quality-sensitive customers rather than being late every time. During 
the COVID-19 pandemic and the post-pandemic period, retailers in many industries 
added or extended their Omni channel sales processes or online delivery to maximize 
sales (Fortuna et al. 2021). Thus, redesigning the supply chain is a situation-driven 
reactive strategy for restoring or even improving a business in any post-disruption 
period. 

Finally, agility is one of the defining features of supply chain resiliency. All of 
the aforementioned strategies for improving resiliency are ruled by agility, so it is 
difficult to define it as a separate strategy. However, agility has a significant influence 
on resilience in the manufacturing supply chain, as it ensures quick adaptability to 
change (Tarigan et al. 2021). Agility influences the adoptive response in a post-
disaster scenario, thus accelerating resiliency. Therefore, in a dynamic RSC, agility 
plays a vital role by making the overall supply chain resilient. 

4.1 Management Approaches in SCR 

Supply chain management requires both soft and hard skills. A proper combination 
of these skills is necessary for making the supply chain more flexible, which is the 
prerequisite of achieving resiliency in practice. Undoubtedly, a highly flexible and 
adaptive management structure is the key to achieving ecological resilience, as the 
supply chain function is highly dynamic. Indeed, it is necessary to have a skilled 
and knowledgeable team who can deal with change promptly, such as in a situation 
requiring a product or business change. A strong change management approach is 
required to coordinate all these strategies and to tackle the disruption. Depending 
on the operating context, the supply chain management structure may need to be 
centralized, decentralized, or, in some cases, in the form of a combinational matrix
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to cope with the changes in strategies. The management system can also have a 
critical influence on resiliency by promoting risk management culture, which is key 
in bringing about holistic change in the organization’s approach to dealing with 
uncertain events, particularly via anticipation, assessment, response, and learning 
processes (Roeschmann 2014). Thus, an effective management structure is crucial 
to an organization’s ability to achieve resilience in practice. 

4.2 Ethical Supply Chain Practices to Achieve SCR 

Ethical supply chain practice is an inherent element of a resilient supply chain, as 
all the operations, communications, and relationships among the nodes and links 
have an ethical dimension. Environmental sustainability has become a key contem-
porary business concern, and it has impacted the functioning of the supply chain. 
Whereas the addition of measures to improve environmental concerns may be seen 
as a concern for the efficiency and cost of the supply chain function, measures to 
ensure a more sustainable organization may result in fewer disruptions due to legal 
regulations (Mari et al. 2014). There are many examples of environmental agencies 
stepping in and disrupting factory production on the grounds that the factory is an 
environmental hazard. For instance, many factories in China were shut down as part 
of an initiative to improve air quality in the lead-up to the 2008 Summer Olympic 
Games. Such actions have had a significant impact on the predecessor and successor 
nodes of these factories, and, in some cases, the disruption has been long-term. This 
example demonstrates how adopting a green approach can make an organization a 
more reliable and stronger node in the supply network. 

5 Supply Chain Models with Resilience Strategy 

The RSC has become so complex that it is becoming increasingly difficult to manage 
it using traditional methods. In response to this challenge, researchers have begun 
to focus on deriving the supply chain function mathematically to explore different 
approaches. The main objective of this type of research is to convert theoretical 
resilience strategies into numerical formulas under multiple scenarios to generate 
precise business insights. In this section, we highlight some studies that have 
presented mathematical models and identify the latest resilience strategies in the 
different echelons of the supply chain. While priority is given to research related 
to the RSC, we also include a few other studies related to supply chain resilience 
to highlight future research directions in the retail industry. Finally, we summarize 
the models and their underlying strategies in Table 3 to provide a benchmark of the 
different techniques that have been used by researchers and to identify the scope of 
future research.
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5.1 Appraisal of SCR 

Resiliency can make any business model more sustainable, but there is always a 
tradeoff between resiliency and investment or expenses (Spiegler et al. 2012). As 
such, measuring a supply chain’s degree of resilience has become a key indicator 
of its performance. The qualitative approach to assessing supply chain resiliency 
was common in the literature until the development of a simulation-based quanti-
tative approach that focused on three determinants of the supply network: density, 
complexity, and node criticality (Falasca et al. 2008). In this chapter, we consider 
both the qualitative and quantitative approaches to measuring resiliency. 

Synchronized measurement of readiness, response, and recovery has been 
achieved via the use of Integral of the Time Absolute Error (ITAE), a control engi-
neering application that enables comparisons of make-to-stock and make-to-order 
businesses. Similarly, the three dimensions of the supply chain—namely, absorptive 
capacity, adaptive capacity, and restorative capacity—have been quantified using the 
Bayesian network approach (Hosseini et al. 2020). Over the decades, researchers 
have proposed many resilience strategies, which has made it more complicated to 
measure the relative strength of each strategy, despite having unique features in each 
supply chain. For instance, Kumar and Anbanandam (2019) developed a three-phased 
framework based on the integrated Delphi-Fuzzy method to classify strategies and 
measure and improve initiatives in attempt to make their model more complete with 
respect to supply chain dynamics. Elsewhere, Soni et al. (2014) used graph theory 
to determine the SCR index by assessing the available resilient strategies in the 
respective model. 

In real life, the supply chain is always dynamic in nature as a result of multidi-
mensional and multi-tier metrics; thus, the measurement of supply chain strength in 
pre-disruptive and post-disruptive situations will be highly dependent on individual 
nodes and links. While there is relatively little research examining such specific 
aspects, researchers have developed a three-tiered simulation model that assesses 
resiliency by aggregating recovery, impact, and performance loss on a time scale 
(Munoz and Dunbar 2015). A time-series measurement in post-disruptive scenario 
has been modeled for a two-echelon supply chain (Elluru et al. 2019), but most 
contemporary supply networks have a minimum of three echelons. Hence, there is 
a need for a simplified scale to measure the degree of resiliency, and ideally every 
model should be assessed to identify improvement opportunities for enhancing the 
sustainability of businesses. 

6 Conclusion and Recommendation for Future Research 

In this chapter, we make two key contributions to research in the field of supply 
chain resiliency within the context of retail business organizations. Firstly, we have 
compiled and discussed a selection of recently published resilience strategies and
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presented them in a matrix. Specifically, we highlight 13 efficient strategies for 
managing an uncertain event like the COVID-19. Secondly, we conducted an anal-
ysis of the latest mathematical models and further investigated the applied resilience 
strategies to identify research gaps in the field of RSC resilience models. Most of the 
surveyed research incorporated strategies such as multiple sets, inventory preposi-
tioning or safety stock, facility fortification, and reserved capacity into their models. 
Over 90% of the mathematical models used less than 5 of the 13 strategies discussed 
in this chapter, with only two recent works in the RSC field using more. Indeed, 
some critical strategies like VMI, centralized management systems, supply chain 
risk-sharing, and changing products or business models remain largely overlooked 
by researchers. Our research exposes a remarkable research gap in the formulation of 
mathematical models using more than five resilience strategies in the RSC field. This 
gap is significant, as the inclusion of more strategies can further enhance resiliency 
in the event of unprecedented global disruptions. Additionally, most of the exam-
ined models exclude the time to recovery function in multi-product, multi-source, 
and multi-echelon supply chains, which can be added in future models to map the 
four parameters of readiness, response, recovery, and future growth or renewal of 
the supply chain in the time scale. We emphasize this aspect in the measurement 
approach to supply chain resiliency, as it is highly critical to understanding the 
effectiveness of any model. Since there is relatively little research focusing on RSC 
mathematical modeling, the number of studies available for analysis in this literature 
review was rather limited. Future research on building resiliency in the RSC via 
mathematical models will enrich the field and enable more resourceful research. Our 
research attempts to support this future direction by compiling all available resilience 
strategies with the aim of advancing research efforts focusing on the RSC. 
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The Role of Blockchain in Developing 
Supply Chain Resilience against 
Disruptions 

Hajar SadeghZadeh, Amir Hossein Ansaripoor, and Richard Oloruntoba 

1 Introduction and Background 

The fragility and lack of resilience of global supply chains have attracted signif-
icant and ongoing attention following the outbreak of COVID-19. The persistent 
global supply chain crisis has been well covered by the media and by scholars. 
There have been significant delays in the delivery of goods, and rising costs have 
been the norm in the last year or two. The pandemic-induced global supply chain 
crisis has imposed a significant additional strain on customer products, manufac-
turers, carriers, and suppliers worldwide (Sherman 2020; Bailey 2020). This is not 
the first time that an unexpected disruption such as a disaster has revealed weak-
nesses in global supply chains. The 2008 global financial crisis (GFC) had signifi-
cant impacts on global supply chains. The more recent 2011 tidal wave that affected 
Fukushima, Japan, caused the world’s worst nuclear accident which disrupted the 
automotive industry because 60% of essential auto components were manufactured 
in the Fukushima area. The Icelandic volcano, Eyjafjallajökull, threw a thick ash 
cloud across Northern Europe and the European airspace had to be shut down, with 
airlines unable to fly and air freight disrupted (Langmann 2010). As a result, the man-
ufacture and distribution of many components ceased, and Nissan and BMW quickly 
halted all production (Theguardian.com 2020). Similarly, the SARS epidemic, which 
emerged in 2003, affected sections of the electronics supply chain (David 2003). The 
COVID-19 pandemic has again exposed the risks inherent in global supply chains 
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on a much larger scale. Companies worldwide rely on supplies coming from over 
12,000 factories located in China, South Korea, and Southeast Asian areas signifi-
cantly impacted by COVID-19 mitigation measures (Linton 2020). 

COVID-19 and the attendant mitigation measures such as border closures and 
social distancing have resulted in staff shortages and capacity reductions in many 
industrial sectors, which has made it difficult for managers and industry leaders to 
react and respond quickly to supply chain disruptions (Butt 2021a, b; Meier and 
Pinto 2020). Moreover, transportation and logistics have been seriously impacted by 
such mitigation measures. For instance, the fear of COVID-19 contagion kept many 
drivers off the road, reducing a large portion of trucking capacity. Overall, COVID-19 
has caused delays in deliveries, and entire supply chains have been adversely affected 
(Chen 2011). Before the COVID-19 pandemic, supply chains were excessively lean 
(Rivera 2007). They were often built to be low cost and based on Just-in-Time prin-
ciples (Taylor 1999; Cox 2005). They were also fragmented, long, complex, and 
often opaque structures. When circumstances were good and stable, a lean supply 
chain benefited all stakeholders. However, even then, traceability, flexibility, and vis-
ibility were limited. However, when the pandemic broke out, underlying problems 
were exacerbated, and the cumulative consequences resulted in global chaos. There-
fore, the pandemic has exposed inherent weaknesses in the design and operation 
of global supply chains while providing an opportunity to re-think strategic supply 
chain design to ensure less vulnerability, improved resilience and robustness, and a 
supply chain that is capable of providing better service to consumers (Boyes 2015). 

1.1 Digitalization, Blockchain, and Supply Chain Resilience 

The awareness and knowledge of supply chain vulnerability, supply chain resilience, 
and supply chain risk management (SCRM) have increased over the decade (Peck 
2005, 2006; Glickman 2006; Christopher 2004; Pettit 2010), and many scholars 
have argued for, and advocated the value of, supply chain digitalization and industry 
4.0 technologies as the means of mitigating supply chain risks and disruption (e.g., 
Ivanov 2021; Spieske 2021; Sawik 2022a, b). The authors take the view that, with 
the appearance of digitization and information analytics, organizations now have the 
technological tools to offer end-to-end risk management solutions to strengthen sup-
ply chain resilience. As some have argued, supply chain digitalization and Industry 
4.0 can provide organizations with advanced record-keeping, connections, machines, 
and integration procedures, thereby improving the cooperation and reliability of 
members of the supply chain (Raab 2011). 

Although these new technologies have a positive impact on productivity and work 
practices, they can also give rise to malicious electronic cyber-hack or ransomware 
operations that threaten supply chain security and product safety (Deloitte 2019). In 
order to resolve these issues, managers and scholars have undertaken initiatives using 
blockchain technology to secure data, and to ensure system integrity, transparency, 
security, and protection (Aceto 2019; Kshetri 2017).
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Because its benefits need to be completely realized and demonstrated by numerous 
success stories, it will take some time for blockchain to be acknowledged as a practical 
tool that can improve security and reduce risk in the supply chain. Blockchain technol-
ogyallowsusers to transfer theirassets (including intangibles)without theriskofbeing 
hacked or the inconvenience of having to create a separate vault that limits the interac-
tions between exchange partners. To expedite the application of blockchain technol-
ogy, we need to know how blockchain works on a regular basis. Despite its potential 
benefits, blockchain technology can create a number of challenges when it comes to 
implementation, such as lack of organizational readiness or technical/infrastructure 
expertise,issueswithscalability,andlimitedfinancialresourcestoinvestinblockchain. 
Therefore, there is an urgent need to develop management strategies that can assist 
companies to overcome these challenges so that they can fully reap the benefits of 
blockchain technology.Unfortunately,manyblockchain investigationsconcentrateon 
bitcoinframeworks,whileothersareanecdotalstudiesofpotentialblockchainapplica-
tionssuchascountingsmartcontracts,financial services, circulareconomy,andautho-
rizing with limited articles in supply chain management (Nandi 2021; Crosby 2016; 
Mainelli2023;Raval2016;Tapscott2016;Underwood2016;Yli-Huumo2016).Given 
thesegaps inblockchain research, in thischapter,weproposeablockchainarchitecture 
to overcome supply chain risks during the Covid-19 pandemic and during the subse-
quent recovery. Moreover, we suggest several ways by which managers can deploy 
blockchain to enhance supply chain resilience from a security perspective. We also 
identify and investigate relevant factors that may influence a company’s decision to 
implement blockchain technology. 

While some researchers have explored the application of blockchain in the 
supply chain, the contribution of this chapter goes beyond this by explaining how 
blockchain technologies can help manage and predict disruptions and bring greater 
resilience and balance to the supply chain (Swan 2015a; Ghadge 2019; Taylor 2019; 
Strozzi 2017). 

The rest of this chapter is organized as follows. In Sect. 2, the basic definition and 
concept of blockchain technology and its general application is discussed. Section 3 
explores the application of blockchain technology in non-supply chain management 
contexts. In Sect. 4, we discuss how blockchain technology can strengthen supply 
chain resilience. In Sect. 5, we examine the value and role of blockchain in mitigating 
disruptions and their destructive effects, with the aim of strengthening supply chain 
resilience. In Sect. 6, we discuss the potential of blockchain to mitigate supply chain 
disruptions resulting from the pandemic. Section 7 concludes the chapter with a 
summary and suggestions for further research. 

2 Blockchain Technology 

Blockchain is a technology that consists of a distributed ledger that stores and 
exchanges transaction records or other data in a cryptographically secure, decen-
tralized, and immutable format (Swan 2015b). In a blockchain, a ‘block’ is an infor-
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mation structure that contains a series of data records. Blockchain was created in 2008 
by Satoshi Nakamoto, the creator of the Bitcoin whitepaper. Essentially, a sequence 
of data within a blockchain is an electronically distributed list of data stored by a 
client or participant on a computer network (Lu 2019). Moreover, blockchain deploys 
cryptography for transaction processes and verification on the ledger. An important 
benefit of this decentralized structure is that a business enterprise is not under the con-
trol of a single organization. Another benefit is that it can resolve issues of disclosure 
and accountability between people and institutions whose activities are not strongly 
regulated (Lu 2019). In blockchain, critical records can be updated securely and accu-
rately in real time, thereby eliminating the need for technologies that are error-prone, 
which can compromise data confidentiality and security (Casey 2017). Blockchain 
gives greater transparency and a timely view of activity occurring within the net-
work. Blockchain is attracting interest from supply chain management researchers 
due to its benefits such as its capability to securely store significant amounts of data, 
which offers great advantages to individual businesses and to supply chains in general 
(Kache and Seuring 2017). Also, blockchain enables the encryption and encoding 
of data, thereby greatly improving data exchange, transparency, performance, and 
reliability of a network (Misra 2018). The blockchain has four essential traits or 
attributes (Pattison 2017). First, it is designed to be distributed and it offers synchro-
nization of structures. Hence, corporations can share data with trusted parties in inter-
organizational commercial enterprise systems including supply chains and business 
consortia. Second, blockchain is made up of smart contracts. This is a pre-contract 
between contributors, and contracts are saved individually inside the blockchain. 
Smart contracts are computer protocols intended to digitally facilitate, validate, or 
establish negotiated terms and conditions. Smart contracts enable dependable trans-
actions to occur without the need for third-party intermediaries since all transaction 
processes are undertaken automatically. Established protocols can help parties decide 
whether or not a specific transaction, including a particular fee, is authorized (Pilk-
ington 2016). In addition, smart contracts can enable asset verification in a series 
of transactions involving non-monetary elements (Reyna 2018). This gives the vari-
ous members of the supply chain network confidence that everyone is following the 
rules. Third, blockchains are built using Peer-to-Peer (P2P) networks and require all 
parties to agree to the validity of a transaction. This eliminates faulty or potentially 
risky transactions from the blockchain database. Fourth, the continuity of the date 
ensures that the agreed transaction is timely and remains unchanged. This continuity 
offers a record of the transactions and shows where the asset is located, when it is 
located, and what is happening to it. There are both public and private blockchains 
available. The main difference between them is membership, i.e., the users who can 
become part of the network. Public blockchains are entirely open. In other words, 
everyone can participate and become part of the network. Networks regularly have 
incentive mechanisms to encourage more individuals to take part. Bitcoin is one of 
the most extensive non-public blockchain networks ever created. One disadvantage 
of private blockchains is the large amount of computing power required to maintain 
a huge distributed ledger. To obtain consensus, all nodes within the network must 
be synchronized. This is done by solving a complicated, resource-intensive prob-
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lem referred to as Proof-of-Work (POW) (Angrish 2018). Furthermore, blockchains 
require that potential participants be invited to join the network, and participants 
need to be confirmed. Firms and supply chains typically construct public networks 
instead of non-public open networks to ensure that access is exclusive. Current partic-
ipants can determine future entries based totally on hard and fast policies established 
using the network initiator. Pilkington (2016) Regulators can provide licenses for 
participation. Alternatively, since the blockchain is decentralized, a consortium may 
want to decide whether an entity joins the community. Overall, although blockchain 
technology is relatively new, it has the potential to overcome or mitigate risks asso-
ciated with the management of supply chains. “Blockchain is a new organizational 
paradigm for coming across, evaluating, and transferring any quantity (discrete units) 
of something of value and coordinating all human tasks on a far larger scale than 
ever before” (Swan 2015b). 

3 Applications of Blockchain Technology in Non-SCM 
Contexts 

The commerce and finance sectors are currently making the most use of blockchain 
technology. Blockchain was specifically designed for Bitcoin, a P2P decentralized 
virtual cryptocurrency network. Bitcoin has a multibillion dollar international market 
where buyers can shop anonymously without the control or intervention of authori-
ties. Therefore, it is necessary to address the scope of regulatory problems related to 
governments and financial institutions in regard to trading with or without bank inter-
vention. All transactions are dispatched to all nodes within the Bitcoin network, and 
recorded in the general public ledger (Crosby 2016). Blockchain structures are also 
being used to display monetary institution warranties, follow up monetary exchanges, 
and mitigate fraud. Using the activated smart contracts, there is network consensus 
that conditions have been met to allow for automatic payments (Guo 2016). To allow 
for automatic payments using activated smart contracts network consensus, condi-
tions must be met. Blockchain technology also has the potential to be applied to areas 
other than coins and currencies, as distributed ledgers can be programmed to record 
anything of value. This includes birth and death certificates, marriage licenses, doc-
uments and deeds, financial reports, scientific procedures, and insurance claims, to 
name a few (Tapscott 2016). Blockchain applications have also been implemented 
in healthcare. For example, blockchain is used to track a patient’s condition after 
discharge, and blockchain electronic medical data can be controlled to improve the 
authentication, privacy, and sharing of records (Armstrong 2018; Marr 2018). In 
charitable organizations, blockchain has been used to increase the transparency of 
donations and show the link between donations and project results. In real estate, 
blockchain is being used to track complex regulatory processes that create value 
(Marr 2018). Retailers use blockchain to improve monitoring. Monitoring can be 
implemented in decentralized markets where items and services are traded without
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intervention (Chakrabarti and Chaudhuri 2017; Grewal 2021). The tourism sector 
uses blockchain technology to monitor and share information about motel accom-
modations, and to remove intermediaries for car-sharing and real-time travel (Rejeb 
2019; Filimonau 2020). In the media and entertainment sectors, blockchain tech-
nologies track intellectual property rights and make payments to artists (Dutra A. 
2018). In the public sector area, blockchain is deployed to establish voter identity and 
increase the credibility of vote counts (Osgood 2016). Overall, blockchain is already 
helping to improve transparency, transaction speed, and responsiveness. Blockchain 
is flexible, making it suitable for all trading as it facilitates settlement without dispute. 
Disputes are eliminated because all the global has a replica of the overall ledger and 
the invoice is generated automatically. 

4 Blockchain Technology for Strengthening Supply Chain 
Resilience 

4.1 Supply Chain Disruptions 

Typically, supply chains move products and businesses forward through interactions 
among trade partners within a complex network. Supply chains are the mechanisms 
by which goods and services are delivered (Peck 2006). They are multi-level and 
complex, comprising flows of materials, goods, information, and money which pass 
within, and between, organizations linked by a range of tangible and intangible facil-
itators such as processes, relationships, activities, and information systems (Peck 
2006). In practice, supply chains are also linked by physical transport, distribu-
tion networks, and communication infrastructures often across international borders 
(Christopher 2000; Peck 2005). However, some of these interactions can increase 
the vulnerabilities of supply chains which can result in disruptions. To mitigate these 
vulnerabilities, supply chain experts need to identify the weak links and evaluate the 
degree of risk posed to the entire supply chain network. Risk evaluations generally 
entail the following steps: 

1. Identifying the buying and selling partners in the supply chain. These partners 
can shape points (or nodes) inside the supply chain network and show the parties 
who can produce supply chain agreements. 

2. Designing a supply chain or procedure scheme that shows the transaction and 
its data flow. These flow depictions (shipment, container, capital, documents, 
etc.) can reveal potential bottlenecks (i.e., the weakest links) and the level of 
risk for instance in terms of cyberattacks. Figure 1 depicts the various potential 
sources of supply chain risk. 

3. Classifying and comparing vulnerabilities. Risks can be categorized into distinc-
tive classes according to the results of the risk evaluation (e.g., high, medium, 
low), and the calculated likelihood of the risk occurring. This risk evaluation 
can then be used to create an action or probability plan to mitigate the risk.
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Fig. 1 Sources of risks related to supply chains (Seminar 2010) 

Based on the extent of safety risks and vulnerabilities determined by the pre-
ceding steps, suitable mitigation measures are then developed and scheduled. In 
particular, a timetable ought to be established for the development of a plan of 
action with responsibilities for specific sub-plans assigned to individuals, and 
implementation procedures and expected outcomes documented. For instance, 
the use of a Radio Frequency Identification (RFID) system helps to detect poten-
tial security and safety breaches. This system can automatically collect infor-
mation associated with product movement (e.g., expected time of arrival, port 
of entry/exit), and port authorities or cargo controllers can match received facts 
with pre-recorded/information documents (e.g., shipping documents, manifests). 
This enables them to identify suspicious trends (e.g., departures from high-risk 
nations), and red-flag incoming items (Min 2012). As a result, gateway security 
may be achieved through the early detection of anomalies that regularly result 
in safety or security failures. 

4. Setting up plans to govern and monitor risk reduction efforts Each plan needs 
to be evaluated for its effectiveness and its impact on safety and security. In 
addition, it is essential to monitor the implementation of the plan and determine 
whether the scheduled milestones have been reached and whether progress is 
being made. This step is designed to improve the efficiency of security mea-
sures. By integrating blockchain technology with the mentioned steps, we can 
enhance security, strengthen connectivity, and ensure the safety of the supply 
chain. This powerful combination acts as a shield against security threats, pro-
viding an impregnable fortress to protect the integrity of the supply chain (Min 
2019). Blockchain is hack-proof, tamper-proof, and irreversible because of its 
distributed ledger and network verification system (Karame 2018; Xu 2018).
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Fig. 2 The structure of supply chains with two kinds of potential risks (Grewal 2021) 

Blockchain also provides automatic detectability, as an attach-only database of 
transaction data can be stored through a P2P network, and those historical facts 
will always remain by means of a fingerprint. In addition to this, a blockchain 
comprising nodes and arcs can be included within the ordinary supply chain 
structure (Fig. 2), and may be applied to capture each organizational and net-
work risk related to the supply chain. A blockchain-based framework may be 
used to identify, analyze, and evaluate supply chain disruption elements and 
drivers based on empirical analysis of the four major disruption factor cate-
gories including (a) natural, (b) human-made, (c) system injuries, and (d) finan-
cials with drivers of disruption diagnosed and tested in a real-world industrial 
setting (Paul P. 2021) Significantly, a growing number of researchers and prac-
titioners have placed supply chain resilience (SCRE) at the top of their agendas 
due to the increased susceptibility of global supply chains to disruptive events 
(Chowdhury 2017). 

In order for blockchain to handle potential threats to a supply chain and improve 
its resilience, it is vital to know the unique activities of the supply chain network. The 
resilience of a supply chain may be strengthened by taking the following measures: 

1. Reducing or eliminating the potential risk by identifying its source. For example, 
routes that are prone to maritime thefts, and ports with a high rate of theft or 
strikes should be avoided.
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Fig. 3 Transition from conventional risk control to Blockchain-enabled risk control (Min 2012) 

2. Reducing the effects of supply chain infractions by buffering with extra safety 
inventory, avoiding fuel fee rises for transport vehicles, and ensuring adequate 
insurance coverage. 

3. Improving the resilience of supply chains to ensure quick recovery from infrac-
tions or unexpected crises or disasters. For instance, moving supply assets such 
as transportation vehicles closer to production factories. 

4. Eliminating unacceptable behaviors resulting from the organization’s mindset 
such as lax risk control practices and assumptions that predictions and forecasts 
are dependable, and accidents uncommon. Supply chain experts must remain 
open to new ideas like blockchain technology, as organizational resistance can 
stifle modern supply chain risk management. 

5. Resilience is an essential enabler of Supply Chain Performance (SCP) because 
a resilient supply chain prevents disruptive impacts and assists in setting up and 
preserving appropriate levels of overall performance (Chowdhury 2019). 

Many organizations that depend on traditional risk control methods are unaware 
of hidden risks such as cyberattacks, system hacking, forgery, credit failures, and 
contract fraud. Traditional forms of risk control have been applied to reduce obvious 
risks such as terrorism, theft, and natural disasters. However, these methods tend 
to be passive rather than proactive, and therefore, address risk management only 
after the event. By scrutinizing the P2P network, blockchain helps to identify and 
reduce risks that cannot be detected easily by supply chain members (e.g., sellers, 
buyers, financial institutions) during normal business transactions or supply chain 
activity. During various phases of a transaction, blockchain permits users to use 
multi-layered security scales. Figure 3 shows the traditional risk-control strategies 
and those enabled by blockchain.
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4.2 Smart Contracts for Enhancing Supply Chain Resilience 

In Sects. 4.2.1–4.2.4, we discuss how smart contracts based on blockchain technology 
may be applied to various sections of the supply chain to improve supply chain 
resilience. 

4.2.1 Smart Contracts 

The establishment of a transaction agreement is one of the first activities that occur 
in a supply chain, and contractual disputes can arise from fraudulent behavior and 
misunderstanding. Moreover, overall performance failures not only have the poten-
tial to ruin business partnerships, but they can also disrupt all activities within a 
supply chain if timely action is not taken to avoid far-reaching consequences. One 
of the most practical solutions to these supply chain issues is the smart contract. 
The smart contract is a computer-managed protocol intended to facilitate, confirm, 
or enforce contractual obligations by embedding contractual clauses (e.g., collat-
eral, bonding, delineation of assets rights) within the system and then automatically 
executing the agreement (Szabo 1997). Hence, smart contracts not only establish 
the guidelines and conditions for a contractual agreement, but they also immedi-
ately establish the responsibilities of all parties involved. They are self-checking 
and self-running agreements that automate the settlement lifecycle to mitigate risk, 
and improve the effectiveness and efficiency of a company’s transactional processes 
(Icertis 2017). Smart contracts can be converted to system codes that are saved and 
copied on the computer system and monitored with the aid of the blockchain that 
has been integrated into the system. Smart contracts can facilitate transparent trans-
actions involving money, property, stocks, or any valuable item or product without 
the need for the services of intermediaries (Blockgeeks 2017). Hence, smart con-
tracts are autonomous, thereby reducing transaction times and costs. Moreover, by 
integrating the Internet of Things (IoT) into the blockchain, contract fraud can be dis-
covered easily, and/or avoided. Smart contracts make blockchain applications more 
operationally comfortable and economically attractive. Giovanni (2020) Addition-
ally, as shown in Fig. 4, the integrity of asset transfers established by the agreement 
is improved because the decentralized network has many members and there is more 
robust security. 

4.2.2 Asset Tracking 

Smart contracts can be used to track asset ownership. As soon as both tangible and 
intangible assets are recorded on the blockchain, ownership is permanent until the 
proprietor confirms otherwise. The paperless record created by the blockchain is 
immutable. In addition, blockchain works as a perfect and easily distinguishable 
record that completely tracks and saves all the supply chain-associated obligations
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Fig. 4 Combination of blockchain and IoT (Giovanni 2020) 

for a particular resource. Blockchain permits transparency all the way back to the 
origin of an asset. Therefore, blockchain prevents the exchange of false properties 
and makes it much easier to track objects as they are made and conveyed along the 
supply chain. In the U.S., the Treasury office follows and oversees the movement 
of physical resources in real time as they move from one party to another all along 
the supply chain, utilizing virtual information of exchanges of possessions recorded 
on blockchain (Higgins 2017). Furthermore, blockchain may be utilized to receive 
shipments in global logistics operations. For example, Maersk, the Danish integrated 
logistics company recently completed a 20-week blockchain proof-of-concept to 
track cargo movements. Blockchain technology’s cryptographic signatures serve as 
a powerful safeguard, preventing unauthorized changes to shipping details like names 
and cargo identification. Furthermore, this integration minimizes the chances of lost 
shipments during transit, creating a streamlined and trustworthy supply chain envi-
ronment that operates with greater efficiency (Min 2019; Green 2017; CBS 2015). 
Companies can also enforce a robust logistics system to control last-mile delivery 
and secure better overall performance through blockchain (Naclerio 2022). 

4.2.3 Safe and Accurate Order Delivery 

With easy access and no need for paper-based client information, blockchain will 
expedite order fulfillment through the supply chain by means of high-speed confirma-
tion of a purchaser’s credit history, stock repute, budget, and report on order/delivery 
popularity while delivering visibility during the order fulfillment process. As shown 
by the circles in Fig. 5, through the mechanization of the rotated order fulfillment 
stages, blockchain might reduce back-order fulfillment errors and increase the pace 
of the order fulfillment procedure. Moreover, because the blockchain ledgers are 
transparent and can be visited by any peer-to-peer network player (e.g., each cus-
tomer and vendor), blockchain visibility will improve the transparency of the order 
fulfillment process and mitigate the risk of fulfillment errors.
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Fig. 5 Part of order fulfillment stages where blockchain technology can be applied (CBS 2015) 

4.2.4 Cybersecurity 

The last decade has seen a significant increase in cybercrime such as the hacking 
of the international meat processor JBS and the US oil distribution giant Colonial 
Pipeline (Naclerio 2022; Oloruntoba and Thompson 2021; Statista 2016). 
Cybercrime can cripple supply chain processes at any point in the supply chain 
network. However, despite cybersecurity measures such as antivirus, password secu-
rity, and hazard cautions to address this issue, the risk of cybercrime has in no way 
lessened. Efforts at fighting cybercrime may utilize blockchain with its end-to-end 
encryption, immutability, and privacy, and could reduce the risk of system failure. 
The immutability of blockchain and the fact that each computer in a P2P network 
constantly checks data before storing it on the blockchain makes it a high-quality 
tool to reduce the risk of cybercrime and hacking. Thus, blockchain guarantees the 
integrity of the transaction record, and nobody, including the record proprietor, can 
alter the account as soon as the account is locked into the blockchain. 

5 Blockchain Technology Applications for Resilience 

Global supply chains require a technique that could help to organize facts reliably and 
provide tools for risk evaluation and disruption mitigation. Such risk management 
strategies can be constructed with the use of blockchain. Firstly, created to facilitate 
Bitcoin cryptocurrency exchanges, blockchain consists of a distributed ledger where 
transactions are patched to more than one computer rather than being stored in one 
central location. The transparency of transactions involving several parties provides 
straightforwardness and security. Once records are transferred to the blockchain, they 
cannot be altered, thereby ensuring permanence and trustworthiness. This becomes 
the keystone of a sound, computerized supply chain. When transactions are stored in 
blockchain, all relevant data are obvious to all supply chain entities. The permanence,
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traceability, and straightforwardness reveal the provenance of items along the entire 
supply chain. 

5.1 Visibility 

With the advent of the COVID-19 pandemic, the transparency of most global supply 
chains began to be questioned in 2020. During the pandemic, a company’s sustainabil-
ity depended on how well it knows and can see all aspects of its value chain. Supply 
chain structures can collapse under the significant stress of catastrophic global events. 
Many companies were unaware of the amount of upstream and downstream stock 
they had, which would enable them to modify demand in a timely fashion. If one 
company in the supply chain fails, this presents a risk to all other related companies. 
However, they did not understand enough about the network to realize that the new 
first-tier provider relies upon the identical old second-tier provider. Moreover, many 
of those corporations are located within the Chinese epicenter of the current pan-
demic. These “invisible” producers have had to quickly shut down, or have become 
understaffed because of quarantine regulations (Tom Linton 2020),  which in turn  
greatly affects companies and supply chains across the world. A supply chain based 
on blockchain connects all parties within a network, unlocking complex worldwide 
structures and providing transparency at each step and in each link of the supply 
chain. Companies can view all tiers, locations, and production facilities of suppli-
ers and subcontractors. Blockchain allows them to evaluate risk, simulate scenarios, 
perform what if evaluations, and take preventive actions. Additionally, businesses 
can respond rapidly to unexpectedly changing conditions. Real-time records on the 
precise location of a product offer businesses more flexibility and control. As an 
example, a Swiss company orders 100,000 devices, half of which have been made 
in Japan and half made in Wuhan, China. On the blockchain, the company notices 
a slowdown in manufacturing in Wuhan. This permits the organization to take the 
correct action to minimize any adverse impacts. 

5.2 Digitization 

The global shipment of goods decreased by an estimated 70% during the pandemic, 
and 40% of China’s freight traffic was shut down because of quarantine regula-
tions and fears of spreading infection. Countries have applied many precautions 
to contain the virus, including banning ships’ crew members from disembarking 
(Ship-technology.com 2020). A few ports required ships to declare that all crew 
members were healthy and did not have the virus. If COVID-19 was suspected on 
board, the ships could not dock in port (portofantwerp.com 2020). Despite these pre-
cautions, port employees and truckers were still at great risk of infection due to their 
interactions with people from other regions or countries. A basic weakness of many
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global commercial enterprises is the lack of end-to-end digitization of various files 
and procedures within the supply chain, which makes it impossible to function with-
out physical interaction. The level of human interplay in a supply chain creates the 
trust engendered by the use of specific documentation and/or techniques. Individuals, 
organizations, nations, and the supply chain need to improve the virtual and digital 
capabilities of their existing supply chains by establishing trustworthiness, which is 
not always a feature of business relationships as physical contacts and traditional 
methods go out of date. Trustworthiness ought to be system-specific. It needs to be 
scalable to support the supply chain in all circumstances. In this regard, blockchain 
technology can help enterprises to move toward a trusted virtual supply chain. The 
blockchain is a reliable virtual database that stores records of transactions between 
all entities. In this manner, the blockchain offers all participants a single source of 
information. The shipment of a single ocean container typically involves the par-
ticipation of approximately 28 different parties, each having their own distinct data 
storage structures. Even before a ship arrives at the port, the government receives 
all information pertaining to the owner, shipment contents, team, and direction, all 
of which require a substantial amount of paperwork, which can be eliminated by 
using blockchain technology. Port authorities can then determine whether the deliv-
ery needs to be checked, quarantined, or cleared. This diminishes uncertainty and the 
need for human intervention. Blockchain has many advantages and has been imple-
mented in many domains worldwide. Rotterdam, one of the busiest ports in Europe 
developed a blockchain-based solution for issues related to port logistics. The whole 
delivery process is document free (portofantwerp.com 2019). In the US, deliveries 
and orders are transparent to all parties in real time, and monetary transactions are 
concluded immediately, reducing danger and increasing reliability and interoper-
ability using the US government blockchain in customs control. In the US, due to 
COVID-19, many logistics personnel have been working from home. This has been 
facilitated by blockchain which can handle transactions and data storage securely, 
so customs authorities are not physically present in ports (Gillis 2020). Smart con-
tracts automate digital transactions and establish agreements and conditions. The 
reconciliation of cargo information can be a labor-intensive and time-consuming 
procedure, particularly in times of adversity. This places an economic burden on 
shipping businesses which are already prone to losing their business because of port 
and government regulations and occasional high volume of demand. Smart contracts 
may be beneficial in those situations. Through a smart contract, the bill of lading 
is digitally signed and established as soon as the truck transports the products to 
the warehouse, and payment is immediately transferred to the shipping company.
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Transactions are immediately visible to all stakeholders such as banks, retailers, and 
shipping corporations. Hence, blockchain technology is of great value in this regard. 

5.3 Provenance 

Over the last decade, businesses have been pressured to provide dependable and visi-
ble supply chain processes, and never more so than during the COVID-19 pandemic. 
Clients worry that a product might have come from or passed through a place where 
the virus is rampant. Customers, practitioners, and governments now confirm the 
location of manufacturers and where they are within the supply chain, and whether 
or not goods might have been contaminated, spoiled or infected. As an example, 
consider meat being shipped in a refrigerated container. As soon as the meat arrives 
in the warehouse, the company takes numerous samples, and the quality is checked in 
a laboratory. Even though the products may be of high quality, the host organization 
might not be confident about the origin of the meat or the delivery process of the 
entire order. The only guarantee of the quality of the meat is the word of the logistics 
company that the refrigerated storage chain was as promised throughout the delivery 
process. These concerns can be addressed with the help of blockchain which gives 
transparency to the activities of various parties such as producers, shipping busi-
nesses, cargo transport companies, wholesalers, and retailers who are members of 
the same blockchain system. When counting the meat items or assessing their quality, 
the company stores this data and uploads it to the blockchain community. Next, the 
meat is packaged, transferred to refrigerated packing containers, and transported via 
sea to diverse areas. Upon arrival at the port, the meat products are transported by 
refrigerated vehicles to the wholesalers’ warehouses from whence it is distributed to 
retailers. During the journey, tamper-resistant IoT devices within the storage hold-
ers and trucks can record temperatures and send readings to the blockchain on an 
hourly basis. Smart contracts may specify that when the temperature exceeds or falls 
below a certain level, an immediate notification is sent to relevant parties to warn 
them of these variations. Decisions can then be made about potentially discarding 
the product. When the product is bought, purchasers can track the entire product 
journey by simply scanning the QR code. Knowing the provenance of a product is 
particularly important in the case of food and other perishable products and food 
items in order to avoid poisoning. Products from affected areas can be quickly dis-
posed of, and merchandise from secure regions can be shipped as usual. For example, 
in mid-March 2020, as the COVID-19 pandemic struck the USA with unintended 
effects and scale, hospitals struggled to ensure an adequate supply of crucial private 
protective equipment (PPE) that they needed on the front lines. So it is essential 
to study how corporations in the global food value chains managed their supply 
chain structures in reaction to the COVID-19, turning it more resilient and 
competitive in the present pandemic and in future disruptions (Ali 2022; Sanjoy 
and Moktadir 2021).
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6 Role of Blockchain Technology in Mitigating 
Pandemic-Induced Supply Chain Disruptions 

There are five main ways that blockchain helped to address supply chain disruption 
during the pandemic. These are discussed below. 

1. Trust is fundamental because the pandemic hit the supply chain, inflicting short-
ages, rising costs, and great disruptions to factories, ports, suppliers, and pur-
chasers, customers want a system they can trust. Blockchain is well-known for 
being a trustworthy system that can operate independently of a person or agency. 
The trustworthiness of blockchain lies in the fact that it creates an environment 
consisting of third-party validators, immutable data, unchangeable logic, and 
supplier information and traceability. 

2. Blockchain establishes a foundation of trustworthiness; however, the natural 
environment brings it to life. Every blockchain establishes a new industry envi-
ronment in which individuals collaborate and cooperate. But, when trustwor-
thy industry partners participate as validators and solution providers within the 
industry sector, the advantages are numerous and give the industry additional 
vitality. 

3. Inventory transparency ensures compliance with regulations and the timely trans-
port and delivery of goods. During a pandemic, incorrect information about the 
most important items that should be delivered can result in severe losses, includ-
ing loss of lives when there are shortages of essential items. Blockchain can offer 
real- time transparency of crucial supply chain processes such as procurement, 
production, transportation, and distribution. 

4. The logistics and supply chain domain need a simple and quick solution to 
problems caused by disruptions such as the pandemic. Supply chain solutions 
may be very complicated, as massive consortia consisting of numerous members 
require a single source of trust. Solutions to supply chain problems cannot be 
created in a single day when an epidemic strikes. To address marketplace issues 
quickly, market-established and available solutions that have been applied for 
years are utilized. However, the extent of consolidation may be intimidating and 
can take a long time. Blockchain can simplify solutions and address supply chain 
issues quickly, or even prevent them. 

5. Trusted digital identification bridges the trustworthiness gap between the digital 
world and the actual world. Blockchain-based digital identities play a critical 
role in building trust. Digital identification is defined as the connection between 
one’s real identification and the digital world. A digital copy of any physical 
item (called a digital twin) is produced in a way that hampers or detects human 
attempts to change records. For digital business transactions within the supply 
chain, it is crucial to verify the authenticity of an identity and confirm the identity 
of one’s transaction partner. During the pandemic, other functions of blockchain 
can help to strengthen supply chain resiliency. These features include ensuring 
the privacy of shared records, progressive industrial venture styles that bring 
partners together within the aggressive natural environment, and third-party
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arrangement integrations that work on top of those ecosystems. With numerous 
supply chains now adopting blockchain, and interoperability being addressed 
effectively, society can become more resilient against the consequences of the 
current pandemic and future disruptions. 

6.1 Discussion 

The COVID-19 pandemic revealed the fragility of global supply chains. Companies 
need to thoroughly identify and assess problems throughout the recovery process and 
formulate strategies that will ensure the survival of their organizations and supply 
chains (Sanjoy 2021). Blockchain technology offers immutable record-keeping of 
all data (Adeodato 2020). Blockchain technology acts as a safeguard by archiving all 
shared data within a network, effectively preventing interruptions and data breaches 
commonly encountered through network attacks. Through decentralization, the risk 
of a single point of failure is dispersed, while the traceability feature of permanent 
record-keeping, supported by digital signature functions, eliminates the risk of insider 
attacks originating from individual vector (Bayramova 2021). This is because only 
authentic customers are permitted in the network. However, in spite of these capabil-
ity benefits such as the strengthening of resilience against more than one disruption in 
the ‘physical’ and ‘digital world’, there are various challenges related to blockchain 
implementation for each vendor and each adopter. This requires developing guide-
lines (as a theoretical framework) that can be used by potential blockchain adopters 
and vendors. To avoid discrepancies between organizational needs and technological 
offerings, it is crucial for potential adopters of blockchain technology to clearly define 
their requirements. By doing so, they can effectively identify and choose appropriate 
blockchain applications and functionalities that align with their needs, as empha-
sized by Epiphaniou (2020). Furthermore, vendors are responsible for assessing the 
compatibility of companies’ requirements with the available blockchain solutions, 
as highlighted by Kshetri (2019). In order to gauge the return on investment (ROI), 
it is essential to consider the potential value and costs associated with the latest tech-
nological solutions, as emphasized by (Lu 2017; Bayramova 2021). For example, 
adopting a traceability system is profitable for high-value goods (such as diamonds) 
as a means of preventing the counterfeiting of products (Kshetri 2019) or the selling 
of products that are perishable, such as medicines with use-by dates, or dairy and 
meat products that have been spoiled (Lu 2017). Hence, software program developers 
or vendors should verify the feasibility and degree of adaptability of the adopter’s 
current system to ensure the successful integration of the proposed blockchain solu-
tion (Erol 2021). Ultimately, adopters must take into account the interoperability of 
their selected blockchain solution within supply chains, as the merits of this dis-
ruptive technology are leveraged through broad-based acceptance instead of being 
limited to only one supply chain enterprise (Sternberg n.d.). Furthermore, vendors 
must examine the degree of technological maturity of potential adopters in order for 
the blockchain technology to be successful (Erol 2021; Sternberg n.d.).
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6.2 Managerial Benefits and Challenges of the Blockchain 
Technology 

In addition to providing greater security as discussed in the previous sections, 
blockchain can offer a large number of managerial advantages to regular business 
practices (Techlab 2017; Takahashi 2017), which include: 1. Reduced transaction 
fees/time as a result of better-preserved blockchain structures that do not necessitate 
third-party involvement. 2. Improvement of visibility throughout the supply chain, 
resulting from the increased transparency of open ledgers accessible to all members. 
3. The merging of digital and physical realms in the supply chain, as highlighted by 
Techlab (2017) and Takahashi (2017), leads to enhanced connectivity among trading 
partners. This integration enables the sharing of transactional information and data 
across the supply chain, promoting transparency. By utilizing advanced technolo-
gies like electronic data interchange (EDI), extensible markup language (XML), and 
application programming interface (API), blockchain paves the way for swift and 
traceable interactions, enabling the exchange of unchangeable records among supply 
chain collaborators, as emphasized by IBM (2017) and Min (2019). 

Despite the many advantages of blockchain discussed in the previous section, it has 
some inadequacies and execution issues mainly due to its complexity, newness and 
revolutionary technology. A number of those issues are depicted in Fig. 6, the  most  
pressing of which is associated with adaptability, interoperability, and administration. 

Each node must process and verify each transaction in a blockchain, so blockchains 
inherently require massive computing strength and high-speed internet connec-
tions, which are not easy to construct even with state-of-the-art technology. If the 
blockchain centralizes the verification method, such an approach could defeat its 
unique purpose. In addition, the different platforms available for blockchain make 
it challenging to locate the optimal mixture of various structures and platforms 
that are interoperable. Because blockchain relies on a distributed ledger that could 
evade authorities’ intervention, governments can put pressure on blockchain cus-
tomers by imposing regulatory and criminal limitations. Therefore, this might impede 
blockchain’s ability to guarantee the integrity and privacy of transactions and the 
movement of assets (De 2018). Unexpectedly, the delivered privacy, confidentiality, 
and security can make it extremely difficult for law enforcement authorities to choose 
who oversees digital wallets, making them more vulnerable to scammers looking to 
steal computerized monetary transactions recorded on the blockchain (Hackett 2017). 

7 Summary, Conclusions, and Future Research Directions 

Discussions in this chapter suggest that blockchain technology is still in the embry-
onic stage, although it is likely to evolve to meet societal, economic, and political 
needs and applications. However, currently, blockchain technology has yet to be 
widely implemented in supply chains in real-world contexts. Most case examples
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Fig. 6 Potential challenges of blockchain technology (De 2018) 

lack standard strategies for designing and validating the blockchain solutions (Per-
boli 2018). As indicated by Deloitte Insights (2017), a mere 8% of blockchain projects 
have endured, leaving the majority as unsuccessful endeavors. This lack of success 
can potentially be attributed to individual users developing isolated blockchain appli-
cations, rather than focusing on creating foundational libraries that enable the devel-
opment of multiple applications (Insights 2017). Furthermore, corporate-led projects 
tend to incur higher adoption costs compared to user-driven initiatives, as organi-
zational blockchain projects are reportedly five times more likely to be replicated 
by competitors (Insights 2017; Bayramova 2021). The chapter has discussed the lat-
est trends and filled gaps in the knowledge of blockchain technology. The chapter 
will enable both researchers and practitioners to better understand the blockchain 
technology landscape and trends. Further contributions of the chapter include high-
lighting the practical implications of blockchain for cyber risk management, and the 
need for guidelines that specify the necessities for blockchain software developers, 
vendors, and providers. The chapter also highlights the value of blockchain tech-
nology as a means of improving trust and time and cost- effectiveness within the 
supply chain, and strengthening the overall supply chain’s resilience during disrup-
tions, such as those caused by the COVID-19 pandemic. The chapter examined the 
role of smart contracts in enhancing supply chain resilience. It then examined the
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role of blockchain technology in the building blocks of resilience such as visibility, 
digitization, and provenance, and then examines the role of blockchain technology 
in mitigating pandemic-induced supply chain risks, and the benefits and managerial 
challenges of implementing blockchain technology. 

Because blockchain is a relatively new development, there has been little research 
on it, and the concept is still unfamiliar to most people. Hence, the purpose of this 
chapter is to establish the conceptual framework for blockchain from a business 
perspective. The chapter discusses the increasing implementation of blockchain and 
identified the value of blockchain for supply chain management from a risk/security 
perspective using commonly accepted supply chain practices and processes. This 
chapter can be expanded to include and illustrate successful case studies of real-
world blockchain programs while evaluating the effects of situational variables such 
as company size, functional department, budget sizes, and organizational readiness 
for blockchain adoption (Ashraf 2014; Cooper 1990; Davis 1989; Maruping 2017; 
Mathieson 1991; Oliveira 2011). Future studies may need to expand the scope of 
research to determine the causal relationships between these variables and the selec-
tion of the most appropriate blockchain solution, while taking into consideration 
cross-cultural and/or long-term factors. Also, future studies need to investigate the 
potential effects of different contextual variables along with industry traits, peer 
pressure, government intervention, and the degree of senior management support 
for blockchain adoption decisions. Other studies could compare the alignment of 
blockchain with supply chain resilience that incorporates business insights, cloud 
computing, robotics, and/or artificial intelligence (AI) (Min 2012). Technologically, 
blockchain can be an excellent solution to supply chain issues as it provides essential 
transparency, perceivability, tracking, and trust. In fact, it is emerging as a modern 
approach to building trust in trust-free surroundings while also providing assurance 
of availability and security in data management. Dwivedi (2022) It is simple to inte-
grate blockchain with existing enterprise asset-planning systems and supply chain 
structures. Blockchain levels the playing field by creating an open market and tak-
ing control from people who in the past have taken advantage of the weaknesses of 
current systems. However, on the downside, the implementation of blockchain can 
cause major disruption to current processes and it could meet with resistance from 
some supply chain actors. 

Some may resent transparency, fearing that blockchain could reveal their net-
work’s vulnerabilities and risk factors to their clients. Also, acceptance of, and adap-
tation to, change can be difficult. However, if supply chain stakeholders or their 
representatives utilize this opportunity to develop more effective systems, the global 
supply network can become more robust and much better suited to the volatile require-
ments of our modern-day world. Customers can be the driving force of this change. 
Implementation can be facilitated by establishing a consortium of stakeholders in 
the supply chain network for the purpose of discussing the benefits and demerits of 
implementing blockchain in global networks. This is because it is likely that there 
will be other unexpected and unavoidable disruptions, making it essential to take 
ambitious steps now to design and implement an ultra-resilient supply chain model 
for the future.
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A Qualitative Study on Supply Chain 
Risk Management Adopting Blockchain 
Technology 

Arpit Singh, Ashish Dwivedi, and Dindayal Agrawal 

1 Introduction 

Blockchain Technology (BCT) posits as a means of transferring a unit of value reli-
ably without the inclusion of a financial intermediary such as banks (Dutta et al. 
2020). BCT term emerged in the middle of the financial crisis. Primarily, BCT was 
a concept, dominant in the financial world pertaining to a new form of cryptocur-
rency called Bitcoin (Kouhizadeh et al. 2021). Many other cryptocurrencies such as 
Ethereum, Litecoin, and Dogecoin followed after bitcoin (Tönnissen and Teuteberg 
2020). However, the applicability of BCT extended far beyond the financial world, 
and some creative applications of the technology have surfaced in the domain of 
Supply Chain Management (SCM) (Perera et al. 2020). 

BCT offers numerous benefits in SCM. The most important ones include mini-
mizing compliance risks such as corruption, fraud, export controls and sanctions, and 
labor law compliance. Some of the common problems associated with supply chain 
activities especially pertaining to lack of proper visibility like product origin, trans-
formation, and movement can be addressed efficiently by adopting BCT (Janssen 
et al. 2020). Many legal and regulatory requirements around sanctions, customs, 
sourcing, etc. can be dealt by product tracking in supply chain (Dwivedi et al. 2021; 
Pan et al. 2020). 

SCM encompasses a host of activities that rely heavily on real-time information 
for proper execution (Bai and Sarkis 2020). However, there have been challenges to 
collect real-time information for supply chains (Ali et al. 2021). With the increasing 
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complexity and geographical distribution of supply chains in the perpetual growing 
global economy, the problem of the information gap gets even more pronounced 
(Lim et al. 2021). Some digital technologies such as Enterprise Resource Planning 
(ERP) have shown potential in transforming the availability of real-time information 
to supply chain managers. The advantages offered by ERP are often outweighed by 
issues such as centralized nature, slow speed, and expensive. 

The present study attempts to analyze the foundations of BCT and the possibil-
ities of digital technology in managing logistics and supply chain risks (Dwivedi 
et al. 2022). The pivotal features of BCT that promise risk management associ-
ated with supply chains are transparency, validation, automation, and tokenization 
(Garg et al. 2021). Supply Chain Risk Management (SCRM) refers to identifying 
and devising strategies categorically to control and mitigate risks associated with the 
supply chains. Many retailers have taken significant steps in managing supply chains 
with the adoption of BCT. In the year 2018, when a series of food-borne illnesses cases 
emerged particularly E.Coli in lettuce, Salmonella in eggs, etc. Walmart suggested 
that suppliers of green leafy vegetables incorporate BCT to track down the products 
to the farm. The retailer continued working with International Business Machines 
(IBM) to implement BCT in order to maintain food safety (Sharma and Kumar 2021). 
Also, the French retail giant Carrefour group announced to incorporate BCT with 
the assistance from IBM to track the supply chains of chicken, tomatoes, and other 
food items. The plan of the Carrefour group was to eventually deploy the technology 
for the supply chain of all the fresh food items (Botelho et al. 2020). Walmart stated 
that traditional paper-based ledgers would take almost seven days to two weeks to 
track down the product’s origin but with BCT it would be a matter of just about a 
few seconds to locate the source of contamination. With this technology, consumers 
can scan the product codes and trace the origin of the product almost instantly. The 
provider of the world’s 65% of food grain and 70% of chocolate, Buhler group, is 
also implementing BCT to provide customers a greater degree of transparency about 
the quality of the food grain (Microsoft Industry Blogs 2022). 

Proponents of BCT have acknowledged it as the technology with innumerable 
benefits and tremendous potential. Initially used for cryptocurrency, blockchains are 
progressively added and cryptographically recorded in digital ledgers after verifi-
cation by each participant. The chain becomes increasingly rigid and immutable as 
more participants are added (Alfa et al. 2021). 

The transparency and real-time information sharing attribute of BCT are partic-
ularly useful in supply chains due to various risks involved such as contamina-
tion, counterfeit components, missing documentation, shipping delays, and missed 
payments (Pratap et al. 2021). The above-mentioned risks not only result in cost 
overruns but also ruin and damage the brand. The research questions for the study 
are as follows:

. How can BCT impact SCM and bring it towards effective risk management?

. How can information sharing be achieved with BCT adoption in SCM?

. How can BCT be implemented in the supply chain of companies today?
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2 Literature Review 

2.1 Supply Chain Management 

SCM broadly implies the management of all the activities and processes involved 
in the transformation of raw materials into final goods (Wieland 2021). It involves 
streamlining the supply part activities to maximize the customer value and attain a 
competitive edge in the market (Sodhi and Tang 2021). SCM indicates the efforts 
made by the suppliers to develop and maintain the supply chains that are efficient 
and cost-effective (Zekhnini et al. 2020). Supply chain encompasses a range of 
processes from production and product maintenance to the information systems that 
are required to execute the processes (Birkel and Müller 2021). SCM is essentially 
a centralized management phenomenon that controls the production, shipment, and 
distribution of the product (Esmaeilian et al. 2020). The effective management of 
supply chains can assist in reducing costs and increase customer satisfaction through 
faster product delivery (Wamba and Queiroz 2020). This can be achieved respon-
sibly and strictly by controlling the internal inventories, keeping track of the internal 
production and sales, and ensuring the smooth distribution of goods and services. 
Every product or a unit of service that reaches the market is a collective effort of 
all the participants in a supply chain. This collective effort ensures the timely avail-
ability and quality of the finished product or service (Del Giudice et al. 2020). A 
supply chain manager typically coordinates all the activities of the supply chain that 
consists of planning, identifying the source of raw materials, maintaining efficient 
and productive manufacturing process, delivery and logistics, and the return process 
for the unwanted or damaged items. SCM helps the organizations achieve several 
business objectives. For instance, controlling manufacturing processes can lead to 
a better quality product with minimum cost overrun incurred due to shortages and 
inventory over supply. 

2.2 Supply Chain Risk Management (SCRM) 

SCRM is the sequence of steps to identify, assess, control, and mitigate the risks in 
the supply chain (Abdel-Basset and Mohamed 2020). A comprehensive approach to 
SCRM involves the management of risks at all levels of the supply chain for all the risk 
objects including suppliers, locations, and more. The three major stages comprising 
SCRM are risk identification where a risk profile is established and active monitoring 
is done to update it. Once the risks are identified, the areas with maximum impact are 
judged, and finally, proper active and reactive action plans are formulated to secure 
supply chain (El Baz and Ruel 2021). The various risks confronting supply chains are 
Financial risks that originate when suppliers suspect a threat to their financial health 
that can happen due to supplier’s bankruptcy, market volatility, etc. Reputational risk 
occurs when the reputation of the supply chain is in danger which is under Corporate
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Social Responsibility (CSR) and compliance issues. Natural disaster risk destroys 
supply chains due to natural disasters such as earthquakes, floods, or other natural 
hazards. Other risks include man-made risks, geopolitical risks where supply chain 
is disrupted due to global political events, and cyber risks that are posed due to the 
technology used by the suppliers (Xu et al. 2020). 

2.3 Blockchain Technology (BCT) 

BCT is an Internet-based technology that is valued for its exceptional ability to 
validate the transactions publicly and record them in immutable encrypted ledgers 
(Dutta et al. 2020). The technology was initially employed to store bitcoin transac-
tions, which is a digital cryptocurrency. Essentially, Blockchain provided a platform 
for maintaining ledger and record of bitcoin transactions to millions of computers 
linked to networks across the globe. When two parties enter into a transaction, 
they are assigned keys that are cryptographically secured (Patil et al. 2020). This 
encrypted transaction creates a new block and is then validated by the blockchain 
(Ali et al. 2020). This new block is appended to the chain. The blockchain transaction 
gets completed with the block added to the chain and the ledger is updated (Patil 
et al. 2021). There are broadly two kinds of blockchain: “Permissionless” distributed 
ledgers such as bitcoin which are in the public domain and “Permissioned” ledgers 
that are largely centralized and controlled by agents like “actors”, “nodes”, and 
“miners” (Peng et al. 2021). 

Although there is an overall positive sentiment for the adoption of BCT in the 
SCRM, the research on the topic is relatively scant. The present study attempts to 
shed light on the potential adoption of BCT in supply chains through interviews 
conducted with the experts in the relevant field. 

3 Research Methodology 

3.1 Research Design 

The research is based on Interpretivism theory which refers to the process of deriving 
knowledge by leaning on the interpretation of meanings that humans associate with 
their actions (Walsham 1995). The study falls broadly in the qualitative research cate-
gory. The reason for using qualitative methods to conduct the research was primarily 
to extract the in-depth understanding of the propensity of organizations including 
industries and academia for using BCT for effective risk management. The percep-
tion of the concerned population about the knowledge of BCT and its utility in SCRM 
was studied by conducting in-depth interviewees with the experts in their respective 
fields. The obtained qualitative data was subjected to interpretations and conclusions 
were drawn for the research objectives stated for the study.
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3.2 Sampling and Data Collection 

The sampling for the study was based on judgemental sampling in conjunction with 
snowball sampling. The sample included academicians actively working in the field 
of Information Technology (IT), informatics, and risk management. There were four 
respondents selected for the study having the basic understanding of various new 
technologies including BCT and were employed with the organizations for more than 
5 years. Two respondents were the college instructor and research scholar that were 
working in the domain of IT and risk management. The semi-structured interviews 
with each respondent was done for around thirty to forty five minutes with further 
probing by interviewer as the requirement or necessity arose. The interviews were 
done online using the Zoom platform. Although the initial length of the interview was 
kept at 45 min maximum, some of them took more than one hour. The respondents 
requested to stay anonymous, so we denote each respondent by serial numbers 1–5. 

3.3 Data Analysis 

The recorded video sessions were analyzed thoroughly for each question asked 
from each respondent. The feature of transcribing the video session was immensely 
helpful. It worked as a ready resource to understand clearly without missing any 
significant point raised by the respondents. At first, some respondents expressed 
confusion in understanding the utility of BCT in SCM. They presumed that BCT 
is synonymous to bitcoins and it is useful only in the context of finance. However, 
they were informed about the potential of BCT in restructuring business models in 
various industries. They brainstormed ideas on how BCT are helpful in SCM and 
finally agreed to share their opinions. 

4 Findings 

4.1 Interviewee 1 

RQ1: How can BCT be used for effective risk management in SCM? 

Response: Based on my basic knowledge of blockchain, in terms of business, 
blockchain keeps a ledger of all the transactions that are involved throughout the 
supply chain in the form of blocks. To understand how it brings SCM towards effective 
risk management, I will use the simple example of the diamond industry. Diamond is 
a precious stone which holds value only if it is real. As soon as the diamond leaves the 
mined location and reaches another warehouse, this transaction will be recorded on 
the blockchain and the same when it is brought from the store. Now, if the customer
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wants to check its authenticity, he can take a look at the blockchain, where he will 
get all the information regarding the origin of the diamond, date, price, certification, 
and other things. This will guarantee the authenticity of the diamond. Having imple-
mented blockchain in SCM can adversely reduce the risk of fraud or counterfeiting 
and creates transparency about the product or transaction for everyone involved in 
the supply chain. 

RQ2: How can information sharing be achieved with BCT adoption in supply chain 
management? 

Response: I will answer both your questions with this (research questions RQ1 and 
RQ2). First, we need to understand that each supply chain is unique in itself so to 
say how effectively it can help in managing the risk depends entirely on the supply 
chain and the type of smart contract between the parties. But if we talk in general, 
what blockchain does is it consolidates all the stakeholders in the supply chain, with 
the purpose of giving equal weightage to all the stakeholders in the supply chain. 
This helps keep track of all stakeholders in the supply chain, facilitate information 
sharing, and create transparency even in long supply chains. When talking about 
long supply chain, let us talk about extended supply chain, where the chain does not 
end when the product reaches the customer, it extends to after-services. For example, 
when you buy a car the supply chain does not end when you bought it. It extends to 
after-services of maintenance, which is extended supply chain of the previous one. 
Blockchain acts as a great facilitator in such extended supply chains by keeping a 
record of different transactions and future insight regarding after-services. 

RQ3: How can BCT be implemented in the supply chain of companies today? 

Response: Understanding how it can be implemented totally depends on what kind 
of supply chain and the company we are dealing with. “Smart Contracts” play a 
crucial part in the implementation of blockchain in companies. Smart contract is like 
a digital contract which is based on how much two parties involved in the transac-
tions are willing to share information over the blockchain. This is a key factor that 
companies should keep in mind to efficiently set up blockchain in their supply chain. 
To understand it better you can take the example of Dubai, where the government 
is planning to record all of its government transactions over blockchain. There are a 
very small number of companies that have implemented blockchain in their supply 
chain and one of the reasons for the same can be the lack of knowledge about it if 
we do not take into consideration the cryptomarket that is totally different. 

4.2 Interviewee 2 

RQ1: How can BCT be used for effective risk management in supply chain 
management?
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Response: The second interviewee reiterated the importance of BCT in effective risk 
management in supply chain through the example of Walmart. The interviewee stated 
that because the transactions recorded in a blockchain are traceable and immutable, it 
is tamper-proof. The product taken from destination A to destination B can be easily 
tracked for quality as well as timely delivery with the help of timestamps. Further, 
he added that he was closely observing how the BCT be applied in the construction 
sector to avoid accidents and other occupational hazards occurring at the workplace. 

RQ2: How can information sharing be achieved with BCT in SCM? 

Response: The interviewee took the example of a case study that he worked on 
during his research that involved the transportation of food containers from a food 
company to ABC airlines (anonymous name to ensure confidentiality). Initially, the 
order placed was for 100 containers of food but the actual delivery was 80. He argued 
that implementing blockchain in logistics would have helped in finding out where 
the 20 containers were, if delivered. Information sharing is a feature that is strongly 
advocated in Blockchain paradigm. Further, two blockchains can be interlinked to 
encourage cross-information sharing which the stakeholders can hugely benefit from. 

RQ3: How can BCT be implemented in the supply chain of companies today? 

Response: The interviewee answered this question from the experience as a 
researcher in the field of new technologies in the industrial sector. He said that 
not every industry requires the use of blockchain. Particularly, the small-scale sector 
where already some specific softwares are in place and functioning as desired. He 
adds that Blockchain has been considered as a “must-have” just because everyone is 
using it. Blockchain is just a software that should be used wherever it is needed. The 
property of Blockchain to make the records tamper-proof and immutable should be 
used to track the timely and safe delivery of products. Since a proper record of the 
transaction can be safely documented in the Blockchain, it can be used to address 
after-sale issues. 

4.3 Interviewee 3 

RQ1: How can BCT impact SCM and bring it towards effective risk management? 

Response: The third interviewee explained that the major risks involved in the supply 
chain are the risks due to fraudulent activities and operational risks. She said that in a 
blockchain all the blocks or nodes contain the same data. So, if any tampering is done 
with the data then all the nodes have to be altered for the change. This is practically 
impossible since there are many blocks in a typical blockchain which are governed 
by various users. Thus, the probability of fraud in a supply chain gets significantly 
low. 

BCT renders a paperless mode of working where all the transactions are recorded 
and stored securely. Internet of Things (IoT) and other smart devices should be
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adapted to complex supply chain operations. BCT is majorly applied in production 
and logistics but not so much in distribution. 

RQ2: How can information sharing be achieved with Blockchain technology in 
supply chain management? 

Response: As per the third interviewee, information sharing is facilitated by the 
decentralization feature of the blockchain. As the same information is on each block 
of the chain, anybody at any given time will have complete access to the information 
about the supply chain activities. The interviewee clarifies that having access to the 
information does not imply sharing confidential information. There are some facts 
and figures that are not disclosed on a public platform. For this, blockchain uses 
cryptographic feature through public and private keys that ensure confidential infor-
mation is not out in public. Interviewee insisted strongly that organizations should 
check their requirements and capacities thoroughly before implementing blockchain 
in their organization. 

Q3: How can BCT be implemented in the supply chain of companies today? 

Response: The third interviewee mentioned that there are five major areas in SCM. 
The first one is financing followed by production, warehousing, logistics, and distri-
bution/trading activities. The effective management of supply chain requires trans-
parency and operational efficiency. The immutability and transparency attributes 
of BCT lend itself for a better management of supply chain which suffers from 
inefficiency due to operational disturbances and occasionally due to fraudulent 
activities. 

This means that once a record has been added in a blockchain, then it is impossible 
to change it. Thus, if there is a possibility of corruption in the organization leading to 
tampering the important records and transactions, it is scrutinized by the blockchain 
itself that comprises a number of participants of the supply chain. Also, the third 
interviewee added that it is very important to initiate the blockchain with the correct 
information otherwise if a change of information is required at a later stage it would 
mean to start the blockchain over again. There is no constraint in adopting Blockchain 
framework in terms of company size but proper requirement and budget analysis 
should be done in order to implement the technology in any organization. 

4.4 Interviewee 4 

RQ1: How can Blockchain technology be used for effective risk management in 
SCM? 

Response: The fourth interviewee reiterated the immutability and transparency of 
Blockchain being the pivotal pillars in ensuring effective risk management in supply 
chains. Since the records once entered cannot be altered in the blockchain setup, 
the information pertaining to the supply chains including managing the delivery of
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products, tracing the defects, and attending to customer enquiries after sales are easily 
managed. The interviewee again cited Walmart as an organization that has leveraged 
BCT for tracing the cause of the delivered spoiled food item in its supply chain. 

RQ2: How can information sharing be achieved with BCT in supply chain 
management? 

Response: The interviewee cited the immutability, transparency, and traceability 
features of blockchain as the key ingredient to establish trust in the supply chain. 
Since the data entered is verified by all the participants before it becomes a block in 
the chain, it is impossible to amend, delete, or edit the data without intimating the 
corresponding participant. The current supply chains are not completely traceable 
due to the involvement of multiple partners and there is a lack of immutability as 
the partners involved in a supply chain can make changes that are not easily tracked. 
Further, the interviewee adds that blockchain being a database is not error-free. The 
error can creep into the system if a wrong record is added at the onset of blockchain. 
The wrong record keeps on propagating through the entire system until it corrupts 
the blockchain. Thus, it is paramount to have as little human intervention as possible 
and resort to IoT-based technology in conjunction with blockchain. This would lead 
to have a validated data entry into the system. 

RQ3: How can BCT be implemented in the supply chain of companies today? 

Response: The interviewee reiterated that blockchain is essentially a new form of data 
structure. The principle of achieving transparent and trustless transaction in bitcoin 
is what distinguishes blockchain from other databases. The major issue plaguing 
supply chains today is the lack of trust. Ironically, blockchain builds trust by being 
trustless. This suggests the basic premise on which BCT is based in the organiza-
tion’s understanding of what they do well and what is it that others find attractive to 
do transactions with them. This situation invariably maintains the trust of the partic-
ipants on blockchain-based transactions. Interviewee mentioned that a standalone 
blockchain is not sufficient in maintaining the authenticity of records entered into a 
supply chain. It has to be coupled with intelligent devices that perform accurate data 
entry operations in blockchain with little human intervention. 

5 Managerial Implications 

The extant literature in the context of BCT adoption in supply chain risk management 
has highlighted the importance of integrating blockchain technology with the existing 
business processes with the collaboration of various stakeholders involved in an 
organization. BCT is found to efficiently address the issues related to the volatility, 
security, uncertainty, and complexity in the supply chain processes. With careful 
measures taken to inform employees and stakeholders about the BCT and its usage, 
the practitioners can effectively implement BCT in the organizational processes. 
The management and practitioners can leverage the findings of the study to highlight
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the value added by BCT in the operational and risk management activities that will 
bolster the implementation of BCT with ease. Some of the important implications 
for the managers are described as follows:

. There is an urgent requirement to provide the knowledge and the necessary know-
how to the employees in the organization about the importance and usage of BCT 
in the risk management system. Organizations should collaborate with institutions 
that assist in disseminating information about BCT and its applications. Seminars, 
conferences, and webinars can be used as effective medium to exchange infor-
mation and address issues pertaining to the adoption of BCT in supply chain 
management.

. Organizations should foster greater engagement of all the stakeholders involved 
in the supply chain ecosystem with external agents including trading partners, 
government agencies, and regulators on various aspects of BCT. This will aid 
in developing a culture of sharing of ideas and knowledge leading to a better 
understanding of new technologies and their impact on the supply chain processes.

. Organizations that have not considered the adoption of BCT in the supply chain 
ecosystem will hopefully appreciate the utility offered by this technique in 
managing risks in supply chains. The senior management will understand and 
appreciate the efficacy brought about by the inclusion of BCT in supply chains 
thereby encouraging them to investigate and learn about this technology and its 
applications in risk management in supply chains. The study can prove to be a 
reality check for organizations who are keen to include BCT in their supply chains 
despite having limited resources. The technical feasibility and need are the two 
important determinants that organizations will have to comprehensively evaluate 
before deploying BCT-based risk management system in the supply chains.

. Finally, the organizations will come to a consensus on the usage of BCT in miti-
gating risks associated with the supply chain ecosystem. Blockchain operates on 
network effect which implies that more the number of people using it makes it 
more valuable. Enhanced collaboration among all the stakeholders in the organi-
zation will result in making the BCT as an efficient mechanism to counter risks 
in the supply chains. 

6 Conclusions, Limitations, and Future Scope 

The study aims to gain insights into how BCT be implemented in the supply chains 
to bring about effective risk management. The research involved an interpretive 
study where three Research Questions (RQs) were asked by the experts to gain an 
understanding on how does BCT lends itself towards managing risks associated 
with the supply chains. Four experts were interviewed on various aspects of the 
adoption of BCT in the supply chain management. The experts were academicians 
actively working in the field of Information Technology (IT), informatics, and risk 
management. The in-depth interviews were useful in eliciting key points pertaining
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to the management’s perception towards adopting BCT in supply chain and major 
bottlenecks in the implementation of BCT-based operational framework in SCM. 

Besides conducting interviews, an extensive literature review was performed to 
learn about the concept of supply chain and major risks in a supply chain and finally 
how BCT can be used to mitigate those risks. 

In all the interviews conducted, the main themes associated with BCT namely 
immutability, transparency, and traceability were found to converge. The intervie-
wees believed that BCT is in its infancy and should be given an opportunity to restruc-
ture the way supply chain operates. The study discovered that there is little awareness 
about this technology which impedes its adoption in the supply chain processes. It 
was observed that blockchain is often considered synonymous to bitcoins and that 
it is just a buzzword or a hype with no real tangible benefit associated with it. The 
interviews highlighted the importance of blockchain-based operating frameworks as 
opposed to legacy frameworks which are costlier to maintain. Almost all the inter-
viewees agreed that Blockchain should not be used as a standalone software as any 
erroneous data entered in the first stage will keep propagating through the entire chain 
thus corrupting the system. It was suggested that including smart IoT-based equip-
ment to input the data in a blockchain with little human intervention will eliminate 
the issues pertaining to corrupt data. 

To summarize the outcome of the interviews, it can be asserted that a critical 
assessment is required to understand the organization’s needs. Once the require-
ments are understood, a detailed understanding of BCT should be done. It was 
well established by the interviewees that most of the organizations want to adopt 
blockchain because it is a “hot software”. This is misleading as each software has 
its own requirement, audience, raw materials, and skill sets. Traceability and digi-
talization features provided by BCT will increase operational efficiency by going 
paperless. Also, Blockchain coupled with Artificial Intelligence (AI) and IoT-based 
devices will help prevent fraud due to human intervention. This current exploratory 
study mainly focuses on highlighting the blockchain as a tool to enhance the effective 
risk management in the supply chain. The study helps management to understand 
the technology better guide them to implement BCT to manage risks in the supply 
chain. 

Additionally, the study attempts to identify critical issues associated with the 
adoption of BCT in SCM especially in the case of a developing economy. It was 
noted that lack of proper awareness and some misinformation regarding the usage 
of new technology impedes management to implement BCT-based framework in 
organizations. It is of paramount importance to conduct awareness programs that 
sensitize the management of organizations to the concept of blockchain and its utility 
in risk management. 

The theme of blockchain and its application in risk management is still to 
be explored extensively. The study presented here anticipates that the concerned 
management will consider this technology as a potential candidate for resolving 
various risks associated with SCM. Due to time and availability constraints, only 
four experts were interviewed for collecting insights on the adoption of BCT in risk 
management. Also, the study is qualitative in nature that does not analyze the problem
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of BCT adoption using data collected from surveys. Since the crux of the study is the 
opinion of the experts, there is ample opportunity to bring in more number of experts 
that can provide multi-dimensional analysis of the situation. The profile of the experts 
is limited to academicians working in the field of supply chain risk management and 
IT. We shall reach out to more experts from various fields and research domains and 
conduct more detailed and in-depth interviews to achieve a holistic understanding 
of how well blockchain is placed in the current industrial sector and how can it be 
used for effective SCM. In addition, the interviews were conducted at one point in 
time which might have some shortcomings in terms of getting a full-fledged and a 
longitudinal idea of how the mindset and perception of experts vary over time about 
the adoption of BCT. We propose to conduct a longer time horizon study to address 
the aforementioned caveat. 
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Chain 
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1 Introduction 

Agriculture has transformed from ancient traditional agriculture of the 1950s, mainly 
labor workforce-dependent, to modern smart agriculture. The studies reveal that the 
agricultural production processes have resulted in high agricultural production due 
to modern technology’s contributions. The rise in agricultural productivity has led 
to the growth of factories and industries (Liu et al. 2020). The need for factories 
and the processing industry has helped generate revenue from fruits and vegetables 
and increased employment for the youth (Christiaensen et al. 2021). The growing 
agriculture productivity and initiatives have raised serious concerns for the agricul-
ture supply chain (ASC), topical in the international markets. The agriculture supply 
chain from the field to factories and the processing industries has helped generate 
revenue from fruits and vegetables and increased employment for the youth (Christi-
aensen et al. 2020). To build an export-oriented production environment, marketing 
agencies plan awareness and promotional activities. In the meantime, stakeholders 
are keen to assess the risks and their management strategies through the institu-
tional, climate, lead-time, and financial perspectives (Imbiri et al. 2021). The risks in 
ASC cannot be compared with the risks in other supply chains. An ASC is different 
from other supply chains as it is driven by various risks like institutional, financial, 
climate, and market risks. The ASC deals with agriculture commodities, which has 
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a short shelf life. Despite short shelf life, agricultural commodities cannot maintain 
the quality specifications with climate change. There have been studies on ASC risks 
that majorly focus on climate change. Very few reports analyze the risk factors for 
ASC in detail by linking them to practice. Thus, there is a scope to investigate the 
shelf-life of agricultural commodities and work on the knowledge gap to minimize 
the ASC risks. The necessary awareness and promotion activities must be planned 
through marketing agencies to build an export-oriented production environment. The 
ASC also needs to look at the infrastructure facilities for primary processing, pack-
aging, storage, etc. for example, agricultural commodities like strawberries have a 
short shelf life. Maintaining the quality of such products becomes a concern for the 
stakeholders. Perishable commodities like bananas, mango, strawberries, tomatoes, 
citrus, and guava have many risks. These commodities cannot be stored for a long 
and have a very short shelf life. The produce needs special care during the produc-
tion to protect it from insects, pests, and disease. The distributors claim poor quality 
specifications with time (Salah et al. 2019). Agricultural commodities such as food 
grains require proper storage facilities to protect from moisture and spoilage from 
pests and insects. 

The ASC for expensive agriculture commodities such as saffron needs special care 
as the commodities are driven by poor traceability resulting in poor quality (Salah 
et al. 2019). The stakeholders, especially developing countries, do not have a firm hold 
on the ASC. This results in losses and disruptions in the ASC. Inadequate knowledge 
of the advantages of digital agriculture, lack of system integration, ease of use of the 
application, language barriers, low access to farm sites, lack of technical motivation, 
lack of information, and lack of infrastructure are the challenges that farmers have 
been facing in the ASC (Mittal 2001). More risks need to be documented for the 
efficient management of ASC. Therefore, it is essential to document all ASC risks 
and their management concerning the farmers and literature. It is also essential to 
derive the risk management strategies from the assessed risks in the ASC. 

Against this background, this chapter explores the following research questions: 
What are the risks in the agriculture supply chain, and What are the risk management 
strategies for the same? The chapter will result in risk management strategies that 
could help the readers to understand the scope for improving the existing ASC. The 
chapter with detailed documentation of different types of risks will help the stake-
holders of ASC to manage the supply chain carefully. The deliberation is based on 
the literature and field interview analysis of different risk types and their manage-
ment strategies highlighted in the secondary database and qualitative data from the 
progressive farmers. The chapter also documents the result of interviews conducted 
with the progressive farmers. Questions asked to the progressive farmers during the 
discussion were

. What are the risks in the agriculture supply chain?

. How did you manage the risks for the Agriculture supply chain?

. What were the challenges and their remedial measures?
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. Do you receive any support from any scheme or government body concerning the 
agriculture supply chain? 

ASC creates new development paradigms that warrant more interaction with insti-
tutional and environmental factors (Sørensen et al. 2010). ASC is compelled to save 
water, smart agriculture, high-quality specifications, productive growth, pollution-
free agriculture, and economies of value. The production stage has to be integrated 
with ASC to meet stakeholders’ expectations. It helps to improve crops production— 
per drop, per acre, per rupee. For this, digital tools and techniques have a signifi-
cant role in managing any ASC. To be precise, state-of-the-art technologies such as 
machine learning, urban farming, hydroponics, aeroponics, aquaponics, blockchain, 
etc., are significant for creating a global market (Salah et al. 2019). Digitalization 
offers relevant solutions to agricultural production management. It has established a 
ground-breaking platform for sustainable agriculture, making ASC more competitive 
(Kumari and Patil 2019). ASC risks are now being managed with artificial intelli-
gence tools (Kumari et al. 2018). This chapter will act as a catalyst to bridge the gap 
between theory and practice. The researchers will be benefitted from understanding 
the ASC in a better way. 

The rest of the chapter is structured as follows: Sect. 2 provides an overview of risks 
in ASC. Section 3 discusses the risk assessment frameworks. Section 4 records the 
feedback from stakeholders’ interviews. Section 5 offers a plausible risk management 
strategy for agricultural inputs. Section 6 reveals the changing paradigms. Section 7 
deliberates on the role of supply chain financing, and finally, Sect. 8 concludes the 
chapter. 

2 Risks in Agriculture Supply Chain 

An ASC is a complex web of functions. Each function comprises risks such as lack of 
exposure to the farmers, promotion activities for building an export-oriented produc-
tion environment, lack of infrastructure facilities for primary processing, packaging, 
storage, inadequate market linkages, weak market intelligence, and lack of training. 
The ASC in the chapter mainly focuses on agriculture commodities, dairy supply 
chain, floriculture, and fisheries. Each sector is dominated by risk factors, which can 
be visualized in Fig. 1.

The treemap roots down the risks in different sectors. Firstly, the floriculture 
sector has marketing, infrastructure, and cold chain risks (Mittal 2007). The flowers, 
if not stored at an optimum temperature, may add to waste (Roy 2015). It has been 
observed that a fall in demand for floral products, along with a lack of infrastructure 
for their storage, results in their damage (Hulme et al. 2018). To manage the ASC 
risks in floriculture, there is a need for the delegation of services for an integrated 
model of floriculture (Messner et al. 2021). The dairy sector is dominated by risks 
like cold chain and technology applications (Mor et al. 2018).
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Fig. 1 Decision tree for primary issues for agriculture supply chain

The technology adoption for cold chains in the dairy sector helps increase income. 
The increase in milk procurement and processing capacity can create jobs for many 
unemployed and casual laborers. The animal husbandry department has fixed many 
subsidies for generating income and employment from poultry and farm. This sector, 
too, has a huge potential for income generation. Secondly, fisheries seeds and 
seedlings are often missing, which adds to the risk in this profession (Beck et al. 
2011). There is a need for the conversion of stakeholders, the role of the bank, and 
training for income generation from fisheries. Thirdly, the agricultural sector has 
an untapped potential for exporting products that can be harnessed through ‘natural 
farming.’ There is a need for risk management in the agriculture sector through 
capacity building and collective action approach. There is a need to improve the 
shelf life of agricultural commodities and work on the knowledge gap. The invest-
ments in the cold chain have been triggered by market reform, investment subsidies, 
public service provision, and governance (Minten et al. 2014). Cold storage is asso-
ciated with improved efficiency in supply chains and low waste (Kumari and Jeble 
2020). Small farmers have the disadvantage of a lack of technical knowledge. Defi-
ciency of technical skills and awareness about cold chain facilities are needed. Thus, 
Fig. 1 suggests the collective action approach, technology, and capacity building for 
agriculture risk management.
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3 Risk Assessment of Agriculture Supply Chain Through 
Interviews with Progressive Farmers 

This section explores the risks in ASCs through interviews with progressive farmers 
across the world. The 15 progressive farmers were approached through telephonic 
conversation for an interview on a purposive sampling approach, and the discussions 
were designed for 20–30 min addressing the questions on risks for ASCs. The insights 
from the key farmers are below. 

Farmer 1—ASC depends upon the quality of agriculture production. Agricul-
ture production is often challenged by inadequate rainfall and drought conditions. 
Transforming drought-hit farmland into a green belt is a prime challenge (Singh 
and Kumdhar 2016). The timely and effective water conservation approach coupled 
with soil, seed, and fertilizer management witnesses horticulture and pulses’ quality 
bumper production, which brings a pleasant surprise to fellow farmers. Suitable 
applications of technology and knowledge in the farm field have not only made him 
a progressive farmer but took him to be an integral part of the governing body of a 
World Bank-sponsored Agriculture Technology project. He shifted into Agriculture 
diversification and marketing coordination. Technology application and knowledge 
are the keys to managing the risks. Most farmers face risks due to a lack of technology 
and unawareness. The prime element for ASC is the quality of agricultural produce. 
To meet the quality specifications, the farmers need to shift towards technology. 

Farmer 2—Left the job and started the agriculture profession, even though people 
dissuaded him with the perception of no income from agriculture. He started working 
in Mango production. The land for the same was in the worst condition and passed on 
to them deliberately to discourage his agriculture venture. He worked consistently for 
1 year and, with the support of scientists from the local leading agriculture university, 
adopted scientific techniques in pruning, cutting, and fertilizer applications. In a year, 
they increased the income from the mango field from twenty-five 350 USD to 1500 
USD (roughly) within a year. This was an encouragement and an eye-opener for the 
farmers. Then his team started the production of Litchi with the help of drip irrigation 
and micro-sprinkler. They controlled the microclimate for litchi. They were in touch 
with processors, and for 8 days, the whole night, they harvested the litchi. This helped 
them increase their income from 1200 to 3500 USD (roughly). In 15 acres of land, 
the litchi today is sold at 40,000 USD annually. Agriculture has a huge potential with 
technology for increasing income. The team took the help of government subsidies to 
set up the complete automatic technology. They have good broadband and subscribed 
farm ERP system to digitize agriculture. He has been awarded many rewards for smart 
agriculture and online marketing. The turnover of his farm is roughly 100,000 USD, 
which will increase to 300,000 USD in the coming 5 years. While this is growing, they 
face marketing risks as the farmers should have good quality specifications for ASC. 
The farmers can increase productivity, but somewhere there is a need to look into the 
quality aspect of the agricultural produce. It is essential to focus on consumer-driven 
agriculture commodities. Consumer-driven products help in managing the market 
risks.
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Farmer 3—One of the farmers was troubled by the barren lands. She ran a self-
help group, and with its help, she built watersheds, tanks, check dams, and rainwater 
harvesting systems. All this helped her make the farm green and improve the water 
problems in the villages. Her initiatives towards making the villages green removed 
the water barriers for the crops. The farmers face the individual risk of having low 
landholdings and economies of scale. Therefore, it is essential for collective action 
by the farmers. The farmer also concluded that quality specification is the primary 
element in ASC. A collective or cluster-based approach needs to monitor and manage 
the quality. Farmers have shifted towards a collective approach for managing the risks 
of economies of scale. 

Farmer 4—Attempted to store agricultural commodities such as wheat, coriander, 
mustard, and maize to avoid wastage. Therefore, there were restrictions, and they 
did not find access to the market for the ready crops. The farmers will face storage 
risks, but they need to learn to manage them. ASC risk is accompanied by the lack 
of infrastructure and inventory management issues, resulting in poor ASC perfor-
mance. Risks like infrastructure and storage drive the ASC. Most of the agriculture 
commodities get wasted due to improper inventory management. 

Farmer 5—The farmers grew maize, paddy, wheat, oats, and pulses. The major 
challenge was the procurement of agricultural inputs like seed, fertilizer, and tractors. 
This case tells us that agriculture has the potential to become viable. The need of the 
hour is to guide the farmers for effective pre-harvest and post-harvest management 
along with the proper market linkages. The farmers risk being untrained and having 
poor technical skills, leading to poor performance. The farmer pointed out a need 
for capacity building of the farmers and stakeholders. This can be done by providing 
proper training on producing and handling the agricultural produce. 

The majority of the farmers agreed that inadequate rainfall, pests, insects, 
and disease affect the product’s quality (Fig. 2). The poor infrastructure, lack of 
technology, storage structures, and unawareness are other risk factors in the ASC. 

Fig. 2 Risks assessment based on the Farmers’ Interview
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4 Risk Assessment in Supply Chain of Agriculture Inputs 
Through Interviews 

The farmers face risks in the supply chain of agriculture inputs. The risks involved 
with the agriculture inputs are explained below. The response from the farmers is 
clustered in Fig. 3. 

Seed 

Farmer 6—Good quality seed is a critical input to high productivity and farmers’ 
welfare (Khanal and Maharjan 2015). The seed supply chain suffers from a weak 
regulatory mechanism, weak intellectual property rights (IPR) policy, and low invest-
ments in biotechnology. The risk management for the seed supply chain can be 
done through investment in R&D. The Protection of Plant Varieties and Farmers’ 
Rights Act (PPVFRA), 2001 needs to be revisited to facilitate a robust IPR regime. 
Improving the financial position of the seed company, operation cost, logistics, and 
diverse agro-climatic conditions need to be carefully monitored for the supply chain. 

Insecticide 

Farmer 7—Losses caused by the pests have threatened the agricultural cropping 
system (Heong et al. 2015). The supply chain of insecticides depends on the infor-
mation and the product, and the information supply chain needs to flow from the 
government agencies to farmers through training, media campaigns, extension activ-
ities, field study, and trials. Surveys report that most of the insecticides sprayed by 
the farmers are unnecessary and disrupt the supply chain of the agriculture inputs.

Fig. 3 Risks in agriculture supply chain for agri inputs 
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Fertilizers 

Farmer 8—The fertilizer sector faces risk in the supply chain in the form of refor-
mulation with minor hazardous components, storage, disposal, labeling, training, 
engineering controls, protective equipment, emission controls, incident monitoring, 
controls in raw material purchasing, and product sourcing, controls in storage, and 
distribution, auditing of operators, contractors, suppliers, responsible advertising, 
and after-sales support. Lack of knowledge about the usage of neem-coated urea 
(NCU), the challenge in calculating the recommended dose of fertilization (RDF) 
from different fertilizer brands, lack of knowledge about the method of fertilizer 
application, and lack of awareness about fertilizer use in crop farming are the major 
risks here. For these reasons, awareness amongst farmers regarding integrated nutri-
ents management with NCU is required to be created. It can be done by more and 
more field demonstrations regarding the usage of NCU in the cultivation of crops and 
its use in other than crop production purposes, i.e., silage making, mixed with weed-
icide, and fisheries feed preparation to be conducted by a farmers field (Chouhan 
et al. 2018). 

Drones 

Farmer 9—The application of bar codes, radio frequency identification, and QR 
codes efficiently apply technology in agriculture and drone usage. The flight time and 
range vary in drones from 20 to 60 min, and drones are dependent upon the weather, 
knowledge, skills, and better connectivity (Tubis et al. 2021). However, the tech-
nology implementation requires awareness creation with user-training sessions, and 
the lack of exposure is the most significant risk in using the technology applications. 

Farm Machinery 

Farmer 10—The demand for farm machinery has increased over time. However, the 
risk in farm machinery is the accessibility and credibility of farm machines (Hinnou 
et al. 2022). Significant logistics issues such as order processing, inventory planning, 
distribution structure, and transportation issues contribute to the risks in the supply 
chain of tractors (Raghuram 2004). 

Agrochemicals 

Farmer 11—Smallholder farmers are not provided proper training and capacity 
building to use agrochemicals, leading to unsafe use of agrochemicals (Mengistie 
et al. 2016). Climate change and biodiversity norms have put restrictions on the agro-
chemical supply chain. Organic Compost Manure faces the challenge of a lack of 
infrastructure, legislation, and framework (Jiang et al. 2022).
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5 Risk Management Strategies in Agriculture Supply 
Chain 

ASCs are difficult to organize and stabilize in countries with many small and marginal 
farm holdings, and the production and aggregation parts must be efficient to achieve 
higher returns. The greatest job at hand is to encourage the small and marginal 
farmers and build confidence in them to move away from subsistence-level farming 
to market-oriented and remunerative agriculture through the adoption of newer tech-
nologies, post-harvest processing, and value additional agri-products at the commu-
nity level. Considering several sub-activities in the ASCs, management of such sub-
activities, financing at each level, and monitoring the supply chain activities through 
networking with stakeholders become problematic if one relies on financial assistance 
from Commercial banks. The community-level financial organizations in the form 
of collectives can meaningfully transform low-value primary agri-produce to higher 
values through demand-based contract farming, aggregating, processing, packaging, 
branding, transporting, warehousing, marketing/retailing, etc. 

Collectives have the potential to transform agriculture into a profitable business 
venture through a well-coordinated collective action. The following are the possible 
intervention by which the ASC risks can be managed, as shown in Fig. 4. 

. Fruits and Vegetables Supply Chain: Collectives are best suited for effective 
marketing of fruits and vegetables. Small and marginal farmer members can save 
themselves from being exploited by local traders during the flush season of produc-
tion. In the absence of immediate local demand and facilities for transportation and 
storage, the collective effort can explore marketing potential in the nearby urban 
markets and fetch remunerative prices for their products (Poulton et al. 2010). 
Community-led fruit preservation or processing units can also process perishable

Fig. 4 Word cloud on risk management for agriculture supply chain
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commodities, enhance shelf life, and realize more price than raw agri-produce. 
This will improve the confidence level of the growers and create additional jobs, 
particularly for the local small, marginal, and landless families.

. Dairy Supply Chain: Dairy is one of the most potent tools for ensuring sustain-
able livelihood income for millions of small farmers in rural India. Collectives 
promote dairy husbandry through efficient delivery of breeding and health care 
services at farmers’ doorsteps. Collectives have the capabilities to ensure system-
atic effort to develop and operationalize the supply chain in the dairy and dairy 
processing sector. A little handholding by the government or an expert agency can 
ensure transparency, coordination, and networking of various dairy supply chain 
stakeholders to sustain the related business ventures.

. Contract Farming: Contract farming enables small and marginal farmers to partic-
ipate in new high-value and diversified product markets and helps in improving 
quality standards to ensure remunerative prices for the products so produced by 
contract growers (Singh 2002). Since agri-markets are largely buyer-driven and 
vertically integrated, contract farming through community-based farmers would 
offer the best possible income stream to the farmers by reducing labor-related 
transaction costs, costs on technology and innovation, research and development, 
and their application in the field. In comparison to individual farmers, coopera-
tive producer organizations can reap the benefits of lower input costs, stability, 
and longevity of contract farming arrangements and deliver a fair and sustain-
able distribution of profits amongst the member farmers. Co-operative producer 
organizations have the desired potential for balancing the complicated dynamics 
between firms and farmers through collective bargaining, creation, and mainte-
nance of long-term relationships with input vendors and logistic support providers, 
and timely mitigating of risks and uncertainties faced by the farmers.

. AgriInputs Supply Chain: The Agri input market, both at the level of the 
user-farmer and the producer-investor, can be managed through the following 
measures: (i) farm-level extension and promotion programs, (ii) financial assis-
tance to investors in setting up units, (iii) subsidies on sales, and (iv) direct produc-
tion in the public sector and cooperative organizations and in universities and 
research institutions (Mazid and Khan 2015; Pal et al. 2015).

. Co-operation and Agri-marketing: Agri-marketing ensures a vital link between the 
farmers and consumers. Co-operative agriculture marketing has immense poten-
tial in resolving the complex and complicated problems faced by the present 
agri-marketing system. The strengthening and revival of the existing co-operative 
marketing system in the agriculture sector would eliminate not only excessive 
dependence of agents and intermediaries in the organized wholesale markets 
and unorganized rural periodical markets (Village Agricultural Markets) but also 
ensure appropriate price discovery by resolving issues of effective information 
dissemination, use of digitized means of marketing, management of transporta-
tion costs by joint transportation of commodities and establishment of a network 
of warehouses for storage of perishable and semi-perishable agri-commodities.
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Setting up co-operative sale societies and co-operative warehousing units may 
be the best solutions to help the agriculturists realize the rightful profits on their 
output at the community level. 

Small and marginal farmers’ availability and access to markets are vital in 
designing the market infrastructure. At present, co-operative marketing consists of 
commission shops in various marketplaces. These shops neither undertake collection 
or aggregation of agri-produce from the farmers at the farms nor do they provide joint 
and cost-effective transportation and other logistic support for ensuring better price 
discovery. Further, the cooperative marketing system lacks adequate mechanisms 
to undertake and provide timely and adequate processing and preservation facili-
ties for perishable/semi-perishable agriculture products. The need of the hour is to 
upgrade and strengthen the establishment of organized facility centers for aggrega-
tion and transportation of agri-commodities, assaying, pre-conditioning, grading, to 
standardize packaging and storage of the products. Thus, a solid and vibrant collec-
tive marketing infrastructure has significant potential in making ASC efficient by 
effective and timely dissemination of market intelligence and actual demand statis-
tics of the commodity to be traded and the ruling prices of such items amongst the 
member farmers of the societies. Thus the need of the hour is to:

. Establish community-level hubs strategically placed in rural and urban growth 
centers.

. Ensure finance to such processing and value-addition units by assuring access to 
banking infrastructure or adequate and efficient public–private partnerships.

. Facilitate collectives and startups and encourage venture capitalists to invest in 
innovative agri-processing startups through appropriate policy interventions.

. Setting up adequate accredited food quality testing labs at convenient and strategic 
locations.

. Make available infrastructure for skill development and capacity building for 
farmer members to process and preserve perishable and semi-perishable agri-
products.

. Impart training and essential orientation tips to members of collective marketing 
societies on grading, assaying, sorting, and standardization of agri-commodities. 

The growth of the agriculture sector remains an important area of discussion for 
policymakers. In the present situation, the agriculture sector’s significant constraints 
are controlling small and marginal farmers’ financial and market conditions. The 
collective action of farmers can result in agriculture value addition and marketing 
(Levay 1983). Small farmers’ critical concerns are inadequate extension services, 
low-level technology adoption, lack of capital, poor business skills, low income due 
to poor infrastructure, and low marketing efficiency. Many forms of aggregation in 
farmer interest groups, self-help groups, cooperatives, and Farmer Producer Organi-
zations (FPOs) emerge as the most effective tools to manage the overall supply chain 
professionally. In addition to the challenges like ineffective leadership, small and
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marginal holdings of farmers, poor market linkages, inability to attract talent, absence 
of time-tested thinking and planning, ignorance of principles of basic accounting, 
and not knowing how to make a business plan for the organization, the farmers 
also lack understanding of the rules and regulations of a Company and the statutory 
requirement. There is also a need to collectively promote FPOs to handle multiple 
commodities for value addition and marketing. The ability of leaders’ energy at the 
age of space-time can be a driver for sustainable agriculture growth. 

6 Changing Dimensions for Risk Management 
in Agriculture Supply Chain 

The agriculture supply chain needs to be integrated with technology and other 
dimensions, as shown in Fig. 5. 

. Leadership—Professional leader who is willing to work for the farmers. Profes-
sionals and youths need to be attracted to collectives.

. Philosophy—The value for money and the value of many are essential for encour-
aging the farmers toward the supply chain. The incoming professionals are 
required for the supply chain despite the lucrative offers.

. Consistency—A sustained approach is required in communication and human 
resources planning; there is a need for a dedicated and efficient supply chain.

. Technology adoption at all levels—The low input and low output model needs to 
be changed to better information.

. Creation of dedicated supply chain—The supply chain demands a dedicated team 
in the supply chain who are consistent in their approach.

. Innovation—Regular education of the farmers is required for adaptation to 
innovation in collectives.

. Branding and Marketing is the essential element for a better supply chain.

Fig. 5 Changing dimensions for risk management in agriculture supply chain
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7 Agriculture Supply Chain Financing for Risk 
Management 

In general, the farmers and stakeholders in emerging countries are not financially 
sound, and therefore tangible investments are one of the demanding needs for ASC. 
The financing requires substantial investments to adopt technology, infrastructure, or 
process. A significant effort exists for capacity building at various levels, i.e., farmers, 
managers, governing councils, and bankers. Limited access to better inputs, including 
credit and technologies, a low market surplus of food crops, and inadequate ware-
housing facilities, including cold storage, cold chain, or perishable, have made it very 
difficult for the ASC to sustain. ASC financing is required for capacity building, inte-
grated management, IT-enabled technology services, infrastructure credit, biotech-
nology, processing, and aggregate financial models. Sustaining ASC financing in 
solid business and profitable lines is a challenging task because the sector is domi-
nated by small landholders (Ceballos et al. 2020). In some cases, farmers are at a 
disadvantage due to scale limitations (Behzadi et al. 2018). To overcome the draw-
back, the rural population composed of cooperatives, regional banks, commercial 
banks, non-banking financial institutions, and lending agencies has supported agri-
culture through credit flow. ASC actors need finance for production, procurement, 
processing, storage, and distribution. The credit flow at each stage is essential for 
sustaining the ASC. 

Financial institutions provide loans to the farmers based on their repayment and 
risk-bearing capacity. Small farmers have a meager compensation and risk-bearing 
ability, making it difficult for financial institutions to get credit flow. Financial 
agencies can indirectly engage the supply chain stakeholders to provide credit to 
the farmers. The economic approaches help in the value proposition, creation and 
delivery, customer relationships, capturing value, intentions, partnership, and collab-
oration. The financial institutions can follow the different economic approaches 
(Fig. 6).

. Indirect Supplier Financing: The financial agencies are aware that the farmers are 
not in a position to bear high risk. Therefore, they may support the ASC players, 
viz., agro-processors and market agencies who are more creditworthy and less 
prone to risk. The ASC players may take the risk of lending to the farmers to 
sustain ASC financing.

. Interdependence Financing: This approach has interdependent links. The financial 
agency is ready to provide credit to the farmers if they have the following link in 
the supply chain. The business success of one link is dependent upon the other 
connection.

. Cascade Financing: The financial agency targets the linkage of the supply chain. 
The agency may not finance the farmers in isolation but provides finance to the 
primary producers, processors, distributors, or end buyers.

. Joint Liability Group Financing: This approach has individual and group 
financing. Underfunding individuals, each member of the joint liability group
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Fig. 6 Linking financial approaches for agri supply chain risk management 

may be provided Kisan Credit Card (KCC). Under the group financing approach, 
the Joint liability Group acts as one borrowing unit.

. Contract-Based Financing: In this financial approach, the financial agency is 
willing to reduce the risk of the defaulters. The farmers who enter into a contract 
with some reliable buyers are financed, wherein the agreement ensures that the 
farmers’ income may be used as loan repayments. 

8 Implications 

8.1 Theoretical Implications 

Our study offers vast literature on ASC risk and risk management. The extensive 
literature review and qualitative approach add to the pool of knowledge on the ASC 
risks assessment and management. Overall, we adopted an interview-based approach 
for understanding the ASC risks and the strategies essential for managing the risks 
in ASC. Our findings also add to understanding the importance of risk management 
strategies. The study maps the practical challenges and risks in the ASC with the 
literature review.
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8.2 Practical Implications 

The findings have implications for policymakers, collectives, clusters, cooperatives, 
practitioners, and farmers. The schemes and policy initiatives promote uniform stan-
dards to integrate the stakeholders. It is time for the Government and Industry Asso-
ciation to work together to address the gaps in minimizing the ASC risks. Collective 
Action and network building will help strengthen the ASC in developing countries. 
The practitioners can understand the linkage of different managing tools for reducing 
the ASC risks. The policymakers need to understand the risk assessment to link the 
schemes with the ASC risk prioritization model. The study has more practical expo-
sure than theoretical as the ASC needs to be managed by carefully working on the 
study results. The study has posed future research directions that can help the ASC 
practitioners. 

9 Conclusions and Future Research Scopes 

The study can help develop a road map for the youths to increase their income from 
the agriculture supply chain. Many very well-educated young persons with diverse 
fields have come into the agriculture supply chain, and ASC is coming up with a 
more innovative and upward-looking perspective. There is a need to derive solu-
tions for developing connections between farmers and markets (Kumar et al. 2020a, 
b). The study is limited to an extensive literature survey and interviews conducted 
with the farmers. The result concludes that eco-innovation technology needs to be 
implemented in the supply chain to reduce risks (Hasler et al. 2016). 

The domestic ASC is graduating towards global ASC demand. To make the agri 
sector a superpower, there is a need to bring suitable innovation for ASC financing. 
The three fundamental aspects of the agriculture supply chain are open market 
and transparency, agri-ecosystem, and farmers’ perspective. The market should be 
more accessible to farmers, traders, entrepreneurs, and industry. Transparency policy 
should be welcomed because transparency will bring in more growth in ASC. Open-
ness is the key factor in the development of the ASC. The 3S that require the 
constant attention of policymakers and the government are Suitability, Sustainability, 
and Scalability. Suitability provides exclusive benefits to farmers, stakeholders, 
entrepreneurs, and the industry. Sustainability focuses on the long-term vision of 
the agriculture sector. Scalability is the scale of numbers operating in the market, 
i.e., to make the system completely accessible. Agriculture is moving towards tech-
nology, where new technological trends have been adopted, like E-Commerce. ASC 
risk management strategies can help sustain the ASC. 

The study is limited to secondary data and qualitative research. The findings are 
based on the interviews conducted with the farmers, and the results need to be vali-
dated by conducting a quantitative study. The study has come up with the critical 
antecedents for ASC risk management. The key result of the study is presented in
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Fig. 7 Treemap and fish bone diagram for agriculture supply chain risk management 

Fig. 7. The Fish Bone diagram explains the primary risks in ASC. The risks focus 
on improper linkages among the stakeholders, poor quality, poor network, lack of 
sources for investments, storage issues, and unawareness. Academicians and practi-
tioners need to prioritize the risks. The risk prioritization has been further explained 
through treemap. The treemap has been constructed based on the farmers’ responses 
regarding the risk managing strategies. The results show that quality specification 
and customer focus produce are highly preferred antecedents by the stakeholders. 

The treemap and Fish Bone Diagram pose the below future research questions. 
These future research questions can help academicians and practitioners to reduce 
the complexity of ASC.

. How can the stakeholders maintain the quality of the agriculture commodities?

. What are the customer-focused products in current times?

. What kind of training is required for the farmers for ASC risk management?

. What are the drivers for network building among public–private partnerships?

. What are the marketing strategies for ASC?

. What are the drivers for technology adoption in ASC?

. How can the stakeholders be driven for technology adoption? 
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Resilience of Agri-Food Supply Chains: 
Australian Developments After a Decade 
of Supply and Demand Shocks 
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1 Introduction 

Australian agribusiness has made a significant transition in value addition since 
the 1970s. Examples include the red meat and wine industries, which have made 
transitions from commodities to premium products with strong export performance; 
and the expansion of supply to high-value domestic markets such as fish and fruits. 
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Australian agribusiness is export-oriented and operates on a large scale. However, its 
considerable distances linking production, markets, inputs, and infrastructure make 
it a high-cost operator relative to international competitors: Australian grains logistic 
costs are reckoned to be the highest in the World. 

A succession of shocks to both demand and supply over the last decade has 
challenged the Australian agri-food supply chains (SCs) in the forms of natural 
disasters, geopolitical maneuvring in trade policies, a pandemic, and drought. These 
shocks are in many cases associated with broader trends such as climate change, 
expanded biosecurity threats, more fickle consumer needs, and changes in labor 
mobility. Australia’s highly concentrated food retail and farm input industries also 
suggest that these shocks may be transmitted along the supply chain in complex 
ways. 

In common with most industries, food supply chain management has adhered 
to conventional performance metrics associated with cost, logistics, and capacity 
utilization. Digital technology has rapidly matured and is providing a plethora of 
entirely new design options for the supply chain. The practical applications of these 
technologies feature improved productivity, targeting quality and quantity to the 
market while retaining logistic efficiency. The shocks outlined above call for unique 
ways to accommodate the Australian commercial and physical environment and farm 
and food management systems (Taghikhah et al. 2022). This commentary, however, 
refers to conditions not disturbed by the shocks outlined above, and the availability 
of benefits is heavily reliant on efficient supply chains to deliver them. That is to say, 
resilience in supply chains is mostly related to efficiency, and imperfectly represents 
a trade-off between costs and features of resilience such as redundancy. 

This chapter focuses on aligning the definitions of agri-food supply chain 
resilience with management needs and highlights the potential applications of tech-
nologies and information systems in advancing resiliency. It outlines a set of shocks 
or challenges associated with different commodity sectors and identifies thematic 
benefits of resilience at varying echelons of supply chains. 

2 Resilience and Risk in the Agri-Food Supply Chain 

2.1 Supply Chain Resilience: Definitions and Management 
Approaches 

Resilience is the ability of a system to maintain key functions and processes in the 
face of stresses or pressures by resisting and then recovering or adapting to change. 
Relevant definitions applied to agri-food systems include the collective ability of 
agri-food SC stakeholders to ensure acceptable, sufficient, and stable food supplies, 
at the required times and locations, via accurate anticipation of disruptions and the 
use of strategies that delay impact, aid rapid recovery, and allow cumulative learning 
post-disruption.
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Paraphrasing Stone and Rahimifard (2018), agri-food resilience is the collective 
ability of agri-food SC stakeholders to maintain function by anticipating disruptions 
and using strategies that delay impact, aid rapid recovery, facilitate adaptation, and 
allow cumulative learning. The adaptive capacity of a resilient system is key in 
our definition: we do not require the system to bounce back to its original state or 
condition because we do not assume that the system persists. Therefore, the way the 
system performs can change as the system evolves toward its new state. 

Currently, the focus of SC resilience literature is largely on proposing strategies 
for the post-disruption period (Rahman et al. 2021). A research gap then appears 
regarding strategies and recovery plans that can increase the resilience of supply 
chains during disruptions. In terms of design, static supply chain network configura-
tions are insufficient to build readiness and responsiveness to deal with the ongoing 
disruption in the extraordinary situation (Hobbs 2020; Paul and Chowdhury 2020). 
Rather, SC designs should be adaptive and dynamic to address the disruption and 
sustain society and economy (Baveja et al. 2020; Sharma et al. 2020). 

Maintenance, sustenance, and continuity are aspects of resilience most often 
related to the sustainability of resources, systems, conditions, and relationships. 
Solow (1991) proposed that a system is sustainable as long as its total capital is 
equal or greater in every succeeding generation. Costanza and Daly (1992) argued 
that sustainability only occurs when there is no decline in natural capital. The defi-
nition from the Brundtland Commission, which defined sustainable development 
as that which meets the needs of the present generation without compromising the 
ability of future generations to meet their own needs (Brundtland and Khalid 1987), is 
vague as “needs” are not defined. Costanza and Daly’s (1992) definition emphasized 
the system’s properties: 

Sustainability implies the system’s ability to maintain its structure (organization) and 
function (vigor) over time in the face of external stress (resilience). 

Trust is a system property and a widely used term that has gained in importance 
due to the growing data intensity of the digital economy, a number of high-profile trust 
breaches, and an overall shift from trust in institutions toward trust in communities 
(Botsman 2017), such as the agri-food SC. However, a shared understanding of 
trust—particularly along supply chains—is still in its infancy. Mayer et al. (1995) 
provided one of the most widely used frames of reference for trust when they proposed 
breaking down trust into ability, benevolence, and integrity. An alternative and easily 
deployed view of trust defines as “confidence with uncertainty.” Thus, designing 
and managing a trusted supply chain can be broken down into the management of 
uncertainty and confidence management. 

The lower the uncertainty in a SC, the higher the trust will be. Uncertainty 
management subdivides uncertainty into four facets:

. Systemic uncertainty—The variation in performance describes the actual system-
atic uncertainty of a supply chain (e.g., how predictable is the delivery date?). 
Dealing with systemic uncertainty is a significant challenge in high frequency, 
well synchronized just-in-time supply chains.
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. Behavioral uncertainty—The more people-intensive (manual) a supply chain is, 
the higher will be the risk of variation in the performance of the individuals 
involved. Common standards, scripts, well-defined business rules, compliance 
standards, checklists, etc., are approaches to address behavioral uncertainties.

. Perceived uncertainty—As trust is a subjective assessment, incomplete data and 
information asymmetries can lead to perceptions different from reality.

. Vulnerability—While uncertainty describes possible shortcomings of a supply 
chain, vulnerability is about what happens when the supply chain fails. The 
assumption is that trust in a supply chain increases if the vulnerability is managed 
well. 

Data-driven systems offer the opportunity to increase the volume of information 
available in the agri-food SC and engender trust by way of transparency. Profitable 
use of this information and associated technologies requires awareness along the SC 
of its value and function, and confidence in its use to demonstrate trust. Confidence 
boosters include:

. Democratic trust—Confidence can be built via mass data rating systems in which 
SC customers have a chance to assess the performance or via actual, shared 
measures (e.g., average on-time delivery).

. Special trust—This type of trust boosting is relevant for customers with unique 
requirements.

. Local trust—Local trust relies on feedback from trusted partners, i.e., a supply 
chain customer might trust another known customer.

. Global trust—Endorsement by third parties can raise trust in a SC. This is a 
common approach in supply chain maturity assessments.

. Institutional trust—If the provider of the supply chain is trusted, this trust might 
adhere to the supply chain itself. This type of trust-building is often long-term 
and more about brand reputation, etc., than informational approaches. 

Approaches for increasing resilience include the Taguchi method (Mo and 
Harrison 2005), which minimizes variance in the outputs (at the operational and 
tactical level), and the risk management method (Gaonkar and Viswanadham 2007) 
which minimizes variability across the SC, especially in suppliers (at the operational, 
tactical and strategic level). One of the fundamental conflicts occurs between supply 
resilience on one hand and efficiency on the other (Christopher and Peck 2004): 
SC management has for a generation targeted reduced redundancy and shortened 
lag times. The systems design approach of Falasca et al. (2008) targets “efficient 
resilience,” or resilience achieved at the lowest costs. 

In terms of collaboration, collecting, sharing, and integrating data along the value 
chain are initial steps. Emerging data mining and process mining methodologies 
can be adapted to provide decision support to managers. For example, automati-
cally monitoring and analyzing SC performance data by using a multi-perspective 
analytical approach can enhance performance (Keates et al. 2020). The adoption of 
real-time data sharing and data analytics across different organizations can assist 
with building trusted and resilient SCs. Various technologies such as the Internet
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of Things, Artificial Intelligence (AI)/Machine Learning algorithms, Blockchains, 
Cloud-based Business Intelligence, etc., can make data-driven decision-making a 
reality in near real time. 

2.2 Supply Chain Risk: Definitions and Management 
Approaches 

SC risks are generally classified into two major categories—micro and macro risks 
(Brusset and Teller 2017). Micro risks include operational risks caused by day-to-day 
uncertainties in standard operational activities. Risks due to large-scale disruptions 
and incidents such as natural calamities and economic crises are referred to as macro 
risks (Baghersad and Zobel 2021). A recently added third category, extraordinary 
risks, has been associated with pandemics impacting operations on a global scale. 

Mathematical modeling (mainly optimization) and statistical modeling (mostly 
structural equation modeling) methods are the most common approaches to exam-
ining the impact of disruptions on supply chain performance. There have been limited 
applications of simulation modeling techniques to assess the extent of extraordinary 
disruption and evaluate the effectiveness of mitigation strategies. 

Management issues center on observed interdependencies between organizations 
and their supply chains (Christopher and Peck 2004). Notably, the business may be at 
risk from its supply chain; or the SC from a business. Table 1 lists recovery strategies 
associated with shocks manifesting at different points in the supply chain.

3 Agro-Food Supply Chains’ Vulnerabilities to Shocks 

Key features of the six Australian food and farm sectors are summarized in Table 2. 
We discuss each in turn with regard to their supply chain vulnerabilities.

3.1 Grains 

Grains and pulses constitute Australia’s second-largest rural industry in terms of 
production value and export value, and are produced in a variety of landscapes located 
far from processing capacity and domestic consumption locations (Australian Bureau 
of Agricultural and Resources Economics and Sciences 2020;GRDC  2020). Concen-
tration is apparent at downstream stages of the supply chain, including ownership of 
infrastructure. Well-developed trading operations with strong links to world markets 
occur all the way along the supply chain, predominantly involving traders who in 
turn own supply chain infrastructure (Stretch et al. 2014). The main grain handlers
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Table 1 Supply chain risk and recovery strategies 

Disruptions at levels of 
supply chains 

Potential recovery strategies 

Demand disruptions Predicting and understanding buying tendencies by simulating 
consumer behavior 

Using social media to predict and guide demand 

Running models of consumer behavior to design the most 
effective strategies of market and non-market mechanisms to 
inform and guide demand 

Predicting demand algorithm specific to the product 

Wise labeling and awareness campaigns 

Confirming short-term demand-supply synchronization 

Manufacturing disruptions Flexible working arrangement 

Information and resource sharing among manufacturers 

Diversification of manufacturing plants in different locations 

Establishment of an emergency operation center for essential 
items 

Supply disruption Collective emergency sourcing 

Multiple backup suppliers 

Designing functional substitutes with similar nutritional values 

Accounting for natural capital and long-term trends in 
environmental quality (soil, biodiversity, water, etc.) that impact 
agricultural production 

Increasing redundancy by decreasing demand through promoting 
healthy lifestyles and ecological awareness, reducing waste and 
inefficiencies 

Logistics disruption 
information and financial 
disruption 

Alternative outbound and inbound logistics options 

Planning for local substitutes 

Collaborative transportation management and backup depot 
facilities 

Blockchain technology integration

are Cooperative Bulk Handling (CBH) in WA, GrainCorp in the Northern region, 
and Viterra, Emerald, and GrainCorp in the Southern region (Li et al. 2019). 

The industrial organization of the grains sector sees highly concentrated grain 
export businesses, which also own significant proportions of the infrastructure for 
storage, freight, and export port operations. Much of this change is due to recent 
industry deregulation (Kalisch Gordon et al. 2016). Grain trading operations occur 
all along the supply chain so that grain in transit is predominantly owned by traders 
who also own the infrastructure. Supply chains in WA and SA are primarily structured 
to deliver grains to ports for export. In contrast, around 50% of the grain produced 
in eastern Australia is consumed locally, being processed into a variety of products.
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The Australian grains industry is vulnerable to biosecurity incursions or food 
safety breaches in several senses including delays in the importation of inputs (chem-
icals and fertilizers), reduced quantity/quality of grain produced, rejection of deliv-
eries to bulk handlers, higher storage, and handling costs, and even rejection of deliv-
eries to export markets. Increased environmental accountability is a concern for the 
industry, particularly its heavy reliance on glyphosate and the potential consequences 
for Australia’s reputation as a clean and safe producer of grain. Traceability (e.g., 
food safety) and sustainability requirements (e.g., management of pests and disease/ 
chemical use) create challenges in meeting consumer preferences while maintaining 
competitiveness (KPMG 2020). COVID-19 has heightened these concerns and also 
produced a shift in consumer demand away from food service toward eating at home, 
making the sector vulnerable to travel restrictions and quarantine, and their impacts 
on labor (ABC News 2020). 

Increasing climate variability affects production and quality, and risks of pests 
and diseases, threaten the sector’s performance and national food security (Kingwell 
2019a). White et al. (2018) predict an associated production shift as lower-yielding 
locations further from the port are likely to become increasingly expensive relative 
to high-yielding locations nearer to the port. Drought is also associated with rural 
communities’ viability and so creates vulnerability for supply chain participants’ 
access to labor (KPMG 2020). Severe weather events threaten production, transport 
infrastructure, and digital connectivity (e.g., towers, sensors), with consequences 
exacerbated at certain times of the year (e.g., harvest). Storage and handling costs 
are scale-related and so susceptible to such shocks (KPMG 2020; Deloitte Access 
Economics 2019). 

Trade barriers due to actual or perceived contamination or use of selected 
chemicals (e.g., reliance on Glyphosate; market access for GM) or tariffs (e.g., 
barley tariffs and China, chickpea tariffs and India) can potentially lead to loss of 
market access or reduced international competitiveness (KPMG 2020). Australian 
supply chain costs are higher than most of its competitors which impacts inter-
national competitiveness. Australia’s grain export competitors are undertaking 
major investments in their supply chains and combined with attractive sea freight 
rates pose market access threats (White et al. 2018). Low-cost competitors South 
America (i.e., Brazil and Argentina) and the Black Sea region (Russia, Ukraine, and 
Kazakhstan) have significantly increased their grain production and grain exports 
in recent years (GRDC 2020). 

Recent growth in on-farm storage has changed supply chain cost structures and 
risk allocation along the supply chain (Kingwell 2019b). With on-farm storage, the 
risks associated with grain hygiene, grain classification, and grain ownership remain 
with the grower rather than being transferred to grain handlers. Stewardship obliga-
tions regarding grain quality become increasingly important to preserve Australia’s 
reputation as a reliable supplier of safe, high-quality grain (White et al. 2018).
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3.2 Horticulture 

Australian horticulture is dominated by fruit and vegetables (over 70% of value) as 
well as amenity production (including turf, nursery, and cut flowers). Concentrated 
in limited areas of most states, the sector is a major employer (Innovation 2020) 
both for harvest and crop husbandry and for downstream processing and value addi-
tion. Maximum shelf life, pest and disease management, and protection of perishable 
products are key for the products’ quality, safety, pricing, and market access—partic-
ularly in markets supplied as out-of-season imports. Biosecurity incursions or health 
pandemics can particularly create disruptions to air freight and in-market cold chain 
logistics and to the availability of farm inputs (e.g., chemicals). Product sabotage 
(recently experienced for packages of strawberries) and other contaminations at the 
farm, packing or retail stages are industry points of vulnerability. Although heavily 
regulated, KPMG (2020) notes that food safety and audit processes are typically 
paper-based and time-consuming. 

Travel restrictions and quarantine periods associated with the Covid-19 outbreak 
highlight the extent of potential industry disruption due to health events. Australian 
horticulture is heavily dependent on access to international labor, and widely reported 
large shortfalls in labor shortages expose the industry to risks of wasted products and 
disruptions to food supply (ABC News 2020). 

Changes in climate are increasing the risk to agricultural outputs by promoting 
conditions that favor pests and diseases. If these threats infiltrate regions designated 
as Pest Free Areas (PFAs), their status could be compromised, which in turn would 
limit their access to global markets. Consequences include crop destruction, incursion 
management costs, and market access restrictions/bans. The Varroa mite parasite is a 
big biosecurity risk for the industry as it can decimate bee colonies which contribute 
some $1.6 billion annually as pollinators (Innovation 2020). Bees are also directly 
susceptible to droughts and floods, and water availability. Severe weather events 
threaten production sites, and value addition and transport infrastructure, with long 
delays between assets’ destruction and their re-establishment to full production. 

Travel and visa problems disproportionately impact horticulture’s labor supply, 
particularly at key times of the year (ABC News 2020). Tariffs and non-trade 
barriers impact competitiveness and export market access, and Australian horticul-
ture’s specific exposure to the Chinese market has highlighted these concerns due 
to disruptions to other sectors serving that market. KPMG (2020) identify several 
vulnerabilities related to technology, including hacking of supply chain data and data 
governance issues limiting data sharing along the supply chain. In addition, industry 
skills in technology use in the sector have been recognized.
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3.3 Dairy 

Dairy production takes place in concentrated locations in all Australian states but 
is predominantly located in the southeast corner of the country. Many farms are in 
coastal areas and rely on rainfall for pasture growth, while others are dependent 
on irrigation schemes. The number of dairy farms in Australia has been gradually 
declining with a shift toward more intensive operating systems with larger economies 
of scale (Dairy Australia 2019) and associated reliance on specialized, and perhaps 
vulnerable, feeding systems. 

The industry is reliant on value addition through preservation and processing, 
and high levels of supply chain interdependence and trust due to milk’s continuous 
flow. This has resulted in cooperative ownership at some locations. International 
acquisitions have also recently been a feature of the processing stage, particularly as a 
source of capital for investment in new equipment (Dairy Australia 2019). Food safety 
and pest and disease management—both crucial for market access—are particular 
vulnerability and has further narrowed the focus of transaction relations between 
producers and processors, and the highly concentrated retail sector. COVID-19’s 
constraining effects on labor availability have strained these chain relationships. 

Public sentiment imposes on dairy in terms of animal welfare, as well as environ-
mental and human health impacts. These relate to industry practices (bobby calves’ 
slaughter, animal handling, and treatment) as well as GHG emissions (Dairy South 
Australia 2017). Other environmental concerns include waste management and land 
and water degradation. 

Drought in dairy areas and beyond imposes risks both to animal production, and 
to feed and water costs and supplies (Dairy Australia 2019). Longer-term climate 
variation increases the vulnerability of pasture systems, and the affordability of water 
as competing uses (including that from other food and farm sectors) appear. Severe 
weather events have the potential to damage rail, road, and storage infrastructure 
(KPMG 2020), particularly in terms of cold chain logistics disruptions and the 
availability of farm inputs. 

Volatility in farmgate milk prices and farm incomes in recent years have 
constrained industry growth (Dairy Australia 2019). Related scheduling of products 
into markets both domestic and international, has been problematic in terms of imbal-
ances of fluid milk demand between states and in response to price volatility. A lack 
of transparency in this market means that pricing signals are not disseminated back to 
milk producers. Many manufacturers have the excess capacity as plants are underuti-
lized. Dairy is susceptible to cyber threats by way of disruptions to supply chain flows 
and product quality and safety assurance. Exports may be threatened if satisfactory 
data guaranteeing the food safety of products is not available (KPMG 2020).
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3.4 Red Meat 

Red meat is Australia’s single largest rural industry and employs around 400 thousand 
people (ABARES 2020; Meat and Livestock Australia 2020). Comprising several 
subsectors (lamb and mutton, goats, beef, veal, pigs), and spread over large areas of 
the country (Meat and Livestock Australia 2019), long delivery distances for sales 
and processing provide logistic vulnerability. Biosecurity is a serious concern for 
the domestic industry and for access to international markets. Contact pathways, and 
later labor shortages, associated with COVID-19 have visited significant disruptions 
in the meat supply chains at several levels. Changes in consumption of meat due to 
health concerns have seen shifts between trends in location, volume, and form of 
purchases, particularly in light of emerging sources of protein (KPMG 2020). 

Confronting the red meat industry are public sentiment concerns over animal 
welfare and environmental and human health impacts. Key animal welfare issues to 
relate animal handling and husbandry practices which can decrease productivity and 
damage social license. As with dairy, red meat contributes a significant proportion 
of Australia’s agricultural GHG emissions. The red meat and livestock industry 
contributes 10% of Australia’s GHG emissions and is committed to carbon neutrality 
(CN30) by 2030 (Meat and Livestock Australia 2020). Other concerns center on the 
use of antibiotics and hormonal growth supplements. 

Prolonged dry periods can have short- and long-term impacts on animal produc-
tivity, and also on soil quality/health and environmental performance (topsoil erosion) 
that impacts red meat production. Further, the facility for management of grazing 
systems during droughts has been identified as a vulnerability (KPMG 2020). 
Drought’s impacts on rural communities also restrict labor supply to the industry, 
and these are exacerbated by severe weather events such as floods which damage 
transport and processing infrastructure, and access to markets (KPMG 2020). Natural 
disasters can also result in unintended animal welfare issues whereby livestock are 
killed directly or left injured and maimed. More than $800 m worth of livestock was 
lost in the North Queensland floods in early 2019. 

Australia’s reliance on certain export markets increases its susceptibility to geopo-
litical shocks. Examples include the (animal welfare-based) live cattle export ban to 
Indonesia in 2011, and non-compliance-related rejections of processed meat by China 
in 2019. Australian Meat Processor Corporation (2020) identifies market access as a 
key industry consideration, also noting the EU’s import quotas. NTBs impose addi-
tional costs on the red meat value chain and most notably have pronounced impacts in 
China, the Middle East, and Southeast Asia. Regulatory and compliance costs across 
the red meat supply chain are already seen as high and their further escalation is a 
threat. The utilization of information in general, and digital tools in particular, is low. 
This particularly applies to information flow back up the supply chain to producers 
with regard to product attributes and compliance issues.
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3.5 Seafood 

The Australian seafood sector employs around 41 thousand people and is spread 
across diverse climatic regions and ecosystems including ocean, estuary, and river 
fishing. Tasmania, Western Australia, and South Australia combined represented 68 
percent of gross production value in 2018. The industry has a complex structure with 
participants ranging from small family-owned businesses to large corporate oper-
ations. Australia predominantly exports high-value products and imports low-cost 
chilled and frozen products. In contrast to other sectors, there are many independent 
fishmongers operating in the retail sector in competition with major grocery chains. 
The distribution channels for fresh seafood are convoluted due to the diverse range of 
species, perishability, range of products, expanse of geographic supply and produc-
tion sources, various requirements for early-stage cold chain handling, and differing 
market outlets (Spencer 2016). 

Biosecurity incursions of particular concern for the seafood industry are diseases 
in fish stocks affecting supply. Disease in wild catch is hard to monitor and control 
and has wide-scale implications for both fish health and food safety. Health events 
are likely to create fishing, processing, and logistics node interruptions with potential 
disruption/shutdown of points of distribution and point of sales. Logistical/supply 
chain issues include the closure of freight and logistic routes, limited cold chain 
availability, disruptions to airfreight, and labor shortages (Seafood Industry Australia 
2020). 

Drought exerts substantial stresses on land-based and ocean fisheries, as well 
as perceptions of industry sustainability and social acceptance (Seafood Industry 
Australia 2020). Drought impacts the ability to harvest, particularly in wild catch 
fishing zones. Longer-term climatic change impacts fish species and breeding, partic-
ularly in species with breeding cycles related to rivers. Transport and processing 
infrastructure—which is frequently coastal—is susceptible to natural disasters (e.g., 
flood and bushfires) with potential disruptions to supply chains and logistics, partic-
ularly cold chain storage and availability/capacity. Many live and fresh fish products 
require cold chain capabilities, which are in limited supply across Australia. Implica-
tions arise for supply chain integrity and quality maintenance. The seafood industry 
also has a heavy reliance on certain export markets that have limited cold chain 
infrastructure. Climatic events can impact fish species and breeding and harvest capa-
bilities, particularly in wild catch fishing zones. Protection of resource access and 
property rights is paramount to the confidence and growth of the Australian seafood 
industry. Any erosion of secure access to resources, both aquatic and terrestrial, is a 
major impediment (Seafood Industry Australia 2020). 

Australian fish faces strong import competition from low-cost production in Asia 
and has a heavy reliance on certain export markets for industry returns and growth. 
Market access closures can then significantly impact both production and processing 
(KPMG 2020). Access to labor is problematic and related to migration and visas. 
Food fraud is widely recognized as a significant problem, and technological advance
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has increasingly addressed provenance: constraints have included limited trust in 
data systems along the supply chain. 

3.6 Wine 

Australia’s 6,000 vineyards and 2,500 wineries support around 164,000 jobs and 
export around 60% of production (KPMG 2020). The industry is present in limited 
areas of most states, featuring a range of grape types. Its key challenges include 
biosecurity, exacerbated by the traffic associated with growth in wine tourism, and 
chemical resistance to pests and diseases. These considerations are, however, central 
to market access and consumer enthusiasm for the product (KPMG 2020). Periodic 
swings in consumer preferences impose vulnerability on producers who must make 
long-term decisions on varieties grown. Provenance is a traditional attribute of wine 
systems, which is being reinforced by digital technologies. This is in turn vulnerable 
in terms of cyber security concerns and mistrust between supply chain actors. 

Drought is a threat to production quality and quantity, and broader climate vari-
ability affects water availability and temperature to the extent of forcing shifts in 
vineyard locations. The industry’s location also predisposes to competing uses of 
land and water. Extreme weather events can disrupt production, transport and logis-
tics infrastructure, employment, and market access with impacts on international 
competitiveness and perceptions of trust and reliability in Australia as a “clean, green 
and sustainable” producer of wine-environmental stewardship. The 2020 bushfires 
in eastern Australia are estimated to have cost the industry around $100 million by 
these mechanisms. 

Exposure to international markets features reliance on the Chinese market, to 
which access was severely curtailed in 2020 and 2021. The world market is subject 
to oversupply, with ramifications for price, supply, and inventory, and interruptions to 
trade flows and market access due to trade barriers (KPMG 2020). Travel restrictions 
and quarantine periods/changes to visa requirements have impacted labor supply 
which particularly impacts harvest. Data management and reporting, traceability, 
counterfeiting, data breaches, and fraud are all issues that potentially compromise 
perceptions of trust and reliability. Lack of internet, communications, and weather-
monitoring infrastructure are all identified as challenges for the industry. 

4 Digital Technologies and Their Contribution 
to Resiliency in the Agro-Food Supply Chain 

Agri-food supply chains feature uncertainties and complexities that predispose them 
toward vulnerabilities not seen in other sectors. Challenges to managers then emerge, 
related to freshness and food safety, shelf life, specific considerations for food
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logistics and handling, and processing times. Issues related to production season-
ality, variability of supply (farm-based operations) quality and quantity as well 
as unpredictable consumer demands require a holistic approach (both technology 
and management decisions) and consistent efforts in the long term. Digital tech-
nologies have offered substantial opportunities concerned with data flow along and 
between chains, and information transparency for the delivery of credence products. 
To enhance resilience, these technologies need to be better utilized for their shortened 
management response times (e.g., for biosecurity threats to the grape crop), high-
level market co-ordination (e.g., for scheduling milk flows to processing capacity), 
and heightened provenance (e.g., freshness and origin of fish products). 

Adoption of advances in predictive and prescriptive analytics capabilities in agri-
food supply chains requires that they be decision-ready and demonstrate a value 
proposition (Griffith et al. 2013; Lezoche et al. 2020; Rejeb et al. 2021). Big data 
and supply chain performance assessment have seen applications of artificial intel-
ligence (Taghikhah et al. 2022) and machine learning techniques (Taghikhah et al. 
2021) to analyze consumer preferences and behavior (Taghikhah et al. 2020). Agent-
based modeling has been used to understand consumer behavior (Taghikhah et al. 
2021) and compare policies and market and non-market mechanisms (Taghikhah 
et al. 2022). The adoption of blockchain technologies in agri-food supply chains 
can foster collaboration, increase transparency, and build trust. It also influences 
identified resilience strategies, such as advanced labeling and product identification, 
the use of scannable QR codes, and information about ecological and carbon foot-
prints associated with products, and chips and biomarkers to monitor food condition 
and freshness(Rahman et al. 2022). Social media offers additional ready-to-use plat-
forms and tools for demand management, including product promotions, exploita-
tion of shifts in lifestyle and health concerns, and food waste. Decision support tools 
are associated with predictive analysis, optimisation, and risk analysis, as well as 
visualization. 

Collaboration along the agri-food supply chain is central to realization of benefits 
from many data-driven solutions. Trust plays an important role in collaboration not 
only among supply chain actors using data, but also in terms of ownership and control 
of data. The integration of farm management decision-making tools with supply chain 
analytics has been limited(Taghikhah et al. 2019); there is a missing feedback loop 
between market demand, prices, and farm management decisions, what and how 
much to produce, and what practices to adopt (Taghikhah et al. 2021). Modeling, 
especially participatory modeling, is essential to understand the various scenarios and 
management solutions. Miranda-Ackerman and Azzaro-Pantel (2017) and Jonkman 
et al. (2019) offer recent examples of models addressing a range of decisions from 
farm level (e.g., organic versus conventional farming) to the production (e.g., tech-
nology selection) and distribution level (e.g., transportation route). Although studies 
addressing SC decisions simultaneously are still lacking, the literature trend is toward 
more integrative, holistic agri-food models. 

Reviews of commodity sectors’ status and vulnerabilities generate a set of poten-
tial research gaps for advances associated with digital solutions. Not all vulnerabili-
ties are suitable for data-driven solutions, and uptake of existing digital technologies
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is apparently afforded priority over the development of new technologies. Adoption 
is in turn constrained by data governance, skills, and the lack of a compelling value 
proposition, although this does not easily constitute a researchable problem. 

5 Conclusion 

Factors contributing to supply chain resilience have been variously identified and 
defined in the literature, although a unified empirical approach is lacking. Supply 
chain performance in general has increasingly and successfully targeted costs and 
efficiency and has been implemented alongside the exercise of market power. These 
two features of supply chain management have respectively prevented the develop-
ment of two generic approaches to supply chain resilience: redundancy and collab-
oration along the supply chain. Beyond these generic terms, a small research liter-
ature has developed around supply chain resilience, and it has entered mainstream 
supply chain management discourse as a part of the SCOR supply chain management 
initiative. 

Data-driven approaches to the analysis of supply chain resilience center on 
dynamics and feedback. Management interpretation of this research lists actions 
and indicators which contribute to different aspects of resilience. A large number of 
such indicators, and associated metrics, are available. 

The current chapter focused on a number of agri-food industry vulnerabilities to 
macro risks: both general across industries and specific to some individual indus-
tries or supply chain stages. It also reflected on the potential for data-driven solu-
tions to enhance resilience and the prioritization of knowledge gaps that constrain 
improvements in resilience. 

With regard to the trends and applications of resistance analytics in supply chain 
modeling (Golan et al. 2020), several recommendations are listed as:

. (Re)consideration of the definition of supply chain resilience across all supply 
chain models and sectors is necessary to make resilience management more 
efficient.

. Consideration of different types of disruptions within supply chain resilience 
models—especially assessing system recovery from unknown disruptions and 
systemic threats—is necessary to expand the scope that supply chain resilience 
management is able to quantify.

. Consideration of the tiered approach to modeling, ranging from simple metrics 
to advanced network models, is necessary for understanding which quantification 
method to apply to the analytic need.

. Consideration of the supply chain within the broader context of other networks 
that constitute value generation (e.g., command and control, cyber, transporta-
tion) is necessary for the quantification of global network interactions and more
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robust supply chain resilience models that accurately portray trade-offs between 
efficiency and resilience to avoid cascading failures. 
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Prioritization of Risks 
in the Pharmaceutical Supply Chains: 
TOPSIS Approach 

Rajesh Kumar Singh 

1 Introduction 

Risk is defined as “The effect of uncertainty on objectives” (International Labour 
Organization 2011). Every Organization or System is influenced by certain internal 
and external factors which induce uncertainties regarding the timely realization of its 
objectives (Lawrence et al. 2020a, b). This uncertainty’s effect on an organization or 
a System’s objectives is termed “Risk.” This uncertainty of events leads to the occur-
rence of unfavorable outcomes like late deliveries, business losses, financial burdens, 
etc. (Mangla et al. 2016). It is observed that the impacts of the risk are personal to 
the concerned individuals. However, Risk in the Industrial Sector has an even greater 
impact since it hampers not only the industrial performance and returns but also the 
consumer-industry relationship. Moktadir et al. (2018) explained managing risks in 
the health service sector is a very important task and thus it needs high attention. 
Consequently, there has been an increase in the research nowadays to study risks in 
these industries mainly in the supply chain and to mitigate those risks. Over the past 
years, there has been a growing interest in Supply Chain Management (Manuj and 
Mentzer 2008) as it is seen as a key component of organizational effectiveness and 
competitiveness (Porter 1985; Womack and Jones 2005). In today’s highly compet-
itive world, organizations are more prone to vulnerabilities in their supply chain due 
to changing product demand, materials supply, skills, and equipment requirements 
(Finch 2004; Enyinda et al. 2009; Gandhi et al. 2016). Because of the above-stated 
reasons, managing risks holds top priority in any organization’s priority list (Derrong 
Lin and Hertig 2021). It has been observed that large companies employ better risk 
management strategies (Ozdemir et al. 2022). Managing risks helps organizations 
deal with any disruption related to the supply chain (He et al. (2021); Christopher 
and Lee 2004; Tuncel and Alpan 2010; Mangla et al. 2016). Mouloudi and Evrard 
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Samuel (2022) discussed the economic and environmental circumstances involved 
in the accessibility and availability of raw materials which are the source of risks in 
supply chains. 

Risk Management is developing as a major contributor to formulating decisions 
and exercising control in major fields of management (Lawrence et al. 2020a, b; 
Giannakis et al. 2004). Baryannis et al. (2019) highlighted that there is no specific 
or universal definition for supply chain risk management but emphasized that supply 
chain risk management should include identification, evaluation, mitigation, and 
monitoring of risks. Shenoi et al. (2018) encore supply chain risk management as 
an essential part of supply chains. Brindley (2004) mentions the importance of risk 
management in supply chain management in this modern era where the industries 
prefer to have a technological and competitive advantage over one another. Barroso 
et al. (2010) highlighted that resilient supply chains help organizations to be compet-
itive. Singh and Singh (2019) explain that supply chains should be able to develop 
strategic responses to assess and mitigate the risks. El Baz and Ruel (2021) suggest 
cooperation among the partners involved in different stages of the Supply chain to 
find the sources of threats that affect the consequences of SCRM practices. Kilubi 
(2016) provides eight leading strategies to deal with supply chain resilience: redun-
dancy, flexibility, postponement, visibility and transparency, multiple sourcing, joint 
planning and coordination, relationship/partnership, and collaboration. Kamalah-
madi and Parast (2016) also laid importance on all the above strategies. Resilience 
Strategies and Recovery are the main mechanisms to build a resilient pharmaceutical 
supply chain (Derrong Lin and Hertig 2021; Blackhurst et al. 2011; Scholten et al. 
2019). Daghfous et al. (2021) studied the importance of the risk management due to 
knowledge loss in Supply chains. 

Elleuch et al. (2013) have combined both the quantitative and qualitative methods 
to identify, assess, and mitigate risks. Above these three processes (Sodhi et al. 2012) 
also consider responsiveness to the risk as a significant step. Furthermore (Elleuch 
et al. 2013) have also found five dimensions where improvements can be made in the 
pharmaceutical supply chains. These include budget consistency, reliability, fluidity 
of drug circuit, flexibility improvement, and bullwhip effect control to manage a 
large variety of items. To manage supply chain risks and to make them more resilient, 
the identification of supply chain characteristics is very important (Li et al. 2020a, 
b). These characteristics include Total Productive Maintenance (TPM) (Modgil and 
Sharma 2016) and Total Quality Management (TQM) (Sharma and Modgil 2020) in  
the Indian pharmaceutical industry. Sriyakul et al. (2019) examined the association 
of supply chain risk management strategies with SC integration and the performance 
of supply chains. Dubey et al. (2019) identified supply chain visibility, trust, 
supply chain connectivity, information sharing, and cooperation as the constructs 
to generate resilience in the supply chains. Tukamuhabwa et al. (2015) also laid  
importance on information sharing. Moreover, (Ivanov and Dolgui 2020; Dubey 
et al. 2020) added blockchain and supply chain 4.0 as the resilience generators.
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Organizations should follow a formal structure to identify and quantify the risks 
(Khan and Burnes 2007; Mangla et al. 2016). Previous literature highlighted a joint 
decision-making strategy as a recovery mechanism but the latest works of litera-
ture focus on the coordination of decisions as a collaborative and proactive process 
for building resilient pharmaceutical supply chains (Derrong Lin and Hertig 2021; 
Scholten et al. 2019). Also, for smooth functioning in all the sectors of the global 
supply chains, businesses are required to enhance supply chain risk management 
strategies (Hohenstein 2022). 

According to the Council of Supply Chain Management Professionals (CSCMP), 
a Supply Chain may be defined as “the material and informational interchanges 
in the logistical process stretching from acquisition of raw materials to delivery of 
finished products to the end-user.” It has been observed that the Pharmaceutical 
Supply Chains, in particular, have been facing ever-increasing complexity of oper-
ations in the midst of strengthening regulatory and inflationary pressures. Supply 
chain management in the pharmaceutical sector has been challenging because its 
activities and products have direct interaction with the consumers’ health (Lawrence 
et al. 2020a, b; Mustaffa and Porter 2009). Hence, the need for analyzing the risks 
in this sector gains equal importance. 

Managing a Pharmaceutical Supply Chain is a complex task due to the 
dynamic network structure where the markets, processes, and products are closely 
involved (Jaberidoost et al. 2013). The pharmaceutical supply chain requires smooth 
processing of the flows as it deals with the medicines (also, medical components), 
and reaching medicines at the right time with the right amount and right quality 
is very important for any pharmaceutical supply chain (Lawrence et al. 2020a, b; 
Manuj and Mentzer 2008; Jaberidoost et al. 2015; Mehralian et al. 2012). Chopra 
and Meindl (2014) encore the importance of quality and regulatory compliance in 
a pharmaceutical supply chain. They emphasize information sharing to make the 
supply chain more effective and to fulfill customer requirements. The pharmaceu-
tical supply chains are more prone to risks due to the economic, political, and social 
instability of the developing countries (Enyinda et al. 2009; Jaberidoost et al. 2015). 
Bigdeli et al. (2013) explained the importance of pharmaceutical supply chains due 
to the urgency, regulations, safety, and transportation of medicines. These supply 
chains hold importance because they can directly impact the healthcare system of 
any country (Hung et al. 2005; Tazin 2016). Hence, identifying risks affecting the 
pharmaceutical supply chains is very important. Identifying risks helps the organi-
zations minimize the liabilities and costs, avoid waste, and enhance the efficiency 
of the supply chains (Goodarzian et al. (2020); Kwak and Dixon 2008; Rogachev 
2008). It further helps the organizations to develop strategies to minimize such risks 
(Derrong Lin and Hertig 2021; Hulbert et al. 2008; Jaberidoost et al. 2013) and to 
increase the performance of the organization (Breen 2008; Mangla et al. 2015). 

Several challenges are also associated with the pharmaceutical supply chains 
such as human resource dependence, sustainable supplier failure, short product life-
cycle, warehouse management, inventory management, a quality problem with the 
product, lack of information, and seasonal demands for the products (Kuo et al. 2020; 
Craighead et al. 2007; Privett and Gonsalvez 2014; O’Connor et al. 2016; Luthra
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et al. 2017). However, Wahyu et al. (2022) showed that the objective of sustainable 
business can be achieved with the involvement of Human resources. In addition, 
technologies help organizations in mitigating the risks in the pharmaceutical supply 
chains (Mahendran et al. 2011). 

The outbreak of the Novel Coronavirus in late December 2019 (Li et al. 2020a, b) 
caused the shortages of various commodities. The pandemic has caused major disrup-
tions in domestic as well as global supply chain systems (Liza et al. 2022). It created 
a global shortage of various drugs required to treat the symptoms of many infections 
(Cundell et al. 2020). Along with that, the lockdown imposed on nations had a signif-
icant impact on the transportation of drugs (Hisham 2021). Similarly, the shortage 
of Personal protective equipment (Emanuel et al. 2020) for the healthcare workers 
worsened the situation in the healthcare sector. Sharma et al. (2020) suggested that 
supply chain risk management with guidelines should be adopted by the firms. 

Natural disasters like earthquakes and hurricanes can cause disruptions in phar-
maceutical supply chains which worsen the overall consequences. On September 
20, 2017, Hurricane Maria affected Puerto Rico Island resulting in the destruction of 
infrastructure as well as the services including electricity and unavailability of items 
(Kishore et al. 2018). The Hurricane resulted in the exposure of the Pharmaceutical 
supply chain to Natural hazard risks. Lawrence et al. (2020a, b) investigated the 
major causes of this disaster in the U.S. Pharmaceutical Supply Chain by employing 
the Bayesian model. 

The case study of Atra Pharmaceutical company (Iran) was used by Sabouhi et al. 
(2018) to validate the results of his approach to evaluate the resiliency of the Pharma-
ceutical Supply chain. The company operated in five provinces of Iran and procured 
raw materials from nine suppliers. It constantly maintained contacts with the poten-
tial suppliers to ensure the availability of quality raw materials for the manufacturing 
of drugs. To evaluate the quality of raw materials from the suppliers, Atra considered 
four criteria; technological compliance, after-sales response, customer satisfaction, 
and the fraction of low-quality material received. 

Components of Pharmaceutical Supply Chain: 

According to Shah (2005), a Pharmaceutical Supply Chain is defined as the manage-
ment of product supply which includes the players, information, and resources 
dealing with the transfer of raw materials and Active Ingredients (AIs) to finished 
products or services and their delivery to the patient. Thus, the Suppliers, Inter-
mediaries, and Third-Party Service Providers deal with all the related activities 
across the product lifecycle including clinical supply, scale-up, and transfer as well 
as outsourcing and product discontinuation (Pedroso and Nakano 2009). This also 
includes activities associated with Marketing, Sales, Product Design, Finance, and 
Information Technology (Secchi and Veronesi 2006). 

According to Shah (2004), a typical pharmaceutical supply chain will consist of 
one or more of the following nodes: 

i. Primary Manufacturers; 
ii. Secondary Manufacturers;
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iii. Distribution Centers; 
iv. Wholesalers; 
v. Retailers/Hospitals & Clinics; 
vi. Patients. 

On examining the route through which essential pharmaceutical products travel 
across the entire Pharmaceutical Supply Chain, the network can be categorized into 
three major “Stages” or “Levels.” 

i. Primary Stage 

The Primary Stage includes the players and processes responsible for the production 
of the Active Pharmaceutical Ingredient (API or AI). The production usually takes 
place in multiple rounds of shifts, thereby, inducing a risk of delays in the production 
process since considerable inventories are often held between stages (Shah 2005). 

ii. Secondary Stage 

The Secondary Stage deals with the preparation and formulation of the products in 
a suitable form for final consumers. At this stage, transportation cost minimization 
and tax optimization become significant concerns since the Secondary sites are often 
geographically separate from AI producers (Cundell et al. 2020; Sousa et al. 2011). 

iii. Tertiary Stage 

The Tertiary Stage can be further divided into two Sub-Stages. 

• In the first sub-stage, the packaging of the final product takes place and is further 
divided into three significant packaging types (Hosseini-Motlagh et al. 2020; 
Savage et al. 2006): 

i. Protection of the Drug Product Environment; and 
ii. Ensuring Product identification. 

• The second sub-stage deals with the transportation of the packaged product to the 
wholesalers, retailers, hospitals, clinics, and eventually to the patients. 

Thus, the Tertiary Stage acts as a link between the Suppliers, Intermediaries, 
Third-Party Service Providers, and the End Users. 

According to Nair and Reed-Tsochas (2019), pharmaceutical supply chains are 
open systems that interact with their environment, and these interactions develop 
resilient strategies for the pharmaceutical supply chains. The pharmaceutical supply 
chains consist of production, distribution, application, research, and development 
units along with all the facilities, helping the departments for smooth functioning of 
the entire supply chains (Lawrence et al. 2020a, b; Hulbert et al. 2008; Jaberidoost 
et al. 2015).
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2 Literature Review 

According to the “Encyclopedia of Occupational Health and Safety” published by 
the International Labour Organisation (2011), Drugs are “substances with active 
pharmacological properties in humans and animals.” 

Drugs available from pharmaceutical sources, i.e., manufactured by the pharma-
ceutical industry or made up by a pharmacist are known as Pharmaceutical Drugs. 
Pharmaceutical Drugs can essentially be classified as follows: 

• Prescription drugs or Ethical drugs—drugs that are dispensed only by prescription 
or approval of a medical, pharmacy, or veterinary professionals, and 

• Generic Drugs or Over-The-Counter (OTC) Drugs—drugs sold in a retail store 
or pharmacy which do not require a prescription or the approval of a medical, 
pharmacy, or veterinary professional. 

According to Mehralian et al. (2012), the Pharmaceutical Industry is defined as a 
system of processes, operations, and organizations involved in the discovery, devel-
opment, and production of drugs and medications. The Research & Development 
as well as the Manufacture of drugs is a complex process involving many players, 
each having a unique characteristic and role. These key players in the pharmaceutical 
industry include the following (Shah 2004; He et al.  2021): 

1. The Large Pharmaceutical Companies which manufacture both Generic and 
Prescription Drugs worldwide. These companies also invest heavily in their 
Research and Development. 

2. Small-scale Pharmaceutical Companies that have negligible or nil Research and 
Development capacities. Their operations are more local and produce both out-of-
patent ethical products and over-the-counter products under license or contract. 

3. Contract manufacturers which provide outsourcing services to the Large Phar-
maceutical companies. They produce mainly key intermediates and active ingre-
dients (AI). These manufacturers, generally, do not have a product portfolio of 
their own. 

4. Extremely Small-Scale Companies which have no significant manufacturing 
capacity. These companies work largely in the field of Drug Discovery and 
Biotechnology. 

2.1 Identification of Risks in the Pharmaceutical Supply 
Chain 

There has been a great amount of research on managing risks (Tang 2006); but that 
associated with identifying risks has a long way to go (Rao and Goldsby 2009). Some 
papers though have done remarkable work in identifying these risks and separating 
them like the work of (Rao and Goldsby 2009). However, the risks have to be iden-
tified according to their “severity of harm.” Though this has been a new area, some
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of the papers like the work of Mehralian et al. (2012) have used various methodolo-
gies to solve this problem. Rossetti et al. (2011) describe the highly erratic nature 
of the pharmaceutical supply chain. They point out certain risks in the wholesale 
sector like the forecasting demand risk, credit risk, etc. Paulsson (2004) divided the 
risks into three categories: operational disturbance, tactical disturbance, and strategic 
uncertainty. Many factors like a sudden change in the socio-politico factors of the 
region, sudden inflation, and terrorism are some of the factors that have been noticed 
by many researchers. Based on Literature Review and Expert Opinions, the various 
risks in the Pharmaceutical Industry have been identified as follows: 

I. Uncertainty in the quality of the Active Pharmaceutical Ingredient/Raw 
Material of Drugs: 
The production process of the drug includes inputs such as material, power, 
labor, equipment, etc. The failure of the availability of any of these would 
affect the industry adversely. A drug is composed of two components—Active 
Pharmaceutical Ingredients (API) and Excipients. An Active Pharmaceutical 
Ingredient (API) refers to a biologically active central substance or substance 
combination used in manufacturing a drug product that is meant to produce 
the desired effect in the body. The World Health Organization (1994) defines 
an  API as follows:  

Any substance or combination of substances used in a finished pharmaceutical 
product (FPP), intended to furnish pharmacological activity or to otherwise have 
direct effect in the diagnosis, cure, mitigation, treatment or prevention of disease, or 
to have direct effect in restoring, correcting or modifying physiological functions in 
human beings. 

Excipients are the pharmaceutically inert substances present in the medica-
tion. These include dyes, flavors, binders, emollients, fillers, lubricants, and 
preservatives that make up the drug. 

Hence, the quality of Active Pharmaceutical Ingredients in a drug has a 
direct effect on the safety and efficacy of that drug. It is, therefore, essen-
tial to ensure the high quality of these substances. Since good-quality Active 
Pharmaceutical Ingredients (APIs) are vital to the production of good-quality 
medicines, the testing of the drugs is an important stage in the production 
process. Improper testing may result in adverse results of the drug on mankind. 
Moreover, the storage, packaging, labeling, repackaging, release, and produc-
tion of the APIs need to be carefully monitored as per the prevalent regula-
tions (Hosseini-Motlagh et al. 2020). Gómez and España (2020) suggested 
conducting transport tests along with product filterability during the process 
of product development, as this will evaluate how the drugs will behave at the 
time of transportation. 

Poorly manufactured or contaminated APIs can result in disastrous health 
outcomes such as therapeutic failure, exacerbation of the disease, resistance 
to medicines, and sometimes death (Cundell et al. 2020; Tang 2006; Asamoah 
et al. 2011; Pfhol et al. 2011). Saedi et al. (2016), Kuo et al. (2020) emphasize 
on the optimization techniques for backing up the medical shortages. Tucker
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et al. (2020) use this technique to study the resilience of the pharmaceutical 
supply chain in the US targeting low-cost medicines. 

Yaroson et al. (2021) find that the timing and quality of the information 
shared regarding the medicines in a pharmaceutical supply chain act as a make-
or-break situation. Timely, Accurate, and Purposeful information increases 
the supply chain visibility and provides a reliable description of demand and 
supply. It further helps the organization build a resilient pharmaceutical supply 
chain (Lawrence et al. 2020a, b). 

II. Regulatory risk: 
This Risk includes the problems caused by new or existing regulations and 
the uncertainty in the policies framed by the government of the region. The 
regulatory authorities have a large say in determining the patent life of the 
drugs which in turn affects the demand and price of the drug (Shah (2004). 
Over the last two decades, negotiations of the World Trade Organization such 
as the TRIPS Agreement (1994) has revolved around the issues related to the 
intersection of international trade in pharmaceuticals and intellectual property 
rights. The regulations in the developed nations generally tend to protect the 
intellectual property rights of the manufacturers to protect the huge invest-
ments made to develop new drugs whereas developing nations generally seek 
to promote their generic pharmaceuticals industries and their ability to make 
medicine available to their people via compulsory licenses. 

Excessive patents encourage the manufacturers to invest more in the 
Research and Development of a Drug. This policy is useful for those drugs 
whose Manufacture is a highly complicated and expensive process, such as the 
drugs which treat Orphan diseases (diseases that affect only a small percentage 
of the population), and also leads to the increase in the number of Blockbuster 
Drugs (an extremely popular drug that generates annual sales of at least $1 
billion for the company that creates it) in the market. However, this also leads 
to an increase in the price of Essential Drugs. On the other hand, avoiding the 
grant of frivolous patents and ensuring that only those products proving “sub-
stantial human intervention” and “utility” are provided with the patent protec-
tion will decrease the prices of Essential Drugs. However, it also discourages 
the manufacturers from investing more inthe production process. 

III. Political risk: 
The risk includes the danger of a change of government which might affect 
the prevalent trading laws and market conditions. The regulatory changes 
and the associated political fallout that accompany the change in the Political 
conditions in the Economy have one of the biggest impacts on the pharma-
ceutical companies, especially the Major Players. Since Policy Change is 
a profoundly political process, implementation of any Policy change in the 
Health Sector will have a direct impact on the prevailing market conditions 
and the ease of doing business. Moreover, the political conditions have a direct 
relationship with the Regulatory Framework (Schildhouse 2006; Ellison and
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Wolfram 2006). Palit and Bhogal (2022) in their research represented signif-
icant findings on the effect of political factors in re-establishing the Indian 
Pharmaceutical supply chain after the COVID-19 pandemic. 

IV. Uncertainty in the Social Conditions of the region: 
This risk is concerned with terrorism, crime, employee unrest, and physical 
security that not only disrupt the supply chain but also affect the formulation of 
policies (Sheffi and Rice 2005; Freeman 1984; Lysons and Farrington 2006). 

V. Uncertainty in the Economic Activities and Prices in the region: 
This risk includes market risk, e.g., the risk that the market value of assets will 
fall. Pharmaceutical pricing is an important and contentious issue, especially 
in low- and middle-income nations. The Price of a drug depends on several 
factors, such as a spurt in price rise of the raw materials, labor, and inflation, 
which would, in turn, affect the supply chain adversely. The pricing of a drug 
heavily impacts its potential success. Higher price often tends to deter physi-
cians and patients from prescribing or reimbursing it, especially in the case of 
Generic Drugs. This is because the benefits of the drug seem lesser in compar-
ison to the added cost (Goodarzian et al. 2020).  However,  a very low  pricemay  
also deter a drug’s demand because the lower price might imply inferiority 
(Galizzi, Ghislandi, and Miraldo 2011; Kotler et al. 2002). (Kharisma and Ardi 
2020) evaluated the five risks related to the generic medicines supply chain in 
Indonesia, and they enlisted that the ineffective production capacity, poorly 
formulated financial plan, inadequate production process, and escalation in 
the price of raw material are the top five risks. 

VI. Natural Hazard risk: 
Natural hazards such as hurricanes, earthquakes, and COVID-19 can suddenly 
disrupt the supply chain and affect the industry badly as they can profoundly 
affect drug product availability. Natural disasters cause severe damage to 
manufacturing facilities resulting in Long-term drug shortages. Natural Disas-
ters also create an unexpected demand for drugs needed to treat disaster 
victims which further increases the shortage of drugs. Moreover, Natural 
Disasters may lead to the spread of epidemics which shall further put severe 
pressure on the supply chain (Lawrence et al. 2020a, b; Kuo et al. 2020; 
Ventola 2011; Watson, Gayer and Connolly 2007; Dimiturk 2005). 

VII. IT risk: 
Critical data for a Pharmaceutical Company includes product formulas, manu-
facturing processes, marketing plans, clinical trial data, and test results. Other 
important data may include a list of distribution centers, market surveys, 
competitor information, etc. Therefore, Loss of data, outage of the data center, 
etc. can affect the whole management of the supply chain right from its 
production process to the distribution to the customers. 

Lysons and Farrington (2006); Pfhol et al. (2011). The permissioned 
blockchain network embedded system proposed by (Babu et al. 2022) facil-
itates secure information sharing across the chain and provides storage reli-
ability of Supply Drugs Information (SDI). Also, the technologies including
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the Internet of Things (IoT) can be applied in the pharmaceutical supply chain 
to lower the risk factors associated with it (Pargaien et al. 2022). 

VIII. Prevalence of Counterfeit Drugs: 
According to the World Health Organization (1994), 

A counterfeit medicine is one which is deliberately and fraudulently mislabeled 
with respect to identity and/or source. Counterfeiting can apply to both branded 
and generic products and counterfeit products may include products with the 
correct ingredients or with the wrong ingredients, without active ingredients, with 
insufficient active ingredients, or with fake packaging. 

In addition, legitimate drugs are sold again after their date of expiry by 
remarking it with a false date. A counterfeit drug is unlikely to be suspi-
cious, especially if it comes from a supposedly legitimate source. Moreover, 
unlike other consumer goods, the consumer’s own judgment of a product is 
very less in the case of pharmaceutical drugs since they are usually prescribed 
by a doctor or a health worker. Even when patients choose their own drugs they 
may lack the specialized knowledge to detect whether the product they are 
buying is of good quality, thereby, making it extremely difficult to distinguish 
between a legitimate and a counterfeit drug. 

Manufacture of Counterfeit Drugs is a relatively cheaper process since 
they do not require building huge infrastructure or facilities. Moreover, there 
are also no overhead costs due to quality assurance or meeting Good Manu-
facturing Practices (GMP) standards (Cundell et al. 2020). These costs may 
further be decreased if cheap substitutes are used or if these are omitted alto-
gether, as is often the case. Low-quality counterfeit medication may cause 
several dangerous health consequences, including side effects or allergic 
reactions. 

The entry of counterfeit drugs into the market has been quite a challenging 
risk for the existing pharmaceutical drugs which decreases their demand and 
therefore this leads to an uncertainty in the demand for the drugs (Shah 
2004; Cross  2007). Stevenson and Busby (2015) highlighted counterfeiting 
as a major problem in pharmaceutical supply chains. Counterfeiting directly 
threatens consumer welfare and has negative social and economic impacts. 

Knowledge Transfer is considered as an important parameter in counter-
feiting. Das et al. (2006) found that undesirable knowledge transfer between 
the suppliers leads to counterfeiting. Organizations must be sure that no 
external stakeholders get the complete information about the product’s process 
or product (e.g., Van Hoek and Weken 1998; Jacobs et al. 2007). Captive 
offshoring and off-shore outscoring hold a major linkage with the counter-
feiting threat (Stevenson and Busby 2015; Ellram et al. 2008; Enyinda et al. 
2009; Mokrini et al.  2016a) Mokrini et al.  2016b). One of the reasons for 
Captive offshoring is knowledge sharing. New technologies have proven to 
protect pharmaceutical supply chains from counterfeiting. For example, the 
RFID tags have been observed providing the traceability of the products, 
helping the organizations to overcome counterfeiting (Visich et al. 2009;
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Maruckeck et al. 2011). Also, the study by Bhansali et al. (2021) suggests 
that the implementation of blockchain enhances pharmaceutical supply chain 
management and lowers the risk of counterfeit, unauthorized drugs, and 
related equipment. 

IX. Risk of Losing Key Suppliers: 
The major sources of supply chains are its suppliers (Liao et al. 2021). The 
selection of reliable suppliers results in an increase in market share and helps 
the firms to gain a competitive edge (Praveen and Suraj 2021). The risk of 
losing key suppliers can be worse if there is an overdependence on them. 
Losing them may be like losing a stronghold on the market (Pfhol et al. 
(2011)]. To achieve sustainable enterprise management, it is essential to form 
good relationships with suppliers (Modibbo et al. 2022). 

X. Logistics and Inventory Risk: 
Pharmaceutical players need to maintain optimum inventory levels and effi-
cient distribution networks to meet patient demand on time and prevent 
excessive inventory since perishable pharmaceutical drugs go to waste if 
not kept under strictly controlled environments. Thus, there is logistics and 
inventory control over the supply of drugs to foresee a correct demand in 
the future, expiry of products before sale, etc. Mismanagement of Logistics 
and Inventory can affect the industry adversely (Asamoah et al. 2011; Tang 
2006; Shah 2004). The management of Inventory is essential as it may result 
in a lowered cost incurred in the process of manufacturing Pharmaceutical 
products (Padmavathi and Rajagopalan 2022). 

Several researchers have contributed to the assessment of risks involved in the 
field of Pharmaceutical Supply chains using various multi-criteria decision-making 
approaches. However, the literature is lacking such efforts in Indian perspective. For 
instance, the work carried out by (Jlassi et al. 2021) identified the major risks in 
the pharmaceutical supply chain in Tunisia during the COVID-19 pandemic using 
the fuzzy AHP method. Raka and Liangrokapart (2017) in their study in Thailand 
focused on the risks incurred during the development process of a new drug and 
further prioritized them using AHP. Jaberidoost et al. (2015) used the AHP and 
SAW methods to analyze risks in their quantitative study in Iran. The majority of 
researches in India are focused on the evaluation of barriers and enablers in the 
Pharmaceutical supply chain. Chandra et al. (2021) examined the significant factors 
responsible for enhancing the overall performance of the existing vaccine supply 
chain in India by applying the next-generation vaccine supply chain. Sharma and 
Joshi (2021) investigated the barriers to the implementation of blockchain in the 
Indian healthcare sector. In this paper, the Technique for Order of Preference by 
Similarity to Ideal Solution (TOPSIS) is utilized in an effort to prioritize the risks 
related to the Pharmaceutical Industry in India.
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3 Research Methodology 

In this study for ranking different risks, the Technique for Order Preference by 
Similarity to Ideal Solution (TOPSIS) approach has been used. TOPSIS is a multi-
criteria decision analysis method that enables the Decision Makers (DMs) to rank 
the criteria based on alternatives. TOPSIS selects the alternative that is closest to the 
ideal solution and farthest from the negative ideal solution. Accordingly, the selection 
of a suitable alternative(s) is made (Shih et al. 2007). Different steps of TOPSIS are 
given below. 

I. Step 1: 
Let there be M = 3 alternatives to each of the N = 10 criteria. The weights are 
then assigned to each alternative. 

Then Construct a Decision Matrix where X ij shows the rating of its ith 
alternative concerning the jth criteria. 

Where i = 1, 2, 3 is the number of the alternative and j = 1, 2, 3, ….,10 is 
the number of criteria. 

II. Step 2: 
Construct the Normalized Decision Matrix as 

R = rij where 

ri j  = Xi j/ΣM 
i=1 X

2 
i j  

(1) 

and R is the normalized matrix of element rij. 
III. Step 3: 

Construct the Weighted Normalized Matrix by multiplying the elements of the 
normalized matrix by the weights of corresponding criteria as 

Vi j  = ri j  ∗ W j (2) 

where V ij is the weighted normalized matrix and Wj is the weight of the jth 
criteria. 

IV. Step 4: 
Determine the positive and negative ideal solutions as V + 

j and V − 
j , respec-

tively, by finding the maximum and minimum values of weighted normalized 
elements in each column. 

V. Step 5: 
Calculate the separation measures for each alternative as 

the Si+ =
/Σ(

Vi j  − Vj+
)2 

(3) 

i = 1, 2, 3 and j = 1, 2, 3, …, 10
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And 

Si− =
/Σ(

Vi j  − Vj−
)2 

(4) 

i = 1, 2, 3 and j = 1, 2, 3, …, 10 
VI. Step 6: 

Calculate the relative closeness to the ideal solution using the following 
formula: 

Ci+ = Si− 

Si+ + Si− 
(5) 

0 ≤ Ci+ ≤ 1, i = 1, 2, 3 
VII. Step 7: 

Rank the preference order as Ci+. The best alternative is the one that has the 
shortest distance to the ideal solution. 

4 Results and Discussion 

From the literature review, ten risks are identified. These are summarized in Table 1. 
For the prioritization of these risks, the TOPSIS approach has been approved. The 
different steps have been explained in the methodology section. The weights allotted 
to the three Decision Makers are shown in Table 2. After taking ratings from three 
Decision Makers, Normalized Decision Matrix has been constructed, as shown in 
Table 3.Asper  Eq. (2), a Weighted Normalized Decision Matrix has been constructed, 
shown in Table 4. The Positive and Negative ideal solutions have been determined 
by finding the maximum and minimum values, respectively, of weighted normalized 
elements in each column. The final closeness ratio of all factors is calculated as given 
in Table 5. Thus, based on the Relative Closeness of the Ideal Solution, the ranking 
of the Risks is as follows. 

CD > AI > RR > LR > PR > ER > RS > IT > SR > NH

Based on TOPSIS ranking of risks, it has been observed that Risk due to Counter-
feit Drugs has been given the highest priority. Thus, it is crucial for Drug manufac-
turers and distributors to invest heavily in the countermeasures, such as traceability 
and authentication technologies, to try to minimize the impact of counterfeit drugs. 
After Counterfeit Drugs, the factor which poses the utmost risk to the stakeholders 
in the supply chain is the “Uncertainty in the quality of the Active Pharmaceutical 
Ingredient/Raw Material of drugs.” Thus, new concepts and technologies, which 
address the dual challenge of accelerating the drug development process as well as 
terminating unpromising compounds during the development process itself, need to 
be developed through innovation and effective decision-making. However, it is also 
essential to validate the effectiveness of these measures before adopting them.
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Table 1 Summary of identified risks (Created by Authors) 

S.No Risks Symbol References 

1 Uncertainty in the quality of the active 
pharmaceutical ingredient/raw 
material of drugs 

(UQ) Hosseini-Motlagh et al. (2020), Tang 
(2006), Asamoah et al. (2011), Pfhol 
et al. (2011) 

2 Regulatory risks (RR) Shah (2004) 

3 Political risk (PR) Schildhouse (2006), Ellison and 
Wolfram (2006) 

4 Uncertainty in the social conditions of 
the region 

(SR) Sheffi and Rice(2005), Freeman 
(1984), Lysons and Farrington (2006) 

5 Uncertainty in the economic activities 
and prices in the region 

(ER) Danzon et al. (2013), Galizzi et al. 
(2011), Kotler et al. (2002) 

6 Natural hazards (NH) Ventola (2011), Watson, Gayer and 
Connolly (2007), Dimiturk (2005) 

7 IT breakdowns (IT) Lysons and Farrington (2006), Pfhol 
et al. (2011) 

8 Prevalence of counterfeit drugs (CD) Shah (2004), Cross (2007) 

9 Loss of key suppliers (RS) Pfhol et al. (2011) 

10 Logistics and inventory risk (LR) Asamoah et al. (2011), Tang (2006), 
Shah (2004) 

Table 2 Weights for the 
decision variables (Created 
by Authors) 

D1 D2 D3 

Weights 0.27 0.4 0.33 

Table 3 Normalized 
decision matrix (Created by 
Authors) 

D1 D2 D3 

UQ 0.43 0.37 0.36 

RR 0.34 0.47 0.27 

PR 0.26 0.28 0.36 

SR 0.26 0.28 0.27 

ER 0.34 0.28 0.27 

NH 0.17 0.28 0.27 

IT 0.34 0.28 0.18 

CD 0.34 0.37 0.45 

RS 0.26 0.35 0.27 

LR 0.34 0.28 0.36

The Regulatory Risks, Logistics and Inventory Risks, and the Political Risks 
occupy the third, fourth, and fifth positions, respectively, in the priority order. The 
causes and effects of these factors are interrelated and have spontaneous implications 
on the pharmaceutical supply chain. It is, therefore, necessary for the Public Policy
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Table 4 Weighted 
normalized decision 
matrix (Created by Authors) 

D1 D2 D3 

UQ 0.12 0.15 0.12 

RR 0.09 0.19 0.09 

PR 0.07 0.11 0.12 

SR 0.07 0.11 0.09 

ER 0.09 0.11 0.09 

NH 0.05 0.11 0.09 

IT 0.09 0.11 0.06 

CD 0.09 0.15 0.15 

RS 0.07 0.14 0.09 

LR 0.09 0.11 0.12 

Table 5 Closeness ratio of 
risks (Created by Authors) Risks Closeness ratio Rank 

UQ 0.71 2 

RR 0.66 3 

PR 0.45 5 

SR 0.33 9 

ER 0.40 6 

NH 0.29 10 

IT 0.33 8 

CD 0.74 1 

RS 0.38 7 

LR 0.50 4

Makers, Regulators, Manufacturers, and the Distributors to work together in key 
parts of the business. They need to be connected in different ways and empowered to 
develop healthy and fresh approaches to the business models. Moreover, the Policy 
Makers need to take steps to make the domestic industry more robust and create 
an environment that is conducive to research. Patent Policies that encourage the 
development of innovative new drugs through both R&D and Discovery Research 
within the industry need to be established. Encouraging Reverse Engineering will 
also play a crucial role in addressing these risks. However, the regulations monitoring 
these innovations need to be put in place to safeguard the needs and to ensure the 
safety of the consumers. 

The sixth most important factor is the risk due to Economic Uncertainties. To 
address this, the Policy Makers and the Regulators need to encourage the Manu-
facturers and the Distributors through monetary incentives. The provision of greater 
subsidies will allow companies to make additional profits which will in turn allow
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them to invest more in Research. It is also essential to provide pharmaceutical compa-
nies with greater tax incentives which are necessary to attract greater foreign invest-
ment into a country. The seventh and eighth most important risks have been identified 
as the loss of key suppliers and IT breakdowns, respectively, whereas the risks due 
to the uncertainties in the social conditions and natural hazards occupy the ninth and 
tenth position, respectively. To address all of these factors, there need to be increased 
partnerships between the governments and the industry stakeholders, and measures 
need to be devised to ensure people’s access to the drugs they need. To facilitate such 
measures, suitable infrastructure needs to be put in place and outsourcing activities 
need to be encouraged. 

The findings of the study will help managers in handling different risks coming 
into supply chains. Moreover, there needs to be a substantial increase in health-
care spending around the world as per the Policy and Regulatory Framework. Thus, 
through increased emphasis on Innovation and Research and greater coordination 
among the various stakeholders, all these risks can be mitigated effectively and the 
efficiency of the Pharmaceutical Supply Chain can be increased. 

5 Conclusion, Limitations, and Future Scope 

In this study, objective was to identify and prioritize major risks in pharmaceutical 
supply chains. Study identified ten risks and these are prioritized by applying the 
TOPSIS approach. Risk due to Counterfeit Drugs has got the highest priority, high-
lighting the need for new technological advancements to prevent this risk. These 
advancements can maintain the authenticated network of reliable suppliers in the 
pharmaceutical supply chain. Therefore, management should adopt necessary initia-
tives to create awareness among the individuals about this risk to lower its outcomes. 
The second highest priority is given to the risk of uncertainty in the quality of the 
active pharmaceutical ingredient/ raw materials of drugs, suggesting the importance 
of a reliable drug development process. The processes involved in the pharmaceutical 
supply chain have a major impact on the quality of medicines and eventually on the 
health of patients. Next in order are the Regulatory Risks, Logistics and Inventory 
risks, and the political risks. 

The findings of the study will be of significant value for pharmaceutical industry 
managers in formulating effective strategies to be resilient and sustainable. However, 
findings cannot be generalized because of some limitations due to the biased opinion 
of experts. Therefore, results may be validated with other techniques and case studies 
as a future scope for study.
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Improving Medical Supply Chain 
Disruption Management 
with the Blockchain Technology 

Özden Özcan-Top 

1 Introduction 

Supply chains (SCs) in all domains are subject to disruptions due to natural, human-
related, system-related, and financial factors (Ambulkar et al. 2015, Messina et al. 
2020; Ali et al. 2021). These factors, also called disruption drivers, mainly include 
earthquakes, diseases, floods, technology failures, plant fires, political instabilities, 
and bankruptcies. (Kleindorfer and Saad 2005; Xiao and Yu 2006; Trkman and 
McCormack 2009; Ali et al. 2021; Singh et al. 2021). Supply chain disruptions refer 
to the catastrophic events experienced at different components of a supply chain (Tang 
2006), such as partial or complete closure of manufacturing plants, interruptions in 
transportation, shortages of raw materials and labor, and export/import challenges 
(Tummala and Schoenherr 2011). Such disruptions may result in financial losses, 
decreased sales, and loss of lives or injuries, depending on the type of industry 
(Dolgui and Ivanov 2021). 

Compared to predictable SC disruption risks, the impact of unforeseen 
events would be higher, especially in unprepared systems (Chowdhury et al. 
2021). Resiliency is defined as “the ability of a system to return to its original state 
or move to a new, more desirable state after being disturbed” (Christopher and 
Peck 2004). In case of unforeseen events, the resiliency level of the supply chain 
systems becomes the determining factor in recovery and reducing loss or damage 
from disruptions. 

For the last three years, we have been fighting the coronavirus pandemic (Covid-
19), which has seriously affected human lives, the environment, businesses, and 
national economies (Hobbs 2020; Nasir et al. 2022). Among many other domains, 
the medical supply chain may be the one that received the hardest hit by the pandemic 
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(Singhet al. 2021; Singh and Parida 2022). The medical supply chain can be defined 
as the flow of medicines and other medical goods from a manufacturer to a patient 
(Singh and Parida 2022). 

One of the primary purposes of a medical supply chain is to ensure the timely and 
continuous delivery of medicines and medical devices to patients. It is expected from 
a medical supply chain to respond to the impact of disruptions effectively. However, 
especially at the initial stage of the Covid-19 outbreak, several cases indicated that 
such systems failed to manage disruptions’ consequences. 

The European Medicines Agency has announced that demands have increased 
dramatically for anesthetics, cardiac and respiratory medicines, antibiotics, and 
muscle relaxants, which are essential for patients with Covid-19 (European 
Medicines Agency 2020). The FDA fact sheet (2021) on mitigating and preventing 
medical device shortages states that the pandemic hit not only the delivery of 
medicines and personal protective equipment, but also critical devices such as venti-
lators and test supplies. The FDA also recognizes that the pandemic has impacted 
public health and drug development programs, ongoing manufacturing operations, 
and the FDA’s ability to conduct inspections (FDA Guidance for Industry 2021). 

On the other hand, although the pandemic had severe adverse effects on medical 
supply chains, it did not bring new challenges. Besides, it revealed the issues and 
magnified the impact of the problems in the supply chains (Queiroz et al. 2020). 
The FDA fact sheet (2021) also highlights that Covid-19 revealed the weaknesses 
in the U. S. medical supply chain, particularly the dependence on raw materials and 
medical device components from China and other countries. 

Unfortunately, established methods are still ineffective in managing risks, and 
disruptions emerge from unforeseen events (Remko 2020; Chowdhury et al. 2021). 
A recent review study states that most SC disruption management studies focus on 
disruption impact analysis at strategic, tactical, and operational levels (Dolgui and 
Ivanov 2021). However, the authors emphasize the importance of innovative infor-
mation technologies for developing resilient supply chain systems and mitigating 
ripple effects (Remko 2020; Dolgui and Ivanov 2021). 

Being resilient to disruptions require getting ahead of the problems and being 
proactive. Receiving accurate and timely information is highly important in dealing 
with SC disruptions. Following the rapid outbreak of the Covid-19 pandemic, the 
FDA tried reaching out to more than 1,000 medical device manufacturers to request 
supply chain information; however, only about one-third responded, often with 
missing information (The FDA Fact Sheet 2021). Such vulnerabilities exposed in 
the pandemic in medical SC systems in the United States led to the establishment 
of the Resilient Supply Chain and Shortages Prevention Program by the FDA with a 
$21.6 million budget (FDA CDRH Annual Report 2021). 

This huge investment made for improving resiliency in medical SCs indicates 
the significance of the problems. Therefore, we need to find ways to apply preven-
tive measures, identify potential medical product supply shortfalls, and continue 
surveillance and rapid intervention with emerging technologies such as artificial 
intelligence, big data management, and blockchain (Choi et al. 2019; Govindan et al. 
2020; Goodarzian et al. 2021; FDA CDRH Annual Report 2021).
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This chapter explores how problems associated with medical SC disruption 
management could benefit from one of the most secure technologies that exist for 
now: the blockchain. The blockchain (BC) is a distributed ledger with immutability 
characteristics that provides transparency, accuracy, and security of the data stored 
in nodes and transactions (Nofer et al. 2017; Kouhizadeh et al. 2021). It is expected 
that the adoption of blockchain technology in the healthcare industry would save 
$100–$150 billion per year by 2025 due to savings achieved in the prevention of data 
breaches and reduction of counterfeit drugs, IT, and operations costs (Arsene 2022). 
When drug and medical device shortages occur due to disruptions, medical SC stake-
holders affected by the shortages need to inform the legal authorities and regulatory 
bodies. Applications developed based on blockchain technology, such as Medledger 
(Uddin 2021) and originChain (Lu and Xu 2017), enable collaboration among SC 
stakeholders and ensure transparency, accuracy, and information flow security. 

Although BC technology cannot be a silver bullet in solving all challenges 
regarding SC disruption management, the area is full of potential. This chapter 
contributes to the medical SC disruption management literature with a comprehensive 
overview of BC technology applications in medical supply chain systems following 
the Covid-19 pandemic. It responds to the following research questions based on the 
evidence from the literature: 

RQ1: What are the impacts of disruptions in a medical supply chain? 
RQ2: How could blockchain technology improve the resiliency of medical supply 
chain systems in dealing with disruption-related risks? 

The disruption risks and associated blockchain-based solutions presented in this 
chapter intend to create awareness of the benefits of using blockchain technology 
applications in medical supply chains. Furthermore, it provides a starting for practi-
tioners and managers to adopt these technologies in their systems and take the right 
actions while expecting unforeseen events to occur. 

The rest of the chapter is organized as follows: Background information on 
blockchain technology is given in Sect. 2. In Sect. 3, the blockchain-integrated 
medical supply chain structure is described. In Sect. 4, medical supply chain disrup-
tion risks are presented in five categories, along with the mitigation strategies to solve 
these issues using blockchain technology. In Sect. 5, the managerial implications of 
the study are discussed. Finally, the conclusions are presented in Sect. 6. 

2 Background on the Blockchain Technology 

Blockchain networks are trusted data management systems enabling data trans-
parency and transaction traceability to users. They are developed in a distributed 
manner without a central authority and provide a secure environment resilient to 
data manipulations (Yaga et al. 2018). Blockchain technology provides a resilient 
system for data management. Once data is added to a blockchain network, it cannot be 
deleted or modified without the approval of network participants (Yaga et al. 2018).
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The roots of blockchain technology go back to the early 1990s. Several researchers 
have contributed to the development of varying components of the technology. 
Lamport (1998) redesigned distributed systems using a new state machine approach 
to ensure agreement on unreliable networks. Haber and Stornetta (1990) developed 
a method for securing time stamps of digital documents so that no one could change 
them. Nakamoto (2008) brought these components together and published the Bitcoin 
electronic cash system. 

Immutability in blockchains is achieved by calculating the hash value of data and 
replicating this hash value in every node (Jamil et al. 2019). 

Blockchain can be categorized as public and private (Yaga et al. 2018). Public 
blockchains are entirely decentralized, allowing anyone to join the network. Every 
node in a public blockchain has equal rights in creating new nodes and validating 
existing nodes. However, private blockchains are maintained by a central authority. 
In addition to public and private types, blockchains could be categorized as permis-
sionless and permissioned, where participants do not need to be approved or need to 
be approved before joining a network, respectively (Yaga et al. 2018). 

Smart contracts are another property of blockchain technology, which can be 
considered as the digital counterparts of real-world contracts (Macrinici et al. 
2018). The smart contract concept, which integrates secure computer protocols with 
user interfaces in public networks, was first introduced by Nick Szabo (1997). They 
refer to digital agreements between parties that sign them and execute themselves 
when predetermined conditions are met (Law 2017). 

Although blockchain technology has become popular with the development of 
cryptocurrencies, it has several application areas, from music royalty management 
to art dealing, digital voting to supply chain management (Baysal et al. 2021). 

Figure 1 below presents the structure and working principles of blockchain. In 
this representation, node A wants to send data to node B. In (1) A block is created 
in the blockchain containing the transaction information. Every block contains the 
number and the value of the previous blocks. In (2) the blocks are sent to all network 
participants. (3) If there is no error or manipulation in the data, participants record 
the block in their database copy. (4) Afterward, the initial block can be added to the 
blockchain with all previous transactions’ information. Finally, data reaches node B 
(Sinenko and Doroshin 2020).

3 Blockchain Integrated Medical Supply Chain 

Medical supply chain stakeholders include suppliers, manufacturers, warehouses, 
hospitals/other healthcare centers, regulatory agencies, insurance companies, govern-
mental agencies, pharmacies, healthcare professionals, and patients from a broad 
perspective. The following figure presents a blockchain-integrated medical supply 
chain application adopted by Khezr et al. (2019) (Fig. 2).

In Figure 2, In Step 1, a block with a unique ID is created in a digital ledger after 
the production of each medicine. The transaction includes applied procedures, patent
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Fig. 1 Work principles of blockchain. Adapted from Sinenko and Doroshin (2020)

Fig. 2 Medical supply chain stakeholders. Adapted from Khezr et al. (2019)

information, expiry date, and other relevant information. In Step 2, medicines are 
transferred to warehouses with attached information such as time, lot number, and 
warehouse identification number. In Step 3, medicines are transferred to healthcare 
providers, retailers, and pharmacies. Transportation transaction includes time-out and 
time-in data, the type of transportation in the blockchain. A new transaction is added 
to the blockchain from one distributor to another in each transportation. Medicines are 
delivered to patients by healthcare providers and pharmacies by associating patients 
with the medicines (Khezr et al. 2019). 

As every transaction and new information is stored in the blockchain in an 
immutable way, the whole process can be traced and verified.
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4 Medical Supply Chain Disruptions, Associated Risks, 
and Improving Resiliency via Blockchain Applications 

In the course of catastrophic events such as the Covid-19 pandemic, we expect chaos 
to increase and more harmful situations to be experienced than usual. When a disrup-
tion is experienced in the supply chain, whether due to unforeseen or predictable 
events, its effects are experienced at the physical/operational, information, and finan-
cial levels (Blackhurst et al. 2005; Sawik  2013) and discovery, recovery, and redesign 
processes are applied (Macdonald and Corsi 2013; Messina et al. 2020). 

This section focuses on the potential risks that the medical supply chain stake-
holders may experience due to disruptions and the possible blockchain-based 
solutions for each risk item. 

In Table 1, supply chain disruptions that may occur in case of unforeseen events 
and associated risks that could be mitigated using blockchain technologies are listed. 

Risk 1: Production of fake (counterfeit, falsified) and substandard 
medicines: Production of fraudulent medicines increases when shortages are 
experienced in producing or delivering medicines due to unforeseen events (WHO 
Drug Information 2006; Tseng et al. 2018). Fake drugs which are not properly 
formulated or contain dangerous ingredients remain one of the significant issues in 
the medical industry (Tadeg and Berhane 2012; Sylim et al. 2018; Jamil et al. 2019). 
They are associated with increased mortality and morbidity and threaten public health 
and the economy (Kelesidis and Falagas 2015). Even in usual times, it is estimated 
that 10–30% of the medicines in developing countries are fake (Health Research 
Funding 2017). The OECD Task Force (2020) report states that counterfeit drug 
problems have increased with the Covid-19 pandemic due to disrupted supply chains 
and increased demand for medicines, virus tests, and limited law enforcement capac-
ities. In fragile times such as dealing with a pandemic, the production of substandard 
medicines that do not follow specific production regulations also increases.

Table 1 Disruptions and associated risks on medical supply chain 

SC disruptions Associated risks 

Production Interruption 
and 
Delays in delivering 
medical products 

Risk1: Production and delivery of fake (counterfeit, falsified) and 
substandard medicines 

Risk 2: Delivery of medicines by unauthorized parties 

Risk 3: Breakage of cold chains 

Interruption in the SC 
information flow 

Risk 4: Receiving inaccurate information from various medical SC 
stakeholders 

Interruption in the SC 
network security 

Risk 5: Leakage of sensitive patient data, data manipulation, and 
data theft 
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Several techniques were developed to determine falsified and counterfeit 
medicines, such as RFID and barcode scanning in the previous years. However, 
these technologies are prone to security attacks, such as man-in-the-middle (Kumar 
and Tripathi 2019). 

Mitigation Strategy for Risk 1: Tracking the whole medical SC flow and detecting 
fake (counterfeit, falsified) and substandard medicines in a medical supply chain 
using blockchain-based applications: Ensuring security is essential for reliable and 
resilient supply chain systems. Blockchain technology provides a secure medium to 
store drug information and detects data anomalies and unauthorized data entries in 
medical SC networks (Sylim et al. 2018; Haq and Esuka 2018). The path (all trans-
actions and approvals) that medicines take from raw material supply to their delivery 
to a patient can be monitored in a medical SC. Smart contracts and key verifica-
tions are the components of blockchain-based applications that enable transparent 
information tracking (Kumar and Tripathi 2019; Uddin 2021). Each data entry in a 
block is time-stamped and is stored by every participant in a network. This way, any 
attempts to change accurate data could be noticed easily. 

Researchers state that blockchain may be the most secure data storage system as 
once data is added to a blockchain, it cannot be deleted or modified (Haq and Esuka 
2018). Several blockchain-based applications were developed to secure medical SC. 
For instance, The Gcoin and the Medledger applications developed by Tseng et al. 
(2018) and Uddin (2021) ensure transparency in transactions and prevent counterfeit 
medicines by bringing manufacturers, government agencies, wholesalers, hospitals, 
and pharmacies together in a transparent, traceable, and verified chain. 

Risk 2: Delivery of medicines by unauthorized parties: To run a high-quality supply 
chain management system with all aspects, we need a balance between time, effort, 
and budget to perform all SC activities. In catastrophic events, when there is a high 
demand for certain products and time pressure, this balance among SC quality triangle 
components is broken. Manufacturers, healthcare providers, and other SC stake-
holders need to make quick decisions to specify new partners contributing to an 
SC. Due to insufficient verification and review processes and workforce, unautho-
rized parties may leak into medical supply chains leading to corruption in varying 
components of an SC (Baysal et al. 2021). 

Mitigation Strategy for Risk 2: Using blockchain to prevent delivery of medicines by 
unauthorized parties: Blockchain-based supply chain applications enable monitor of 
the whole transactions by regulatory bodies. In a chain, observatory accounts can be 
created, and whenever a transaction occurs, these bodies (e.g., the FDA) are notified. 
In this way, it is possible to verify the transactions and the parties involved in these 
transactions (Sylim et al. 2018). If the BC-based application is established based 
on the “permissioned” rule, only authorized and trusted participants are allowed to 
perform a transaction in the network (Haq and Esuka 2018).
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IBM has also been working on this issue and recently launched a blockchain 
network called Rapid Supplier Connect. The application enables government agen-
cies and healthcare organizations to quickly identify alternative suppliers and 
equipment vendors where shortages are experienced in a medical SC (Landi 2020). 

Risk 3: Breakage of cold chain: A critical aspect of medical supply chains is to 
ensure environmental conditions such as temperature, light, ventilation, sanitation, 
and humidity at certain levels during the logistics of medicines (Bogataj et al. 2005; 
Bamakan et al. 2021). Constant temperature and humidity levels must be ensured 
for sensitive medicines in the whole lifecycle from production to final delivery. 
The systematic review study of Hanson et al. (2017) on evaluating vaccine expo-
sure temperatures states that among the reviewed 45 articles, “the vaccine exposure 
temperatures were below the recommended ranges during shipments in 38% of the 
studies in higher-income countries and 19.3% in lower-income countries”. 

The Guidelines on Good Distribution Practices of the World Health Organiza-
tion (QAS/04.068) and European Union (94/C63/03) state that recorded temperature 
monitoring data should be available for review, and this data should be available “at 
least the shelf life of the stored product plus one year.” In the course of catastrophic 
events, the manual evaluation of environmental conditions may be interrupted. The 
monitoring process also requires the involvement of many people and lots of paper-
work (Kshetri 2018). These necessities have to be avoided in the circumstances 
such as a pandemic. Although IoT (Internet of Things), sensor, and RFID (radio-
frequency identification) technologies have significantly improved the monitoring of 
environmental conditions, these devices are still vulnerable to hacking and alterations 
(Kshetri 2018). 

Mitigation Strategy for Risk 3: Using smart contracts to monitor cold chains: Smart  
contract-integrated IoT devices enable traceability and tracking of the environmental 
conditions of products in cold chains (Bocek et al. 2017). This way, cold chain stake-
holders can be permitted to monitor products’ environmental conditions in real time 
(Bamakan et al. 2021). None of the involved parties can modify the data; thus, 
trust is ensured among SC stakeholders. Monitoring temperatures and other environ-
mental conditions prevent waste, protects the data from being stolen, and manipulated 
(Bamakan et al. 2021). 

Kshetri (2018) presents the Modum1 case as an example of using smart contracts 
to monitor environmental conditions in medical SCs. Modum’s system focuses on 
monitoring temperature levels of ambient medicines, which can be stored at 15–25 °C 
in trucks. The measured temperature values are transferred to the blockchain when 
medicines reach a destination. Later on, a smart contract compares all the data against 
regulatory requirements. If the environmental conditions are met, the medicines are 
deployed. If not, regulatory bodies are informed about the deviations automatically.

1 https://www.modum.io. 

https://www.modum.io
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Risk 4: Leakage of sensitive patient data, data manipulation, and data theft: In  
unforeseen catastrophic events, medical supply chains become more vulnerable to 
data manipulation and theft (Kshetri 2018; Baysal et al. 2021). The evidence from 
the field reveals that patients may be exposed to economic and social threats due to a 
lack of adequate security measures and data breaches (Kemkarl and Dahikar 2012; 
Yue et al. 2016). 

Mitigation Strategy for Risk 4: Ensuring accurate information flow in a medical 
SC and preventing data manipulation and theft: To improve medical supply chain 
resilience and decision-making, we need to ensure the accurate and secure informa-
tion flow from all SC parties. A blockchain network has the capability to present 
existing inventory in warehouses, hospitals, and pharmacies, which would enable 
the rerouting of medicines and other materials where they are most needed (Landi 
2020). Different parties in a medical SC may keep varying data regarding patients. 

For better decision-making, patient data, including diagnosis, genetic, and 
biometric information, must be consolidated across different healthcare institutions 
(Hölbl et al. 2018). Especially in infectious diseases, a large amount of data from an 
extensive network need to be gathered. Blockchain-based applications ensure that 
such sensitive information is securely shared and validated by authorities (Messina 
et al. 2020). 

Risk 5: Receiving inaccurate information from various medical SC stake-
holders: Shortage of raw materials and increased demand for medical products cause 
difficulties in delivering medicines to patients. When information flow is corrupted, 
accurate demand for medicines, tests, and other materials may not be specified. In 
such cases, optimal use of existing drugs and healthcare equipment becomes more 
important. Corruptions in the information flow indicating the stock levels and demand 
would be misleading decision-makers in SCs (Govindan et al. 2020). 

Mitigation Strategy for Risk 5: Flexibility in reflecting changes to a medical supply 
chain by using blockchain: In unexpected events such as the COVID pandemic, 
regulations are needed to be updated promptly by regulatory agencies. Supply chain 
systems need to be flexible to reflect such changes in every SC component. The orig-
inChain application developed by Lu and Xu is an example of such a need. It ensures 
medical data’s availability to service providers and automates regulatory-compliance 
checking in a medicine supply chain (Lu and Xu 2017). 

5 Managerial Implications of the Study 

There is a great potential for using emerging technologies in the flow of medicines 
and medical devices, from raw material acquisition to final delivery to the patients. 
However, as Liza et al. (2022) stated, most companies do not have the awareness or 
capability to use these technologies.
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The disruptions experienced in the Covid-19 pandemic revealed the weaknesses 
and vulnerabilities of medical SCs and amplified their impacts. 

From the management perspective, this experience could be used as an opportunity 
to make the supply chains better prepared for the consequences of unforeseen events, 
preventing disruptions and efficiently handling disruptions’ impacts. 

To minimize risks in medical SCs that emerge from disruptions, we can design 
and develop holistic solutions that bring together all supply chain components and 
recent advancements in information technologies. 

This study presents disruption-related risks that could be mitigated or resolved 
using blockchain applications and highlights real-life solution examples. Under-
standing these risks and potential BC-based solutions would help SC managers and 
practitioners specify threats and develop recovery plans and actionable strategies to 
become more agile in times of crisis. 

Blockchain has the potential to improve the visibility of medical SCs, stating 
the sources of the raw materials, manufacturers, warehouses, transportation units, 
environmental conditions, and final consumers in an immutable way. It should be 
noted that disruption-related risks can be prevented, and disruptions’ short and long-
term impacts on medical SCs can be minimized. 

Additionally, although this study explores the possible utilization of blockchain 
technology in medical SC systems, the solutions discussed can be adapted to other 
SCs. 

6 Conclusions 

Unforeseen events such as disease outbreaks, earthquakes, or floods are realities 
of our world, and it is impossible to avoid most of them. However, the impact of 
disruptions caused by these events on SCs can be reduced, recovery plans can be 
put into operation effectively, and the resiliency of SCs can be improved with the 
integration of emerging technologies. 

The Covid-19 pandemic has revealed the vulnerabilities and weaknesses of 
medical supply chains. Production of medicines and other medical products was inter-
rupted, and delays were experienced in delivering products to patients. Decreases in 
production capacities, shortages in raw materials, and breaks in transportation initi-
ated other problems such as the production and delivery of counterfeit and substan-
dard medicines, involvement of unauthorized parties to SCs, breakage of cold chains, 
data manipulation, and data theft. 

This chapter focused on the risks that emerge from medical supply chain disrup-
tions and discusses how blockchain could be a solution for overcoming these risks 
and creating more resilient medical supply chains. 

The evidence from the literature shows that blockchain has been adopted in several 
supply chain applications in the medical domain. We can use blockchain technology 
in developing applications to ensure full traceability of an SC from raw material 
supply to final delivery, detect fake (counterfeit, falsified) and substandard medicines,
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monitor environmental conditions, and ensure that cold chains are not broken during 
the delivery of sensitive medicines, prevent data manipulation and theft, and increase 
the efficiency of regulatory audits when the SC resources are substantially low due 
to catastrophic of the events. 

By benefiting from the immutable and secure nature of blockchains and ensuring 
security and privacy, it would be possible to mitigate and proactively reduce the 
impact of risks that occur due to disruptions. In the future, we expect regulatory 
bodies and SC stakeholders to increase their investments in adopting blockchain 
technology in supply chain management. 

This study presents the risks and blockchain-based mitigation strategies based 
on a literature review and has limitations. First, performing a multivocal review and 
including grey literature (e.g., blog posts, white papers, webinars) in the analysis 
would extend the number and variety of blockchain-based applications used in the 
field. Secondly, the review focused solely on the medical supply chain domain. Other 
SC domains, such as food and automotive, would have commonalities in types of 
risks and challenges. There may be varying BC applications used in other domains. 
Therefore, the review could be extended to include other SC domains. 

The pandemic is not over yet, and uncertainties remain valid in many ways. The 
adoption of blockchain by medical supply chain stakeholders needs to be considered 
as part of their strategic plans to overcome the challenges of unforeseen events. 
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Impacts of Resilience Practices on Supply 
Chain Sustainability 

Noraida Azura Darom and Hawa Hishamuddin 

1 Introduction 

Supply chains are continuously exposed to the possibility of disruption as the inter-
connected nature of their operation creates many vulnerabilities. The interdepen-
dence between suppliers, manufacturers, and retailers in the supply chain can lead 
to various unforeseen situations, subsequently exposing organizations to the risk of 
disruption. Without an effective strategy, the uncertainty and unpredictable events 
that could occur might lead to poor supply chain performance and severe loss. 
Furthermore, major disruptions could cause lasting effects throughout the supply 
chain. Thus, the importance of supply chain disruption management has been widely 
emphasized and has become even more crucial in the current global scenario. 

The recent virus Covid-19 outbreak has shown how various industries were 
affected by the major disruption. The impact of the pandemic spans the automo-
tive sector, tourism industry, aviation industry, oil industry, construction industry, 
telecommunication sector, food industry, and healthcare industry. Supply and 
sourcing strategies were disrupted because of delayed or stopped manufacturing 
processes due to the lack of stock, manpower, and travel restrictions. While indus-
tries like tourism or aviation suffered from lockdown and travel restrictions, the 
healthcare supply chain on the other hand was faced with increased demand as the 
shortage of supply of personal protective equipment and medical equipment affected 
all around the world. 

In India, Singh et al. (2021) reported that the food industry supply chain has been 
severely affected as the lockdown orders caused the unavailability of the labor force 
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and truck operators. Small and medium industries had to suspend manufacturing, 
while large-scale manufacturing firms had to reduce production capacity to control 
the outbreak (Udofia et al. 2021). Similarly, in Pakistan, many manufacturing activ-
ities were facing substantial delays as their suppliers, which are mainly based in 
China, are operating at a limited capacity (Butt 2021). 

The impact of a pandemic has demonstrated the importance of developing a 
resilient supply chain for operational continuity. However, alongside the need to 
develop resiliency in the supply chain, sustainability goals should continue to become 
the priority for the supply chain. Achieving environmental sustainability in the supply 
chain would help to reduce costs, improve safety, and protect the environment in addi-
tion to increasing customer satisfaction and loyalty. Sustainability measures could 
range from a small operational improvement, adoption of green technology, or the 
extent of reconfiguring the whole supply chain, all with the ultimate goal of better 
environmental performance. 

Many researchers have suggested that a supply chain with high resilience would 
be more sustainable. Mehrjerdi and Shafiee (2021) claim that a supply chain should 
be resilient enough to maintain its sustainability. However, as the organization takes 
measures to build resiliency into the supply chain by developing the ability to prepare 
for, address, and restore operational continuity (Golgeci and Ponomarov 2013), these 
courses of action could compromise the sustainability aspect of the supply chain. The 
supply chain practices in managing disruption risks could have a significant impact 
on the environmental sustainability of the supply chain (Govindan et al. 2014). 

Thus, the motivation of this chapter is to address the relationship between strate-
gies employed by a supply chain to build resiliency against disruption and the impact 
of those practices on the sustainability aspects of the supply chain. Understanding 
the relationship between resilient practices and sustainability would be important to 
balance the two supply chain goals. 

This chapter could serve as a starting place to gain an understanding of the concept 
of a resilient and sustainable supply chain, and key strategies to achieve these goals. 
The chapter is organized as below. In Sect. 2, we present a summary of resilient strate-
gies for dealing with supply chain disruptions. Next, the environmental sustainability 
aspect of the supply chain is reviewed in Sect. 3. Section 4 discusses the relationship 
between the resilient practices and sustainability aspect of a supply chain, Sect. 5 
presents the literature on the quantitative models that were developed to address 
the supply chain problem concerning sustainability and resiliency issues. Section 6 
presents some observations and insights, while Sect. 7 ends the chapter with the 
conclusion.
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2 Resilient Practices in Supply Chain Disruption 
Management 

Risks in the supply chain can be defined as disruption, uncertainty, disasters, and 
dangers that are inherent in the supply chain (Ghadge et al. 2013). According to 
Lynch (2012), any change that occurs in the supply chain can lead to potential risks 
that interfere with the operation of the entire system. In addition, the source of these 
failures or disruptions can occur regardless of the scale and is not limited to a func-
tion, process, source, or location. Even without a large-scale unprecedented event, 
disruptions can appear in the daily operation of a supply chain when there are risks 
of failures in machine operation, slow deliveries, poor planning and scheduling, 
lack of raw materials, as well as human or employee fault (Kilpatrick 2020). Thus, 
the concept of a resilient supply chain is based on the rationale that not all risks are 
avoidable but by building resilience, an organization can address the threat of disrup-
tion to their supply chain and ensure continued delivery of products and services to 
customers (Tukamuhabwa et al. 2017). 

Literature offers different classifications of the type of risk. Chopra and Sodhi 
(2004) categorizes supply chain risk into demand risk, intellectual property risk, 
risk behavior, and political risk or social. Ghadge et al. (2013), classify the types of 
risks into six key characteristics: process, organization, location, data, application, 
as well as technology. Process risk revolves around the sequence of activities in 
the organization and their end results while organizational risk focuses on human 
resources concerning their capabilities and roles as well as the relevant team structure 
and organizational units. Meanwhile, location risk is associated with geographical 
location and related issues with physical facilities and infrastructure, while data risk 
focuses on means of addressing the content, structure, and relationships associated 
with information data. In addition, application risk refers to the capabilities and 
usability of information systems. Alongside that, technological risk involves the 
equipment and technology application. 

The strive to build resiliency in the supply chain would serve as the long-term 
strategy for an organization to handle unexpected and continuous disruptions. With 
this capability, the organization could proactively plan the supply chain to predict 
unexpected disruptions, respond to disruptions continuously, be able to control struc-
ture and function, and be able to maintain robust or better operations to gain advantage 
in competitiveness (Ponis and Koronis 2012). By being resilient, the supply chain 
would be able to reduce the impact of vulnerability (due to disruption) through the 
expansion of required levels of readiness, rapid response, and recovery capabilities 
(Chowdhury and Quaddus 2015). From a much wider perspective, resilience has 
been defined as the adaptive capacity where the system is capable to adapt to new 
conditions and improve other dimensions of performance (Burnard et al. 2018). 

Literature has discussed several supply chain capabilities that are strongly linked 
to resiliency in the supply chain. These include agility, flexibility, responsiveness, 
adaptability, alignment, robustness, and redundancy (Christopher and Peck 2004; 
Mensah and Merkuryev 2014; Ponomarov and Holcomb 2009; Sodhi and Tang 2012).
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Christopher and Peck (2004) defined several principles for supply chain resilience 
which include supply chain re-engineering whereby risk reduction is factored in the 
supply chain design. 

According to Shao (2013), responsiveness, competency, flexibility, and speed are 
characteristics of being agile. Improvement in agility could be achieved by preparing 
detailed plans and focusing on supply chain policies and initiatives that promote 
collaboration, integration, and timely information sharing. Through collaboration, 
faster disruption recovery could be achieved as supply chain parties could coordi-
nate their responses and share resources. Kamalahmadi and Mellat-Parast (2016) 
suggested that developing contingency plans using flexibility in suppliers’ produc-
tion capacity is an effective strategy for firms to mitigate the severity of disruptions. 
In addition, the flexibility and reliability of the suppliers and regions play a signif-
icant role in determining contingency plans during disruption. Tukamuhabwa et al. 
(2017), also highlighted the need to increase flexibility and supply chain agility while 
forming collaborative supply chain relationships. Additionally, the power structure 
in a supply chain governs the type and configuration of supply chain flexibility 
(Angkiriwang et al. 2014). 

According to Chopra and Sodhi (2014), companies can build resilience by 
isolating or balancing the supply chain and avoiding too much resource central-
ization. Mensah and Merkuryev (2014) proposed lean production, the six sigma 
strategy, and emphasized the strong corporate culture required in a resilient organi-
zation. Moreover, Ambulkar et al. (2015) emphasized the need for firms to have a 
strong awareness of disruption risk and the ability to learn from prior disruptions, the 
ability to reconfigure resources to manage disruption, and have an infrastructure that 
is well prepared to handle disruption risks. Dubey et al. (2019) argued that supply 
chain visibility improves resilience in the supply chain as it facilitates information 
sharing and data connectivity among supply chain partners as well as building trust 
when each party shows their commitment to the partnership. Hasani and Khosrojerdi 
(2016) proposed six resilience strategies including facility dispersion, facility rein-
forcement, production of semi-manufactured products, multiple sourcing, inventory 
buffer, and use of a primary and alternative bill of material. 

The significance of supplier and inventory management systems has been covered 
in the literature in relation to supply chain resilience strategies. Kamalahmadi and 
Parast (2017) evaluated the effectiveness of mitigation strategies using backup 
providers and emphasized that comprehensive supply risk management strategies 
should take into account the impact of disruption on interconnected suppliers. Addi-
tionally, it is important to use selection criteria that can help reduce disruption and its 
impact, such as supplier technological capabilities, financial and business stability, as 
well as process reliability. By creating redundancy through the strategic and selec-
tive use of spare capacity and inventory, firms can utilize spare stocks, multiple 
suppliers, and extra facilities to cope with disruptions (Tukamuhabwa et al. 2015). 
Moreover, inventory management needs to be aligned for the entire supply chain 
to minimize the risk of inventory shortage or absence. Furthermore, logistics capa-
bilities need to be enhanced by reducing cycle times and delivery times as well 
as efficient knowledge management and customer service so that rapid disruption
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recovery can occur (Ambulkar et al. 2015). Razavian et al. (2021) also highlighted the 
use of multiple suppliers, emergency inventory, and protection of suppliers as essen-
tial strategies to build resiliency and minimize costs. Udofia et al. (2021) emphasized 
productivity management to maintain customer satisfaction during disruption. 

Following the Covid-19 pandemic, Martins et al. (2021) highlighted three crit-
ical elements of resilience: the decision-making process, human resources devel-
opment and knowledge management, and data security. Additionally, the authors 
highlighted the importance of digital technology to enhance resilience. The effect 
of severe disruption would necessitate investment in process digitization and tech-
nologies to improve the analysis and decision-making process. Meanwhile, Ivanov 
and Dolgui (2021) proposed a framework of supply chain disruption management 
comprising data-driven disruption modeling in the supply chain and uncovering the 
interrelations of risk data, disruption modeling, and performance assessment. The 
digital supply chain model would allow end-to-end visibility to improve resilience 
and allow contingency plan assessment. The authors emphasized the importance of 
supply chain monitoring and visibility in post-pandemic recoveries. 

3 Environmental Sustainability of a Supply Chain 

According to the United Nations (UN), environmental sustainability is about acting 
in a way that ensures future generations have the natural resources available to live an 
equal, if not better, way of life than current generations. Under UN Sustainable Devel-
opment Goal 12 (SDG), among the targets are sustainable use of natural resources, 
efficient management of chemical and all waste, and a reduction in waste generation 
by the year 2030. In addition, SDG-13 has been developed specifically to address 
climate change and its effects (Responsible Consumption and Production | United 
Nations ILibrary). In achieving this ideal, both individuals and institutions must play 
a role in environmental sustainability. Sustainability is important for organizations 
not only to achieve compliance with regulations and meet stakeholders’ requirements, 
but also to gain business advantages such as improved business image, productivity, 
and product quality (Youn et al. 2013; Zailani et al. 2015). 

In the supply chain context, the aspect of sustainability is seen as a combination of 
considerations of economic aspects, environmental impact, and social responsibility 
with an efficient inter-organizational business system. This includes the manage-
ment of materials, information, capital flows, as well as procurement processes 
that are effective and able to meet the needs of stakeholders to increase the prof-
itability, competitiveness, and resilience of the organization for the short and long 
term (Ahi and Searcy 2013). Environmental impact factors in operations should also 
be addressed for the long term and on an ongoing basis. Environmental problems 
originating from numerous industries could include acid rain, air, asbestos, metals, 
toxic substances, and universal waste (Balon 2020). For example, in the automo-
tive industry, pollution results from inefficient use of resources, and the automotive 
industry are one of the main pollution sources in Asia (Zailani et al. 2015). Waste
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materials issue is among the major concern emphasized in the literature including 
packaging materials waste and scrapped toxic materials (Gupta and Palsule-Desai 
2011; Barbosa-Póvoa 2009; Bonney and Jaber 2011). Moreover, traffic congestion 
has also been highlighted as one of the environmental impacts of supply chain 
operations (Chin et al. 2015). 

Effects of greenhouse gas emissions, especially carbon dioxide emissions from 
supply chain activities have been heavily mentioned in the literature (Tang and Zhou 
2012; Gupta and Palsule-Desai 2011; Eltayeb et al. 2011; Barbosa-Póvoa 2009; 
Bonney and Jaber 2011). Carbon emissions in the supply chain can be contributed to 
the procurement process, product manufacturing, distribution and retail, and disposal 
and recycling. Most of the carbon emissions are accounted for in the transportation 
and logistics processes of the supply chain (Homayouni et al. 2021). Other mention of 
environmental concern includes water pollution (Tang and Zhou 2012), soil pollution 
(Eltayeb et al. 2011), and the production of hazardous material (Gupta and Palsule-
Desai 2011) and (Barbosa-Póvoa 2009). 

The drive for sustainability would entail the whole parties in the supply chain to 
be responsible and involved in the initiative. The efforts could be characterized by 
the approaches taken in managing resource utilization, production processes, and 
logistics activity that occur daily in supply chain operations in such a way that there 
will be a minimal harmful impact on the environment. Additionally, the impact on 
energy consumption is a driver of efforts to increase efficiency in the use of utilities 
(Tang and Zhou 2012; Chin et al.  2015; Gupta and Palsule-Desai 2011; Eltayeb et al. 
2011). 

The extent of the implementation of environmental sustainability strategy would 
differ from one organization to another. A few examples can be offered. Azevedo 
et al. (2013) presented in their study how one company had changed their plant roof 
to include transparent roof material so that natural light could be used. The other 
company in the same study had changed a particular production process to reduce 
the water and energy consumption at the same time that it reduced the processing 
time. All the companies employ reverse logistics management, mainly by using 
returnable/reusable packages and racks, and return of defective items. According to 
Govindan et al. (2020), sustainability practices either through a green supply chain 
approach or a sustainable supply chain management can lead to improved operational 
performance companies through waste reduction, effective use of utilities, employee 
involvement, as well as community support. Carbon footprint reduction can also be 
achieved through sustainability program implementation.
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4 Relationship Between Resilience Strategies on Supply 
Chain Sustainability 

Environmental practices must be addressed to assure that the management system is 
sustainable (Carvalho et al. 2011). Sustainable supply chain practices such as green 
procurement as well as sustainable packaging can have a positive impact on the 
economic, social, and operational performance of the supply chain (Zailani et al. 
2012). According to Azevedo et al. (2013), environmental performance improve-
ment through a green supply chain management approach can reduce the environ-
mental impact of industrial activities without sacrificing quality, cost, reliability, 
performance, or efficiency of energy use. 

There is an argument that sustainability and resilience objectives could be 
conflicting with each other. Esfahbodi et al. (2016) stated that the adoption of sustain-
able practices would lead to better environmental performance, but does not neces-
sarily lead to improved cost performance. Similarly, resilient supply chains may not 
be the lowest cost even though they would possess the capability to cope effectively 
with disruptions. 

In an ideal situation, a supply chain will be resilient and sustainable when it has the 
required capabilities to respond effectively to disruption while being able to reduce 
its vulnerabilities (Nayeri et al. 2022). However, according to Mari et al. (2014), it is 
hard to maintain supply chain network sustainability when the supplier is vulnerable 
to disruption or when the manufacturer or warehouse is in a risky location. 

Fahimnia and Jabbarzadeh (2016) suggested that sustainability practices through 
the lean and less waste approach could create vulnerability when disruption occurs, 
as protective redundancy is reduced, thus affecting the disruption management capa-
bility. In inventory management, the optimal lot-sizing decision would balance the 
need for protection against disruption and minimizing carbon emissions. Small and 
frequent lot-size lead to more carbon emissions due to transportation and increased 
logistics costs and a greater risk of supply chain disruption, but carbon emissions due 
to warehouse operations and inventory costs can be saved (Kaur and Singh 2019). 

According to Govindan et al. (2014), the use of flexible transportation to mitigate 
disruption risk will have a significant impact on the environmental sustainability of 
the supply chain. Furthermore, planning for additional capacity to achieve robustness 
would require higher supply chain cost (Aldrighetti et al. 2021). Meanwhile, an 
implementation of a resilient strategy through facility fortification has been reported 
to increase supply chain resilience and enhances sustainability (Ivanov 2018). 

Supplier selection is very important in designing a sustainable supply chain in 
order to minimize carbon footprint from the purchased materials (Mari et al. 2014). 
However, sustainable sourcing practices with only a few numbers of suppliers would 
limit the ability to switch suppliers during disruption.
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5 Modeling of Sustainable and Resilient Supply Chain 

Even though disruptions could be an everyday occurrence in the supply chain oper-
ation, the recent pandemic has amplified the need for effective strategies to mitigate 
them. As with other optimization models concerning supply chain problems, the 
modeling approach can be used to assist in the policy and decision-making process. 
This approach would allow for the exploration of other opportunities and alternative 
problem solutions. In addition, this also enables a systematic understanding of the 
whole supply chain system. 

The supply chain planning stage is the phase where many significant strategies 
can be implemented. Thus, the supply chain network design area has been the focus 
to integrate sustainability into the supply chain model. Similarly, the incorporation of 
resilient aspects has been approached through supply chain network design (SCND). 
In the modeling of sustainable and resilient supply chain network design, the goals 
are set higher wherein the objectives now are to minimize cost and maximize envi-
ronmental and social performance, while ensuring that the designed supply chain is 
resilient to supplier disruptions. The expected disruption cost is used to summarize 
different components that are related to a disruption including damage cost, recovery/ 
restoration cost, trans-shipment cost, procurement cost penalty, backlog cost, delay 
penalty cost, and transport cost penalty (Aldrighetti et al. 2021). 

Shafiee et al. (2021) developed a model integrating leanness, sustainability, and 
resilience in the supply chain using mathematical modeling. Resilient strategies of 
multiple sourcing and backup supplier were taken into account in the model. The 
economic objective function minimizes operational and strategic costs, while the 
environmental objective function reduces the pollution emitted from installation and 
transportation. 

Salama and McGarvey (2021) proposed a multi-integer linear program model of 
a resilient supply chain to the pandemic effects. With constraints on workforce limit, 
operating hours, and shipment size in addition to many limiting factors imposed by 
the pandemic, different scenarios were studied for the optimal supply chain design 
and management during the pandemic. 

Mehrjerdi and Shafiee (2021) presented a multi-objective mixed-integer program-
ming model for a closed-loop supply chain. In this research, different dimensions of 
sustainability have been taken into account with consideration for reducing the total 
cost, energy consumption, pollution, and increasing job opportunities. Information 
sharing and multiple sourcing strategies have been employed in model development 
for making the supply chain more resilient. 

Mari et al. (2014) proposed a model for a sustainable and resilient supply chain 
using the weighted goal programming method. The sustainability goal is represented 
by the carbon footprint of procured materials, and the carbon emission from trans-
portation and manufacturing. The economic goal is to minimize total supply chain 
network costs. Meanwhile, a resilience metric is used to determine the expected 
disruption cost or the resilience aspect of the model. The main objective is to ensure 
that the supply chain network is sustainable, as well as resilient enough to cope with
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disruption. The case example shows that when the weightage for the total cost goal 
is high, the sustainability and resiliency of the supply chain would be reduced. 

In the SCND model developed by Jabbarzadeh et al. (2016), the authors consider 
the risk of disruptions, uncertainties in demand, probability of disruption occurrence, 
and capacity of facilities in the model. The model’s objective is to minimize the total 
cost of establishing the network while maximizing supply chain resilience. The real-
world application involved a case study in which the company planned to build 
fortified storage units to mitigate fire disasters. The finding from the study shows 
that facility and initial capital investment are vital in developing a resilient supply 
chain and reducing strategic supply chain costs. 

Fahimnia and Jabbarzadeh (2016) presented a model for a sustainable and resilient 
supply chain where the aim is for sustainability performance to remain unaffected 
or only slightly affected by disruptions. The sustainability performance scoring 
approach is used to quantify the environmental and social performance of the supply 
chain, focusing on suppliers’ sustainability performance. In the case study applica-
tion, dynamic sustainability trade-off analysis is used to design a supply chain that 
can provide efficient and effective solutions in normal situations and during disrup-
tion. Analysis from the study shows that a small increase in the regular cost of the 
supply chain can lead to the development of a resiliently sustainable supply chain. 
In another study by Zahiri et al. (2017), a sustainable-resilient supply chain network 
design is proposed for the pharmaceutical industry to minimize total network cost 
and environmental impact and maximize social impact. The social measures in this 
study include the consideration of job creation and unemployment criteria. 

Meanwhile, Ivanov (2018) proposed a scheduling model that considers the coor-
dination of recovery actions in the supply chain. A resilience index was proposed by 
using the notion of attainable sets which are the range of performance outcomes of 
the control policies in the presence of disruptions. The model could be used to adjust 
the supply chain production schedule during severe disruption recovery and assess 
the resilience status of the supply chain. 

Jabbarzadeh et al. (2018) proposed a hybrid approach to design a resilient and 
sustainable supply chain. In the two-step phase, the sustainability assessment of the 
suppliers was made followed by the development of a stochastic bi-objective opti-
mization model using sustainability scores as the input parameters. The objectives 
are to determine the sourcing decisions and resilience strategies such as the need for a 
backup supplier and extra production capacities. In the case problem of a pipe manu-
facturing company, environmental measures involved safe treatment and disposal of 
hazardous materials, waste collection, emission of pollutants, and renewable and non-
renewable energy consumption. Additionally, the social criteria focused on human 
rights, labor working conditions, society contributions, and product responsibility 
issues, while the economic measures included market shares, profitability, and oper-
ating expenses. Findings from the study show that the higher the level of sustain-
ability, the higher the total cost of the chain supply would be. Trade-off analysis was 
performed to identify opportunities to improve performance such that sustainability 
remains cost-efficient under various disturbance scenarios.
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Later, Pavlov et al. (2019) proposed a network redundancy optimization model 
using the case example of seaport operations. The authors studied a trade-off between 
sustainable resource utilization and supply chain resilience in the contingency plan 
for disruption scenarios that are caused by supply and seaport structural disrup-
tions. The proposed model aims to create resiliency strategies related to the design 
stage, such as backup suppliers, re-routing in transportation channels, and capacity 
adjustments. Meanwhile, Hosseini et al. (2019) proposed a stochastic bi-objective 
mixed-integer programming model to support the decision-making on how and when 
to use both proactive and reactive strategies in supplier selection and order alloca-
tion. The supplier resilience cost is considered to include the mitigation cost to reduce 
vulnerability and the contingency cost to enhance recoverability. Findings from the 
study showed that total resilience cost will vary according to different disruption 
scenarios. 

Razavian et al. (2021) developed a model for resilient supply chain model with 
concurrent consideration for material and financial design. Multiple sourcing, emer-
gency inventory, and additional production capacity were considered and the results 
show that the strategies could improve the supply chain performance. Meanwhile, 
the study by Homayouni et al. (2021) proposed a sustainable logistics model that 
considered assorted vehicle types and gas emissions involved with product trans-
portation. Sustainable logistics planning has the objectives to minimize total cost and 
maximize the vehicle’s transportation performance. The authors categorized carbon 
emissions sources into operation-related and transportation-related while considering 
two carbon policies: carbon tax and cap-and-trade. The real-world application of the 
model involves the design of a supply chain for carbon manufacturers with environ-
mental aspect considerations. This study employed a multi-choice goal programming 
method to solve the problem and the findings suggested that a cap-and-trade policy 
is a better carbon policy for reducing pollution. 

These studies show the different approaches used in the modeling of sustain-
able and resilient supply chains. Among the resilience strategies considered include 
expansion of supplier capacity, use of backup suppliers, and resource investment for 
faster supplier recovery. Total supply chain cost represents the economic aspect of 
sustainability while the environmental objective is usually represented by the carbon 
emissions criteria. 

6 Observations and Insights 

Following a high-impact disruption event like the Covid-19 pandemic, it is expected 
that there will be much focus and emphasis on building resiliency in the supply chain 
to ensure operational continuity during challenging times. Elements of resilience and 
sustainability like flexibility, agility, robustness, green, and collaboration are not new 
and have been highlighted extensively in the literature. However, the challenges are 
to understand the interdependence between these elements when combined together. 
The actual implementation of resilient strategies has been focused on manufacturing
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flexibility and transportation capability. Collaboration in the supply chain is also 
crucial for a coordinated response when disruption occurs. 

The literature on the resilient supply chain has shown that decisions on inventory 
management, supplier selection, and facility decision are always important to the 
supply chain. However, the utilization of digital technology has been highlighted as 
essential to improve both the resilience and sustainability of the supply chain in the 
current scenario. The application of digital technology is an important strategy to 
cope with the disruptions caused by the pandemic as it allows the means to cope with 
the restriction imposed (Shen and Sun 2021). However, the technology risk would 
need to be fully understood and an action plan would be needed for possible new 
risks. 

Understanding the relationship between resilient practices and sustainability is 
important. Literature has shown that different resilient strategies would affect the 
sustainability of the supply chain differently. 

The application of the optimization model can be used to find the trade-off between 
resilience and sustainability. While resilient supply chains would offer better protec-
tion against disruptions, they might be costly to implement and maintain. Sustain-
able practices, on the other hand, can create environmental benefits that offset some 
of these costs. There would be a challenge for the supply chain manager to accu-
rately evaluate this cost. By understanding how certain changes to a supply chain 
might impact both resilience and sustainability, it is possible to make informed deci-
sions about which practices to adopt. Furthermore, successful implementation in real 
practice would depend on the specific supply chain issue and managerial policy. 

7 Conclusions 

A supply chain should achieve by some means the balance of economic, social, and 
environmental components of sustainability. In this chapter, we reviewed the resilient 
practices employed as mitigation strategies against disruption risks in the supply 
chain. We discussed the environmental sustainability aspect of the supply chain. In 
addition, the interrelationship between the resiliency element and the sustainability 
performance of the supply chain is also examined. 

The review of the existing quantitative work on sustainable and resilient supply 
chains shows how the optimization model is used to meet the different objectives 
including supplier selection and developing a contingency plan and a logistics plan. 
Some of the studies highlighted that resilience enhancements can be achieved at only 
a small cost increase. 

Different case study results show how the supply chain planning was designed to 
the specific objectives of the supply chain. Additionally, the real-world application of 
the model illustrates the improvement in environmental performance and reduction 
of vulnerabilities in the supply chain. 

The research area of the sustainable and resilient supply chain is still expanding. 
There is still lacking a comprehensive supply chain solutions to improve resilience
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and sustainability as supply chain policies and practices should be supported by 
an effective operational action plan. Further research should consider if a resilient 
strategy through digital technology application would have an impact on other aspects 
of sustainability. 

Additionally, the decision-making support system using a model-based can be 
explored from many approaches. The complexities and various supply chain opera-
tions offer opportunities for different research perspectives. More research is needed 
to address and capture the different elements required for a successful sustainable 
and resilient supply chain implementation. 
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