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1 Introduction

Ever since, Public Key Cryptosystem (PKC) devised by Diffie and Hellman [1] in
1976, the cryptographic research took a rapid progress. Shamir [2] devised the notion
of Identity-based PKC (IPKC), in 1984. In such cryptosystem, signer’s public key
comprises of binary sequence linked to their identity, like name, mobile number etc.
Accordingly, the public key is verified explicitly without accompanying the matching
public key certificate. Further, private keys are issued by the trusted party, termed
the Key Control Centre (KCC). By the invention of IPKC, many encryption and
signature schemes with bilinear pairings of elliptic curves were constructed [3, 4].

Most of the schemes were constructed under opinion that the private keys remain
perfectly secure. The whole system’s security will no longer be confidential, if
suppose the KCC is compromised. To overcome such situation, Dodis et al. [5],
devised a cryptosystem via key-insulated mechanism, in 2002.

The basic structure of the system [5] is split life time of master private key as
distinct time periods, in which the long term private keys not used for signing directly
called helper keys are maintained by a device that is physically-secure, the helper.
To perform cryptographic operations, the signers store their interim private keys
in a powerful but computationally limited device. Further, this mechanism revives
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the momentary private key on distinct time periods through an interaction involving
signer and helper; keeping public key unaffected all over. Thus, acompromise of some
periods leaves the other unharmed. Hence, this mechanism effectively minimizes the
harm caused by revelation of private key until it changes.

Based on scheme [5], the first signature scheme in Identity-based framework using
key-insulated mechanism was constructed by Zhou et al. [6], in 2006. Later, many
signature schemes and their extensions were constructed [7-9].

Boneh et al. [10], devised an aggregate signature, in 2003, which is single
compressed signature attained on combining different n (signatures; signers;
messages). Such signature is verified by anyone; convince themselves that the n
signer’s undeniably signed the n original messages.

Mambo et al. [11] devised a proxy signature in PKI based setting, in 1996. Later,
Zhang et al. [12] constructed the first proxy signature scheme in 2003, in ID-based
framework. In such a scheme, proxy signer signs on message in support of original
signer, attained on receiving a warrant consisting of implicit description of signing
rights issued to the former by the latter. Tiwari et al. [13] carried out an analysis on
generalization of the proxy signature in 2013.

Wan et al. [14], in 2009, presented a Proxy Signature scheme using Key-insulted
mechanism in Identity-based framework (IKPS), that needs 4 pairing computations in
proxy signature verification phase proven secure in random oracle paradigm without
use of Forking lemma [15].

Lin et al. [16], in 2013, presented an Aggregate Proxy Signature scheme
in Identity-based framework (IAPS) on realizing warrant-based delegation. This
scheme needs 3 pairing computations in the aggregate signature verification phase
and uses Forking lemma [15] in its security reduction.

To handle the issues of key disclosure in proxy signature and maintaining the
merits of aggregate signatures, in this article, we construct the first efficient Key-
insulated Aggregate Proxy Signature scheme in Identity-based framework (IKAPS)
that uses bilinear pairings of elliptic curves. The constructed scheme involves only
3 (constant) pairing calculations in its key-insulated aggregate proxy signature veri-
fication phase. Further, we demonstrate that the constructed scheme’s security is
tightly secure to the hardness of Computational Diffie-Hellman problem [17, 18] in
random oracle paradigm without the use of Forking lemma [15].

The rest of paper is categorized as follows: devoted Sect. 2, to some preliminaries
including computational hard problems. The constructed IKAPS scheme along with
schematic diagram is exhibited under Sect. 3. The constructed scheme’s security and
its proof of correctness are exhibited in Sect. 4. Efficiency analysis of the constructed
scheme is depicted in Sect. 5 and conclusion exhibited finally under Sect. 6.

2 Preliminaries

We summarize the symbolizations and their depiction used in the work; some
essential notions; necessary hard problems under this section.
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Table 1 Various symbolizations and their depiction used in the constructed scheme

Symbolizations Depiction

Ga Additive cyclic group

Gm Multiplicative cyclic group

€R Picked at random from the respective set

|G| Order of group

ID; The signer S;’s identity

dip; The ID;’s private key

PSIKp; 0 Proxy signer’s initial private key

HPKp;, Proxy helper’s private key in ¢ a time period

PSUKp,, Proxy signer’s update signing key in time period ¢
{Siti=1,2,....n An aggregate collection of proxy signers

{Mi}i=1,2, ..n An aggregate collection of messages

o A key-insulated proxy signature on the message M; by S;
{oi}i=1,2,..n An aggregate collection of key-insulated proxy signatures
o A key-insulated aggregate proxy signature

2.1 Symbolizations and Their Depiction Used
in the Constructed Scheme

The symbolizations and their depiction used in the constructed scheme are presented
in the following Table 1.

2.2 Bilinear Map

Let (Ga, +), (Gu, -) be as mentioned in 2.1, of equal prime order ¢, and P (say)
generates G,. A function e : G, x G, — G, is called bilinear map if the below laws
are satisfied:

I. Bilinear:VU, V € G,,Vx,y er Z,e(xU, yV) =e(U, V)¥.
II. Non-Degeneracy: 3U € G,,5 e(U, U) # 1.
III. Calculable: VU, V € G,,e(U, V) is calculated by effective algorithm.

On formulating appropriate modifications in Weil/Tate pairing, one works on such
using elliptic curves of finite fields.
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2.3 Complexity Assumptions

We now exhibit some compulsory hard problems which are used in the constructed
scheme’s security reduction, in the following.

— Computational Diffie-Hellman (CDH) Problem: V¢, d € Z;, given
P, cP, dP € G, evaluate cdP € G,. For A, a adversary in polynomial-time is of
advantage (Adv) described as ¢, the run time in opposition to the CDH problem in
Ga, ie., Advepy (t) = Pr[A(P, cP, dP) = cdP/P, cP, dP € G,].

— Computational Diffie-Hellman (CDH) Assumption: the (z, ¢)— CDH assump-
tion believed to hold in the group G,, if no A with Adv at least ¢ in #-time can break
the CDH problem.

3 The Constructed IKAPS Scheme and Its Schematic
Diagram

This section refers to the constructed IKAPS scheme, which involves eight algorithms
as portrayed below.

1. Setup: For [ €x Z™ security parameter, the KCC run the setup algorithm as
portrayed below:

— Picks two cyclic groups G,, G, under the binary operations addition,
multiplication respectively, of same prime order say ¢ > 2'.

— Picks P a generator of G, and e : G, x G, — G, a bilinear map.

— Picks s, hpk €g Z;‘, calculates Py, = sP, Py, = hpkP as appropriate overall
system’s, helper’s public keys, g = e(Ppup, P).

— Picks the hash functions H;, H, : {0, 1}* —> G,, H3 : {0, 1}* x G,, —> Z;,
Hy {0, 1} x G, x G,y — Z;‘.

— Publishes the system’s parameters which are made public as PP =<
1,Ga, Gm, q, P, e, Ppup, Ppip,g, H1, Ho, H3, Hs >, holds <s>, <hpk> with
itself securely.

2. Key Ext: The KCC run this algorithm to produce public and private keys of a
signer S; withidentity ID; fori = 0, 1, 2, ..., n. On attaining ID; of S;, it calculates
Qmp, = H\(ID;), dip, = sQip, as appropriate public, private keys of S;, sends
dip, to S; securely.

3. Initial Proxy Key Gen: The KCC and the original signer carry out this algo-
rithm. At first, Sy the original signer prepares a warrant @ with all the necessary
information about the allocation rights to the proxy signers {S;};=12... .. The
signer Sy creates a signature oy = (U, Vp) for w on calculating Uy = g’ where
ro €R Z;, ho = H3 (ID(), M, w, U()) and V() = ]’l()d[[)ﬂ +r0Pp,,b. Finally, S() sends
{IDy, w, op} to each proxy signer S;. Now, S; can verify the authenticity of oy
as below:
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e(P, Vo) = e(P, hodip, + roPpup) = e(Ppup, hoH1(IDg))Uy.

Now, KCC calculates PSIKip, 0 = hdip, + hpk’H,(ID;,0) where h =
Ha(ID;, Uy, Vo, w), transmits PSIK)p. o, <hpk> appropriate to proxy signer as
their initial proxy signing key and helper as their helper private key securely.
Here, ‘0’ of PSIK)p, o, denote the initial time period.

4. Proxy Key Upd:

— Helper Key Upd: At time period ¢, helper of the proxy signer S;, calculates a
helper key HPKp, ; = hpk[H2(ID;, t) — Ho(ID;, t — 1)], forwards it to S;.

— Proxy Signer Key Upd: Now, S; updates their private key PSUKp, ; =
HPKp, : + PSIKp, ;—:. Finally, the proxy signer wipe away the values
HPK]D’.,, and PSIK[D’.’ —1-

5. Key-insulated Proxy Sign Gen: On acquiring message M € {0, 1}*, in time
period ¢, proxy signer S; works as below:

— Picks an integer r; €x Z*, and calculates

Z/{i Zgri, h=H4(1Di, U(), Vo, a)), /’li =H4(ID,', M, w, Z/[o, V(), l),
V;, = hiPSUK]D[,t -+ riPpuh-

— Outputs o; = (U;, V;) the key-insulated proxy signature (IKPS) on M, signed
by S; in ¢.

6. Key-insulated Proxy Sign Ver: Any signer run this algorithm that takes message,
identity pairs (M;, ID;), key-insulated proxy signature (o;, t) as input. The
verification is done as follows:

— Calculates h = H4(ID;, Uy, Vy, ), h; = Hs(ID;, M, o, Uy, Vo, 1).
- Verlfy e(P, V,) = e(Phlp, h,‘Hz(ID,‘, t))e(Ppub, hh,‘H] (ID,))U, valid or not. It
outputs ‘1’, for o; valid, else ‘0.

7. Key-insulated Agg Proxy Sign Gen: Each proxy signer {S;};=1 2., presents
their key-insulated proxy signature (o;, f) in t. Now, any authorized signer
calculates U = ITi_,U;, V = X1, V; and outputs o = (U, V) as the IKAPS.

8. Key-insulated Agg Proxy Sign Ver: Any verifier verifies IKAPS (o, 7) for ‘¢’
as follows.

— Calculates h = H4(ID,', Uo, Vo, w), h; = H4(ID,', M, w, Uy, Vo, 1)
— Verify e(P, V) = e(Pup, hiH2(UD;, t))e(Ppyp, hhiH(ID;))U for validity. It
outputs ‘1’, for o valid, else ‘0’.

Now, we present the schematic diagram of IKAPS scheme (Fig. 1).
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Fig.1 Schematic diagram of the Constructed IKAPS Scheme
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4 Security Analysis

This section briefs proof of correctness as well the security reduction, of constructed
IKAPS scheme.

4.1 Proof of Correctness

For IKPS:

e(P, V,) :e(P, hl‘PSUK]D,.’t + }"l'Ppr)
= e(Ppyp, hiH2(ID;, t))e(Ppuy, hhiH1(ID;))U;.

For IKAPS:
e(P, V) =e(P, Z(hiPSUKp,; + riPpup))

= e(Pup, ThiH2(UD;, 1))e(Ppyp, ThhiH(ID;))U.

4.1.1 Security Reduction

Theorem: Assume A a forger, in polynomial time can forge the constructed IKAPS
scheme with non-insignificant Adv. Next, there is some B an algorithm, which can
output given CDH instance with the same Adv and time.

Proof: Let A cracks the constructed IKAPS scheme. An algorithm say B is provided
withxP, yP € G, and its objective is to output xyP € G,. For this, B replicates proxy
signer to attain valid proxy signature from A, to solve the CDH problem.

Setup: B puts Pp,, = xP, forwards the PP to A.

Queries: A queries {H;};—1,2, 3,4 hash functions, proxy key gen and proxy sign ver
at their convenience. We presume that before making any initial proxy private key,
proxy signing queries on ID; H; query was made on it earlier. For responding to
such, B evolves as below.

— 'Hi1— Queries: B possesses a list £, empty initially, (ID, c, d, v) of tuples to
evolve with the queried hash H; function. On getting a query on H; for ID €
{0, 1}*, by A, B evolves as below.

1. If £, comprises queried ID, 5 evolves with H;(ID) = v.

2. Else, B flips arbitrary coin d € {0, 1} with Pr[d = 0] = +

3. Now, B picks ¢ €g Z*, for d = 0 calculates v = c¢(yP) and v = c¢P ford = 1.
4. Inserts (ID, c, d, v) to L, forwards H;(ID) = v to A.
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— 'H,— Queries: B possesses a list £,, empty initially, of tuples (IDy, t, k, kP),
to evolve with the queried hash H, function by .A. On getting a query on (IDy, 1)
by A, B evolves as below.

1. If £, comprises the queried tuple, then B evolves with H, (IDy, t).
2. Else, B picks k €g Z;, calculates H,(IDy, t) = kP, inserts (IDy, t, k, kP)
to £,, forwards kP to A.

— H3— Queries: B possesses a list £3 of tuples (ID,, w, U,, h3). On getting a
query by A on Hj, B picks h; €g Z;, calculates H3(ID,, w, U,) = h3, inserts to
L5, forwards hs to A.

— H4— Queries: B possesses a list L4 of tuples (IDy, U, V.,w, hs), empty
initially, to evolve with the queried hash H,4 function. On getting a query on
(IDf, U,, V.,w) by A,B evolves as below.

1. If L4 comprises the queried tuple, then B evolves with H4(IDy, U,, V., ,w) =
hy.

2. Else, B picks hy er Z7, calculates H4(IDy, U,, Ve,w) = hy, inserts to L4
forwards to A.

Also, B possesses a list L5 of tuples (IDf, M, w, Uy, Ve,t, v/) empty
initially, to evolve with the queried hash H4 function. On getting a query on
UDf, M, w, U,, V.,t) by A,B evolves as below.

1. If L5 comprises the queried tuple, then B evolves with
H4(IDf, M, o, Uy, V1) = V1.

2. Else, B picks v/ eg Z}, calculates H4(IDy, M, w, U., V,.,t) = v/, inserts to
Ls, forwards v/ to A.

— Initial Proxy Key Queries: 53 possesses a list L¢, empty initially. On getting a
query to {(ID., IDy), w} by A,B evolves as below.

1. B retrieve the tuples (ID., c., d., v.), Dy, cy, dy, vs) from the list £;. If
d, = 0 or dy = 0,B halts and outputs failure.
2. Else, it infers that H; (ID,) = c.P and H(IDy) = ¢ P as determined earlier.
3. Now, B retrieve the tuples (IDy, ¢y, dr, v¢),(IDy, t),(IDy, U,, V.,w) from
Ly, Ly, Ly respectively, calculates dip, 0 = coPpup + koPpyp, forwards dip, o
to A.
Now, B inserts (IDy, dip,,0) to Ls.

— Helper Key Update Query: B possesses a list £7, empty initially. On getting a
helper key query on ID; by A, int, Bretrieve (IDy, t, k, kP) from £,, calculates
HPKp,.; = hpk(k;P — k,_P), forwards HPKp, ; to A.

Now, B inserts (IDy, HPKp, ) to L7.
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— Proxy Key Update Query: B possesses a list Lg, empty initially. On getting a
update key query of a proxy signer IDy by A, in a time period ¢, B evolves as
below.

1. Bretrieves (IDy, dip,,0),(IDy, HPK)p, ;) from L, L7 respectively.
2. Calculates d[nyz = Cprub + kahlp«

— Proxy Sign Queries: On getting query to ((ID., IDy), M, w, 1), i.e., the proxy
signature on M with warrant  for IDy by A, in 1, B evolves as below.

1. Picks n,, ny g Z;, calculates U, = g U = g¥ inserts
(UD., w, U, h3), (UDs, Ue, Ve,w, hs) to L3, L4 respectively.

2. Examines Ls for (IDy, M, w, U., V,,t, v/) andretrieve the value determined

earlier.

Examines Lg for (IDy, djp,,;) and retrieve the value determined earlier.

Fixes V = v/(hycy Ppup + ky Prip) + np Ppyp.

5. Forwards to A, the queried proxy signature o = (U4, V). Answers to the
proxy sign queries are all valid and also the output o as observed below.

> w

e(P, Vy) = e(P, v/(hacr Ppup + kg Prip) + 1y Ppup)
= e(Ppup, v/haHy(IDy))e(Ppyp, vH2(IDy, 1)Uy .

— Output: Ultimately, A on admitting failure halts, as B does, or returns
a forged aggregate proxy signature o*, on M, in ¢ * . B retrieves
(ID,, c, d,, v.), UDy, ¢y, dr, vs)from L,.1fd} = 1 or then B output fails. Else,
retrieves (ID}, w, U}, 13),UID}, U}, Vi o, h}),UD;, Mx, w, U}, VI tx, v/)
from L3, L4, L5 respectively.

Ifdf = 0and df =1, then H,(ID}) = c;P and HI(ID}*) = c}‘(bP).
Now, B calculates and produces the involved:
e(P, Vi) = e(Ppup, v/"hyH1(IDf))e(Phip, v/*Ha(IDy, t))Us
= e(P, v/*hf{c]’f (xyP) 4+ v/*k*Ppyp + n;Ppu;,).

Implies, VJZ‘ = v/*hjc}‘ (xyP) + v/*k* Py, + n}‘P,,,,b and so
xyP = (v hef) ™ (Vf = vik Py — i Ppu).

This suffices the depiction of Theorem and of 5.
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Table 2 Efficiency table

Scheme | Key update phase | Key-insulated Agg Proxy Sign | Key-insulated Agg Proxy Sign
Gen Phase Ver Phase

IKAPS | 17, + 27, nTy + (n— 1T, 37, + 2n - 2)T,

Scheme | — (. 002868ms | = (0.00159 — 0.001278)ms | = (35.944833 + 0.0025561)ms

5 Efficiency Analysis

The computational effectiveness of the constructed IKAPS scheme is based on eval-
uation time of exhausting operations. For this, we take in to account the experimental
results carried out by Chen et al. [9], in view of time taken for evaluating different
operations as follows: 17, ~ 11.982463 ms (milli seconds), 17,, =~ 0.000312ms,
17, =~ 0.001278 ms. Here a pairing operation symbolized 7, a scalar multiplication
symbolized 7,, in G,, a point addition symbolized 7, in G,. We incorporate these to
our constructed scheme as depicted in Table 2.

There are only 3 pairing calculations involved in the key-insulated aggregate proxy
signature verification phase of the constructed IKAPS scheme and is a constant irrel-
evant to the number of proxy signers participate in signing. Also, the communication
overhead of the constructed IKAPS scheme is |G, | + |G,,| = 256 bytes, i.e., length
of the signature is constant.

6 Conclusion

To shield a signature scheme from diverse attacks, one needs to keep securely private
keys of the system. To evade harm by key disclosure problem in aggregate proxy
signature schemes, we constructed the first efficient IKAPS scheme using pairings in
this article. Further, the security of the constructed IKAPS scheme is attained without
Forking lemma and so gives tight reductions to the CDH problem.
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