A New Data Communication Method m
Using RSA and Steganography L

Varun Shukla, Manoj Kumar Misra, Shivani Dixit, and Himanshu Dhumras

1 Introduction

Information exchange is an inseparable part in modern life. The security of informa-
tion is a key term. Cryptography is all about keeping data secure. Cryptography
provides various security categories such as confidentiality, authentication, data
integrity and non-repudiation, and they are called as goals of information security or
classic goals of cryptography as shown below in Fig. 1 [1-5].

On the other hand, steganography is used to hide the presence of message.
Steganography hides the text message in a carrier file. The carrier file can be an
image, sound file or a video file. The aim of steganography is also to safeguard infor-
mation and hence steganography is always seen as a supporting tool of cryptography
[6, 7]. A basic comparison between steganography and cryptography is shown in
Fig. 2.

The remaining part of this paper is organized as follows: The proposed method is
given in Sect. 2. Security analysis and advantages are discussed in Sect. 3. Conclusion
and future scope are given in Sect. 4.
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Fig. 1 Goals of information security
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+ Confidentiality:

= Information is only accessible to an authorized

— Correctness and completeness of information can

— Source of information can be verified by a
receiving party

* Non-Repudiation:

= Source of information can be verified by any third

Cryptography Steganography
Application Secretcommunication | Secretcommunication
using scrambled using hidden
information information
Supported data Text Digital medium (e.g.,
Text, audio, image,
video)
Secretkey type Single (private) Single (private)
Double keys (public)
Key size importance Critical Moderate
Processingtime Part of the roundtrip Add processing time to
delay the roundtrip delay
Usage All communications Dependent on payload
types capacity
Human perception Visible but unreadable | Invisible/Inaudible
Machine based attack | Cryptanalysis Steganalysis

Attack result

Secretinformation
recovered

Secretcommunication
detected

Fig. 2 Basic comparison between cryptography and steganography
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2 Proposed Method

Step 1: In the first step of the proposed method, RSA is used to generate the cipher
text [8, 9]. For RSA, we need two prime numbers p and g and n = pq. We calculate

p(n)=(p—1) x(@—-D.

The public key is {e, n} and the private key is {d, n} where ed modp(n) = 1. If
the plain text is represented by m and cipher text is given as ¢ then ¢ = mmod n
and m = c?mod n. We show the readings in Table 1. These readings are only for
illustration point of view but user can extend the values of p and ¢ and then the
corresponding parameters will also be changed. The security of RSA algorithm is
based on the selection of p and ¢, and these prime numbers must be large enough
for security. So the proposed method provides this flexibility that user can select the
large prime numbers also.

Step 2: In the second step, the generated cipher text is kept inside the carrier image
(the process of steganography). The selected cipher text and carrier image are shown
in Figs. 3 and 4, respectively.

Now the cipher text is kept inside the carrier image so that intruder never knows
the presence of cipher text. Since only receiver knows it, he or she will be able to
extract the data from the embedded output [ 10—12]. The comparison of carrier image
and embedded output is shown in Fig. 5, and the histogram comparison is also shown
in Fig. 6 to prove that both the images look exactly the same.

3 Security Analysis and Advantages

e Security of RSA: The proposed method utilizes RSA algorithm for the generation
of cipher text. RSA is the most trusted Public Key Cryptosystem (PKC) and its
security is still trusted [13, 14]. The large values of prime numbers p and g will
make sure that the generated cipher text remains secure from intruders.

e Usage of steganography: The use of steganography makes sure that intruders will
have no idea about the cipher text. RSA secures the plain text but steganography
makes the cipher text invisible. So steganography acts as a second layer of security
for the proposed method. User can select any image of his choice as carrier image
and generate the corresponding embedded output.

e Hybrid method: The proposed method is a combination of cryptography and
steganography [15, 16]. Suppose the level of security provided by RSA is A and
steganography is B then the overall level of security of the proposed method will
be A + B. The benefit of using steganography is that the presence of cipher text
remains unknown to intruders.
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Table 1 Showing readings of the proposed method

Plain text SN |p |g In=pxgqg o) = e |d Cipher text
(p—Dx(@—-D

Hello Alice let us 11 |13 | 143 120 7 | 103 |9162444598
share a secret 594118 44 62
number 98 462 129 98
398098 8091
59 49 62 98 59
98 80 62 44 49
62 129 98 33 39
21326249

2 17 |19 |323 288 5 | 173 | 168 271 109 109
42 223 241 109
22131271223
109 271 165 223
53115223 115
168 241 190 271
223241223 115
271 131 190 271
165 223 230 53
181319 271 190

3 23 |29 | 667 616 3 411 | 302453416416
281 85217416
380 481 453 85
416 453 116 85
146 11585 115
302217 137 453
8521785115
453 481 137 453
116 85 335 146
382 55453 137

—_

302 453 416 416 281 85 217 416 380 481 453 85 416 453 116 85 146 115 85 115
302 217 137 453 85217 85 115 453 481 137 453 116 85 335 146 382 55 453 137

Fig. 3 Showing the selected cipher text

e Innovative method: Many security methods have been presented till now using
PKCs but the proposed method is a combination of PKC with steganography
which is quite unique. This unique combination will show the new direction of
research, and it will provide safe and reliable data communication in various
applications.

e Customized method: The proposed method is customized from user’s perspec-
tive. User can select prime numbers of his own choice. User can also select the
carrier image. Any plain text message can be encrypted and kept inside the carrier
image which will produce embedded output. User can select any prime numbers
based on the required level of security.
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Fig. 5 Showing comparison of carrier image (left) and embedded output (right)
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Fig. 6 Showing histogram comparison of carrier image (left) and embedded output (right)
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e Useful in various applications: The proposed method is a general method that
provides strong encryption and then hides the presence of the cipher text using
steganography. The proposed method can be used in all those applications where
data communication security is vital. The examples can be financial transactions,
passing military messages, Electronic Health Records (EHR), e-commerce appli-
cation, etc. [17—19]. Various password strategies can also be implemented to make
the proposed method more secure [20, 21].

¢ Resistive against brute force: The proposed method uses RSA encryption which
is resistive against brute force attack. Proper selection of key size makes sure
that intruders will not be able to search all the possible combinations in feasible
time duration. As an additional security measurement, the presence of cipher text
is also hidden which enhances the insurance that intruders will not launch brute
force because they don’t know about the existence of cipher text.

e Resistive against DoS: In Denial of Service (DoS) attack, the intruder intention-
ally disrupts the ongoing services because they know that communication is going
on in an encrypted fashion but in the proposed method, the presence of cipher text
is hidden. So intruders will never think of launching DoS [22, 23].

e Resistive against MITM: Man in the Middle Attack (MITM) is very dangerous
for communication protocols but it is not applicable in the proposed method. RSA
itself is resistive against MITM and even if any possibility of MITM is there, it
will be nullified by the generated embedded output which hides the cipher text.
Since only transmitter and receiver know about the hidden cipher text, there is no
question about MITM [24-28].

e Easily implementable: The proposed method is easily implementable in various
platforms. Mobile apps can also be developed where user needs to select prime
numbers and carrier image of his choice and the hidden encrypted message will be
transmitted. No additional memory or hardware requirements are needed for the
implementation of proposed method. Various hash mechanisms can also be incor-
porated specifically when the proposed method is used for financial transactions
[29-31] or any other-related applications [32—41].

4 Conclusion and Future Scope

An innovative data communication method using RSA and steganography is
presented in this paper. The proposed method generates the cipher text using RSA
and the cipher text is kept inside the carrier image and embedded output is produced.
The carrier image and embedded output look exactly the same, and intruder will not
be able to find any difference. The method is an innovative hybrid method and resis-
tive against various well-known security attacks such as brute force, DoS, MITM,
etc. The method is easily implementable and can be used in a variety of applications.
The future extension of the proposed method is also possible as other encryption
algorithms instead of RSA can be used. Similarly, other innovative steganographic
procedures can also be applied in order to increase difficulty for intruders.
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