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1 Introduction

Unmanned aerial vehicles (UAVs) have recently gained popularity, which has paved
the way for their deployment in a variety of industries, including applications for bor-
der security, crowd surveillance, and vegetation index study. These UAVs have been
extensively integrated with the Internet and IoT devices as a result of advancements
in the Internet of Things (IoT), making remote data collection and dissemination
possible [1, 2]. The IoT-enabled UAVs have served a variety of purposes during the
COVID-19 outbreak, ranging from the delivery of medications in remote locations
to the monitoring of COVID-19 impacted regions. Due to the sensitivity of the infor-
mation carried by UAVs, it is crucial to communicate this information securely inside
the UAV network [2].

Data from Ground Control Stations (GCSs) or the sensors installed inside the
UAVs are mostly used by them to operate. Such data are sent or received wirelessly,
which increases the risk of data compromise by hackers during transmission and
increases the risk to the entire network. As UAV intrusions increase in frequency,
defensive measures against attacks on such systems are urgently required. Intrusion
detection systems (IDS) [3—6] may include the solution to the current problem.
The threat landscape for UAVs is continually shifting as a result of technological
advancements, therefore traditional signature-based IDS detection will be unable to
adequately protect the UAV. Depending on the objective, many UAV platforms can be
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used. Various properties, including payloads, essential sensors, and control systems,
to mention a few, could change as a result [7].

Network intrusion has been viewed as a significant security risk that could
adversely affect many loT-based UAV applications in light of the aforementioned
problems. Due to the integration of the several heterogeneous technologies, these
UAV-based systems are now being extensively exposed to many types of cyberattacks
[7]. IoT devices physically connected to the system could be harmed by any system
vulnerability given the significance and complexity of establishing IDS. These dam-
ages may cause either long- or short-term failures, depending on the size and form of
the cyberattack. In order to safeguard user privacy and guarantee that UAV's function
as intended, this paper discusses a few security issues relating to UAV networks. An
intelligent intrusion detection framework for UAV-based communication networks
has been proposed to secure the UAV network against threats. To achieve improved
prediction performance, the proposed framework integrates an ensemble of Random
Forest (RF) and Artificial Neural Network (ANN) models. A real-world UAV dataset
was analysed, which provides fresh research directions for understanding the effi-
cacy of the proposed intelligent architecture [9]. The key performance parameters of
the proposed framework, such as attack prediction accuracy, precision, recall, and
CPU time, are contrasted with those of other popular frameworks. The study also
offers a comprehensive analysis of a few articles of qualitative literature, enabling the
development of some future specifications for the current UAV network. Next, the
findings from the current study are provided, along with a few prospective directions
for future investigation into privacy-preserving UAV networks.

The remaining portions of the article are structured as follows: The related studies
reviewed in this research are covered in Sect. 2, the framework for constructing IDS
for UAV networks is covered in Sect. 3, and the experimental results and comparison
with other cutting-edge studies are covered in Sect.4. The concluding remarks and
potential paths for extending the work are offered in Sect. 5.

2 Related Studies

UAVs have grown in popularity recently in organisational planning to broaden inclu-
sion and achieve execution goals. Utilising IDS frameworks has become essential
in modern firms to ensure framework dependability for the intended presentation of
such organisations. The authors in [10] create their suggested Intrusion Detection
and Prevention System (IDPS) module using the Deep Q-learning Network (DQN)
model so that UAVs can intuitively recognise suspicious movement and take immedi-
ate steps as necessary to maintain network security. Additionally, the reward function
for their model was modified to make it easier to train on the dataset they investigated
and to correctly capture the minor classes. An ultra-dense remote UAV network based
on Femto Access Points (FAPs) was researched in [11]. It was proposed that the Con-
volution Neural Network may be recommended by a multi-objective optimization
problem (CNN). Additionally, a Q-network was specifically created to allow clients
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in the connected UAV-based femtocaching network to deal with requests being inter-
cepted.

With the emergence of the IoT, UAV technology has found extensive use in a
variety of industries, including defence, crowd monitoring, vegetation monitoring,
and wildlife protection. Concerns about the security of the data being communicated
have been highlighted by the coordination of UAV with 5G technology. The authors
of [12] examined the security design concerns of UAVs using the CSE-CIC IDS-
2018 dataset in light of 5G network and satellite innovation. The intrusion detection
module also used a number of machine learning models to evaluate harmful packets
in the UAV network. Finally, the effectiveness of their model was shown in terms
of Fl-score, precision, recall, and prediction accuracy. A blockchain-based decen-
tralised system was suggested for securing data in UAV networks in order to facilitate
a continuous self-configurable system [13]. To evaluate the effectiveness of the sug-
gested blockchain-based machine learning approach, the case study of cooperative
intrusion detection in UAVs was taken into consideration.

In [14], the quantitative properties of UAVs, such as signal-to-noise ratio (SNR)
and energy threshold, were employed to create a feature-based classification model
by utilising traditional machine learning algorithms. Furthermore, the gathered spec-
trogram images were run through the CNN model. Quantitative analysis was used
to assess the prediction effectiveness of both methodologies for determining false
alarm rates and achieving high classification accuracy for jamming. A multi-agent
driven deep learning technique was suggested by the authors in [ 15] in order to obtain
good predictive performance in a UAV context. Their suggested strategy used a deep
reinforcement learning model that was approximated across a deep neural network
in order to reduce the operational cost of energy delivery to UAV networks.

The development of IDS for UAV network security has, however, had a huge
gap that hasn’t received much attention. Therefore, the current study suggests an
ensemble of RF and ANN models for facilitating on-time detection of attacks in
the network in order to accurately identify the cyberattacks imposed over UAVs. To
conduct the experimental investigation, the model uses data on actual network traffic
that is produced by a UAV network. The results show that the suggested method
converges quickly and performs better than other algorithms in terms of accuracy,
precision, recall, f-measure, and CPU time.

3 Proposed Framework

This section deals with the proposed framework with an emphasis on the machine
learning models using in this study for developing the IDS for UAVs. In Fig. 1,
an overview of the proposed intelligent intrusion detection framework is presented.
Here, the environment comprises the UAV network operating over some GCS and
embedded with several sensor devices for capturing data. The data from the UAV
network is first captured by the RF-ANN algorithm to build the training phase for
the proposed model. Further, the attacks identified in the UAV network are classified
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Fig. 1 Proposed framework for UAV-based IDS System

accordingly. The replay memory module acts as an intermediate storage unit for
storing the transition sample to train the RF-ANN model.

3.1 Machine Learning Models

In this section, we present the machine learning models, viz., RF and ANN, which
we used to construct the proposed framework for identifying the attacks in the UAV
network. The models are further tested against different performance metrics to
illustrate the efficacy of the proposed model.

3.1.1 Random Forest (RF) Algorithm

The RF algorithm is popularly used as a supervised ensemble learning algorithm
to achieve higher predictive performance. The RF algorithms work by combining
many decision trees which are generated randomly across the input vector and assist
in handling complex datasets by simplifying classification. By utilising the majority
voting technique, the forecast outcome from the decision trees is taken into con-
sideration. By choosing the most popular class, the underlying decision trees are
capable of anticipating future events. As a result, these features increase the RF clas-
sifier’s resilience to resolving real-world issues and also highlight its effectiveness
for multi-class datasets. The Gini Index, which measures the impurity of classes
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for the provided dataset, is the foundation upon which the RF algorithm creates the

prediction model. As a result, the Gini Index for a certain dataset DS when choosing
random features in class X can be defined as

[ (Xi,DS) ¢
G‘; |DS| XZ: |DS| M

where f (X;, DS) represents that the attributes selected belong to class X;.

3.1.2 Artificial Neural Network (ANN) Algorithm

To handle the non-linear UAV network intrusion data considered in this study, we
use the artificial neural network (ANN) model. The ANN is a popular method for
dealing with complicated non-linear data with a high degree of effectiveness [20, 22].
Several publications have also noted that a time series analysis using this model’s
effectiveness [22, 23]. This model takes into account three layers: the input layer,
the output layer, and the hidden layer. Consequently, if we take O, we can model it
as follows to reflect the output for the ANN,

1

= (pUn () x wi) + pe )

From the Eq. (2) if the bias for the output layer is represented by rho k, assuming
thatj =1,2,...,landk = 1,2, ..., s represent the nodes in the hidden and output
layers, respectively, then w ;. signifies the weight between the nodes of the hidden
layer and output layer. In this instance, the activation function is represented by
p (In (j)) and can be represented as

s

In(j) =Y (0p0p) +0; 3)

r=1

where 6, stands for the number that corresponds to the p’h node in the input layer,
with the values p =1, 2,...,4,s. As a result, we use the sigmoid function as the
activation function to process the result of Eq. (3), which is denoted by the following
representation:

P(DIX) =[] P (d;1X:) 4

j=1

Substituting the values of Egs. (3) and (4) in Eq. (2), we obtain,
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4 Results and Discussions

This section presents the experimental outcomes obtained over the UAV data by
exploiting the proposed framework. The data comprises cyberattacks over UAVs
induced using simulations over PX4 autopilot and Gazebo simulator [9]. The data
comprises logged sensor data values captured pervasively across autopilots. The
dataset comprises attacks deployed over various UAV platforms; however, this study
exploits the Plane UAV platform having a standard plane model constituting of 23198
benign and 1055 malicious sensor values with the simulation type as software-in-the-
loop to facilitate interoperability of the proposed framework over different UAVs.

Figure 2 presents the comparative study of different machine learning models like
RF and ANN in comparison with the proposed RF-ANN framework. It is observed
that the proposed model outperforms the RF and ANN model in terms of recall
and F-measure; however, the RF model outperforms all other models in terms of
precision. In Fig.3, the accuracy for different models is compared. It is observed
that the proposed framework provides the highest prediction accuracy of 99.372%.
Finally, the CPU time for the proposed model is observed to be 76.117 seconds which
is faster in comparison to the CPU time for RF and ANN models. Table 1 gives a
detailed comparative overview of the different performance metrics considered in
this study for the proposed framework and baseline algorithms (Fig. 4).
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Fig. 2 Comparison of performance for the proposed framework with different machine learning
models
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Fig.3 Comparison of prediction accuracy for the proposed model with different machine learning

models

Table 1 Performance metrics for proposed algorithm and baseline algorithms

Models Precision Recall F-measure Accuracy (in | CPU time
%)

RF 0.970 0.952 0.922 97.121 86.665

ANN 0.961 0.0.940 0.901 98.511 88.911

Proposed 0.965 0.971 0.962 99.372 76.115

CPU time (in seconds)
o
o

Fig. 4 CPU time for the proposed framework with RF and ANN
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5 Conclusions and Future Work

With the growing advancements in UAV technology, the dependence on these tech-
nologies has increased drastically in recent times. However, considering the possi-
bility of cyberattacks in heterogeneously connected UAVs, the need for developing
IDS to preserve the sensitivity of critical tasks becomes essential for UAVs. This
work proposed a machine learning-based hybrid framework by combining RF and
ANN algorithms through ensembling technique for achieving higher predictive per-
formance towards the detection of cyberattacks in UAVs. The model was studied in
convergence with baseline machine learning algorithms to assess the performance for
different parameters like precision, recall, F-measure, accuracy, and CPU time. It was
observed that the proposed framework provided the highest predictive performance
of 99.372.

In the future, we would like to extend our work by incorporating more precise
learning models like the reinforcement learning model over different UAV platforms
to achieve higher performance. Further, there are several research gaps that can
address other major issues, such as those imposed by attackers which affect the
hardware components associated with the compromised UAVs. This paves a new
path for future research towards addressing the limitations of IDS for UAV networks.
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