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Abstract. Authenticated encryption (AE) plays a central role in build-
ing secure channels for wireless systems, with well-established AE
schemes such as CCM or GCM being widely used in security proto-
cols for wireless networks based on IEEE 802.11 (Wi-Fi), IEEE 802.15.4
(such as Zigbee), as well as LTE and 5G mobile networks. Having been
proposed as general-purpose AE schemes, they leave optimization poten-
tial for new algorithms specifically designed for wireless applications. In
this paper, we analyze the security of three such AE algorithm fam-
ilies, namely PFX, PFC and IAR, which were designed to guarantee
confidentiality and authenticity in a single-pass process while reducing
the number of block cipher calls and avoiding expensive operations like
finite field multiplications. As such, they were proposed as alternatives to
CCM or GCM for wireless systems, lightweight wireless sensor networks,
and real-time wireless applications.

In this paper, we describe universal forgery attacks on all three algo-
rithm families, allowing an adversary to compute valid ciphertexts and
authentication tags for any message of their choice without knowledge of
the secret key. All attacks only have linear complexity in the length of the
target message and as such are entirely practical, essentially as fast as the
encryption itself. Our attacks imply that the affected schemes should not
be used in practice, despite their attractive performance characteristics.

Keywords: Symmetric cryptography - authenticated encryption -
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1 Introduction

1.1 Motivation and Background

Wireless and mobile networks have become integral components of modern com-
munication systems, playing a central role in connecting individuals, devices, and
applications. Since it is common for such networks to handle sensitive and pri-
vate information, ensuring secure communication to protect transmitted data
against unauthorized access is of great importance.
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In order to achieve these security objectives, one usually uses authenticated
encryption (AE) schemes, which provide both confidentiality and authenticity
and integrity in one combined cryptographic primitive [4,24]. In many applica-
tions, e.g. secure software updates, healthcare IoT or smart grid management,
data authentication is arguably even more important than confidentiality.

Authenticated encryption schemes can broadly be divided into two main
categories: the generic composition [4] of an encryption scheme and a message
authentication code (MAC), and dedicated constructions aimed at integrating
both with more attractive performance or implementation characteristics. Many
AE schemes are modes of operation for a block cipher, meaning they can be
instantiated with any desired block cipher (for instance, the AES or GIFT [3])
as the underlying cryptographic primitive.

Authenticated encryption for wireless networks is implemented in the IEEE
802.11 (Wi-Fi) family of protocols. The WPA2 and WPA3 protocols employ
CCM for confidentiality and integrity [15]. CCM, a mode of operation for block
ciphers combining Counter (CTR) mode with CBC-MAC, requires two passes
over the message and hence two block cipher calls per message block.

In the context of low-power and resource-constrained wireless sensor net-
works, the IEEE 802.15.4 standard, used in applications like Zigbee, also uses
authenticated encryption in the form of CCM mode [16]. One main concern and
design restriction in the context of wireless sensor networks is extending the
operational lifespan of battery-powered devices.

In more recent wireless communication protocols such as Long-Term Evo-
lution (LTE) and 5G networks as well as in WPA3, Galois/Counter Mode
(GCM) [10,23] has gained prominence due to its parallelizable nature and effi-
ciency for high-speed data transmission, both to secure user data and control
plane signaling [11,15]. However, due to the use of large finite field multipli-
cations in addition to block cipher calls, GCM is not particularly suited for
resource-constrained environments.

Another particularly efficient scheme is the OCB mode [21,26,27], which is
widely standardized [17,22] and in the final portfolio of the NIST-sponsored
CAESAR competition [5]. It has the advantage of being a single-pass scheme,
requiring only one block cipher call per message block and being completely
parallelizable. Its patent status and large internal state however mean that OCB
has not found as widespread use as one might expect. However, OCB has been
considered in scenarios where minimizing overhead and achieving low-latency
communication are critical, such as in real-time applications within mobile
networks.

1.2 New AE Designs for Wireless and Real-Time Systems

Design constraints in wireless networks, including limited bandwidth, variable
channel conditions, and power constraints, necessitate the careful selection of
authenticated encryption schemes. The resulting trade-offs between security,
computational efficiency, and energy consumption are central for the inclusion of
these schemes in current and future wireless network protocols. As the landscape
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of wireless communication evolves with emerging technologies like the Internet
of Things (IoT) and 6G, it remains an active research topic to improve upon
existing authenticated encryption schemes to better meet these specific design
constraints.

One particular need for resource-constrained platforms is to minimize the
amount of state (e.g., the number of keys or tweaks derived from the master key
and nonce) and auxiliary routines (such as finite field multiplication) beyond
simple block cipher calls. It is also important to achieve secure AE within a
single pass over the data and ideally with only one block cipher call per message
block.

These requirements have led to the proposal of several new AE schemes
specifically designed for use in wireless and real-time systems. In this paper, we
consider the PFX, PFC and IAR families of AE algorithms. PFX [13] is a family
of authenticated encryption modes designed to achieve single-pass AE with only
n + 1 block cipher calls for an n-block message. It relies on the idea of plain-
text feedback and consists of three individual variants, plain PFX as the basic
algorithm, and the two main new variants PFX-CTR and PFX-INC combining
ideas from CTR mode and GCM and OCB, respectively. Its main application
area are general-purpose wireless networks. The PFC [14] family of AE schemes
follows similar design ideas as PFX, but is tailored towards more lightweight
platforms such as wireless sensor networks and comes in two variants based on
CTR and OCB mode. Finally, TAR [12] is family of two AE modes TAR-CTR
and IAR-CFB developed for use in applications with real-time constraints. It
caters for a maximum acceptable system delay by using multiple authentication
tags.

All three families are designed to improve upon the state of the art in Wi-Fi
security by providing superior performance characteristics compared to existing
modes such as CCM or GCM. They are also accompanied by security proofs,
meaning that they are designed to offer confidentiality and authenticity up to
the standard birthday bound of 2*/2 provided the underlying n-bit block cipher
is secure. They also have in common that they are based upon widely used and
standardized secure building blocks such as the CTR, CFB and OCB modes of
operation.

We finally note that all AE schemes discussed in this section depend on
the uniqueness of a nonce for their security guarantees. The same holds for the
standard AE schemes such as CCM, GCM, and OCB. All of our attacks respect
this setting and never repeat nonces for queries with the same key.

1.3 Contributions

In this paper, we present universal forgery attacks on several authenticated
encryption schemes proposed for wireless and real-time systems, in particular
the PFX, PFC and TAR families of algorithms. These attacks allow the adver-
sary to create valid ciphertexts and tags for any message of their choice without
knowledge of the secret key in a chosen plaintext attack (CPA). We note that
the CPA setting is the standard security model in symmetric cryptography, and
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all schemes attacked in this paper actually come with a security proof in this
model. Our attacks hence also invalidate these proofs.

The basic attack strategy is to simulate the calls to block cipher encryptions
with the fixed but unknown key by auxiliary chosen plaintext queries. The results
from these queries can then be used by the attacker to compute ciphertext
and tag for an arbitrary message, resulting in universal forgery attacks. The
complexity of our attacks is also very low, namely linear in the length of the
target message of the forgery. This means that the effort to universally forge a
message for these schemes is basically equivalent to the effort of actually carrying
out the authenticated encryption algorithm with knowledge of the secret key.

Altogether, our attacks imply that the affected schemes do not provide the
claimed security guarantees and, despite their attractive performance character-
istics, should not be used in practice.

Outline of the Paper. We first describe the three algorithm families analyzed in
this paper in Sects.2 to 4. Section 5 outlines the attack model and the general
strategy for the universal forgery attacks, then presents our attacks on the PFX,
PFC and TAR families of authenticated encryption schemes. Section 6 concludes.
A detailed description of our notation can be found in Appendix A.1.

2 The PFX Family of Authenticated Encryption Schemes

The scheme PFX and its advanced modes PFX-CTR, PFX-INC and PFX-CBC
are authenticated encryption (AE) protocols designed by Hwang and Gope [13].
Their goal was to perform encryption and authentication with only n + 1 block
encryption calls and in one natural single process (referred to as “authencryp-
tion”). The main idea of this family is the use of plaintext feedback as seen
in Fig.1. Each mode has two variants for certifying the integrity of the mes-
sage. The first works with a so called indicator I which is a preshared value
between sender and receiver. This indicator “may not be confidentia” [13] and
therefore may be known to the adversary in an attack scenario. The second
variant encrypts the last block with a second key K’. Since the basic version of
PFX has some limitations compared to AE schemes such as CCM, its designers
only recommend this mode for improved authenticity and integrity over conven-
tional encryption-only modes such as CTR. For a full replacement of standard
AE schemes, they propose three advanced modes building on PFX: PFX-CTR
and PFX-CBC are a fusion of PFX with counter mode [6] and CBC mode [25],
respectively, whereas PFX-INC is a fusion with schemes including a increment-
ing function. The authors mention to use the incremental interface of GCM,
OCB, IAPM [19] or CWC [20] for their incremental function. Detailed algorith-
mic descriptions and illustrations for the encryption process of PFX, PFX-CTR
and PFX-INC are provided in Algorithms 1 and 2 and Figs. 1, 3 and 4 in Sect. 5
for easier cross-reference with the attack procedures.
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Fig. 1. The PFX authenticated encryption algorithm.

3 The PFC Family of Authenticated Encryption
Algorithms

The modes PFC-CTR and PFC-OCB [14] are authenticated encryption schemes.
Their motivation is to guarantee integrity and confidentiality with a small addi-
tional computation cost. Their schemes work with only n + 2 encryption block
calls for an n-block message and no other expensive functions, aiming at resource-
constrained platforms such as wireless sensor networks. The main idea consists
of plaintext feedback, the truncation of block cipher outputs to some most sig-
nificant bits and a double encryption for the tag. The scheme PFC-OCB is illus-
trated in Fig. 7 and is a fusion of the well-known OCB mode with the general
framework of PFC. This variant follows the OCB standard quite closely, and as
such is not affected by our analysis. When instantiated with a p-bit block cipher,
the plaintext and ciphertext blocks are r bits long and the tag consists of ¢ bits
with r < £ < p. The tag is computed by a double encryption where the number
of blocks (NOB) of the message is xored between the encryptions. The authors
specifically propose the PFC schemes for use in the context of wireless sensor
networks, Global Mobility Networks and cloud computing environments because
of their attractive computational properties. Detailed algorithmic descriptions
and illustrations for PFC-CTR are provided in Algorithm 3 and Fig.5 in Sect. 5
alongside the corresponding attack procedures.

4 The TAR Family of Authenticated Encryption Schemes

The authenticated encryption modes TAR-CTR and IAR-CFB [12] have been
developed for the use in real-time applications, in particular low-latency wireless
real-time networks. As for the other families a major focus is the efficiency.
Hence TAR-CTR and TAR-CFB use only n + 2t and n + t respectively many
block cipher calls for an n-block message. Both modes are designed to cater for
a system delay of ¢ encryption blocks. This delay can be adjusted according to
the time a message block is processed in a concrete application. The procedure
of the TAR schemes can be separated in three parts, as illustrated in Fig. 2.
The first part is ¢ blocks long without the plaintext feedback. The input of the
block cipher is not message dependent and could in principle be preprocessed.
In the second part, the remaining message blocks are encrypted where the input
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is xored with the ¢ previous (zero padded) plaintexts. The last part creates the
t authentication tags. Note that the TAR family use a p-bit block cipher, message
blocks of r bits and ¢t many ¢-bit tags with r < ¢ < p.

The first proposed mode TAR-CTR has its focus on the use of a counter and
double encryption for the tags, similar to the PFC family. The second mode
TAR-CFB makes use of ciphertext feedback after the initial ¢ ciphertext blocks,
meaning a ciphertext block is concatenated to the last one shifted by r bits in a
ciphertext feedback shift register (or in other words, the p — r least significant
bits are taken). For the first shift operation (during the computation of Cyy1),
the last counter value from the first part is used instead. A detailed description
and illustration of the encryption algorithm for IAR-CTR and IAR-CFB can be
found in Algorithm 4 and Figs.2 and 6 in Sect.5 alongside the corresponding
attack procedures.
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Fig. 2. The IAR-CTR authenticated encryption algorithm.
5 Attacks

In this section, we present several universal forgery attacks on the PFX, PFC
and TAR families of authenticated encryption modes. All these attacks allow an
adversary to produce valid ciphertexts and tags for an arbitrary message of their
choice in a standard chosen plaintext attack setting. Their complexity is always
at most linear in the length of the target message, which makes them completely
practical, essentially as efficient as running the encryption algorithm itself on the
same message.

5.1 Attack Model

We assume the adversary to be able to make chosen plaintext queries to the
scheme with an unknown but fixed key K, which is the exact model used for the
security proofs of PFX, PFC and TAR [12-14]. In detail, the rules for the adver-
sary are the following: The adversary does not know the key(s). The adversary
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can make chosen plaintext queries by asking for the encryption of some mes-
sages of their choice. Extra parameters such as IV or nonce may be set by the
adversary. To respect the design constraints of the modes, the adversary is not
allowed to ask for messages with repeating values for an extra parameter, e.g.
the adversary may not ask for two message encryptions with the same nonce.
In the indicator version of the modes of the PFX family, we assume that the
indicator is not known. When making requests, the correct but secret indicator
is used for the encryption.

The goal is to build a valid ciphertext-tag pair C1,...,Cy,T for an arbitrary
message M = M,..., M, of our choice out of these queries. When making
auxiliary chosen plaintext queries, these auxiliary messages need to be different
from M itself. Such a procedure constitutes a universal forgery attack on the
authenticated encryption scheme, since the adversary is able to forge arbitrary
messages of their choice without knowledge of the secret key.

5.2 General Strategy

Most of our forgery attacks are based on the general approach of simulating valid
encryptions through carefully crafted auxiliary queries, which we summarize in
the following observation:

Observation 1. Obtaining a block cipher oracle Ex(X) through one or more
requests to the authenticated encryption mode is equivalent to being able to per-
form the encryption and authentication process without knowing the secret key K
since the subsequent operations then depend only on values known to the adver-
sary.

The algorithm which implements such a block cipher oracle through auxiliary
chosen plaintext queries to the scheme is referred to as a gadget G which has
the property that G(X) = Ex (X) without knowledge of the secret key K.

In some schemes, the outputs of the block cipher calls are immediately trun-
cated to the most b significant bits. In these cases we create a gadget simulating
the combined process. We mark this property in the superscript of the gadget,
i.e. G*(X) = MSBy(Ex(X)).

5.3 Attack on PFX

We present a universal forgery attack on PFX in this section. Assume we want
to forge the authenticated encryption Ci, ..., C,, T* of the message M = M,
..., M, with initial value IV*.

We use the strategy described in Observation 1. In the case of PFX, the
inputs to the encryption query interface only consist of the IV and plaintext and,
depending on the variant, the indicator. We create a gadget Gppx simulating
calls to the block cipher E (-) by auxiliary chosen plaintext queries to the PFX g
authenticated encryption scheme. To obtain Ex (X) the gadget requests

PFXY (X) =C|, T
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with an arbitrary, unused IV # IV*. The block Cf is one-block result and T’
is the tag which is of no interest. Since ¢ = Ex(X) @ IV the gadget returns
Gprx(X) :=C| @1V = Ex(X).

Observation 2. With Gprx one can get Ex(X) for an arbitrary X without
knowledge of the key.

Now we can forge the ciphertext of our message by the following algorithm.

1. Use Gprx to obtain E'K(]\fl)7 . ,EK(Mn)

2. Compute C; = Ex(M;) ® M;_, with My =1IV™.

3. Request any j-block message M’ = My, ... ,Mj_l, M, with M,, as the last
block. The tag T" of PFXIIY (M') =C1, ..., C}, T' fits the demands since
(a) (indicator variant) 7' = Ex(I) ® M,, = T*.

(b) (two key variant) T = Ex/(M,) = T*.

The use of single-block auxiliary queries to PFX in the gadget means that the
above method cannot be used for forging single block messages. For this special
case, we can use an insertion variant which works for messages of length 1 (as
well as also for longer messages). This variant requests

PEXY (IV*, My,...,M,) = C},Cy,...,C, T

for some arbitrary IV, obtaining all the necessary ciphertext blocks for our
forgery. Only the block C{ is of no use and is discarded. In both the indica-
tor and the two-key variants of PFX, the token T* is valid as shown in the last
step of the above forgery algorithm.

Algorithm 1: Encryption PFXY (M;,..., M,)

Cp «— EK(Ml) oIV

for i =2 ton do
L Ci — Ex(M;) ® M;

if I # NULL then // indicator version
| T — Ex(I)® M,

else
| T — Ex/(M,)

return C4,...,C,, T

5.4 Attack on PFX-CTR

We now describe a universal forgery attack on PFX-CTR. Assume we want to
forge the encryption C,...,C,,T* of the message M = M, ..., M, with start-
ing value for the counter SV* and initial value IV*. First note that Observation 1
also holds for PFX-CTR, we therefore create a gadget Gprx.cTr simulating
Ex(X). The use of a starting value gives us more possibilities for the gadget.
To simulate Ex (X) the gadget requests
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PFXSY V(X ¢8V) =), T

with an unused IV # IV* and an unused SV # SV*. The block C7 is a one-block
result and 7" is the tag which is of no interest. Since €] = Ex((X © SV) @
SV) & IV the gadget returns Gprx.crr(X) := C] & IV.

Observation 3. For a given X the gadget Gpro.orr returns Ex(X) without
knowledge of the key K.

The universal forgery attack procedure is then as follows. Note that the indi-
cator I is not known to the attacker and that T* = Ex (I @ Ctr,+1) where
Ctrpa1 = SV* + n is the counter value on I when M is encrypted.

1. Use Gprx.cTR to obtain Ay,..., A, = EK(Ml D SV*), EK(MQ &) (SV* + 1)),

2. Compute C; = A; ® M;_, with My =IV*.

3. Request any j-block message M’ = My, ..., M;_1, M, with M, as the last
block and let SV/ = SV* + n — j. The tag T' of PFX5 V(M) = ¢, ...,
C%, T" with an arbitrary IV # IV* fits the demands since
(a) (indicator variant) the starting value SV* + n — j is so chosen that the

counter value for the indicator is (SV* +n — j) + j = SV* + n. Hence,
T' = Ex(I® (SV* +n)) @& M, =T*.
(b) (two key variant) T" = Ex:(M,) = T*.

Due to the freedom provided by choosing the starting value, the same procedure
also works for one block messages, so no special variant is required for this case
as was necessary for PFX.

Fig. 3. The PFX-CTR authenticated encryption algorithm.

5.5 Attack on PFX-INC

In this section, we show a universal forgery attack on PEX-INC for the two key
variant. Furthermore, we present a universal forgery attack when the indicator is
known to the adversary, which is within the security model of PFX-INC. Since
PFX-INC follows the pattern of increment-based schemes, we assume that a
nonce is part of the scheme and incorporated into the first increment as indicated
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Algorithm 2: Encryptions of PFX-CTR and PFX-INC

PFX-CTRY ™Y (M, ..., My,): PEX-INCRo™®(My, ..., M,):
Ctr; «— SV A — Init(Nonce)
01 «— EK(M1 (&) CtI‘l) Ay «— Incy (A)
Ci—1IVe O, O1 — Ex (M1 & Ay)
for i =2 ton do CL+— 018 A

Ctr; «— Ctr;—1 + 1 for i =2 ton do

Oi — EK(MI (&) CtI‘i) Az — Incl(A)

Ci— Mi_180; O; — Ex(M; @ 4A;)
if I # NULL then // indicator L Ci e Mie1©0:i® A
version if I # NULL then // indicator

Ctrp+1 <« Ctry, + 1 version

Ony1 — Ex(I @ Ctrpt1) Apt1 — Incpyi1(4)

T « My ® Ont1 Ony1 — Ex(I® Anyr)
else T — My, ®Opny1 ® Ant1

| T — Ex/(M,) else

| T — Ex/(M,)
return Cy,...,Cy, T

return C4,...,C,, T

in Algorithm 2. First, assume we want to forge the encryption Cy,...,C,,T*
of the message M = M;,..., M, with nonce N* in the two key variant. Since
the tag depends only on the last block, the adversary asks for a message with a
doubled last block. This means that one can ask for

PFX-INCY (My,..., My, M) =Ci,...,Cp,Clpy, T

Since the tag T' = Ex/(M,,) is the same for all messages with equal last block
the equation, T* = T" holds. The block Cj,; is of no use and can be discarded.
The remaining blocks are our valid ciphertext-tag pair.

Now, for the indicator variant of PFX-INC, assume that the pre-shared indi-
cator I is known to the adversary. Again, we want to forge the encryption
Ci,...,C,, T* of the message M = Mjy,..., M, with nonce N* in the indi-
cator variant. We take advantage of the fact that the indicator is encrypted in
the same way as the other blocks. Hence, we request the extended message

PFX-INCY (M, ..., M,,I)=Cy,...,Cn, Oy, T

In this scenario the tag 7" is of no use for us. But the block C},,; fulfills the
demands for the tag because C;, | = E(I ® Apy1) ® Apq1 @ My,. Hence, T =
C;, .1 and we get the desired ciphertext with its valid tag.

n
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Fig. 4. The PFX-INC authenticated encryption algorithm.

5.6 Attack on PFC-CTR

We demostrate a universal forgery attack on PFC-CTR. Assume we want to forge
the encryption C1, ..., Cy, T* of the message M = My, ..., M, with initial value
IV*. Again, we create a gadget Gppc_cpgr simulating MSB, (Ek (X)). To obtain
the result of MSB,.(E(X)), Gpro.orr asks for

PFC-CTRY (M}, M) = C},C,, T’

with an arbitrary block Mo, an unused IV # IV* and M| = X @ (IV + 1).
The idea of this gadget is to get the result from the second ciphertext block
because of the freedom provided by the choice of IV and M{ in the equation
(IV + 1) ® M{ = X. Hence, the gadget returns Gppo ot (X) = C% & Mo.

The tag now needs to be computed in a different way than the ciphertext
blocks. We will take the advantage of the fact that the tag depends only on the
length of the message NOB, the last block and the initial value. This means that
the tag remains the same as long as the last block, the number of blocks and
the initial value are the same. We can then forge our message by the following
procedure:

1. Use Gppeorp to obtain Ay,..., A, = MSB,(Ex(Ctr1)), MSB,(Ex

(Ctry @ My)), ..., MSB,.(Ek(Ctr, & M,,_1)) with Ctr, =IV* 4+i — 1.

Compute C; = A; & M;.

3. To get the tag request PFC—CTRIV*(Ml, ey My, M) = C,..,CH T
with arbitrary Mq,...,M,_1.

o

Note that the ciphertext blocks C1, ..., ), can be also obtained by only one
request via an insertion variant of the above algorithm. In this case, we ask for
PFC-CTRY ~Y(My, My, ..., M,)) = C, Cy, ..., Cpn, T' with an arbitrary block
M. This gives us all the necessary blocks for the forgery.

5.7 Attack on IAR-CTR

Assume we want to forge the encryption Ci,...,Cy,T1,...,T; of the message
M = M,...,M, with initial value IV*. To achieve this we create a gad-
get GIap.crr to simulate MSB,. (Ek (X)) and get the tags by a special request.



34 A. Bille and E. Tischhauser

@

Fig.5. The PFC-CTR authenticated encryption algorithm.

Algorithm 3: Encryption PFC-CTRY (M., ..., M,)

Ctry < IV Ctrp41 < Ctr, +1
01 — Ek(Ctr1) T — Ex (M, & Ctrny1)
(&3] HMl@MSBT(Oﬂ On+1 HE}((NOB@T@CH‘»,HJ)
for i =2 ton do T «— MSB¢(On+1)
Ctr; « Ctr;—1 +1 return C4,...,C,, T

O «— Ex(M;—1 @ Ctry)
C; — M; ® MSBT(Ol)

The simplest option for such a gadget would be to set the initial vector such
that the first output block is used for the simulation. However, this does not
work whenever one block M; happens to equal IV* + 1. To avoid this scenario
we prepare a message such that the j-th ciphertext output block will be used
with j > t. To obtain MSB,.(Ex (X)) the gadget picks a (preferably small) 7 > ¢
and chooses some M} _; and an unused IV’ # IV* subject to the constraint

X = (Mj_,][0..0) & (IV' + j).

Let M' = My,... My, ,Mj,...,M, a new g-block message with M;_,
as the (5 — t)-th block. The other blocks can be set to arbitrary values. The
gadget GIop.crr then asks for

IAR-CTRY (M') =C4,...,C},...,CL.TY,..., T}

At last, G{ag_crr returns Giap_orr(X) == C} @ M;.
Observation 4. For a given X the gadget G4 p_orgr simulates MSB, (Ek (X)).

To obtain the tags we take advantage of the fact that the tags depend only on
the counter, the number of blocks and the last ¢t message blocks. Let Mrag =
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My,...,My_¢_1,M,_¢i1,..., M, be the message with the same ¢ last blocks as
M and some arbitrary ones for the other blocks. Hence we get the tags by the
request

IAR-CTRY (Mqac) =C4,...,C.\Ty,..., Ty (1)
A problem occurs when n = ¢ because then M = Mrag and a request of the mes-
sage M is not allowed by attack model. To handle this issue, we create another
gadget GY AR.cTR to obtain a desired tag. Consider the following calculations.
Let Ctr; = IV* 4+ 4. One tag T; is constructed by the formula
E = MSB@(EK(’N, (&5) CtI‘n_,_i (&) EK(Ctrn+1 D Mn—t-HHOO))
The task is to find another initial value IV’, number of blocks n’ and some
message blocks such that we get the same T;. Let Ctr; = IV’ +i. By
T; = MSBy(Ex (n' @ Ctr:z/-i-i &) EK(CU":I/_H D M;z’—t-',-iHO“O))
we get the following constraints:
Ctrt+i D Mn—t—i—iHOnO = Ctr{n/_H- D Mrlb’—t+i||0"05
n ® Ctrpy; =n' & Ctry,
By transforming these equations we get
Ctrtﬂ- (&) Ctr;l/+i = n7t+i||0~~0 D Mr/y/ft+i||0"07
Ctrpt: @ Ctr%,_ﬂ» =ndn/,
=d = Ctryy; ® Ctrly; = My—144][0.0® M), _, ;][0.0=n&n'.
It follows that difference d has to be greater or equal to 2P~" because of d =

M, —¢4i]]0..0® M, _, ,;]/0..0. By choosing d one gets the necessary variables n',
M), . ;, and IV'. Let My, be the message

n

Mla AR Mn’7t+i71a MnftJri 2] MSBr(d)7 Mn/7t+i+1, cee 7Mn’

with the desired block at the (n’ — ¢ + i)-th position and the remaining blocks
set to arbitrary values. Hence we can get the tag T; by the following request

IAR-CTRY ®4(Mp) =Y, ...,CL.,T), ..., T}, ..., T}

Observation 5. With given p-bit integers n, ¢ and r-bit block Zy the gad-
get G4y p_orp returns MSBy(Ex (n@® c® Ex (c® Zo||0..0))). This can be used to
simulate a tag for IAR-CTR.

We can now forge the desired message by the following procedure:

1. Use Gisp.cTr to obtain A;,... A, = MSB,(Ex(IV" + 1)), ...,
MSB, (Ex (IV* + t)).
2. Use Gipg. g to obtain A1, ..., A, = MSB,(Ex((IV* +t+ 1) & My)),

.oy MSB,.(Ex ((IV* +n) @ (My_y))).

3. Compute C; = A; ® M.

4. Get the tags Ty, ..., T; by the above-mentioned request (1) if n # t. Otherwise
use the gadget Gisg_orr to obtain the tags.
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Algorithm 4: Encryptions of IAR-CTR and IAR-CFB

IAR-CTRY (M, ..., M,): IAR-CFBY (M, ..., M,):
Ctrg « IV Ctrg <« IV
fori=1totdo fori=1totdo
Ctr; <« Ctr;—1 +1 Ctr; « Ctr;—1 + 1
O; «— EK(CtI‘i) O; — EK(Ctri)
fori=t¢t+1 ton do Y; = Ctr;
Ctr; « Ctr;_1 +1 for:=t+1 ton do
O; «— EK((sztHOO) D Ctri) Y, — LSBP,,-(Y;;ﬂHCz;t
C; — M; & MSB,-(0;) O; «— Ex((M;—+]0..0) ® Y;)
fori=n-+1ton+tdo | Ci — M; © MSB,(0:)
Ctr; « Ctr;—1 +1 fori=n+1ton-+tdo
T «— EK((MZ_tHOO) (&%) Ctri) Y, — LSBp_T(Y;'_l)HCi_t
O; HEK(NOB@H @Ctrn+1) O; — EK((MiftHO.,O)EBY:;)
Tin — MSBZ(Ol) Tin — MSBZ(Oz)
return Ci,...,Cy,T1,..., Tt return Cy,...,Cp,T1,..., T}

5.8 Attack on IAR-CFB

In this section, we present a universal forgery attack on IAR-CFB for the case
where ¢ > [2]. This scenario is not only within the specified requirements for
these parameters but also entirely practical (see e.g. the experiments in [12]),
considering that if r is relatively small compared to p, the number of block cipher
calls per message increases, reducing the efficiency of the scheme.

Assume we want to forge the encryption Cy,...,Cy,,T1, ..., T; of the message
M = My, ..., M, with initial value IV*. Note that the input for the block cipher
is not known immediately since the delayed ciphertext is used as part of the
input. We create two gadgets GTag_cpp and Giag cpp to simulate MSB,.(E(X))
and MSB/(E(X)), respectively. The first gadget Gisp cpp makes use of one
of the first ¢ encryptions. Let 1 < j < t be the desired index position. To
obtain MSB, (Ex (X)) on the j-th position the gadget Gl cpp asks for

IAR-CFBy 7/ (My,..., M) =C;,...,C,T},..., T}

with an arbitrary M;. Since C] = MSB,(Ex(X)) ® M; this gadget returns
Giar.cr(X) = C} © M;. We do not fix one position j due to the freedom of
initial vectors we can choose. This comes in quite handy for the next gadget.

Observation 6. The gadget Ggp_cpp returns MSB,(Ex (X)) for a given X.

In the following the idea behind the second gadget Gipg cpp is explained.
We take advantage of the fact that the chained value Y; (see Algorithm 4) which
is used as the input for the ciphertext is updated by the delayed ciphertext
blocks. Let g = [2]. After g blocks we have full control of this chained value.
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Fig. 6. The TAR-CFB authenticated encryption algorithm.

For the sake of simplicity we assume that r|p. The adjustment for the case r t p
is described in Appendix A.3. Hence g = 2. Furthermore, let X be the desired
message. We split X into g equal sized parts X1, ..., X,. The gadget Gfsn_crp
uses the g-th tag as the result of a t-block message. Before X is used as the input
of Ex it will be xored with M||0..0. Thus, we have to set the ciphertexts as

=C1® My and X, = C; for 2 < i < g. Due to C; = M; & MSB, (Ex (Ctr;))
we know that

M; = X; & M, & MSB,.(Ex (Ctry)), (2)

By the following we obtain a procedure for computing the auxiliary message
which has to be requested to obtain MSB,(Ek (X)):

1. Find unused IV’ such that all of {Ctry,...,Ctry} and IV —j for 1 < j <t
are unused as the initial vector with Ctr; = IV’ + 4.

2. Obtain A; = MSB,.(Ek (Ctr;)) by Gisr_cpp such that IV' is still unused for
a request.

3. For 2 <i<gset M/ =X, ® A; (because of (3)).

4. Set M{ = X, ® A1 & M, (because of (2)).

Now, to obtain MSB,(Ex (X)) we ask for

IAR-CFBY (M{,..., M., Myi1,..., M) = Cf,...,CLT,..., T,
where Mj, ..., M; and IV’ are obtained by the above procedure and the other
blocks are arbitrary. Finally return G¥yg_cpp(X) = T, = MSB(Ek (X))

Observation 7. With G{,p crp one can get MSBy(Ex (X)) without knowledge
of the key by g many calls of G4 pr_cpp and one oracle request.

We now have all the required tools for our universal forgery attack:

1. Obtain O; = MSB,.(IV* + i) by Glasp.cpp for 1 <i <t.
2. Compute C; = M; & O;.
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3. Let Y; = Ctry, fort+1<i<n

(a) Compute Y; = LSB,,_,.(Y;_1)||Ci—¢

(b) Obtain O; = MSB,.(M;_¢]|0..0 @ Y;) by Gisr.crp-
4. Forn+1<i<n+t

(a) Compute Y¥; = LSB,,_,.(Y;_1)||Ci—¢

(b) Obtain T;_,, = MSB¢(M;_4|[0..0 & Y;) by Gfsr_crp-

The resulting ciphertext blocks and tags yield the desired forgery.

6 Conclusion

In this paper, we have analyzed the security of three AE algorithm families,
namely PFX, PFC and IAR, which were designed as improvements to general-
purpose well-established AE schemes such as CCM, GCM or OCB which are
widely used in security protocols for wireless networks based on IEEE 802.11
(Wi-Fi), IEEE 802.15.4 (such as Zigbee), as well as LTE and 5G mobile networks.
The design objective of PFX, PFC and TAR was to guarantee confidentiality and
authenticity in a single-pass process while reducing the number of block cipher
calls and avoiding expensive operations like finite field multiplications. As such,
they appeared to be well-suited alternatives to standard modes such as CCM or
GCM for wireless systems, lightweight wireless sensor networks, and real-time
wireless applications.

Our analysis however indicates that these AE schemes cannot provide their
claimed security guarantees. We described universal forgery attacks on all three
algorithm families, allowing an adversary to compute valid ciphertexts and
authentication tags for any message of their choice without knowledge of the
secret key. All of our attacks only have linear complexity in the length of the
target message and as such are entirely practical. Overall, our analysis implies
that the affected schemes should not be used in practice, despite their attractive
performance characteristics in the context of wireless and real-time networks.

It remains an interesting open problem to adapt existing well-established
and secure cryptographic primitives for authenticated encryption more to the
specific requirements of wireless network applications, especially in the context
of lightweight wireless sensor nodes or real-time constraints. The forgery attacks
on PFX, PFC and TAR illustrate the need for thorough and long-term secu-
rity analysis of new cryptographic algorithms before considering their deploy-
ment, emphasizing the importance of adhering to well-established standardized
cryptographic algorithms. For applications where standard solutions such as
CCM or GCM are not ideal, a promising line of research would be to com-
paratively evaluate the NIST lightweight cryptography standard Ascon [7-9] as
well as algorithms from the CAESAR final portfolio, which besides Ascon include
ACORN [28] with a lighweight focus, AEGIS [29] and OCB for high-throughput
networks, and Deoxys [18] and COLM [1, 2] for scenarios where defense in depth
against e.g. nonce misuse is required. These algorithms have already received
extensive cryptanalytic scrutiny over a couple of years and could potentially be
included in future versions of standards for wireless encryption.
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A  Appendix

A.1 Notation

In the following we briefly define some notation used in this article. Let M and
C respectively denote the bit strings containing the plaintext message and its
encryption in some mode by a block cipher Ex with the secret key K. Subscripts
for M or C, like M;, denote the i-th block of M or C' respectively. The size of
each block depends on the used block cipher (typically 64 or 128 bits). The
operator A @ B is the bitwise xor operation on two bit strings A and B. The
output of a MAC is called tag and denoted by the variable T'. The selection of
the b most or b least significant bits of a bit string is written as MSB,(+) and
LSBy(+), respectively. The total number of blocks of a message is referred to as
NOB. The operator || denotes concatenation of two bit strings. We use 0..0 to
abbreviate the repetition of zeros up to a number (such as the block size) which
is clear from the context.

A.2 PFC-OCB Scheme

(7]
Ex Ex

Fig. 7. The PFC-OCB authenticated encryption algorithm.

A.3 Adjustment for G’fAR_CFB for the Case r 1 p

In the following we explain how to adjust the gadget Gf AR.crp for the case r { p.
Let g = [2] and let ¢ = p mod r. First, we consider the case for g > 2. Then,
the case g = 2 will be discussed. We split the input X in the parts Xi,..., X,
where only X7 consists of ¢ bits and all other blocks of r bits. In this case, the
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message block M, influences X; and X5, see Fig.8a for a visualization. This
yields the equations

X; = LSB,(Cy) & MSB,(M,), (4)
Xy = Cy & LSB,_,(M,)||0..0, (5)
X, =C;. (6)

By combining these equations with C; = M; ® MSB,.(Ek (Ctr;)) we obtain the
following relations:

LSB,(M;) = X; & MSB,(M,) & LSB,(MSB,.(Ex (Ctry))), (7)
My = X5 & LSB,_4(M,)]|0..0 & MSB,.(Ex (Ctrs)), (8)

from which we can replace the last two steps (3 and 4) of the message creation
step of Gf\r_cpp With three ones above.

[ H, = LSB,(MSB, (Ex (Ctry))) ] Hy = MSB, (Ex (Ctry)) ]

S2)
S2)

] o G, ] [ LSB,(M;) ] My ]

T & T & 1 T ] O — v |
(a) Case g > 2 (b) Case g =2

Fig. 8. Illustration of the computation of X in the message creation part for Giar-crB
in the case r { p. Note that M, is r bits long while X; and LSB,4(C1) consist of ¢ = p
mod 7 bits.

Now we consider the case g = 2. Similar to the above case we replace the
formulas for the message creation part. Let s := r — g. See Fig. 8b for the depen-
dencies in this case. Note that the ciphertexts C; and LSB,(C1) are replaced
with LSB, (M) & LSB,(MSB, (Ek (Ctr1))) and My & MSB, (Ek (Ctry)) respec-
tively because of C; = M; & MSB,.(Ex(Ctr;)). For ease of presentation, let
H, := LSB;(MSB,(Ek(Ctr1))) and Hs := MSB,(Ex(Ctrs)). For the s most
significant bits of X5 there is an “overlap” of two different parts of My as seen
in the equations:

LSB,(X;) = LSB,(M,) & LSB, (Ha), (10)
MSB,(X5) = LSB,(My) & MSB, (M) & MSB,(H,), (11)
X; = MSB,(M,) ® LSB,(M;) ® Hy. (12)

For this overlap we will define MSB;(M>) bitwise. Let P[i] denote the i-th bit
of P. For ¢ <1i < g+ s we compute

Msli] == Xy[i] + Mali — q] + Hali]. (13)
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The ¢ least significant bits of Ms can be computed directly by (10). After the
computation of My the desired bits of M; are obtainable by (12). The adjustment
is done by replacing the last 2 formulas in the auxiliary message creation part
of G{sgr_crp by these ones for M; and Ma. This concludes the universal forgery
for this case.
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